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SYSTEMSAND METHODS FOR IDENTITY VALIDATION AND
VERIFICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

The disclosure of the complete specification ofggpore Patent Application
No. 11201607479V, as originally filed and as amelpdeincorporated herein by

reference.

FIELD

The present disclosure relates to identificatioth igentity validation and
verification. In particular, the present disclostetates to systems and methods for
performing customer identification and customedantity and address validation and
verification services using an account identified distorical information associated

with an individual.

BACKGROUND

Around the world, businesses and governments daityend with the need to
verify the identity of their customers or otheriwviduals. In part, this is due to the
good business practice of knowing the identity oistomer before doing business
with them. It also is a regulatory requiremeniriany jurisdictions. For example,
most countries have regulations (often referreasttknow your customer” or “KYC”
regulations) that impose due diligence requirementBnancial institutions,
government agencies and other regulated compaites due diligence requirements
ensure that these businesses and agencies rdupiireustomers to provide detailed
identity information before providing certain finaal services or other products or
services to their customers. KYC requirementsuiceldue diligence requirements to
prevent money laundering (referred to as “Anti Mphaundering” rules) and

Combating Financing of Terrorism (CFT).
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Other business environments also need similarigatibn requirements. For
example, many businesses have a continuing neestifg bank and payment
accounts that are used for either direct debittfanality for recurring payments
(such as bill payments, insurance payments, atd.eaternal account linking for
funds transfer where micro deposit validation common practice but takes too

much time because of the manual work involved.

Further, as electronic funds transfer (“‘EFT”) systemature, they are
implement “pull EFT/Direct Deposit” functionalithat is aimed at allowing
merchants to initiate a payment request directiynfconsumer bank accounts. This
process does require a one — time mandate setdugadidation, which could take a
week or so, and involves significant logisticaltsas manually sighting and
validating consumer signature etc. There are adgofcant costs of archival and
retrieval of said data. It would be desirable wuee the time and cost required for

such activities.

Similarly, external bank account linking, whichuised for inter-bank funds
transfer today uses a micro deposit validation theoexternal bank account that is

manual and time consuming process. It would beraasi to improve this process.

To satisfy many of these KYC requirements, busieessay require that a
consumer provide information to prove their idgntiSuch information may include,
for example, a passport or other government-isgiledtification, one or more items
proving their current address, and one or morestpraving their date of birth or
other information. For example, a consumer whdessto open a bank account in
Singapore may be required to present their pasgpeit Singapore National ID
number, and a copy of one or more items proving therent address. This
information is provided to an authorized employéthe bank at which the customer
wishes to open an account and the employee eheraformation into the banks

KYC systems.

If the customer also wishes to purchase a mol#ph®ne and/or obtain a
new SIM card for a mobile telephone, he is agajuired to provide the same
information proving his identity and address. Téa® become inconvenient and
cumbersome for consumers. Further, each merdhasihess or other entity that



needs to verify the identity of their consumeraunscsubstantial cost and effort in
performing the verification as often such custordentification and verification

procedures are manual in nature.

It would be desirable to provide systems and metlibdt facilitate

5 authenticating a user based on his/her identityaaitiless.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow chart that illustrates a methbdttmay be performed

according to some embodiments.

FIG. 2 is a block diagram representation of aesysthat may be provided
10 according to some embodiments.

FIG. 3 is a block diagram of an identity autheatiicn device according to

some embodiments.

FIG. 4 is a block diagram of a payment card issi@sice according to some

embodiments.
15 FIG. 5 is a portion of a database according toesembodiments.
FIG. 6 is a portion of a database according toesembodiments.
FIG. 7 is a user interface according to some ernnfeats.
FIG. 8 is a user interface according to some ennfeats.
FIG. 9 is a portion of a network packet accordmgome embodiments.

20 FIG. 10 is a portion of a network packet accordmgome embodiments.

DETAILED DESCRIPTION

To alleviate problems inherent in the prior are gresent embodiments
introduce systems and methods where a user iden#éifybe verified substantially in
25 real-time and in the course of a transaction.
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The present embodiments may be associated witkea™who is seeking to
access a product or service in which the useristige(or information associated

with the user) requires validation. As used hertia term “user” might refer to, for
example, a person (or entity) who executes trarsectvith merchants or service
providers. As used herein, the term “user accoomgjht refer to, for example, any
financial account associated with or controlledhsy user to perform financial
transactions. For example, a user account mighthmnk account, a credit card
account, a debit card account, a prepaid accouogneaccount, or the like. These,
and other, terms will be used to describe featofélse present embodiments by
reference to the following detailed descriptiore #ppended claims and the drawings

provided herewith.

For purposes of illustrating features of the presembodiments, a simple
example will now be introduced and referenced tghawt the disclosure. In the
illustrative example, a customer (named “John Dee&hes to sign up for a cellular
phone service. John Doe has a bank account kidaisbank, and he has a
MasterCard branded credit card that is issued $p&aunk and that he uses frequently
for purchases. The cellular phone service thiah Jashes to sign up for uses the
authentication techniques described herein. THelaephone service provider is
called “Phone Co.,” and Phone Co. has engagecetiveess of an authentication
service called “Authentication Co.” which offerstlentication services pursuant to
the embodiments described herein. Those skilleédarart will recognize that this
example is illustrative and not limiting and is yisted purely for explanatory

purposes.

Turning now in detail to the drawings, FIG. 1 ilaav chart that illustrates a
method 100 that may be performed according to samtgodiments. The flow chart
in FIG. 1 does not imply a fixed order to the step®d embodiments of the present
disclosure can be practiced in any order thatastpable. Moreover, the methods
may be performed by any of the devices describegirine The method shown in FIG.
1 may be performed, for example, by the identitthantication device 230 of FIG. 2
and the identity authentication device 300 FIG. 3.
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The authentication method 100 of FIG. 1 may begit02, where an account
identifier is received from a user in responsénuser interacting with a merchant.
As used herein, the term “merchant” is used torrgémerally to a merchant or a
service provider provide identification servicesdascribed herein. Referring to the
illustrative example introduced above, receivind@2 occurs once John Doe
(interacting with the Phone Co. website) receivesgaiest from the merchant (i.e.,
Phone Co.) for an account identifier. The Phonev@bsite may redirect John Doe’s
web browser input to Authentication Co.’s websittdlsat John’s account identifier

may be entered into Authentication Co.’s authetiboasystem.

FIG. 2 represents a block diagram 200 of an embewlirof the identity
validation and verification system of the preseastldsure. Referring to FIG. 2, and
continuing with the illustrative example, a useclsas John Doe may use a user
device 210, and John may be required to validatédeintity to a merchant via the
merchant’s website (e.g., a merchant device 220 as@ point of sale terminal or

webserver) before services can be provided to John.

The user device 210 may comprise, for examplersopal computer (PC), a
mobile device (such as a smart phone, a tablet atenpor the like). A user, such as
John Doe, may use the user device 210, for exanplegister, to access, or to
utilize services offered by the merchant, and mag ase the user device 210 to
complete an authentication process pursuant to émiemts described herein. The
user device 210 may transmit information identi§ythe user (e.g., via a redirect, via

an HTTP post, a Web services interaction or the) lik

When the user device 210 accesses the mercharisteeas illustrated by
flow (1) in FIG. 2, the user device 210 may be mected to an identity authentication
device 230, as illustrated by flow (2) in FIG.ahd a user, such as John, may enter an
account identifier to validate his identity. Imse embodiments, the user may enter
an account identifier plus associated authentinatitormation for the account
identifier, such as a password (static or dynanaiejerification value (such as a
CVC2, or the like), an expiry date, etc. The idgrduthentication device 230 may
comprise a server that is associated with Authatitin Co. In one embodiment, the

user may enter an account identifier, authentioatiformation associated with the
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account identifier, and the user’s identificatiatalin the user device 210. In such
embodiments, the identity validation and verifioaton the user input data may be
performed by the payment card issuer 250 via tlyenpat network 240 and received
at the identity authentication device 230 in therfef a “success” or “fail” response

message.

At the identity authentication device 230, Johrgsaunt identifier may be
entered. For example, John Doe may be asked widera primary account number
(or “PAN”) from his MasterCar8-branded credit card (e.g., the 16-digit number
embossed or printed on the face of John’s cardijs ififormation may be entered
into Authentication Co.'s authentication systemaviesebpage displayed on John's
computer that points to Authentication Co.'s autication system and thus John’s
PAN will be entered into Authentication Co.'s auttieation system for processing.

Referring back to FIG. 1, at 104, the user is autihated based on the account
identifier. The authentication may be performeal aiprocessor, such as the
processor that will be described with respect 8.A. Referring to FIG. 2, and
continuing with the illustrated example, the idgnduthentication device 230 may
use John Doe’s MasterC&rtdranded credit card primary account number to

authenticate John.

To authenticate John, the identity authenticatievick 230 may transmit an
account identifier, such as John’s Master€anedit card primary account number,
to a payment card issuer 250 via a payment net@4dk as illustrated at flows (3)
and (5) of FIG. 2. The identity authentication @ev230 may transmit a query to the
payment card issuer 250 via the payment networka24l0in response to the query,
identity verification information may be transmdtéeom the payment card issuer 250
via the payment network 240 and received at thetityeauthentication device 230 as
illustrated at flows (4) and (6) of FIG. 2.

For example, John’s MasterC&raredit card primary account number may be
transmitted to a device or system associated Wwehssuer of the payment card
(payment card issuer 250) via a payment networkh(sis the payment network

operated by MasterCard or the like). The paymard ssuer 250 will be described
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in more detail with respect to FIG. 4 and a paynmativork 240 will be described in
more detail with respect to FIG. 9 and FIG. 10.

Referring back to FIG. 1, at 106, identity veritica information is
transmitted to the merchant. In FIG. 2, and camtig with the illustrated example,
the identity authentication device 230 may transdantity verification to the
merchant 220 as illustrated at flow (7) of FIG.For example, Authentication Co.’s
authentication system may transmit identity veaificn information associated with
John Doe to Phone Co. where the identity verifezathformation is based on John

Doe’s MasterCar8l credit card primary account number.

Authentication Co.’s authentication system mawpgnait identity verification
information comprising (i) government-issued id&adition information associated
with the John and/or (ii) a level of available itignverification information
associated with John. For example, the autherditaystem may transmit John’s
government-issued identification to Phone Co. gtvernment-issued identification
may comprise John’s national identification numiseich as, but not limited to, a
social security number (“SSN”), a birth certificatember or any other similar
government issued identification. In another examitle authentication system may
transmit a level of available identity verificationformation associated with John.
For example, a level of available identity verifioa information may indicate that
John’s identification and John’s address has beefiad within a predefined time

frame.

Each merchant may require a different specifietframe in which a user’s
identification and address has been verified bguwthentication system. In some
embodiments, a user’'s address may be verified dgivieg or scanning recent items
that indicate the user’s address such as, butmiéd to, bills that were paid by the
user where the bills indicate the user’s addréss.example, the authentication
system may receive a heating oil bill, an eledtii; a telephone bill, etc. where each
bill indicates the user’s home address. The usgeistification may be verified by a
government-issued identification such as, but imotéd to, a passport, birth
certificate and/or driver’s license that may alsdicate the user’'s home address.

Since some merchants may require verificationugexr’s identification to have been
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performed within a specific time frame, the autleaiion system may also store
dates associated with when a government-issuetifidation was last reviewed.

Time frames will be discussed in further detailnaiéspect to FIG. 6.

According to some embodiments, FIG. 3 is a bloglgthm of an identity
authentication device 300, such as the device 230ribed with respect to FIG. 2.
The identity authentication device 300 may incladeommunication device 330 to
exchange data over a network to facilitate commatigo with, for example, other
devices (such as user device 210 and merchanted22{). Note that numerous
communication devices 330 may be provided (to aflewsimultaneous
communication with a number of other devices) amy e preferably configured
with hardware suitable to physically interface wdsired external devices and/or
network connections. For example, the communinalevice 330 may comprise an
Ethernet connection to a local area network, wiga aetwork or other type of
network through which the identity authenticatie@vide 300 may receive and

transmit information over the Internet and/or opavate or proprietary networks.

In addition, the identity authentication device 308y include an
authentication engine 340 that may communicate avphocessor 350. The
processor 350 may also be in communication witbcallinput device (not shown in
FIG. 3). The local input device may comprise,ggample, a keyboard, a mouse or
other pointing device, a switch, an infrared partlocking station, and/or a touch
screen. Such a local input device may be usedXample, to provide rules or values
associated with authentication rules, or to perfaraintenance or modification of
gueries or interfaces for obtaining identificatemnthentication information. The
processor 350 may also be in communication withcalloutput device (not shown in
FIG. 3). The local output device may comprise,doample, a displaye@., a
computer monitor), a speaker, and/or a printere [blal output device may be used,
for example, to generate reports and/or exportimédion to be used to generate rules

or values associated with identification authenitrarules.

The processor 350 may include or otherwise be &gsdowvith dedicated
registers, stacks, queues, etc. that are usecetuexprogram code and/or one or

more of these elements may be shared there betweasome embodiments, the
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processor 350 may comprise an integrated cirdaisome embodiments, the
processor 350 may comprise circuitry to performethod such as, but not limited to,

the method described with respect to FIG. 1.

The processor 350 may also be in communication avigtorage device 360.
The storage device 360 may comprise any appropndamation storage device,
including combinations of magnetic storage devieas, magnetic tape and hard disk
drives), optical storage devices, and/or semicotmiunemory devices such as
Random Access Memory (RAM) devices and Read Onlgnbty (ROM) devices.

The storage device 360 may comprise a non-tragsituimputer-readable
medium to store a program for controlling the peswe 350. The program may be
stored in a compressed, un-compiled and/or enayfptenat. The program may
furthermore include other program elements, sua@magperating system, a database
management system, and/or device drivers usedeogrtdtessor 350 to interface with

peripheral devices.

The processor 350 may perform instructions of ttogiam, and thereby
operates in accordance with the present embodimé&aisexample, the processor
350 may receive data associated with a user toathersticated, and then use that data
to query a payment card issuer via a payment n&jvamd then present the data to a

merchant according to the rules from an authembicatiles database.

The authentication engine 340 may operate to égqmocessor-executable
process steps so as to control the identity auttegin device 300 to provide desired
functionality. The identity authentication devig@0 further includes a web engine
320 to provide a user interface for a user devid@td enter information into the
identity authentication device 300. Note thatwred engine 320, authentication
engine 340, storage 360 and communication deviben®8/ be co-located with, or
remote from, the identity authentication device .3D@e identity authentication
device 300 may operate in accordance with anyeethbodiments described herein.

FIG. 4 is a block diagram of a payment card isslesice 400, such as the
device 250 described with respect to FIG. 2, adgogrtb some embodiments. In this
case, the payment card issuer device 400 includesanunication device 420 to

exchange data over a network to facilitate commatiga with, for example, other
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devices (such as the identity authentication de2Bf@®. The communication device
420, like the communication device 330, may congpais Ethernet connection to a
local area network, wide area network or other typeetwork through which the
payment card issuer device 400 may receive andrriamformation over the

Internet and/or over private or proprietary netvgpikuch as payment network 240.

The payment card issuer device 400 may also indygl®cessor 410, like the
processor 350. The processor 410 may be in conuation with a storage device,
such as storage device 430. The storage devicend$@omprise any appropriate
information storage device, including combinatiohsnagnetic storage devicesd.,
magnetic tape and hard disk drives), optical se@ayices, and/or semiconductor
memory devices such as Random Access Memory (RAMicds and Read Only
Memory (ROM) devices. In some embodiments, stodsyece 430 may be remote
from the payment card issuer device 400 and thasage device 430 may be

accessible by the identity authentication devide. 30

The storage device 430 may store an identity \oatitbon database 500 and a
customer authentication rules database 600. Ntexrieg to FIG. 5 and FIG. 6,
embodiments of an identity verification databas@ &3d a customer authentication

rules database 600 are illustrated.

FIG. 5 is a portion of a tabular representatiothefidentity verification
database 500 that may be stored at the paymenissaiet device 400 according to
some embodiments. The database 500 may includesrglated to identify
information associated with a plurality of useithe database 500 also defines fields
502, 504, 506, 508, 510, 512, 514 and 516 for eatfe entries. The fields specify:
an account identifier 502; a government-issuedtitieation 504; a first address 506
associated with a first bill, such as an electilic & postal code 508 associated with
the first bill; a mailing date 510 associated vitik first bill; a second address 512
associated with a second bill, such as a telephingl2; a postal code 514
associated with the second bill; and a second mgadlate 516 associated with the
second bill. The information in the identity vécdtion database 500 may be created
and updated, for example, based on informationveddrom one or more payment

processing networks or systems based on transac@rducted by the plurality of

10
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users using those networks or systems. In somedments, the identity
verification database 500 may be updated whenapuseides identity information

to his local bank, his payment card issuer, toyar@ant network, or the like.

The account identifier 502 may be, for exampleal@hmanumeric code
associated with a particular payment account (e dhe case of a credit card or other
payment card, the account identifier may be the R&sbciated with the account).
The government-issued identification 504 may ineladsocial security number, a
birth certificate number, a passport number ora@thgr similar government-issued
identification. In some embodiments, the identiyification database 500 may
define a field for a type of government-issued td@ation (not shown in FIG. 5).

The government-issued identification 504 may balphanumeric code uniquely
identifying a particular individual. The addres&€$/512, postal codes 508/514 and
mailing dates of the bill 510/516 may be used entdy a user’s current address, as

well how recent the user’'s address was verified.

FIG. 6 is a portion of a tabular representatioa ocfistomer authentication
rules database 600 that may be stored at the dedfor 300 according to some
embodiments. The database 600 includes entriaifyiarg one or more rules to be
applied by the identity authentication device 3@@uathenticate users on behalf of
one or more merchants. In this manner, the ideatithentication device 300 may
perform authentication services on behalf of mbentone service
providers/merchants, and each merchant may spditiéyent authentication rules.
The table also defines fields 602, 604, 606, ar@lféDeach of the entries. The fields
specify: a merchant identifier 602; a time rage 6&uirement associated with how
recent the data associated with a user needs toreguired minimum number of
documents that contain a confirmed address 60&iassd with the user; and a type
608 or types of information that are subject totthree range 604 requirement. The
information in the authentication rules databade id@y be created and updated by

merchants, such as a merchant associated witheéhehant device 220.

The merchant identifier 602 may be, for exampleal@hanumeric code
associated with a particular merchant that seekseadhe authentication service. The

time rage 604 may be based on hours, days, moméass, etc. The number of

11
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confirmed documents 606 specifies a number of decusithat contain address
information that must be confirmed for each udésr each document that contains a
confirmed address, a recent bill might be usecetdya postal code as well as a
street address. In some embodiments, the bill nbighssued within the time rage to
be considered qualifying address confirming docum&imilarly, if indicated in 608
a government-issued identification as well an asklreay also need to be verified

within the time range 604.

Referring to the illustrated example in FIG. 5, Rd&o. (e.g., merchant
identifier 2) may require two documents with comfegd addresses within the past
year as illustrated in FIG. 6. The authenticasgstem using John Doe’s PAN of
“BXXXXXXXXXXXXXX1,” may lookup John’s informatioma determine that John has
two confirmed documents on file, one with a maildege of 5 June 2013 and one
with a mailing date of 7 June 2013. Therefore,dhthentication system may pass
John’s government-issued identification of “1004'Rhone. Co. Alternatively, the
authentication system may transmit an indicati@t ffohn’s identity information

meets their requirements without sending any sgasitformation related to John.

FIGS. 7 and 8 illustrate examples of user inteat@0/800 that may be used
in conjunction with the present embodiments. Refgrfirst to FIG. 7, a user
interface 700 is shown that includes a header &2aand a form area 704. The form
area 704 includes a field to enter an account nuf@ and a password 708. The
account number 706 and password 708 may be erdgerdidentity authentication
device, such as 230, and may be used by a pay@aehissuer to signify that the user
desires to have his identity authenticated. Inessembodiments, the account number
706 and password 708 may be a user’s account nurdbeand a password 708 that

are associated with a user account.

Referring to the illustrated example, when John Boeesses Phone Co.’s
website, John may be asked to manually enter irdbom such as his name, address,
date of birth, and government-issued identificatidohn may also have an option to
use an identity service as described herein. Hh &®lects the identity service, he may
be redirected to an identity service page whera &ahn enter his MasterC&r&AN.

12
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In the user interface 800 of FIG. 8, a user mapresented with one or more
kinds of identification to be transmitted to a ntent. The user may select the type
of information to be sent to a merchant (e.g., tonhis permission to send this
data). In the form shown in FIG. 8, the user mayfmmpted with a plurality of
check boxes 806 and descriptions 808 associatédeath type of data to be

transmitted to the merchant.

Referring again to the illustrative example introed above, John Doe, after
providing his MasterCaftpayment card login information, as illustratedFics. 7,
may be presented with the user interface of FI®.\&rify which information John
approves to be sent to the merchant. The usefan®e800 may indicate to John that
Phone Co. is requesting the following informatiorbe shared: Government ID,
Electric Bill Information and Telephone Informatiodohn may select specific
information, using the check boxes 806 to confinai the specific information will
be sent to Phone Co. Once John clicks Submit, treaticated message is directed to
the identity authentication device 230, which daentshare the information requested

in a standard format to the merchant.

Establishing and adhering to KYC requirements m&ag lsignificant cost for
most businesses and by using a payment card séowedidate identity, such as a
MasterCard platform to securely retrieve and vadidesers identity, businesses &
Governments can save on identity validation cgstgsical infrastructure and
personnel, and have better conversion for thegssatocesses. Consumers may
benefit from having a single service that allowssar to sign up online, without
having to enter identity validation data repeatediyuser can store his identify
validation data with a financial institution thael trust, and bank with so that

information to be shared securely with other esdithat the user does business with.

FIG. 9 and 10 relate to a network packet 900 theyt be sent over a payment
network, such as payment network 240. The paymemtork may comprise a
communication network such as a Local Area NetwbAN), a Metropolitan Area
Network (MAN), a Wide Area Network (WAN), a proptaey network, a Public
Switched Telephone Network (PSTN), a Wireless Aggtion Protocol (WAP)

network, a Bluetooth network, a cable televisiotwaek, or an Internet Protocol (IP)

13
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network such as the Internet, an intranet or araegt. Moreover, as used herein,
communications include those enabled by wired oeless technology. Although a
payment network 240 is illustrated as a single camigation network, any number
of such networks may be included in the paymentort.

The network packet 900 may be used to transmitalathe payment network
and may be based on an ISO 8583 network packet.n&twork packet 900 may
comprise information derived from a payment card.(ean account number), a
terminal (e.g., the merchant number) together witter data. Conventional ISO
8583-based network packets are used to either @zehar decline a transaction and
generate a response to be delivered back to tmeni@c Conventional ISO 8583
packets further define a format that comprises addge Type Indicator (MTI) 902,
one or more bitmaps 904, indicating which data el@sare present, and the data of

the message 906.

As illustrated in FIG. 10, the network packet 908ncomprise a message
type indicator 902 that comprises four position28002B, 902C, and 902D that
may be used to indicate that the network packet®686nding identity service
information instead of information associated véthhorizing or declining a
transaction. This may be accomplished by utilizangnique MTI code for sending an
identity service message and a unique MTI codedurning identity service

messages.

The present embodiments allow the authenticaticanuser, substantially in
real time, during a registration process. Furttiex,present embodiments allow such
authentication to be performed for an entity (sasta merchant) which has no prior
or direct business relationship with the user. present embodiments may
authenticate a user with a minimal amount of infation that needs to be provided by
the user during the registration process (e.gspime embodiments, all that is required
is an account number). The present authenticaiistem may avoid a need to wait
for further authentication, allowing a user to dglycaccess services, and allowing a
merchant (e.g., a service provider) to safely anttbate the user prior to providing

access to its services.

14
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Although the present disclosure has been deschibeahnection with specific
exemplary embodiments, it should be understoodvir@us changes, substitutions,
and alterations apparent to those skilled in thear be made to the disclosed
embodiments without departing from the spirit acdpe of the disclosure as set forth

in the appended claims.

Throughout this specification and the claims wHalow, unless the context
requires otherwise, the word “comprise”, and vasrag such as “comprises” and
“comprising”, will be understood to imply the inslion of a stated integer or step or
group of integers or steps but not the exclusicanyfother integer or step or group of

integers or steps.

The reference in this specification to any prioblpeation (or information
derived from it), or to any matter which is knovismnot, and should not be taken as
an acknowledgment or admission or any form of sstyge that that prior publication
(or information derived from it) or known mattermas part of the common general

knowledge in the field of endeavour to which ttpedfication relates.

15
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WHAT IS CLAIMED IS:

A method of validating user provided identity infoation and transmitting identity

verification information to a merchant comprising:

receiving an account identifier from a user in cesge to the user interacting

with a merchant;
authenticating, via a processor, the user basekdeoaccount identifier; and

transmitting identity verification information tbé¢ merchant.

2. The method of claim 1, wherein said identgyification information
transmitted to the merchant includes at least én@)@ verification success or failure
indicator; (ii) additional authentication informaii associated with the account
identifier; (iii) additional identity verificatiomlata.

3. The method of claim 1, wherein receiving theoaict identifier from a user

comprises:

based on a request from the merchant to the usérdaccount identifier,

receiving a redirected user input.

4. The method of claim 1, wherein authenticatingnpaoses:

transmitting the account identifier to a paymentiaasuer via a payment network;

and

receiving identity verification information frometpayment card issuer via the

payment network.

5. The method of claim 4, wherein the transmittecbant identifier is used by

the payment card issuer to identify relevant idgnerification information.

16
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6. The method of claim 1, wherein the received antalentifier is captured

from a purchase transaction at a point of saleiterin

7. The method of claim 6, wherein the received anta@lentifier is received in a
ISO 8583 based message.

8. The method of claim 4, wherein the received tithemerification information
comprises (i) government identification informatiassociated with the user or (ii) a

level of available identity verification informaticassociated with the user.

9. The method of claim 8, wherein the level of &alae identity verification
information is based on a collection date of thenidy verification information

associated with the user.

10. An authentication apparatus, comprising:
a processor; and

a storage device in communication with said prameasd storing instructions

adapted to be executed by said processor to:

receive an account identifier from a user in respao the user

interacting with a merchant;

authenticate, via the processor, the user baséuecsccount identifier;

and

transmit identity verification information to theemthant.

11.  The apparatus of claim 10, wherein receivirgabcount identifier from a

user comprises:
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based on a request from the merchant to the ustrd@ccount identifier,

receiving a redirected user input.

12. The apparatus of claim 10, wherein authentigatomprises:

transmitting the account identifier to a paymenmtidasuer via a payment

network; and

receiving identity verification information frometpayment card issuer via

the payment network.

13.  The apparatus of claim 12, wherein the traristhéicccount identifier is used

by the payment card issuer to identify relevanhids verification information.

14.  The apparatus of claim 10, wherein the receagadunt identifier is captured

from a purchase transaction at a point of saleiterin

15. The apparatus of claim 11, wherein the receagstunt identifier is received

in a ISO 8583 based message.

16. The apparatus of claim 12, wherein the receidentity verification
information comprises (i) government identificatioformation associated with the
user or (ii) a level of available identity verifitan information associated with the

user.

17. The apparatus of claim 16, wherein the levelvaiilable identity verification
information is based on a collection date of thenidty verification information

associated with the user.
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18. A computer-readable medium storing instructiadapted to be executed by a

processor to perform a method of authenticatingea, .said method comprising:

receiving an account identifier from a user in cesge to the user interacting

with a merchant;
authenticating, via a processor, the user basebdeoaccount identifier; and

transmitting identity verification information tbé merchant.

19. The method of claim 1, wherein receiving thecamt identifier from a user

comprises:

based on a request from the merchant to the ustrd@ccount identifier,

receiving a redirected user input.

20.  The method of claim 1, wherein authenticatiognprises:

transmitting the account identifier to a paymenmtidasuer via a payment

network; and

receiving identity verification information frometpayment card issuer via

the payment network.

21. The method of claim 4, wherein the transmittecobunt identifier is used by

the payment card issuer to identify relevant idgmverification information.
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