1 5 Method for overcom ng system adm nistration bl ockage Field of the

I nvention This invention relates to a nethod for overcom ng system

admini strator blockage and refers particulars, though not exclusively, to
a nmethod for overcom ng system 10 adm nistrator bl ockage of a device newy
connected to a conputer. Background of the Invention When a conputer is

operatingsnot as parmetBbd for 0eérébrming sybRmCIMmit@itionidokhge 1S generally the
adm nistrator. Therefore, the user has control over system 15

adm ni stration functions. However, when the conputer is operating as part
of network, be it a local network or a wide area network, the system

admi ni st r at orFi¢gidof thednvention over sone of the functions of each conputer
connected to the network. In the "WNDOAS"T"' operatin ystem the system
adni ni st r at orfhisdavegtipn relgteg derp fethadfen ‘?)’@“E’I“I"Glsb’%@ﬁ af"@!'?@? ?tB'nb'?‘iﬁ‘a%abl e the

syst em adm niapé reéro partiCulds, Qﬁdﬁgﬁﬁbﬁ@blﬂsw@ﬁﬂda Ao for tohercantingsystem i N which it
I S operat The, ser ) .can rol | the system

admi ni st rlg radmﬁ"sfrﬁw \i?/cvgﬁgelorggl u‘ﬂce raawyco 5ercy soeer‘v(lggpe@é{' files, printers,
security, term nals managenent, and peripheral devices. This normally

i ncl udes a bl ocking function for access to certain devices connected to the

25 conputer. BEgﬁgrmltﬁegn\,éﬂ@ndew ce with a private nenory is connected to
the conputer, a password will be required to be entered to gain access to

the private whenarepmpbier swptratirighet pspanvof al netivbrk, the tobputextalperatop ide sent to

t he devi ce, c S d Ther r e exercise
of the bl Ockpgner fﬁg achll {.)tralib(? e%glf/'gg(raem @gm&fﬁ?sh[%? ac?%r}r@\ ﬁ\?e'?ué tlleQ/\S" T

oper ati né® sy's‘@’é'ﬁ'ﬁiﬁ"@htfumnsbe“%"éf Jher dhe BRFPRYFAT dhCRErAINGrASt PR Pler i pheral or
ot her devi cenaperkad Veloyal GEADRQF & ideQaréd Retwi) tizLEystem aBmmisitior ds t he

| nventi on Acgg trglI ovggﬁg%e d)f Ih'erﬁﬁﬁ:tlo% B?g cptcaﬁﬁu?er cg?n%[:tgé( ioqﬁgntﬁwgﬁt hod for

over com ng Sysr{ nist ra devi ce new y-connected to
a host computer, operatively connect ed to a network controllable by a
syst em admi ni st rat or, the device having a first non-volatile nmenory
conpri si ng ampitiev ANVINGOVES™ t dperaiifid Vs’;tétem ane ayhienngdhisiaterahegany for which
communi C?t)t ! Oadmﬁ(tst'l['art}\?e ’f)l Oﬁege(%\?m&ﬁ tg 'enSHiE he%%térﬁ’ Qaministrator to block certain
services on the compuler in which it is operating. The services that can be
controlied by the system administrator in this way include directory services, files,
printers, security, terminals management, and peripheral devices. This normally
includes a blocking function for access to certain devices connected to the
25 computer. For example, if a device with a private memory is connected to the
computer, a password will be required to be entered to gain access to the private
memory. Normally the password will not be able to be sent to the device, so
access will be denied. Therefore, as a result the exercise of the blocking function
by the system administrator the "WINDOWS"™ gperating system might not be able
30  to communicate with the peripheral or other device operatively connected to the

computer.

Summary of the Invention

According to a first aspect there is provided a method for overcoming system

35  administrator blockage of a device newly-connecied to a host computer,

| ‘operatively connected to a network controliable by a system administrator, the
device having a first non-volatile memory comprising a private area, the private

area being of a category for which communication by the host computer application

is able to blocked in an administrative privilege environment. The method allows



is able to blocked in an adm nistrative privilege environnment. The net hod
allows 2 5 the device to be enunerated with the host conputer application
as a human interface device for enablifg conmunication between the host
conputer application and the private area in a non-adm nistrative
privilege environment. The communi cation between the host conputer
application ang delige B by @héméhead wati:QhQ’ﬂa)z&stbﬁarrtﬁﬂfeﬁﬁgﬂlcﬂlma Supaage driver.

The device ng rate itself as nterfac e uring the
confi gurati oerta'giD@ B o GRling W"I‘"@gtj 98" ik ﬁ%squéae ﬁ’

conmuni cat i onepplidatierend tirecprivate Bree lraalnbrtaﬂHIIrhﬁ@tivmmﬂs?@ﬂVlrowpe'ﬂatl ng system
The device preferably reports .to the host conputer operating systemas an
al phanuneric display in a usage selected from human interface 15 device

Esage and usﬁ'geqqpa%gmtég%ﬁgv%\él ce ma}/ be qe}réwgfa%p% cna ‘%’S’éﬁt" glrggrlhce albiso
aving a seco [ E‘B%‘ﬁ a e public
area may foe aﬁya)etmroogmmmaseato&age\mvdn tThe davst mey emumesate dpadiragttheg systemin
the non-adm qi SL1 3hliee Bé\jléél Ju%ﬁfc;% oﬁfﬁ&%ﬂgﬁ'%?mr TH8cds0 MRS idafurdlevi ce may

be non-vol atile nenory externa ative connection to the
host conput ereporihi lﬁﬁ%lf?’ccmicaﬁ'ﬂ!f baiweqsy FW&%‘wﬁ“ééhW?S*c‘&ﬂﬂ" ee a
non-vol ati | e gpBEBHgysysieme§ Bieadehire Prefdrally Rpotoviné hbst lcomputemnapeyating5 The

devi ce may be ﬁiﬁe’{' ,?a%t %ﬁdglfgﬁagmmerﬁ:xélgég%}g‘n Qlu%é;a?%le\éféd JFHrA IHEH% n i consol e,

external rea rive rnal rea ernal USB hub,

ext er nal 15sowndcecusage, antuiage pagyer, and MP3 pl ayer. Accor ding to a second
aspect there is provided a conputer usable nmedium 30 conprising a conputer
program code that is configured to cause a processor to execute one or

more functiogs for the erformance According to a
third aspect qf'?lg?‘@ce 0y %(/?fc?e%?mé’oﬁ'g &ev'c?? 3?’ 8‘#3;,.%{5 gg&hgegﬁgégw

oper ati ve comeg®ni mm&ngaa Ipulic apesnplieenublicoareq c@wﬁmaaliaﬂgcqn@mw er program
35 code that wis thO Hoktd bérfisliter Coperiting s?ﬁt@r%eﬁnsihé mfn-édﬁmmmevgh\m&gd e nenory

device to execute or functlo erf or na t he above
met hod. 3300?5‘["%{“?’8 i"‘? F?{ﬁ‘?os%sffé’ﬁ TH e""lns""{?p'gﬁ Gy %1 ﬁedev ¥atile menory
device conpkirdpergtive qontrclion teethe ihgst comprien allee pelioatea apddbmpriveke er f or
controlling Taltég may comprise a non-volatile memory, preferably a single non-volatile

memory.

25 The device may be selected from: external disk drive, printer, game console,
external read/write disk drive, external card reader, external USB hub, external
sound card, media player, and MP3 player.

According to a second aspect there is provided a computer usable medium
30  comprising a computer program code that is configured to cause a processor to
execute one or more functions for the performance of the above method.

According to a third aspect there is a provided a non-volatile memory device for
operative connection to a host computer, and combrising a computer program

| 35 code that is configured o cause processor of the non-volatile memory device to
execute one or more functions for the performance of the above method.

According to a final aspect there is proVided a non-volatile memory device
comprising a public memory, a private memory, a controller for controlling the



3 5 public nenory and the private nenory as well as communi cati on between
the host conputer and the non-vol atile nenory device, a connector for
enabling connection of the non-volatife menory device to a host conputer,
and a connector interface. The non-volatile nenory device is able to be
enunerated to the host application as a conposite device including a human

icgt erf ficetﬁevﬂl{éﬁc {nﬁﬁm@mlm@gﬁ@% h@ﬂor_?_;&t\rlﬁloémﬂn&ﬁun&ﬁﬁéd Beétveenthe O
mmuni cate W e private nmenory. e st. conputer pli ion ma
gai n access thgst AR ’\@Feﬁ'ﬁmﬁﬁla%ﬁr’%ﬁ?&q s & cs"tngcre;t bg’?aernlal\ﬁlﬁg. The Kost
conmput er appl donwctionofshyestoarvolatiy ripeoptregice & Thasheamsidercandia doneastor publ i c 15
menory in a Wﬁ\@ﬁ%@.mfﬂf_:%ﬁ-%bﬁ{@n%w eS8 sV LB ERImeral@L1oNAS hogOMPUL €T
application nay be able to conmunicate with the private Menpry 1 n a non-
adni ni st r at | \aePisptian 3seyrompesierdeMice RElugng 9“5?’?’%1’“‘357’] "Ur?.“a%ﬂ% connect or
may be aonSBn@ﬁost Edrhpuics Qfplicstion @6 temmunidate yithtthé privanmemogndhe hast pri vat e
menory may be separ at arts of .th J fd ef L ption of
the Draw ngs_"f’ﬁlp ?ﬁ_@pﬁfﬁg? " ﬁ'"n@%ﬁ?§%nth§&§nﬁg%%rmr€ tljl'fﬁl(jlgeh P%?;%Ig% and

readi |y put isteragepivetti cal effect, there shall now be described by way of

non-limtative exanple only a 25 preferred enmbodi nent of the present
I nvention, the description being with reference to the acconpanyi ng

illustrative_drawings.i.n i ch: Fiqgure i c 1 Cod ] Jon of a
preferred for g’r’S‘ ‘ﬁ?’@w@tﬁ‘esﬁt%'t"ﬁy\%ﬁ iaglﬁ§0 &%Aféeé@e‘&'#hgﬁé Eé'%%%di ment is
to be usad; Fiegwne iR a gomadiuibistadive privilepe sanvisanment. of The S ofRPPEF m of

comput er syst e Chay 88 dMe i EsRsuMEROUAIRRY phvatd Tfontisied; ndni gure 3 is a
schematic illustration of a third for{n ?lf computer stem \(r/,\(ni ch preferred
enbodi ment i SIPYISHRIVE LAY LHPRMEN OV R S%W”H{%Eé?%m ﬁ? ASreF ™ ed form of
peri pheral déwiadsSB or BEFUT394 5onrectbl. ock di agram of an alternative form of

peripheral device, 35 Figure 6 is a flow chart of the operation of the
preferred enfibelipuidigtmempry jgad ther Rivate PPy My HeofaRarat p%’@n?fdf'”ef"““systens; and

20  memory.

Brief Description of the Drawings

in order that the invention may be fully understood and readily put into practical
effect, there shall now be described by way of non-limitative example only a
25 preferred embodiment of the present invention, the description being with

reference to the accompanying illustrative drawings in which:

Figure 1 is schematic illustration of a preferred form of computer system with which

the preferred embodiment is to be used;

Figure 2 is a schematic illustration of a second form of computer system which

30 preferred embodiment is to be used;

Figure 3 is a schematic illustration of a third form of computer system which

preferred embodiment is to be used;
Figure 4 is block diagram of a preferred form of peripheral device;
Figure 5 is block diagram of an alternative form of peripheral device,

35  Figure 6 is a flow chart of the operation of the preferred embodiment in the three

preferred forms of computer systems; and

Figure 7 is a flow chart for the operation of the preferred embodiment a peripheral

device.



Figure 7 is a flow chart for the operation of the preferred enbodi nent a
peripheral device. 4 5 Detailed Description of the preferred Enbodi nents
To refer to the Figure 1, there is shofwm a normal conputer system
conprising a CPU 10, nonitor 12, keyboard 14, nouse 16, and printer 18.
Each of the peripheral devices 12, 14, 16 and 18 may be connected to the
CPU 10 by scables 10 20, or wirelessly. The CPU 10 has a nunber of ports 22
to which a nmenory device 24 may be operatively connected. The conputer CPU
10 i s connectprdailed Descripgion@f khelgrefeired Embodioentsol | ed by a system

adm nistrator 13. Figure 2 shows a | aptop or notebook conputer 26 having a
di spl ay scr eciv 28r tnille Figbreat, kbare isashdwB @ nentah cempuigr Syptameconiprigigia case 32. A

nurrbe{_ ofI POrdey 36,t Hﬁ#no_?_ﬁlz Ré)ﬂ%ﬁt@f‘ﬁ,trgog‘é@iﬁhﬁﬁd”'%rim&y @&yiawﬁ% rr?y bE "
operatively connected. e . compu is al so, copnected to the networ
that is cont P§Rhep! geviges d2sif 1B pnd E@WY\PEF?%F‘B‘F" Ts‘He gg’bﬁ%gq!rcébgsi | | ustrates
a personalo di2gj éralirelssy. SthardPLBE Haawinogber of paisi22ye BBickaathekopszgice 40 nount ed
within a Cas'zggmévﬁee'rggfrlaﬁﬁﬁltcp &t oI é%omerbéplpr‘@/i's%%écgd toCQNNECL 1 on

thereto by a"perip [ or “separabl e device - in this case the nmenory
devi ce 24. Thetwedsiddhatls c@nieiied by asustest agminist@ton 130 connected to the network
11 that 1is controlled by the systemadm nistrator 13. 25 The nenory devi ce
24 is shown in Figures 4 and 5. It conprises a body 46 having a nale

connector 48 F%Lreopﬁtor g%l %’p@ﬂg%t"%%b%'{ %&\};@Ft%pfs %ggléta:bgspit,ag RReh 9? &hd ace 50 for

connector 48, *a con opera conne ) “I'ntertface 50, and
non- vol d6i | @ kexeerd30ympned withis A dingedgass 82. TheumkeRef PortsS40BabPe ses a
protected or pgRided to/ whieh e mehbryodiiica 28Ubby Be dp&atively donpéctedry Thee parts of

t he sanme physi cal r Fiqure 4): or Y. be 1 r ysically
separat e nenﬁ?’?p”éeé\%gggg'sgfﬁnﬁ%?%%% h?ﬁgmﬁ%aﬁf %o\ﬁ'%r)ria?; hﬂ(ram %@5}%{: drive,

fl ash nmenoryadroniseatéredBwi se. The connector 52 may be a USB or | EEE 1394
connector, or otherwi se as required or desired. The protection or private

area 56 may be used for the storage of
20  Figure 3 illustrates a personal digital assistant 36 having a display 38 and keypad.
40 mounted within a casing 42. At least one port 44 may be provided for
connection thereto by a peripheral or separable device — in this case the memory
device 24. The personal digital assistant is also connected to the network 11 that

is controlled by the system administrator 13.

25

The memory device 24 is shown in Figures 4 and 5. it comprises a body 46 having
a male connector 48 at one end. Mounted within the body 46 Is an interface 50 for
connector 48, a controller 52 operatively connected to interface 50, and non-
volatile memory generally shown as 54. The memory 54 comprises a protected or
30 private area 56 and a public area 58 that may be parts of the same physical
memory (Figure 4); or may be fwo (or more) physically separate memory devices
(Figure 5). The memory 54 may be a disk drive, flash memory, or otherwise. The
connector 52 may be a USB or IEEE 1394 connector, or otherwise as required or
desired. The protection or private area 56 may be used for the storage of

35 confidential or private data or information.

Although the following description relates fo the memory device 24, it applicable to
all devices for attachment to a computer and that have a memory such as, for
example, external disk drives, printers, games consoles, external read/write disk



35 confidential or private data or information. Although the follow ng
description relates to the nenory device 24, it applicable to all devices
for attachnent to a conputer and that Rave a menory such as, for exanple,
external disk drives, printers, ganes consoles, external read/wite disk 5
5 drives, external card readers, external USB hubs, external sound cards,
medi a pgayermveﬂr&t&ﬂ%%c@ﬁaymﬁ eaemﬁt Usghﬁabs}mmmal denndomardd4 mediwi Ng t he
protected or private 56 en the evice 24 is connected to a
correspondi ng %%F? ?ﬁﬁﬁgabwﬁﬁ the conputer's 10 operating system or
application will block all relevant commands to the protected area 56 such
as, for exanple, a password, as it doesn't recognize the protected area 56

dueht 0 Setg i rmeb:;é tﬁe{ mbmsﬁyrdé%é Qm%a\f;ﬁg)mtpk&cw%maa?l?realsst tgaéroihetl?» tAs

suc an adm s ragtion ri rivi ereinafter "admnistration
privilege") i on‘é’G‘"%ﬁ%}f ‘?’5’3?%’8?8% p&P {f > 44 hr? EVRE Eer[FFnl strative
privil egel(lenvzinemtimgasﬂsteml& @ptmnmmmms alhreievers wamman@O8|the poteateds. To

reduce the |ijel shaqs aef ol Bkaing, %baaemor@rm t{&;e%lrﬂeeébnfz@ vid ﬂu{e@teé after the
device 24 is operativ % connect ed host ut 36 hereinafter

er
"host 10" (583 5 e '"QCPYs%‘riEFé'"ca"%%tffH'B s T ng the
confi gur at i orsucte @ radministraiith right) deprvilddehereibbfter mgintnmﬂraémupmri‘leger)om of the

device Tt eNYIRLA! S 88 aEaUPash o8 s A SiuldiBhvd Slcdiiuidiehgtor faces [n

t he one device: one ic area 8) and one
as a huneid |M¢%@@§9EEG§UQ’W§PSEWW§‘ate ar ea 56) This will be as a
part of the configuration descriptor. A human interface device does not
require a device driver as the "WNDOANS"T"' operating system 25 has a

devices driv Lﬁsfe &éqggpw &rtﬁ:?&%blgl%vén%qgfen'?g'id ﬁ%xr& %eafﬁa} Eﬂer&wggs criptor,

the device 2 as th host 10
(54). As a c@ﬁmm canRectefblethogtFomputer T‘b&@@@t"e{%ﬂ?feb‘éﬁtt10 (@®scriptor for
the human i nyRrfeRcw %us %Qseﬁtp télﬁa'ﬁ)to d&ﬁceTilemdiayltrcéecoaﬁgdraiaﬁrdtegcn‘pﬁrt he host 10

as an al hanunerl n terf. [t may
report a 0ot e ?ﬁ%g éﬁ?ﬁy tp "l’%%'ogrolf {d?18§'e ‘f"ged'?e '%ﬁergt ¢ 5'% %goméo%@
descri ptor predess3) hebbay bVOr '@tﬁdﬂ@esl g thes et dwcecgrrlﬁrﬂwacra@e‘r%ﬁorage

device (for public area 58) and one as a human interface device {for the private

area 56). This will be as a part of the configuration descriptor. A human interface
device does not require a device driver as the “WINDOWS™™ operating system

25 has a devices driver for human interface devices.

During the string descriptor, the device 24 will report as the human interface device
to the host 10 (54). As a consequence, the host 10 will request the report

descriptor for the hurnan interface device at (55).

30

The device 24 reports to the host 10 as an alphanumeric dispiay in human
interface device usage (56). It may report as other usages as required or desired.
During the report descriptor process, feature report is used for communication
between the device 24 and the host 10 (57). Alternatively, the input or output
35  reports may be used. The report iD may be used as a command set and the mass

storage operational code may be used as the report ID (58).

The host 10 commences the enumeration of device 24 (59). The device 24 is
enumerated as a composite device (60) and therefore there will be no blockage of



bet ween the device 24 and the host 10 (57). Alternatively, the input or
output 35 reports may be used. The report |ID nmay be used as a command set
and the nmass storage operational codeﬁmay be used as the report 1D (58).
The host 10 commences the enuneration of device 24 (59). The device 24 is
enunerated as a conposite device (60) and therefore there will be no

bl ockage of 6Geonfmapesntmiesprétected arearsst st s &eedevd ZANE dbleus ddoeptdevi ce 24

is able to accept co ngs, for_bhoth h S 0 d lic) area
58 and the hu a"?‘%%&' @ed'e'?/slscsetorf‘}brlg%vg%e "%‘rt’)eé'%ggs %ﬂ ﬁlgé{u‘z}ﬁpcorrponent
58, 56 is enunielrfaw@dvlqeﬁ(srwaf@@)eadiﬁdﬁ%Ew@oms@ﬂéﬁ%ﬁﬁg@f@@ﬁmﬂﬁdﬁ or either

conponent 56, 6498nd %hérﬁatmésg stoéé?;\él&ﬁm%ﬂd(f&%nh&%mpbmt 80N Blsk@rte52 is able
to service and performth

process st opsde('Bei?“ (685D bp C?Wé’“‘ﬂg@ "t%b'ez&? sleg"ceé‘ﬂéks'f%%‘g‘h?%ﬁéo‘&wd the

non- adm niost ribe Itasbs pre perdonged, ahe ipraase sibpa(Gl).t e sycht then desiden2diist r at or 13

s not abl e tgelChn COTRRARNEAIE AALECRIGAER SRy Feodidrh ShovS ¢ he

process as it occC Vi ce onposi_t 5 device 24 is
t he mass stor@@@'%’ﬁ'&bﬁ'&}‘mc?@{ﬁ‘%ébm”%'@ the RielRcteharER Foce (privat e)
device 56 (70). The mass storage (public) device 58 (71) can perform all
normal mass storage functions: read, wite, transfer files to and from

nosy 10, and eifird ©5hdks the HlogéS :Jéq{oéc[}%Jﬂ%ﬁ@ﬁed%t%rfﬁ&%&gﬂgﬁ&ﬁé devi ce 56

(73), whenth con I cat It will ask

for get - Iépordevicectfiie the reass storage dpxbiie) deyigs,ffeand thehuppMeressHpAYRIeE at i on

'brﬁt WeenI Ihost d@\@&l: 7d)9vnféané’é stdviige! (PEoIBLIRRE 58 f(ﬂ’l@kfanﬁﬁ&fc(nlﬁl’all\naﬁﬁ) devi ge 56.
is wi nor ma p,.1Q a | onman

codes comuni"&at F%rr?g '0{‘?,3 %"Z |cetraé'3}éf@Fs hagdﬁrﬁﬁg}% {5'0 Pﬁ"ge (private)

devi ce 56 is{&#rough the human interface get-report-request and

set-report-request (75). The device 24 receives the human interface
commands code (76) and perfornms the necessary task. As the comand code is

host 10 78 nED" T BOT8" R (SRR R o Packierp e, SRERRG 8P 256

Conmruni cat i oportvetnigatas withehdsd IO (24) it wmitipagketor mel—rmrewt enhseineporthe private
area 56 may Rhguidp ﬁ@&%feaco%ﬁﬁléﬁdﬁrmendfohtvﬂf andAfevisd 2 fbriBe Hevate 24 | S

operati ng in nterfggen (pangzgpe)nl:lgvticreagé Vel'h% rrﬂaeiiy be through setup token and

endpoint 0. Ali command codes communication with the device 24 for the human

25  interface (private) device 56 is through the human interface get-report-request and

set-report-request (75). The device 24 receives the human interface commands

code (76) and performs the necessary task. As the command code is under a non--

administrative privilege environment, the operating system of host 10 is not able to

block the human interface (pﬁvate) device 56. Communication between the host

30 computer 10 application and the private area 56 may be through a mass storage

driver. As such the device 24 is operating in a non-administrative privilege

environment and the system administrator 13 is not able to block commands to the

protected area 56.

35 - Whilst there has been described in the foregoing description preferred
embodiments of the present invention, it will be understood by those skilled in the
technology that many variations or modifications in details of design or construction
or operation may be made without departing from the present invention.



environment and the system adm nistrator 13 is not able to bl ock conmands
to the protected area 56. 35 Wiilst there has been described in the =
foregoi ng description preferred enbodinents of the present invention, it
wi || be understood by those skilled in tthe technology that many variations
or nodifications in details of design or construction or operation may be
made w t hout departing fromthe present invention. 7 5 The Cains 1. A

met hod for ove&ﬁogkqg system adm ni strator bl ockage of a device new y-
connected td a Bnput er operatively connected to a netmork

cont ol able by 2 SYSSBATLLSHHELAn NG dRK SENBYLNT! he sl

non-vol atile neno ared bei ng of a
category for 10 whi eennegiednini %dlo‘ﬁbﬁomwtwhep%@i%lycmﬁé’r tcarﬁplnieiwath on is

able to be bl OCkedchrﬁ’roWdB:Ieac@rﬂ ybi8ilaninkeatdr, th\éldlc-,agaehaamglarﬁ%H&Nmat.tehe net hod
corrprl Si ng enuneratin ation as a

o g o f moee oo R ol PEle iR PR ES BarGe gt
conputer a&ppl i cat i whiclaredmiriueicgtion iat the arogh compuder napplication 1w shble &0 i hee

privilege 15 envirgpaRain ar?adrfﬁnﬁ%b@&wﬁ’égegnﬁ}dﬁﬁgnt' ﬂe%e@’loﬁchrm pidigr €i n the

conmuni cati on between the qg er application and the ﬁrlvate area
is through a nass S?W"E@%mgd?? Q%Vr'ce B e hastRomRYET aPlicatigy RE@ M ai m 1 or
claim 2, wherein thatetfosd devicenumerahlirgscomnidiehtfonasetidae thw hest compeef ace

device during the couiibgl ALAPMISHELEPLEE 1PLOGEESumifiBide A0 as

clainmed in claim3, eelnafeaurereortls use cation
bet ween t h& devi ce &NHOIPRLhost conputer application. 5. A nethod as
claimed in claim4, wherein the device reports to the host conputer
application as an al phanuneric display in a usage selected from 30 the

group conpri si g m@ . A net hod
ad clainmed in gnyone Olg %%rngérﬁ%@’P QEETII 9%&&&9%@ cﬁﬂ%g@\%/ﬁ%ﬁ bg@ggn 2
host computer application and the private area is through a mass storage

driver.
20

3. A method as claimed in claim 1 or claim 2, wherein the device enumerates
itself as the human interface device during the configuration descriptor

process.

25 4, A method as claimed in claim 3, wherein a feature report is used for

communication between the device and the host computer application.

B A method as claimed in claim 4, wherein the device reports to the host
computer application as an alphanumeric display in a usage selected from

30 the group comprising: human interface device usage, and usage page.

6. A method ad claimed in anyone of claims 1 to 5, wherein the device is part
of a composite device, the composite device further comprising a second
non-volatile memory comprising a public area, the public area being able to

35 . communicate with the host computer application in the non-administrative

privitege environment.



of a conposite device, the conposite device further conprising a second
non-vol atile menory conprising a public area, the public area being able to
35 conmuni cate with the host computer application in the non-adm nistrative
privilege environment. 8 5 7. A nethodgas claimin any one of clainms 1 to
6, wherein the host conputer application is in a "WNDOAS' TM oper ati ng
system 8. A nethod as clained in any one of clains 1 to 7, wherein the
public area and thﬁdlgerlvate area congrlse separate parts of a si ngl e
menory. 10 9. A net g 88| SATEPWY PR PEFRE T WfrefEfS tf‘ﬁ@"%&ﬂ’ﬁ?ﬂ‘?rte devi ce
is a non- volatile appiicatipn @3t @ DOy "tapefating ypemat i ve connection to the
host conputer, the non-volatile nenory external device conprising the
public and the private area. 15 10. A nmethod as clained in any one of
clainms 1 to 8, wherein the device is selected fromthe group consisting
of : external dfsk dfiMedod eI 9IRS inganene f st ko etherenale PUdBAKR t e di sk
drive, external car dndibap®maic 2ed @npate ddbBatelpalls of@dirgleradmaaund card, nedi a
pl ayer, and MP3 player. 20 11. A conputer usable nedium conprising a

conput er pibgram code that is configured to cause a processor to execute

one or nore functl ons for the performance of the nethod of any one of
claims 1 to 10% 25 &Z“E”Ndr%rfﬂ%?dat”ﬂ'aé“ r?eWB‘?@'”c!'éﬁ\/?O@H’OF‘E?rd%ﬁér'%@ notEs
connection to a hostrommmmtrery, extadl GORPI fofS opefatBre DEDBESEO o @Ml hastconput er

program code that | g SANTLOULESAR. SENSS B8 PIORESINEGle HOS AR VOl 2t Le

menory device to exe i"ons mance of the
met hod of any one #fdte¢aivai®atea o 10. 30 13. A non-volatile menory device

conpri si ng: . (a) a public menory;

10. A methed as claimed in any one of claims 1 to 8, wherein the device is
selected from the group consisting of: external disk drive, printer, game
console, external read/write disk drive, external card reader, external USB

hub, external sound card, media player, and MP3 player.
20

11. A computer usable medium comprising a computer program code that is
configured io cause a processor to execute one or more functions for the

performance of the method of any one of claims 1 to 10.

25 12. A non-volatile memory device for operative connection to a host computer,
and comprising a processor and a computer program code that is
configured to cause the processor of the non-volatiie memory device to
execute one or more functions for the performance of the method of any
one of claims 1 to 10.

30

13. A non-volatile memery device comprising:
(a) a public memory;
{b) a private memory;

_ (c) "a controller for controlling the public memory and the private
35 memory as well as communication between a host computer
o connected fo a network contrcllable by a system administrator, and

the non-volatile memory device;



(b) a private nenory; (c) a controller for controlling the public nmenory
and the private 35 nenory as well as communi cati on between a host conputer
connected to a network controll able by9a system adm ni strator, and the
non-vol atile nenory device; 9 5 (d) a connector to enable connection of
the non-volatile nenory device to the host conputer; and (e) a connector

i nterface;s whereind) (f)a téettiontovetablei bennestionrof itlenanevolatile abéraory 0 be

enunerated to the 10 haqst. c I ion as a conposite device
including a human int g’%’%ectgr&%i&gccg%@y' gﬁc}abl ing the host conputer

application to cggnuniaqgﬁ,fedgmgﬁg&e private nenmory in a non-admnistrative
privilege environnent. 15 14. A non-volatile nenory device as clainmed in
claim13, whérei nyhbRinpri vate nenory and the host conputer application
comuni cate through a mass storage driver. 15. A non-volatile nenory
device as clai med{®n climnonidatie memarnydedids is able keebenenuB@ratdudo thebl i ¢ menory i s
able to communi cate wi.th the host conputer operating systemin an

admi ni striati ve privil ehestesopippien@pplicationeas A peMPosie device inpbWBE Ve devi ce as
claimed in any one of glghitefiateldeviéefor eWbHRRSING ﬁoaa:oﬁ@mees;ﬁz%ﬁbrs sel ected
fromthe group consisting of: USB,. aigd ,2% | EEE 1394. 17d . tngn-vol atile
menmory device as cl ai m@dSIHMURiRtEoNHI BE PEYAlS MEMPY NP PRN-2dIRTARYS t he public

menory and the privat epivilegerepvicoment se parts of a single nenory. 30

15 14 A non-volatile memory device as claimed in claim 13, wherein the private
memory and the host computer application communicate through a mass

storage driver.

15. A non-volatile memory device as claimed in claim 13 or claim 14, wherein
20 the public memory is able to communicate with the host computer
operating system in an administrative privilege environment.

16. A non-volatile memory device as claimed in any one of claims 13 to 15,
wherein the connector is selected from the group consisting of: USB, and

25 IEEE 1394.
17. A non-volatile memory device as claimed in any one of claims 13 to 16,

wherein the public memory and the private memory comprise parts of a

single memory.

30



