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METHODS OF GENERATING ENCRYPTION KEY AND DIGITAL 

SIGNATURE BASED ON LATTICES 

 

BACKGROUND 

Field 5 

[01] Apparatuses and methods consistent with the disclosure relate to 

methods of generating an encryption key and a digital signature based on 

lattices, and more particularly, to methods of generating an encryption key and a 

digital signature based on lattices, which are capable of securing parameter 

flexibility. 10 

Description of the Related Art 

[02] Widely known is an encryption method enabling the contents of a 

digital message (data) not to be known even if a third party steals the message in 

the process of transmitting and receiving the message. The encryption method 

may be roughly divided into a symmetric key encryption method and an 15 

asymmetric key encryption method. 

[03] The symmetric key encryption method is a method in which a key 

to be encrypted and a key to be decrypted are the same as each other, and the 

asymmetric key encryption method is a method in which the key to be encrypted 

and the key to be decrypted are different from each other. In the asymmetric key 20 

encryption method, the message may be usually encrypted using a recipient's 

public key, and the recipient may decrypt the encrypted message using the 

recipient's secret key. 

[04] In the asymmetric key encryption method, a digital signature may 
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be generated on the message to prove the integrity of the message. The digital 

signature may be usually generated by encrypting a hashed value (integrity 

check value) of the message using a sender's secret key. 

[05] The recipient who received the encrypted message and its digital 

signature information may obtain the message by performing a decryption using 5 

the recipient's secret key, and obtain an integrity check value of the message by 

decrypting the digital signature information using the sender's public key. The 

recipient may be confirmed whether the message has not been forged or altered 

by hashing the obtained message and determining whether its output power 

value is the same as the value of an integrity check result. 10 

[06] Conventionally, an RSA scheme, an Elgamal scheme and the like 

have been widely used to generate an asymmetric encryption key. However, due 

to the advancement of quantum computing technology, there is a high 

possibility that these conventional encryption methods may be easily disabled. 

[07] A trapdoor lattice method has been proposed as a safe method for 15 

the quantum computing technology. 

[08] In the paper "Efficient Identity-Based Encryption over NTRU 

Lattices" published in 2014, Leo Ducas et al. proposed a method based on a 

number theory research unit (NTRU) lattice as one of the methods of generating 

a secret key and a public key using the identity-based encryption. 20 

[09] A key generation process in the related art may be performed in a 

polynomial ring ( ). However, in the related art, a total 

dimension needs to be a power of 2, and if not, its security has not been proven, 

and there is a limitation to the parameter flexibility. For example, in order to 
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have increased security than a case where the dimension has a value of 210, the 

dimension is required to have a value of 211. However, in that case, the 

dimension has a rapidly increased value of 2048 from 1024, thereby sharply 

increasing a calculation amount or calculation time, which is required to 

generate the key. 5 

SUMMARY 

[10] Embodiments of the disclosure overcome the above disadvantages 

and other disadvantages not described above. In addition, the disclosure is not 

required to overcome the disadvantages described above, and an embodiment of 

the disclosure may not overcome any of the problems described above. 10 

[11] The disclosure provides methods of generating an encryption key 

and a digital signature based on lattices, which eliminates parameter rigidity, 

thereby enabling the flexible selection of a parameter and simultaneously 

securing its stability. 

[12] According to an embodiment of the disclosure, a method of 15 

generating a digital signature includes: receiving a message; computing a 

particular solution in which a result of calculating the particular solution in a 

public key becomes a function-processed output value predetermined in the 

received message; and generating digital signature information for the message 

using the computed particular solution, wherein the public key may be 20 

computed using a ring having a dimension (d) represented by a power of 2 and 

an integer multiplication of 3 or more. 

[13] In this case, in the generating of the digital signature information, 

the digital signature information may be generated by reducing the computed 
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particular solution using a secret key. 

[14] Meanwhile, the method of generating a digital signature may 

further include: computing a trapdoor (T); and determining the computed 

trapdoor (T) as a secret key. 

[15] In this case, the method of generating a digital signature may 5 

further include: computing a first random matrix (S) in which the number of 

columns is smaller than the dimension by 1 and the number of rows is equal to 

the number of the dimension by sampling elements ( ) linearly independent 

from each other in the ring; computing a second random matrix (A) in which the 

number of columns is equal to the number of the dimension and the number of 10 

rows is 1; and computing the public key based on the second random matrix (A). 

[16] In this case, in the computing of the second random matrix, a d×d 

matrix (Mi) may be computed by excluding an i-th row from a matrix  

, and  may be determined as a 

determinant (ai), thereby computing  as the second 15 

random matrix. 

[17] In this case, the computing of the trapdoor (T) may include 

sampling of vector ( ) that satisfies the relationship 

of , in which  is 

computed as the trapdoor (T). 20 

[18] In this case, in the sampling of the vector, a result vector value may 

be output after reducing elements of the vector by using the elements ( ). 

[19] In this case, in the sampling of the vector, the elements of the 
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vector may be reduced by removing a direction component of the elements by 

subtracting a constant multiple of the elements ( ) from the elements 

( ) of the vector. 

[20] Meanwhile, in the sampling of the vector, the elements of the 

vector may be reduced using an extended Euclidean algorithm. 5 

[21] Meanwhile, the predetermined function-processing may be a hash 

processing. 

[22] According to another embodiment of the disclosure, a method of 

verifying a message includes: receiving a message and digital signature 

information; checking whether a result of calculating the digital signature 10 

information received in a public key becomes a function-processed output value 

predetermined in the message; determining whether the received digital 

signature information has a value smaller than a predetermined parameter; and 

verifying the received message based on the check result and the determination 

result, wherein the public key may be computed using a ring having a dimension 15 

(d) represented by a power of 2 and an integer multiplication of 3 or more. 

[23] In this case, the predetermined function-processing may be a hash 

processing. 

[24] According to another embodiment of the disclosure, a calculation 

device includes: a memory storing at least one instruction; and a processor 20 

performing the at least one instruction, wherein the processor may compute a 

particular solution in which a result of calculating the particular solution in a 

public key becomes a function-processed output value predetermined in a 

message, and generate digital signature information for the message using the 
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computed particular solution, and the public key may be computed using a ring 

having a dimension (d) represented by a power of 2 and an integer 

multiplication of 3 or more. 

[25] In this case, the processor may reduce the computed particular 

solution using a secret key, and generate the digital signature information by 5 

using the reduced particular solution. 

[26] Meanwhile, when receiving the message and the digital signature 

information, the processor may check whether a result of calculating the digital 

signature information received in a public key becomes a function-processed 

output value predetermined in the message, determine whether the received 10 

digital signature information has a value smaller than a predetermined 

parameter, and verify the received message based on the check result and the 

determination result. 

[27] According to another embodiment of the disclosure, there is 

provided a non-transitory computer-readable recording medium comprising a 15 

program performing a method of generating a digital signature, wherein the 

method includes: receiving a message; computing a particular solution in which 

a result of calculating the particular solution in a public key becomes a function-

processed output value predetermined in the received message; and generating 

digital signature information for the message using the computed particular 20 

solution, and the public key may be computed using a ring having a dimension 

(d) represented by a power of 2 and an integer multiplication of 3 or more. 

[28] According to the various embodiments of the disclosure as 

described above, it is possible to flexibly select the parameter to satisfy the 
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security required for generating the encryption key based on the trapdoor lattice, 

that is, a total dimension may use an integer rather than a power of 2. 

[29] In addition, it is possible to freely select the parameter that are 

exactly suitable for the security, and it is thus possible to reduce the sizes of all 

the public key, secret key and encrypted text while increasing the overall 5 

efficiency of the encryption system. 

[30] Additional and/or other effects and advantages of the disclosure are 

set forth in part in the description which follows and, in part, are obvious from 

the description, or may be learned by practice of the disclosure. 

BRIEF DESCRIPTION OF THE DRAWINGS 10 

[31] The above and/or other aspects of the disclosure are more apparent 

by describing certain embodiments of the disclosure with reference to the 

accompanying drawings, in which: 

[32]  FIG. 1 is a flowchart showing operations of generating a secret 

key and a public key according to the disclosure; 15 

[33]  FIG. 2 is a flowchart showing an operation of generating a digital 

signature using the secret key according to the disclosure; 

[34]  FIG. 3 is a flowchart showing a message verification process 

using generated digital signature information according to the disclosure; 

[35]  FIG. 4 is a diagram showing a structure of a random matrix of the 20 

disclosure; 

[36]  FIG. 5 is a diagram showing a structure of a network system 

according to an embodiment of the disclosure; and 

[37]  FIG. 6 is a block diagram showing a configuration of a 
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calculation device according to an embodiment of the disclosure. 

DETAILED DESCRIPTION 

[38] Hereinafter, the disclosure is described in detail with reference to 

the accompanying drawings. An encryption/decryption may be used as needed 

in an information (data) transmission process performed in the disclosure, and 5 

all the expressions describing the information (data) transmission process in the 

disclosure and the claims need to be interpreted as including the 

encryption/decryption, even though not specifically mentioned. In a disclosure, 

expressions such as "transmitted (transferred) from A to B" and "received from 

B to A" may also include transmission (transfer) or reception performed having 10 

another medium interposed therebetween, and may not necessarily indicate only 

the direct transmission (transfer) or reception from A to B. 

[39] It needs to be understood that there is no limitation to the order of 

each step in the description of this specification, unless a preceding step is 

required to be performed logically and temporally before its subsequent step. 15 

That is, except for such an exceptional case, the essence of the disclosure is not 

affected even if a process described as the subsequent step is performed before a 

process described as the preceding step, and the scope of the disclosure also 

needs to be defined regardless of the order of the steps. In addition, "A or B" in 

the disclosure may be defined to mean not only selectively indicating any one of 20 

A and B, but also including both A and B. In addition, the term "including" in 

the disclosure may comprehensively include other additional elements in 

addition to the elements listed as including. 

[40] The term "module" or "unit" in the disclosure may be general-
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purpose hardware or software that performs its function, or it may be a logical 

combination of the hardware and the software. 

[41] The disclosure describes only essential components necessary to 

describe the disclosure, and does not mention components that are not related to 

the essence of the disclosure. In addition, it should not be exclusively interpreted 5 

that the disclosure includes only the mentioned elements, but it should be non-

exclusively interpreted that the disclosure may include other elements. 

[42] The disclosure may be performed by an electronic calculation 

device in a mobile device or the like, which may perform an electronic 

calculation, such as a computer, a server or a smartphone. The mathematical 10 

calculation and computation performed in each step of the disclosure, which are 

to be described below, may be implemented as another calculation in case that a 

computer program is performed by a known coding method and/or a coding 

designed to be suitable for the disclosure in order to perform the calculation and 

computation. A computer program that performs the disclosure may be stored in 15 

a computer-readable recording medium. 

[43] In addition, the term "value" in the disclosure may be 

comprehensively defined to include all values that can be represented in 

mathematical expressions such as vectors, matrices, and polynomials as well as 

scalar values. 20 

[44] In the disclosure, obtaining a predetermined value by performing a 

calculation of encryption, hash or the like for a specific value may be defined as 

including a calculation of encryption, hash or the like for a modified value of the 

specific value (For example, another value computed through a process in which 
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a predetermined value is additionally calculated on a specific value or the 

specific value is changed based on a predetermined rule) as well as the specific 

value. 

[45] The mathematical calculation and computation performed in each 

step of the disclosure, which are to be described below, may be implemented as 5 

the computer calculation by a known coding method and/or a coding designed 

suitable for the disclosure in order to perform the calculation and computation. 

[46] Each component of the device shown in the accompanying 

drawings of the disclosure may have any shape, size and dimension in which a 

function intended by the disclosure may be performed as well as its shape, size 10 

and dimension explicitly shown in the drawings. 

[47] A specific equation described below is an equation illustratively 

described among possible alternatives, and the scope of the disclosure should 

not be construed as being limited to the equation mentioned in the disclosure. 

[48] For the convenience of explanation, the disclosure uses notations 15 

decided as follows. 

[49] a ← D: Element (a) is selected based on distribution (D). 

[50] s1, s2 ∈ R: Each of S1 and S2 is an element in set (R). 

[51] mod (q): Modular is calculated by element (q). 

[52] : An internal value is rounded. 20 

[53] Hereinafter, diverse embodiments of the disclosure are described in 

detail with reference to the accompanying drawings. 

[54] The disclosure proposes a generalized concept of a number theory 
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research unit (NTRU) lattice referred to as a moduled-NTRU (MNTRU) lattice 

which may solve the dimensional flexibility of an NTRU-based encryption. This 

MNTRU lattice may show generation of a more efficient trapdoor than an 

existing NTRU trapdoor. Hereinafter, a new identity-based encryption may be 

applied first based on the MNTRU trapdoor. 5 

[55] An operation for generalizing the NTRU trapdoor is first described. 

[56] Similar to generalization from ring-LWE to module-LWE, the 

context of an NTRU lattice in R
2
 may be generalized to an MNTRU lattice of 

high-level R
d
. 

[57] First, if two small polynomials (f, g) are sampled from matrix 10 

( ), f is assumed to be an inverse in the ring, an NTRU 

instance is defined as  and  here, Equation 1 may be 

satisfied as follows. 

[58] [Equation 1] 

[59]  15 

[60] Here, h is the NTRU instance and SNTRU is a matrix. 

[61] In addition, the NTRU lattice may be defined as in Equation 2 

below. 

[62] [Equation 2] 

[63]  20 

[64] Here, ANTRU is the NTRU lattice and q is a prime number. 

[65] This content may be understood as an integer lattice in Z
2n

 

including uncommon short vectors (g and -f), and f and g may find F and G ∈ R, 
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which satisfy following Equation 3, thereby generating the basis 

( )of an ANTRU trapdoor. 

[66] [Equation 3] 

[67]  

[68] Here, g and f are short vectors, F and G are matrices, and q is a 5 

prime number. 

[69] An NTRU equation is the same as Equation 4 below. 

[70] [Equation 4] 

[71]  

[72] Here, A is the anti-circulant matrix transform of the polynomial. 10 

[73] Such a framework may generalize case d≥2. To this end, an 

element having a small coefficient may first be sampled in SMNTRU ∈ R
d×(d-1)

, and 

it is possible to construct vector hMNTRU =(h1,…, hd)∈ Rq
d-1

 that satisfies 

Equation 5 below. 

[74] [Equation 5] 15 

[75]  

[76] Based on this equation, an n-dimensional MNTRU lattice may be 

defined as in Equation 6 below. 

[77] [Equation 6] 

[78]  20 

[79] Here, h =(h1,… ,hd-1) may be determined by deti/det1, and mod q is 

the determinant of a submatrix where deti is (d-1)×(d-1) of SMNTRU. 
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[80] Based on this content, the trapdoor of the disclosure may be 

calculated as in Equation 7. 

[81] [Equation 7] 

[82]  

[83] Here, F is  and represents the MNTRU 5 

equation. 

[84] Hereinafter, a lattice structure capable of generating the above-

described trapdoor is described with reference to FIG. 4. 

[85] FIG. 4 is a diagram showing a structure of a random matrix of the 

disclosure. 10 

[86] Referring to FIG. 4, a first random matrix (S) and a second random 

matrix (A) are used in the lattice structure according to the disclosure. 

[87] In the first random matrix (S), the number of columns is d-k (i.e., 

d-1), the number of rows (d) is 1, and in the second random matrix (A), the 

number of columns is (d), and the number of rows (k) is 1. Here, the number of 15 

columns (d) may be a predetermined integer greater than 2, and unlike the 

related art, the entire dimension may be determined to an integer other than a 

power of 2, thereby increasing parameter flexibility. 

[88] The first random matrix (S) and the second random matrix (A) may 

satisfy the relationship shown in FIG. 4. 20 

[89] FIG. 5 shows an environment in which a calculation process based 

on a lattice is performed according to the disclosure. 

[90] FIG. 5 is a diagram showing a structure of a network system 

according to an embodiment of the disclosure. 
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[91] Referring to FIG. 5, a network system may include a user terminal 

10 and a key generation server 20 and a digital signature verification server 40, 

and each component may be connected to each other through a data 

communication network 30. 

[92] The data communication network 30 may be implemented in 5 

various types of wired and wireless communication networks, broadcast 

communication networks, optical communication networks and cloud networks, 

and each device may be connected to each other in a way such as wireless 

fidelity (WiFi), bluetooth, near field communication (NFC) or the like without a 

separate medium. 10 

[93] The key generation server 20 may generate various key values used 

for the encryption based on a lattice. In detail, the key generation server 20 may 

first determine various parameters and rings, and then generate a public key and 

a secret key, based on the determined parameters and rings. 

[94] Here, the ring may be represented by Equation 8 as below. 15 

[95] [Equation 8] 

[96]  

[97] Here, R is the ring and Z is a coefficient. Here, the ring is a set of 

polynomials having predetermined coefficients, and may indicate a set in which 

addition and multiplication between elements are defined and addition and 20 

multiplication are closed. This polynomial ring may be referred to as the ring. 

[98] Here, the ring is an integer coefficient polynomial ring of less than 

an Nth order of the elements, and addition and multiplication calculations are 

defined between the elements in the set. For example, the addition calculation 
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may be defined as a multiplication between polynomials, and the multiplication 

calculation may be defined as mod x
N
+1of the corresponding element after 

performing the multiplication between polynomials. According to this 

definition, X
N-1

*x is xN as the multiplication between polynomials and X
N
=-1 

for mod X
N
+1, and accordingly, X

N-1
*x = -1. 5 

[99] [Equation 9] 

[100]  

[101] In Equation 9, the ring is a set of polynomials of only the integer 

less than the Nth order and having coefficient within [0, q-1]. The addition and 

multiplication calculations are defined in the set, and for example, it may be 10 

defined as performing mod q for each coefficient while simultaneously 

performing the multiplication calculation for mod x
N
+1. 

[102] The ring according to the disclosure has a dimension represented 

by the power of 2 and an integer multiplication of 2 or more, and a lattice 

trapdoor corresponding to such an order value may be used. As described above, 15 

it is possible to use the dimension represented by the integer multiplication. 

Accordingly, there is no need to double the dimension even in a case where the 

dimension needs to be increased to increase security of the key, and it is thus 

possible to flexibly select the parameter. 

[103] The key generation server 20 may compute the first and second 20 

random matrices based on the determined ring described above, and compute 

the trapdoor. Here, the trapdoor is special secret information that allows the 

inverse of a function that is difficult to be performed on its own to be calculated. 

The trapdoor in the disclosure is used in a lattice-based encryption technique as 
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shown in FIG. 4, and its specific computation operation is described below with 

reference to FIG. 1. 

[104] The key generation server 20 may compute the public key and the 

secret key, based on the computed random matrix and trapdoor. A specific key 

generation operation is described below with reference to FIG. 1. 5 

[105] In addition, the key generation server 20 may receive an encrypted 

text from the user terminal 10 and store the encrypted text as it is without 

performing the decryption. 

[106] Meanwhile, FIG. 5 describes that the key generation server 20 

generates keys required for the encryption, and the user terminal 10 receives 10 

some of the generated keys and then performs the encryption operation. 

However, the key generation operation, the encryption operation and the 

decryption operation may be performed in various devices depending on the 

environment. 

[107] The user terminal 10 may generate digital signature information 15 

using the public key generated by the key generation server 20, and transmit a 

message and the digital signature information to the digital signature verification 

server 40. Here, the digital signature information (or digital signature value) is 

information used to check whether the message is forged or altered. 

[108] The digital signature verification server 40 may receive the 20 

message and the digital signature information, and verify the message using the 

received digital signature information. 

[109] A user may input a variety of information through his/her user 

terminal 10. The input information may be stored in the user terminal 10 on ts 
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own, but may be transmitted to and stored in an external device for reasons such 

as storage capacity and security. In FIG. 5, the key generation server 20 may 

serve to store such information, and the key generation server 20 may serve to 

use some or all of the information stored in the key generation server 20. 

[110] The user terminal 10 may receive key information required for 5 

encryption from the key generation server 20, and may encrypt the message 

using the received key information. For example, the user terminal 10 may 

receive the public key from the key generation server 20, and generate an 

encrypted text by encrypting the message using the received public key. Here, 

the user terminal 10 may receive and use the small elements required for 10 

encryption and a function-processed output value, or may generate and use the 

encrypted text on its own. 

[111] In addition, the user terminal 10 may transmit the encrypted text 

and the digital signature information to the digital signature verification server 

40. 15 

[112] In addition, the digital signature verification server 40 may decrypt 

the encrypted text. For example, the user terminal 10 may decrypt the encrypted 

text using the secret key, and the key generation server 20 may perform the 

decryption operation. 

[113] In addition, the digital signature verification server 40 may verify 20 

the received message using the received digital signature information. 

[114] FIG. 5 shows one user terminal, but a plurality of user terminals 

may be used. For example, the user terminal 10 may be implemented as various 

types of devices such as a smartphone, a tablet, a game player, a personal 
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computer (PC), a laptop computer, a home server, a kiosk or the like, and a 

home appliance to which an internet of things (IoT) function is applied. 

[115] FIG. 1 is a flowchart showing operations of generating a public key 

and a secret key according to the disclosure. 

[116] Referring to FIG. 1, a first random matrix (S) is computed (100). 5 

For example, the first random matrix (S) may be computed by sampling element 

values that satisfy Equation 10 below. In detail, the first random matrix (S) in 

which the number of columns is smaller than the dimension by 1 and the 

number of rows is equal to the number of the dimension may be computed by 

sampling elements ( ) linearly independent from each other in the ring. 10 

[117] [Equation 10] 

[118]  

[119] Here, indicates the sampled element values, and all the  values 

are linearly independent from each other in Rq. If the values are not linearly 

independent from each other, it is possible to resample element values. 15 

[120] A second random matrix (A) is then computed (110). In detail, the 

second random matrix (A) may be computed as shown in Equation 11 below by 

sampling a random coefficient (r) and using a determinant (ai) corresponding to 

the number of rows of the first random matrix and the sampled random 

coefficient (r). 20 

[121] [Equation 11] 

[122]  

[123] Here, the determinant (ai) is , and Mi is a d×d 
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matrix excluding the i-th row (Mi) from a matrix . 

Here, r is a random coefficient . 

[124] For example, if the random coefficient (r) is a1
-1

, the second 

random matrix (A) may be (1, A1, …, Ad-1). 

[125] A trapdoor (T) may then be computed (120). For example, the 5 

trapdoor (T) may be computed as shown in Equation 12 below by using the first 

random matrix (S) and a newly sampled . 

[126] [Equation 12] 

[127]  

[128] Here, T is the trapdoor,  is the element value of the first random 10 

matrix (S), and  is a short vector sampled from a ring to satisfy Equation 13 

below. In addition, "∥" indicates concatenation. 

[129] [Equation 13] 

[130]  

[131] Here, det is a determinant calculation,  is the element value of 15 

the first random matrix (S),  is the sampled short vector, and q is a constant. 

[132] Hereinafter, a specific method of sampling the short vector ( ) is 

described below. 

[133] First, αi satisfying  may be calculated. Here, 

and  may be assumed. 20 
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[134] αi may be calculated by an extended Euclidean algorithm. In 

addition, Fi may be computed as follows based on the above computation 

values. 

[135] [Equation 14] 

[136]  5 

[137] In this way, the following relationship in Equation 15 is 

established. 

[138] [Equation 15] 

[139]  

[140] is reduced by using , and then a result value 10 

( ) may be output. 

[141] This reduction indicates a process in which a direction component 

of is removed while subtracting an appropriate constant multiple of  from 

. This reduction may allow the trapdoor (T) to have a small 

size. Taking an integer as an example, in case that F = (2, 5) and f = (1, 2), if [F, 15 

f] and [F-2f, f] are compared to each other, the same column space may be 

defined, but a column of the subsequent reduced matrix may have a decreased 

size. 

[142] A secret key and a public key may then be determined (130). In 

detail, the computed trapdoor (T) may be determined as the secret key, and the 20 

public key may be determined as (A1, …, Ad-1). 
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[143] If the secret key and the public key are determined in this way, the 

public key may be disclosed by having a hash function ( ) 

applied thereto. 

[144] FIG. 2 is a flowchart showing an operation of generating a digital 

signature using the secret key according to the disclosure. 5 

[145] Referring to FIG. 2, a message (m) to be digitally signed is 

received (200). 

[146] It is possible to compute a particular solution in which a result of 

calculating the particular solution in the public key becomes a function-

processed output value predetermined in the received message (210). In detail, it 10 

is possible to compute a particular solution  satisfying . 

Here, the particular solution may be computed using, Gaussian elimination for 

example. In addition, the public key may be a key computed using a ring having 

a dimension (d) represented by a power of 2 and an integer multiplication of 3 or 

more. 15 

[147] The digital signature information for the message may then be 

generated using the computed particular solution (220). In detail, the particular 

solution s0 may be reduced using a secret key (T), and then its result value 

 may be output as the digital signature information of the message (m). 

Such digital signature information may satisfy As = H(m) as described above. 20 

[148] Here, a reduction process may be a process of sampling a small 

discrete normal distribution centered on s computed in the operation of S200 on 



22 

a set {s: As = 0} using the secret key (T). In detail, it is possible to select a 

standard deviation (σ), compute (c) by a Gaussian Sampler, to compute a small 

solution (s=(s0, s1, … , sd-1) in which the multiplication of the small solution and 

the second random matrix becomes a hash value, and to output s among the 

computed small solution as the above-described digital signature information. 5 

[149] The digital signature information may be generated by the user 

terminal 10 to which the message is to be transmitted, and this digital signature 

information may be verified by the digital signature verification server 40. FIG. 

5 shows that the digital signature verification server 40 verifies the digital 

signature. However, a recipient's terminal which receives the message (m) may 10 

also verify the digital signature, and the scope of the disclosure is not limited to 

a subject performing the verification. 

[150] FIG. 3 is a flowchart showing a message verification process using 

generated digital signature information according to the disclosure. 

[151] Referring to FIG. 3, the subject performing the digital signature 15 

verification (e.g., digital signature verification server 40 or terminal which 

receives the message (m)) may first receive the digital signature information (s) 

(300). Here, the subject may receive the message (m) together. Here, the 

message may be received from the device transmitting the digital signature 

information, or from another subject. 20 

[152] It may then be checked whether a result of calculating the digital 

signature information received in the public key becomes a function-processed 

output value predetermined in the message (310). In detail, the subject 

performing the digital signature verification may determine whether the result 
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satisfies . Here, s is the digital signature information, H() is the 

predetermined function-processing, and may be a hash processing for example, 

and m is the message. In addition, A is the public key, which may be computed 

using a ring having a dimension (d) represented by a power of 2 and an integer 

multiplication of 3 or more. 5 

[153] It may then be determined whether the received digital signature 

information has a value smaller than a predetermined parameter (320). That is, it 

may be determined whether the digital signature information s has a sufficiently 

small size. Here, the predetermined parameter may be determined in 

consideration of a probability of failure in verifying a size-comparison object 10 

of the digital signature information (s), stability, etc. 

[154] The received message may be verified based on the check result 

and the determination result. For example, if both the conditions are satisfied, it 

may be determined that the digital signature verification is successful (330), and 

if not, it may be determined that the verification is failed (340). 15 

[155] Meanwhile, the embodiments show and describe that it is first 

checked whether the computation formula is established, and the sizes of the 

digital signature information and predetermined parameter may then be 

compared with each other. However, the method may be implemented in such a 

way that the sizes of the digital signature information and predetermined 20 

parameter may first be compared with each other and whether the calculation 

formula is established may then be checked. 

[156] The above-described methods shown in FIG. 2 or 3 may reduce the 

calculation amount or the calculation time, which is required to generate the key 
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because it is possible to use the dimension represented by the power of 2 and the 

integer multiplication without the need to double the dimension to increase 

security of the key. 

[157] Meanwhile, the above-described methods shown in FIG. 2 or 3 

may be implemented as a program code performing each step, and may be 5 

stored in a recording medium and also be distributed. In this case, a device 

mounting the recording medium thereon may perform the above-described 

operations of the encryption method. 

[158] This recording medium may be one of various types of computer-

readable media such as a read-only memory (ROM), a random access memory 10 

(RAM), a memory chip, a memory card, an external hard drive, a hard drive, a 

compact disk (CD), a digital versatile disk (DVD), a magnetic disk or a 

magnetic tape. 

[159] Meanwhile, FIGS. 2 and 3 show and describe that the digital 

signature information for the message is generated, and the operation of 15 

verifying the message is then performed using the generated digital signature 

information. However, the method may also be implemented in such a way that 

the digital signature information for the encrypted message is generated, that is, 

the digital signature for the encrypted text is generated and an operation of 

verifying the encrypted text is performed. 20 

[160] FIG. 6 is a block diagram showing a configuration of a calculation 

device according to an embodiment of the disclosure. 

[161] In detail, the calculation device may be referred to as a device that 

performs the encryption such as the user terminal, a device that generates a key 
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required to generate the encrypted text such as the key generation server, and a 

device that uses the encrypted text, in the system of FIG. 5. Such a calculation 

device may be various devices such as a personal computer (PC), a laptop 

computer, a smartphone, a tablet or a server. 

[162] Referring to FIG. 6, a calculation device 600 may include a 5 

communication device 610, a memory 620, a display 630, an operation input 

device 640 and a processor 650. 

[163] The communication device 610 may be formed to connect the 

calculation device 600 to an external device (not shown), and may be connected 

to the external device through a local area network (LAN) and the internet 10 

network or be connected to the external device through a universal serial bus 

(USB) port or a wireless communication (for example, wireless fidelity (WiFi) 

802.11a/b/g/n, near field communication (NFC) or BlueTooth) port. This 

communication device 610 may also be referred to as a transceiver. 

[164] The communication device 610 may receive various keys required 15 

to generate the encrypted text. For example, when generating a key, the 

communication device 610 may receive three parameters (n, q and d). Here, n is 

a value multiplied by the power of 2 representing the dimension, and d is an 

integer. Therefore, 2
n

*d may be the dimension of the ring generated by the 

corresponding parameter, and q is a decimal value. Various keys may also be 20 

input through the operation input device 640. 

[165] In addition, the communication device 610 may transmit its own 

generated key to the external device. Here, the key may be a public key, a secret 

key, etc. 
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[166] In addition, the communication device 610 may receive a message 

from the external device, and may transmit the generated encrypted text and/or 

digital signature information on to the external device. 

[167] In addition, the communication device 610 may receive various 

parameters required to generate the key or the encrypted text from the external 5 

device. Meanwhile, the various parameters may be implemented to be directly 

input from the user through the operation input device 640 to be described 

below. 

[168] In addition, the communication device 610 may receive the 

encrypted text. Here, the communication device 610 may receive the digital 10 

signature information for the encrypted text (or message) together. 

[169] The memory 620 is a component for storing an operating system 

(OS), various software, data and the like for driving the calculation device 600. 

The memory 620 may be implemented in various types of devices such as a 

random access memory (RAM), a read-only memory (ROM), a flash memory, a 15 

hard disk drive (HDD), external memory, memory card or the like, and is not 

limited thereto. 

[170] The memory 620 may store the identity information (or user 

information). Here, the identity information may be a social security number, an 

email address, a phone number, fingerprint information, iris information or the 20 

like, and may be used in case that a user secret key or the encrypted text is 

generated. 

[171] In addition, the memory 620 may store a message to be encrypted. 

Here, the message may be various types of credit information and personal 
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information cited by the user, and may also be information related to a usage 

history, such as location information, information on time spent using the 

internet and the like, which are used in the calculation device 600. 

[172] In addition, the memory 620 may store the public key, and may 

store the public key and the various parameters required to generate the secret 5 

key as well as the secret key in case that the calculation device 600 is a device 

that directly generates the public key. 

[173] The memory 620 may also store the encrypted text and/or the 

digital signature information, generated in a process described below. The 

memory 620 may also store intermediate data and the like during the generation 10 

of the encrypted text and/or the digital signature information. 

[174] The memory 620 may also store the encrypted text transmitted 

from the external device. In addition, the memory 620 may also store the 

message which is a result of decrypting the encrypted text. In addition, the 

memory 620 may store the digital signature information transmitted from the 15 

external device. 

[175] The display 630 may display a user interface window for the user 

to select a function supported by the calculation device 600. For example, the 

display 630 may display the user interface window for the user to select various 

functions provided by the calculation device 600. The display 630 may be a 20 

monitor such as a liquid crystal display (LCD), organic light emitting diodes 

(OLED) or the like, and may be implemented as a touch screen which may 

simultaneously perform a function of the operation input device 640 to be 

described below. 
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[176] The display 630 may display a message requesting for the user to 

input the parameters required to generate the secret key and the public key. The 

display 630 may also display a user interface (UI) requesting the user to select a 

message of an encryption target. For example, the display 630 may display the 

UI for the user to select user identity information to be used for the identity-5 

based encryption based on a lattice. 

[177] Meanwhile, the encryption target may be implemented to be 

directly selected by the user or automatically selected. That is, personal 

information required to be encrypted may be automatically determined even 

though the user does not directly select the message. 10 

[178] The operation input device 640 may receive a function selection of 

the calculation device 600 and a command for controlling the corresponding 

function from the user. For example, the operation input device 640 may receive 

the parameters required to generate the secret key and the public key from the 

user. In addition, the operation input device 640 may receive the determined 15 

message to be encrypted from the user. 

[179] The processor 650 may control each component in the calculation 

device 600. The processor 650 may be configured of a single device such as a 

central processing unit (CPU) or an application-specific integrated circuit 

(ASIC), or may be configured of a plurality of devices such as the CPU, a 20 

graphics processing unit (GPU), etc. 

[180] If a message to be transmitted is input, the processor 650 may store 

the message in the memory 620. The processor 650 may encrypt the message by 

using a variety of determined values and programs stored in the memory 620. In 
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this case, the public key may be used. 

[181] The processor 650 may generate and use the public key required to 

perform the encryption on its own, or may use the public key received from the 

external device. For example, the key generation server 20 performing the 

decryption may distribute the public key to another device. 5 

[182] In case that the key generation server 20 generates the public key 

on its own, the processor 650 may generate the first random matrix (S) and the 

second random matrix (A), which are shown in FIG. 5, to be generated, and the 

public key based on the second random matrix. 

[183] In case that the public key is generated, the processor 650 may 10 

control the communication device 610 to transmit the key to another device. 

[184] The processor 650 may also generate the encrypted text for the 

message. For example, in case that the identity information is input, the 

processor 650 may generate the function-processed output value by function-

processing the input identity information. In addition, the processor 650 may 15 

randomly sample the small elements, and generate the encrypted text for the 

message by using the sampled small elements, the function-processed output 

value and the public key. 

[185] In addition, the processor 650 may store the generated encrypted 

text in the memory 620, and may control the communication device 610 to 20 

transmit the same encrypted text to another device based on a user request or a 

predetermined default command. 

[186] The processor 650 may generate the digital signature information 

for an encrypted text or a message. For example, the processor 650 may 
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compute a particular solution in which a result of calculating the particular 

solution in the public key becomes a function-processed output value 

predetermined in the message, and generate the digital signature information for 

the message by using the calculated particular solution. 

[187] The processor 650 may also decrypt the encrypted text by using the 5 

user secret key. In addition, when receiving the message and the digital 

signature information, the processor 650 may verify the message using the 

received digital signature information. In detail, the processor 650 may verify 

the received message (or encrypted text) by checking whether the result of 

calculating the received digital signature information in the public key becomes 10 

the function-processed output value predetermined in the message and by 

determining whether the received digital signature information has a value 

smaller than a predetermined parameter. 

[188] As described above, the calculation device according to the 

disclosure may perform the encryption processing using a ring having a 15 

dimension represented by a power of 2 and an integer multiplication of 2 or 

more. The calculation amount or the calculation time, which is required to 

generate the key, may be reduced because it is possible to use the dimension 

represented by the power of 2 and the integer multiplication without the need to 

double the dimension to increase security of the key. 20 

[189] Meanwhile, FIG. 6 shows and describes that one device performs 

both the encryption and decryption operations, but the one device may be 

implemented to perform one operation, for example, only one of the key 

generation operation, the encryption operation and the decryption operation. 



31 

[190] Although the disclosure has been described with reference to the 

accompanying drawings, the scope of the disclosure is not construed as being 

limited to the described embodiments and/or drawings, but is defined by the 

appended claims. In addition, it is to be clearly understood that the 

improvements, changes and modifications of the disclosure as described in the 5 

claims, which are obvious to those skilled in the art, are included in the scope of 

the disclosure. 
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WHAT IS CLAIMED IS:

1. A method of generating a digital signature comprising:

receiving a message;

computing a particular solution in which a result of calculating the particular solution5

in a public key becomes a function-processed output value predetermined in the received

message; and

generating digital signature information for the message using the computed particular

solution,

wherein the public key is computed using a ring having a dimension (d) represented by10

a multiplication of a power of 2 and an integer, the integer being 3 or more, not a power of 2,

further comprising:

computing a first random matrix (S) in which the number of columns is smaller than

the dimension by 1 and the number of rows is equal to the number of the dimension by sampling

elements ( ) linearly independent from each other in the ring;15

computing a second random matrix (A) in which the number of columns is equal to the

number of the dimension and the number of rows is 1; and

computing the public key based on the second random matrix (A).

2. The method of claim 1, wherein in the generating of the digital signature20

information, the digital signature information is generated by reducing the computed particular

solution using a secret key.

3. The method of claim 1, further comprising:

computing a trapdoor (T); and25

determining the computed trapdoor (T) as a secret key.
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4. The method of claim 3, wherein in the computing of the second random matrix,

a d×d matrix (Mi) is computed by excluding an i-th row from a matrix

, and is determined as a determinant (ai),

thereby computing as the second random matrix.5

5. The method of claim 4, wherein the computing of the trapdoor (T) includes

sampling of vector ( ) that satisfies the relationship of

, in which is computed as the

trapdoor (T).10

6. The method of claim 5, wherein in the sampling of the vector, a result vector

value is output after reducing elements of the vector by using the elements ( ).

7. The method of claim 6, wherein in the sampling of the vector, the elements of15

the vector are reduced by removing a direction component of the elements by subtracting a

constant multiple of the elements ( ) from the elements ( ) of the vector.

8. The method of claim 6, wherein in the sampling of the vector, the elements of

the vector are reduced using an extended Euclidean algorithm.20

9. The method of claim 1, wherein the predetermined function-processing is a hash

processing.

10. A method of verifying a message comprising:25
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receiving a message and digital signature information;

checking whether a result of calculating the digital signature information received in a

public key becomes a function-processed output value predetermined in the message;

determining whether the received digital signature information has a value smaller than

a predetermined parameter; and5

verifying the received message based on the check result and the determination result,

wherein the public key is computed using a ring having a dimension (d) represented by

a multiplication of a power of 2 and an integer, the integer being 3 or more, not a power of 2,

further comprising:

computing a first random matrix (S) in which the number of columns is smaller than10

the dimension by 1 and the number of rows is equal to the number of the dimension by sampling

elements ( ) linearly independent from each other in the ring;

computing a second random matrix (A) in which the number of columns is equal to the

number of the dimension and the number of rows is 1; and

computing the public key based on the second random matrix (A).15

11. The method of claim 10, wherein the predetermined function-processing is a

hash processing.

12. A calculation device comprising:20

a memory storing at least one instruction; and

a processor performing the at least one instruction,

wherein the processor computes a particular solution in which a result of calculating

the particular solution in a public key becomes a function-processed output value

predetermined in a message, and generates digital signature information for the message using25

the computed particular solution, and the public key is computed using a ring having a
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dimension (d) represented by a multiplication of a power of 2 and an integer, the integer being

3 or more, not a power of 2,

wherein the processor computes a first random matrix (S) in which the number of

columns is smaller than the dimension by 1 and the number of rows is equal to the number of

the dimension by sampling elements ( ) linearly independent from each other in the ring;5

the processor computes a second random matrix (A) in which the number of columns

is equal to the number of the dimension and the number of rows is 1; and

the processor computes the public key based on the second random matrix (A).

13. The calculation device of claim 12, wherein the processor reduces the computed10

particular solution using a secret key, and generates the digital signature information by using

the reduced particular solution.

14. The calculation device of claim 12, wherein receiving the message and the

digital signature information, the processor checks whether a result of calculating the digital15

signature information received in a public key becomes a function-processed output value

predetermined in the message, determines whether the received digital signature information

has a value smaller than a predetermined parameter, and verifies the received message based

on the check result and the determination result.

20

15. A non-transitory computer-readable recording medium comprising a program

performing a method of generating a digital signature, wherein the method comprising:

receiving a message;

computing a particular solution in which a result of calculating the particular solution

in a public key becomes a function-processed output value predetermined in the received25

message; and
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generating digital signature information for the message using the computed particular

solution,

wherein the public key is computed using a ring having a dimension (d) represented by

a multiplication of a power of 2 and an integer, the integer being multiplication of 3 or more,

not a power of 2,5

further comprising:

computing a first random matrix (S) in which the number of columns is smaller than

the dimension by 1 and the number of rows is equal to the number of the dimension by sampling

elements ( ) linearly independent from each other in the ring;

computing a second random matrix (A) in which the number of columns is equal to the10

number of the dimension and the number of rows is 1; and

computing the public key based on the second random matrix (A).


