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the I nvention The present invention relates generally

to wirel ess comuni cation devices and associ ated
NRBFHNBS ANDHIAPRARAFESHORRBES TABLISEHING A2 DT CONNECTION
conmuni cat i WOrll At WIRBLEIS COMMENESSTIOOMERWVERK on

networ ks such as General Packet Radi o Service (GPRS)

10 networks. Description of the Related Art A wireless
communi cati on devi ce, SBAKGBRGUNDDI | e station,

est abl i shes a packet data protocol (PDP) context wth
Figd b thellnysglionht Radi o service (GPRS) wirel ess 15

net worppe theemahvetib et deablly I @iréiBZ oatnimtdatiombadces and
the wirel'ess device known to the network, bg; sendi n

i aseoridted setiorks, anfh MOBY PATHGUIATR 40 iTRIbYE niRo8 COFPH%‘ng‘mg data
Wfifh %ﬁlf%legﬁydn%%ni&ﬁgﬁ ndtlvBiKs 3ikhi od [ RnEhPERLAt Radio" RAGE (GPRS)
state if the GPRS attach is successful. During a GPRS
aveteierlis.pr ocedur e, encryption paraneters are

est abl i shed between the wirel ess device and the GPRS
networ k. When the data connection is reset correctly,

bwmmgo devi ce and the GPRS network
reset fR&lf.f &3RaGHdaY6n 8{1&{% vac\zﬁhgﬁ a?ﬁ%ﬁ@%@&? f(:stg%lfshéag\ packet

an out-of-coverage conditi networ K, .
haase pestocol {BDR) caxltes svithde GeperahRgckie RpdineseridceofGPRyy wireless

t. Thi | h ' | CE:
B e e e

P aBRicEk Py sdting ideatificaried asisomatgmeakinfoihiticnaiThe winoless device

di sconnect, since the wirel.ess ice is .

OB LN e CHE L ST B il aieopsdsDupa g QPRS
N&a0R plocEAME leAPptaihafifidtiss de ERRTsRidttatieeh theatitadesptlevies and
re-establish a PDP @gnt ext, the encrgqu)\}i on )E%r%]mﬁlt €f i eless
other HRRinpRYglss Wspi e P qoltpecdpn &y Rechufdecin ot e wireles
€ BSYidEnt A P QAR r&et thbie redisive1@icyyptibn patiitigtersno
encrypted data can be transmtted between the devic

. : e.
and t hBurikg el PR-afrereasst empijion i HainTE  PoP TETexte Wireless

r gg\ﬂ&é&% b &hi Fbreset. MBS whlBcaisd B8 WideleBPddvarRdo feddt its data
nmet hods "and apparatus for 30 reestablishin

C opmeeicnATaAntRArs (e e BRABKPLIOR BAGBEICD) @Hé@%‘glf%?s%tfggvto?k will fail
gm%@ﬁéct sihée t\{pw?rglgéy R+ %Jouggféogé%gé) 3WAAPRL ireless device re-
enters network coverage and sends a GPRS attach in attempt to re-establish a PDP
context, the encryption parameter of the wireless device is out-of-sync with the
encryption parameter of the GPRS network. Thus, no encrypted data can be transmitted
between the device and the network successfully, including PDP context requests.
Accordingly, there is a resulting need for methods and apparatus for

reestablishing a data connection that overcomes the deficiencies of the prior art.
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mai ntai ns a data connection with a wireless
comuni cation network. During an 5 out-of-coverage
condition with the networ RUMMARW rel ess device is

power e ter bein ower ed k on and
r egai n&‘?ﬁ‘ ﬂ%taﬁgl)ra?p?f%‘%rf Ege fqﬁéee\‘?\ﬁa&égg’é‘gs 2 Jaigj equnection with a
t I‘\n&f&ﬁa@@ ESmAUNIBRBE ABEV IR akd) BesdABIOT Kty Ch vEAUSIE L o@MBnication

nore network paraneters associated with the data

c GﬁY}%f‘c‘PF‘BWH{S& %@ Gomugstion wiih & Hirkss FePmyHeatign pefwerks During an

dewi- ﬁecobéra{bsé'ﬂnﬁﬁloﬂ r\kﬁthotﬁe H&Gv%rk ﬁfé%ﬁélé%ﬁ‘ %Ewggaﬁ%%l%dto?f After
t he net

t Reing poperpd backionrand mesmingdst ok severasedhhwireless, deyige transmlts a

d @eBsag® BE b QR Whidh R
cont g)%t wth a rGeﬁVeI?lalll g‘%gsgirgt% ﬁ&?g%ﬁﬁmarﬁg@éﬁwmd with

for reestablishing the data connection.

athelateraonnectipmie byaeseh giubpeguenily dihg sidnalescdevice &rrsmitsrode or more

t Q&dl@@d%l %eégﬁgése toag‘g' ﬁét?%g gf?%t?)?tg %lﬂrgn&llaqg Sc&m@&ﬁgr ain the

Packet Servi ce

Anvtiptlaigachediment desdebed posimabe don corslectsmbs tdlatkeaDlaga Protocol

o P TFR ch L TEENAR R Q0 Rl S CP R BBl R b i

@ diselshnRRANNMNGCEdEib odé nrembrs additipaab sessagdsrinahndes tarGenbx’al Packet

w.he descr b y_of exa Wi th ref rence
AR SR i e S ARdiaolety B . Commection i
d slﬂgtaaﬁalmemhleksll)} tiainkaded FoDRE wildRES devvaniesRil tnstvrk Sonnection
el esg conmuni cati on devi ce whi ch comruni cat es

C?IHPlﬁXI ®Wi rel ess comunication network; FIG 2 is a
nore detailed diagramof a preferred wireless

conmuni cati on ice of FIG 1: _:IG 3is a
particular str @r—%ﬂ%ﬁcating

Wit h t h@bydiiehte S5 predént GRHLGH &al how vdarie®ed by Qﬁly ¢t example

and 5 are flowharts which describe a nethod of

r S8 eefpiencsrp Apchedfiguies, WheTABEt i on with a wirel ess
comMmuNgeAti 97 YI&EWWMdtam Fhieh fludtdied p%ﬁfﬁ&ﬁr&) h&‘ﬂéng' G \Qﬁ%less
relating to the nethod described in relatio
AcHp@uncation dedee which cqmipgniegies; withima Waﬁlpmomumeuon network

f or mat
ke 18 20 EARONREh AP Y o v
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FIG. 3 is a particular structure of a system for communicating with the wireless
communication device;

FIGs. 4 and 5 are flowcharts which describe a method of reestablishing a data
connection with a wireless communication network; .

FIG. 6 is a system flow diagram relating to the method described in relation to
FIGs. 4 and 5; and

FIG. 7 is an illustration of the format of a disconnect frame which may be used to

reset network parameters of the data connection.
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DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS | n

the techni ques described herein, a wreless

weeomnni7eat i on devi ce nmaintains a data conneckCDOAOBM00954
a wrel ess communi cati on network. During an

out - of - coverae cond|t| on W|th the netvvork t he

back_op, AOHRAAR. BTN X GRS ag?% DML L 2SS ins

device transmts a nessage
c dafs egnnspgonowithner wirgless \mmhmpanmmieew&ka SBati gadnedlthJ‘cdS\vera ge

t C to set.. Subse nt |

5B BEIB T Sy, G0  SUSSIHET A B e
neskagesd ragainig meetotb bkvefzfgf:, the astiBE desizt Bgndhi adﬂés@age to the
cg&&g&t W&ﬁh In the ﬁar ticul ar enbodi nent descri bed

her ern, GHE USnRe D meer pergieters pssegated ovide dhe data

1@011115211‘18)1 oo esstt. WStibsequetifethal wirdeds edevida dkfdsmRs Whé &r more
(%3{%‘ 1attachmant t he sfsa e is.  a disconnect frane,
al Bissagy (othe ngluerk igh Hestablishingdibe jdata) gramectign. Tn the

Ceareduidr eRaoli@ient &&h&d%fe\(ﬂ ¢iR d4PEdRhed@ohash Pﬁ&gyﬁ%a “Protocol
A&Xﬁ]ta eously, a data connection i s substanti al

) SQLEXS Wi Cenerad dagkst Radie Sgivice |(€BBSH%WI@”@6D@eth®mp@age is
Ng tisenkedt BRARRCANAARe oG hidifshal ﬂiéssE%Nh dSa @egérﬁ%cket

dj.agram of ‘a comuni cation system 1 nclu
nBHiP eSeayisg | GPREY 2atiarh cleqessimu Aideantassoushs ouglata comnection  is

WubSth RSy Q@Jﬂk‘éﬂycrﬁﬁlhl@ﬁle@% Wed K'lrf:kl:%‘ldevw Qégf%éﬁét%hpponnecuon :

102 preferably i'ncl udes a visua
k%cy%%ﬂtémm and per haps one or nore auxili ary user

i nt er figge I ta a
cont rorter ‘186 Cones Sfe £ iyl alBh S, S8R0 fotudes o
ragbils stateguRcyhicRepmimuaivgee threugh 2@vielesc crbmmymdﬂlsn awtivork

afhad %gﬁﬁast%l%g 105%&'&:%%& yrlclut%gs? fgﬁfblla{l %hsp%%q 1#, y oarcll ?94, and

as a centra processi ng
opsehags pn@ompsne@mlhatbftu&armterfmcea (UBnIﬂByeaekD opaheh are( dd@pled to a

o%)er agelrolﬁggg EQUsisFt e }Qf?ést \f{\%?] Cﬁ'ﬁ%%@%?a Q‘éﬁ%%%{a § rt?alnlscei"er

pmmumsﬁﬂ&gndarpaaitemha drs associated with comuni cati on
functi.ons are typjc ) rforned in RF 25 transcei ver
cir cuiI? ‘T’GE?on%giﬁf M %lé’%%i’%d Phi EPHTRLRIOCeRFing upe (G119 which
dﬂuﬁspb@)(atfh@&yﬁtélndbﬁ@hr@){n alB&Rry @medﬂfeﬁf it blﬁ‘ﬁln) stcehi@sller 106
m{lor mat ser L!n puts, and the |ik yboard 114,

(ol sobere Qveell RO gfgetilegpien B2 Pgfpas gl prosessing

adpehE BhETBYsbEatk® YRMAE Samificdlioh 'Tﬁﬁdt%ns Bf-ONbAEE, g&rformed in RF
enterlng data for Storaelnrﬂ)l e station

i FARSREREE PiERYIO 08, t‘F%@HPrsls%dnteff@%ﬁ atifilekice digplag 112 to display
t18eBRAONAMMIEAS ok Rk t €, onﬁ%ﬁs

to . 30 be exec utSté) on @rrgﬁ?éhe ugét:rg{ﬁplgtﬁ 1]%%1[3 e{lrll(gl g%fl 14,
oViHelt msy bi 4 fidonbare bpe rkeb’mﬂu@rsfuuMiﬂlalnemmcakwbnardoz norrnally
SROAGIC QMRS | AR $60 @ﬂ)'ra%et B bk eg&l o302, information for

conmuni cat 1 on
transmission to network 104, a telephone number to place a telephone call, commands to

be executed on mobile station 102, and possibly other or different user inputs.
Mobile station 102 sends communication signals to and receives communication

signals from network 104 over a wireless link via antenna 110. RF transceiver circuitry
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simlar to those of station 118 and BSC 120, i ncl uding

for exanple nodul ati on/ denodul ati on and possi bly

engd gerighdeivoctions sanithr te niadsy PF is@AibLaCs YAL IBYT 110, ihe‘luding for
8

| t enpl.at ed, t hat, RF t iver circuitry 10
T o SRR actRbialin | oRG| rposaRly 1 Geineieding  and

pendryptivetdedryptBRC 1t 20 alsd Contéhplab® tiat RFPSBEvel Qirl 10 QPS may
skllledlgiatt. 1 Wi |

Ll hat, RF {ranscei ver ci rcwtr}ivﬁCOS _
bR EA TR Scpidst mciddiion i rthpss srerigErso bx h2Q-wat medll be
i Appaken€ o el kkiled &t b@®Mhal G rdnsct&@NGR Gt Ol 0sOREr
l\/bbi.llg station 102 includes a bsattery K rtll?e_r fgg‘ggl %gdapted o
f BHUFETIVPIRY Rstworkrormsheorks iy Whichandhile sationelRes id@@led to
Bapdrgey 132 provides el ectrical power to electrical
ci rcuitré 10 in nobile station 102, and battery
i nt er f4eRiler $atiqe Y7 welades gy bagterveinteafagec 34 fon decel vt orieca! more
CRBAREbRbafi@HesN3Y! 8L LK S48 ek3Gich Sircui
coupl %ég to “a reégul at obr(el_%ggz ﬁ‘ﬁ?‘télﬁ%l?%‘éﬁ §{;\xée§q%8ll\;§t}1cql€ucu1uy
t emeRilpistagion W angrbteneinterfacd 194 pt@ades $orfauhéchanical and electrical
OfRshaltion 78 _ g r.of. RE transceiver .
CLrcuits y 1%aé@15’sﬁ?y pﬁia(r%a |‘5ﬂ e&%%el or C??Pﬁeﬁj:ta ao’i‘?g‘ﬁ?\tf’ﬂll% which
wiFewates ppwer wethelidagice. o Wiet woobile searion i162 64 fdly WipsQtional, an RF

t rve .respurces. . Simlarly, an RF 15
UGRE b R AR BRE GO SEP) S b
pendiog kcrdtwgrk amdrie dtherwfiset torned off @6 d@iserPOWESurdésd! Slmilaklyl s RF

) ceive signals . or information (if at all

JRRIRS chRel Bl D Jurbaitehmanodiuy simehofopconserve
opreveatues] itisi ngded Buipsavd Hgiald ﬁeiﬁfdnhh’tid}ﬂ?_‘%t%lw dhiMg dedfdnated
\A@Eghrio Sconnect ed to or inserted in nobile station
102° % ‘SIMinterface 142. SIM 140 20 is one type of
a conMstileosistlon” S0PRbperaie GSing!s eSlibb@ibkd &ldhiid,Y
user %or subﬁcri b,er)pé]‘ rm%ril%"e station 10étfyalx%&tﬂgqgm) 140
pEPELREPRESICL fRordBirriedin okl gtagiom K42 at piSHYgntenficeHadt SIM 140
Sk bhe thfdof 4 buavermidhilesaidbdr@usb@ [Ty iferddQfsed (Ull Au}éscriber) of
%Eer_atl onal_ for communication through wre ess

PRASrHatipp 4102 mpd jto persenatiee teMetieo dmmg otisbithiegst Withowr SIM
1008, tRNmEKR HSRN ©ARnalM CSera ibatiQf
hi s/ her subscribed sgz}_vi@\élgts ﬂﬁ%l %ﬁfaaﬁxgnaggﬁre?%}qﬁn@&atmn through
i WEglers @stwerlo 804y r By énseising R 148 risp yndbde setiar 10y an end user can -
IHalORdPRLs119 Bny il i ' .88 difr R :
i nterface ?rzlly éicﬂrhtqle?fﬁh %ﬁg‘&gﬁeg%%giﬁ ¥ oﬁt[&elr%ol%?ger?w Belyfes
GBPRTERST ¢rd inesmary dersstoung infermeticter Sirce SMeMa fsycdupRd to SIM

SRS R8s ; i 0 user paraneters sych

as an “ n’tlctalrsgg%%ﬁ%l C%ﬁ}g%llgf 25%3%02@? F%’érpu’ﬁﬁaélﬁg?‘f“iﬁ 1447 In order
(to NStify Ahe adbmribergeSTHf 146 i cogtaftk Moi#Oudes pakateters such as an
International Mobile Subscriber Identity (IMSI). An advantage of using SIM 140 is that

end users are not necessarily bound by any single physical mobile station. SIM 140 .
may store additional user information for the mobile station as well, including datebook

(or calendar) information and recent call information.



end users are not necessarily bound by any single
physi cal nobile station. SIM 140 30 nay store

wa@odminiooenal user information for the nobil e stRECT/OA20@3/000954

10

15

20

25

30

wel I, including datebook (or calendar) information
and recent call information. -4 WD 2004/010721
PCT/ cA¥iobity saiirmsl)2 mayh¢dnsistsefzt smghe m snetyasca)dzﬂa somafinieation

Sklé‘\géee aWRithlar t% Hon%sa Lﬁ‘i?]%l@f\.ﬁng didR Bod Vﬁ{:: gg{tﬁ Jata and

cel | ul ar telep unc ron ¢
dé‘cﬁ?@: Eominiunicdéom cmﬁlhtlvs;l a:e)ersomahm@catasmstant (PDA) enabled for

e wi bﬁké cfj ﬂnﬁﬁuc aﬁor{J %f § 9 uter 119:0%?2)'{21&%% ESIIII fﬁteargtl El‘tﬂqﬁlat élternaﬂvely,
[ mbﬂqoaa@cm H@ may Ibmaenuiablenmdlam unfll dodipfiding \eepIMrali of separate

Wg&h Q%efftg &ch!h?cﬁ Ig)u% luglg%tro a&tcglngg rrlﬁ%%lgqﬁ glg\lllge connected to

i mwlm&smglobm |Im patrﬁcwlay fdrienhrhgsie), ng@m@Bill@Mﬁtﬁfntlﬂécklo&Eﬁﬁm of
e .connect ed rel ess mpdem In particul ar
P B0 GRS et &L 6 Fiswiedmalgmsniog s » adio
FinGdenl ,umlRthdt mmyshéemseeted Giheh QU Oh 4 BPiPpNEbnfeBNAA thkdd gase the
%fdﬁ radio ~nodem unit that my
Titiop EaPRi GO Jut e nk g by vewydemne o marh iy Uls

Ca® and dv@trdlier|189 bABo R RUAE ompatLLd OP@C lIPQ% s 'c§x€t§1@fﬁated fhat a
112, keyboard 114, one or nore auxil |ar¥
legs (@Fﬂmunmatlmsmay be

CRPRRUEST o8 Pthen pauinmssE nelcnoamallyeapalerpf wise
A dBpted IERAR: & £ e?f@@ﬁve@f asﬁﬁ%ﬁ@&l o? Maﬁl&rew%qéﬁcﬁ{ﬁ%%s and

not nornally capabl e of "w rel ess conmmun
AR 41Q of cvngheenit deyica serhe peeof thesk ylembem@ow rﬂuch) h moblle

Oftatfdir 105 AR ABLY 8 nofd E&g&ﬁd’er%lgﬁle@Qt?% ANleS n%%d il'a%eé in Ofe1ion to

single-unit device s as o ose
apeile staige A0ZohBli-Re 15 station 102 may have a nore

P:lr Ea:: fi\gé]tﬁ{eoktg%nbrf% Illg umcgtgsﬂrglgsa%gl %O&g 2W11'%6 cFOénmumcatlon
shesivorly ril0102IHCtbmmldeJme&1$0fl HGarid v&ﬁi&le@y gé’tgmﬂd ﬂbéeﬁfscolr:llﬁgured in
t K t odi ment. o
P41 Dy 1855, 080 A SO T s
Mbhleqé}fﬁsﬁ)aleclﬁmmm& MRzl ess Setwmoirle eo:l( {Rmds éi\%ilse%lta@oﬁ Rahtroller
nal agi es. Wrel ess
TEREETD Y of st it CubtalonaTE MRS, Sieibing oie, Bz 122,
T:2Homé 1.bcasion Registei @HIR) 189\/merﬁh€bt}bwi1b3a81§et Ra&{g @b}v?cf (GPRS)
a ne ocatl on egl ster
bt 123 SO 1Aenandee ooy B SrRam NoISGROSRR 125, MSC

(1@R§kouﬁb@@@ﬂ$®b§ﬁaﬁc§@&blarﬁ%ﬁe ndRdna 8t evayp S §§w1tched
122 is coupled to

%ﬁ?f& Nedwarkl @ﬁ@i’}? h?é* rSéiShbHé is senphede BSCHPHIand to GGSN 128,

IMidHeR 68l ngR cdy Slglﬁgtg Qgﬁlbhxt? g%te( & %Trwtw% %@}l\l ad ?r@ Iht%rnet).

oupled to B
@&ngl%?dweupéedpte@ﬁ(‘ewr SﬁﬁN\ﬂﬁﬁ,eﬂndﬁQ)SN]b’i&mr k 130 ( such
as t heakibh MBaS b fixed transceiver station, and station 118 and BSC 120 are

together referred to herein as the fixed transceiver equipment. The fixed transceiver
equipment provides wireless network coverage for a particular coverage area commonly
referred to as a “cell”. The fixed transceiver equipment transmits communication

signals to and receives communication signals from mobile stations within its cell via

-5-
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herein as the fixed transceiver equipnent. The fixed
transcej ver 30 equi pnent provides wireless network
cHoimabis. f dhe aflxsérttamoaivalr eqipraand germalyaperfommo Bhch functions as

r gb8iERA 4@ RSsifly cf&dlng and A€ er[ })@?gn 0 gglial S ovbgrtgml&mltted to the

equi pnent transnmits co nica
r Bekiley gatiero inansioriandeowitls ipgrtiahlsr, fusuvzmynmbddt@rﬁrteal t@MSunication

PRRPEts o, BBolte” apde SR by e foed; wascive

e@gymppmmnslrmbﬂyndbmydl@&wsf o oss$hlg dedodBeirldaRSryps, if necessary, any .

L,and possi b cod n nd/ or encryption of
SI gna s‘l:at?l o b&Ef @ans‘?‘?ﬂ% rpgn trﬂ‘gblgnv%‘fqo@ s02t jvgHun pits  cell.

aecromdmlml@nvprbtbcqia aiid parhlﬁéters Ussdyadry b&%&ﬁﬂﬂ%@nﬂ ﬁgwtorksl For
Catl 0 rotoco araneters, under contro

of% tr}egvilqrg rmay-l-ﬁlgpf?)y o difterenf, g%qéliu{;tgian gcl@(g@] phife pperate at

sdlffiaﬂemrfre,qmmmdmmm;anawdrk@OSSI bl'y decodes and ~

decr i f nece ssary, any conmuni cation signals
r ece?/%ﬁ W Feé"r?f' showngp é?%ﬂnli%@nxﬁb’%t?ﬂl A0Q pEFIEk (1| represents one

GaniRi giffetedl cRAMMEIIC BlpfoafyN AifRA R TRLE fBe ﬂ@ﬁé V@l—'ﬁ channel(s, and
bet ween dlfferent networ Ks. For exanpl

rASSOCktRS) REgtogolypser dptaisen Wil apiwork Kedvadencbile sieper He An RF
adhaniél {sf £TiRRNEd FLEHMEMGT Bt HBRPnLIAE rty@@&lw)&%scg &:rlerfs S yeran

wirel ess |Iink shown i n communi cati on
Praagdwiglth andrackimitedsbastaey poster pbmebikti Steft@nelﬁt dhawerskilied in art will

tappietiate! tMatQ' wifdidsE H%tw'éﬁ(cﬂl gct £lfp lﬂ:ﬁ@ec%aé RS Hlﬁgife(e% rof(c% fach

associ at ed pr ot ocol s use ween w eSS LW
aptredbbial seation 418 Gre. ORatiohrsedRpr), dﬂpeﬂ'dm@ upoR dasitddnovefll expanse

onserved t
R g e T e D RB IS o R iieatpa Bl e svitches
podequterf (nmbhdwa) soattdliod bjlﬁﬁltlp]lél’t@&eorklebﬂdoﬁérsl nart wil

15 t e mork i n actua
or act P58 BloBnd Mtoe W BeifRa SFtnrinatuo cRemionermgnt data

liguch as tnabile rstahfbﬁ 1()2 uﬁzr sQtoffié)adsi \@eﬂl @setéfn@ﬁr)lry SR BRIEH E.‘%Imlobﬂe
red ra expa net wor cover age.

ROy AT Sl et R AR o Ll S ok vt al o mobie

SyEitibe ﬂ]@.?s HLZRWBZ ioghieated tq fﬂ@érnﬁﬁ&lﬁ@&urrdﬁ@l&aﬁ%lo?ﬁm@ﬂe station 102.

| nobi | t
248 FoBBpt B e (SREAr S 1356 apsnsbiscormaenp oleaton

2eak SHE Rtcass MBLdakL off HRkd MOLAO ZaHSR' tht ereoédr}eﬁt)ly 3{? i86kda of
as ter orag%Edata (such as nobile station's

CeSPPRSHALLY o S 186l des parts pighe germangyt Ruobile statien dﬁazsélablﬁava been
\@h & 6@ rbmt BLIRQBYD & the SYAE 'f(grfaslé}zdccégjg Reg a%vér %&in gfdMSC

to determ ne the current |ocation of _
162 may Alsypassignynd sipsalorddaResyick peiemputary) 1dcxft1fiv8®n$2 Optisnally,

HRSPER I ISC 195 can 8¢ iRn&h PGBl &Micient co-ordination of GPRS and
non-GPRS services and functionality (e.g. paging for circuit-switched calls which can

be performed more éfficiently via SGSN 126, and combined GPRS and non-GPRS

location updates).
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data that have been transmtted fromHLR 132 to the
VLR for faster access. However, the VLR of MSC 122
may al 3ViagSFRRS Swmpos thnde (FG8™) 1¥aisagt theisdmenbierarchical level as

fvsﬁéwig%rebélg Egﬁg@aéltgfﬁcgée %H]?rbdrualnln%)attlo ?(ffl m%‘ﬂﬁ tstannswsgsﬁ 126 also

c Beréarais sesuiitynfundtioGPRE aeeds coriol. GBE{Sws;eGPRs SapmidNode (GGSN)

V\z%: h{ogglgg étggrg&ﬁﬂ% Fv%ﬁl%xp gnafl o%clg% le cihtgﬁl]tsn\‘émv}oglpsegrgc%ﬁonnected

1928h S&xs's ¢omeh lamSGSNH% dnsh Ioes€PBBRS badkdbheddtwork. SGSN 126

é%@r%? )authexgn 20‘%@‘/&%@}0 7% %g %go/cg urc%)sgéz{sgcggxg%fé sa?n%ra\lléo%
hk@saﬂmlmnmia as @ elistig GIMG hﬂé’on&&dwhﬁ%&raﬁé@%&ll HledibE may be
i ndi.vid | ocat o[}s of tations, SGSN 126 al so

B G Awari ey imeleoaion g3t budie tot igpcciver campment

Gakewaiyig GiBHe SUpeO102 Nose:cl Spahlculad 281, PAVR¥IESStion 102 informs
wor Ki n ext er nal packet swi t ched networ ks

I nt
aP{Hie%s nawmﬁeiﬂewﬂ@ ifepeiectsamrkhey <sllm gepyp Sbeis1lae)vngs @ routing
afred.P- based GPRS backbone network. SGSN 126 perforns

aut henti cation and ci Eher setting procedures based on
t he saf#erdg rdg Iapqeﬁqrg}PR ;@ér)yg:es anebilersiatien 182 icstjmpkes its presence

eRdowinl 10 ifefa nét@oﬁfcqu @9 ?érﬁgﬁ’l 5’?2%0 i &LnSfn aggldPRg “attach”. This

sel ection % nously
SPRRFation esigblishes 5;1021% lmk@dwqen andlei smoneJ@a. apndeSGSN 126 and

| u | &S 0 sgle articul ar
AR SBBbL R2ELAED QORGSR El I ot o S
mtlfxm—ms |0f incemizigeGRRS datatdn @M& aieksagas aye0GPRBS I etdksto send
r order. acce GPRS
SRS SO BBl b0 P50 b BB S TR
Kthaivi Wats Wb rued. e&”hls mpemmdqnam rhobilp atation MOD gndvidto GESN 128;
rat| on estaplishes

| h
AR Y R B e P e Coerii Laimey be

amilsfbﬁedmiam@amﬂby betwséiB inobile $QAoAYEH hRDHR dx@rid CRiaViRtworks

for ex es via SGS notifications of

i REGm ?{gg’@Tﬂ?D oegfaé’sulﬁ?onsﬂﬁ\lh’é@%lﬁ’ées DatpepackgiRgre pgpipped with
(IEEIIES speoifieptdtocalnidforaaeinvadmerfettad Betw¥BPinldBils katibPM02 and
]rr‘%é?ﬁﬁ?é sts in activating the packet data address
¢ .

wants to use. This operation nmakes nobile
st at i amhodeOskilleaanvart a1 &Fpaiiate that a witbREMREWdR ha g'btet}onnected to

external data networks can thereafter conmenc
cPiReL sysigmb Postbly dnghuding piber Ratwerkh ot Axpligitethawarin FIG. 1. A

MRBidR willalorahtyl B2 ndfichikile a? ¥ BAL s @orp% I_%Kgs B%ld system

using, for exanple, encapsul ation an tunne
r}%@k‘@%@na@e a@@ggq;%gasw, teMen if there is no actual packet data exchanged.

Although the network consists of many parts, these parts all work together to result in
certain behaviours at the wireless link.

FIG. 2 is a detailed block diagram of a preferred mobile station 202. Mobile
station 202 is preferably a two-way communication device having at least voice and

advanced data communication capabilities, including the capabilify to communicate

-



GPRS-specific protocol information and transferred
bet ween nobile station 102 and GGSN 128. Those

w@kiokloed2i n art will appreciate that a w rel esSBCHEANDBK00954
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may be connected to 25 other systens, possibly

i ncl udi ng ot her networks, not explicitly shown in FIG

1 with othert eomrpateni systemor Meipbnditge of rtlzn ﬁmictld)riahg' povided jty mobile
I I in nd syste rmation

S8l AP AR (A8 P P P} PR Rt
dadl@henec hzahgmh medshping eapabilhies, netwiveleks fradradtSdpplidice,n&NY data

arts et her e in.
C SRR SoPEE ek wiihBScle bAREL SfpliRes SHoble stion 202 may
acol@manit el vhihOzﬁiy aticagraaplupiitybofpfi &fdetidneekive BiatiensS20Bt widin its
202. bile station 202 is preferably a two-way
c SOV IAEHEA ce having at | east voi ce and

adv ance@bilabtati GOT0TURilIGRE ARy Biddpsthtel d dfnuriddGbt ivdEtem 211,
Q‘,%}C%Ag‘gbl ity to communicate -7 WD 2004/010721

BAES GOGOBYEr 2]t th trgyispaifer @éﬂppqp@@,ss%?ge@mponents such as

DeRe bl indg QitetbfBly diieldANG fnfe¥habl AY¥dnds ‘éleménwblaﬁd 218, local
station 20 it my be referred’to as a data rressalng)SP)

d esgilagors @Q%lwd Bapspssing re@uletﬁualr as g digiiad signal pRpoessor
dab@ @&%ﬁﬁgic%ncﬁgﬁﬁgfehﬂ 31188 ’an:ﬁo%'&l Sg%ah&%ﬁrépaﬁumiy 108 and

appliance, or a data conmunica Vi ce
wAREBat 130 sytio iy FEGpabi Ab twillshe ammmmt éo sth@ﬂ%l skilled0ig field of

”Eé!méuﬁ&[HEHE‘ c%laWdEQ%g QY ¢ ulﬂga{ti%n pslublsg/@l]ef’nt %l lo(ﬁepeﬁcfé on the

transcer ver at|
Cc ovemageatmnaatwollbini wteclsndtlle@mtlﬁmzom\ns Ilﬂterrded tmjpbgate

i ncor a n_subsystem 211
| nel uaeose sBuGP I PN LRGSR Eabibmiog el over e
aseiworkataﬁdr camed emtwork Steghitration  on acﬁVatmrprocedures have been .

REEHEEE° Sl T RS 1 a8 Rirbudt S B8 o SR Tbut o Teceiver
p @lm eslsicin gnayopetfeemssnch camnfondiegditvad! fusidtpnslas Righele a@plification,

220. Co t bsystem 211 | s anal o ou
{ Boensf &t OPYBH Ot RGN CGAOTORS e, Ht Rtz own

I th FIG5.2, inalbg-toMiigltalb@/Bp péiveRton! OAMDN 6&frefistonl dfeéjrdcélved signal

ield of co ni cati ons, fpart| cul ar desi

B OBRES BRI nciopt Reg 2 4omR@ation and decoding t
C B PR YrMad irODSP 220\Olnka ﬁﬁl%ﬁ&ﬂeﬁﬁ?ﬁajl@to%%hﬁﬁtt&pa?re Ipﬁ)cessed
i nt ended to_ operate. Mobi | e station 202 send

afgludmganemlaioning Pwéﬁnénfos ctmenle byRyP 2 Thse RsProrocessed
afibflls 48 Uhuf %qraﬁlﬁhfft@f %14&%9&@% % hﬂbgo(ﬁ)/ﬁﬁdn\é@rhbﬁ gfre uency up

procedures have been conpl éted. Signals’ receive
apervAisien fikeringy émglhflqah@l st (RSRission ovepesmIpnicatior network via

2}gtenn‘ﬁ@'1 hD@P)QZ ‘ﬁ&f &l rOMGELs %&mﬂlcﬁtﬁﬁeﬁéﬁgfs, glh] Bfsd bl%()i%es for
P |

as signal anplificatio
receiver and transmitter control. For example, the gains applied to communication

signals in receiver 212 and transmitter 214 may be adaptively controlled through
automatic gain control algorithms implemented in DSP 220.

Network access is associated with a subscriber or user of mobile station 202, and
therefore mobile station 202 requires a Subscriber Identity Module or “SIM” card 262 to
be inserted in a SIM interface 264 in order to operate in the network. SIM 262 includes

-8-



frequency down conversion, filtering, channe
sel ection, and like, and in exanple shown 20 in FIG

wQ200anai7on-t o-di gital (A/ D) conversion. A/ D coPvBECA20B/000954
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of a received signal allows nore conplex
conmmuni cati on functi ons such as denodul ati on and
d & featyrasslesdsibepiar e btione th FIF. DSMhe station 202%sisr Hagtery-powered

ocessed
rﬁ%\ﬂﬁef 0 HSAI%‘%L:]?M&%SO&O%%I& Rtglz’%yggg% g(?r% c%lv@ one c1r morebr)f;ckﬁéqgable
2bgterigha¥e mﬁ’-amatﬁcm @56 groviieg nlattsical rpewemmuhost {f not all electrical

ty f?&ﬁt%l {ntrssbﬂ% tatIOI(l) 5013i Iagcll B%Lery 1n|t,]e\%tgi;e ?ﬁlrérosflik? f81i,zil H)échamcal and

conversion requency “up
aeﬂpttnﬁal mhnaonoxafml 1t r ahs htesy dierface 125¢ asMadupledatol Dfegulator (not

a_anten 18. 220 not only processes
“EW@C iPoh" efﬁ?]"?ﬁ?r +t[9lﬂlD§ MeSTEHBYi des for recei ver

and t r ®iobild dtitkn 200 feichdbs a Eﬁxrro;ms?am 238 tWiecidial |oﬂ% T?zplementatlon
a d to t|o als in receiver and
5’2 }O%%W@aﬁ SQeWaBomaBPW 8 MoRHS sgtion 202.
a@bfmﬁﬁhicﬁuc@aﬁhcﬁ@ﬂt ﬁl@lucﬁiﬁgg ef 1dabiBath MRAIErRAL @&ninﬂm%%ns, are
220.. 30 E&Hﬁgfk access i s associated with a subscri ber

oPeTirmed fomEnugcatipn pbsystem 2Ry Mirapragastas 23 isp dnteracts

Styith 281t S dEVERUB S SteRs SRS b ARGy LIE Rt ALY mMREH! 249 random
"SIM card 262 to be inserted in"a SIMinterfdace 264

i Aecetsdaymery (BAMDA26, awrilianeinguy ouinut (VQ) sybesrmsisug ecmal port
- 830/ 1«%9%4@@@7%%?5 2% %29 Qrﬁérgwé &86 LNA38 + r%@ U@g@nilc%tions

described in rélation to | e station
asubsysieat Y40 g pwycothet alevice subsystamsagenerailnddsigiated at 242. Some of

b ﬂl%t ﬁﬁésﬂeg{s es’h&@g Gn %%é 5 Ci%géﬁr? gbééhﬂgicgt&%t—rgf;agleﬁ%gcﬁons, whereas

rechar tteries
peiben elibsystdnesc ay qubvigro Viesiders” wosin-defice duncabhs Notably, some

e ica ClLrcul n ion 2

B byt e Koo BRI 238 Tt SRnle” e B e tar born

ebcamnumczmlonadam@ﬁmbmnsf guch kg enteking ahaittrﬁﬁsyagb fidrarahafiesion over
S CO Ied t u [

ato sho i ¢h .
o RGO BngF oo Bad G 3t Bt ond P « g or sk lis
sOaémﬁrrg 2pteni oftwiale Susad rByCHORsR6QRsHPI23838 fréfetably 'stSred 1n a

enment at i of controller 106 of FIG 1
CBREFER T Pl 1 ot HERGH SEb it Bak clpmitretiobe & Tead only
Costiutyl @DNIPOr fimil&t dtetige elbfédt abtREowH). | BRSS sididdeinalart will
voi ce, conmuni cations, are 10 perforned through

CERPRTIAIG WET B CRIH Iy A ospEc Wew%epm&%@esﬁ ob etsharepf, may
i B8 @ﬁ@sﬁaﬁlzy mdea nﬁ@lﬁi L o1hi0B Sored@M LR AMBBYSt ems such as a

di spl a flash menory 224, a random access
menor {mecews 23%uRiaddiiey t Afs UAPEBLiRg SYstauy f@ictions, preferably

SEABIS ERIBLAS softwSE | fiﬁca@&lfs on eotle sRkEYEL aA Greddfrmifled set

speaker 234, a m crophone , a short-rang
cofaaphadians whish cenitol swednvmwpelan@samyludmg @t leass\la@nd voice

SURSHSi&Bn 9 ﬁﬁt‘?dng )(s'g?%ﬁé %H&Rgﬁc @éstegoﬁghme‘?i?gﬁer%) Q’vﬁl Bé}ﬁally

subsyst ens s own 1 n
carimstallaslaen wobiteadtagion @02 ldmmtg manummre a8 preferred application that

may be loaded onto mobile station 202 may be a personal information manager (PIM)
application having the ability to organize and manage data items relating to user such as,

but not limited to, e-mail, calendar events, voice mails, appointments, and task items.

9.



ot her subsystens may provide "resident" or on-device
functions. Notably, sonme subsystens, such as keyboard

wQ@3d4and2di spl ay 222, for exanple, may be usedPE¢DCAROBA00954
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conmuni cation-rel ated functions, such as entering a
text nmessage for transm ssion over a conmunication
ek, onerr nese memoresidrdeare afailableicomsobila statiars2Q2 and SIM 256.
c:@c; ystem sof tware
eﬁHgg{%’t%r%p#%sdégﬁleﬁégd Sk ﬂ'f‘oera y stored in a
pe r si stlenfIMVsapplicationpefergblf Ihasﬂhe a’ahmty séhBdnd mblcvh dmfaycems via

Sh bR B TSR TSI M S sy

\Anﬂtetgratap pyre:hrcmtzed tdndtupdldml ap ﬁreatmrﬂ@s ayt%ﬂdﬂw@pﬁazmbbﬁé station
I at | rt

¢ DS EaRPBo R B et 5ol et FROSSea A sermpugsysiem

2@reb 5reMm‘,g’ ﬁ)ptﬁﬁﬁﬁ&ﬂﬂft cddPutet Bn athBilé k@itort 202 wHh respect to such
er at ste ctions, preferably enables

E0E: TBR iotDecl P E R wRE G orsbiar &y Sm s 6 mobile

20ationfusprr eofgice cahmre ssatm. AlddripRdllap@ich@dhe oYy 43 be loaded onto
evi ce operationsg, including at. |east

|
83{5 ﬁ%ﬁ@%‘iﬁ@ﬁf@&hﬁﬁ?ﬁ%ﬁtaﬁ&%@ﬁm V@ aubsypigm (g ceerighpert 230,
NgorOakge’ @BThdMati SR RBLysRENSAE br aW &)therrb‘aftm kdbsydn 242, and

installed on nobile station 202 during

nisiaHed by eusen it RAM 226 pr apspfeiablt 3 @ﬁnwﬂa'lﬂe $@T¢ré190t tsbown) for
| oad@tbnast 191c96£ﬁ3(5<:|e%o§ Q?é ' S’thzt%%lbﬂﬁy ér? F‘pgﬁ ﬂ%ﬁ%ﬁﬂﬁ ajion increases

i nformati'on, manager applitc avin
abie (fpmogionabitg plomahi taam aedymay| atoaldeteekmcq:cbbxadavn@ fagetions,

USGhmSHG i oR Selated n&f&lsl biMdoRd T Ror gx lfl Sf(e%@eegc%unum@atmn

events, volce naq% app0|ntnents
VDPEOTPHS 102 EndET /eRAROIE/ DODEHERE ﬁNaumsaaﬂdy othen@udr financial

TS ke stitbERatiie BRI GRFAZ OF b dara | tems

and otmetrdaltmcﬁanmnmhwunn mbide, d:&leh&mqnlpmgnahimh s priedh @feadaby, an e-

h b|||t a cei ve aitens via

¢ Rl el Mebotis RSPHARLVAL B Bior e b opppystem

datlaand épet ar meremsb@scﬁl 338. S Mitrop@tat® R38SwilC bfe@éﬂh&ﬁdurther
network, with the nobile

ated v
R B2 Bl obPRal Ry 282 Bt oy MRdrore 228
aASEﬁloahﬁﬁlw\&thﬂibnaZdZQﬁdy a%:e@rmmb@{e dapStean) skl)ﬁ:llli]@sf @lt%ﬂltl messages, for
0Ss (040 u er on nNoplii e statl on
SHSRI Heif iy S5 B soung top i drpley 103 spLptipl Augiiary 10

a@bvwat 3 OKSyBahar 232 ReprbRfblyCH EBMpRIe AYHhEMdiS kdydBard and/or
nmobile station user's office conputer system

Atephongrive Ksppadeat TB#Se ReRPHES oityes | MU drnonitted over a
Nehrhéhicatiah h&ﬁog{qgrohp{ &h&gﬂuﬂ?&h\%’ Elh)s A apxi liary 170

subsystem 228, serial port 0, short -range
conmruriog aW‘@n%OT%fi}m}S@P@ﬁn tﬁqcpve@}l eneyation hafr mobilet afotien 202 is
S%&)ﬁﬁfaﬁ sififar, &@%)t theﬁ% ea{elcﬁgecm{%ﬁlsu\% 1d1p8 OB@M ?025%68{61' 234

preferab a non l'atile store
and signals for transmission would be generated by mlcrophone 236 Alternative voice

or audio /O subsystems, such as a voice message recording subsystem, may also be
implemented on mobile station 202. Although voice or audio signal output is preferably

accomplished primarily through speaker 234, display 222 may also be used to provide
-10-.



execution by mcroprocessor 238. Such flexibility in
application installation increases the functionality

w@Rooobi7ke station 202 and may provi de enhanceRlCT/CA2003/000954

on-devi ce functions, 15 comunication-related _
functions, or both. For exanple, secure comunication
applindiction of thesijerginadl € caliggparynieatbonofer eged ealic bi oher voice

a f| nanci al _transactions to be perforned
r&?l}]%tlz@e mﬂ% L OIS GEMRIS 2 data communi cat i on
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j web e, downl oad W rocessed
oy R8T oo T aerr aueto S pe g P g tsers deskiop
mccmptplélac eﬂsm’fablzﬁeﬁbelﬂ\dpﬁbﬁm) rREREEME. 381 Yirl 130RLSH1EY AlEto set
urther cess the si n for S@%gut to di splay 222
o PreLtsphARRET v GGk frurs, or 0 iy BPISEER K Gaigpds the
0fcaﬂﬁbmltlb@oﬁﬁ(ﬁﬁle(@f&tl&oiomréh&ﬂg F&'ﬂf@ﬁl@dh@ﬂ%ﬁsdfﬁw%fésdownloads to
as e il messa for. exanple, using keyboard
2§*2bilia Stemn%ﬁaﬂ?% Hhag e airelgss smmypigationgsiwsrks The alternate
a'dlSWhlbé’d Yatth any fALMaGPle2 %useg@yggéiﬁlger%%%tlbﬁ k& &ft& B station

conpl ete phanuneri ¢ keyboard

t @p% prioieR at‘ilfﬁét %@yb‘éﬁdehah%%i ‘E@Wé@@@@ﬁl@%ﬁ?ﬁhﬁﬁw Iyevide secure

t geRSdohinffhiQuss. @ comuni cation network through
communi cati on subsystem 211. For voice conmruni cati ons,

t he ovehfaal-langpeqramimieations subkysteq 240a0fi G, 202an additional optional
S u&ﬁg@gﬁﬂ \@Al{llypl%lvﬁkg R con%?&ﬁgattloﬁ Eagve%glﬁoblﬁz s?l I? 902 nsd different

si gn be out
f eystanpsaprs A vdesis.o whigh uhedd bet glecreesaatye tle Isimibar odempéso n @012 3fample,

Sl&b%?sre&{l '22{& m\ég 1r?c?ud§9m ﬁfraa}gcg d v1c1c'éa%q% ?ﬁ%gﬂ%&e/& 81|rg1’(1)ts Bgc? (r:]on?psonents

reco r
i Pph Bﬂret[toela @nnminlchmommadlul@tb ﬁ@ﬁde A cbmtghicMnOgittogimilarly-

audi ef ey abl acco
PRy PR B o BieBlobisd sl BRama Bupagsic,
used to provide -10 WD 2004/010721 PCT/ CA2003/ 000954

in n of the identity of a calling party
3Br 1at ?%@a q’QW\%ﬁ pagticular SyStBIinys(S‘i”ﬁ‘E’fe 195 |°E’é‘muE‘ﬁi‘tlngr \@lﬂhﬁéﬂ(’bﬂe
=aToaet il pzﬁtlcu’;l& FIGE3 AMObRE. co'ﬁﬂfoh@lts BOEA T2BMkel Mifdldss data
2 is no L nmented in per sonal di gi-t al
2 R TTCh Eiao AR YT . REIcC OB OB SOMEUTICBIES it twirclss

S YAYKBY @I AivbAN14M, bkl May SR b‘é caﬁz?ol%t SPcomnERARNE %h'aswﬁleless
desirabl e, albeit optional, conponent. Serial port

eiaiBt BEwark (@elshpgn)s efbs iosmdp @H& ek atgareyiay H4Gimag e ewpéﬁd to an
devdrft R lex@Rfat X@c‘frﬁ%s fi‘é%@ u'tlsﬁ‘&:brﬁgbn@ﬁk%ﬁxdtnﬁ RS of Hore Petwork entry

capabilities of nobile statio 02 by providing
i APIBIS N oMalr Packpisvile dragemied dbsm g@tewhb Hi0.ewhicht is oxurce of

2080t REK totﬂ%%r&rﬂl'&g&'%hn@o I‘é"sfaﬁ g(ﬁ)p iﬂgﬂ'ﬁ %%1%?43 by setting up a

network. The alternate _
eviplsbsanetvpak tanedl 326 ffonmghtewnyeldo rtg/mbbldmstastem 166t ] avodyitd ereate

shad \lvﬂaess tunnel 325, a unique network address is associated with mobile station 100.
In an IP-based wireless metwork, however, network addresses are typically not
permanently assigned to a particular mobile station 100 but instead are dynamically

allocated on an as-needed basis. It is thus preferable for mobile station 100 to acquire a
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10 202 through a direct and thus reliable and trusted
connection to thereby provide secure device
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240 of FIG 2 is an additional optional conponent
whi ch provides for comuni cati on between nobile
smatwodn addpssagnd £ f datemvani t 140 stp stegampiner thigeaddess so vilai to Festablish

n sarily be simlar devices. For exanple,
%ﬁ§5%§§%?g§?%40 may i nclude an infrared device and

.. associ Newbrk entgupdig 305 ¢ geoemktmesad & muldples aii dmmmﬂéxTMongst

STERY el B R a5 Bahand if e PnedBR Bhtieso DG for
a eragplst ’Elll@d are maﬂmm!rvier}déwﬁﬂf uﬁtm\horﬁleﬁiry pdifk§ 30%; Isface they are

f nmu t
RSB b Mg R e e e o
baﬁtlry: poianpioiesits ok safmel Brid sl Adtires RS SomptAtMWeI3K that
be ut.ilized. 4€¥ggplle station 100

ORI CHUES AEHMIE g PBRbetypsn R A MobiloRaionasTh this

aBganiply, adtiees ReoleRMaInodnt GOIMUAbFAKL AUy MirkiB hBst configuration
MAreIegﬁ éOIce network (not shown). As Shown in Fl

3 pratocg a§ e WEkhod for PraYistingpnragdrgss resqlﬁt@nmh@ésm
ext er nAl ceagl g8 Mar &ﬁx?oﬂ&ﬂt%@ vERIBORE N herdark 3%s ARk router

mpre network entry 25 points 305. Data packets are
t PhhsNPErady, ReteRkgaviena)S aecprontieiash td the partiewler mstwork, but they

| gbd Q@rﬁa@fx‘/ef}/%e ansttxru@tgé ﬁ]oﬁlts'?anJrQ c&ﬁmellc?all %ﬂaﬁ’l@ h%u%gﬂa{( The

t hrough net wor k sett
t QriRese FaBtwarlk mngqs éﬂ\éys tpmmmblzvrm@m@ds ofaﬁmdrtrah@@wet Rtations

OBS\@ Bortrﬁzlilg &ﬁx@fcﬁlenlteﬁlﬁ a\%faﬁ{(e?ys ?a\ﬁ% gﬁﬂﬁ%fﬁ% a {;ent n ﬂ)citt?a for a

net wor SS IS asSSsSocCl a atl on
| Fpngrhanlzobacstidn hiakdb astsvorke¢niuy ploint BAMenesome metwaditskthere may be

a a C I n assi ned
2R S8 2 p Rl P8, o6 REL TRt A5 ShEE Tk e
dyetaoikcaiuteys 35, lbac at altl sath @sesahe Haed et abaSinSllar.! tOfted network

th f bl e f nobi tation 100 to acquire a
R Sl A A e S 5 B5 a4 OB B i pifug server
a(mNs)o307g'a;t m@yn M(Inteﬁwd &é ol upedebtafiodddr ESiSing Qaﬁsmés@iges
unn 325. Network entr

SB527 SoTR PRy Rl P SriEh R 08 AH HorIFEHpRES o mobil

aﬂnmgﬁ@udmnm&mgamﬁmﬁyﬂm corporate servers, and bul k
connectjons such'as the Internet, for 5 exanple.

Ther e WITGISHbARREOTy TWpBFly speabe Viee® HeteholR féﬁtqpyned across
P@iBless BorkS BAL & bhRy t@raﬁo&tesﬁ’ecbﬁﬁﬁnlﬁ@ﬁoﬁlo rGRRET Ad Zfiress

external ly avail able wrel ess network services.
NEPSHBFae o é‘ﬁkl\‘ey P preliets- 3Mwh dynnels 338 aresesiablishse (96 phrt #f what are

AfRA S0 28 TRk IH: TR PRIRBNENPIIBRok@ (ie. data sessions). To open

wireless tunnel 325, mobile station 100 must use a specific technique associated with

wireless network 345. The step of opening such a wireless tunnel 325 may require
mobile station 100 to indicate the domain, or network entry point 305 with which it
wishes to open wireless tunnel 325. In this examplé, the tunnel first reaches network
router 315 which uses name server 307 to determine which network entry point 305

matches the domain provided. Multiple wireless tunnels can be opened from one
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assists in address assignnent and | ookup between
gateways and nobile stations. In this exanple,

w@adwness2r esol uti on conponent 335 is shown as BCHYA29B/000954
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host configuration 10 protocol (DHCP) as one nethod

for providing an address resol uti on mechanism A

c Byebiley ptatignt Kl0rfar redondsneye at toofecass diffecans gatawaysrat wenvices on the
3 l. I

At ORGP A PR £t R 5 Y BERIRK, pewonk oney
bpeint By andcursksiaryl eepurvas aeedlipcdsed etomnsh rofi teenbdes alasng the Way

o RARE SV 0o Bl R IR o ROET i OB RS Ene

f alkeedtetan 3 sddress dor Botale istatien ]L(ID ﬂﬂeﬂumrmmklﬂlyss Hap besimilbeted to

[ . |arge into a ntral |l.ocatio

f BoBid Sl R ARG ke B dRmation o Hhen be

pﬁjrwnrd&ﬂ)ﬁomlgatewemmtetrmmkstatﬁdmeme may be mul t |h pl e

tiers WO ut er es. ret ere are ‘

mast er&]férﬁg T“BW% 35% k F%ﬁ 18’:‘@8 3%5 delﬁﬁﬁ‘ ing pnnebilg stagon’s

c m&vbﬂage priofitd dndnstiafye Wirdlss abtwollf 18NwiNatMAGKn WirkkkEfunnel
nme server 307, in this case shown

S RS AT R et 0 L S o8 Shown

| st&fréB%theldtbé' thie SKreltBs ©BSd BP0k Bfher fsofs. rI@l&‘ Haﬁlgregs%ﬁ for this is to
nmessages i xed transcei ver stations 32

d%eg@rm hed? aedrow, tepposiily Eesqivedfos gipbily sirtéon; 1290rvm9n [wdreless tunnel
SR WA s Siele @ SOAER e l? bRl 9 Tbsﬁ&hq witdds§ RS PBLVRIKdown,

tunnel s such as a wrel ess tunne are opene

agateysay 14f) lpgas all abfisy (oinidiagd® dage mplsbésr tot mobilel stmnd 00, whether

n

t g\%g g‘?@\%ﬁe{}sﬁgﬁr@BXH lgtpcgédo ﬁ?ﬁ%ﬁgﬁg&?ﬁgﬂ&aﬁn [’I%%cldf &ﬁ)SP)

est abl Hﬁhe‘ﬂa@lSS p@rﬂomhamhlclad@cnw emethdd tof reasstBéistigg a data

I S on

TeledioR ARy icos EmEROA K vl e iR S5 R o

u@fenca eportipth ipdot ©cthe Mmmbs&awwelt&mgcboweteh offyiané ltesBowchart of
rk 345  The step. of .openin a wre S

Pl S padior dLliee ShcrhoR ur SRR e BB M BBt o

t he d(B&gmm;mg(Ht aR@ttwock 46068 FIGD ] eﬂ\tnra% dW/lt:dﬂ (eVQW b @bbild station)
shes en W rtﬁfless t unnel

e';?s nsada coptieher W é‘Pre}eé%\%‘?i‘EEmWé'f%P%WO Sier A043, During

V\ﬂhb ehtabisamenasreths it @on@otor, @nd¢ptRn Palnedis GAWRSH \4@ Miireless
E@l r}‘t3 305 matche% t he domai n provided, Miltiple
é%le t%n

PRVekcaR gsEblithethe dlny gnpaeulat z@b«mnent the data
2800440 TR B1VBED 61623 ARhARAME 2 Pmbddnﬁzxﬁﬁéﬁfééﬁrthé- QtelbQr device

redundancy, or to access different tgat eways and

S\ BEVERK- (17 genesilt Wokachtymsans Wet o lsrdavise istogistered to
f @b Rdiwonbhe ALURAE] aks allWRNFoR XoB R .t ﬁler}{av%}f( s Qg& ko track the
poi nt 305 and necessary resources are 'allocated at
eWEplessf doyise’s faeiementsh néurtuqenwaythe Wtemﬁfkvl@nls rayithensicated and
3&§hetrfﬁg s b&?a%fedt Renaddp&ss: P& Brdthdo? '@P]ﬂl%rco 1s3a%mated an IP.
conpon

address is ass1gned for the wireless device and subscriber-related parameters are

provided so that data is capable of being transferred. When a data application on the

wireless device is activated, for example, a PDP context between the between the
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5 allocate an | P address for nobile station 100. When
an | P address has been allocated to nobile station

wdao@4and2conmuni cated t o gateway 140, i nfor mat PORCa2003/000954

then be forwarded fromgateway 140 to nobile station
100. Wreless tunnel 325 typically has a limted life,
d@i@ﬁéuﬂide@caﬁhdrm@hdtﬁomhmrbam SWhéDfle ﬁ:ppheata:ges prmihated the PDP

and actiyv Wrel ess ne 145 tear down
A S e R R S e A

I nact i9eneyim@r afett 11Rf de@vesme&ioneld @etablishedr €her vdh@less device
recapture resources held b th| s wWre t unnel

f PeiREY 2 PRBFAr sehf Siygnth F&Vrlfe{eﬁ% dovice egtificssh outeof

r &b@bdeddagidnRvid e aRewdrR rméy me) | Yrhe 8Af1846 defi®y maP B bst-of-
station 100 when wirel ess tunnel 325 was first

 ofseprage Wi orterramplp theldevdescean 80 longer Repsiiilescad or receive data
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aﬂglﬁ{ﬂ@ftl (R Ridefesd %tUJong\@Vhlle%ﬁf-gV\@M ok%gvér&%e%eaévlreless device is

f%%tomltlate dat a packets to nobile station
1o0verecheff Hetep 498). o¥be pqrwarrmw@ gnaynbecdne te| forerrnade|a manual
V, dﬁe I E
an?kogﬁfe&fﬁﬁ%ha{%ns@ﬂ | ch %2?%% %11{ rretrkaué p'o?@ ring foff o the
r wirglsgsaloVics Ior aminadvitiens ressbwitiele the grirelgss devicewkpesicacss.
Conmmén?c%t hgnw rlje%s\é\%‘reblce T@?ﬂféljm%}ﬂctﬂﬁrﬁ 19 'I:éfcéovéfa e 1t does not
pertain dev peration prior F $as
dieatismét befdagtcmb\m]uesjl tof fhe anirellegsh eetwodwpnar tto dfemgFIsl@t dwn.

PRLLAlL NS 19 eration after.the devi. »
e o e g T R R g
ofeq{felszhléh issnatirdceiversby thenemerk éuego tiae ombf b@eﬁxgabormln)on The
sadiata connection W|4tha% ludi
CBlE OSSO DY s (BB oAb AT tiadRgeoigion, incuding it

ealcaphibs pvanten! HoRevedah@naabkedics Qs e Qs y@i‘dspcﬁhdlng network
paraneters between the wrel ess evice and  t
nBABTIRTS 4PTethe Spmispied Hiad. conppetipR- s“ﬂm eCeppption barameter o the

eahdii SR, it Ish-8adyac wiR ﬂ[&%‘ﬁ&ﬂgﬁtﬁbﬂ PAYRhHE S B tAreRds network.
attachnent and a P context between the wirel ess

devi ceBemingptarpErileckok of FID- geerrclesafevicsiis gaypred back on
NRAAS Ok af‘hetﬂ'é@eﬁh%ﬁcﬁ oR nﬁ?‘ﬁb afe !osfo? @anﬁ;l@ la@ghnbh aciuﬁl?on of an

networ k. An attach also a for nobility (i.e,
nONARFIK swiclaiohethe gvirelest deYipre anmt@mé@sp@wmg engof e ereless

J@egﬁa?l)maci: erténl't]ﬁe@ h thd§irdbds e PSS cxFRMLHEs. I Next, the wireless

entlcate and- ciphering I's enabl ed. Wen a Packet
DéetvapePernmfml ar{ PDPYveragat eordition wigh theatvdrplesymetyork (step 506).

gﬁ\%ﬁﬁ%daﬁy,%ci %1?85&1&%6 (th}@leygl cfe@ & g‘gnsqgfé lafy gtt%HS oquéesrg g?llowed

SCri rela araneters are rovi
dhy ¢hei tmaneripsibh of miPDBe:omtgxtt equest eInraetbast\Ahmn ngtwaltsahowever, no

appl i cat Iqu o tﬁl% r Ff[ﬁé bgc% tﬁ W%ﬁ(t&i I)telgm @r er

e ﬁﬁ?%m%?ﬁt‘)ﬁ Ot x?pb%vveen Hetween e 1 \XB—m :

20414 L&beatidh aﬁﬂvilmﬁﬁ&ﬁ{s(ﬂlm%uswncrgpmadmdme and the
cation

net Wor{j;lt IS created.. \Wen t

For m it £, PERE: psbesogn P rGRAs ST TR g Srpmechfame

t thekdage W the vasRsNRtWEKk Kstéres0B) pSor to establishment of an attach and PDP
context. This disconnect frame causes the wireless network to reset the former data
connection between the wireless device and the network, including resetting the network

parameters (e.g. the network encryption parameter) associated with the former data
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Sonetine after the data connection is established, the

W rel ess device experiences a particular set of

the wirel ess device identifiBSI/@n2003/000954
out-of 5 coverage condition with the network (step

406). The wirel ess device may be out-of coverage when,
focmneomrrpl Nextf tie dévlesedadr nasindh gar atswle gepsstutol tie wireless

e data . through th {

e s GO  BERLE b Piegiop il e 30w U fig wrelss

pﬁ)&lﬁbﬂtdcamf torfumtigipatd Gdh. thEheirgleweddving. Of‘fnaﬂ‘ﬁythbawm]@s device
uati1 on. of _an

to, for |l e, a man

& st g PPt Bt ALCo R S Sy ehilan Giep 512-
of f  Of FING is aldystehl RIwediBeroha \deFiCtingQ! syaBmi ifpadfeefeb @aHlishing a data
reset which the w rel‘gsi device experiences, Since the

WRERion wiEh 4 wareless ned RSePIHigg fto fhe present application. or to the

ORerhdll va MBS RUBIG. 14, tHORFe1BRt devick 2BBMuhicates d@thaRMNSGSN and, in
request to the Wi reless network prior to bei ng shut

dBWi*r with\p {ErPh 7 ¢ FRRS pereprkoibrayel apkass gtawneﬁ@aetamr later, the
U Qe GlvRRSedls \Uuf6r- Mvél‘agé“aﬁé cBnnof! QiRshtely &ﬁgﬁiﬁ%te with any

which is not recei ved by the network due to t he
oﬁltﬂcwﬁdleg)b@qeég?él%omlht wirglags demicouiy eutefsovteage cié laspsspower

hsc‘ el'e&tﬁcaﬁ) % & sc‘huft Abwh.N erpflalid 86\{2‘2 %&'b%qror ﬁ short or long

ud| ng Its encryption paraneter
nettmvdrdf tithwe Simnstthe wieltssi device oy infosperhtdhiatnigy isnat-pbedverage, it does

ﬁ&aﬁ‘?ntsl%'{ts ﬁQJtac‘hh olidlt o o exglﬁqusts hefifdil bt 98 bel}l.‘g Syt down.

e encr I on evice’rs re
[ Altemnatu@ty, Sysn d:>efNr€t hemg1 pomed yﬁtth@ wupkassadmtoertranﬁmime “detach”

FieaSe W hich & i FepinlL0Y 0 hiliokend s B bl Hefbragt Bonlion.

(st ep mOdkrorddive widhvetei p’rgsehaalbplmandmaym@ethd ueirdless dedite regains
exanpl e ual actuati.o an . ONV.OFF swi.tch o

C HEVE o Bt BoyeES, Bt e Rnits A G RB S oG (6 e GPRS
Whét@bRSHhich @4cE®, thOBGEN (floai502).t &N tesp@SEttheVBPRE detvdork resets

wi rel ess device exper| ences Next, the w rel ess
JBYPEE TRRIRRIST pesecialpd P i dateepnedinn (& dhe HicEyRtiphgarameter)

Wid elaCBife WREMAR dev(cs tag® (RO BdtworkCRBy @BhinaRdhtk )égalhn THRi Wireless
situation the wirel ess device transnmts an attach

r dejiessthen grefeseidy tommHG & HBRS rtishiampsiro 1o GPRPpetwork which

CRRLRX thd §688How 6042 Inl @ﬁ)%hses QEBSGW Wb, thé] ?H\RV&’( the attach
no data communication is thereafter €OSS| because

t hed the gk kekapwledess iy Elom 6Q6heTh‘b PEEN t @a&ead&:m?émtansﬁ of the
agﬁjac ttbltﬂle Wﬁél@gsad&? t(ﬁngHOQ)” 'ﬁ@ﬁ %CYR'MQHS Vﬁ@%ﬁ@ﬁl@ra PDP

e pr esent a cat 1 on, W reless evi ce
t Can@m Regjuest thi the Sﬁ‘rﬁEdﬂow (6a9e In mespemecthe SGENaengs pataqusss to the

T
winvirelegsdevive i thi GGSN @rs ebw lsym:hfanrmé,rthaj@(}aNcsemsacrtsponse to the
PSR et SRR SN R BSLAY M
edeviygloarclpn F'Etﬁﬂaarc))nr&sﬁmﬁbeatgddlly\bdtdbhtﬂ‘ed the wirelessdizviae goes
) :1|'nAfo a standby or ready mode. ‘

FIG. 7 is a block diagram showing a GPRS disconnect frame 700 which may be

transmitted by the wireless device when it returns to coverage after being reset during an
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WD 2004/ 010721 PCT/ CA2003/ 000954 connection. Next,
the wireless device transmts an attach request to the

wowrmehesst network (step 510). Because the encPgpCAIN3/000954
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parameters are now in sync, the wireless network can
conmuni cate with the wirel ess device. Finally, the
Vutef-eserage \conditior r Bnherptesera eFﬁIBE?dlf%mt eMd parteplesheseagd canses

PDP ntext is thereaft i she st 512)..5
it Bt bR U e Bk GOttt B8 rp gt a newiy
fésmmlma cra&esdrmkﬂuloﬁ hiaf beamatRt aHoweveR syl Qﬁtawé trilesfage may be
Wi rel {11 rk accor dlf‘fri]l?geﬁ 0 the present application.

P‘I‘t?l’&F Eoc?c W&S% 88 PHUEIEIWOES t he wirel ess

devi c EDiSsORNALD fremé ¢80 Widtfineahin ﬁﬁbécémdmoﬂ TogidallLiAk Othirdl (BLC)
n a GPRS network throu h a. base station

%ﬁiﬁ{flzcﬁpm (QtSMr 04.64) oWhigh is@p Wt@@nﬁ é}gtween the device and the

Oé&vlﬂgosGsNe qug:elaw%xsﬁaag&tar@dﬁﬂMﬁéseIms&aﬁewahﬁ@b@o Wetdmably -
surroundi ng base station. Wiile the wirel ess

d‘@?lﬁléfé of an ghress field APer aepmtro] field Jeb gndhafiapme chgely spquence (FCS)
SYRC I A\ Gfdbss CHil1g uvdzr Béoﬁﬁstss Rt , g)?éﬁ@col TRLSing @iﬁw bif8Y10, a

be for a short or period of tinme. Since 't
wsamahandaespensedER) blt |7,‘h cﬁnﬁ@@eltvwgtacqess paynt identifier (SAPI) 714. PD

oﬁﬂ 7Rf1n&19é’t§sr \alga‘:t‘ R}‘ro'tcgcopéﬂg FramB %us{nr a@i@ franfes sgcqilﬁgip?]l()t to ‘0’. A

request to rel ess network prlor to being s
dfnwne witAIRIBbin A0 vaslty ‘1] induvabidf 6Rebib@lh giemdwa raglhngef 4s being a

%Lr\é\and r%s spggs\él Eme r}% nﬁs orgr%érﬁftla th W{%r?(qtlﬁsmt 712 is

I's not ‘recei ve e hef
oset to0D> dmﬁ\‘mmgmrk: omds 8 ca)mmaﬂd’to almcdwxda,rﬁ:iébﬂw 12his sdteo ‘1°. Since

L e T N Y L AT

diOS ARIget idendafid theoddthEnlGERGollar eédentifids fodhwihkibh ﬁ ﬁﬁﬁlh Gﬁmtended.

B on Uk SOE! i BEB0EP o driiee e L eld 704

ClABMERE ity olfrathd) BndEiyBicHIBL ¢ABistd JF BERELE! dne%d&mre& ba&ts In
the wirel ess device and the network nmay comuni ca

a@ésl Gase, Preauss the frawe is g &outEod fynglep. [?f’%? ér?a28|z§;e #lt éFﬁé‘?n 1t 5 Bit 5
a743RRGeNol1 38 Rinf1 ity SBkent tRe frilfe SREBRNAtWkdmat] thdbit is a poll bit.

reaches the SGSN (flow 604). In response the SGSN
i WihsR e frares isiiRuest ast hiospans dbe bisjsfineh bit pfiRthis embodiment, for a

2gknankedas. bl iha00R 724Tlhes ML BRfaands @10, o, 1. 0.

acceptance Of the attach to the MAre ess devi ce
eospectivedkt , Tymeallyi L&Cefameehiptee an riafoshatios Helphpmhi normally

Cﬁd}]‘iﬁésvﬁﬁggsﬁﬁmﬁgs E&ﬁe%&s( EA Qm&%o‘lsn%éct fllaﬂlerlﬁrc'ﬂmgmon field

nas a req uest  to t i to create a
cisnpesmaitiedf | Ewn@myeck Bepwoese (HOHo féald rAPPt donsistp anf améﬂ@rtscychc

SyaenP e R Al PRERY 1R ECRUIBR Stin o faggencer

( ﬁﬂcbwfcﬁiﬂlét)on $ellds efe friuing ch¢0ﬂISe¢$@SN seletsmmad Ac thepecification

ssa ess w 616). The data
g(;b%lgf @L SFPemféCSE (f%%é%kﬁt he wirel ess
deVI C§1@®mrﬁéhtsl r'Whathagd boed ldysceibed @rathethodsgend apparatus for use

in reestablishing a data connection with a wireless communication network. Initially, a

wireless communication device maintains the data connection with the wireless

communication network. During an out-of-coverage condition with the network, the
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FIG 7 is a block diagram show ng a GPRS di sconnect
frame 700 which may be transmtted by the wirel ess

waleaso®d7dhen it returns to coverage after bei nRCT/€a2103/000954

during an -15 WO 2004/010721 PCT/ CA2003/ 000954
out - of -coverage condition. In the present enbodi nent,

ag%%%’a etél‘&g\‘;‘a paweted GiE This TATES the WRAEAARE lﬁe‘?@er @'I%ée? IS parameters

fa connect 1on e rese
t habciged@ith Yhe dasi @bhecabmcbudama thowirelessi demice ssroupef-nmmge the

However it ness i.lized t
aiPeviohk Rl B e ey By et Bk E5{lghg back on snd
Dk iﬁﬁllrngLétwcf(rk ?g&ﬁerZQ’.lQ theS vageIE!;sn@ihde ][traﬁ‘lblﬁlt§ ) emasﬁal\g/le 83, itinnetwork
i cal” Lin ntro ecifi.c
Rish cpuset PRI BEREBR PABERaT OGP e R e to be
faPégett rﬁbseﬁﬁéﬁﬂyn the Sibss labficd MBS ¥hd axnﬂle@ sl Riohdl messages to

ranes. Di'sconnect frame 700 preferabltg(D nS|st§P8
. atheanptiverk Jor feestabliping the dasheonsectione) g therrefegs iZeat, the

10
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20

Pgtﬁ %oﬁ’lﬁgﬁﬁp & ﬂ: kep)Datd PRtocod %oﬁtbﬁc' With/ § Zieﬁéi‘ﬂlsﬂ’a%k& Radio

a protoco discrimnator (PD) bit 710, a
c SrvinadGPBSD etiachme@Ryhebinessgeeis azfigfopnesk fremé,eanalc@%%e or more
p%d@loﬂaij?ﬂyssa]gése F;llcﬁﬁ AR Gerflit Pablide ﬁaﬂfo ge]rglcé 'C@Pl@?)t ﬁ&ch request.
ro e frame 1S uslng. frames set
buAdvaﬂt@gebmsly,oa dafy commaetonwist Bubﬁ’@liiﬁllb’ semﬂesdy m@mtamed for the
|nva i d as being a
e £?Pét§ n%%’s? ﬁ&{h&é{@ﬁ%ﬁvﬁ%@&ie nds a command :
t ot heThehmeld,esoﬁBecbembo‘kﬂJﬁents of the present applicatidn arhéntended to be

network s nds devij
S&(alpgles f o}migf &%ﬁnaerc tma]y ef{’:egf ?g%ittﬁmg Senc?lﬁ{;z?uons and
t Rarigtexs ae, th&Fpabicmai b&bbmntehusSwﬁhduoaﬂle]mﬁng ifroms ¢te $cope of the

0'. SAPI 714 |dent| 0
| RGP Th GRS e Aot e £ e St el to cover and
di $aRMAB AN kuitdb BhangdAM teflinblogl- 4 are set to 1, 0, 0, O,
respectively. Control fietd 704 identifies the type
of frame and typically consists of between one and
three octets. In this case, because the frane is a
control function, bits 8-6 220 are all set to "1'. Bit
520 722 is the poll or final bit. Wen the frame is
I ssued as a conmand, the bit is a poll bit. Wen the
frame is issued as a response, the bit is final bit.
In this enbodinent, for a disconnect frame, the
remai ning bits 724, bits 1-4, are preferably set to O,
0, 1, O, respectively. Typically, LLC frames have an
information field, which normally contains various
commands and responses. In a disconnect frane, no
information field 25 is permtted. Frane check
sequence (FCS) field 708 consists of a 24-bit cyclic
redundancy check (CRC) code. CRC-25 is used to detect
bit errors in the frane header and information
fields. The franme check sequence is determned in the
speci fication :
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Logi cal Link Control (LLC) Specification (GSM 04.64).
Fi nal Conmments. What have been descri bed are nethods

wa@ana4appar atus for use 30 in reestablishing aPdECA2003/000954
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connection with a wirel ess conmuni cati on networKk.
Initially, a wreless comunication device maintains
t@leAMS a connection with the wireless conmunication
networ k. During an out-of-coverage condition with the
network, the -16 WD 2004/010721 PCT/ CA2003/ 000954

W rel dass d@va efreless mn@rn&dtlmf devictha methadl @ Sisd hﬁeestablishing a
z:%rel ess .devi t.o reset paraneters associated

L
afarFOPﬁeétla%\i”&ﬁ&é‘H’i‘??éi aé%net'ﬁﬁﬂ‘ CSI"RC¥"™ ' he wirel ess

devi cendifaifingahtaGonRLaGew e wirdless&lofafinitafioModekwaork] dnd
fail gﬁ di sc nnect. Preferably, after Sfei ng power e
back &hthg e %g%{mﬁvwgat%tdﬁm IS pavered Pt dur aw%P sqoyerage

eiiiei6n Wit e Wikdlest coBmEMBRIoh Aetwdfk: Nnet work 5 whi ch
causes one or nore network paranmeters associated with

the data cafiFidha Viseless gopmunicgioadevice isPayEre PrGk oy ansmitting

Wi rel gsgedep ©ahd ARk E(ﬁnﬁﬁ‘lﬁca‘ﬁ%n MR riadaidh Qnak one or more
messages to the network for reestablishing the data

connedeiwsik parpmetpis agioeipied wald therdsgaiomrgetion resght a

connection is a Packet Data Protocol (PDP) context

wWith a General Packet Radio Service (GPRS)

at t actrent The ethod obcgien 1. sompriingtbe fistber 4ot oftre, and t he

one ofr It .nel .

Packe t ft%%ﬁlsl:l’@tlﬁg gletéﬁe?s%%k g@ﬁlgrgoﬂreg% gg)g? .au?dll%ﬁ?ﬁlgisages to

Atlv anitedge cosinynicaicatedw ol nfor oiestablishig shb dbtarvonedctign with the
ed for the wreless device despite

searp essllg%l maltnt ai

net wor KOCONREEt ol Wo(glﬁpl exi ti es. The above-descri bed

enbodi rrents of the present application are intended to

be e xanp n| ose. of ski. may

ef f ect aI t g‘?(/fgo ﬂﬁ%ﬁ} cg’ﬁf’ﬁl%‘i’%th‘éﬁﬁﬁmlabc ari ations -

to theaftslah*an@ruttmg tﬁﬂbﬂa&sdgenht&cmng ho uind dspidlighinyg a fracket Data

hﬁr coPﬁ of the aﬁ)gﬁl ion. The inventign described
Piorel (PRPY spotexbwith B varelssheommynieaion Bet¥ster and

enbrace all suitable changes in technology. 20 -17 WO

2004/ 010721 PCT/ CA2003/.000954 CLAIMS 1. In a
wi relfess dbemiiFihedtof ofleifev ddereln Bt Reld of gnaipfaigingnthe data

" QBRbRBA SdhlpRiBes? maitAiRing O QGAJNERNIMES h@ Wikd1&k eSchmBl@icition
net wor k conprising: 5 mai ntai ni ng a data connecti on

wWRatHOTE- Wi r el ess conmuni cati on network: and

5. The method of claim 1, wherein the act of maintaining the data

connection comprises maintaining a Packet Data Protocol (PDP) context session.

6. The method of claim 1, wherein the act of transmitting the message
comprises the further act of transmitting a disconnect frame to the wireless

communication network.
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if the wirel ess comunication device is powered off
during an out-of-coverage condition with the wreless

W@mﬁmummatl on network: after the wirel ess PCT/CA2003/000954

10
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30

conmuni cati on device is powered back on, transmtting

a nmessage to the wirel ess comruni cati on network which

c aus es’.one The mahel oﬂaaimeﬁmh&eipaham er so&s setwbdkt palameters
h the data connect eset 2. The met hod of

bdnsd B G O BRSSO R gl St of = af t or

transmtting the nessage, transmttlng one Oor nore

addi ti onal ssa W, rel ess communi cati.o

network for ‘?‘S%I(?fsﬂ‘?”f?g Rberg: ecBRYRIDE %fﬁ '?’ﬁ wireless
t Btnmidication eieei§§ dGERHENHB oG AbdRNerRgd Yadition %auszb thefBdsBRM to be
of claiml1, conprising the further act of: after

t F%‘ﬁ%‘ﬁdttf’ﬁbe Wﬂéleﬁ%%%‘gﬂg‘lca&?‘% E@WPWgW’t‘ecS‘ th, gyireless communication
egd il it aitisnworPeskalge. Dat a  Protocol (PDP) cont ext
with.the wirel ess communication network. 20 4. The

met hod of claim11, wherein the act of maintaining the
data  §onnectieRsCOMMnRSRol Bvit BoRiphéngn at t achment

to the wreless comunication network. 25 5. The

met hodk G€eivdrai m 1, wherein the act of maintaining the
data £ORRE&t-ON conprises maintaining a Packet Data

Prot ocol (PDP)’ context session. 6. The method of claim
1, V\heqm@uon mofecantrpllas$ caupled dmihe rdceigertand thegpeeangitter; 30

conpr i r ansmitting a di sconnect
frame t?‘gg?‘{w%q&(}rgg{)@geg%g%ﬁt%at| on network. -18 WO
2004/ 01072 Jmmm@m@a@ﬁme@smth 7 w1r&’h&s coptivootatdén wetwerky and

1, V\,herelnlg e on nmor e. net paraneters

conprise an: &Rcty ?SS Cﬁm§’é1%‘ SR e eV%Nﬁ L ROVEed QU (Juring an out-of-
The rTBctdve[dg@éorﬂitﬁm With, thmh&elessmomhﬁnicmnen;gorkrf hftearfihet Jieeless
W rel ess ni.cati on e during t .
ot < o CRBUREEE BB PaRerEE e Eny b Homeiis to be fansmitted to
t ransniht t wieltR thtmidicAibe SEetwaRWhIcE adaused Gt WO rkordh@bwork
the wrel ess conmuni cagl on, device re%ai ns network

cover aRfgamaers Assqripied Wik thefainFrRestoin PA&SP e,

conprising: 10 a receiver;
10. The wireless communication device of claim 9, wherein the one or more
controllers are further operative to:
cause one or more additional messages to be transmitted to the wireless
communication network for reestablishing the data connection with the wireless

communication network.

11.  The wireless communication device of claim 9, wherein the one or more
controllers are further operative to:

cause one or more additional messages to be transmitted to the wireless
communication network for reestablishing the data connection With the wireless

communication network; and
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a transmtter; one or nore controllers coupled to the
receiver and the transmtter; the one or nore

we@onwtnal7ker s operative to: maintain a data conPEDCARNN3/000954

10

15

20

25

30

with a wireless comunication network; and 15 if the
Wi rel ess comuni cation device is powered off during an

out - Ofiwhe ROV e GanBAMEE t 0 theWintd¥agds isWparfnBsd after the wireless
communi cation network: after_the w.rel ess K.
COMIIcERe GYicq vERDe COVCTISE NP &P BiERlRSS o pmigion getvor
message to be transmitted to the wireless

conmmuni cation network whi ch causes %ngaril‘%r mor e ne%l wor, k
par amdfer s T Séwlest eempprifation leyise f clpimed: YRskeip Jhe drireless

rc%ﬁﬁ{umc%@orl@ewagﬂ'% %U\ie?éde§ﬁ” ARG ARnABY idafin®fthe out-of-
claim9, wherein t one or nbre controllers are

fQSPV‘tfh@rcoﬁélélP&tlve to: cause one or nore additional
messages to be transmtted to the wireless

communi cati on network for reestablishing the data
connedBi onThp twirdlese eaumeynicagon Zvieo fupirient®, owherein the data

%B%[lgn é\k)#é)ﬂl&e PIREC Pt PIILY C@DP rboﬁ ¥ GRtOlthe wireless

a|m rein e one or nore con ers are
fapnbdreon pgdwpkt i ve t0: cause one or nore additional
nmessages to be transmtted to the wireless 30

comruni cati on network for reestablishing the data
conned#éi onThe t wirdléss Wmemmgon oicmw nofc elpino 1P, nehexeinkthe data

and -19 WD 2004/ 010 /000954 | n.t he
CPansfies Fiononrs ah e hubI e B RN e R AP E R P,

W rel ess cormunl cati on deV| ce regains cover age VVI t h
t he W|reIe nlcatlon

comuriPcat | HH’F“D&‘TaE?‘M&eQ“CGV% 8[}’3? R Wﬁ%e% ﬂi’ more

ScomQBMaNAE @p¢r@ui1vede Whi€sehit SmExeNse lceflpififig adibanhdd &a:lnb y or
manual |y during the out-of- coverage condition. 13.

The wirel ess comruni cati on device of claim9, wherein
the data connection conprises a Packet Data Protocol
(PDP) context with the wireless 10 connection

net worlle: 14\ Wirglgss\gPIBIUBISRLRSHIEM CEPFSRS devi ce of

cl ai m8,irM8 o Rubbfiod abavork;
a wireless communication device having a data connection established with the
wireless communication network, the wireless device including:
a recetver;
a transmitter;
one or more controllers coupled to the receiver and the transmitter; and
the one or more controllers being operative to, after the wireless
communication device is powered back on, caus,e a disconnect frame to be
transmitted to the wireless communication network in response to the wireless
communication device being powered off during an out-of-coverage condition

with the wireless communication network.
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connection is conprises an attachnment to the wrel ess
comruni cation network. 15 15. The w rel ess

w@eomnni7erat i on device of claim9, wherein the PCEBECAR003/000954

10

15

nore controllers are operative to transnt a nmessage
conprising a disconnect frane. 16. A wireless

comunii‘eat ilba wiyed¢se prmownigatia; wgtem oiDclainwil6.eivbgsin the one or
c 0 | VI ce
PGBl A S o o R TR Pl S

W r el esmsooneion mat additional messkge fbxheesmbhelhmg&e det icamection.
including: a receiver; a transnitter; 25 one or nore
controllers coupl ed to the receiver and the

t r ansriigt t erThe awmieles‘s henamnaidationByert ostt ¢lainl 465 wWhefeitg the data

erative to r the e conmmuni cati on devi ce
OHB%R%\’@P 8‘8?“%‘2188%3 %ﬁfketc'ga[ﬁ%goéoca @i)ghﬁ(@‘éetxt'f rane to be
transm tted to the wireless communi cati on network in

resp021§ the e:i:ll rel ess ., communi cat | on devi ce bei ng

power off hg el SATBHPCH N EFageclaghdPt WBWemgée one or

Winbie dohi€olWrd &t Erthef OPRMIHVE €3 bdudd the AaibknectidPto¥e established by

2004/ 010721 PCT/ CA2003/ 000954 17. The wirel ess

SRR Ceneigh %%‘tpéﬁl}%?efw%f@ﬁ% attygharegiest torhe tgpamiged to the

R 8le s Bkt Riwdke W rel ess communi cati on devi ce

are further operative to: transmt one or nore

addi ti onal nmessage for reestablishing the data

conneciyi ON:The whRisss Q&nMﬁrﬁ@J&%ﬁ% vt HTBH Bl fnR i qphe?éiﬁttt%rgo%fenng

claim16, wherein the data connect| on conpris

PRfé r@éthem@ess’rcomwmcat(ombywe ontieg the ongof—qdveram p@idmm causes
[ I

B0 MRl e 58 B B8 i en G blcdddf R BpCben he

d\air@le&wnmemmc@mpmdpme1sqzs>Wat@ﬂbsdkad1 by 10 causing a

Ceneral Packet Radio Service (GPRS) attach request to

be transmtted to the wreless comunication network.

20. The wirel ess comruni cati on system of claim 16,

wherein the powering off of the wireless

conmmuni cati on device during the out-of-coverage

condition causes 15 the disconnect frane to be

transmtted to the wireless comuni cati on network when

the wreless comunication device is powered back on.
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