COMMUNICATION APPARATUS, COMMUNICATION METHOD, AND
PROGRAM CROSS REFERENCES TO RELATED APPLICATIONS The
present invention contains subject matter related to Japanese Patent
Application JP 2005-023433 filed in the Japanese Patent Office on
January 31, 2005, the entire contents of which are incorporated herein by
reference. BACKGROUND OF THE INVENTION 1. Field of the Invention
The present invention relates to a communication apparatus, a
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BACKGROUND OF THE INVENTION
1. Field of the Invention
The present invention relates to a communication
apparatus, a communication method, and a program.
particularly, the present invention relates a communication
apparatus, a communication method, and a program that enable
a reader/writer communicating with an IC (integrated
cirouit) card in a noncontact manner to easily communicate
with the IC card even 1f interference ocours between the
reader/writer and another reader/writer,
2. Description of the Related Art
In recent years, a noncontact IC card system, in which
an IC card and & reader/writer communicate with each other
in a neoncontact manner through electromagnetic waves, has
rapidly become widespread.
In the noncontact IC card system, a readsr/writer

sutputs electromagnetic waves. When an IC card is held over



output from the reader/writer and starts communication with the
reader/writer. The reader/writer transmits data to the 1C card by
modulating electromagnetic waves output therefrom. On the other hand,
the IC card transmits data to the reader/writer by modulating
non-modulated electromagnetic waves output from the reader/writer by
so-called load modulation, As described above, in the noncontact IC card
system, the IC card and the reader/writer communicate with each other
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waves output from the reader/writer by so-called load
modulation,

As described above, in the nonecontact IC card aystem,
the IC card and the reader/writer communicate with each
other in a noncontact manner. This system is highly
convenient and is now widely used in, for example, automatic
«icket gates in statlions.

The automatic ticket gates are required te deal with
entrance/exit of many people in short time and thus are
reguired to be provided with many readers/writers. However,
readers/writers functioning as automatic ticket gates are
placed in a limited space of a gate of a station, I many
readers/writers are to pe placad, the readers/writers are
inevitakbly close to each other.

Ir. such a case where readers/writers are close to each
gther, if the readers/writers use carrier waves of the same
freguency, electromagnetic waves output from the

readers/writers cause mutual interference, so that the



Fig. 1 shows a state where a plurality of readers/writers are causing
interference. in Fig. 1, an IC card C is held over a reader/writer A, and
thus the reader/writer A should communicate with only the IC card C.
However, if another reader/writer S exists close to the reader/writer A, as
shown in Fig. 1, electromagnetic waves output from the reader/writer A
and those output from the reader/writer h cause mutual interference, and
as a result, the electromagnetic waves that caused mutual interference
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However, 1f another reader/writer B axists close te the
reader/writey A, as shown in Fig. 1, electromagnetic waves
output f£rom the reader/writer A and these output from the
readser/writer B cause mutual interference, and as a resulg,
the electromagnetic waves that caused mutual interference
are received by the reader/writer A as electromagnetic waves
that are load-modulated by the IC card C. Accordingly, the
communication between the reéder/writer A and the IC card C
is interfered.

In order to prevent such interference of communication
between the reader/writer A and the IC card C, a first
method is suggested. In the first method, the
readers/writers A and B are placed with a predetermined
distance therebetween sp that the electromagnetlc waves
output therefrom do not cause mutual Ilnterference,

In the flrst method, however, the number of
readers/writers that can be placed in a‘gate reduces. A8 2

result, it becomes difficult to deal with entrance/exit of



an interference detecting unit to detect interference in a reader/writer so
that data communication is not performed while interference is caused
(e.g., see Patent Document 1: Japanese Unexamined Patent Application
Publication No. 10- 293924); a third method of inverting the phase of a
radiation field between adjacent readers/writers (e.g., see Patent
Document 2: Japanese Unexamined Patent Application Publication No.
11-345294); and a fourth method of providing a function to change the
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Patent Document 2: Japanese Unexamined Patent Application
Publication No. 11-345284); and a fourth method of providing
a function teo change the frequency of carriey waves in a
reader/writer (e.g., see Patent Document 3: Japanese
Unexamined Patent Application Publication No. 2000-20651).

However, in the second method, & hardware device
serving ag the interference detecting unit needs to be
provided in the reader/writer, which increases the cost of
the reader/writer.

In the third method of inverting the phase of a
radiation field between adjacent readers/writers, a hardware
device to invert the phase needs to be provided. Further,
in the third method, a setter needs to set readers/writers
by designing the setting positions thereof so as to satisfy
a setting condition in which the radiation field is
zhsolutely inverted in adjacent readers/writers, which is

incenvenient.



readers/writers. Particularly, a heavy load is imposed on the setter when
a reader/writer is added or when the positions of the readers/writers are
changed. Further, a fifth method is suggested. In the fifth method, if a
reception error occurs, that is, if a reader/writer cannot receive a correct
response packet from an IC card,, the reader/writer retransmits a
command packet to the IC card (make a retry to transmit the command
packet). More specifically, packets are transmitted/received through
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f@ﬁ@@@%%?&ter cannot receive a correct response packet from
an IC card, the resder/writer retransmits a command packet
to the IC card {make & retry to transmit the command packet).

More specifically, packets are transmitted/received
through nencontact communication betwean a reader/writer and
an IC card constituting a noncontact IC card system. The
reader/writer transmits a command packet, which is a packet
including information of a command to execute a
predetermined process, to the IC card, The IC card
transmits & response packet, which ig a packet including a
respeonge to the command packet from the reader/writer, to
the readér/writer.

In the fifth method, the resader/writer transmits a
command packet, waits for and receives a packet (response
packet), and checks whether the packet has an error. If the
packet rsceived by the reader/writer has an error, the
reader/writer immediately retransmits the command packet.

After that, the reader/writer repesats receiving a packet



correct response packet from the IC card, The fifth method is effective to
the interference that is caused in the following case. For example, an IC
card exists near an IC card held over a reader/writer. Under this
condition, the both IC cards react to a command packet transmitted from
the reader/writer and transmit response packets to the command packet,
which causes interference. However, when interference is caused
between the two readers/writers A and B close to each other, as
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However, when interference is caused between the twe
readers/writers A and B close to esach other, as described
above with reference to Fig. 1, the communication
performance between the reader/writer A angd the IC card ¢
held thereover cannct always be improved by the fifth method
of retransmitting a command packet. Rather, the
communication performance may degrade.

Figs., 2 and 3 show the operations of the
readers/writers A and B and the IC card € performed when the
IC card C is held over the reader/writer A among the two
readers/writers A and B cloze to sach other.

Referring to Flg. 2, the reader/writer & transmits a
command packet Py, having a command code of 0x10 ("0x"
indicates that the character (string) following thereafter
is a hexadecimal number) in step 81. Then, the process

proceeds to step 82, where the reader/writer A enters a



Each packet transmitted/received between the reader/writer A or B and
the IC card C includes a command code or a response code representing
the type of the packet. The command code or the response code
indicates that the packet is a command packet or a response packet.-In
Fig. 2, the reader/writer A transmits the command packet PA1 having a
command code of 0x10 in step Si. Assuming that a response code of a
response packet to the command packet having the command code 0x10
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(response packet) having a response code of Ox11 in tHe recep _
peaikay staterinesteprhan@rptiekether hand, the IC card C receives the
command packet PHI having the command code 0x10 transmitted from
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accordance with the command packe e reader/writér
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response to the command packet PA1' On the other hand, the
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command cgdenf @XBQreader/writer A transmits the command
packet Pp, having a command code of 0x10 in step S1.
Agsuming that a response code of a response packet to the
command packet having the command code 0x10 is Oxil, for
example, the reader/writer A wailts for receiving a packet
{response packet) having a response code of 0x1l1 in the
reception waiting stste in step S52.

On the other hand, the IC card C receives the command
packet Py; having the command code 0x10 transmitted from the
reader/writer A and starts a process in accordance with the
cemmand packet By in step 811, After performing the process
in accordance with the command packet Pp; from the
reader/writer A, the IC card C transmits a response packet
having a response code of 0xll in response to the command
packet Ppy.

On the cother hand, the reader/writer B performs polling

to detect that an IC card is held thersover {that an IC card

exists at a nearby position). Specifically, the



in Fig. 2, the reader/writer B transmits a command packet Psi having the
command code 0x60 in step $21. Further, the reader/writer B periodically
transmits a command packet having the command code 0x604 When the
reader/writer B transmits the packet P81 in step $21, the reader/writer A
is in the reception waiting state in step $2 and thus receives the packet
Pal from the reader/writer B in step $3, However, the packet Pal from the
reader/writer B is a command packet having the command code Ox60
and is not a response packet to the command packet FAJ;1 éo be e(;ceived,
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error and retransmits the command packet in step S4. In other words, the
readerfwiitey A ransmitsra acemrrand packet PAZshA YA gathecoomnsand
code Ox10. In this case, if the IC card C transmits,a res onsg packet t
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cannot receive the response packet from the IC card C. A packet
Hensmaittedbetyeama reader/owier and an IC card constituting a
noncontact IC card system may include a 8 sequence ID (identification).
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é%%%?gaqqu%%dreader/writer 2 is in the reception waiting
state in step 52 and thus receives the packet Py from the
reader/writer B in step 83,

However, the packet Py from the reader/writer B is a
command packet having the command code 0x80 and is not a
response packet to the command packet Py to be received,
that is, a packet having the response code Ox1l. Therefore,
the readex/writer A determines that the packet Py received
in step 53 has an error and retransmits the command packet
in step S4. In other words, the reader/writer A transmits a
cormand packet Py, having the command code 0x10,

In this case, 1f the IC card C transmits & respense
packet to the command packet Pu; while the reader/writer A is
retransmitting the command packet having the command code
0x10, the reader/writer A cannot receive the response packet
from the IC card C.

A packet transmitted between a reader/writer and an IC

card constituting a noncentact IC card system may include &



IC card in order to prevent so-called masquerading, in which an
unauthorized reader/writer or IC card interrupts the communication
performed by the authorized reader/writer and IC card and masquerades
as an authorized reader/writer or IC card. Fig. 3 shows the operations of
the readers/writers A and B and the IC card C in a case where packets
including a sequence ID are transmitted between the reader/writer A or B
and the IC card C. In step 531, the reader/writer A transmits a packet
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ption waiting state to wait for receiving a response packet to the
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e reader/writer S transmits a packet (command packet) Pe in step
cthkuWhendvnreaderbyrital Birafisnissiti packeat Pgddstemrifethend
reader/writer A is in the reception waiting state. Then, in step 532, the
Ifeceref Avined AASCEIPES 856 pagkat- 9uPRPréRPeh e RERSFANREFE: Aife IC

pacé(et PB from the reader/writer B is a command
card.

Fig. 3 shows the operations of the readers/writers A
and B and the IC card C in a case where packets including &
gequence. ID are tranamitted between the reader/writer A or B
and the IC card C.

In step 831, the reader/writer A transmits a packet
(command packet) P; having a sequence ID of 11 and enters a
reception walting state to walt for receiving a response
packet to the command packet Pp;, as in the case shown in TFig.
2.

In step 841, the IC card C held over the reader/writer
A receives the packet Pp; from the reader/writer A and starts
a process in accordance with the packet Pp;.

On the other hand, the reader/writer B performs polling
as in Fig. 2. 1In Fig. 3, the reader/writer B transmits a
packet {command packet) Pp in step 3551,

When the reader/writer B transmits the packet Py in step
851, the reader/writer A is in the reception waiting gtate.

Then, in step 832, the reader/writer A receives the packet



packet and is not a response packet to the command packet PA1 to be
received by the reader/writer A. Therefore, as in Fig. 2, the reader/writer A
determines that the packet PE received in step S32 has an error, and
retransmits a packet (command packet) in step 533. That is, the
reader/writer A transmits a packet PA2 as a retransmission of the packet
PAL. At this time, the reader/writer A increments the sequence ID by one.
Specifically, since the sequence ID of the previously transmitted packet

Px1 is 11, the seq%;n e ID of the packet PA2 is setto 12. In step 542,
h FC?TEaF&% recEEd e Bﬁ’ékgf PA2 from the reader/writer A. After the
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the reader/writer A receives the packet PC from the IC card C. However,
tthetserhe meecie: of Hjsrzackiated 10n P& il 2,3 hidsisamotest value (@8)

generated by incrementin? the seguence ID 12 of the packet Pk2 that is
retransmits a packet [comman 8§33

packet) in step $33. That is,
the reader/writer A transmits a packet Py, as a
retransmission of the packet Py,

At this time, the reader/writer A increments the
saguence ID by one. Spscifically, since the seguence ID of
the previously trangmitted packet Pu, 1s 11, the segusnce ID
cf the packet P, iz =zet te 12,

In step $42, the IC card C receives the packet Pp; from
the reader/writer A.

After the IC card ¢ complstes the process in accordance
with the packet Pp) including the sequence ID 1l received in
step 841, the IC card C transmits a packet Pp in response to
the packet Pp; in step B543.

The packet Pp 18 a response packet to the packet Py
including the segquence ID 11 from the reader/writer A.
Therefore, the IC card C increments the sequence ID of the
packet Pr by one inte 12.

In step 534, the reader/writer A receives the packet P,

from the IC card C. However, the sequence ID of this packet
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previously transmitted by the reader/writer A by one. Therefore, the
reader/writer A determines that the packet PC received in step S34 has
an error (in this case, the packet PC is determined to be an incorrect
packet), and retransmits a packet in step 535. That is, the reader/writer A
transmits a packet PA3 as a retransmission of the packet PAX. At this
time, since the sequence ID of the previously transmitted packet PA2 is
12, the reader/writer A sets the sequence ID of the packet PA3 to 13 by

inctementin by.one, Thep P at is receive the
%%agi%er%r'iter %rlﬁ ijgp 03'!]4 5 a%%%%%ec rg]%pgr?gee Eg\éﬁ(ét d'the packet
vkt dhat tis dpnsmeitieddnetheeraadaniwatereh én stefkadler Howeyer i the
packet PC is transmitted from the IC card C after the reader/writer A
RESSRAREEY tHe pasRdtTEad iR Btep SIPader ettansmidsion oftke packet

PA1. JTherefore, the .reader/writer A.regards the response packet PC,
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HEEREBSe Padel 19dhe packeb FAR: doigimiteLthab AN @HOEHNAS case,
occurred, and retransmits the command packet. SUMMARY OF THE

YNV ERTRON As descHiferaboed itthé teadennrmrrassirpachnts 1 land
OGNl e s et
Aaieeted;ir; a packet rRerINed DYtheacket Py as & retransmission of
the packet Pp:.

At this time, since the seguence ID of t{he previously
transmitted packet Py, is 12, the reader/writer A sets the
sequence ID of the packet Ppy to 13 by incrementing 12 by one.

The packet P; that is received by the reader/writer A in
step 534 is a correct respense packet to the packet Py, that
is transmitted by the reader/writer A in step 831. However,
the packet P is transmitted from the IC card C after the
reader/writer A transmitted the packet P, in sgtep 8533 as a
retransmission of the packet P;;. Therefore, the
reader/writer A regards the responge packet P, which is a
correct response packet to the packet Py, as an incorrect
response packet to the packet Ppp, determines that an error

has occurred, and retransmits the command packet.

SUMMARY OF THE INVENTION

As described above, 1f the reader/writer A retransmits
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reader/writer A due to interference caused between the readers/writers A
and B. This interferes with the communication between the reader/writer
a pdhand thenkeearstG 1heldtheseoves icsordigglythe:eemmunicationreceived
performance (responsibility of the IC card C) degrades, which results in a
vackgéeredSe irptheteiabiity oPthe Entirediohedhtaét FCeard systeafrurs every
Example embodiments F{g% gga%le comfortable cq{mmunication b%tw%eﬁp

time  Aan TYOor S e 11 AcKket  recelve
a reader?wrlter anjd an cardeven underathepenvwonmerﬁ ﬁhere a

readRirality ek readers/writers cause j interferenee,dn a firstaspect olth@een  the
invention, there is provided a communication apparatus performing

readggramunidation in & nongoritact annefcomprising:ctrdrisnsissionwcontrol  the
means for transmitting a command; timeout period checking means for .
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retransmitting the command only after the timeout period has elapsed;

(reseroschdacking means fer chieckimgaviisthee dataisceivediwithimdlse: Lts in a
timeout period has an error; and processing means for regarding the data 1
deCrizdRed Withittthé ethﬁé&dtjﬂé?%d%’% a-Coiretifesponsetd e Cimimand &+
Systi&t{h.e data does not have an error and performing a process in
accordance with the response, wherein, if the data received within the
timeeuiperioshtiasiamerror; thexretranamissionoadniral ahéansddoesunctcation

retransmit the command and the timeout
between a reader/writer and an IC card even under the

the

environment where 2 plurality of readers/writers cause
interference.

In a first aspect of the invention, there is provided a
communication apparatus performing communication in a
noncontact manner, comprising: transmissicn control means for
transmitting a command; timeout period checking means for
checking whether a tTimeout pericd during which a response o
the command is waited for has elapsed; retransmission control
means for retransmitting The command only after tThe Timeout
period has elapsed; error checking means for checking whether
data received within the timeout period has an errcr; and
processing means for regarding the data received within the
timeout period as a correct response to the command if the
data does not have an error and performing a process in
accordance with the response, wherein, 1f the data received
within the timecut period has an error, the retransmission
control means dees not retransmit the command and the timeout
period checking means continues to check whether the tTimeout

pericd has elapsed.
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period checking means continues to check whether the timeout period
has elapsed. 12 In a second aspect of the invention, there is provided a
cammunicationdnetbpd far acommenicatien apparatus:pedormingrovided a
communication in a noncontact manner, the communication method ‘
COMMEEMBFSinG the StepRbf: Icontrdlling BARSMISSIor i tFPRANE atonifan@rming
connfiSCHNG Whether a imeoutperiod duringuhich a_respange 198 on method
command-is waited for has elapsed; controlling “retransmission to
comphetansyitihe camwpandoanly afterthel imegutperioshhas.elapsed; transmit
checking whether data received within the timeout period has an error;
a  combregardifpthielddta weedived withit ifefeout petied adadoreecthich a
response tq. the command if the data does not have an error and,
reSpﬁgr c?rmlﬁg ‘a proceéss in accordance with the response, \ﬁﬁere’ln, it th
ret rdatareceived within thedimeautperioddias an-efpkthe command et the
retransmitted in the retransmission control step, and checking whether
timethettimeout perioddas elapsedis continned irvthe/tircout pefietla recelved

... checking step. In a third gspect of the invention, there is provided a .
1 EhiR R B B HTEr AT cBRrdIE A ComMURICATR Spparaiias d2ta

receRSHQIMiNg.communicationin a;,poncentact mannex to- gxeeute the.stepsse o
of: controlling transmission to transmit a command; checking whether a
the timeoutrperiofl durimgaviich doresponse tosthe comnancbis waitédderfiagming

elapsed; controlling retransmission to retransmit the command only after
a pipgess 1n accordance with the response, wherein, 1if the

trollin
& g

data received within the timeout period has an error, the
command i1s not retransmitted in tThe retfransmission control
step, and checking whether the timeout period has elapsed 1s
continued in the timeout period checking step.

In & third aspect of the invention, there is provided a
program enabling a computer that controls a communication
apparatus performing communicaticn 1in a noncontact manner o
execute the steps of: controlling tTransmission to transmlit a
command; checking whether a timeout period during which a
response to the command is walted for has elapsed; controlling
retransmission to retransmlt the c¢ommand only after the
timeocut period has elapsed; checking whether data recelved
within the timeout period has an error; and regarding the data
received within the timeout pericd as a correct responss to
the command 1if the data does not have an error and periorming
a process in accordance with the response, wherein, 1if the
data received within the timeout period has an error, the
command 1s not retransmitied in the retransmission control

step, and checking whether the timeout period has elaped 1is

12a



timeout period has elapsed; checking whether data received within the
timeout period has an error; and regarding the data received within the
conttimeedt periachas aicosrect response tehtbelcommand if the data does not

have an error and performing a process in accordance with the response,
whéreth, #thé tHata Tee&ived Withinthe Tttt period-hi&s &n efrop trE 1ded a

m d is not retransmitted in the retransmission control. step, and .

COmIS e*crckn%%l\?v ethe%?t)%%ﬁ?nte%%t pe%(%3 %éa%}gbged is T a%%ﬁﬁr?ﬁ%ﬁa inthe ™ %

noncimeeutpered shecking ste:ila a-fgurth-aspect ekthesiavention,dheteis  unit
provided a communication apparatus performing communication in a

confrsncsttact haiieér ebmbprising: atFEishiissfon coRfrePiniteesrfifured tecking

uni M g comm Qd’c%“%?%%% rz'l%dr"‘%ecéf%}ﬁegé‘{} configured 1o check . ; .y
whether & timeou peno%l uring which a’response o the command is

a rwaited for has,elapsed; acgtangmission gantrakbunitgenfigured te1 apsed; =
retransmit the command only after the timeout period has elapsed; an

retr@memehédking upititonfiguredmtd theckowhethier data receivediwitiinnthe the
timgout gfrioda?as an error; and a processing unit_configured to regard

COMTRAY atd rekeivdd Within the fimbout: pefiod 45 4 cOftsct Tesionse to tHe SF7oT

checGOmmand ifithe data does nothave amerrorandperform.a processdn within
accordance with the response, wherein, if the data received within the

the timeowtoperiogérasan efrers therretransmaissionaoatrobunipdoes et ng  unit
retransmit the command and theéim,eout period checking unit

£

configured to regard the ata received within the timeout
period as a correct response to the command 1f the data does
not have an error and perform a process in accordance with the
response, whereln, 1f the data received within the timeout
period has an error, the retransmission contrcol unit does not
retransmit tThe command and the timeout period checking unit

continues to check whether the timeout period has elapsed.

13



continues to check whether the timeout period has elapsed. 13 In example
embodiments, a command is transmitted, and it is checked whether a
timeout period during which a response to the command is waited for has
elapsed. Only after the timeout period has elapsed, the command is
refrnsmited, Alsg, wihthet data reosiued witin the fimeout period hag,
an error 1s %ﬁeckelék.)ﬁc%ﬁe data fecaived Within the timeout perio Jdes

is chethave amerak the received datads fegarded-as@ carect respensetose to
the command and a process is performed in accordance with the

the responsel Orsthewothechdnd; ifithe dates peceedWithin ade imebbe timeout
.pe ioqéhas an error, the command is not retransmitted, but checkin

periihether the fimasitperiod” has eTHpsad’|s continuet” 14 dampie - 248¢

whet@Bbodiments, perconiact,communication:canhe, casily-performed under. »
an environment where interference occurs. More specifically, even if a

is  cbaderiwriter] commanicating withcani kG dard in-a hondontact imemneris freriod
an environment where interference is caused between the reader/writer

d0& SandHnotieY TealRrWHAET the FeEdelfintertan é4tii§ cammafitats®vith 35 @
corBedC card BRIEF RESCRIPTION OF THE DRAWINGS Fig. 1,sbows.a..4 in

state where a plurality of readers/writers are causing interference; Fig. 2
accos@ftowchait(arrowschast} lustratingithe the other hand, if the data

d it

received within the timeout period has an error, the command
is not retransmitited, but checking whether the timeocut period

has elapsed is continued.
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operations of readers/writers A and B and an IC card C; Fig. 3is a
flowchart illustrating the operations of the readers/writers A and B and the

IC card C; Fi?(.; is a block diagram showing an example of the
corfighraion ot aRTE ward'shétem decording f-an EmbBdimémttofthe can be

easi ?£538E1E1¥ EDHQn; Fig. o shows a formatqf g packet trapsmitted;by a . e e ce

det/writer 1 or an IC card 3; Fig. 6 Is a flowchart illustrating the
occcu@peratiomoef the readeriwrites 1] Fig. 7 isadlowchad (arraw chagyder /writer
illustrating the operations of the reader/writer 1, the IC card 3, and
commzhdtheF regdétwhiteRTant15°Figl 6 1§'a Howehat HudfhtifpHeer 15 1in an
.operations of the reader/writer.1, the IC card 3, and anoth

env L S iiter 'DESCRIPTION'OF THE ERE&ERRECSWS%D@%W en  the

readBefore deseribing anembedimeat akthgypresent, investionsthe r /writer can
correspondence between the features of the claims and the specific
easiglenfertgidistiosed inaerhbadiftertagithe present invention is
discussed below. This description is intended to assure that an
embodiment supporting the claimed invention is described in this

BRI ESPegificatiopy Thus cevenif anelementdin the following embodiment is not
described as relating to a certain feature
Fig. 1 shows a state where a plurality of readers/writers

are causing interference;

Fig. 2 1s a flowchart (arrow chart) 1llustrating the
operations of readers/writers A and B and an IC card C;

Fig. 3 is a flowchart illustrating the coperations of the
readers/writers A and B and the IC card C;

Fig. 4 is a block diagram showing an example of the
configuration c¢f an IC card system according to an embodiment
of the present invention;

Fig. 5 shows a format of a packet transmitted by a
reader/writer 1 or an IC card 3;

Fig. ¢ 1s a flowchart i1llustrating the c¢peration of the
reader/writer 1;

Fig. 7 1s a flowchart {arrow chart) 1llustrating the
operations of the reader/writer 1, the IC card 3, and ancther

reader/writer; and
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of the present invention, that does not necessarily mean that the element
does not relate to that feature of. the claims. Conversely, even if an
element is described herein as relating to a certain feature of the claims,
that does not necessarily mean that the element does not relate to other
features of the claims. Furthermore, this description should not be
construed as restricting that all the aspects of the invention disclosed in
the embodiment are described in the claims. That is, the description does

not deny the exdsignee of-aspects olihe-peseat iyveniianhat are o«

described in the embodiment but not claimed in the invention of this - 16
tapepliewtibey, [ LtereXisterioe GlaspedtsXhf thegresentdnvention that in
future may be claimed by a divisional application, or that may be
r£84%6M5H) ©imed through amendments. The communication apparatus
according to an embodiment of the present invention is a communication
apparatus performing communication in a noncontact manner (e.g., the
DEsCRIATIEN oshaws irERgEAREChEEBODIMRKAtion apparatus includes:
a transmission control unit (e.g., the microcomputer 11 shown in Fig, 4 to

perforRESted SEGSShonre it EigrEPEdHRGeBRoien&RfseBEmmand; a

AR S e LS
claims and the specific elements discleosed in an embodiment
of the present invention is discussed below. This
description is intended to assure that an embodiment
supporting the claimed invention is described in this
specificaticn. Thus, even if an element in the following
embodiment is not described as relating te a2 certain feature
of the present invention, that does not necessarlly mean
that the element does not relate to that feature of the
claims. Conversely, even if an element is described herein
as relating to a certain feature of the claims, that does
net necessarily mean that the element does not relate to
ether features of the claims.

Furthermére, this descriptien should net be construed
as restricting that all the aspects of the invention
disclosed in the embodiment are described in the claims,
That is, the description does not deny the existence of

aspectes of the present invention that are described in the

embodiment but not ¢laimed in the invention of this



check whether a timeout period during which a response to the command
is waited for has elapsed; a retransmission control unit (e.g., the
microcomputer 11 shown in Fig. 4 to perform step S110 shown in Fig. 6)
configured to retransmit the command only after the timeout period has
elapsed; an error checking unit (e.g., the microcomputer 11 shown in Fig.
4 to perform step S106, 5107, or 5108 shown in Fig. 6) configured to
check whether data received within the timeout period has an error; and a

RIOLESSINGHNIt {e 9., the, Mnicracomputer 21 show in Big. o pedern
Step S109 shown in Fig. 6) configured to regard the data received within

itfres titdegutPeriod. as utorre cinras den S td. theedcomngardd. ifitkhclid Idata
does not have an error and perform a Erocess in accordance with.the

aRRhbHEEL Fihe Hath Bt el RithFHhEIRESHY pEREd SRS &7 B the

aggé%gﬂggipn control unit does not retransmit the command and the
timeout period checking unit continues to check whether the timeout
periothbas@lapsadtheconppapicainramesitdad agcarding tandpdinment
embodiment of the present invention is a communication method for a

orkhfuriESEGH BpbRY ARS8 fdinh COBMPRdGR EEER IFEPRBAEDRAtact
TSRS SRV LIRSS T s,
reQugBN-(gs Stephbit2 shomryin Eg. 6)ricaeckingunhetheron timeout
Jgggﬁétus includes: a transmissicn contrel unit (e.g., the
microcomputer 1l shown in Fig, ¢ to perform step S102 shown
in Fig. 6) configured to transmit & command; a timeout
period checking unit {e.g., the microcomputer 11 shown in
Fig. 4 to perform step 5104 shown in Flg. &) configured to
¢heck whether & timeout peried during which & response to
the command is walted for has elapsed; a retransmission
control unit (e.g., the microcomputer 1l shown in Fig. 4 to
perform step 8110 shown in Fig. 6) configured to retransmit
the command enly after the timeout period has elapsed; an
grror checking unit (e.g., the microcomputer 11 shewn in Fig.
4 to perform step S$106, 8107, or $108 shown in Flg. &)
configured to check whether data receilved within the timeout
perlod has an error; and a processing unit (e.g., the
microcomputer 1l shown in Fig., 4 to perform step S109 shown

in Ply. 6) configured to regard the data received within the

timeout period as a correct response to the command if the
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during which a response to the command is waited for has elapsed (e.qg.,
step S104 shown in Fig. 6); controlling retransmission to retransmit the
command only after the timeout period has elapsed (e.g., step 5110
shown in Fig. 6); checking whether data received within the timeout
period has an error (e.g., step 5106, 5107, or 5108 shown in Fig. 6); and
regarding the data received within the timeout period as a correct
response to the command if the data does not have an error and
performing a process in accordance with thg response (ce% step 5109

WHEWANTEIGE). eI YacgTEeEVBIWRAR ﬁérftirﬁegﬁ?p%n%d%nas an
aeéé%@&ggc%o'@m{‘%i%“% nemittedkinthe teiransraissionaontehls

step, and checking whether the timeout period has elapsed is continued
indhe fineqyt petdoddheekingnstep: The plogrartasosring teoancontrol

embodiment of the present invention is a program execyted b
EHip RIS T (RS EPEMAA B%ﬁh%%%éoﬁ{%téﬁl O(WXJ% By d

ontrolling a coammunicati a i SaeNdR A od
R R R e e
HegEEgRekudes the steps of: controlling transmission to transmit a

command (e.g., step S102 shown in Fig. 6); checking whether a timeou%
period H%riﬁ@‘%ﬁ%h%?é%oﬁ@éﬁ?ﬁ]é‘%ﬁﬁﬁéﬁﬂ iSWaRe8I5PRAS P

(£ peb B L0S NN IFIG O ARG (U ARLIRIEN fB oo
communication apparatus performing communication in &
nencontact manner {e.g., the reader/writer 1 shown in Filg.
4). The communication method includes the steps of:
controlling transmission to transmit a command le.g., sStep
3102 shown in Fig. 6); checking whether a timeout period
during which a response to the command is waited for has
elapsed (e.g., step 8104 shown in Fig. 6); contrelling
retransmission to retransmit the commend only aftexr the
timeout period has elapsed (e.g., step 8110 shown in Fig.
6); checking whether data received within the timeout pericd
has an error (e.g., step §106, 5107, or s108 shown in Fig.
6); and regarding the data received within the timeout
period as & correct response to the ceommand if the data does
not have an error and performing a process in accordance
with the response (e.g.,, step 5105 shown in Fig. 6). If the

data received within the timeout period has an error, the

command ig not retransmitted in the retransmisgion control

.- 18 -



after the timeout period has elapsed (e.g., step 5110 shown in Fig. 6);
checking whether data received within the timeout period has an error
(e.g., step $106, 5107, or 5108 shown in rig, 6); and regarding the data
received within the timeout period as a correct response to the command
if the data does not have an error and performing a process in
accordance with the response (e.g., step 5109 shown in Fig. 6), if the
data received within the timeout period has an error, the command is not

sfelansmitechincien e iiaasmissioR CoPLl AP nd cReakind.WhsHe! is
the timeout period has elapsed is continued in the timeout period
colndékingdtdp. Lhe Hireimahepsai etnbbginidntmfahepresent invention

is described with reference to the drawings. Fig. 4 shows an example of
the CORRQRFRIRF! ARSCRARY SySieth SURTARITE thE ek BoRRBRERF

ithespresgnt; invention, nhe I card systena shawmineFigdh @, (the

reader/writer 1 operates under control by a host computer 2 and
CEEmbidnicite -hethrdre KO camgp Btiera hbnsbatact inafigr. e
reader/writer 1 includes a microcomputer 11, an I/F_(interface) 12, a

SFRhEAtting Cife FETE R HeduiBinGPRAEAT 47, BREARERNAYAS, a
cdemadlatng girepit 1.6, ancsxternal gauit17,and a timer 18. The
microcomputer 11 includes a CPU (central processing

reader/writer 1 shown in Flg. 4), The program includes the
steps of: controlling transmission to transmit a command
(e.g., step 3102 shown in Flg. 6); chacking whether a
timecut period during which a response to the command is
waited for has elapsed (e.g., step $104 shown in Fig. 6);
controlling retransmission to retransmit the command only
after the timeout period has elapsed (e.g., step 5110 shown
in Fig. &); checking whether data received within the
timsout period has an error {(e.g., step 8106, S107, or 8108
ghown in ¥ig, 6); and regarding the data received within the
timeout period as a correct response to the command if the
data doez not have an error and performing a process in
accordance with the response (e.yg., step 3109 shown in Flyg.
6). If the data received within the timeout pericd has an
error, the command is not retransmitted in the
retransmission contrel step, and checking whether the
timeout periocd has elapsed is continued in the timeout

period checking step.
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unit) 11A, a RAM (random access memory) 118, and an EEPROM
(electrically erasable programmable read only memory) 11C, and controls
each unit of the reader/writer 1 and performs various processes by
executing a program. More specifically, the CPU 11A executes a program
stored in the EEPROM 11C (by loading the program into the RAM 118 as
necessary). By executing the program, the CPU 11A generates a packet
(command packet) to be transmitted to the IC card 3, controls

transmissiop,teytransmyit the packet .thrgughelectramagneticuayesn g

checks whether a timeout period (described below) has elapsed, and
deenirdlsetetvdnamissiendocetransniitethérpacketghrough 20
electromagnetic waves. Further, the CPU 11A checks whether a packet

(receRid d4teNALE i TeCo8E b tRE dritenAa s WP K SipRedTion?
c%d%fggg&tﬁtmgyawﬁéﬁcpaﬁﬁg SHOSsAAdReTirms, 8 prggss in

accordance with a correCt response packet having no error from the IC
iearehd ibae CPU 11A generates a packet to be transmitted to the IC card
3 and supplies the packet to the modulating circuit 14 so as to transmit

the piEkéPhrbligRiidcrBRkRInetRoWhvER. Rtdhatime, IR ESPUEAter
1&%"%0%%3:@59 H%(g‘é%t © R%;.«k%EP@J'ed t%@&”@%ﬁé@%@% cycuid 4 into a

ester code or the like. In%d%itlon, the A'recelves a packet
dhatimpaesivad bytheaanteonaslkiandis ssippligddiendbengenwdulating

circuit 16. Since the packet is encoded in a

The reader/writer 1 includes a microcomputer 11, an I/F
{interface) 12, a transmitting circuit 13, a modulating
circult 14, an antenna 15, a demodulating circuit 16, an
external circuit 17, and a timer 18.

The mlcrocomputer 11 includes a CPU {central processing
unit) 11A, a RAM (random access memory) 11B, and an EEPROM
{electrically erasable programmable read only memory) 11C,
and controls each unit of the reader/writer 1 and performs
varlous processes by executing a program.

More specifically, the CPU 1lA executes & program
stored in the EEPROM 11C (by loading the program into the
RAM 11B as necessary). By executing the program, the CPU
11A generates a packet (command packet) to be transmitted to
the IC card 3, controls transmizsion to transmit the packet
through electromagnetic waves, checks whether a timeout

period {described below) has elapsed, and controls

retransmission to retransmit the packet through

- 20 -



Manchester code or the like, the CPU 11A decodes the Manchester code.
The RAM 118 temporarily stores programs executed by the CPU 11A and
data required by the CPU 11A to operate. The programs executed by the
CPU 11A are installed onto the EEPROM 11C. The EEPROM 11C also
stores necessary data. The I/F 12 is an interface between the host
computer 2 and the microcomputer 11. The host computer 2 controls the
microcomputer 11 via the I/F 12. The microcomputer 11 transfers data to

e I/F pr, te
ér?%%}%sérrﬁp%% %Zg\% %le) ca r;L(;lnst ed@g%;((? C'#‘ gﬁ%l\r her
Advacicetor (e deve? ldirsinlleHante she R REIMVELI Crifemathiechesi 15
computer 2 via the I/F 12. Alternatively, the program can be recorded on

@ﬁemm%é@rdﬁ@méﬂ@ﬁe&M&g@W@@ei&t alEDRORR

gomp act désc regd orrr1l memar Esan MO (:n%%%g%h ptIC |1)1 dlsgb%l%\é
élgl ol versatile ¢ 5(5 anm sk "ora semlconducjfor memory, a

ﬁ@épbas@stgﬁed@@taéb@@EBBQMrélleerﬁerg ihe reeQIdNg medlum

by a drive (not shown). Further, the program can be wirelessly transferred

from Bhgowhlbdd Bite o eué readeér/meicdet vieahertifiersnddibiie tor the
gital sat Illtecgroadc t or gan be transferred. to the re der/wrlterl in

%re m‘%r?ner rou ?'a network%uck o 51A ?Iocaf{arfea neﬂ/vgrjk))- i

the datespet o Thedgader wiler dcantecgive the iansterred Ryngeam in
waves. At that time, the CPU 1lA encodes the packet to be
supplied to the modulating circult 14 into a Manchester code
or the like, In addition, the CPU 11A receives a packet
that is received by the antenns 15 and is supplied from the
democdulating circuit 16. Since the packet is encoded in a
Manchester code or the like, the CPU 1l1A deccdes the
Manchester code.

The RAM 11B temporarily stores programs executed by the
CPU 112 and data reguired by the CPU 1132 to operate. The
programs axecuted by the CPU 11A are installed onto the
EEFROM 11C. The EEPROM 1iC also stores necessary data.

The I/F 12 is an interface betweesn the host computer 2
and the microcomputer 11. The host computer 2 controls the
microcomputer 11 via the I/F 12, The microcomputer 11
transfers data to the host computer 2 via the I/F 12.

The program executed by the microcomputer 11 (CPU 11A)

can be installed onto the FTEPROM 11C in advance or can be

- 21 -



the I/F 12 and install it onto the EEPROM 11C. The transmitting circuit 13
generates carrier waves of a predetermined single frequency from the
antenna 15 and supplies the carrier waves to the modulating circuit 14.
The modulating circuit 14 modulates (e.g., by amplitude modulation (ASK
(amplitude shift keying))) the carrier waves from the transmitting circuit 13
in accordance with a packet (command packet) supplied from the
microcomputer 11, and supplies an obtained modulation signal to the

antenna 1. Accordinaly, elegyapasnellc waves cartesponding o e

in 6 ﬁ o gu Via
modulation S|gnal, which'is géherated by modulating the “carrier waves'in

giggondange withithespaskatwnpliechsogr o g2 athe-guciocorpputeldd th a
the modulating circuit 14, are radiated from the antenna 15. After
Trmevaikieg e padket (corddiand packedsthe FfoaddiheitalislentarLd-
reception Waigci:% state to \gait for receiving a respon

cke

k he .
A AR SR e e (R A8 B8 ARG chafeh 18 n ST e APeieTh!

gupplies Bgcadipr waves, fpgyihe Jansiftina.cirglyh 4340 thesanienng,
15 without modulating them. Thus, electromagnetic waves corresponding
tetticeadietwavesrreadiatdddeomothe materidie d5anthe theePHBACH

state. More specifically, the IC card 3 transmits a packet

R Tr D 1 PR TAES o (e BrocirThahala) -
waves-RyRforming 2 50:5lled08de wirelessly transferred from

a download site to the reader/writer 1 via an artificial
satellite for digital satellite broadcast, or can be
transferrad to the reader/writer 1 in a wired manner through
a network such as a LAN (local srea network} or the Internet.
The reader/writer 1 can receive the transferred program in
the I/F 12 and install it onto the EEPROM 11C.

The transmitting circult 13 generates carrier waves of
o predetermined single freguency from the antenna 15 and
supplies the carrier waves to the modulating cilrcuit 14,

The modulating circuit 14 modulates (e.g., by amplitude
modulation (ASK (amplitude shift keying)}) the carrier waves
from the transmitiing circult 13 in accerdance with a packet
{command packet) supplied from the microcomputer 11, and
supplies an obtained modulation signal to the antenna 153.
Becordingly, electromagnetic waves corresponding to the
modulation signal, which i1s generated by modulating the

carrier waves in accerdance with the packet supplied from
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modulation, in which the electromagnetic waves (carrier waves) radiated
from the reader/writer 1 are modulated by changing the impedance to the
IC card 3 from the reader/writer 1 side. Therefore, the reader/writer 1
radiates the electromagnetic waves corresponding to the carrier waves in
the reception waiting state to wait for receiving a response packet from
the IC card 3. The antenna 15 includes a closed-loop coil and radiates
electromagnetic waves when a current (signal) flowing through the coil
changes. When the IC card 3 is held over the reader/writer 1, so that the
Hndenhardichecorbes dbsstotife IGEald Biand Haanetictdareye

changes tt:’g impedance - 23 from.the reader/writer 1 side, the current
TeRahEfo ?FfifPtﬁ etjgéi{%eengﬁte a 15 changes. The demodulating

circuih 16 geceives and dempdiatass the curesitsionapafiawing, theeugh

the antenna 15 so as to obtain (a Manchester code or the like of) a

ket /and. suppliesttbersacketdoahs incroedinbige s 2L FhE@xtéial for
circuit 17 is a secure tamper-resistant IC chfi%. The external circuq 17
n the

P Iatd (S BPPET AP tHe (O 8afP oﬂ%%@‘&é ‘data
E&ég@%@éﬁawgéEfﬁ%sgegﬂﬁgf%HEtR%éSﬁE%@é%”H@HQGﬂbela supplies
demdOdulating circuif 16 under control by the microcomputer 11. The timer
{eiscuirh8. eountsva sinfeout rémod troleridonirg it hicktobsp g
ééﬁenna 15 without medulating them, Thus, electromagnetic
waver corresponding fo the carrier waves are radiated from
the antenna 15 in the reception walting state.

More specifically, the IC card 3 transmits & packet
{response packet) to the reader/writer 1 outputting the
electromagnetic waves by performing a so-called load
modulation, in which the electromagnetic waves (carrier
waves) radiated from the reader/writer 1 are modulated by
changing the impedance to the IC card 3 from the
reader/writer 1 side. Therefore, the reader/writer 1
radiates the electromagnetic waves corresponding to the
carrier waves in the reception waiting state to wait for
receiving a response packet from the IC card 3.

The antenna 15 includes a closed-loop coll and radiates
slectromagnetic waves when a current (signal) flowing
through the coll changes. When the IC card 3 is held over

the reader/writer 1, so that the antenna 1§ becomes cleose to

the IC card 3 and that the IC card 3 changes the impedance
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In this embodiment, the IC card 3 transmits a packet by performing a load
modulation of modulating electromagnetic waves (carrier waves) output
from the reader/writer 1. Alternatively, the IC card 3 can transmit a packet
by outputting carrier waves and modulating the carrier waves. In that
case, the reader/writer 1 stops outputting carrier waves in the reception
waiting state. The IC card 3 may obtain power from electromagnetic
waves radiated from the reader/writer 1 or may include a battery in itself.
Fig. 5 shows a format of a packet (command packet or responseﬁacket)

frafshifed BT THE Fdder riferCe or HhE X RN EartP 38 own Tt &9G™F
{H}%ﬁ?\?‘fﬁ&s camResed . i Q&&g&ead, a header, a packet length, a
an

com code/response code, a'sequence ID, actual data, and a packet

checkgedesrddeheaderineludas pradetesnineinfamiatiemiieddes s
information). The packet length indicates the length (data length) of the
HifireugaEndt. ThESLEH maNPUdae/ rESEEHEE cEhR iAdEaivs tHe s 8F ©°

o@gﬂ%‘:“f&t’ %&%@Vé’*é%%heégtgg g&gc“c%téﬁ AMg ”dapg%% £ &ing

response packet, as descri ove. The sequence ID Is used to prevent
supsUuerading xkise 8 lueHbah issinerementra:by one in the

reader/writer 1 or the IC card 3, as described above. Before transmitting a

The external circuit 17 ig a secure tamper-resistant IC
¢chip. The external circultr 17 encrypts data to be
transmitted to the IC card 3 and decrypts data included in a
packet supplied from the IC card 3 through the demedulating
" eireuit 16 under control by the microcomputer 11.

The timer ({(circult) 18 counts a timeout period under
control by the microcomputer 11.

In this embodiment, the IC card 3 transmits & packet by
performing a lead modulation of modulating electromagnetic
waves (carrler waves) output from the reader/writer 1.
Alternatively, the IC card 3 can transmit a2 packet by
outputting carrier waveg and modulating the carrier waves.
In that case, the reader/writer 1 stops outputting carrier
waves in the reception walting state.

The IC card 3 may obtain power from electromagnetic
waves radiated from the reader/writer 1 or may include a
battery in itself.

Fig. 5 shows a ﬁormat of a packet (command packet or

response packet) transmitted from the reader/writer I or the
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packet, the reader/writer 1 sets the sequence ID of the packet to a value
that is different from the sequence ID of the previously transmitted
packet. Then, the IC card 3 receives the packet from the reader/writer 1.
Before transmitting a response packet to the packet, the IC card 3 sets
the sequence ID of the response packet to a value that is generated by
incrementing the sequence ID of the packet from the reader/writer 1 by
one. The reader/writer 1 receives the response packet from the IC card 3.
Fcurther, %efglée transm%tjng a4packet to the IC card 3, the reader/writer 1
Isetg‘?’ﬁéls q AR ITPof tH packet to a value that is generated by

increrpeatipgdheseaaenss i ok 25+ the reppanse Ragket orkthe.\C card
3 by one. In this way, the reader/writer 1 and the IC card 3 set the

rearjten cketty b, a packetrton e eraisimitarbiosa vatul: that is gpneratedlDy
incrementi%he sequence, ID of the previqusly received packet by one

45T e Lo Uichio P EbefRESH RIS Therefore, the reader/writer 1
and the IC,carde3 cap. dgtermine nelisr A ieeeived pAcketis aReader

incorrect packet by checking whether the sequence ID of the received
ipeitkatatdsa)valuBgensraked byengiementiig she segquenterdBtof théata
previously transmitted packet by one. The actual data is substantial data

%ﬁﬁgﬁ}aﬁ;’mﬂ?@d Eitey _t?]é:’ FAvriter 1 or the IC card 3 to the other.
Hereig, the. AciAl 18 4RGeS 2 60MBARd A%0RER8 ¥he type of

the packet, thet is, whether the packet is a command packet
or a response packet, as described above.

The sequence ID is used to prevent masquerading and is
a value that is incremented by one in the reader/writer 1 or
the IC card 3, as described above, Before transmitting a
packet, the reader/writer 1 sets the sequence ID of the
packet to a value that is different from the zegquence Il of
the previocusly transmitted packet. Then, the IC card 3
receives the packet from the reader/writer 1. Before
transmitting a response packet to the packet, the IC card 3
gsets the sequence ID of the responze packet to a value that
is generated by incrementing the sequence ID of the packet
from the reader/writer 1 by one. The reader/writer 1
receives the response packet from the IC card 3. Further,
before transmitting a packet to the IC card 3, the
reader/writer 1 sets the sequence ID of the packet to &

value that is generated by incrementing the sequence ID of
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Specifically, for example, when the reader/writer 1 requests reading data
to the IC card 3, the reader/writer 1 transmits a command packet
including a read command to request reading data. The read command is
included in the command packet as actual data. Likewise, when the
reader/writer 1 requests writing data to the IC card 3, the reader/writer 1
transmits a command packet including a write command to request
writing data. In this case, the write command and the data to be written

are included in the command packet as actual, data. The packef check
St R o o el apkeLeheckay,

g)cco 0) c%e%ﬂethe conerence o

e Rackelr 26 iNext, theppergiion of agseadedwrittl] sbguanireritn 4
is described with reference to the flowchart shown in Fig. 6. In step S101,

athaddRY ThADd) thendorocoadbiter 4 1vayknerdiesta tonthandPukeby
having the format shown in Fig. 5. Then theﬁocessmceeds fo step
i

LSFESTRREID he TR GBIBRMRer 21 Tontis HFAREHTEEbN tEFaASTTt the
peREang, pagketfirouoh clecomagnelic v e Hadldtuwlith ends,

microcomputer 11 supplies the command packet to the modulating circuit
14 arzheartfobssthetimodrkatisay dwedit 44 Sozasitoctranditctedcdmedand
G{)acket. The modulating circuit 14 modulates carrier waves Slépéolied rom

REAFIISIRItIAG TRkt F RPEEUERIARE Rfn 18 an incorrect packet

by checking whether the sequence ID of the received packet
has a value generated by incrementing the sequence ID of the
previously transmitted packet by one.

The actual data is substantial data that is transmitted
from the reader/writer 1 or the IC card 3 te the other.
Herein, the actual data includes a command as necesszary.
Specifically, for example, when ths reader/writer 1 requests
reading data to the IC card 3, the reader/writer 1 transmits
a command packet including a read command to reguest reading
data, The read command is included in the command packet as
actual data. Likewise, when the reader/writer 1 requests
writing data to the IC card 3, the rezder/writer 1 transmits
a command packet including a write command to regquest
writing data. In this case, the write command and the data
to be written are included in the command packet as actual
data.

The packet check code is an error checking {or

detescting) code to check the coherence of the packet.
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the command packet supplied from the microcomputer 11 under control

by the microcomputer 11 so as to obtain a modulation signal, and

supplies the modulation signal to the antenna 15. Accordingly,
electromagnetic waves corresponding to the modulation signal, which is
generated by modulating the carrier waves in accordance with the packet
supplied from the microcomputer 11 to the modulating circuit 14, are '
radiated from the antenna 15, so that the command packet is transmitted

to the IC card%B. Then, the process_proceeds from, step . $102.t -
wher& $4& i chocrﬁ%ﬁf‘etrlﬁf cilculatesa %%ero%q}plettr%d J'Ld usrf}]%%r%gh a?

4e880RSR PRokes 1o {he cogrpaBidracket Ae trnsmaitestinssieprS18251 g,
waited for. Also, the microcomputer 11 controls the timer 18 to start
tcounting the timeout period. Accordingly, the timer 18 starts counting the

timeout period and the reader/writer, 1 enters a reception waiting state.
Hereiﬁ?tﬁéﬁﬁc?gg pdf%%ﬁlcggts%' &%‘lrﬁ"’eP(iutJ["|c€;}‘eericz)ndL of “Abot 1'lsjgegv"ergr&
Juilisscandssto-several tensebmiliseeandsrp acoardangamith therig, s,
application of the IC card system (e.g., an automatic ticket gate) or a

Temm arickinchaches in theoorrimarel paekets Miernatheelp, tiestimeout
period can be fixed to a Eé% etermine%‘geriod. After the timer 18 starts

R R heott PBR StEPETH3 A Do s K BER s 1B %tep

5@$%EAMP%§%¢§% through electromagnetic waves. That i1s, the
microcomputer 11 supplies the command packet to the
modulating circuit 14 and controls the modulating circuit 14
g as to transmit the command packat.

The modulating circuit 14 modulates carrier waves
supplied from the transmitting circuit 13 in accordance with
the command packet supplied from the microcomputer 11 under
control by the microcomputer 11 so as to cobtain a modulation
signal, and supplies the modulation signal to the antenna 13,
Accordingly, electromagnetic waves corresponding to the
modulation signal, which is generated by modulating the
carrier waves in accordance with the packet supplled from
the microcomputer 11 to the medulating cireuit 14, are
radizted from the antenna 15, so that the command packet is
transmitted to the IC card 3,

Then, the process proceeds from step 5102 to 8103,
where the microcomputer 11 calculates a timeout period

during which a response packet to the command packet
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microcomputer 11 refers to the time counted by the timer 18 in order to
check (determine) whether the timeout period has elapsed. If it is
determined in step S104 that the timeout period has not elapsed, the
process proceeds to step 5105, where the microcomputer 11 determines
whether a packet has been received from the outside. If it is determined
in step S105 that no packet has been received, the process returns to
step 5104 and the same steps are repeated. If it is determined in step

5105 that a pagket has beey), received, that is, if an externally transmitted
tﬁm%%%e%e%% rae%ee'?vg&(t{)%/ the éqrﬁé{ﬁﬁgafi?kdem% ‘a?afteg % the - za

ndPoduating.cirgyit 46, apshsunpliedktadhe microsograuter chlitbeng the
process proceeds to step $106. Then, in steps 5106 to $108, error check
tismgeridrnred: icdheckddetatimgay witbther ihve pabkes Sappied fromt tha
demodulating circuit 16 to the microc mputeé; 11 (hereinafter referred to
%%e%l

the , Limaqity BRrked) ARs ahi&rée HEAIRPTn 51658308, the
JRicigeqmputer; 11 tefers, tq the packet length (Fig. 5) of the received

packet and determines whether the received packet has an error based
on theepadkst lehgtimikrespopsetpackét tosthe eortninand papket.od of
transmitted by the, rea,derlwritéa; 1ticr}1 sstggg:%gZ Qggsa% gxg:?gtleidsg%%%[s
qgﬁaﬁLseveral millisecon

in accordance with the application of the IC card system
(e.g., an automatic ticket gate) or a command included in
the command packet. Alternatively, the timecut periocd can
be fixed to a predetermined pericd.

After the timer 18 starts counting the timeout pericd
in step 8103, the process proceeds to step 8104, where the
microcomputer 11 refers to the time counted by the timer 18
in order to check {determine) whether the timecut period has
elapsed.

If it is determined in step 8104 that the timeout
perlod has not eglapsed, the process proceeds to step S105,
where the microcomputer 11 determines whether a packet has
bean received from the outside., If 1t is determined in step
8105 that no packet has been received, the process returns
to step S104 and the same steps are repeated.

If it is determined in step 5105 that a packet has been

received, that ls, 1if an externally transmitted packet has

been received by the antenna 15, demodulated by the
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More specifically, for example, a response packet to a command packet
including a read command to request reading data includes the data that
is read in accordance with the read command, so that the length of the
response packet is long to some extent. On the other hand, a response
packet to a command packet including a write command to request
writing data does not include the data used in the case of the read
command, so that the length of the response packet is short. Therefore,

the length of the response packet to the command packet including a
ﬂd@&ﬁﬁ’r&% i &pedtetto FEYoRYRB S0 e BX e WHSTERETRE1ERGth

ﬁf,thEH@EBQQé@s@S’ L4Q the copapagdnacketincluding awile sioeg

command is expected to be short, in step $106, it is determined whether
tthegbtejvert packehbag ars eprer tmseskion wheikekthidemiredgppcket
has the packet length expected for the response packet to the command

PRI AR PATGRISERPLERSIE9™1 18 RABAAE PGt ST86thal
daepeciued aagksLbas an euprbased.on ihe pagkellenglh Jherpol. hat

IS, it the pa e received packet is different from the packet
dengthrexpeeteickfor the seaponsepacket to the command packet
transmitted in step $102, the microcomputer 11 abandons the received

packéPeretdfit ol Btep $10u%knd tBAUNGES B CFERRIREHRS the HiRidEAS
tDoer£%de packet length (Flg. 5) of the received packet and

determines whether the received packet has an error based on
the packet length.

A response packet to the command packet transmitted by
the reader/writer 1 in step 8102 has an expected packet
length.

More specifically, for example, a responge packet to a
command packet including a read command to request reading
data includes the data that is read in accordance with the
read command, o that the length of the response packet is
long to some extent. On the other hand, & response packet
to a command packet including a write command to reguest
writing data does not lnclude the data used in the case of
the read command, sc that the length of the response packet
is short.

Therefore, the length of the response packet to the
command packet including a read command iz expected to be

long to some extent, whereas the length of the response
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has elapsed. That is, if the received packet received within the timeout
period has an error, the microcomputer 11 does not perform
retransmission (described below). In other words, the microcomputer 11
does not retransmit the command packet but continues to check whether
the timeout period has elapsed. If it is determined in step 5106 that the
received packet does not have an error based on the packet length, that
is, if the received packet has the packet length expected for the response
packet to the command packet transmitted in step 5102, the%r $
fers™to

E”BFdi%%dEQOQIEpW*F“gO PRrdieh ST6F N %idotonsutsP

%Ee@@%'&ettBhE‘ék cpde(Fig. 5) of the received packet and determines
ether the received packet has an error based on the packet check

codeIff isisgeteimined in stepibtezthatthestecdived tﬂnﬁckmdwis:fad error
based on the packet check code of the received packet, th

PRTMBEORTIUER 19540740 867E th&PedITER® patkE: SRR RESkES Pas
t§104a%51%tt.h 2 %r o0 gedonheler fas YmeoyRariad BaSche

e e recelved packet that Is received within the
aﬂiﬂﬁ@ﬂﬁp@ﬂ@ddﬁ:ﬁ&ﬁltermr thremiatocerpiterstkrd & Aot retransmit
the command packet but continues to check whether the timeout period
has eldpddd is determined in step $106 that the received
packet has an error based on the packet length thereof, that
is, if the packet length of the received packet is different
from the packet length expected for the response packet to
the command packet transmitted in step 8102, the
microcomputer 11 abandons the received packet to return teo
step 5104 and continues to check whether the timeout period
has elapsed.

That is, if the received packet received within the
timeout period has an error, the microcomputer 1l does not
perform retransmission (described below), In othex words,
the mierocomputer 11 does not retransmit the command packet
but continues to check whether the timeout perieod has
elapsed.

If it is determined in step 8106 that the received
packet does not have an error based on the packet length,
that 18, if the received packet has the packet length

expected for the response packet to the command packet

transmitted in step §102, the process proceeds to step 8107.
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If it is determined in step 5107 that the received packet does not have an
error based on the packet check code, the process.proceeds to step
S108, where the microcomputer 11 refers to the command
code/response code (Fig. 5) of the received packet so as to determine
whether the received packet has an error based on the command
code/response code. If it is determined in step 5108 that the received
packet has an error based on the command code/response code of the

SRS Bt B ke connand coleesparco il

receivéd packét doés ot ma re

dhedespense ragketsy We eaurpand Packebiansmited RsteRmidds the
- 31 microcomputer 11 abandons the received packet and returns to step

wbEGRezndlvorieoes tedookwhelles the teneout pesed bas thepgetket
E%aa‘is, if the received packet received within the timeout period has an
“EftSr the fcrocomputer 11 does not retransmit the command packet but

contipues {0 chegkwhaihessthe.timeaut pesipd has elapsed, Qn Jag other

hand, if it is determined in step $108 that the received packet does not
Phske anhasorhasedan thes ednomatitec géekespaitse: Rodedthat is tihithe
comma%d code/response code of the received packet matches the

TREPOTES BOFE Hhat iS5 JRtER ORI RS pohsRIFRARR R0 Hife E&TRIIRE
pg?:%lé%t tansmited fystep %JCQE’ %@OQ'}OC%ﬁ _then continues to check

whether the timeout pericd has elapsead,

In other words, if the received packet that is recelved
within the timeout pericd has an error, the microcomputer 11
does not retransmit the command packet but continues to
check whether the timeout period has elapsed.

If it is determined in step 5107 that the received
packet does not have an error based on the packet check code,
the process.proceeds to step 5108, where the microcomputer
11l refers toc the command code/response code (Fig, 5) of the
raceived packet so as to determine whether the received
packet has an error based on the command code/response code.

If it is determined in step 8108 that the received
packet has an error based on the command code/respense code
of the received packet, that is, 1f the command
code/response code of the recelved packet does not match the
response code that ls expected for the response packet to

the command packet transmitted in step 85102, the



proceeds to step 5109, where the microcomputer 11 determines that the
received packet is a correct response packet to the command packet
transmitted in step 5102 and performs a process in accordance with the
response packet, and then the process ends. For example, assume that
the IC card 3 has a function of a pass, that the command packet
transmitted in step S102 includes a read command to request reading
data about the period of validity and the available zone of the pass, and
that a correct response packet including the data about the period of

miadickitycanh te' aVailablensmeof ife pASEIEREhHE *GNAIN AP As S ST &
packet to the command, packet, In - 32 th heymic t
%k%j\%ﬁ etﬁé’rdthcéaﬁltl HEE £O e Rec NG IS MBI CRAGRITRL I 2L o

erlo dity and the available zone of the pass
e r&@ageggsponse to the response packet. On the other hand, if it is
determined in step S104 that the timeout period has elapsed, that is, if

the rmicadcdmputdr TheourFaoVRENE FeSorFEQTEEpENnYe Pridkethne
(without error) within the timeout perjod, the process proceeds e
B Wih SRFtHRENTI@D B REF T 1 F%‘t?aﬁs%r(ﬁpﬁg ﬁe%g%nﬁr%aﬁg ggg%tet%%%t

%%?gﬂ&ﬁﬂttﬁﬂéné&%a%@%a@%ﬁh%&h%@m@.%ghd& Thatls, inetepr
110, steps 5101 to 5110 of the flowchart shown in Fig. 6 are recursively
vesformesh o thatitie temnedsg padket is retransmitted.

On the other hand, if it is determined in step S108
that the received packet does not have an error baged on the
command code/response code, that is, if the command
code/response code of the received packet matches the
response code that is expected for the response packet to
the command packet transmitted in step 8102, the process
proceeds to step $109, where the microcomputer 11 determines
that the received packet is a correct response packet to the
cormand packet transmitted in step 5102 and performe a
process in accordance with the response packet, and then the
process ends,

For example, assume that the IC card 3 has & fungticn
of & pass, that the command packet transmitted in step 5102
includes a read command to request reading data about the
period of validity and the available zone of the pass, and
that a correct respbnse packet ineluding the data about the

period of validity and the availlable zone of the pass can be

obtalned as a response packet to the command packet. In
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As described above, if the received packet that is received within the
timeout period has an error, the reader/writer 1 does not retransmit the
command packet but continues to check whether the timeout period has
elapsed. That is, before the timeout occurs, the reader/writer 1 does not
retransmit the command packet even if the received packet has an error,
but waits for receiving a packet in a reception waiting state. If the
received packet that is received within the timeout period does not have
an error, the reader/writer 1 re%ards the received pﬁ%(et as_a correct

768h0ASE Packet S BTN ackel 2 PelBRTRY priteL®Hio? ©F
AEroidages JN e (RARASN BackRl, The eadaiauitede Fane in

retransniits the command packet only after the timeout period has

RlapsedeT herefpee, mumvif anaihekesader/writer is placed close to the
reader/writer 1, the reader/writer 1 can communicate with the IC car

3
held PRrébFeWARE Saptressing the 8ifEerGFteREreliteSCAlset BY the
ghoiner feadormiier as desgiged elgyanii elerence ke Fige, 7 and

LIMEO1t. =]
aderwnter T does hot retransmit tHe command packet

Hmedistelyafteridetesting atverres ik thereceived epacketspuhse packet
retransmits the command packet only after the timeout period has

Bl Ssn A GBI I L e Rre RN EF R MEN BRSSO (FRIRARIARERA) of
e Samand RACKS!SH96°3368: AR oL WIBRJNRAE GAYd 31s held
retransmits the command packet that was transmitted in step
5102, and then the process ends.

That is, in step S110, steps $101 to S110 of the
flowchart shown in Flg. 6 are recursively performed, so that
the command packet is retransmitted.

As described above, if the received packet that is
received within the timeout period has an error, the
reader/writer 1 does not retransmit the command packet but
continues to check whether the timeout period has elapsed.
That is, befors the timeout occurs, the reader/writer 1 does
not retransmit the command packet even if the received
packet has an ervor, but waits for recelving a packet in a
reception walting state. If the received packet that is
received within the timeout period does not have an error,
the reader/writer 1 regards the received packet as a correct
response pécket to the command packet and performs a process

in accordance with the response packet. The reader/writer 1
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another reader/writer that is placed close to the reader/writer 1,
interference of the communication between the another reader/writer and
the IC card 3, which is caused by frequent retransmission of the
command packet by the reader/writer 1, can be suppressed. Next, the
operations of the reader/writer 1, the IC card 3, and another reader/writer
performed when the IC card 3 is held over the reader/writer 1 in a
condition where the another reader/writer is placed close to the

JERASHMIIEL 1. Ate denaiRad il Leraignce o Fgs 4 gnd g He anaihey;

reader/writer has the same configuration at of the rea

Iehoven ip fag 4. ShelrisSiotae opesatidirs efitheneadasiueterd; 1hedCis
card 3, and the another reader/writer performed when the reader/writer 1

R RSO BErezhoRiRe prEd oM ReqCl cafd 8 waladneresidewithincan
C;Qe t{m Q %Qe{viggharg geferiggggvigﬁ }rleffren e to Figé 7. iﬂ Fig. 7, the
3 i R LT

reader/writer 1 transmits a command packet gaco and code

DAL SePE2 L EaoR, §F SIoN S182: dhrEeaderiwienl 8RN Snother

counting the timeout period so as to enter a reception waiting state,
NeaRsY/ 4Es g #racthedetpefsbouie vithe repenebcpatkettothe 7
59 |g1:31nd packet having the command code 0x10 is Oxll, the
reader/writer 1 waits for receiving a response packet having a response

code P Ox3daNBILCERHON does not retransmit the command
packet immediztely after detecting an error in the receivad
packet, but retransmits the command packet only after the
timeout period has elapsed. Accordingly, the freguency of
transmission (retransmission) of the command packet
decreases. As a result, when the IC card 3 is held over
another reader/writer that is placed clese to the
reader/writer 1, interference of the communication between
the another reader/writer and the IC card 3, which is caused
by freguent retransmission of the command packet by the
reader/writer 1, can be suppressed,

Next, the operatiocns of the reader/writer 1, the IC
card 3, and another reader/writer performed when the IC card
3 is held over the reader/writer 1 in a condition where the
another reader/writer is placed close to the reader/writer 1
are described with reference to Figs. 7 and 8.

The another reader/writer has the same configuration as

that of the reader/writer 1 shown in Fig. 4.
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waiting state in step 5122. In step 5131, the IC card 3 receives the
command packet P1 having the command code 0x10 from the
reader/writer 1 and starts a process in accordance with the command
packet P. On the other hand, the another reader/writer is performing
polling to detect that an IC card is held thereover (that an IC card exists at
a nearby position). Specifically, the another reader/writer periodically
transmits a command packet having a command code of 0x80. In Fig. 7,

the another reader/writer transmits a commaréd Ptzcke}:Pl' av'r}jgea
comrRARG BodEhst OR8T # L8817 PGS RAT thE anSther feader/writer

periodically 5 35 ransis.2 emmarpacksl ypias dhedommandaode

%807 T er/writer 1 receives the packet P1' from the another
JeagderWriterkrstepai28afarbe secepom swajtrekstaté seant&den Sep

S122. The packet P1' from the another reader/writer iséaS og}rngand
ogarsked hawitl R EERTABNYICTHEOEE, didROHGt BeFesp

nse packet to

the compmand,packet 21 exggctgg tgit%e received by the reader/writer 1,
dRaFR B dk e T '

aving -t ' OXi

g theresponse code Oxil. Therefore, the

readefiyriter ] deterpingsshatihe-paeket Pt reecaiids ik stapr$argd has

an error and abandons the packet P1'. Further, since the tlrﬁggﬁ pe,f'od
t

freskedt 2y dlapied, thepRadafvarsel orftmtesid G eott="
fgrgge(gnglrgﬂapggg vggg@e%/writer 1 starts counting the
timeout period so as to enter a reception walting state.

Herein, assuming that the response zode of the response
packet to the command packet having the command code Ox10 is
Dx11, the reader/writer 1 waits for receliving a response
packet having a response code of 0x11 in the reception
walting state in step 8§122.

Tn step 5131, the IC card 3 receives the command packet
P, having the command code Ox10 from the reader/writer 1 and
starts a process in accordance with the command packet Pq.

on the other hand, the another readex/writer is
performing polling to detect that an IC card is held
thareover (that an IC card exists at a nearby position),
gspecifically, the anotheyr reader/writer periodically
transmits a command packet having a command code of 0xB80.

In Fig. 7, the another reader/writex transmits &

command pscket Pi' having a comnand code of 0x80 in step

6141. After that, the another reader/writer periodically
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state). Then, in step $142, the another reader/writer transmits a
command packet P2' having a command code of OxSO. in step 8124, the
reader/writer 1 receives the packet P2' from the another reader/writer. As
the packet P1', which was previously received by the reader/writer 1 (in
step $123), the packet P2' from the another reader/writer is a command
packet having the command code OxSO and is not a packet having the
response code Oxll expected to be received by the reader/writer 1.

Therefqre, the reader/writer. 1 determjnes that the packet P2 received in
SRR B STORES BB G AR o1 iR, SHERTRG 5ae Rl
periogiasalast alapsed. the-@aderawiternd coptiares,to ot thRe
timeout period (and the reception waiting state). On the other hand, the

d@ataelr3 ceadsetorrthtesprdeesstép a8t anteawithithersorspianahpacket
P; from the reader/writer 1 and then trgg mits a packet P2 having a

Hashohte TeRieSofOXM a TBsF5fEe Phtket to the command packet P1
in stepal3g ALie lime, e aderiuiiar] ISCUING & fingout
period and is in the réception waiting state, and thus receives the packet
Rufrom the ¢Cedardadrimgteph8128mkhrdackidd Fx oM thelICcardi3 s a
response packet havin% gge égrsngggg coggkgéil gnc.la Ls gcpgé:get éo gg
LRERRRGE PaCkEL tO P 1 exp T

received by the reader/writer 1, that is, & packet having
the response code (xll., Therefore, the reader/writer 1
determines that the packet P,' received in step 8123 has an
error and azbandons the packet Plgf Further, since the
timeout period hag not yet alapseé, the reader/writer 1
continues to count the timecut period (and reception walting
state) .

Then, in step 8142, the another reader/writer transmits
a command packet P’ having a command code of (x80. In step
8124, the reader/writer 1 receives the packet P,' from the
another reader/writer,

As the packet P,', whilch was previously received by the
reader/writer 1 (in step §123), the packet P’ from the
another reader/writer is a command packet having the command
code Ox80 and is not a packet having the response code Oxll
expected to be received by the reader/writer 1, Therefore,

the reader/writer 1 determines that the packet P,' received

in step 8124 has an error and abandons it. Then, since the
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by (expected by) the reader/writer 1. Therefore, the reader/writer 1
determines that the packet P2 received in step $125 is a correct response
packet without error, ends counting the timeout period, and performs a
process in accordance with the response packet P2. As described above,
within the timeout period, the reader/writer 1 does not retransmit the
command packet and waits for receiving a packet even if the received
packet has an error. When receiving a packet having no error, the
reader/writer 1 determines that the_received packet having no error.is a

EAREL T RPBHEE PRketT5 tHE ToRhiRR sadkt ARATEH IS & Drbcess
dprAcGaIdance with fhe 1esPanse.aven il aaotheipasket Fesaperbin the

timeout period has an error. Therefore, unlike in the case shown in Fig. 2
wybetethes teomamand packet is retransmitted upon detection of an error in
a received packet, the reception of a respaonse packet from the IC card 3

by thETekABr/AhEr 158 16ks fEly 16 BB Ifterrer SR At i isi  6F
i@e%%pégan t%Qa%l{%gt NeXt. H'b?nﬁg%a%&ftthﬁ reqder/wier 1, the IC

car e another reader/writer performed when the reader/writer 1
QR feeeivera regpdns@ rackerfram the # paakkd heyd theroayex

within the timeout period are described with reference to Fig. S. In Fig. 8,
nfeARBRRAANRr 2rdshitd BoffAgEAGeS Packet to the command

packet P; in step 8132,

At this time, the reader/writer 1 is counting the
timeout period and is in the reception walting state, and
thus receives the packet P, from the IC card 3 in step 8125,

The packet P, from the IC card 3 is a response packet
having the respond code 0x1l and is a packet to be received
by (expected by) the reader/writer 1. Therefore, the
reader/writer 1 determines that the packet P, received in
step 8125 is a correct response packet without error, ends
counting the timeout period, and performs & process in
ascordance with the response packet Py,

As described above, within the timecut period, the
reader/writer 1 deoes not retransmit the command packet and
waits for receiving a packet even if the received packet has
an error. When receiving a packet having no error, the
reader/writer 1 determines that the recelved packet having
no error is a correct response packet to the command packet

and performs a process in accordance with the response even
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packet P1 having a command code of 0x10 in step 5151. Then, the
process proceeds to step 5152, where the reader/writer 1 starts counting
the timeout period and enters a reception waiting state. That is, as in step
S122 shown in Fig, 7, the reader/writer 1 enters a reception waiting state
to wait for receiving a response packet to the command packet having the
command code OxIO, that is, a response packet having a respond code
of Oxil. In step 5161, the IC card 3 receives the command packet P1
having the command code OxIO transmitted by the reader/writer 1 and
EfaRsetpe RETH M CoraaATE Wit tHe 88 RPN ® HacRet PA® Githe
&@e& t]and, the another reader/writer periodically transmits a command
pacﬁet having a command code of 0x80, as in the case shown in Fig. 7.

zn Figea the snofhennsader{writerelraasmits iowommantbpacketidt'e the
having the command code 0x80 in step 5171. After that, the another

ronus I rrecpeiiodiealy LRaTHTIE t8 @ OMRABNE P Ket Pravitfy fife eTTor

ommand code. 0x80. The re de;/write 1 receives the et P1'f the
:gﬁo?hgﬁ%%erﬂ/vﬁt%ﬁﬁ Ktes BA5TSREr tjhcénre%gp%oﬁe #a%f%lr%ge s?aat%%rgrted

#r sier-8452c ThepRackel P kfeomdigeanatherader/writerds al Dosipand
packet having the command code 0x80 and is not a
be interfered by retransmission of the command packet,

Next, the operations of the reader/writer 1, the IC
card 3, and the another reader/writer performed when the
reader/writer 1 cannot receive a response packet from the IC
¢ard 3 held thereover within the timeout period are
described with reference to Fig. 8.

In Fig., 8, the readesr/writer 1 transmit:z a command
packet P; having a command code of 0x10 in step 5151. Then,
the process proceeds to step 5152, where the reader/writer 1
starts counting the timeout period and enters a reception
waiting stats.,

That is, as in step 3122 shown in Fig. 7, the
reader/writer 1 enters a reception waiting state to wait for
receiving a response packet to the command packet having the
command code 0x10, that is, a response packet having a
raspond code of 0xil,

In step S161, the IC card 3 receives the command packet

P; having the command code 0x10 transmitted by the

reader/writer 1 and starte a process in accordance with the

- 38 -



packet having a response code of 0x11 that is expected to be received by
the reader/writer 1. Therefore, the reader/writer 1 determines that the
packet P1' received in step 5153 has an error and abandons the packet
P1'. Further, since the timeout period has not yet elapsed, the
reader/writer 1 continues to count the timeout period (and the reception
waiting state). Then, in step 5172, the another reader/writer transmits a
command packet P2T having the command code 0x80. In step 5159, the
Jﬁ’ﬁ‘gg‘/ riter 1er;§c§ives the packet P2' from the another reader/writer. As
the pac éﬁgf which was previously received by the - 39 reader/writer 1

(in step Stha)othe pabkeld) 2 tihemstnec ianother tRadaryiier is not a
packet having a response code of Ox11 expected to be received by the
Rendeddadbi . CTRERIS S the FoBienfviier tedethAvikes thareneyutket
P2' received, in step 6154 has an errar and abandons it. Then, since the
?r%goaf p%e?i%)@héasé) not yée%theela%asg : the wr%ald%rg\lirﬁér i'continues to count

the timeast perind (il dheraeentieaawaiiing state) cQar-ihe etheg hand,
the IC card 3 completes the process in accordance with the command

earshend® PaORe thé s fedderindtethie Hromamdstep®162:Hie 16 cdrep3 8171,
ke B e 2 TR e 2L OHL 858 P
a cormand packet having the command code 0x80,

The reader/writer 1 receives the packet P’ from the
another reader/writer in step 85153 after the reception
waiting state started in step 8152.

The packet P,' from the another reader/wrliter is &
command packet having the command code %80 and i= not a
packet having a response code of (Oxll that is expected to be
received by the reader/writer 1. Therefore, the
reader/writer 1 determines that the packet Py' received in
step 8153 has &n error and abandens the packet P;'. Further,
gince the timeout period has not yet elapsed, the
reader/writer 1 continues to count the timesout period (and
the reception waiting state).

Then, in step 8172, the sanother reader/writer transmits
& command packet P,' having the command code 0x8C. In step
8154, the reader/writer 1 receives the packet P,' from the

another reader/writer,

As the packet P;', which was previously received by the
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that the packet P2 is transmitted at the same time when the reader/writer
1 is receiving the packet P2' from the another reader/writer in step $154
and that the reader/writer 1 cannot receive the packet P2 from the IC card
3. In this case, the IC card 3 transmitted the response packet P2 to the
command packet P1 in step 5162, and thus does not retransmit the
response packet P2. On the other hand, the reader/writer | is waiting for
receiving a response packet to the command packet P. However, the IC
card 3 has already transmitted the response packet P2 to the command

graker Pyriirstep 5162) BirPdSed ot rehanEAfitiHe FasporS® phtRet P2.
grcapdipdy e A9 meou perlpd clagses vl ey adayiliRgd coce

receive the response packet to' the command packet P1. After the

dimequtiperiod bascelepsed, the-eaaat/wijtet hk reyassmitarthieecormmand
packet in step 5155. That is, the reader/writer 1 transmits a command

Taeket PBeas BhsacieadRavinGithRT ImART BEAE DX THEORC RAFKSE

receives the command packet,P3 from the reader/writer 1 i p;R163.
i SR EECart3 PO S b Ffoes e e

n.errorn 81’1 %’h
S a process In accordance wit

Preket B3aRd dranSmiis sureshonsspasketio theaaommanbpackelP3.

As described above, the reader/writer 1 retransmits the command packet
oahdaftéwie mdoreriownas e ssadt ThBrefoiBchuguepriod (and

retransmission of the command tJ'oa)cket can
the reception waiting state).

On the other hand, the IC card 3 bompletes the process
in accordance with the command packet P, from the
reader/writer 1. Then, in step 5162, the IC card 3
transmits a packet P, having a response code of 0x1l as a
response packet to the command packet F,. Herein, assume
that the packet P, is transmitted at the same time when the
reader/writer 1 is receiving the packet P;' from the another
reader/writer in step $154 and that the reader/wziter 1
cannot receive the packet P, from the IC card 3.

In this case, the IC card 3 transmitted the response
packet P, to the command packet P, in step 5162, and thus
does not retransmit the response packet Pp.

On the other hand, the reader/writer 1 is walting for
receiving a response packet to the command packet P,,
However, the IC card 3 has already transmitted the response
packet P, to the command packet P; {in step 5162} and does

not retransmit the response packet Py, Accordingly, the
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be prevented. Further, even if the reader/writer 1 fails to receive a
response packet from the IC card 3 for some reason, the reader/writer 1
can receive the response packet from the IC card 3 by retransmitting the
command packet after the timeout period has elapsed. In the flowchart
shown in Fig. 6, whether the received packet has an error is determined
based on the packet length (data length), the packet check code (code for
checking an error), and the command code/response code (code

indicating the type of the received packet) of the yeceived packet.
ERTR Al B F W (REPRAS FodBEE p%b e ?ﬁé ¥ gsnnot

YFbF Ban. bE
Aeterminedhasedonnthe spauence: D 4hig- Rhefdhe -ghlokeeeived

packet. In the flowg%rt shown in Fig. 6, whether the received packet has
an ermf e detbemintosop tefeenrigdo the palbipsddngtthehe eedkel ehetkr

code, and the command/response code of the receive%pacgkr%in gﬂs N
brd&FIFORRYER, (FRESHRUTRAGEE T pabieét e ck'colte, ditfthe 57 ©7°

sommandiresppnseGade ugy be refaneddodn another ogder,sg asido:

determine whether the received packet has an error. The process shown
iz thegovichasbafinkigl Geale béx pétformed by allowing the microcomputer
11 to execute a pro[?éam or by usirﬁ%dedicated hardware. As described

(=]

abovelefbfe #fe Smedif GeLURe the® rEAHBERT ISR HBE s FotretFari it
:t:%%ggwméggﬁaﬁk%%evse@ap 8163. '™en, the IC card 3 performs

a process in accordance with the command packet Py and
transmits & response packet to the command packet Pj.

As described above, the reader/writer I retransmits the
command packet only after the timeout period has elapsed.
Therefore, frequent retransmission of the command packet can
be prevented. Further, even if the reader/writer 1 fails to
recelve & response packet from the IC card 3 for some reason,
the reader/writer 1 can receive the response packet from the
IC card 3 by retransmitting the command packet after the
timeout period has elapsed.

In the flowchart shown in Flg. 6, whether the received
packet has an error is determined based on the packet length
{data length), the packet check code {code for checking an
error}, and the command code/response code‘(code indicating
the type of the received packet) of the received packet.
Alternatively, whether the received packet has an error can

mwe determined based on the sequence ID (Fig. 5} of the
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if the received packet has an error but waits for receiving a packet in the
reception waiting state. If the packet received within the timeout period
does not have an error, the reader/writer 1 determines that the received
packet is a correct response packet to the command packet and performs
a process in accordance with the response packet. The reader/writer 1
retransmits the command packet only after the timeout period has
elapsed. Therefore, compared to the case shown in Figs. 2 and 3 where
the com@andﬁ&ae ket is retransmitted upon detection of an error in the

et

recéived p%% he command packet is retransmitted less frequently.

As a msuihevendiaithesaawronment whese thedhdeadgewriell isd
close to another reader/writer and interference therebetween occurs, the

reader/wWraer zrover rahidls thils 1@ tatd Sdsthedafarcdman dricateewithcthet
IC card 3 by suppressing an effect of intefference. The process of
|GG R SRoSB AT patRatupbF deBR O A CrARRRRg code
geceivedripackeldthe pragass Perforgesd Ry the raadey/ysiterpdesctibed
with reference to Figs. 1 to 3) can be easily changed to the process of not

Tetransmitting thecdsrnneind packde evendf theeeveivech packed basamode

error and waiting for receiving a packet in a reception waiting state before
R tﬁﬁegﬁtfgfﬁ%‘g, F@g&l’biﬁé%thget’écgmedrpi&&sag:ﬁ &?%Wé&ﬁonse

'&%‘gﬁép the cumang pﬁ,‘gg%@ngygrf&m&@g &rocess in accordance
" The proceas shown in the flowchart of Fig, 6 can be
performed by allowing the microcomputer 11 to execute a
program or by using dedicated hardware,

as described above, before tha timeoub occurs, the
reader/writer 1 does not retransmit the command packet even
1f the received packet has an error but waits for receiving
& packet in the reception waiting state. If the packet
received within the timeout period does not have an error,
the reader/writer 1 determines that the received packet ig a
correct respense packet to the command packet and performs a
process in accordance with the response packet. The
reader/writer 1 retransmits the command packet only after
the timeout period has elapsed. Therefore, compared to the
cage shown in Figs., 2 antl 3 where the command packet is
retransmitted upon detection of an error in the received

packet, the command packet is retransmitted less frequently.

As & resgult, even under the auvironment where the
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.the response packet if the packet received within the timeout period does
not have an error, and retransmitting the command packet only after the
timeout period has elapsed (the process performed by the reader/writer
1), by changing part of the program executed by the microcomputer 11
without adding new hardware. Therefore, even if the reader/writer 1 is
under an environment of causing interference between the reader/writer
1 and another reader/writer, that is, even if the reader/writer 1 is placed

as19pnether readerwiiter, the Jeadruwrier L can,gasily capmunicate

with the IC card 3. 43 As a result, the reader/writer 1 can be set while
lintsicfenendietveensthetreaste r vadter 4, antt @anodzele réadetariter isrex
hardly considered. Since the setting condition is less severe than in the

Whdh B vEFiotR* Costsli qifiredl frSe CHBTERHER/ Itk ArcatipelC card
7ed CS%@&&@%&“%ﬁ?%‘%‘%%’{“%{]fl:E’é@&%é?%% arious environments

and the 1C card system including the reader/writer I can be used for

variogsiapplicatiens ofs teseahedialave; the écadaruritehd Sadtbapon
configured without adding new hardware, so that an increase in the cost
WriRShbREEAngtheTeadeiritse 1 kerrhE s BReketd { FistrrosRRe

ﬁQ%éé%HQE”E§p%S%??ééﬁg?ﬁégygg9'§$%eacrinad with reference to

Figs. 1 to 3) can be easily changed to the process of not
retransmitting the command packet even if the received
packet has an error and waiting for receilving 2 packet in a
recepticn walting state hefore the timecut occurs, regarding
the recelved packet as a correct response packet to the
command packet and performing a2 process 1ln accordance with
the response packet if the packet recelved within the
timeout peried does not have an error, and retransmitting
the command packet only after the timeout period has elapsed
(the process performed by the reader/writer 1), by changing
part of the program executed by the microcomputer 11 without
adding new hardware.

Therefore, even if the reader/writer 1 is under an
envirenment of causing interference between the
reader/writer 1 and another reader/writer, that is, even if
the reader/writer 1 is placed close to another reader/writer,
the reader/writer 1 can easily communicate with the IC card

3'

- 43 -



frequently, interference of the communication between another
reader/writer close to the reader/writer 1 and the IC card 3 caused by
retransmission of the command packet by the reader/writer 1 occurs less
frequently. Also, interference of the communication between the
reader/writer 1 and the IC card 3 caused by retransmission of the
command packet by another reader/writer close to the reader/writer 1
occurs less frequently. As a result, the communication performance

pewggndhedeadelvaller 20.0e A et:3 1(regpoBablily ofilie L card
3) is improved, so that the “substantial communication speed can be

imosedeeckriaw thert wirce e corsmandwacket id refmanamditediess - 44
frequently, the power consumption in the reader/writer 1 can be reduced.

TPREHSEHREI e PRESEN IRVBRESR TS AppliSdH6IENRE BaEF EPStem

cBag estdescringrlaboye, [heresent gg\éeéﬁa%@gagr@so‘paerqggléed to

a system of performing noncontact communication (wirefess

ceemynyaigatiosy stichsas athwreleggday systeme. I this specificaiiogqthe
processing steps describing the program allowing the computer (the CPU

Fux Ahéfhe LRfICARBAGEUIET B Role)etutb % af@lisisrocesses heed not
st me e s g daedn e
rBatalle) PEAsRssing @En be used for various applications.

As descoribed akeove, the reader/writer 1 can be
configured without adding new hardware, s¢ that an increase
in the cost of manufacturing the reader/writer 1 can be
suppressed.

Further, since the command packet is retransmitted less
frequently, interference of the communication between
another reader/writer close to the reader/writer 1 and the
IC card 3 caused by retransmission of the command packet by
the reader/writer 1 occurs less frequently, Also,
interference of the communication betwean the readér/writer
1 and the IC card 3 ¢aused by retransmission of the command
packet by another reader/writer close to the reader/writer 1
otcurs less frequently. As a result, the communication
performance between the reader/writer and the IC card 3
{responsibility of the IC card 3) is improved, so that the

substantial communication speed can be increased.

Further, since the command packet is retransmitted less
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processing by an object). The program can be processed by a computer
or can be processed by a plurality of computers in a distributed manner.
It should be understood by those skilled in the art that various
modifications, combinations, sub-combinations and alterations may occur
depending on design requirements and other factors insofar as they are
within the scope of the appended claims or the equivalents thereof. - 95
WHAT IS CLAIMED IS: 1. A communication apparatus performing

fGUDINYEation D @ noncopiact MApRer, qcz{n@ﬂgingégragémié§i9&c<;nté%
means for transmitfing a command; timeout period checking means for
kehedddngedhether a timeout period during which a response to the

command is waited for has elapsed; retransmission control means for

retraﬂ@ﬁlitﬁﬁ%h@h%ﬁw n&fd W%‘ﬂ%r YRt RR de'jfkﬂf’ﬁ&é@aﬁ%&?"e
1R eheg 00meRgs fgagneagygrwﬂsw% a&a.fecgwgdgm pghe

timeout pe lod has an error; an processing means 1or regarding the data

ireeeiMadiitin Wesimpeukpelioekns.a GOrEses fasPIse&e hewommand
if the data does not have an error and performing a process in
NEECGIHEREE WRATIHG oS 5crde, WhHERIRSH tROWBER Feadilen witlnctheas &

JIPEQULRELOY oy stem.

In this specification, the processing steps describing
the program allowing the computer (the CPU 11A of the
microcomputer 11) to sxecute various proc¢esges need not
always be performed in time series in the order described in
the flowchart, but can be performed in parallel or
individually (e.g., including parallel processing or
procesgsing by an object).

The program can be processed by & computer or can be
processed by a plurality of computers in a distributed
manner.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements
and other factors insofar as they are within the zcope of

the appended claims or the squivalents thersof,
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has an error, the retransmission control means does not retransmit the
command and the timeout period checking means continues to check
whether the timeout period has elapsed. 2. The communication apparatus
according to Claim 1, wherein the received data includes a data length of
the received data, an error checking code, or a code indicating the type
of the received data, and - 46 wherein the error checking means checks
whether the received data has an error based on the data length, the

WHARQr EE%E@W%S"J the code indicating the type of the received data.
3. A communication method for a communication apparatus performing

communication in a noncontact manner, the communication method
comprising the steps of: controlling transmission to transmit a command;
checRing WhEfEHB HiRfdol ¥ etRIE d&fHG ARER A eBHORSE I MEation

i%orynﬂ%rﬁg% %\é@étgdrggﬁ 25 elggﬁgg' gg%ﬁglling retransmission to

retransmit the command™ ohly aftér the tiheout period has elapsed:;

checlgpgrsheer slatadgeeyecnuihin thextimeoirpernahbas arRroRd ;
and regarding the data received within the timeout period as a correct

respdrd /1 th P EERPRaRSFRENGafitddds For KARCAARSrothgider a
RFHRININAR PLACERS MhacrRIdance WD NSO command is
walted for has elapsed;

retransmission control means for retransmitting the
command enly after the timeout period has elapsed;

grror checking means for checking whether data received
within the timeout pericd hasz an error; and

processaing meansz for regarding the data received within
the timeout period &s a correct responge to the command if
the data does not have an error and perfeorming a process in
accordance with the responsge,

wherein, if the data received within the timeout period
has an error, the retransmission control means does not
retransmit the command and the timeout periocd checking means

continues to check whether the timeout period has elapsed.

2. The communication apparatus according to Claim 1,
wherein the received data includes a data length of the
received data, an erxor checking code, or a code indicating

the type of the recelved data, and
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wherein, if the data received within the timeout period has an error, the
command is not retransmitted in the retransmission control step, and
checking whether the timeout period has elapsed is continued in the
timeout period checking step. 47 4. A program enabling a computer that
controls a communication apparatus performing communication in a
noncontact manner to execute the steps of: controlling transmission to
transmit a command; checking whether a timeout period during which a
response to the command is waited for has elapsed; controlling

retrartdp§iseish wt@t%ﬁﬁit%ﬁ@mm%wsﬁ@#whﬁré&ﬁ pfé?_re)d
25.8'ap3ed; chegking.whether data regejved withinthe tgout, period

as an error; and regarding the data received within the timeout period as
@reorech@sphnsededbe comomnd fdbe dala coesaot haveygz esdrehe
and performing a process in accordance with the response, wherein, if
¥Re eibtadebaiv®d within the timeout period has an error, the command is
not retransmitted in the retransmission control step, and checking
whether the timeout period has elapsed is continued in the timeout

periods chegkingheien: Sz ALeoMmaAutNeation AppaeiinPAtarming
communication
apparatus performing communication in a noncontact manner,
the communication method comprising the steps of:

gontrolling transmission to transmit a command;

checking whether a timeout psriod during which a
response to the command is waited for has elapsed;

controlling retranamisgsion to retransmit the command
only after the timeocut periocd has elapsed;

checking whether data received within the timecut
periocd has an error; and

regarding the data received within the timeout period
as a oorrect response to the command if the data does not
have an error and performing & process in accordance with
the respense,

wherein, if the data received within the timeout paried
has an error, the command is not retransmitted in the
retransmiszion control step, and checking whether the
timeocut pericd has elapsed 1s continued in the timeout

period checking step.
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in a noncontact manner, comprising: a transmission control unit
configured to transmit a command; a timeout period checking unit
configured to check - 48 whether a timeout period during which a
response to the command is waited for has elapsed; a retransmission
control unit configured to retransmit the command only after the timeout
period has elapsed; an error checking unit configured to check whether
data received within the timeout period has an error; and a processing
unit Cé)nfigured to re%ard theljc_lata received Withinhthe timeout Egrigd as a

correct reﬁ)é?%%qfoa h@rb%mrﬁ%%dalf ﬁ%nagf‘f GosShotHRe* & 2rfbr and

RAHQAHN Sa PIOReSH P2 AccarIancerwith {Rg respanRg cwbersin: H the data
received within the timeout period has an error, the retransmission control

ngmit dobs Fiotmestransmit theapnisantkasdeps tirfeout period checking

unit continues to check whether the timeout period has elapsed. - 49
ABS FRATHP DR TS TR ORI FocmGRTE A RS

perfogming eammugisation.ing anconiackmanaer i5,provded. Lhe

communication apparatus includes a transmission control unit configured
resfransmitta comnmanhza tinieouw petied dwecking uritpoefitured to
check whether a timeout period during which a response to

controlling retransmissict to retransmit the command
only after the timeout period has elapsed;

checking whether data received within the timeout
period has an error; and

regarding the data received within the timeocut period
as & correct regponse to the command if the data does not
have an error and performing a process in accordancae with
the response,

wherein, if the dats received within the timeout peried
has an error, the command is not retransmitted in the
retransmission control step, and checking whether the

timeout period has elapsed is continued in the timeout

peried checking step.

5. A communication apparatus performing communication
in & noncontact manner, comprising:

& transmissicon control unit configured to transmit a
command ;

a timeput period checking unit cvonfigured to check
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the command is waited for has elapsed; a retransmission control unit
configured to retransmit the command only after the timeout period has
elapsed; an error checking unit configured to check whether data
received within the timeout period has an error; and a processing unit
configured to regard the data received within the timeout period as a
correct response to the command if the data does not have an error and
perform a process in accordance with the response. If the data received

g TG L
cenfiinue i wheekaviietherdbedinpeutiperiod has elapsed.

a retransmission control unit configured to retransmit
the command only after the timeout period has slapsed;

an error checking unit configured to check whether data
received within the timeout period has an error; and

& processing unit configured to regard the data
received within the timeout pericd as a correct response to
the command if the data does not have an error and perform a
process in accordance with the response,

wherein, if the data received within the tfimeout peried
has an error, the retransmissicn control unit does not

retransmlt the command and the timeout period checking unit

continues to check whether the timeout pericd has elapsed.
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ABSTRACT OF THE DIBCLOSURE

A communication apparatus performing communication in a
noncontact manner is provided., The communication apparatus
includes a trensmission contrel unit configured to transmit
2 command; a timeout period checking unit configured to
check whether a timeout period during which a response to
the command is walted for haz elapsed; a retransmission
control unit cenflgured teo retransmit the command only after
the timeout pericd has slapsed; an error checking unit
configured to check whether dats received within the timeout
period has an error; and a2 processing unit configured to
regard the data received within the timeout pericd as a
correct response to the command if the data does not have an
error and perform a process in accordance with the response.
If the data received within the timeout pericd has an error,
the refransmigssion contrel unit does not retransmif the
command and the timecut peried checking unit continues to

check whether the timecut period has elapsed.



