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BACKGROUND 5This invention relates, in general, to input/output processing,
and i n pawDi2oul@0719t 0 neasuri ng resource usage rel ated POTIEPPUD/OGTIBPUL
processing. In |large conputing systens, a neasurenent facility is often
avail abl e that provides information about traffic through the input/output
(11O infrastructure. Such information is 1Quseful for tuning program
performance, | oad bal ancing, and for billing users based on resource usage.
As one particular exanple, in Systemz(r) machines offered by Internationa

Busi ness Machi nes MARPRENMENT PACILITEF@RADAPYEICHUNCRIHINRS N | nformati on
about traffic flowing 15through the I/Oinfrastructure, which is referred

to as the channel subsystem The channel subsystem provides a consi stent

interfac§%{8#%ﬁ§69ﬁﬁ$ access across channel types and various |/ O subsystem
transports. I'nterface, referred to as the Start Subchannel Cal

instruction, is executed by firmvare on behalf of the user. The firnmnare
hi des details of the physical channel fromthe user and i s provided
utd | i ti esChissigeention rala%éawﬁmlmto WPRYQUERUL Presesting. aBdk ity R BeH tle tUBERFEIINGY t h

ot her '/ga%ﬂﬁ%qﬁééﬁ%gﬁﬁﬁﬁggﬁﬁﬁﬁ%ﬁ{mﬂgagmgetai'S of the physical channel are

exposed to t es provided by those infrastructures that
hi de the details are not avail able. 25US Publication No. 2009/0125666 Al,

publ i shed May 14, 2009, Freking et al., "Dynamcally Scal abl e Queues For
Per f or maiB SIES SBPILDEISY PP SBCABIRmSRL Fciy iwﬁewgﬁﬂﬁ%@ét Bro¥iabut er
program praahetonf Houl ﬁﬂh@@ﬁ?ﬁém&%@? oo Q’Yé)hhﬁ‘a&mqﬁfré L AGHERTMAGorPKSt M
and a PCl Express protocol for enabling high ‘pertornance 10 data transfers
fidr nul t iupdfel fodidrfies pnograbOpartoriages, &taddakncing) atd fonbillugeusesrbaadsl en packet
sizes and/or 30variabl e/different nunbers of transactions on the 10 |i nk.
PCl Expr é89BFdP% 0l is enhanced to support utilization of counters and
dynam cal ly variabl e queue sizes. In addition to the standard queue

entries, several (or a selected nunber of) dynam cally changeabl e queue
As one particular example, in System z~ machines offered by International Business

Machines Corporation, utilities are provided to obtain information about traffic flowing

15 through the 1/O infrastructure, which is referred to as the channel subsystem. The channel
subsystem provides a consistent interface for channel access across channel types and
various I/O subsystem transports. This interface, referred to as the Start Subchannel Call
instruction, is executed by firmware on behalf of the user. The firmware hides details of the
physical channel from the user and is provided utilities, such as a measurement utility, to

20 track resource usage.

With other I/O infrastructures, however, the details of the physical channel are exposed to

the user and facilities provided by those infrastructures that hide the details are not available.

25 US Publication No. 2009/0125666 Al, published May 14, 2009, Freking et al.,
“Dynamically Scalable Queues For Performance Driven PCI Express Memory Traffic,”
describes a computer program product for implementing a method within a data processing
system and a PCI Express protocol for enabling high performance 10 data transfers for
multiple, different 10 configurations, which include variable packet sizes and/or

30 variable/different numbers of transactions on the 10 link. PCI Express protocol is enhanced
to support utilization of counters and dynamically variable queue sizes. In addition to the

standard queue entries, several (or a selected number of) dynamically changeable queue



WO 2011/ 160719PCT/ EP2010/ 067039 2 entries are provi ded/reserved and a
dynam ¢ queue nodification (DQVW wutility is provided within the enhanced
PCl Exprewe 2prioteomiol to nonitor ongoing, current data tPramgfPesioanm3manage
when the size(s) of the queue entries ape nodified (increased or decreased)
based on current data traffic transmtting on the PCl Express 10 |ink. The
enhanced PCl Express 5protocol provides an equilibriumpoint at which many
| arge data packets are transferred efficiently, while inposing a limt on
the numbep:Rf a%éﬁbviﬁb&/?es%e@@ﬁd@ﬁ?%@xﬂ& ghardh@ficdtbndD 2§tri‘ltity|}§) ro¢ide§0, 053,
i ssued Cctober 6, 2009, Carlson et al., "Emulation of endéd ‘Ipnput/OJt put
Measur enevithiBiheckh&med PIC Espress protdeet ®mdedtor opgeinguupgnt datd ®nsheasdr ement

10bl ock facility is emulated. The facilit rovides for the collection of
o et i et et Bt oL R b BBl Rl BRrf R SR

retrievalcu@bnttdagt tr4ffit &ahdmibhee! BPPEY EXBRSIIC MBI THRI @fMnced PET Etnge@@ dat a
relates to the performance of an 1/0O subchannel. US Patent No. 7,631, 097,
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mechani sm f or managi ng packetized data transfers in a systemincluding a
transmtti g%rand a receiving device. The transmtti n]? device may transmit
-5S

data to HR&SRAINNJ.Q8I53assusd Dctabsr 613400, brrlyoack ak.s Enudatip ndgd
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alhunber bifcktfaahtyns ttmethtaiaTac faeileg proMides fectbe voligtide of cdevaayl/Pr ogr am t he

transmtting device with a transfer count nark, i.ch .be a nupher that
cor r 66 porRESEmANStahe B HURE 107 T By LR St arypgended
transm t th G, dR¥hCEo FBYHE ofdl Bt Eretutll hitR! ﬁéi‘fb@m@ﬁée%eaﬂ I Sutitabhel M ansf er

count and the transfer count mark. |If the difference between the transfer
count and the transfer count mark 25is | ess than the predeterm ned nunber,

the transm gt devi y traasm t, dat acker havi | ess .t han
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a standard interface for neasuring subsystemactivity. However, the ability

t o measurlsansfers Usiefa frangerCopnd iMasly,” describes a mechanism for managing packetized

data transfers in a system including a transmitting and a receiving device. The transmitting

device may transmit data to the receiving device in a plurality of packets, each packet a
predetermined number of data bytes wide. The transmitting device may include a transfer

20 count unit to maintain a data transfer count based on a number of transmitted data bytes. The
receiving device may program the transmitting device with a transfer count mark, which
may be a number that corresponds to a specific count of the data transfer count. The
transmitting device may calculate a difference between the data transfer count and the
transfer count mark. If the difference between the transfer count and the transfer count mark

25 18 less than the predetermined number, the transmitting device may transmit a short data

packet having less than the predetermined number of data bytes to the receiving device.

BRIEF SUMMARY

30 Certain I/O infrastructures, such as PCI Express, do not specify a standard interface for

measuring subsystem activity. However, the ability to measure 1/0 traffic is a desired



WO 2011/ 160719PCT/ EP2010/ 067039 3 function. Therefore, in accordance with
an aspect of the present invention, a neasurenent facility is provided for
adapt er fwoaebilows7iosuch as PCl functions. The shortcom mrg3/EpRomIoe70p¥ i Or art
are overcone and advantages are provideg through the 5provision of a

conput er program product for measuring resource usage in a conputing

envi ronnent. The conputer program product includes a conputer readable
storage nedi um readabl e by a processing circuit and storing instructions
for executi@RnbYhERorEriRGESPHMPe GifhGinl dspdPbr BRMEQEA iRiolBl heskurdHi&: met hod
i ncludes, for instance, executing a Modify PCl "Function Controls (MPFC)

i nst r uct ifgmlityns predided far fdaptt fwtiiencias B PClifdemions.yi ng an adapt er, 10t he
MPFC specifying a location in menory for tracking information; determ ning
that an adapter function of the conputing environnment is being accessed via

an i nstr ugkisRekt@mih@VRAEE pAGH AE£48DYe@bmS ¥Rl BN § YrepRorRIQChEugh ige adapt er
function; tracking rnformation specific to the adapter function, wherein

t e trackiangsiompbe pempWer Prastagiere duct dorineaspfing| Exsevey Heage At & 68D wiNg

i nstructigp: [ n f i (Y
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storing tréwlableagki prgcdssihgciradii onl dtoridghiasthatiahs m ckecundndy Yhe fotdisidg and
systens relating to one or nore aspects. of the present invention are also
descri bedrawé fspsrfaaping amasthod. Jbheagetihed dishides.dat Wpiaacea peccativan Ml Birle
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and aspe e I nvention are descri et ai erein and are

clinsi der el MPpardpeatyithe ladhaomaomemyenbi oackiBSBRIrEatIDESERIrRTl Nt HEFal HE
SEVERAL VI .EWN6 % THE W NGS. One or nore aspects 02‘1 t he present invention
are par t PENGH PR HRCIHRUIIRE FOUF RIS E Y8 Hichead 4% ABEHBICEEN PR t he
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objects, features, and advantages of the invention are apparent fromthe

f ol | owi ngpSldetodht edaptierSendtionj whertmkba trackiapmifernetivn mohidek atchentadconpanyi ng
draw ngs jn which; .. FlI 1 depicts.qne enbodi ment of a c utin

envi r onmaREPB e Aksseyies ibuding’ 068 B A R ECEalER B frEBRbRRY

i rvent i ORyherein the tracked information is on a per-adapter function basis; and storing the tracking

information in the location in memory.

Methods and systems relating to one or more aspects of the present invention are also
described and claimed herein.

20
Additional features and advantages are realized through the techniques of the present
invention. Other embodiments and aspects of the invention are described in detail herein

and are considered a part of the claimed invention.
25 BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

One or more aspects of the present invention are particularly pointed out and distinctly
claimed as examples in the claims at the conclusion of the specification. The foregoing and
other objects, features, and advantages of the invention are apparent from the following
30 detailed description taken in conjunction with the accompanying drawings in which:
FIG. 1 depicts one embodiment of a computing environment to incorporate and use

one or more aspects of the present invention;



WO 2011/ 160719PCT/ EP2010/ 067039 4 FIG 2 depicts one enbodi nent of
the logic to track instructions, in accordance with an aspect of the
present iwWoenti/iwng19 FI G 3 depicts one enbodi nent eCTEPROMHAETI9
associated with a function, in accordange with an aspect of the present

i nvention; 5FIG 4A depicts one enbodi nent of transfer counters used to
track DVA reads and wites fromthe adapter functions, in accordance with
an aspect of the present invention; FIG 4B depicts one enbodi nent of the

logic to trac @I@Wd&ﬁ@t@ 3hé BMBodihRnASEAL ﬁ%‘ﬂﬂ% tWick B A cASREmtaclbrdhite Wikesent
i nvention; FIG 5 depicts one enbodi ment of a measurement

control Bhaspecf of thapreadepnentio®f uncti on, in accordance with an aspect of
the present i nti,on; FI.G 6A.depicts on di t of a Mpdify PCl
Funce on Cont 14Pe HASis ges paROYiEa’ o odRish Bufteaegi iR ARt dlopei i g

pr esent ivﬂﬁﬁg[ﬁ:dsg&;tOfthepregéhﬁ.n\;@ﬁdﬁgpi cts one enbodi nent of a field used by
the Modify PCl Function Controls instruction of FIG 6A, in accordance with

ar aspect of tiie. pieseiats anagepilisient ebrarsfer gonuferivsedtodrek dWdddicadsrnd of
another L5 uSSH: Rt SRRl Yo KCrfdOC LR GO OF e PASLAIRIAR,OT FLG
R 4n aspect of L He pre |8n,

6A, in accordance w resent i nven G 6D
depi cts one emGdiBEspicBiont bmbodinicdndBthelogc fouraki VA ¢feadtivas,iion bl ock
(FIB) used in accaordance with an aspect of the present invention;, FIG 7

depi ct's GREPTEMSE N et asBect /R thSEPSFIERV BtioPhe | ogi c of the Modify PC
20Function COEOL 3l toh%%:éb@@mghﬂofaacﬁgésqf’é?ﬁeﬁ%é\é)cﬁt%l%ﬁcﬁ?‘&fﬁt adl‘agte} he

present invention; epicts one e ment o gic of a
skt PCl ffumtibhpinsicomdsice endnin pacamétierseepeinatiton; t hat nay be specified by
the Modify PCl

of the pr esentFIEﬁ%H?&gﬁg%gteh%loamlle%to a ﬁ/fﬂldgg?g\%&ggﬁg%{ gnF?Pgs gﬁ%@ﬁ}%ﬁ’éﬁ? g? t a
PCl Load ik RRbordifbd QRtn4aachdcho e BEAaNGRMibR 25an aspect of the present
i nvention; FI G 9B depicts one enbodinent of a field used by the PCl
Load i nstruct ifda. 0B dFpics oaasmbadiasnbetaned vatd by e Mep&clPCoFurtchien pr esent
I nventi " ontrols instruction of FIG. 6A, in accordance with an aspect of the present invention;
15 FIG. 6C depicts one embodiment of another field used by the Modify PCI Function
Controls instruction of FIG. 6A, in accordance with an aspect of the present invention;
FIG. 6D depicts one embodiment of the contents of a function information block
(FIB) used in accordance with an aspect of the present invention;
FIG. 7 depicts one embodiment of an overview of the logic of the Modify PCI
20 Function Controls instruction, in accordance with an aspect of the present invention;
FIG. 8 depicts one embodiment of the logic of a set PCI functions measurement
parameters operation that may be specified by the Modify PCI Function Controls instruction,
in accordance with an aspect of the present invention;
FIG. 9A depicts one embodiment of a PCI Load instruction used in accordance with
25 an aspect of the present invention;
FIG. 9B depicts one embodiment of a field used by the PCI Load instruction of FIG.
9A, in accordance with an aspect of the present invention;
FIG. 9C depicts one embodiment of another field used by the PCI Load instruction of
FIG. 9A, in accordance with an aspect of the present invention;

30 FIGs. 10A-10B depict one embodiment of the logic to perform a PCI Load operation,

in accordance with an aspect of the present invention;



FI G 9C depicts one enbodi nent of another field used by the PCl Load
instruction of FIG 9A, in accordance with an aspect of the present

i nvent i orw0o20H/16871910A- 10B depi ct one enbodi nent of thePpCogireomocmay f orm a
PCl Load operation, in accordance with an aspect of the present invention;

WO 2011/ 160719PCT/ EP2010/ 067039 5 FIG 11A depicts one enbodi nent of
a PCl Store instruction used in accordance with an aspect of the present
i nvention; FIG 11B depicts one enbodinent of a field used by the PC

Store instructhign of dgﬂlgs ohd BmbbBinRAESH ABOLSW ihbr@RioR SR&CH a@éorﬁﬂﬁ:e@vlﬁrsent
invention; 5FIG 11C depicts one enbodi nent of another field used by the

PCl Stor@niamtqﬁmbpmsaftuﬁre@tlomlA in accordance with an aspect of the
present inventdan; . FIGs. . 12A-1 depict ane. e iment  of .the. | ogic
P et or m o S R depiess BpSRnadAr G ST SR PR IR Bbaflud e
present ip@eNtA diaccordance with an as;_;)L&Jt of thtIfesdpiaheésioane enbodi nent of a PC
Store Block instruction used in 10accordance with an aspect of the present

i fventi on; FIG. H(Gdepigpode pinbedmspeofeambthgl freldtused bathei R Stetsdastipgtiohe  PCl
Store Bl %?%I('} nﬁtA LfI?trléC%?da?lf 1t§‘f§é§®ctb 9%?e%196}ﬁ%e%t%t h an aspect of the

present inventi s one e rment of another field

used by the P(EIIG&StlQrAelBB dqﬁcﬂ mtehw@tiir@ernt of thllégic 13perform BRCDSWaNGRraviohh an
aspect of the (g@esent invention; 15FI G 13D depicts one enbodi nent of yet
anot her f“ilé<FCt9r 62IWHY) anRepastet tBE pFrECIIBYIRtiPHst ructi on of FIG 13A, in

accor dance wi tdigas A3RACk oAl LBSRIAESAL PEYBR BRRK ingructionf G n 144 145

depi ct one enbo i ment gic to performa t or e oper ati on,
i 10 accor dacurdanse twhthaem @apqe of thefpredest jpresent | nventi on; FI G

15 depicts ong, empagitent of  2.SATRYL S, RSN PILOUT S D BRIRIA LG, O
of FIG. 13A, in accordance with an aspect of the present invention;
FIG. 13C depicts one embodiment of another field used by the PCI Store Block
instruction of FIG. 13A, in accordance with an aspect of the present invention;
15 FIG. 13D depicts one embodiment of yet another field used by the PCI Store Block
instruction of FIG. 13A, in accordance with an aspect of the present invention;
FIGs. 14A-14B depict one embodiment of the logic to perform a PCI Store Block
operation, in accordance with an aspect of the present invention;
FIG. 15 depicts one embodiment of a computer program product incorporating one or
20 more aspects of the present invention;
FIG. 16 depicts one embodiment of a host computer system to incorporate and use
one or more aspects of the present invention;
FIG. 17 depicts a further example of a computer system to incorporate and use one or
more aspects of the present invention;
25 FIG. 18 depicts another example of a computer system comprising a computer
network to incorporate and use one or more aspects of the present invention;
FIG. 19 depicts one embodiment of various elements of a computer system to
incorporate and use one or more aspects of the present invention;
FIG. 20A depicts one embodiment of the execution unit of the computer system of
30 FIG. 19 to incorporate and use one or more aspects of the present invention;
FIG. 20B depicts one embodiment of the branch unit of the computer system of FIG.

19 to incorporate and use one or more aspects of the present invention;



FIG 16 depicts one enbodi nent of a host conputer systemto incorporate and
use one or nore aspects of the present invention; FIG 17 depicts a

further ewerpligiéofioa conputer systemto incorporate andPUTEPOIS/0GTIZNDI €

aspects of the present invention; 25FI G, 18 depicts another exanple of a

system conprising a conputer network to incorporate and use one or
nore aspects of the present invention; FIG 19 depicts one enbodi nent
of various elenents of a conputer systemto incorporate and use one or

conput er
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nore aspects of the present invention; and FIG 21 depicts one

enbodi WE'BE"R& % k‘ﬁ;rﬂ?ﬁt conputer systemto incorporate and use one
nor e aspec S of

e present invention. 5 DETAILED DESCRI PTI ON

In accordance with an aspect of the present invention, a measurement facility is provided for
capturing and presenting fine-grained usage information for an input/output (I/0) subsystem
that includes adapters, such as PCI Express adapters. This information is useful for
performance tuning, load balancing and usage-based charging, as examples. In one
particular example, adapter specific I/O traffic is tracked on a per-adapter function basis and
the results are dynamically presented to the user. For example, on a per-adapter function
basis, adapter access instructions are tracked and direct memory access traffic is tallied. The
access instructions are tracked by, for instance, firmware of a processor, and the direct
memory access traffic is tallied by, for instance, hardware counters. The 1/O subsystem
dynamically presents the measurement values to the user by updating a control block at a
user specified memory location. The measurements are device independent in that the types

of devices (¢.g., adapters) do not need to be known beforehand.

As used herein, the term adapter includes any type of adapter (e.g., storage adapter, network
adapter, processing adapter, PCI adapter, cryptographic adapter, other type of input/output
adapters, etc.). In one embodiment, an adapter includes one adapter function. However, in
other embodiments, an adapter may include a plurality of adapter functions. One or more
aspects of the present invention are applicable whether an adapter includes one adapter
function or a plurality of adapter functions. Moreover, in the examples presented herein,
adapter is used interchangeably with adapter function (e.g., PCI function) unless otherwise

noted.

One embodiment of a computing environment to incorporate and use one or more aspects of
the present invention is described with reference to FIG. 1. In one example, a computing

environment 100 is a System z® server offered by International Business Machines

nore

aspects of thegregehtpitl¥RObmBBdinfchf tﬁ@ﬁ)a%ﬂir&hﬁt Bf e BORBHIFBAten?br t he

execution unit of the corrputer systemof 30FIG 19 to incorpordte and use



In accordance with an aspect of the present invention, a neasurenent
facility is provided for capturing and presenting fine-grai ned usage

i nf or mat iwo 2bowieam9i nput / out put (1/ 0O subsystem 10t hat PoTiEPd@Es/06MaPt er S,
such as PCl Express adapters. This information is useful for perfornmance
tuni ng, |oad bal anci ng and usage-based charging, as exanples. In one
particul ar exanple, adapter specific I/Otraffic is tracked on a

per - adapter function basis and the results are dynamcally presented to the
user. FOICHYAMbE: SRknR, PR a0H GBF 2 AR AR DRt bIIRRERF0 M BRSPess
instructions are tracked and direct nenory access traffic is tallied. The
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specified nenory | ocation. The neasurenents are device i ndependent in that
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crypt ogr apidhincadappitiorodrivelicrticy@amits.i nput / out put adapters, etc.). In one
enbodi ment, an adapter includes one adapter function. However, in other
enbodi nents, an adapter may include a plurality of adapter functions. One

or nore %é%ﬁ%’ eh%plé’fcog@ﬁti{?%é-?\?ﬁhnleﬂé’ Y ﬁlaﬂdéﬁ’ (ﬁleacf?fﬁlld-rg %gtg&é%%%%&%ulﬂ@ttsi ons.

adapter inc S one apter function or a plurality o
MdY eover (CPbist HE exakypltes spites emtnedy 184 €.k a., adapmemoryy virse cheimot ecattiadlgeabl y

wi th ada bgr function (‘_ﬁ% P&:é) functi on% unl ess. @erwi se npted.. 300ne
enbodi rreﬂ ofl CFCETHPS hgary ‘h_ﬁéﬁ{miﬂd’rﬁ?&%’%_&‘ﬁ%ﬁ) LS 3B DNV nor e
aspects QfqlchanRrifA8Ms anMERL Ad 1S aRSCHARBAMWNDE. MBfcBligRSSidcRidBl & thd- N
one exanpl e, a conputing environnent 100°is a System z(r) server offered by
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Cor poration., Systemz(r) is.based on.the z/Architecture(r fered b
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"z/ Architecture Principles of Operation,” |1BM Publication No. 5A227832- 07,
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The request, including the address (translated, if necessary), is received by memory

20 controller 106. In one example, memory controller 106 is comprised of hardware and is
used to arbitrate for access to the system memory and to maintain the memory's consistency.
This arbitration is performed for requests received from CPUs 102, as well as for requests
received from one or more adapters 110. Like the central processing units, the adapters issue

requests to system memory 104 to gain access to the system memory.

25
In one example, adapter 110 is a Peripheral Component Interconnect (PCI) or PCI Express
(PCle) adapter that includes one or more PCI functions 111. A PCI function issues a request
that is routed to an input/output hub 112 (e.g., a PCI hub) via one or more switches (e.g.,
PCle switches) 114. In one example, the input/output hub is comprised of hardware,

30 including one or more state machines, and is coupled to memory controller 106 via an 1/O-

to-memory bus 120.



herein may be registered trademarks, trademarks or product names of

I nt ernati onal Busi ness Machi nes Corporation or other conpanies. In one
exanpl e, worgputiesnyyoenvi ronment 100 i ncl udes one or norePCEMPREN/0PTIBLESSI NQ
units 10(CPUs) 102 coupled to a systemgenory 104 (a.k.a., nmain nenmory) via
a nmenory controller 106. To access system nenory 104, a central processing
unit 102 issues a read or wite request that includes an address used to
access system nenory. The address included in the request is typically not
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an address that is directly usable in accessing system nenory. The address
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Fequeat o ‘SR E IR BB e KL RRpE BB b8 IR SR EER m one
or nore adappeticuldrlBamblek ®ria@Meesparationp nde@ssion Gnaybctdbtaibdietoachaphertie | ssue
requests to systemnmenory 104 to gain access to the systemnenory. 25 In
one exanpfdressdbsttenshpteg address sdhsnieew apdedionihe mertory AYEFUISHRsrCCE PEY Mor

PCl  Expressnd;fCl e) adapter that includes one or nore PCl functions 111. A
PCl function fssues a request that is routed to an input/output hub 112

(0 g., a PCl hub) via one or nore switches (e.g., PCle switches) 114. In

le, the i / out put hub j i d of hard , Oi di.
O oM S St b roai st B3 b DR B MG egles AL By S adgues g, PO
to- mermor y, Bysind2om HRRAAMILEAH RTTHEPANHE) A6/AS0. B (DRI BRYHOVRAUT Db

includes, for instance, a root conplex 116 that receives the request froma
swi t ch. Thé prageptios unithcThodsyicriableaputry mgtydes indeluragies fortthe adaptgrfonitided t o an

address translation and.protection unjt. 118 which accesses |nformation used
for the rafuedtdRlr BREET B bl brtllsbict Hhug SHRC SR ARr Y o pu
aglr ess  uigesthck BRI O e¥iddithifle bntiE P& M IRABE GRS ads tORRAhptONfuBELidn0
request a message signaled interruption (MSI). Address ,

For requests issued from adapter functions, a device table entry is located using a requestor

ID (specifying, for instance, a bus number, device number and function number) provided in

the request.

20 In addition to the adapters, and specifically the adapter functions, issuing requests, the
adapters, particularly the adapter functions, can be accessed by processors 102. This access
18 via instructions issued by the processors. In this example, the instructions are specific to
the I/0 infrastructure. That is, since the 1/O infrastructure is based on PCI or PCle, the
instructions are PCI instructions. Example PCI instructions include PCI Load, PCI Store,

25 PCI Store Block, PCI Modify, and PCI Refresh Translations, to name a few. Although, in
this example, the I/O infrastructure and instructions are based on PCI, in other embodiments,

other infrastructures and corresponding instructions may be used.

For requests that are issued by processors to the adapter functions, a function table entry
30 associated with the adapter function is referenced. The function table entry, which is stored
in secure memory and located using a function handle, includes characteristics of the adapter

function. In one example, the function handle includes an enable indicator indicating



transl ation and protection unit 118 accesses information used for the DVA
or MSI request. As a particular exanple, for a DVA operation, information
may be olbweai2nadiebnaot r ansl at e the address. The transl at eg#Cadue@s967039 t hen
forwarded to the menory controller to agcess systemnenmory. 10 In one
exanple, information used for the DVA or MSI request issued by an adapter
function is obtained froma device table entry |ocated in the I/0O hub
(e.g., in the address translation and protection unit). The device table
e”tVY_'“QME@%%&EQEB&%@&&QBR%QSﬁhﬂﬁoﬁﬁé&k&ﬁh&qﬂ&hﬁﬁgﬂxﬁﬂﬁﬁﬁ%ﬁﬂﬁ@ﬂ%ﬂ&ﬁk
function has at | east one device table entry associated therewth. For

15i nst anceéentifihearsl ingy bhesedayias endealbihte tenfungtigpetablgiidnd 98 isspace nawbémgned t o
the adapter .function.. For.requests. issued.from adapter functions, a device
tabi o ancporipd e BRg iRt G R RER e hec fying, for §netance. a
bus nunber, device nunber and function nunber) provided in the request.
20In addition to the adapters, and specifically the adapter functions,

i Ssui ng regeresdasice Mith aadapicepsthe pagsentduyatipy. & ¢ppabitinps erovidadanivdneh ocan be
accessed r i 1S Vi a i ctians i by the
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i nfrastrygédution oTbad o BoreRAIGPedifie idstriktionk asiutoidtivally csuiheg add die PCl or
PCle, the instructions are PCl instructions. Exanple PCl_instructions

i ncl ude PEUPRfdlataspansiigedo andom sgpisPEnenepby thepdapbe; frctiogdympeyuredef r esh
Trans| at | ; . . i ,
Tt rastr v onher, b afiRy B r6phacdidriRtaonl oo ARk e Sl ibthony with

otther i nfthastrrant tngasascragrd veloes.espondi ng i nstructions may be used. For

requests that are issued by processors to the adapter functions, a function
table entry 30 associated with the adapter function is referenced. The

functi on GRRNRAMhEN of YR 16fic S tr8EKOPELadcBss SR BoNEEREXriBAEWI A Gk RACAIR N @
function handle, includes characteristics of the adapter function. In one

exanpl e, H@e2 f Anecéasninstndion i ae instrestiarthetrmbésecs andidepticofuncheh ag.iag WO

2011/ 160719PCT/ EP2010/ 067039. 9 whet her .t he handle is.e l.ed; funct.i on
unber ¢ RAG Tt 71 88 SR URAERER a8 20 o RS EHE Hordet HREEY be
used as aagi, Ed@natbmlomb@iﬁe@ a6kt Ofbleat§). .Tn BREl extiing 1O Thev Gstidi®IBare
specifying the particular instance of this function handle. 5l n accordance

wi th an asplsarentstl ushig fpregenef ¢ pivsprspiband theedprgbibeifirmwage s peuparagithe whi ch
on a per- g IS I i NGt i r :

e o DraTBUIERY PR PRSP Eh, USRI, LD B AR S5 e ancr

i nst r uct intitsocate ofuhe paddckoal Ityindodi] d insande, ithehadwurtlcwd] ithatiatidisangfoer r ed

to and from system nenor. ?y the adgpter function is neasured. Further, a

capabi | i ©tg %ruﬁﬁuwm%im%w eﬁ%@%@ﬁl@éﬁ%}l@ﬁ {Pnalnnednacodsd it Prrgeraladiaetyi mor y

w¢ h 10t r'i'r‘f'cl&&érs,r HBPinsIRES lﬁ?@[m%%ry YRULGS is typically delivered as microcode that includes

trusted software or microcode specific to the underlying hardware and controls operating

system access to the system hardware.

Referring to FIG. 2, initially the main body of instruction execution completes, STEP 200.
25 That is, a PCI instruction, such as a Load, Store, Store Block, Modify or Refresh
Translations instruction, issued by a processor to perform an operation for a specified

adapter function is executed and the main body of that instruction completes.

Thereafter, a determination is made as to whether execution of the main body of the
30 instruction was successful, INQUIRY 202. This determination is made by, for example,
checking status associated with the instruction (e.g., returned by the I/O hub). If execution

was not successful, then instruction execution completes, STEP 204, and tracking is not



One enbodi ment of the logic to track PCl access instructions is described
with reference to FIG 2. An access instruction is an instruction that
accesses wpadawbAEP function (e.g., an address space of PCHEPaciapt®B9
function) or performs an action on behalf of the adapter function 15(e.g.,
popul ates or nodifies a device table entry). In one exanple, these
instructions are inplenented using firmvare of a processor, and therefore,
the firmnare is performng the instruction tracking. As used herein,
firmar e Gkt eShicertbodihbi, B 81 ERAGerdH |(hd SOHCARY AEntTBEIRCRGRBbnd e
processor. It Includes, for instance, the hardvvare-l evel instructions

and/ or danay asor bectounted.)uBedcian, it nmcattemtsaupmssfof thinghlarth¢redegérmmationne code.
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access to the system hardware. Referring to FIG 2, initial L(%lthe mai n body

of5 i nst r HewEPWAMERNgblcdrdierppine: eoatrolSterk pyociated Withtthe adapterp@ictivnsif uct i on,
such as %el’aglﬁgmeﬁt g g‘f en%%f%ﬁ ethglll 81%% g@lqhgt%(uc?lon le?%cu? 31? C(%rllil@g%:s %Jlfhg ntS an

instruction, TS oceéssor a spé’c fied
adapt er fttank;lhgmmsz(%ecut ed and the main body of that |nstructi on

conpl etes. Thereafter, a determ nation is made as to whet her execution of
the main body of the 30instruction was successful, I NQU RY 202. This

det er m ”fﬁdv{?&ef ?frﬂ@%ﬁre‘ﬁ}’ent 5‘%@&%{1}‘%}'@ Oﬁﬁ@ﬁﬁ 'tl{f@m aliRlHR18R ﬁ\&;%g%hgrﬁef"fst h the

instruction (e.g., returne execut | on
sliccessf uttrictduefor thesthncummﬁmneeoammmmnr}c&?ﬁll’éloes FofSihsfan&4n oand tracking is

not WO 2011/.160719PCT/ EP201 039 10_pro in this e for
Chat 1 s CAEETORR 4R o6t a@%&%ﬁ%ﬁfﬂsﬁ? hE6ctns i gorade ﬁ‘gﬁl so be
count ed. ryHOMRVR inclhdes @pRadlity QT cbSntSMCGRA 3, Ubr inkRARRL, 8 184drboliRlcr 964, @rspdrpat i on
is made as to whether measurément is enabled for this adapter function,

| NQUI RY 208nteiThia aistre blnclon@meraﬁriﬁl emodidn functine nourders Ivearshatsifiesh on a

per - adapter functi on Snmeasur epent ena i.n tor in a
Dot o PP b IR e BaP .t of Al il Ca i b P AR RO S o
ermbl ed, thdiemm g%%%e@gﬁdo@edsmﬁé PULfunBoreXRICdE WBRthGAIRRINGtiegesed haut any
tracki ng, STEP 204. However, if neasurenent is enabled for the function,

then an idgtsrminetipns gge te silliehdpg ef instruction was executed and the counter

corresponding to the instruction that just successfully executed is retrieved. For instance, if
it was a load instruction that was executed, then load counter 310 is retricved from secure
memory. More, less or different counters and/or instructions may be used and/or tracked in

20 other embodiments.

Returning to FIG. 2, subsequent to retrieving the appropriate instruction usage counter, it is
incremented (e.g., by one) and stored back into secure memory, STEP 210. This completes

the instruction execution, STEP 204.

25
In addition to instruction tracking, in accordance with an aspect of the present invention,
DMA operations are also tracked. In particular, data transfer amounts per function are
tallied. Typically, DMA operations are not visible to the CPU using the previously-
described instruction counting mechanisms, so an alternate technique is used. For instance,
30 as shown in FIG. 4A, when a PCI function 110 issues a DMA write or read operation, it is

received at I/O hub 112 via one or more switches 114. Responsive to receiving a PCI read

or write packet at the I/O hub from a given PCI function, a data transfer counter 400 within



10retrieved for the function fromsecure nmenory, STEP 208. For instance, in
one enbodi nent, there are a plurality of counters for each function. As
shown i n WO@113,60m9Function A includes a plurality of ceomEPee/06W6h as,
for instance, a |load counter 310, a stoye counter 312, a store bl ock
counter 314, a nodify function counter 316, and a refresh transl ations
counter 318. Each of these counters corresponds to a type of PCl
instruction 15that may be used to access the PCl function and for which

tracki ng thSheahd fharteudit SiHInNBbI DSk MRAR AsrehRniMiabrli¥iP o He size of
instruction was executed and the counter corresponding to the instruction

t hat j ustthesdatewsssfer [y oaxpaticwdr ¢xampdd, rivewed sctrgreddnaidante dafaftransfenas a

| oad i nstruction that. ex t hen.l oad counter 310 is retrieved from

somar o RS T iR BRI et TR e R, R s ho R, be

used an d/o@ bytle§ aekgerdn 1200f ﬁh@tran&fm{%dbmﬂéﬁerat&t it fﬂédalgaﬁeﬁhtiﬁh,@he@the%l&ﬁ equent

to retrieving the ap(i)ro riate instruction usaﬁg counter, it is increnmented
S

(& g., byowre)isandated it dhdyarbar of bytseeadfe Stravaty if tBTPMA pperatipn & LS et es
the instr I e i R 2 . 1L i tiqQn
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oper at i orsaraple, tk souitedakekhrdwirepatiteut ar, 32 datuhicanst £32 Byto dringlapiey).
function are tallied. Typically, DVMA operations are not visible to the CPU
usi ng the previously-described instruction counting nmechani sns, so an

al ternat §eGHWy afg%%a%%iugﬁ%h}i\fcgﬁgit&mmgjaegﬁgnéae%agmep twﬁ' Srerdfde tyhen a

PCl function 110 | ssue e orr oper ati on, I's recelved at
[Y0O hub FI1QG. 4B almoe oampby, & is thictldh ésb pdrdornRes thimbeice Asshpeaen FiGgil PCl

read or w..t t at the 1/.0 hub f ive | f.unctLi a data
[ oo Mt Ao TRt e LSRG e s Beb st ie 450 tha. nub
and i N pattehSHaAtn iHhidia 5 RAbEPRRAG et is dribiR G5 ARE PLEA,REGHr di ng to the

size of the data transfer. In one particular exanple, a unique set of read
and wri t dNQATIR Y 42n sFhat iscogaueersert $s erableti donespetdic adapthr fa@ktigruribltis on.  These

counters track, .for instance, .the number of bytes.transferre I f, for

i nst ance SRR bt e nd % mbiernesd ViR S Frdione it count er s
uptat ed hdaburkR@ntuhabiRrinditatbyik @6t §e@alen fPhdkigadflthe DMABE&a%SQBﬁfp&Ité.On is a
wite operation, then the wite counter is ugdated wi th the nunber of bytes

wri tt en. Hawveyae ilegegsgreaent eenelblaahfartbis specificP dhiimetion tianey detgranigation39 b t

counters L) r | r £ di racki ng
of DA oftRs s SRuth® el ARk Y beinE PR EhRL b PRI Gt
exanpl e, rédd drs Wi requestiub apéitibnrdthdrgypdiios opagiien cidd Bdhoovuntdd) sidh@s 4B,
initiall )f\/[ a DVA request is received at the 1/0O hub froma PCl function,
STEP 450 Meggsage Signaled Interruptions, or others.
20
Based on the type of request, a counter for that type and for this function is selected and

updated, STEP 458. In one example, this occurs concurrent with the DMA processing. This
completes the tracking of the DMA request.

25 In addition to the above, in accordance with an aspect of the present invention, there is a
measurement control block in system memory for each PCI function, which is dynamically
updated periodically (e.g., every four seconds). For instance, the firmware automatically
updates one or more control blocks for one or more adapter functions with a periodic
sampling of measurement values for the functions. For instance, the firmware periodically

30 reads the counters from the I/O hub and adds them to the accumulated count in the

measurement control block.



determ nation is made as to whether neasurenent is enabled for the PCl
function, INQUI RY 452. That is, neasurenent is enabled for a specific
adapt er fwoebilowo71?hi s determ nation i s made by checki ngCamEpeodiocrBor
associated with the function. If the 15peasurenent enable indicator is not
set, then tracking of the DVA operation Is conplete. However, if

nmeasurenent is enabled for this specific PCl function, then a determ nation
is made as to the type of request that is being processed, STEP 454. That
IS, 1S 1hghSRdfheR of § dtbaQlreMeM dohfiol BOYESH0 is BpiRREiid FRR: 5. OADGHowny RES OF
operation could be counted, such as Message Signaled Interruptions, or

ot hers. 2bs Baawaplc.oncashesnteppeontifol blogkié89 includes uariaars phoymetdraincludoes, dord f or
this function is selected and updated, STEP 458. In one exanple, this
occurs cdMEtFent with the DVA processing. This conpletes the tracking of
the DVA raaipestount300:; FRiflPR ih@ehbRecdBRNRImd thedET UHIANEGA uptiitBs @B aspect
of the present invention, there is a neasurenent control block in system
menory f arcasgememgiontrghllo¢ksn, which is dynamical ly updated periodically
(e.g., exgry dp%ﬁﬁioﬁ?ﬁ%ﬂf?@éﬁ: ﬁfﬁ ﬁ'ﬁlﬂ%% Qﬁ‘ﬁ]gdatéd‘\%l&e' 6%‘@% rea&{étPl{E%h{%t' Nave.
updat es one or nore contro oCKs Tor "one or nore adapter tfunctions wWith a
peri odi ¢ bsanpleciigd Ghr the REURGITEOE assatived wWiththishenfroltdddkornbhis Feld is osdaddice,

the firmpare perjodically 30reads the counters fromthe 1/0O hub and adds
them to theddwadhqyalicetr LaspuRter rdo feaslvetfehis fickht rol bl ock. WO

2011/ 160719PCT/ EP2010/ 067039 12 One enbodi nent of a neasurenent contr ol

bl ock 500 is depicted in FIG 5. As shown, in this exanple, neasurenent
cont r ol HAlhodicld00 thin cdniche block (¢xalisl inpatha sEhple soumdiaid) may;, bd arumobt@infoea
Sanmpl e Count 502: This field js increnmented.each. ti the I/ O subsystem
updat o5 EHENEREaS F GRS rObATeE et N UERINSPOST BBt SHAS rilsrty THOR e,
fieldis f&rbdé%ﬁl%ﬁﬂg yahdie e doBemehasEpdiRti§ UehinddNmsdd @ pllryankgeN execut ed
for the PClI function associated wth t%ls control block. This field is
updat ed bgcoatigumblet he val ue in store counter 312 to the value of this

o) iy borseebiFHes oPEhyR sl gsh GRtG R Rl bPoEER itk oc

sppl i ng fpestiond THE fidi@ls tpdetc Bk ueding thealse mheadc@ntes 310t MBSamaBRHINg
peri od. The accunul ation period is defined based on policy and is

reconf i gdickbl e; ~ Load Qperations Field 506: This field includes a count
o he S SRR 08, PR MR Chim Pl L S Dbt
for this PCI function. This field is updated by adding the value in store block counter 314 to
the value of this field;
20 Refresh Translation Operations Field 510: This field includes a count of the refresh
translations instructions for this PCI function. This field is updated by adding the value in
refresh translations counter 318 to the value of this field. The refresh translations instruction
is used to update translation information used by the adapter; and
DMA Read/Write Counter(s) 512: This field further includes updated information of the
25 read and write counters for this PCI function. In this example, these counters are 64-bit

counters. For instance, transfer counters 400 are retrieved periodically from the I/O hub and

used to update the DMA read/write counters 512.

Again, each of the fields in the measurement block is dynamically updated at specified time
30 intervals. The sample count field is incremented, and each of the other fields is updated by
adding or replacing the value in the control block with its corresponding counter in secure

memory.



field; Store Block Operations Field 508: This field includes a count for
the store bl ock operations for this PCl function. This field is updated by
addi ng t wowvalwmeoiim store bl ock counter 314 to the val uecofEredioscfosel d;
20Refresh Transl ation Operations Field §10: This field includes a count of
the refresh translations instructions for this PCl function. This field is
updated by adding the value in refresh translations counter 318 to the
value of this field. The refresh translations instruction is used to update

transl atijpgnd Pzﬁrﬁ&ﬂ@ﬁ é;éaﬁlp!}b? %@@Wuﬁé@%n%&%ﬂ{a% bnéﬂﬂm%da?églsﬂ/é(cEJr getfrRUmsEr (s)
512: This field further i ncludes updatéd information of the 25read and

write couthted thefedoret thie sodCobmplenorduddh includetatriag of xeadpvete cohetses fooeavher s are
64-bit coynters. Fog . instance,.transfer counters 400 are retrieved

er i odi caHyST s Thias Py Sl G SRR oo o B o

count er s iflddes AR WsitcGRAGH 0 PEonREs firehébof the hikEediBPaEsEMENt bl OCK 1S5
dynam cal |y updated at specified time 30 intervals. The sanple count field

i ® increnented, and each of the other fields is updated by adding or

LEEure nab skl RO P D B BRI =
exanpl e, c@cdids & moGuicdientRgishatién Bseu@lonTofeercatslies ModfaPes Fdattioned for it,

and therefore, the root _conplex wuld include a pair of read/wite counters
for each Goatfplsdastaistiple BrecquHen pfihis ngriction i ysad e mfqrapthed A3 sibsem aBPWck of

that PCl tﬂé’&fﬂ%s@% éﬁg%g‘%ﬁggfﬁ’q/tw&gﬁu%&%c trof ‘B}b@k%?& afsQ ':d%eﬁl?]e " chi td .he

addr ess spaces e neasurenent facility tor a Ion, in one
eManpl e, att¢ess dpeloattiong Iaysat pantexkac etaagpla thisastmetieniay elgo bt tatkadnand

instruction referred to .as Modify PCl Function trols instruction.
Eecut | oFoRh Fiers et FiEsh BT Pt astrame bt HoH bt BuES LR e Bbout t he
addr ess M%H%%%R%HM%FHR&Mm%Q&x&Hﬁ(§§§§g£%ﬁ%ﬁ?ﬁ&&%bh%bm@%@@ﬁ»and.a|50 the key
used to 10 access that location. In one parficular exanple, this

instruction may al so be tracked, and therefore, there would be a field in

the measuyrement control. block faor .S instructian, as well as.a.counter in
seoure. mitary (edB REymE WROHon(Y PR ERSRR bl R ndiol B Ry R <
regar di nRefheindeAIFiQy, 6ACh Niodist PONFEHEbA ClositrbRShstietidPE0Bineludes € iR@shce,
herein. 15Referring to FIG 6A, a Mdify PCl Function Controls instruction
600 i ncl yie®,coflep03 mdicahpgthe Modify PCI Function Controls instruction; a first field 604
specifying a location at which various information is included regarding the adapter function
for which the operational parameters are being established; and a second field 606 specifying

a location from which a PCI function information block (FIB) is fetched. The contents of

20 the locations designated by Fields 1 and 2 are further described below.

In one embodiment, Field 1 designates a general register that includes various information.
As shown in FIG. 6B, the contents of the register include, for instance, a function handle 610
that identifies the handle of the adapter function on behalf of which the modify instruction is
25 being performed; an address space 612 designating an address space in system memory
associated with the adapter function designated by the function handle; an operation control
614 which specifies the operation to be performed for the adapter function; and status 616
which provides status regarding the instruction when the instruction completes with a
predefined code.
30
In one embodiment, the function handle includes, for instance, an enable indicator indicating

whether the handle is enabled, a function number that identifies an adapter function (this is a



an op code 602 indicating the Modify PCI Function Controls instruction; a
first field 604 specifying a | ocation at which various information is

i ncl uded wegaridisnmot he adapter function for which the operatreanabio39
paraneters are being established; and a,second field 606 specifying a

| ocation fromwhich a PCI function information block (FIB) is fetched. The
contents of 20the | ocations designated by Fields 1 and 2 are further
descri bed below. In one enbodinent, Field 1 designates a general register

that i nclspdesdn@miboMR thil B8 iRHIOthdeA$ntS AFMLHOR dIG: afBan HhE8n&ANLGRES of the
regi ster include, for Instance, a function handle 610 that identifies the

handl e ofsp¢cfyimthppantichlanuisianee oithisd¢hadtfondfangdlhi dhetcheompiinétyon esdieadfot i on i s
25bei ng per.fo d,. an address space 612 desj.gnatjng,a ress ace in
gl R o et i ekt e K L (N A e
function fﬁ@d‘ﬂi@h@ébl@nE%%ﬁétidﬂrtalﬂ@@ﬁt&@incﬁlliés w@r&ﬁbrﬁpgﬁhﬁ&@fﬁs ain"dﬁ)r@ﬂ_fé'i ation to
be perfornmed for the adapter function; and status 616 which provi des status

r égar di ngnformatiossaspeseatedwithife gdamer fupgitony s @ cxampleet &mciipn Fble gvtwdef i ned

code. 30inC e%,011/ 160719PCT/ EP2010/ 067039 14 static identifier and may be

used to index into a function table); and an instance nunber specifying the
parti cul afistaries MNametRrofThisHiesd fndivates @patinthl énstahloebthe sdaner fubictidn lndlandl e
for each adapter function, and it is used to |locate a function table entry
(FTE) wi epiosfedevithhetfiegtiopdphlecntesch function table entry incl udes

operatio . her +hi t] I i Lt
adapt er %&%ﬁ%%ﬁg e xlgér%{%;ﬁaTE%rgféﬁyg% dtngg i ZIIQOZ%? %‘;}&eleﬁgll\gl} &(}gés ?Tﬁdst ance
Nuhber: Thelsinflexelsdniindbixaatoesdaviqeaatile culoaate iantst@n cabloénttyn® Eagthere dreioed | on

handl e associated with the funcifion_.tahle entry; Device TablLe Entry (DTE)
I ndex 1. °F forerfiayier ARl CHEICRET HiaPirh fCHE, 208 SRAbTED et desnioamatiaheach

i ndex i s ,afyclanQdBxith N 8d:HtdEYAEBN ! BBLBInk InfoRARIE Rl RY hioBess 28 Rst€BF fny (DTE) .
There are one or nore device table entries per adapter function, and each

entry i nedydesfunetfanr(aet.ilvAarsgeesisatvid reduchis) 2l iathapmasen falpitgitonsquieste| udi ng

information used to.prqcess.requests .t he adapter functi e.g., DVA
Fequest s SRR TGt hlfaBORY Ehot Sl bedis aced
Wis h the sageptelrwithogd Aditesk gpa@e wifti systenh Fridgiolr P Asigneasthe dayiteefuhane entry
is 15 associated with one address space within system nmenory assigned to

t he adapt/gradapiee fUnsHon May AdeEperRy oFf eIEtadaieshsnrcesavighin SEStYR MAHRAEY Asfdgneds

spaces Wt Qi Eory assigned to the adapter function. Busy
I ndi catortéh{f%dggtfg’tltglﬁéll ndi cat es whet her the adapter function is busy;

Busy Indicator: This field indicates whether the adapter function is busy;
20 Permanent Error State Indicator: This field indicates whether the adapter function is in a
permanent error state;
Recovery Initiated Indicator: This field indicates whether recovery has been initiated for the
adapter function;
Permission Indicator: This field indicates whether the operating system trying to control the
25 adapter function has authority to do so;
Enable Indicator: This field indicates whether the adapter function is enabled (e.g.,
I=enabled, 0=disabled);
Requestor Identifier (RID): This is an identifier of the adapter function, and includes, for
instance, a bus number, a device number and a function number.
30
In one example, this field is used for accesses of a configuration space of the adapter

function. (Memory of an adapter may be defined as address spaces, including, for instance,



20Permanent Error State Indicator: This field indicates whether the adapter
function is in a pernanent error state; Recovery Initiated Indicator: This
field i ndvoavbasicwhet her recovery has been initiated for PChEPaciapsm®B9
function; Perm ssion Indicator: sThis field indicates whether the
operating systemtrying to control the Z5adapter function has authority to
do so; Enable Indicator: This field indicates whether the adapter function
is enabled (e.g., l=enabl ed, 0=disabled); Requestor ldentifier (RID): This

is an i dgnbhfib@htiof sfabe AdAPERce MG 0RO or ABEE hBGb cesHOh dek@npR, a bus
nunber, a device nunber and a function nunber. 30

2011/ 160 THORATILERR0N Op6 TEF Dl cesseblyf sngurfang e @pligeratiamspacOispace, and/ or

one or nore_nenor aces.) ln one ex e, t conf | at i on ace may be
Coesseq ByEBRL IR R aborte B R RERSp st Rt RHEF b SRGeten by
t he oper &fpbfificd sthe Mstrattid Bah otREih@Uh&tdIpurdidn spRcadantefictiodmahdien.

Specified in the instruction is an offset into the configuration space and

a ¥ unct i ancthigriagasc hggppropgatedenationtsie appr Gpt ingludes tha&dPodhedismavaent ry t hat
i ncl udes ré&%esRIﬂ% in%c ectifoh 5%"8&8@11%856#% YR agfnfl@%t{o%ﬁséh%ln [")ﬁ’}%gefgt%t AT
I'on space:. ore, i es t 0g

is for a configura n ere eherate a

request tRIDtBgehdrdeibqueand theBOIHUD, mddthe /€ eiscraateeategatst twadessahs t he
adapter. The |l ocation of the adapter function is based on the RID,_and the

of f set spdenten ekhedpcasion o thejadpper hmctiompibgsadan e RdBawnd the otfprs sprsafitsen

function. /A0 iBRs SSioReai St & tigan): This field includes a
pIuraIit§)%%nﬁﬁ§§%ne gﬁht%b§?§%cge§§gn fé §§ AR - BARE, which are

aksociated with the originally specified adapter function, and whose val ues
are al so stor, in the b address,_regi sfers associgted.with the adapter

funct | on e ordiprRegter AR e nd; Thoril BotreSSPartyy Revbigred Bed ey 1o
space 15wk{iBhdled AEBARRPIEAR W’h@%ﬂ L8 assgézlgtgi@w%ﬂl thBdHERLE sﬁe‘%ﬁ&%ﬁ%@i _address

space, that "is whether it is a 64 or : t nmenory space, or a 32 bit 1/0
space, asumtanpindsyhdsp values axafslsered in the baseddfess regostas swecitted methohy space

and/or 1/ e of the ter.function. For instance, an off rovi ded
" an i nefPIBCTORRD AR SO e AR S pg g ey Phegnenory Yack ori sl
15 within the adapter function, and also indicates the type of address space, that is whether it is

a 64 or 32 bit memory space, or a 32 bit I/O space, as examples;

In one example, it is used for accesses to memory space and/or 1/0 space of the adapter

function. For instance, an offset provided in an instruction to access the adapter function is
20 added to the value in the base address register associated with the address space designated

in the instruction to obtain the address to be used to access the adapter function. The address

space identifier provided in the instruction identifies the address space within the adapter

function to be accessed and the corresponding BAR to be used;

Size 1...n: This field includes a plurality of unsigned integers, designated as SIZE,— SIZE,.
25 The value of a Size field, when non-zero, represents the size of each address space with each

entry corresponding to a previously described BAR.

Further details regarding BAR and Size are described below.
1. When a BAR is not implemented for an adapter function, the BAR field and its
30 corresponding size field are both stored as zeros.
2. When a BAR field represents either an I/0 address space or a 32-bit memory address

space, the corresponding size field is non-zero and represents the size of the address space.



20added to the value in the base address register associated with the
address space designated in the instruction to obtain the address to be
used to awoess/tshrH9adapt er function. The address space ipdEmPrdtioes70py ovi ded
in the instruction identifies the addr space within the adapter function
to be accessed and the corresponding BAR to be used; Size 1....n: This
field includes a plurality of unsigned integers, designated as SlIZE() -

SI ZE.. 25The value of a Size field, when non-zero, represents the size of

each addresghsPABARMILIN r&RERNRM S4LbiE RIHRFPANAERSPAQ, @ previously descri bed
BAR. Further details regarding BAR and Size are descri bed bel ow.

1. When a. BARBARmatld reppésents thebadt signircantaddres bitunct i on, the BAR field and
its 30corr ondi ng size field are both stored as ros. .. 2. . \When a BAR
el d rogh ddBiest Sredufite o iRt RS iRuRey M5B i) “aaar ess
space, tféenfé%h@maﬂv\%rmﬂ zeldfis Bditlzdrd aR@Repf&khts ANTsis CHN RS BdtirSssispresi ze of
t he address space. 2011/ 160719PCT/ EP2010/ 067039 16 3. When a BAR field

r épr esentds Teggrgsponfimgl G Eadfeldss netyaesaingful ang is stheedBARETOf i el d represent s
the | east significant address bits. b. The next consecutive BAR'+1l
field represents the nost significant address bits. c. The correspondi ng

SI ZEn fi @htédria$RooimgZIdf@manon:r €hisesnhstidnnie usddze peffoirhpadiddlaessitiapacte Sd.
The corresponding Sl ZEn+i field is not neaningful and is stored as zero.

| nt er nal 2feRies Agnchdey. et ingancerpeds. procewspaghinind hub sddrepsingdfargiagpn, as
particul ag,rofdting to the adapter. It includes, for instance, node,
processor chip, and hub addressing infornmation, as exanples. 10 Status

| Tdi cation: This provides an indication of, for instance, whether

|80 S oG OOt SRt e, RaSked, o e APRLEL L S A e STior St e, o
error st gieplbOHICRHR adaplRf i iR FRVEF stald, lab WeBds dRHPHHd%ALiOks @r € set based on
monitoring performed by the firmwvare. Further, the perm ssion
In one example, the busy indicator, permanent error state indicator, and recovery initiated
15 indicator are set based on monitoring performed by the firmware. Further, the permission
indicator is set, for instance, based on policy; and the BAR information is based on
configuration information discovered during a bus walk by the processor (e.g., firmware of
the processor). Other fields may be set based on configuration, initialization, and/or events.
In other embodiments, the function table entry may include more, less or different
20 information. The information included may depend on the operations supported by or

enabled for the adapter function.

Referring to FIG. 6C, in one example, Field 2 designates a logical address 620 of a PCI
function information block (FIB), which includes information regarding an associated
25 adapter function. The function information block is used to update a device table entry
and/or function table entry (or other location) associated with the adapter function. The
information is stored in the FIB during initialization and/or configuration of the adapter,

and/or responsive to particular events.

30 Further details regarding a function information block (FIB) are described with reference to
FIG. 6D. In one embodiment, a function information block 650 includes the following

fields:



indicator is set, for instance, based on policy; and the BAR information is
based on configuration information discovered during a bus wal k by the
processorweon/i60fior mvare of the processor). O her fiel @asTregolbee®as based
on configuration, initialization, and/of; events. In other enbodinents, the
function table entry may include nore, less or different 20information. The
i nformati on i ncluded may depend on the operations supported by or enabl ed
for the adapter function. Referring to FIG 6C, in one exanple, Field 2
desi gnat ¢3dal @0} cals AAHLES$E0 R HGhe FHBCti on i nformati on bl ock (FIB),
whi ch includes information regarding an associ ated 25 adapter function. The
function information block is used to update a device table entry and/or

function_table.entr r.,other. | ocati . associated with the adapter

funct i on MERESYET oIt TSP BatER nERRRREHRT albs hrielBpf SeMeEicana) or
conf i gur akdt@etiets Byhepadant alode gﬁ@yt edsulteMPARSIcBn iiReedftioneul ar events.
30Further details regarding a function information block (FIB) are

qéfscri bedrirdndigatioartodcd hlisOﬁerhli GChEiD? thewr@ﬁéta@}ﬁpéi@ﬁt@hﬁor dcqt urrnRqrE OCESS
2015 160790 BB ROP RS oS8R B et BEL kb EbSaie s haverbeen e ¢ or ma

of the FldBtecledtveiilegptfbanin@aiettaheb®: acddsk or hdapkead intsrrustich foothendistat e

whet her guest execution of specific instructions by a pageabl e node guest
resul ts i'WIGUR8t ruction interception; 5Error Indication 654: This field

i ncl udes L%Q&/S%r%o&%ﬁ%?%:! s GRtd PRichRS \x}ﬂ'e{f)%rcfoa%%?é é{%%‘&fo% %re%lgclﬁﬁapt er

i nterruptions. en the bit 1's set (e.qg., , one or re errors have been
det ect ed PéHiRuectmer Vaicdo 38y This &cld indudesyanaoadsmetrcoattalpbetheiadbter fuptticon f or

t he ada functi.on; Loa tore Bl ocked 656: .This fjeld, jndicates whet her
o ot oEhestBR Bl oL (S8t PscAdiaier fsten RonrtIgRT oS kA ongbs oy

i ncl udes RREPADI ement control for the adapter function. Wen the bit is

set (e.g., 1), the adapter function is considered to be enabled for /0O
oper at i orfgtdress Space Registered 660: This field includes a direct memory access enablement

control for an adapter function. When the field is set (e.g., 1) direct memory access is
15 enabled;
Page Size 661: This field indicates the size of the page or other unit of memory to be
accessed by a DMA memory access;
PCI Base Address (PBA) 662: This field is a base address for an address space in system
memory assigned to the adapter function. It represents the lowest virtual address that an
20 adapter function is allowed to use for direct memory access to the specified DMA address
space;
PCI Address Limit (PAL) 664: This field represents the highest virtual address that an
adapter function is allowed to access within the specified DMA address space;
Input/Output Address Translation Pointer (IOAT) 666: The input/output address translation
25 pointer designates the first of any translation tables used by a PCI virtual address translation,
or it may directly designate the absolute address of a frame of storage that is the result of
translation;
Interruption Subclass (ISC) 668: This field includes the interruption subclass used to present
adapter interruptions for the adapter function;
30 Number of Interruptions (NOI) 670: This field designates the number of distinct interruption

codes accepted for an adapter function. This field also defines the size, in bits, of the adapter



Address Space Regi stered 660: This field includes a direct nenory access
enabl enent control for an adapter function. Wen the field is set (e.g., 1)
di rect newornyiiaweHss i s 15enabl ed; Page Size 661: This PrelmPemasmas es t he
size of the page or other unit of nenory to be accessed by a DVA nenory
access; PCl Base Address (PBA) 662: This field is a base address for an
address space in system nenory assigned to the adapter function. It
represents the | owest virtual address that an 20adapter function is allowed

to use f Qﬁte&hﬁt&’cﬁﬁbiﬂ%&rﬂe@i&ﬁﬁé@w n WSt S PRI MRE TAMRAADNHERSs ARBRKEtcPC
Address Limt (PAL) 664: This field represents the highest virtual address

that an amtepueronflineiciafisst fadldsowed to access within the specified DVA
address space: . l.nput / . Addr.ess Tr | ati qn. Poi nt er.{ | OAT) ,666:. The
put T outpae ke b Yot SHESS ATV T SRR i e SRl

t ransl at iagsptbeibtcempisesit PY¥ctér BEthedaptdafundGel. eBifis {ERGSE 88ddaR intfruptt  May
directly designate the absolute address of a frane of storage that is the

resul t ofPreqeaiyed:ati on; Interruption Subclass (1SC) 668: This field includes

the intery i | as. sent feinte QN . t.h
ot o PAHBES SRR TEE PP e o AR PO AR
desi gnat esetriygtionbibesctafbitdbsthendiptenfuactionpt i on codes accepted for an
adapter function. This field also defines the si in bits, of the adapter

VO 2011/ YbriEo btyraproformery Fut Addresy (éﬁiﬁ%é?@nTﬁigiﬁGMPwﬁe%&@d@ﬁ%ﬁﬁ ed by an
cCepter WOLERMEIL OB JEFU SO PP L, Bl I GBy | vecto
filel d specodebssg;an address of the adapter interruption bit vector for the
adapter fA’dlEtteir ?Igc'em-{lmo% S\{l%lcr;[la(l)rgl 1%1‘;,5 O¥§§%7i&n TihPstfleerl(E glpotvi(Feg td?ecoe sse‘ic 9190’ the adapter

interruption summary bit vector;

Function Measurement Block (FMB) Address 680: This field provides an address of a

function measurement block used to collect measurements regarding the adapter function;

15 Function Measurement Block Key 682: This field includes an access key to access the

function measurement block;

Summary Bit Notification Control 684: This field indicates whether there is a summary bit

vector being used;

Instruction Authorization Token 686: This field is used to determine whether a pageable

20 storage mode guest is authorized to execute PCI instructions without host intervention.

In one example, in the z/Architecture®, a pageable guest is interpretively executed via the
Start Interpretive Execution (SIE) instruction, at level 2 of interpretation. For instance, the
logical partition (LPAR) hypervisor executes the SIE instruction to begin the logical

25 partition in physical, fixed memory. If z/VM® is the operating system in that logical
partition, it issues the SIE instruction to execute its guests (virtual) machines in its V=V
(virtual) storage. Therefore, the LPAR hypervisor uses level-1 SIE, and the z/VM®

hypervisor uses level-2 SIE; and

30 Address Translation Format 687: This field indicates a selected format for address
translation of the highest level translation table to be used in translation (e.g., an indication

of highest level table (e.g. segment table, region 3rd, etc.) and an indication of the selected



Adapter Interruption Bit Vector Ofset 674: This field specifies the offset
of the first adapter interruption bit vector bit for the adapter function;
Adapt er IwoDenrugebdilon Summary Bit Address (Al SB) 676: ThipsTiEpPedid/oproewi des an
address designating the adapter interruption summary bit, which is
optionally used in interrupt 10processing; Adapter Interruption Summary Bit
O fset 678: This field provides the offset into the adapter interruption
sumary bit vector; Function Measurenent Bl ock (FMB) Address 680: This

field prayigesc &0 credh 8T oRlpadbit UNOk RAdARARMES TaRllatRIo kmMS £ 8yRs col | ect
measurenents regardi ng the adapter function; 15Function Measurenent Bl ock

Key 682: fdimiag,  neefetbhi inohatdlel nay adsociedisatkayfotraataccess t he functi on
measur enent bl ock; Summary Bit Notification Control 684: This field
i ndi cates whether there is a summary bit vector being used;

I nstruct iTeR fikkbAThEAhARM bigdkedesHBbted Thit Nb@REPC PFueiEn (BnH6kefistiudBon
whet her a pageable 203tora8e node guest is authorized to execute PCl

i st ruct ilowsdvg Medify aelsetef dewes tabla witry, ¢ fingHen tbagaitiey, andier pther firmware

z/ Archit . eahl 1S .0 i) ec 8

Start | neorEbipef RS e aRhodcd d-HAREL i Sy B i otk e

i nt er pr etdavice tabld@itry, AScEMNT tablct dheryl adgloe athep ifrhivhicadn{rbBAR) taltyRevivdsoE
executes the SIE instruction to begin the |ogical 25partition. in Qﬂgsical,
fixed memseyded for thapdanter. sThose s@pisFairige o5 sinee adapier iNtsHuBEINSHaddress| on,
it issue . I }.0 18, 4 L.§. j i in
s oy QPR LRl Sl SR p RSO, ookl B kot Mok FRERIPES 7
and t he ahfi/Ket)inteygoptiti sotrolises | evel -2 SIE; and 30Address Transl ation
Format 687: This field indicates a selected format for address transl ation
of the highest level translation table to be used in translation (e.g., an

i ndi cat ' thecéfmﬂi‘)idﬁﬁ@rﬁfof h%vl@éicta%kﬁtédewﬂl th IGERE PERPLRtioh €QhRBIs HBucBEE - )
and an indication of the selected WD 2011/ 160719PCT/ EP2010/ 067039 19

format ( es descri@EUviDATcferongsatbiliGe?. I @eaxumptie theadstrussien isrissusd &yiaon f or mat
a bypass o&)glrag%é Sys?enq ?orfo%tle% %ofﬁ?équttlc?n) alllcti e%}iteﬁlb%(%hé Br%icgsas%re (e%g.,fﬁ%lrgvaaltré)
15 executing the operating system. In the examples herein, the instruction and adapter
functions are PCI based. However, in other examples, a different adapter architecture and

corresponding instructions may be used.

In one example, the operating system provides the following operands to the instruction
20 (e.g., in one or more registers designated by the instruction): the PCI function handle; the
DMA address space identifier; an operation control; and an address of the function

information block.

Referring to FIG. 7, initially, a determination is made as to whether the facility allowing for
25 a Modify PCI Function Controls instruction is installed, INQUIRY 700. This determination
is made by, for instance, checking an indicator stored in, for instance, a control block. Ifthe
facility is not installed, an exception condition is provided, STEP 702. Otherwise, a
determination is made as to whether the instruction was issued by a pageable storage mode
guest (or other guest), INQUIRY 704. If yes, the host operating system will emulate the
30 operation for that guest, STEP 706.



The function information bl ock designated in the Mdify PC Function
Controls instruction 5is used to nodify a selected device table entry, a
functi on waekba/eotipy and/ or other firmmare control s asseciratrea o189 t he
adapter function designated in the instyyction. By nodifying the device
table entry, function table entry and/or other firmmvare controls, certain
services are provided for the adapter. These services include, for

i nstance, adapter interruptions; address translations; reset error state;
reset | ogshshlcea Bb@RkBG oS RImddengs td RReBASHIGTRAL 0P HeYPELA0 Sirc Jaﬁgﬁedi set
interception control. One enbodi ment of the logic associated with th

Modi fy P(INQ‘EHR& T@$h Koomstavics, d des¢rmumtioons n@dd%torwlt@d@rmhetwdmﬁ ef ‘élnce to

FIG 7. e e. |nst i on |s | an _operatin tem
Cor ot her s i AR 1B od OB pelotblsanty PBmit cRel sromBRe s o)
15execut ithgeloperafideLirdhbNeioh¥S HREA adl dkck %@@@Hwioﬁss PRk Rica, Sthe7imst r uct I on
and adapter functions are PCl based. wever, in other exanples a

di¥ f er entOtherapicer deteghinplen isreadand te whetbeba dinsgon infermaiondlaskiay be used.
In one e’é@é@%égrteéfﬁ@UﬁQ?rﬁE' Mot YREEM Q{o‘ééttloqleéonggﬁm i {o%gi ggsfﬁﬁﬁ?lﬂds to the

i nstruction , n one or norereé ers

I nst r uct iGhgrwidche dACtminbtiet isamadoas ¢d @heth&&h%c&ﬂﬂfo@&&dﬁ@&&e)plemm ofther; an
operation control: and an address of the function infornmation bl ock.

Ref er ri ngMeEHENE Functipn Coptipls ynstiyciipn i cpitled, iINQUIR Ynhlfe [aone sxaipplpbis t he
facilit
aciiity éi@{ek%ﬂ%( %%(%S@hl S&gﬂ%’ all HabTH Ak QR i gthﬁﬁ(yé ;ﬂﬁé hatfiid Rt S

installe ermnation Is ma , I nst ance,

cHecki ng casbled)dhanatnarxceit@nedndinipn fisoprovwsd, HIdP, 7E8.cont rol bl ock. |f the
facility is not installed, an exception condition is provided, STEP 702.

O herwise, a determnation is nade as to whether the instruction was issued

by a paggpil$asdleiA98bREMcIHR HandRlis Kl 28 IR S finctl NG IRntFOATHE 7S, the
host operating systemw 1| emulate the 30operation for that guest, STEP

706. 12@&@/&6@%&@9@ﬂb§92Gmdme@ﬁms&wﬁes h@hmnmethaﬁmgmnrmbhawkmawnhenade
nor e of the 708. . For

as to whet or er
hst ance i R Pl TR diide ES BT BiReR R S apdee gl rdRetinct i on
i 7§ or mat iagdtoldeQGlabiishe@n a doubl e word boundary. In one exanple, this is
optional .

A determination is made as to whether the function table entry was found, INQUIRY 722. If

not, then an exception condition is provided, STEP 724. Otherwise, if the configuration

issuing the instruction is a guest, INQUIRY 726, then an exception condition (e.g.,

20 interception to the host) is provided, STEP 728. This inquiry may be ignored if the

configuration is not a guest or other authorizations may be checked, if designated.

A determination is then made as to whether the function is enabled, INQUIRY 730. In one
example, this determination is made by checking an enable indicator in the function table

25 entry. If it is not enabled, then an exception condition is provided, STEP 732.

If the function is enabled, then a determination is made as to whether recovery is active,

INQUIRY 734. If recovery is active as determined by a recovery indicator in the function

table entry, then an exception condition is provided, STEP 736. However, if recovery is not
30 active, then a further determination is made as to whether the function is busy, INQUIRY

738. This determination is made by checking the busy indicator in the function table entry.



| f the operands are not aligned, then an exception condition is provided,
STEP 710. 5O herwi se, a determnation is made as to whether the function

i nf or mat iwo 2bl1oisk71bs accessi bl e, INQU RY 712. If not, tIrem/ERR016%06™PLI ON
condition is provided, STEP 714. OQrherw;se, a deternmnation is nmade as to
whet her the handl e provided in the operands of the Mddify PCl Function
Controls instruction is enabled, INQU RY 716. In one exanple, this

determ nation is made by checking an enable indicator in the handle. If the

handl e i ifﬂh@%ﬂ&%ﬁ%&? th&fﬂ%um&ﬂ%lﬂtlb BRVERASTER 40 SWAAKE 88d, STEP 718.
If the handle is enabléed, thenthe handle is used to | ocate a function

t abl e enteryditiSTERe mZ@uctﬂiha:lanbsretatd liesded of dpeppelon of the handle is used as
an index into the function table to |ocate the function table entry
corresponding to the adapter function for which operational paraneters

15ar e t o 1b@cFeicibh iisha busy thlet LfufthBiad dt@thindtionBsMadsad © whtehdrelie fuh&idnunct i on
table entry was found, | | RY 722. |f not, then an exception condition is

provi ded,in ionjockdomant salid, INQUAR Yo 3% i Fgu instanes the ﬁlﬁmﬁ‘gﬁQlﬁ@fth?ﬁlBuct i on
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to the hos I'S provi s rnquir gnor g

conf i gur aktgphioh Somditioisguesitled) STOPITRIM. afithb diiiczioh iifoamarin ‘tﬂ@ckdbﬁﬁzkt&@l | f
desi gnat ed.. A determination is then nade as to whether the function is
enabl ed, VRlguhgye fusher deiemyaatiopdppiade as 1oy whedksr dhgppeatiogrrontohypgeifigg in

check 19 (R RAEA ISR K ASNOOREY e BB Z0RRLR b o0t

i ) enabl ed thetdpecnﬁed dpdretion cvaitrobrfor thismsteucaisnt of invsethdid, thecewergeptisnact i ve,

| NQUI RY 734 recove tive as determ ned a recove i ndi cator in
Lhe T uncEPEHIPB BT S TEER. P udte st REAPCBH ! el oV aBr e

736. Fb"‘%ﬁﬁtrmuebf\VlﬂhQﬁ@Y}%rcMic'oﬁ)efh%ron%Qﬁt%l'b%ﬁlﬁ Egﬁﬂedﬁ further determnation is
made as to whether the function is busy, RY 738. This determ nation is

made by checki ng the busy indicator in the function table entry. WO
2011/ 1607 9PCT/ /06 039 2 functi on n_a busy
condi 11 o RETSRG0R nerded by I SpREREh Sl WS B nat et i on

cen be r %dabﬁ@mehﬂﬁtrﬁﬁéiel@fopgfaﬁﬁﬂﬁ%d for maintaining measurements. With this operation,

the PCI function parameters relevant to PCI function measurement are set from the function
information block. Ifthe function measurement block address field contains a non-zero
address, then PCI function measurement is ecnabled. However, if the function measurement
block address ficld contains zeros, then PCI function measurement is disabled. In one

20 example, the operands for this operation obtained from the function information block
include the function measurement block address and function measurement block key.
Implied operands include the number of DMA address spaces, which is obtained from the

function table entry.

25 One embodiment of the logic associated with this operation is described with reference to
FIG. 8. In one example, a determination is made as to whether the function measurement
block address is equal to zero, INQUIRY 800. If so, then the function measurement
parameters in the function table entry are reset to zero, STEP 802. Further, the DMA
counters in the I/0 hub are cleared and disabled, and measurement is disabled.

30
Returning to INQUIRY 800, if the function measurement block address is not zero, then a

further determination is made as to whether the function measurement block for all device



If the function is not busy, then a further determnation is nade as to
whet her the function 5information block format is valid, |NQURY 742. For

i nstance,woheifwommat field of the FIB is checked to det ecwinreotiofoctobd s
format is supported by the system If i4, is invalid, then an exception
condition is provided, STEP 744. |f the function information bl ock format
is valid, then a further determnation is nmade as to whether the operation
control specified in the operands of the instruction is valid, | NQUJRY 746.
That is, gise LRt ORRNAL URBoGRIALY, INORNRYLAR, Thiee SRaRHIEI AdIBREYRARARR icONt T Ol S
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measurenent i s disabled. In one 20exanple, the operands for this operation

obt ai ned th¢ BMA peunters &t the v/ Q hebhiswicarsd avd sawbleth @nd easysemenfris enabied.

measur enent bl ock address and function nmeasurenent bl ock key. Inplied
operands include the nunber of DVA address spaces, which is obtained from
t e functAdditidraby,cfughdrrdetail 5édaediegB Ol LoedtP(AfStékand 8§ Stoas Bowkatred w t h
this operati.on is described with reference to FIG 8. In one exanple, a
det er m n&96#% s made as to whether the function neasurenent block address
is equal to zero, INQU RY 800. If so, then the function neasurenent
parameters in the function table entry are reset to zero, STEP 802.
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contents of the locations designated by Fields 1 and 2 are further described below.

20 In one example, Field 1 designates a general register, and as depicted in FIG. 9B, the
contents 904 of that register include a contiguous range of one or more bytes loaded from the
location of the adapter function specified in the instruction. In one example, the data is

loaded into the rightmost byte positions of the register.

25 In one embodiment, Field 2 designates a pair of general registers that include various
information. As shown in FIG. 9B, the contents of the registers include, for instance:
Enabled Handle 910: This field is an enabled function handle of the adapter function from
which the data is to be loaded;
Address Space 912: This field identifies the address space within the adapter function from
30 which the data is to be loaded;
Offset Within Address Space 914: This field specifies the offset within the specified address

space from which the data is to be loaded;



(e.g., FMBA and FMBK) are set fromthe function neasurenent bl ock address
and function neasurenent bl ock key paraneters of the function information
bl ock, SNeB28MiZ2i60HArt her, the DVA counters in the |/ O hebTareooloemsed and
enabl ed, and neasurenent is enabled. 10Additionally, further details
regarding PCl Load, PCl Store and PCl Store Block are provided. Referring
initially to FIG 9A, one enbodi nent of a PCl Load instruction is depicted.
As shown, a PCl Load instruction 900 includes, for instance, an opcode 902
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| oaded; dress Space I es addr ess space
Wit hi n t kenfiglapticer addurss spaen, the m@@h%uundat’yh&edsatf@r instatiae, bevokdbaded; O f set
Wthin Address Space 914: This field specifies the offset within t he

speci fied address space fromwhich the data is to be | oaded; WO

2011/ 160@%P%OER§Q&%%719§18 a?s%ciaﬁ‘éa%*fh hpel @o%ﬁlstr[[éiio% i§ ué‘slcfibécpx%ﬁhf | es the

| ength of the |load operation (e.g., the nunber of bytes to be |oaded); and
St at us f ireflertnod ®: FIfsi $04416Bd Ilpomm@eg)le the mptusctivodeisswsiddly anopappingcabl e

when the I Qgrtnr(lojlp éthgrnco%ﬁggra’goﬁa)sanwe%gcu?eﬂyet%gE)Ironcggso% eng ! I’lfn?vvnare?executmg the
15 operating system. In the examples herein, the instructions and adapter functions are PCI-
based. However, in other examples, a different adapter architecture and corresponding

instructions may be used.

To issue the instruction, the operating system provides the following operands to the

20 instruction (e.g., in one or more registers designated by the instruction): the PCI function
handle, the PCI address space (PCIAS), the offset into the PCI address space, and the length
of the data to be loaded. Upon successful completion of the PCI Load instruction, the data is

loaded in the location (e.g., register) designated by the instruction.

25 Referring to FIG. 10A, initially, a determination is made as to whether the facility allowing
for a PCI Load instruction is installed, INQUIRY 1000. This determination is made by, for
instance, checking an indicator stored in, for instance, a control block. If the facility is not
installed, an exception condition is provided, STEP 1002. Otherwise, a determination is
made as to whether the operands are aligned, INQUIRY 1004. For instance, if certain

30 operands need to be in even/odd register pairs, a determination is made as to whether those
requirements are met. If the operands are not aligned, then an exception is provided, STEP

1006. Otherwise, if the facility is installed and the operands are aligned, a determination is



5 I n one enbodi nent, the bytes | oaded fromthe adapter function are to be
contained within an integral boundary in the adapter function's designated
PCl addr ewe 28paise719\Wen t he address space field desi gnare3/ER20mo610$9 addr ess
space, the integral boundary size is, fpr instance, a double word. Wen the
address space field designates an I/ O address space or a 10configuration
address space, the integral boundary size is, for instance, a word. One
enbodi ment of the logic associated with a PCl Load instruction is described
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operating system provides the follow ng operands to the 20i nstruction
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(e.qg., register) designated by the instruction. 25Referring to FI G 10A,
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a PCl Load instruction is installed, INQU RY 1000. This determ nation is
made by, for instance, checking an indicator stored in, for instance, a
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i nstal |l ed,_and tCEe operands are aligned, a determnation is WO

2011/ 1607 TR EP2010/ 067039 24 made as to whether the handl e provided in
tf®e operands of the PCl Load instruction is enabled, I NQURY 1008. In one
exanple, this determnation is made by checking an enabl e indicator in the

handl e. 1 detpranipatied ie thog rrste as tawhetdier thidincaian esreple oNQBHRY 10 bh Ingone
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t he handleatriysIflisBdoasnabicd] thdexnicrécptibheoiditied isphotiddd, STE® 10Q0at e t he
function table entry corresponding to the adapter function fromwhich data
is to be | oaded.

20 If the function is enabled, then a determination is made as to whether the address space is
valid, INQUIRY 1022. For instance, is the specified address space a designated address
space of the adapter function and one that is appropriate for this instruction. If the address
space is invalid, then an exception condition is provided, STEP 1024. Otherwise, a
determination is made as to whether load/store is blocked, INQUIRY 1026. In one example,

25 this determination is made by checking the status indicator in the function table entry. If

load/store is blocked, then an exception condition is provided, STEP 1028.

However, if load/store is not blocked, a determination is made as to whether recovery is

active, INQUIRY 1030. In one example, this determination is made by checking the
30 recovery initiated indicator in the function table entry. If recovery is active, then an

exception condition is provided, STEP 1032. Otherwise, a determination is made as to

whether the function is busy, INQUIRY 1034. This determination is made by checking the



10Thereafter, if the configuration issuing the instruction is a guest, a
determ nation is nade as to whether the function is configured for use by a
guest, | NQOI2RM/1504. |f it is not authorized, then an eprcempr2an/o6®adi tion
is provided, STEP 1016. This inquiry mey be ignored if the configuration is
not a guest or other authorizations may be checked, if designated. 15 A
determnation is then nade as to whether the function is enabl ed, | NQU RY
1018. In one exanple, this determ nation is nade by checking an enabl e
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instruction. If the address space is invalid, then an exception condition
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as to whettbedimdng thé figewarspecihfmetheiahovdehecks)t ruction is valid, |1 NQU RY
1038. That is, is the offset in conbination with the length of the
operation within the base and |l ength of the address space, as specified in

tie functdgfintialhatherty. YOB! 4 d&teimindth@ns aadexs et il G0 adid whdthdrshPloaviigled,
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in the instruction a configuration space. If so, then the firmware performs various

processing to provide the request to a hub coupled to the adapter function; the hub then

20 routes the request to the function, STEP 1052.

For example, the firmware obtains the requestor ID from the function table entry pointed to
by the function handle provided in the instruction operands. Further, the firmware
determines based on information in the function table entry (e.g., the internal routing

25 information) the hub to receive this request. That is, an environment may have one or more
hubs and the firmware determines the hub coupled to the adapter function. It then forwards
the request to the hub. The hub generates a configuration read request packet that flows out
on the PCI bus to the adapter function identified by the RID in the function table entry. The
configuration read request includes the RID and offset (i.c., data address) that are used to

30 fetch the data, as described below.



and an integral boundary size is the length valid. If not, then an
exception condition is provided, STEP 1044. Ot herw se, processing continues
wi t h t he woadiivmwstioucti on. (I n one enbodi nent, the firmrararpaviooras t he
above checks.) 15Continuing with FIG 1B, a determination is nmade by the
firmvare as to whether the load is for a configuration address space of the
adapter function, |INQU RY 1050. That is, based on the configuration of the
adapter function's nmenory, is the specified address space provided in the
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Returning t ift esi gnate €ess space is not a

clanf i gur #Gldos spthec adagttérefonagione again the firmvare perforns vari ous
processing to provide the request to the hub, STEP 1054. The firmware uses
the handle to select a function table entry and fromthat entry it obtains
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address and includes it in a request packet, suc DVA read request
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Responsi F B)r t he
adapt or fomeReaRERO b RaOR if RISt Beb Bt BorFed i BRSnfhueldfe dality
(i.e., atl)t e Bal doadefesin c@ﬁdlud@t\mthnSn trldadaticiab Asucesd (€.8S panisea tonditien
request, STEP_1056. The response is forwarded from 15 the adapter function
to the Iﬁeﬂ%ﬁ%mﬂﬁespon3|ve to receiving the response, the hub forwards the
rﬁﬁponse to the initiating processor. The initiating processor then takes
e data fromthe response packet and loads it in the designated | ocation
speci f i ednadditiietd abhd uctriuction thatgetrieheedala fipm dihelap€l funotch apkestatcs ann a
concl udes, with Kl i ndi catjon of sucgess g% | settlng)a Condltl?ﬂ code of
zero). designated location, another instrucfion that may be Txécufed is a store instruction e store
instruction stores data at a specified location in the adapter function. One embodiment of a
PCI Store instruction is described with reference to FIG. 11A. As shown, a PCI Store
25 instruction 1100 includes, for instance, an opcode 1102 indicating the PCI Store instruction;
a first field 1104 specifying a location that includes data to be stored in an adapter function;
and a second field 1106 specifying a location at which various information is included
regarding the adapter function to which data is to be stored. The contents of the locations
designated by Fields 1 and 2 are further described below.
30
In one example, Field 1 designates a general register, and as depicted in FIG. 11B, the

contents 1104 of that register include a contiguous range of one or more bytes of data to be



20 In addition to a load instruction that retrieves data from an adapter
function and stores it in a designated |ocation, another instruction that
may be exwoubrdiédH9a store instruction. The store instr@CTiEPROISIETES dat a
at a specified location in the adapter function. One enbodi ment of a PC
Store instruction is described with reference to FIG 11A As shown, a PC
Store 25instruction 1100 includes, for instance, an opcode 1102 indicating
the PCl Store instruction; a first field 1104 specifying a |ocation that
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speci fying a | ocati on at which various information is included regarding

t he adaptraghtrhest byticgositionwli b ragatter arsstoredbe st ored. The contents of the
| ocations designated by Fields 1 and 2 are further described below. 30 WO
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FIG. 12A-1 In one exanple, the instruction is issued by an operating

system antséxbestpad):opdt he processor (e.g., firmware) executing the
operati s ﬁ&H‘ 1118: This field provides a status code which is applicable when the instruction

15 completes with a predefined condition code.

On embodiment of the logic associated with a PCI Store instruction is described with
reference to FIGs. 12A-12B. In one example, the instruction is issued by an operating
system, and executed by the processor (e.g., firmware) executing the operating system.

20
To issue the instruction, the operating system provides the following operands to the
instruction (e.g., in one or more registers designated by the instruction): the PCI function
handle, the PCI address space (PCIAS), the offset into the PCI address space, the length of
the data to be stored, and a pointer to the data to be stored. Upon successful completion of

25 the PCI Store instruction, the data is stored in the location designated by the instruction.

Referring to FIG. 12A, initially, a determination is made as to whether the facility allowing
for a PCI Store instruction is installed, INQUIRY 1200. This determination is made by, for
instance, checking an indicator stored in, for instance, a control block. If the facility is not
30 installed, an exception condition is provided, STEP 1202. Otherwise, a determination is
made as to whether the operands are aligned, INQUIRY 1204. For instance, if certain

operands need to be in even/odd register pairs, a determination is made as to whether those



20 To issue the instruction, the operating system provides the foll ow ng
operands to the instruction (e.g., in one or nore registers designated by

t he i nst rwotzoomso7ivhe PCl function handl e, the PCl addr es3/EPp@iomc{0BLCl AS) ,
the offset into the PCl address space, 4¢he I ength of the data to be stored,
and a pointer to the data to be stored. Upon successful conpletion of 25the
PCl Store instruction, the data is stored in the |ocation designated by the
i nstruction. Referring to FIG 12A, initially, a determnation is nade as
to whet heggLilghehAGhd by @Rl Ae it E%ne@t PER ah BRAHHEH 1sQRovided, RYEDM | ed,
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28 requi retigatersindhehandic. If thethyadle pencirmasblad.dheron exckifirackongditien iaprogideept i on
i's providggp P 1206. O herwise, if the facility is installed and the
operands are aligned, a determnation is nmade as to whether the handle
provided in the operands of the PCl Store instruction is enabled, |NQU RY
1208. I n _one exanple his determ nation is made_ by checki ng an enabl e
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handl e i s used ate a unctlon table entry,

| Hast a pordtioonabdd erithyecdremspd el ingstoubeadapser dumcitind ekwhich datahie tof bmngtdicdn tabl e
to locate the 10function table entry corresponding to the adapter function
at which data is to be stored. Thereafter, if the configuration issuing the

i nstruct 'T%re'aﬁela1fQH@§6nﬁg%réﬂr°oh%§smn%%é Hﬁtrhéﬂdﬁ%jﬁ gﬁ%ttﬁd&é}ﬁilﬁﬁfont@ﬁlaaélé’sﬁ on
is configured for use by a guest, | NQU R it I1s not authorized,
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made by checking an enable indicator in the function table 20entry. If it

i s not enapkeyed.t hen an exception condition is provided, STEP 1220.

A determination is then made as to whether the function is enabled, INQUIRY 1218. In one
example, this determination is made by checking an enable indicator in the function table

20 entry. If it is not enabled, then an exception condition is provided, STEP 1220.

If the function is enabled, then a determination is made as to whether the address space is
valid, INQUIRY 1222. For instance, is the specified address space a designated address
space of the adapter function and one that is appropriate for this instruction. If the address
25 space is invalid, then an exception condition is provided, STEP 1224. Otherwise, a
determination is made as to whether load/store is blocked, INQUIRY 1226. In one example,
this determination is made by checking the status indicator in the function table entry. If

load/store is blocked, then an exception condition is provided, STEP 1228.

30 However, if the load/store is not blocked, a determination is made as to whether recovery is
active, INQUIRY 1230. In one example, this determination is made by checking the

recovery initiated indicator in the function table entry. If recovery is active, then an



If the function is enabled, then a determ nation is nmade as to whether the
address space is valid, INQJRY 1222. For instance, is the specified

addr ess sweaceliaecdHsi gnat ed address space of the adapt er pCumpRéionemad one
that is appropriate for this instructi | f the address 25space is
invalid, then an exception condition is provided, STEP 1224. O herw se, a
determnation is nade as to whether | oad/store is blocked, INQURY 1226. In
one exanple, this determination is made by checking the status indicator in
the functkanibalbfifoh Iobrovificd, 88EPSIADE OitferRiRCk 8 erntiRAb AL nBE &P ON
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provi ded, STEP 1232. O herwise, a determnation is nmade as to whether the

f Uncti on drepnsdsy, | NQUI RY 1234. This deternination is made by checking the
busy indicator in the function table entry. If the function is busy, then a
busy condition is provided, STEP 1236. Wth a busy condition, the
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QR e e et freng ek Safado pyier SRt & ¥in t he
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then an exception condition 1s provided, STEP 1244. Ctherw se, processing
cont i nuesngin ntedrel uodayisirstis thetléngth velidn 16net, tieerheréapeinn condiaorf isr mwar e
perfornms the, a ks..) Continuing with FIG B, a.deternmngtion is
ade by PO SHEP 2L PiformBrrap il Sttt Fip o Raf Gl fha%Euar ess
space of chivedmstapitte fifweicl RforthNBaBYvelalBks. )That is, based on the
configuration of the adapter function's nmenory, is the specified address
space 20provided in the instruction a configuration space. If so, then the
firmaare . . I p i t. QY] S
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functi on,is BFERoARGZatidroaddessa e of tHreadhpterat o INQIUTR YT 13501 dipues] tised d

fromthe function table _entr ointed to
on the configuration of the ad%ptgr ﬁmct?on‘s memory, is the specified address space

20 provided in the instruction a configuration space. If so, then the firmware performs various
processing to provide the request to a hub coupled to the adapter function; the hub then

routes the request to the function, STEP 1252.

For example, the firmware obtains the requestor id from the function table entry pointed to
25 by the function handle provided in the instruction operands. Further, the firmware
determines based on information in the function table entry (e.g., the internal routing
information) the hub to receive this request. That is, an environment may have one or more
hubs and the firmware determines the hub coupled to the adapter function. It then forwards
the request to the hub. The hub generates a configuration write request packet that flows out
30 on the PCI bus to the adapter function identified by the RID in the function table entry. The
configuration write request includes the RID and offset (i.c., data address) that are used to

store the data, as described below.



25by the function handle provided in the instruction operands. Further, the
firmvare determ nes based on information in the function table entry (e.g.,
t he i nt erwal2oriogdiing i nformati on) the hub to receive thiPsTmPoUOst703That i s,
an environment may have one or nore hu and the firmvare determnes the
hub coupled to the adapter function. It then forwards the request to the
hub. The hub generates a configuration wite request packet that flows out
30on the PCl bus to the adapter function identified by the RRD in the
funct i on geabhio8h INYUTRRE BOMFHARlhARd WAL S HEQUESbt 4 BSIfitdRSioh R D and
of fset (i.e., éata address) that are used to store the data, as described
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address and includes it in a request packet, such as a DVA wite request
packet, thia requsRsPasket, W@raw@&ﬁcwﬂm@qqeét pasketathaptiews eufmoer b PAdus to
Responsi V& I RpfEeEicKbNg the request either via STEP 1252 or STEP 1254, the
adapt er functPon stores the requested data at the specified location (i.e.,
at0 t he data address), STEP 1256. The PCl Store operation concludes with an

i ndi catign of success.(e.qg., sett. a ition zero). 15 In
i ¢ on Reorannrsseroinie S st de SRE R P RTER RS RS Meid or st or e
a maxi M Qkion &odes thS rYEESd dAN A A SpdcIRUNYELHAN.&. NAThdBMa REIBXGIAIEd 1S a
store bl ock instruction. The store b?ock instruction stores |arger bl ocks
of data (1&5@. Tha BCI §®re epkratio@Sooeludsovily veg)iatiomotpmcesi(ed., kasteg aon in t he
adapt er fuqfﬁion' tge bl.ock sizes are not necessarily limted to 20powers
of two i &Y gc?%”)ﬁgﬂgxanple, the specified |location is in a nenory space
of5 t he adapter function (not an I/O or configuration space). One enbodi nent
of a PCl Store Block instruction is described with reference to FIG_ 13A
As shown Inad@tapn & the doag)|apd ktoramstrueonsrivhigo typicedly lepdsor stase ainwsirawaef. an
opcode 1302 i.ndi J h 1 r o] ir field
1304 s pe%igr,y‘élz%gsg a (%é%t{ilg%tﬁﬂgi{)ﬁ) %a,lt ?{]ag; be e%c%?&i & AR MBhLR ﬂistrﬁctﬁdn. Sthe s'toqrg

block instruction stores larger blocks of data (e.g., 16, 32, 64, 128 or 256 bytes) at a

specified location in the adapter function; the block sizes are not necessarily limited to
20 powers of two in size. In one example, the specified location is in a memory space of the

adapter function (not an I/0 or configuration space).

One embodiment of a PCI Store Block instruction is described with reference to FIG. 13A.
As shown, a PCI Store Block instruction 1300 includes, for instance, an opcode 1302

25 indicating the PCI Store Block instruction; a first field 1304 specifying a location at which
various information is included regarding the adapter function to which data is to be stored; a
second field 1306 specifying a location that includes an offset within the specified address
space into which the data is to be stored; and a third field 1308 specifying a location that
includes a system memory address of data to be stored in the adapter function. The contents

30 of the locations designated by Fields 1, 2 and 3 are further described below.



various information is included regarding the adapter function to which
data is to be stored; a second field 1306 specifying a | ocation that

i ncl udes w0 20ftfsetiowi t hin the specified address space i rCoO/BRROI0O06I0B® dat a
is to be stored; and a third field 1308;specifying a location that includes
a system nenory address of data to be stored in the adapter function. The
contents 30of the |locations designated by Fields 1, 2 and 3 are further
descri bed below. WD 2011/160719PCT/ EP2010/ 067039 31 In one enbodi nent,

Field 1 dg3hobab&iinRnYeENa flicliSGh&t en%ﬂﬂegﬁé?é\rlth'g%lﬂ@crs'vgﬂﬁé AfoRfamA. ON.  As
shown in FIG 13B, the contents of the register include, for instance:

Enabl ed Hssr&libwnlmﬂﬁ B, shef Gomtauhts of thfnregmeemlmdudwﬁmm&bmchandl e of the

adapt er n Lch,t ata i be,.st ddr e ce 1312:
Thio 11 erdara P RadTb dnisdfEBeR enub® PP RIRE o R AT HERGA, o
whi ch t heyidat @eidatati®tdis: @@I@aed Lengt h field 1314: Thi s field specifies the
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when thevﬁﬁ&ft&%?ﬁ%lyto@e S?(ggghet es with a predefined condition code. In one

exanpl e esignates a general register, and as depicted in FIG
13C, t he Ieagthaid 13f4: tTids fieldispé@fics the langdth of th@btuge dperagion (64, Bictnuaitgt ghed

i nt eger) _that speC|f| es the offset wwthin the specified addr ess space into
whi ch t h&Yiatabs ofed)ii@dst ored. 15 In one exanple, Field 3, as depicted in

FI G 13Dsfnehiidqs) &hent o0l RUTE 858isebad Bichiie Sipi¥iig vdbn Bl Auhiisy St em

menory 1 e stor ed he adapter Tunction i ment

tHe | ogi @oamkatbmmledpmdeﬂneal deatitiSheoéc.Bl ock i nstruction is described with
20reference to FIGs. 14A-14B. In one exanple, the instruction is issued by
an operating system and executed by the processor (e.g., firmware)

executingy Bﬁ@ep&%ﬁﬂ@tfhélg 258 Bies geﬂe%aﬂ‘ﬂ@g&t&e ahd 8¢ d&kdtt P FIGNE30P@Eat | Ng
system provi des the follow ng operands to the instruction (e.g., in one or

nmore r eglcgnt@nts ofl i rggistce thebyle iahe luer(s igr, 08 thitoumsigne th ent@er) thatmpeeitins hE lvdisell e,
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In one example, Field 3, as depicted in FIG. 13D, includes the logical address of the first
byte of data in system memory 1322 to be stored in the adapter function.

One embodiment of the logic associated with a PCI Store Block instruction is described with
20 reference to FIGs. 14A-14B. In one example, the instruction is issued by an operating

system, and executed by the processor (e.g., firmware) executing the operating system.

To issue the instruction, the operating system provides the following operands to the
instruction (e.g., in one or more registers designated by the instruction): the PCI function

25 handle, the PCI address space (PCIAS), the offset into the PCI address space, the length of
the data to be stored, and a pointer to the data to be stored. The pointer operand may
comprise both a register and a signed or unsigned displacement. Upon successful
completion of the PCI Store Block instruction, the data is stored in the location in the adapter
designated by the instruction.

30
Referring to FIG. 14A, initially, a determination is made as to whether the facility allowing

for a PCI Store Block instruction is installed, INQUIRY 1400. This determination is made



the data to be stored, and a pointer to the data to be stored. The pointer
operand may conprise both a register and a signed or unsigned di splacenent.
Upon succwexbulieennpl etion of the PCl Store Bl ock instrecrigpagionbm3gata is
stored in the location in the adapter ignated by the instruction. 30 WO
2011/ 160719PCT/ EP2010/ 067039 32 by, for 1nstance, checking an indicator
stored in, for instance, a control block. If the facility is not installed,
an exception condition is provided, STEP 1402. O herwise, if the facility
i's instah)eg, iﬁtﬁe&,%&mg LPMdicEtITREReER, R ifaLDS! cdnfis] BiBad! & (R Aviiged in
t he operands of the PCl ore Block instruction is enabled, |NQU RY 1404.
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is to be red. T frer. if nfiguration issuing the instruction
is a guese%‘,ge%gggg?%ﬁﬁﬁglﬁgtp}rgﬂd?dé S@?ﬁlﬁ)g. to whether the function is
configured for use by a guest, INQU RY 1414. If it is not authorized, then

an exception condition is_ provided, STEP 1416. This‘inqéiry n%ﬁjbe
15i gnor edf ihe hapdle isprblgdr then the haadlg ay usgd doulospte gy fupgtioartable ehisy.i SARE HH2: nay

be check i f i | 1 i I ] rnt he
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nede by detionngplaontenabtespomidigtatthe adaptdr ienckionat wbich tdatal iet?estomeg. | f it

is not enabled, then an exception condition is provided, STEP 1420. If the
function is enabled, then a determination is made as to whether the address

space i s MRldfer, NSRS igifARn if0ng! tAS IRRE&ion'i§ a L&t SP&SéHiRHioAdERBESasS PACE
a designat ed address space of the adapter function and one that is

appr opr i & @heiber thhifiendtins iy epnfigored (for ese bya grestoIyQRER Yalddy. I1fiif isthoe addr ess

space is ipvali t hen an_ except.i.on.condi,t | i rovi ded, .STEP 1424.
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I NQUI RY  Jdded ifmh@d&ﬁlﬁ%ﬁ@ﬁﬁh%ndt Riggicd ek 6that Aahd@Atibss MagBe ByeckbEGKi Nng t he
status indicator in the function table entry. If |oad/store is bl ocked,

then an é#gpitebn condition is provided, STEP 1428.

A determination is then made as to whether the function is enabled, INQUIRY 1418. In one
example, this determination is made by checking an enable indicator in the function table

20 entry. If it is not enabled, then an exception condition is provided, STEP 1420.

If the function is enabled, then a determination is made as to whether the address space is
valid, INQUIRY 1422. For instance, is the specified address space a designated address
space of the adapter function and one that is appropriate for this instruction (i.e., a memory

25 space). Ifthe address space is invalid, then an exception condition is provided, STEP 1424.
Otherwise, a determination is made as to whether load/store is blocked, INQUIRY 1426. In
one example, this determination is made by checking the status indicator in the function

table entry. If load/store is blocked, then an exception condition is provided, STEP 1428.

30 However, if the load/store is not blocked, a determination is made as to whether recovery is
active, INQUIRY 1430. In one example, this determination is made by checking the

recovery initiated indicator in the function table entry. If recovery is active, then an



30However, if the |oad/store is not blocked, a determnation is made as to
whet her recovery is active, INQU RY 1430. In one exanple, this

det er m navpaniiysoTmde by checking the recovery initi at egCrm®e@aterosd n t he
function table entry. If recovery is actjve, then an WO

2011/ 160719PCT/ EP2010/ 067039 33 exception condition is provided, STEP 1432.
O herwise, a determnation is made as to whether the function is busy,

| NQUI RY 1434. This determ nation is made by checking the busy indicator in

the functi tlBﬁ%ﬁ'dlﬁ@ﬁ st)rO\LlIiecf REEPUNRD] Ohdr®iRUS YetetniBRidh PHUSMe GORAI tion is
provi ded, STEP 1436. a busy condition, the instruction can be retried,
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specified 10in the function table entry If not, then an exception

condi ti ofreppePr ovi ded, STEP 1440. However, if the offset is valid, then a
determnation is made as to whether the Iength is valid, INQU RY 1442. That
is, subject to the address space type, offset within the address space, and
an int egrlarlhetfmwmdaﬁync&ibzley,itﬁentdﬂﬁrﬂhern@ttémuﬁtiod is ihd @ to Wikeetier alie @feept i on
condition is_provided, STEP 1444. O herw se, processing _continues with the

store bl éE?@lﬁ?dslﬁlrt%tnﬁthoPllﬁV?ﬂS’@ RIQLHB Y i 438 niThat ineis fhertibat B GOBMDIRE t he
above c h%ﬁlsth} 1e fn[Hé B r%&rﬂxxﬁug‘th%ﬁa%e aftd %%gﬁlrd?tﬁégcgﬂ&s s?ac%agses Qé’lﬁE@e

firmvare as to er t e storage t I nc es t 0 be Stored is
adces SI bluethelfhh@ﬂioRYalﬂldEﬁIry | Ff nogtthenaam caxgeiphicondicionds rovided, SThHbl44ded, STEP

1452. o, the fi.r r erforns various, proce tq 20provi.de the
Faoost | Ee RO b ATR R TR e kB Bnal G P AR SR e B bl e
request tINd{hRYf ot iRy is SUER L hofle a&ﬁ%ss%ﬁ%@rklﬁe otfﬂﬁ@r WHHIRY RIdHSE §patcge
handl e to sel ect afunctlon able entry and ffom t hat entry it obt ai ns

i nf or mat iaod ah ontégyeloantdry saq@pfr torératievaido If hot, Hieg en cataptibaresditonst a

address to b tore bl ock operat i ol ress i.s

ool cor at SONTPEIIERG e OB bPeatorisg R ARELES bAfihe T i B FughSn. an
igentifi ede binbbiencad dicmisneaaperfoamtht bb&re)cheditsai ned from the function
table entry to the offset provided in the instruction. This calculated data

address is provided to the hub. In addr tion, the data referenced by the
adlr ess REGHL S0, 1108 2L BRI S, SBAE Ve AATLENSL BTV BRI o0
i ncl udes storagathat incadsshe gae kebe st61td:dhs a2cRIHYANQUIRE [459udshot, an exception
condition is provided, STEP 1452. If so, then the firmware performs various processing to
20 provide the request to a hub coupled to the adapter function; the hub then routes the request
to the function, STEP 1454.

For example, the firmware uses the handle to select a function table entry and from that entry
it obtains information to locate the appropriate hub. It also calculates a data address to be

25 used in the store block operation. This address is calculated by adding the BAR starting
address (with the BAR being identified by the address space identifier) obtained from the
function table entry to the offset provided in the instruction. This calculated data address is
provided to the hub. In addition, the data referenced by the address provided in the
instruction is fetched from system memory and provided to the I/O hub. The hub then takes

30 that address and data and includes it in a request packet, such as a DMA write request

packet, that flows out over the PCI bus to the adapter function.



packet, that flows out over the PCl bus to the adapter function. WO

2011/ 160719PCT/ EP2010/ 067039 34 Responsive to receiving the request, the
adapt er fwoebilowoabores the requested data at the speci Predraoasioon (i.e.,
at the data address) , STEP 1456. The PG Store Bl ock operation concludes
wi th an indication of success (e.g., setting a condition code of zero).
5Descri bed in detail above is a neasurenent facility in which PCl specific
I/Otraffic is tracked on a per function basis and the results are
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the operating system other program etc.). Specifically, on a per function
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actess t dastiebcddagetar apayicis agnasuRBSaUeedituBagkich B ﬂ%ﬁ‘@i«fsd)//%tlta i usi ng

debug to i t I ng. r.th | i.cation
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i nt egr at ePedatih@ s§shdn, plcoORe HBiOEr o fttheISpdastingGsystemyothet proghdm, @pEy. a8pcodicsiygt ens
and enabling the results to be available dynamically. Simlarly, for
measur i n@Ndeites fncpg pesis, apsshinstrugtions atedeasked aid %ec{ reBgFatesss tRflc tshe 1/ 0
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exanpl e, the nmeasurenent facility Is e uncti on basi s.
FUr t her, tdpokmiwabé¢fgrehbine neasur enent val ues are pushed into user space on
a per function basis, instead of having the user prograns query for such
information. 251 n the enbodi nents descri bed herein, the adapters are PCl

adapt er s ThRGhoas@Smk e FoDided ﬁ&%{rﬁeﬁg@le@%oﬁ Bf REGurtda88TNYE@d according

to a PCl-based specification as defined by the Peripheral nponent

| nt er conmeltystSpe ¢ha ipravideinstsuctiGnotoprlioRGH pOEEM (d.;conedating systempdiredti i t ed

to, PCl or PCle. In on rticylar exanple, the Peripheral, .Conponen

|t er condgeees e el taefdiohs R Bus i BARHE el Vi A SoR AR BE AR o ¢ nat
def i nes  avitHouthdvesd the BptraBRE SRTBHNbERE applidatien asalimbAiing dolid$@edcoRNschet ween
|/ O adapters and host systens. PCle conmuni cations are encapsul ated in
packet s asagsr dibgdacibtytmievipg) kereinam mageatedmte themsagossirothup being Pan@op i .
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measuring data transfer amounts, the capability is integrated into the I/O infrastructure with
the results being available dynamically.
20
In one example, the measurement facility is enabled on a per function basis. Further,
dynamically, the measurement values are pushed into user space on a per function basis,

instead of having the user programs query for such information.

25 In the embodiments described herein, the adapters are PCI adapters. PCI, as used herein,
refers to any adapters implemented according to a PCI-based specification as defined by the
Peripheral Component Interconnect Special Interest Group (PCI-SIG), including but not
limited to, PCI or PCle. In one particular example, the Peripheral Component Interconnect
Express (PCle) is a component level interconnect standard that defines a bi-directional

30 communication protocol for transactions between I/O adapters and host systems. PCle
communications are encapsulated in packets according to the PCle standard for transmission

on a PCle bus. Transactions originating at 1/O adapters and ending at host systems are



35 referred to as upbound transactions. Transactions originating at host
systens and termnating at 1/O adapters are referred to as downbound
transact iwo2o1iTitee71PCl e t opol ogy i s based on poi nt -t o- poiPati/ErPré1dios 62 i onal
i nks that are paired (e.g., one upbou | i nk, one downbound link) to form
the PCle bus. The PCle standard is mai ntai ned and published by 5the
PCl-SIG As will be appreciated by one skilled in the art, aspects of the
present invention nay be enbodied as a system nethod or conputer program

product. ARGEH & NAlpbouRPREREGIAE. TReRIBAEHlihAVRM % Ha¥ms @@ the form of
an entirely hardware enbodi nent, an entirely 10software”enbodi nent

(i ncl udi ngnfinatmgant €0 gdepicteart refaftdimras dowinbownddomeactions . ThoPChrtopetbgdisnent

conbi ni ng_sof t war.e .and. hardware aspects that .may all generally be referred
Co herer o0 o it AR IRt G0 B RER Bl tf b e ol FRET B tupfad S o1 Che
present idaw@BsiNidkGYo forthahd Pe1d BUsMTRE PEIE MRt lis MERRiRA RE Pdbehe@BhOdi ed
in one or nore conputer readable mediun(s) having conputer readabl e program

code enbdt RBAl-BKer eon. 15Any conbination of one or nore conputer readable
medi um(s) may be utilized. The conputer readable nmedium may be a conputer
readabl e storage nmedi um A conputer readabl e storage nedium may be, for
exanpl e, Autillnetappidtiadieidbyt éhe skilledlie ehier @t)iaspectirgriies présend fpivemé@in, may be

el ectromagnetic, infrared or sem conductor system apparatus, or device, or
any sui t &81b8died #pp axisBnMeihod e ceBPERTASAMPEUE p Aererdmelk amscof the

non exhayskiNntdritbh o0l GREREIGATBHASEARIAR el ARRCIEH ULAC ude Lhe
following: an electrical connection having one or nore wires, a portable
clinput er sdftgketangrodandra(acldid sig, firamwaae) desil @t sefbsanemery-cOdRARc,) o anead- onl y

menory ( ... an erasabl e progra bl e read-on nme E or Flash
rertor ) « ORI SPp B0 Ty EB e 5 ATRED R e ROl Therry ©

(CD- RO e 8 *G@bit 3t'8la0R" 9EYdySem" a FIRBARIHS aS3Rlaa%h S invehticHY

sui tabl e 25conbi nation of the fofegoing. In the context of this docunent, a

conput er mayddiahihe fempebyeommdénnregan fyedent gmbadigd i encnsdhenncomattec an

contain or or e ramfor use b r in connecti,on. wi.th an instruction
execut | onyef afs B AR Staptt o™ paaPaft (HE Rl beted 157 1 "one
exanpl e, AhyCRibitLion T8¢ afpF futek 20{abRGhatE@s(s) by b3QkiNséANTR, One or
nore conputer readabl e storage nedia 1502 to store conputer readable

pr ogr am ceueUivkEradalle Mediine MB 04 atcREPBISH reagalle oiprass rgidumadi (AN one or
more aspeelSnRid G REGFEHay B 8 x@Bple, ¥R @ik bR Rl ER2OhQL it 039

optical, electromagnetic, infrared or semiconductor system, apparatus, or device, or any
suitable combination of the foregoing. More specific examples (a non-exhaustive list) of the

20 computer readable storage medium include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, a portable compact disc read-only memory
(CD-ROM), an optical storage device, a magnetic storage device, or any suitable

25 combination of the foregoing. In the context of this document, a computer readable storage
medium may be any tangible medium that can contain or store a program for use by or in

connection with an instruction execution system, apparatus, or device.

Referring now to FIG. 15, in one example, a computer program product 1500 includes, for
30 instance, one or more computer readable storage media 1502 to store computer readable
program code means or logic 1504 thereon to provide and facilitate one or more aspects of

the present invention.



36 Program code enbodi ed on a conputer readabl e nmediummmay be transmtted
using an appropriate nmedium including but not limted to wreless,

wi rel i ne,wopbicwbh71bi ber cable, RF, etc., or any suitabl ectmrbémasioon of the
foregoing. 5Conputer program code for cgfrying out operations for aspects
of the present invention may be witten in any conbination of one or nore
programm ng | anguages, including an object oriented progranm ng | anguage,
such as Java, Smalltalk, C++ or the |ike, and conventional procedural

pr ogr ammipng. b ANGHAGRBodiSH6R a%§mbrﬂf%r rdadatlé RBERAMTINAY bk AARYAAEd GRS §HD! er or
sim lar progranm ng | anguages. The program code nmay execute entirely on the
user's l@ppwptttemedpantihgludmgtbhenetdenitel to onpeltserwirdmeaogicahtibalcable, BBSf t war e
package, partly on the user's c uter and partly on a renote conputer or
entirely egch’ TR yPlélF%)?eeco St%atﬂoélro gﬁe %@?&93}3 In the latter scenario, the
renmote conputer may be connected to the user's conputer through any type of
network, including a |ocal area network (LAN) or a wi de area network (WAN),
ord t he cé&mmBEGTAHOSTAN 9EC FEderTy Bt eharaiions forcespenis el the pesscrd wayeptien malir ough

t he 15l nter i 1 nt er net rvi P i der ect he. .pr esent
venti ovEanBtenR R0 pAn R A%k Al B dna GRRC i Ridfe iR Bh 0O
and/ or blopiekted ipagranmingf lan@labodach appat BmslltilkyStewsjhedikd, aringouleitiopalogr am

products according to enbodi ments of the invention. It will be understood
that eactrefcgeiel pogtameming langyagasasuchiap thestG' o PaHng leguage otsreab s ans,
and conbi_nad .| At i i AN | ock

di agr ams,S%gdﬁ%gigr%%ﬁgﬁg%dég%yﬂgeo %g@@&p&;cﬁ%ﬁﬁlﬁgﬁ@gfy‘ ons.e%%%gse

clinput er cpmpgteamarthsdrr the tus@issompyteeas prstandedehct so ftavapr ek g0 partly oa thiener al
pur pose conputer, special purpose conputer, or Pt he%e%gg[rammbl e data

p
processi NETASBAPHIEENY BUHY SHGEMYIRREMUHE O SHERY Ha FREPPYEE Pons,

whi ch exggute Mithe faher RERERS BRI reRbid BEnpRRG HIBUWEIonRE QS B8he BIPYILHAPREE €
data processing apparatus, create neans for i'nplenenting the functions/acts

speci f i edhiongh ey fybouthdwbrkamdlulingd okl attagrtankllddk) ara wide eke. nehake

conput er am,i nstructions .nma l,so be stored in conmput er. readabl e
medt um ¢ SO e RebGon g Faredted Ra sl FSimity oot ekl fie
appar at Ugntefiet Q$iRehn BRMhEESerd0E ProvitiRet i on in a particul ar nmanner, such that
the instructions stored in the conputer readable medi um produce an article

of manufacture including instructions which inplenment the function/act

specified. fl nd/ or C i r S

2011/ 1607 18BETD b s TP Uy B0g R Rt RS A VBT Rs R AR Sus oy, o
be | oadedndbt bloak dgpiiscsl,ma@hdWB! afegia@yRbhe) ddicampuee pRraig paripaksat us, or
ot her devices. to cause a series of operatjonal steps éo be &Srfor med on the
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illustrations and/or block diagrams, can be implemented by computer program instructions.

These computer program instructions may be provided to a processor of a general purpose
computer, special purpose computer, or other programmable data processing apparatus to
produce a machine, such that the instructions, which execute via the processor of the

25 computer or other programmable data processing apparatus, create means for implementing

the functions/acts specified in the flowchart and/or block diagram block or blocks.

These computer program instructions may also be stored in a computer readable medium

that can direct a computer, other programmable data processing apparatus, or other devices
30 to function in a particular manner, such that the instructions stored in the computer readable

medium produce an article of manufacture including instructions which implement the

function/act specified in the flowchart and/or block diagram block or blocks.



5conputer or other progranmabl e apparatus provi de processes for

i npl ementing the functions/acts specified in the flowhart and/or bl ock

di agram bwockiiorotibocks. The flowchart and bl ock di agr amsTinr2aieescfosgur es
illustrate the architecture, functionaljty, and operation of possible

i npl enentati ons of systens, nethods and conputer program products
10according to various enbodi nents of the present invention. In this
regard, each block in the flowhart or block diagrans may represent a
modul e, 3998 RbuteP hrop®ih iRfu@forS 998 al W BLIBa&AMBHS § 8SmPREr, BfhefOr € execut abl e
instructions for inplementing the specified logical function(s). It should
al so be moegamtiable dajaprecaseinglapparatas.iov etlicnpgtaamrio atisonseriesha dparatiphans
noted in the bl ock.may,occur out of the order noted in the figures. For
el o SIS PORRETTE BT semb b TaREREnatR Shatefos ol BETiF S0

subst ant ipadduée @ RBMBLICE Bhip lYmeREd bRk a6k thatB) is@RlibEBShibe cR6eWAHe 1 N t he
reverse order, depending upon the functionality involved. It will also be
not ed t h&pmpaishondtBekprograneablt apRradiseyp vife PEasaysey for [wplehgnting theust r at i on,
f”‘”d Corrb'ﬁrf&ttfoﬁggctg %pelalff)ecdlﬁf? tﬂen\‘ilotv!f1 %Slqla%&/%r glo grd%gﬁan?gfy Q r01r Hogl\é\éc hart
illustration, can be 1 nplemnen ed y speci al” purpose Rarawar &> based syst ens
that performthe specified 20functions or acts, or conbinations of special
pur pose hardware and conputer instructions. In addition to the above, one

or nore ddpdlovsheyt andblogk disgrms inhtigues Haytrase thsraschitgetyre, fynceipaafity, and

depl oyed, V; q i LOYI
managenen? o GErs B e o BY QTR HeR AN LR U BLI T RIS can
cieat e, mméartiagne vauppentbpdabants d3boprstre inveoden. dndiioregards omhutl@ck in the

infrastrycture that rforns one or nore ects of the.present invention
for one dPWBILOEHrb ARG MY Y GpUPH ARG SGR BRI O Ry or kR ve
payTent _fup LNk S HRITBExABI: iRyARNSS boPlihPBmeAH e LRRiAGNBERENT . as

exanpl es. Additionally or alternatively, the service provider may receive
paynment fflumatontse Eaheuldhlsade eptadshatgincomeatttrnaovomeplementemanst the fighopians i es.

30 WO 2011/.16Q719PCT/ EP2010/ 067039 conprises. providi ng comput
nf r ast 1 QBIEHE TSTar e Pestparrur it Bie” oomir B¢ Nefledy EOLPArRE K Blast
I rvent i ORhow irBsulcbéskidamAS REREL, BE ckdiatcdrsabeMitial I eeMdurRAsly,dréRNBIBERsHay
infrastructure may be depl oyed . o
sometimes be executed in the reverse order, depending upon the functionality involved. It
will also be noted that each block of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flowchart illustration, can be

implemented by special purpose hardware-based systems that perform the specified

20 functions or acts, or combinations of special purpose hardware and computer instructions.

In addition to the above, one or more aspects of the present invention may be provided,
offered, deployed, managed, serviced, etc. by a service provider who offers management of
customer environments. For instance, the service provider can create, maintain, support, etc.
25 computer code and/or a computer infrastructure that performs one or more aspects of the
present invention for one or more customers. In return, the service provider may receive
payment from the customer under a subscription and/or fee agreement, as examples.
Additionally or alternatively, the service provider may receive payment from the sale of
advertising content to one or more third parties.
30
In one aspect of the present invention, an application may be deployed for performing one or

more aspects of the present invention. As one example, the deploying of an application



5 conprising integrating conputer readable code into a conmputing system in
whi ch the code in conbination with the conputing systemis capabl e of

per f or m ngoane/wn7180r e aspects of the present inventi onPCAEP@ED/O670BUr t her
aspect of the present invention, a procgss for integrating conputing

10i nfrastructure conprising integrating conputer readable code into a
conputer system nmay be provi ded. The conputer system conprises a conputer
readabl e nmedium in which the conputer medi um conprises one or nore aspects
of the pressAkes MYGRRBmpIRE iffREEudICHRRILRAL RN bhe bHSoKORPLLEST By St em
is capable of performng one or nore aspects of the present invention. 15
Al t hough pvescitongengiohodi ment s are descri bed above, these are only exanples.
For exanpl e, conputing environments of other architectures can incorporate
and use one or nore aspects of the present invention. As exanples, servers
ot her t hag Susth@Mspédt of HRIPEJeht inSeEdNAS c&’rﬁ%‘%[ngﬁﬂﬁh@ﬁﬁt&@ﬁﬁ?!b@ deplogéder
servers offered by International Business chines Corporation, or 20
servers @PmMpripiag iegrphng exnpider repdabledede iige agaaponb s, tin fvhinh tbheodsr nor e
aspects . Dfes i nv Lan. . her I ] ein,
tho- adaptbreTSHBREERTh s CORILBR sy dith sy ot PEHOHiAL oG PO RTRO G )
enbodi nenkspretdneinvemiciot have to necessarily be considered a part of the
server, but can sinply be considered as being coupled to system nenory
and/ or ot her conponents of a computing environnent. The conputing

envi ron t RERL [: J : .t he
conputiggﬂgﬁ%?ronnéﬁﬁkﬁ§§%E%§$%%?ggFFgé%gﬁ%??#%%ggggéﬁgéfﬁﬂgﬁgﬁgexanple,
tHe countiefrstracterassquisateadtegtdting @omantet cubarle bady ol a @anpiutér sgstemedy be
further, althou the adapters are .PClI based, one, or nopre aspects of the
present PAYENG 3&1%08113&&%BY%G%CPWPH%%CO&&&&%? B RgRaR. i PO EbHBonent s.

Adapt er %BHIPEQ nRERR ESmRHiRs bHSbr 1%61%1?@%&%3 ofRE BRVET incRB6E TRY R iffor e,

| ess or different information 30tracked. Many variations are possible. WO

2011/ 160 z0ob@HtiEP2thohO6HaB8c3y sty is harablafinerfotyipg ®noor vonpaspeety of the
environnentstpan enefit fromone or nore aspects of the present invention.
As an ex&ﬁﬁF%fnga ta processi ng systemsuitable for storing and/or
executing program code is usable that includes at |east two processors
coupled directly or indirectly to nenory el ements through a system bus. The
menory elAdthengls vinipus gebod gt Sare dstcaibed abavsciesanseronly cxapp ey dopr damplg.

act b AP R bR R IBIRPLERAG ULt BEGHAAR: o B SACBEIR RV CF
provi de tenporary storage of at | easSt sone program code I'n order r'educe
t he nunmbef tlefpredcneBvenide. Misixal®ldsedciveeyetief thams byt z8 tsorvagesudtirak Pgwer
execution. |Input/Qutput or 1/0 ggvices (including, but not Iimted to,
keyboar dSYSs seiags or gHich ssHeyS pHigrsdibydatermapiapn] Bugpisss Maghings frrporaapipr

g.{d Ves a@&'rv@fs%%tﬂg@ﬁ@?&i&arﬁ@sdéaﬁdn 1}1(}% hs&ﬁﬂ/&ﬁeﬁ@fﬂ%ﬁﬂ oﬁ@o{(ﬁgﬁ%ﬁéc@%ﬁ% her

rectly or throu nterveni ng O controll'ers. Networ ers may al so
be coupl edestxt ihventivys Ferthdrpaldoaph & thhexaapla hpreac elssadagtesystddit]lt lmbzee one

coupl e 0, SLEE 13 3OS Rl 0, SYSLETE, o RIDLe AL LS or 50 200

nodens, Bakid-BEL Bk of Bl dSrvaF, Bul dsitsimply be considered as being coupled to system
memory and/or other components of a computing environment. The computing environment

25 need not be a server. Further, in other examples, the computing environment may be
logically partitioned, and in such example, the counters are associated with a particular
logical partition. Yet further, although the adapters are PCI based, one or more aspects of
the present invention are usable with other adapters or other I/O components. Adapter and
PCI adapter are just examples. Moreover, there may be more, less or different information

30 tracked. Many variations are possible.



15a few of the avail able types of network adapters. Referring to FIG 16,
representative conponents of a Host Conputer system 5000 to inplenent one
or nore aspeotisicafiot he present invention are portrayed. PCEPR@PNERHENt at | ve
host conputer 5000 conprises one or norg CPUs 5001 in comunication with
conputer 20nmenory (i.e., central storage) 5002, as well as I/O interfaces
to storage nedi a devices 5011 and networks 5010 for comrunicating with

ot her conputers or SANs and the |ike. The CPU 5001 is conpliant with an

ar chi t ectplifgeNaiHep @gﬂowo%lyuhﬁg tRGrd St UGhibRRe RS0 rR Bt 8f HPEL REEEDS the
functionality. The U 5001 may have dynam c address translation (DAT) 5003
f or trangfoent ingenpivog Asrnadanplssedatg pracessalg sydidmesstebly fonstoringaid/addr esses
of menory. A 25DAT typically .ingludes a trans|lation | ookaside  buffer (TLB)
5007 1 or CesiiR g it Bpaf ot £l rEfuoP st PR bR BRe 05 PRuCT uBtieh P

conput er ifEARILY tPRABRoR:1BRAEN BbidEa §RRnHBIRYTIRI madskessndtamsiuat, Bn.
Typically, a cache 5009 is enpl oyed between conputer nmenory 5002 and the
processoinsage, logH anaum e mplrogd daying acthilexegutih oathehuograg @dr drdlesterghe

avai | abl r n e smal | er r. ( [ velJ) . S
et weon (ks CriPalerhot iy OLk RORRAR  he S Ml o RRbaiefipat iFRERF e
| evel cachesiuas thesiphiber &Qtirpeaoidd emseparsatiarct dwnl BV Istoe@ehiRsing @keduish.r uct i on
fetching and data accesses. In one enbodi nent, an instruction is fetched
frommenory 5002 by an instruction fetch unit 5004 via a cache 5009. The
WO 2011/ / - i | [ d ' --nstruction
fecode uni e AOBE  Sha ol opat Chaa (s PRSE HER-P R ko RBRE, ERp it BOuine

eltbodi nentesires, ®AST3ttapss D3N D&MEC thHuindndrives indothanimtso50M8dia,Tatp) cahby sever a

execution units 5008 are.enpl.oyed, for exanple. a rithmeti ¢ execution
i £ EPRES Fypor en SRR M Driousf AR AR PTG NS Ebout T on
uni U The iy e 5ldi0rhd uBRAGS e bBEIRX BULI Dok g SES835hildme

operands frominstruction specifi registers or nenory as needed. If an
oper and icsupled tyeotherotassprd césking dpsicos osteootelpriftens r omageydesoethraughoad/ st or e
unit 5005 typically handl es the access, under control o he instruct.iaon

bei ng ex é%%’gﬁl.ng |1°F%’)s4 FoEPr Csn%{%}ﬁ‘ﬁe SR woai%?sdmi E%hémeé Gy A5y
in;ernalaqE@mQ@QQﬁQQMMéﬂﬁgg@fn@ﬁ@ﬂwmﬁp@gﬂbination of both. 10 As noted, a
conput er systemincludes information in local (or main) storage, as well as
addressing, protection, and reference and change recordi ng. Sone aspects of
addr essi [ d r S spaces,

t he vari g% sférﬂgégbsﬁ(ﬁn%{f%eggtgggea% toﬁgrﬁrgréﬁ%ieilragtl g&aﬁlﬁgﬁsyg‘%gl y;())g[gof addr ess
i s transliapRehchpomnatihet abpydees dffthdpactahe @ssntidoare poftrayed.nThd @pagentatingd udes

permanent |y assigned storage |ocations. Miin storage provides the system
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they can be processed.
and networks 5010 for communicating with other computers or SANs and the like. The

CPU 5001 is compliant with an architecture having an architected instruction set and
architected functionality. The CPU 5001 may have dynamic address translation (DAT) 5003
for transforming program addresses (virtual addresses) into real addresses of memory. A

25 DAT typically includes a translation lookaside buffer (TLB) 5007 for caching translations so
that later accesses to the block of computer memory 5002 do not require the delay of address
translation. Typically, a cache 5009 is employed between computer memory 5002 and the
processor 5001. The cache 5009 may be hierarchical having a large cache available to more
than one CPU and smaller, faster (lower level) caches between the large cache and each

30 CPU. In some implementations, the lower level caches are split to provide separate low
level caches for instruction fetching and data accesses. In one embodiment, an instruction is

fetched from memory 5002 by an instruction fetch unit 5004 via a cache 5009. The



20Mai n storage may include one or nore smaller, faster-access buffer
storages, sonetines called caches. A cache is typically physically
associ at esowntihiear1€PU or an |/ O processor. The effects, PEXEPRP410067039
performance, of the physical constructi and use of distinct storage nedia
are generally not observable by the program 25Separate caches may be

mai ntai ned for instructions and for data operands. Information within a
cache is maintained in contiguous bytes on an integral boundary called a
cache bl ged@fiolf RAREoddMF ak RlstrhibtRfy debOde $1O5d05-anfh d Wgﬁ%hed"@%ﬂpétﬁé’ﬂ de an
EXTRACT CACHE ATTRI BUTE i nstruction which returns the size of a cache |ine
in bytes1n$nm0@5hnﬁumeam@ompmmv®uEmEREFEEGMBQWWAuam@rQREFEm@HTDpIAHFELATIVE

LONG i nst ruct fects, th f et chi ng .of st the dat
o ot s iR FRE PERLRADAT B SLBbAC ke nBt BLRGoh By £ "o
2011/ 160 baHkel pERROECHRMENF ardl TPhRIhaEricsioN cMBtloREni@ TROGBshtionant al

stri ng of bits. For nost oper ati ons, accesses to stor age pr oceed in a
| éft-to- rei’igﬂ*ﬂtteds@qﬁhéﬁé@utlmém&tﬁcl‘:%gméfopbﬁaﬂ@s fremgugseictomenecified gegistersr of
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bl ock of ormation Bcatt on i rag
i dentifi éshdhyore uunlsuomyp@mngglaﬁdm@thb rat@gennde\ﬂ/oomblafﬂ& mhﬁlcadﬁlbelag of that
byte location or, sinply, the byte address. Adjacent byte |ocations have

consecut iSHECUASd ! @%tgl@élon%may bf p¥scittedn Barghvafn@rquis of BriBteHRbBEERFM i n a
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25 Separate caches may be maintained for instructions and for data operands. Information
within a cache is maintained in contiguous bytes on an integral boundary called a cache
block or cache line (or line, for short). A model may provide an EXTRACT CACHE
ATTRIBUTE instruction which returns the size of a cache line in bytes. A model may also
provide PREFETCH DATA and PREFETCH DATA RELATIVE LONG instructions which

30 effects the prefetching of storage into the data or instruction cache or the releasing of data

from the cache.



25directly controlled by the program Storage capacities are expressed in
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15 the z/Architecture®, the leftmost bits are sometimes referred to as the “high-order” bits and
the rightmost bits as the “low-order” bits. Bit numbers are not storage addresses, however.
Only bytes can be addressed. To operate on individual bits of a byte in storage, the entire
byte is accessed. The bits in a byte are numbered 0 through 7, from left to right (in, e.g., the
z/Architecture™). The bits in an address may be numbered 8-31 or 40-63 for 24-bit

20 addresses, or 1-31 or 33-63 for 31-bit addresses; they are numbered 0-63 for 64-bit
addresses. Within any other fixed-length format of multiple bytes, the bits making up the
format are consecutively numbered starting from 0. For purposes of error detection, and in
preferably for correction, one or more check bits may be transmitted with each byte or with a
group of bytes. Such check bits are generated automatically by the machine and cannot be

25 directly controlled by the program. Storage capacities are expressed in number of bytes.
When the length of a storage-operand field is implied by the operation code of an
instruction, the field is said to have a fixed length, which can be one, two, four, eight, or
sixteen bytes. Larger fields may be implied for some instructions. When the length of a
storage-operand field is not implied but is stated explicitly, the field is said to have a variable

30 length. Variable-length operands can vary in length by increments of one byte (or with some
instructions, in multiples of two bytes or other multiples). When information is placed in

storage, the contents of only those byte locations are replaced that are included in the



20 I'n one enbodi nent, the invention may be practiced by software (sonetines
referred to licensed internal code, firmvare, mcro-code, mlli-code,

pi co- codewanditttse7ibi ke, any of which woul d be consi st enPCRiEPR01DIN&70pY eSent
invention). Referring to FIG 16, softw@%e program code whi ch enbodi es the
present invention is typically accessed by processor 5001 25of the host
system 5000 from | ong-term storage nedia devices 5011, such as a CD ROM
drive, tape drive or hard drive. The software program code may be enbodi ed
on any of i AW g W ALRS i tem
such as §eg?§ﬁ§%§§?’ﬁ§?g dr|&%?Qg?hégﬁﬁéﬁﬁnﬁﬂggggggé%%§9%e di%???%%%%d on
such meditks leogthmdyhddfecldibsing istoutded t o users from conputer nenory 5002 or
storage of one conputer system over a network 5010 to 300t her conputer
systens for use by users of such other systens. WO
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execut i oRe¥schRCoROPARSIHRG &ftAH dne, Fl&thibd, drlibusidihes £rd BR! €sentati ve
wor kst ati on or server hardware systemin which the present invention may be

pract i cedesptterchy sinstmdsioaargfto B¢ Gn tWQ-byeriptegsbboundetgy: eBerferhgaepciBidase

t t 5021 h | t kst at i
Cerver . CRERBEING-<aRs SRGR B3¢ BaREbE Bai IR Fhneface computor system

5021 i ncludes one or nore processors 5026 and a bus enpl oyed to connect and

enabl e conmmuni cation between the processor(s) 5026 and the ot her conponents
of the sy¥t &Gt implgment gamer cirhds fkhosiructioanmiddpss operpdshysigeibistiéct s
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Menory f gubseyasmplydgtched, dcdaddiess df mhethedthe8karephes thEhastasbanthaOzd m ght al so
i nclude a user interface adapter, which connects the m croprocessor 5026
via the BUscgEbydetshedore interface devices, such as a keyboard 5024, a
se 5023, a printer/scanner 5030 and/or other interface devices, which
can be any user interface device, such as a touch sensitive
In one embodiment, the invention may be practiced by software (sometimes referred to

licensed internal code, firmware, micro-code, milli-code, pico-code and the like, any of
which would be consistent with the present invention). Referring to FIG. 16, software
program code which embodies the present invention is typically accessed by processor 5001
25 of the host system 5000 from long-term storage media devices 5011, such as a CD-ROM
drive, tape drive or hard drive. The software program code may be embodied on any of a
variety of known media for use with a data processing system, such as a diskette, hard drive,
or CD-ROM. The code may be distributed on such media, or may be distributed to users
from computer memory 5002 or storage of one computer system over a network 5010 to

30 other computer systems for use by users of such other systems.



25screen, digitized entry pad, etc. The bus al so connects a display device
5022, such as an LCD screen or nonitor, to the m croprocessor 5026 via a
di spl ay awepvaricofibe system 5021 rmay comruni cate w th otPOEEPe@opP6t0dy S oOr
net wor ks of conputers by way of a netwysk adapter capable of communicating
5028 with a network 5029. Exanpl e 30network adapters are comruni cations
channel s, token ring, Ethernet or nodens. Alternatively, the system 5021
may communi cate using a wireless interface, such as a CDPD (cellular
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network 5040 in which the present invention may be practiced. The data

p I‘SOE essi terhpismapik Behodniiey cmbedyine seftyrapetdrary code inrfﬁtmfd'ualll phivsicabr ks, ;
o urars ¢y RGBS BB IR uR AL B TR vRRG A b BT i hBRTY

as those did¢ldskedereth. thegant code] WhdiDappedanddtened @ﬁe texigilie he:diuANsinomytinge
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(client servé I cation server renDte erv ich may
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morkstatlo 5 at ewa uter. 5046, serves.as.a point of entry into
e | ol R e e o I B P EREGHAERC | g one networ ki g
protocol to another. The gateway 5046 may be preferably coupled to another

network (the Internet 5047 for exanple) by means of a communications |ink.
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fropm | nt epgadonguddr sButemmds s, MBk B HBsrséiil BOplteQA- workstation or a server,
including optional peripheral devices. The base computer system 5021 includes one or more
processors 5026 and a bus employed to connect and enable communication between the
processor(s) 5026 and the other components of the system 5021 in accordance with known
techniques. The bus connects the processor 5026 to memory 5025 and long-term storage

20 5027 which can include a hard drive (including any of magnetic media, CD, DVD and Flash
Memory for example) or a tape drive for example. The system 5021 might also include a
user interface adapter, which connects the microprocessor 5026 via the bus to one or more
interface devices, such as a keyboard 5024, a mouse 5023, a printer/scanner 5030 and/or
other interface devices, which can be any user interface device, such as a touch sensitive

25 screen, digitized entry pad, etc. The bus also connects a display device 5022, such as an

LCD screen or monitor, to the microprocessor 5026 via a display adapter.

The system 5021 may communicate with other computers or networks of computers by way
of a network adapter capable of communicating 5028 with a network 5029. Example

30 network adapters are communications channels, token ring, Ethernet or modems.
Alternatively, the system 5021 may communicate using a wireless interface, such as a CDPD

(cellular digital packet data) card. The system 5021 may be associated with such other



Referring concurrently to FIG 17 and FIG 18, software progranmm ng code
whi ch may 25enbody the present invention nmay be accessed by the processor
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a diskette, hard drive, or CO-ROM The code may be distributed on such
media, or may be distributed to users 5050, 5051 fromthe nmenory or storage
of one 3QEARRILER aSYsthERFANRIWBHNGIANDY & 2 Wikl RRH NcPIDIUL OV ARY S 855 k@M USe
by users of such other systens. 011/ 160719PCT/ EP2010/ 067039 45
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for cachinmgy benstfetidly enplddiamndtber network (the Internet 5047 for example) by means of a

communications link. The gateway 5046 may also be directly coupled to one or more
20 workstations 5041, 5042, 5043, 5044 using a communications link. The gateway computer
may be implemented utilizing an IBM eServer  System z"° server available from

International Business Machines Corporation.

Referring concurrently to FIG. 17 and FIG. 18, software programming code which may
25 embody the present invention may be accessed by the processor 5026 of the system 5020
from long-term storage media 5027, such as a CD-ROM drive or hard drive. The software
programming code may be embodied on any of a variety of known media for use with a data
processing system, such as a diskette, hard drive, or CD-ROM. The code may be distributed
on such media, or may be distributed to users 5050, 5051 from the memory or storage of one
30 computer system over a network to other computer systems for use by users of such other

Systems.



caching data. Cache coherence (synchronization of copies of lines in nenory
and the caches) is often provided by various "snoop" algorithnms well known
in the arwo 2dHi/woTeNOry storage 5025 of a processor sysPEmIEPI01006ARI
referred to as a cache. In a processor stem having 4 | evels of cache
5053, main storage 5025 is sonetinmes referred to as the 30l evel 5 (L5)
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context switch operation or a 15braﬁ%ﬂltaken operation o ranc
i nstructiconuif.or exanple. In a context switch operation, the current program
counter value is saved in the program status word along with other state
i nformati on about the program being executed (such as condition codes), and
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program nodul e to be executed. A branch taken operation is perfornmed in
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ftch. Modern Instruction fetch units often enploy prefetch techniques to
specul atively prefetch instructions based on the |likelihood that the
pr ef et ch&tfirnsg ruEXG.d@samexghipldre puseskor Fmbodixenpiselepatetidochrouessdr 50Rp. f et ch
16 bytes Toyi)iciaﬂ? torrleu (031;[ ringlpe ltexbe?st ot.l Cr;l% eu gl(%sj a%rg %rnployed to buffer memory blocks in order
to improve processor performance. The cache 5053 is a high speed buffer holding cache
lines of memory data that are likely to be used. Typical cache lines are 64, 128 or 256 bytes
25 of memory data. Separate caches are often employed for caching instructions than for
caching data. Cache coherence (synchronization of copies of lines in memory and the
caches) is often provided by various “snoop” algorithms well known in the art. Main
memory storage 5025 of a processor system is often referred to as a cache. In a processor
system having 4 levels of cache 5053, main storage 5025 is sometimes referred to as the
30 level 5 (L5) cache since it is typically faster and only holds a portion of the non-volatile
storage (DASD, tape ctc) that is available to a computer system. Main storage 5025

“caches” pages of data paged in and out of the main storage 5025 by the operating system.



next sequential instruction and additional bytes of further sequential
instructions. 30 WO 2011/160719PCT/ EP2010/ 067039 47 decodes the
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arrangement's of processor units, the present description is only intended
to provi dength.rlepiregtions af ihe dBYhddrdtitzaidira caro C190 ensembadisthening adspyth abD) 4

I nstruct io?% b];/%)ers. %gwgg%anvl\gghrgerb%&)gse &%hﬁdfedibg e & éxit Qviteh iolgergt(?oSIl?orhaaVi ng
15 branch taken operation of a branch instruction for example. In a context switch operation,
the current program counter value is saved in the program status word along with other state
information about the program being executed (such as condition codes), and a new program
counter value is loaded pointing to an instruction of a new program module to be executed.
A branch taken operation is performed in order to permit the program to make decisions or
20 loop within the program by loading the result of the branch instruction into the program

counter 5061.

Typically an instruction fetch unit 5055 is employed to fetch instructions on behalf of the
processor 5026. The fetch unit either fetches “next sequential instructions”, target

25 instructions of branch taken instructions, or first instructions of a program following a
context switch. Modern Instruction fetch units often employ prefetch techniques to
speculatively prefetch instructions based on the likelihood that the prefetched instructions
might be used. For example, a fetch unit may fetch 16 bytes of instruction that includes the
next sequential instruction and additional bytes of further sequential instructions.

30
The fetched instructions are then executed by the processor 5026. In an embodiment, the

fetched instruction(s) are passed to a dispatch unit 5056 of the fetch unit. The dispatch unit



arithmetic and logical functionality while a floating point instruction for
exanpl e woul d be executed in a floating point execution having specialized
fl oati ng woiznti/wapabi lity. Preferably, an execution uni PCOEPREDAE700N
operands identified by an instruction by perfornmng an opcode defined
function on the operands. For exanple, an ADD instruction may be 30executed
by an execution unit 5057 on operands found in two registers 5059
identified by register fields of the instruction. WD
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of processor units, the present description is only intended to provide a representative

understanding of one embodiment.

25 An ADD instruction for example would be executed in an execution unit 5057 having
arithmetic and logical functionality while a floating point instruction for example would be
executed in a floating point execution having specialized floating point capability.
Preferably, an execution unit operates on operands identified by an instruction by performing
an opcode defined function on the operands. For example, an ADD instruction may be

30 executed by an execution unit 5057 on operands found in two registers 5059 identified by

register fields of the instruction.



30decode di spatch unit 5056 or other circuits 5073, for exanple. WO
2011/ 160719PCT/ EP2010/ 067039 49 The execution of a group of instructions
can be i nveroupisetiof or a vari ety of reasons includi ng aPComPex/06MBe ch
initiated by an operating system a program exception or error causing a
context switch, an /O interruption signal causing a context switch or
multi-threading activity of a plurality of progranms (in a nulti-threaded
environnment), for exanple. Preferably a 5context switch action saves state
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(di spl acenent ?I that are added together to provide the address of the
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Igad/storb@teglmotck%(é@XJMGperform a | oad operation by obtaini ng t he address
of the target operand in nenory 5053 and | oadi ng the operand in a register

5059 or another nmenory 5053 | ocation, or may performa store operation by
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D A bemmah Tlory table 3085710 pradict thontcome of the briamch befors oiher canditional
20 operations are complete. The target of the current branch instruction will be fetched and
speculatively executed before the conditional operations are complete. When the conditional
operations are completed the speculatively executed branch instructions are either completed
or discarded based on the conditions of the conditional operation and the speculated
outcome. A typical branch instruction may test condition codes and branch to a target
25 address if the condition codes meet the branch requirement of the branch instruction, a target
address may be calculated based on several numbers including ones found in register fields
or an immediate field of the instruction for example. The branch unit 5058 may employ an
ALU 5074 having a plurality of input register circuits 5075, 5076, 5077 and an output

register circuit 5080. The branch unit 5058 may communicate with general registers 5059,

30 decode dispatch unit 5056 or other circuits 5073, for example.



WO 2011/ 160719PCT/ EP2010/ 067039 50 instruction sequence, however the

| oad/ store unit 5060 is to naintain the appearance to prograns that

i nstruct iwoomerse7iexecuted in order. A | oad/store unit POGEP2EY/O6AILNI Ccat e
wi th general registers 5059, decode/dispatch unit 5056, cache/ nenory
interface 5053 or other elenents 5083 and conprises various register
circuits, ALUs 5085 and control |ogic 55090 to cal cul ate storage addresses
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memory locations for operands.” A memory location of an operand may be provided by a

20 register, an immediate field, or a combination of registers and immediate field as
exemplified by the z/Architecture® long displacement facility wherein the instruction defines
a base register, an index register and an immediate field (displacement field) that are added

together to provide the address of the operand in memory for example. Location herein

typically implies a location in main memory (main storage) unless otherwise indicated.

25
Referring to FIG. 20C, a processor accesses storage using a load/store unit 5060. The
load/store unit 5060 may perform a load operation by obtaining the address of the target
operand in memory 5053 and loading the operand in a register 5059 or another memory
5053 location, or may perform a store operation by obtaining the address of the target

30 operand in memory 5053 and storing data obtained from a register 5059 or another memory

5053 location in the target operand location in memory 5053. The load/store unit 5060 may

be speculative and may access memory in a sequence that is out-of-order relative to



/O units 5054 (FIG 19) provide the processor with neans for attaching to
peri pheral devices including tape, disc, printers, displays, and networks
for exanpwe.2oi/®@units are often presented to the conpurer/Rreagoermdy
software drivers. In mainframes, such the Systemz(r) fromIBMr),
channel adapters and open system adapters are I/O units of the mainfrane
5t hat provide the conmuni cati ons between the operating system and

peri pheral devices. Further, other types of conmputing environnments can
benefit fif QMLALsQLerlR! FoyASREMH SR stbR&IRTHBE N to MG B0 apfirAbe £ anpl e,
an environnent may I nclude an enulator (e.'g., software or other enulation
mechani smpsdgramsmthahinstructiopamickcencanted iredridee cA lrad/storn ahit d0OQG maf spmimsicatic e,

10i nstruct.j,on _execution hi t ed functdops ch as addres

Cranal at oM LSRR e 2R barb el g 036 e Ry BUFHEE SR et e
(e.9., OntlrBRhicHE TO8BRHY BsmBdSh SBHOAMLLGtcR cPAICERBDE 5085 aftEEdMid) logld? such
an environnment, one or nore enulation functions of the enmulator can

i ipl emrento03Gie0 eplculaie storrpsaddisssss anhw Pewrde pipeling &gUFrBNRLE WOsD PheraEensan-
conput er cutin i ff nt . A L D t he
capabi 11758 ThrB kAR Hir babu e R o, e Rl Rh S b RS T Slgfa bR
speci fi ¢ ndkstthdieitiodorder op@ratiaisite appal tgthe prdgireds hsvine bashadrfoaned &an
appropriate ermulatjon function is built to inplenment the individual

i nst ruct 98¢t ippeHl&0pwA In th asn enul ati on environnent, a host conput er
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ot hers. Beftd@d.Rxeocl canprises thiaies happlngresirtual address to an associated physical

memory location. The entries are created when the DAT translates a virtual address using

the translation tables. Subsequent use of the virtual address can then utilize the entry of the
fast TLB rather than the slow sequential translation table accesses. TLB content may be

25 managed by a variety of replacement algorithms including LRU (Least Recently used).

In the case where the processor is a processor of a multi-processor system, each processor
has responsibility to keep shared resources, such as 1/0, caches, TLBs and memory,
interlocked for coherency. Typically, “snoop” technologies will be utilized in maintaining
30 cache coherency. In a snoop environment, each cache line may be marked as being in any
one of a shared state, an exclusive state, a changed state, an invalid state and the like in order

to facilitate sharing.



under a z/ArchitectureO, Linux can be used as well as machi nes which use
emul ati on by TurboHercul es (www. turbohercul es.com ), Hercul es

(www. her cwibest13@0710r g/ ) or FSI (Fundament al Software, | RCX/EP2010/067039

(ww. funsoft.com’'), where generally exegution is in an emulation node. In
enul ati on node, enul ation software is executed by a native processor to
10enul ate the architecture of an enul ated processor. The native processor
typically executes enul ation software conprising either firmvare or a
”at'Ve_OQRJéﬁhﬂﬂb@XFRﬁW@BBnR%kﬂﬁéBh%&%b@&hﬁﬁxﬁﬁsRﬁ%ﬁ%ﬁﬁl _%Qﬁﬁﬁ&ﬁﬁssof- The
enul ation software is responsible for fetching and executing Instructions
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correspondi ng group of native machine instructions for execution by the

native prlsd@seade thyhemmuaipgtiens kegweansthe aperpidiessyivey dul nesiohed! dayddest hat a
faster conversion can be 20acconplished. Notw thstandi ng, the enulation
software is to maintain the architecture rules of the enul ated processor

ar chi t ecthurthers othastypes elutip@itiag enatdnhg:nsySiheebef@rftbrapid bcableaspedtd dtthen f or
the emul ated processor operate correctly. Furthernore, the emul ation
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run on the native processor having the enmul ation software. 30 WO
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for exanple, in a "C' subroutine or driy. r ot.her. met hod. .of
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enbodi nent. Various software and hardware enul ation patents including, but

not |im temgtesnulptgl isidseedadsapbanepramistc snystiomfigetiamisbuilele implamanpthscessor
for FbrdWﬁﬁ@mﬁﬂﬂ+ﬁﬁkﬁﬁpOrg%n§§§HS°|e'l et al.; and U S. Letters Patent No.
entitle

6,009,261, reprocessing of Stored Target Routines for Enul ating
| nconpati bl e Instructions on a Target Processor”, by Scalzi et al; and U S
Letters Patent No. 5,574,873, entitled "Decoding. Guest Instruction to

Di rect | y TAGR 838 aHRY CRYITQMNaRb 7 HAsbeomMUer ipFifen BT iR esCNABE P WEXT ons”, by
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receive the fetched instructions and to determine the type of instructions that have been
fetched; and an instruction execution unit to execute the instructions. Execution may include
loading data into a register from memory; storing data back to memory from a register; or
25 performing some type of arithmetic or logical operation, as determined by the decode unit.
In one example, each unit is implemented in software. For instance, the operations being
performed by the units are implemented as one or more subroutines within emulator

software.

30 More particularly, in a mainframe, architected machine instructions are used by
programmers, usually today “C” programmers, often by way of a compiler application.

These instructions stored in the storage medium may be executed natively in a



Pat ent No. 6,463,582, entitled "Dynam c Optim zing Object Code Transl ator
for Architecture Emul ation and Dynamic Optim zing Object Code Transl ation
Met hod", W9 betrfedTioet al; and U.S. Letters Patent No. 5pc3Mpr8@b/oempaeit! ed
"Method for Enulating Guest 15 Instructd,ons on a Host Conputer Through
Dynam ¢ Reconpil ation of Host Instructions", by Eric Traut; and many
others, illustrate a variety of known ways to achieve emulation of an
instruction format architected for a different machine for a target nachi ne
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i nstructions obtalne rom enul at’i on routi nes nenory may access a
hidst | nstenudite dre drdritceveceft anamuflatodrpsocpssogr am i n host conput er nmenory 5096
by enpl oying one WD 2011/ 160719PCT/ EP2010/ 067039 54 or nore instruction(s)
obtained in a sequence & access/decode routine which nmay decode the host
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These converted instructions may be cached such that a faster conversion can be
20 accomplished. Notwithstanding, the emulation software is to maintain the architecture rules
of the emulated processor architecture so as to assure operating systems and applications
written for the emulated processor operate correctly. Furthermore, the emulation software is
to provide resources identified by the emulated processor architecture including, but not
limited to, control registers, general purpose registers, floating point registers, dynamic
25 address translation function including segment tables and page tables for example, interrupt
mechanisms, context switch mechanisms, Time of Day (TOD) clocks and architected
interfaces to 1/O subsystems such that an operating system or an application program
designed to run on the emulated processor, can be run on the native processor having the
emulation software.
30

A specific instruction being emulated is decoded, and a subroutine is called to perform the

function of the individual instruction. An emulation software function emulating a function



The term nol ogy used herein is for the purpose of describing particular
enbodi nents only and is not intended to be [imting of the invention. As
used her evo,20tiwoapngul ar forns "a", "an" and "the" arePCmEPR@Oem®61089 i ncl ude
the plural fornms as well, unless the coptext clearly 15indi cates ot herw se.
It wll be further understood that the ternms "conprises" and/or
"conprising", when used in this specification, specify the presence of
stated features, integers, steps, operations, elenents, and/ or conponents,
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15 Instructions on a Host Computer Through Dynamic Recompilation of Host Instructions”, by
Eric Traut; and many others, illustrate a variety of known ways to achieve emulation of an
instruction format architected for a different machine for a target machine available to those

skilled in the art.

20 In FIG. 21, an example of an emulated host computer system 5092 is provided that emulates
a host computer system 5000’ of a host architecture. In the emulated host computer system
5092, the host processor (CPU) 5091 is an emulated host processor (or virtual host
processor) and comprises an emulation processor 5093 having a different native instruction
set architecture than that of the processor 5091 of the host computer 5000". The emulated

25 host computer system 5092 has memory 5094 accessible to the emulation processor 5093.
In the example embodiment, the memory 5094 is partitioned into a host computer memory
5096 portion and an emulation routines 5097 portion. The host computer memory 5096 is
available to programs of the emulated host computer 5092 according to host computer
architecture. The emulation processor 5093 executes native instructions of an architected

30 instruction set of an architecture other than that of the emulated processor 5091, the native
instructions obtained from emulation routines memory 5097, and may access a host

instruction for execution from a program in host computer memory 5096 by employing one



i nformation conprises a count of determ ned accessing instructions or a
count of determ ned requested accesses to nenory, wherein the tracked

i nf or mat iwo 208/1G071a per - adapter function basis; and st oPCmEP2éIe/06TaZKI Ng
information in the location in nmenory. &5 2. The nethod of claim1l, wherein
the determ ning determ nes that the adapter function is being accessed by
an instruction, and wherein the tracking further conprises: determning a
type of the instruction; and updating a counter provided
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3. The method of claim2, wherein there are a plurality of typés of
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updati ng one or nore counters, and wherein the one or nore counters are
specific to the adapter function and 10refl ect input/output traffic

associ at ggheWhind1bgy AdamkRlin sUBEthk Pirpose of describing particular embodiments only

and is not intended to be limiting of the invention. As used herein, the singular forms “a”,

“an” and “the” are intended to include the plural forms as well, unless the context clearly

15 indicates otherwise. It will be further understood that the terms “comprises” and/or
“comprising”, when used in this specification, specify the presence of stated features,
integers, steps, operations, elements, and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps, operations, elements, components
and/or groups thereof.

20
The corresponding structures, materials, acts, and equivalents of all means or step plus
function elements in the claims below, if any, are intended to include any structure, material,
or act for performing the function in combination with other claimed elements as specifically
claimed. The description of the present invention has been presented for purposes of

25 illustration and description, but is not intended to be exhaustive or limited to the invention in
the form disclosed. Many modifications and variations will be apparent to those of ordinary
skill in the art without departing from the scope of the invention. The embodiment was
chosen and described in order to best explain the principles of the invention and the practical
application, and to enable others of ordinary skill in the art to understand the invention for

30 various embodiment with various modifications as are suited to the particular use

contemplated.



8. The method of claim1l1l, wherein the nmethod further conprises
automatically presenting the tracked information to a user. 159. The net hod
of cl ai m8p 2hierceiim t he tracki ng conpri ses updati ng onePOT/EPROIS/O6THEANt €r S,
and wherein the automatically presenting conprises periodically updating a
control block accessible to the user with values fromthe one or nore
counters. 10. The nethod of claim1l, wherein the nethod further conprises
determ ni ng whether 20tracking is to be performed for the adapter function,
wherein tracking is enabled on a percragapéer function basis, and
perform ng the tracking responsive to determning that tracking is to be
performed. 11. A conputer system for neasuring resource usage in a

corput 119 envLy Rl SRR A SRS Sl TR

executi ngomplBidbfy PCl Function Controls (MPFC) instruction conprising a
function handle for identifying an adapter, the MPFC specifying a |ocation
i ® 30menory f grkequtiag Rivedifsnf G Fiction Conipgls 2MPHC) 6o rrHoRETyEEI GGy DBMOBM 57

a deter mhgr?(ﬁe ffé’rrid&%%f%maﬂiaﬂ%éé&ﬁ%e ﬁﬁFé‘i@?&@ﬁ f UG R Aerd '}§ GOPRY N9
envi ronment 'S being’ agcess vida an rnstrdcti on or requeé% ng access of
syst em memforntatéauipl ed to the adapter function; a tracker for tracking
information specific to the adapter function, wherein the 5tracking

i nformation cfsFREERe GacEiaderist mstien f e qomprBETHFoPmseliabeng AgcsIcda
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information I's on a per-adapter tunction
10 tracking information specific to the adapter function, wherein the tracking

information comprises a count of determined accessing instructions or a count of determined
requested accesses to memory, wherein the tracked information is on a per-adapter function
basis; and

storing the tracking information in the location in memory.

15

2. The method of claim 1, wherein the determining determines that the adapter function
is being accessed by an instruction, and wherein the tracking further comprises:

determining a type of the instruction; and

updating a counter provided exclusively for that type of instruction and for the

20 adapter function.

3. The method of claim 2, wherein there are a plurality of types of instructions
including a load instruction, a store instruction, a store block instruction, a modify
instruction and a refresh translation instruction, each of which is specifically used to access

25 the adapter function.

4. The method of claim 1, wherein the determining determines that the adapter function
18 requesting a memory access operation, and wherein the tracking further comprises:
determining a type of memory access operation; and
30 updating a counter provided exclusively for the adapter function and that type of

memory access operation.



a storer for storing the tracking information in the |location in nenory.
1012. A conput er program conprising conputer program code stored on a
conput er weaduabise7ioedi um t o, when | oaded i nto a conput ePCIEPL@ENI06TVA
executed thereon, cause said conputer systemto performall the steps of a
met hod according to any of clainms 1 to 10. 13. A conputer systemfor

measuri ng resource usage in a conputing environnent, said 15conputer system

conprising: a nenory; and a processor in comunications with the _
menory, wher e t\&hSPORYSIRY 4, IMREEMHPe £ IS EDAGHRF MRBraaf®RiN0d, said
met hod conpri sing: executing a Modi fy PCI" Function Controls

( MPFC) i mptmaticns inpludogpricad agess ahdaotittonc@Bhandl e for identifying an
adapter, the MPFC specifying a location in nenory for tracking informtion;
determ ning that an adapter function of the conputing environnent is being

accessedgvi @ AmeinMGhddSitdlam lwHcesh eftddaptcAfimessn Bis sSpaiadty sy GRue ed
to the adapter function; tracking information specific to the adapter

f Unct i on assgiddheretohand wherkinthe o®miteifipsneatiicon ose afpssepace afdhnpluetlity of
determ ne %I%%S;%%gsng instructions or a count of determ ned requested

accesses , Wherein the tracked information is on a per-adapter

function basis; and storing the tracking information in the location in
menory. 3014. The conmput er system of claim 13, wherein the determ ning
det er m nés t hdthetmahediefplam F.oversip e tiackBie g MPEIsessEating OngPL MAEr uct i on,

ggg17@26%&@5@?@5\%@%&1@%@%@%& Qgﬁo&%{?ﬁ&&% speWBc to the adapter function and

10 reflect input/output traffic associated with the adapter function.

8. The method of claim 1, wherein the method further comprises automatically

presenting the tracked information to a user.

15 9. The method of claim 8, wherein the tracking comprises updating one or more
counters, and wherein the automatically presenting comprises periodically updating a control

block accessible to the user with values from the one or more counters.

10.  The method of claim 1, wherein the method further comprises determining whether
20 tracking is to be performed for the adapter function, wherein tracking is enabled on a per-
adapter function basis, and performing the tracking responsive to determining that tracking is

to be performed.

11. A computer system for measuring resource usage in a computing environment, said
25 computer system comprising:
a memory;

a processor in communications with the memory;
an executor for executing a Modify PCI Function Controls (MPFC) instruction
comprising a function handle for identifying an adapter, the MPFC specifying a location in

30 memory for tracking information;



determning a type of the instruction; and updati ng a counter

provi ded exclusively for that type of instruction and for the adapter
functi on.wbDb1iTitse71eonput er system of claim 13, wherei n Phe/rketiensiod? ng
determ nes that the adapter function issfequesting a nmenory access
operation, and wherein the tracking further conprises: determning a type
of nmenory access operation; and updating a counter provided
exclusively for the adapter function and that type of 10nenory access

oper ati on. 15-aﬂ%€erﬁlﬁ{éP'fEerete%ﬁ%{i§gﬂlﬁf ar%cﬁ{b{@r Ectivher ﬁfe%hib‘ﬁtiﬁ‘@érﬁh%nfeﬁﬂﬁ ion
has a plurality of address spaces assigned thereto, and wherein the counter

i s speci fi$ beinpa@asscd oo @sisstsypdior oofequbstinglagecab pf systein mdoiogssouppaldeshe 15
17. The cgnﬁut r tsoé]?]tem of claim 13, wherein the nethod further conprises
aut onat i &4f f’/r%‘%é ting the tracked information to a user. 18. The

conput er syst @maRkerCoiritklny infétBiaBibM spdaffid to AeKadAgtes BiRRFibS.8Shdigidakd Ng one or
20nore counters, and wherein the automatically presenting conprises

pex i odi calarking pefarmatpnsonwrsesol cyinbekdeeravrsd dscessing infiaictigwsrong qolnief ues
fromthe r t . Th ter 4 | ai 3,
wher i n- SRR mBeAcRFy FEHSESES i man! BTN R Y RIREA0r BB (o be
per f or reddimer fuh&icadapiseindf uncti on, wherein tracking is enabled on 25a

per - adapter function basis, and perform ng the tracking responsive to

det er mi ni ng t RSBEOTEY 1RE RPHBE the trasking ipfermafigneig the bpgation ig gAHRTEr  progr am
product for neasuring resource usage in a conputing environnment, said
conput er program product conprising: 30a conputer readable storage nedi um
réadabl e 1By a Apcan@gsi prggainT cumpirisarpccostpoitdrpgogram code stored on a computer

readable medium to, when loaded into a computer system and executed thereon, cause said

computer system to perform all the steps of a method according to any of claims 1 to 10.

13. A computer system for measuring resource usage in a computing environment, said
15 computer system comprising:
a memory; and
a processor in communications with the memory, wherein the computer system is
configured to perform a method, said method comprising:
executing a Modify PCI Function Controls (MPFC) instruction comprising a function
20 handle for identifying an adapter, the MPFC specifying a location in memory for tracking
information;
determining that an adapter function of the computing environment is being accessed
via an instruction or requesting access of system memory coupled to the adapter function;
tracking information specific to the adapter function, wherein the tracking
25 information comprises a count of determined accessing instructions or a count of determined
requested accesses to memory, wherein the tracked information is on a per-adapter function
basis; and

storing the tracking information in the location in memory.

30 14. The computer system of claim 13, wherein the determining determines that the
adapter function is being accessed by an instruction, and wherein the tracking further

comprises:



I nstructions for execution by the processing circuit for performng a
nmet hod according to any of clains 1 to 10.
WO 2011/160719 PCT/EP2010/067039
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determining a type of the instruction; and
updating a counter provided exclusively for that type of instruction and for the

adapter function.

5 15. The computer system of claim 13, wherein the determining determines that the
adapter function is requesting a memory access operation, and wherein the tracking further
comprises:

determining a type of memory access operation; and
updating a counter provided exclusively for the adapter function and that type of

10 memory access operation.

16.  The computer system of claim 15, wherein the adapter function has a plurality of
address spaces assigned thereto, and wherein the counter is specific to one address space of
the plurality of address spaces.

15
17. The computer system of claim 13, wherein the method further comprises

automatically presenting the tracked information to a user.

18.  The computer system of claim 17, wherein the tracking comprises updating one or
20 more counters, and wherein the automatically presenting comprises periodically updating a

control block accessible to the user with values from the one or more counters.

19.  The computer system of claim 13, wherein the method further comprises determining
whether tracking is to be performed for the adapter function, wherein tracking is enabled on
25 a per-adapter function basis, and performing the tracking responsive to determining that

tracking is to be performed.

20. A computer program product for measuring resource usage in a computing
environment, said computer program product comprising:

30 a computer readable storage medium readable by a processing circuit and storing
instructions for execution by the processing circuit for performing a method according to any

of claims 1 to 10.



