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TRAFFIC SCHEDULING METHOD, APPARATUS, DEVICE, STORAGE MEDIUM, AND
PROGRAM PRODUCT

FIELD

[0001] The present disclosure relates to the field of network communication technologies, and in particular,

to a traffic scheduling method, an apparatus, a device, a storage medium, and a program product.

BACKGROUND

[0002] As a virtual wide area network architecture, a software defined wide area network (SD-WAN) allows
an enterprise or other organization to use any combination of transmission services to securely connect a user to
an application. Among them, one of the core functions of SD-WAN is traffic scheduling. Through an intelligent
routing algorithm and a traffic scheduling mechanism, SD-WAN can automatically select an optimal network
path according to a real-time network traffic condition to ensure efficient transmission of network traffic and

good performance of an application.

[0003] In a related art, for traffic scheduling in SD-WAN, a security management application usually needs
to be installed on a terminal device inside an enterprise to use a client of the security management application to
schedule traffic of a business application on the terminal device. When the client of the security management
application detects that the business application on the terminal device tries to access a corresponding server-
side resource, the client initiates a transport layer security (TLS) handshake to establish a secure connection. The
client of the security management application parses a domain name of the business application from a server
name indication (SNI) field of a TLS handshake packet, and determines an optimal traffic egress according to a
predefined policy or algorithm. After the traffic egress is determined, the SD-WAN controller creates a session
according to 5-tuple information. During the session, all network packets in the session are considered to be
network packets of the parsed domain name, and the network packets are forwarded to the predetermined traffic

egress.

[0004] However, this domain name-based traffic scheduling scheme requires domain name resolution on the
client of the security management application to resolve a service closest to a geographic location of the client,
rather than a service closest to the traffic egress, resulting in traffic of the domain name requiring a series of

jumps to reach the service closest to the traffic egress, causing a long access delay.

SUMMARY

[0005] In view of this, the present disclosure provides a traffic scheduling method, an apparatus, a device, a
storage medium, and a program product to solve a problem of a long access delay in a traffic scheduling process

of an SD-WAN network.

[0006] In a first aspect, the present disclosure provides a traffic scheduling method, applied to a software

defined wide area network, and the method includes:



10

15

20

25

30

[0007] in response to a domain name resolution request of a business application, forwarding the domain
name resolution request to a central domain name system, wherein the domain name resolution request carries
a target domain name of the business application, the central domain name system is configured to forward the
domain name resolution request to a target egress gateway corresponding to the target domain name, and the
central domain name system is preconfigured with gateway information of egress gateways corresponding to a

plurality of domain names;

[0008] receiving a first target network address and a gateway address of the target egress gateway that are fed
back by the central domain name system, wherein the first target network address is obtained by the target egress
gateway by sending the domain name resolution request to a corresponding first domain name resolution server

for domain name resolution;

[0009] performing network address translation on the first target network address to obtain a virtual network

address; and

[0010] performing data transmission based on the virtual network address, the gateway address, and the first

target network address.

[0011] Inasecond aspect, the present disclosure provides a traffic scheduling apparatus, applied to a software

defined wide area network, and the apparatus includes:

[0012] a resolution request response module, configured to in response to a domain name resolution request
of a business application, forward the domain name resolution request to a central domain name system, wherein
the domain name resolution request carries a target domain name of the business application, the central domain
name system is configured to forward the domain name resolution request to a target egress gateway
corresponding to the target domain name, and the central domain name system is preconfigured with gateway

information of egress gateways corresponding to a plurality of domain names;

[0013] a cross-region address reception module, configured to receive a first target network address and a
gateway address of the target egress gateway that are fed back by the central domain name system, wherein the
first target network address is obtained by the target egress gateway by sending the domain name resolution

request to a corresponding first domain name resolution server for domain name resolution;

[0014] a network address translation module, configured to perform network address translation on the first

target network address to obtain a virtual network address; and

[0015] a cross-region data transmission module, configured to perform data transmission based on the virtual

network address, the gateway address, and the first target network address.

[0016] In a third aspect, the present disclosure provides a computer device, including a memory and a
processor, wherein the memory and the processor communicate with each other, the memory stores computer
instructions, and the processor executes the computer instructions to perform the traffic scheduling method

according to the above first aspect or any corresponding implementation of the first aspect.
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[0017] In a fourth aspect, the present disclosure provides a computer-readable storage medium, wherein the
computer-readable storage medium stores computer instructions, and the computer instructions are configured
to enable a computer to perform the traffic scheduling method according to the above first aspect or any

corresponding implementation of the first aspect.

[0018] In a fifth aspect, the present disclosure provides a computer program product, including computer
instructions, wherein the computer instructions are configured to enable a computer to perform the traffic

scheduling method according to the above first aspect or any corresponding implementation of the first aspect.

[0019] In the traffic scheduling method provided by the embodiment of the present disclosure, a domain name
resolution request of a business application is forwarded to a central domain name system, and the central domain
name system forwards the domain name resolution request to a target egress gateway corresponding to a target
domain name of the business application. The domain name resolution request is sent to a first domain name
resolution server corresponding to the target egress gateway by using the target egress gateway for domain name
resolution. Therefore, it is possible to resolve a first target network address close to the target egress gateway,
thereby effectively reducing an access delay of an SD-WAN network in a traffic scheduling process. In addition,
the first target network address is translated into a virtual network address, and data transmission is performed
based on the virtual network address, a gateway address, and the first target network address. Therefore, only a
configuration relationship between a domain name and an egress gateway needs to be maintained, so that when
a network address resolved based on the target domain name changes, the resolved network address can still be
used to access the target egress gateway, thereby avoiding frequent changes of a flow table by an SD-WAN

controller.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] In order to illustrate the technical solutions in the embodiments of the present disclosure more clearly,
the drawings required for describing the embodiments or the prior art will be briefly described in the following.
Apparently, the drawings in the following description show some embodiments of the present disclosure, and
other drawings may also be obtained by those of ordinary skill in the art according to these drawings without

paying creative effort.

[0021] FIG. 1 is a schematic diagram of a network architecture based on SD-WAN according to an

embodiment of the present disclosure;

[0022] FIG. 2 is a schematic flowchart of a first traffic scheduling method according to an embodiment of the

present disclosure;

[0023] FIG. 3 is a schematic flowchart of a domain name resolution process according to an embodiment of

the present disclosure;

[0024] FIG. 4 is a schematic flowchart of a second traffic scheduling method according to an embodiment of

the present disclosure;
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[0025] FIG. 5 is a schematic flowchart of a data forwarding process according to an embodiment of the present

disclosure;

[0026] FIG. 6 is a schematic diagram of another network architecture based on SD-WAN according to an

embodiment of the present disclosure;

[0027] FIG. 7 is a structural block diagram of a traffic scheduling apparatus according to an embodiment of

the present disclosure; and

[0028] FIG. 8 is a structural block diagram of a computer device according to an embodiment of the present

disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

[0029] The embodiments of the present disclosure will be described in more detail below with reference to
the drawings. Although some embodiments of the present disclosure are shown in the drawings, it should be
understood that the present disclosure can be implemented in various forms, and should not be construed as
being limited to the embodiments set forth herein. On the contrary, these embodiments are provided for a more
thorough and complete understanding of the present disclosure. It should be understood that the drawings and
embodiments of the present disclosure are only for illustrative purposes, and are not intended to limit the

protection scope of the present disclosure.

[0030] In the description of the embodiments of the present disclosure, the term "include/comprise" and
similar terms should be understood as open inclusion, that is, "include/comprise but not limited to". The term
"based on" should be understood as "at least partially based on". The term "one embodiment" or "this
embodiment" should be understood as "at least one embodiment". The term "some embodiments" should be

understood as "at least some embodiments". Other explicit and implicit definitions may also be included below.

[0031] In this document, unless expressly stated, performing a step "in response to A" does not mean that the

step is performed immediately after "A", but may include one or more intermediate steps.

[0032] It may be understood that data involved in the technical solution of the present disclosure (including
but not limited to the data itself, acquisition, use, storage or deletion of the data) should comply with

requirements of corresponding laws, regulations and related provisions.

[0033] It may be understood that before using the technical solution disclosed in the embodiments of the
present disclosure, relevant users should be informed of the type, use scope, use scenario, etc. of information
involved in the present disclosure in an appropriate manner according to relevant laws and regulations, and
authorization of relevant users should be obtained. Relevant users may include any type of right subject, such as

individuals, enterprises or groups.

[0034] For example, in response to receiving an active request from a user, prompt information is sent to the

relevant user to explicitly prompt the relevant user that an operation requested to be performed will need to
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obtain and use information of the relevant user, so that the relevant user can independently select whether to
provide information to software or hardware such as an electronic device, an application, a server or a storage
medium that performs the operation of the technical solution of the present disclosure according to the prompt

information.

[0035]  As an optional but non-restrictive implementation, a manner of sending the prompt information to the
relevant user in response to receiving the active request from the relevant user may be, for example, a pop-up
window, and the prompt information may be presented in the form of text in the pop-up window. In addition, the
pop-up window may also carry a selection control for the user to select "agree" or "disagree" to provide

information to the electronic device.

[0036] It may be understood that the above process of notifying and obtaining user authorization is only
schematic, and does not constitute a limitation to implementations of the present disclosure. Other
implementations that satisfy relevant laws and regulations may also be applied to the implementations of the

present disclosure.

[0037]  Office security usually involves security management of a network, an identity and a terminal. By
implementing private network networking, access control, management of the terminal in the private network,
and information security protection, digital office can be made safer, more efficient and easier to use. Security
management at the network layer can ensure that private networks such as office networks can run safely and
efficiently, thereby ensuring secure transmission and storage of service data. Security management at the identity
layer can improve the efficiency and security of identity authentication for users to access the private network.
Security management at the terminal layer can realize unified management of terminal devices in the private

network, data leakage prevention and terminal threat protection, thereby ensuring the security of enterprise data.

[0038] Inpractical applications, security management of the network, the identity and the terminal can realize
technical association in multiple technical branches such as networking strategy, network admission and control,
remote access, unified terminal management, terminal detection and response, enterprise data leakage prevention
and identity authentication management, thereby making digital office simpler, more efficient and easier to

implement.

[0039] At present, a traditional wide area network (WAN) architecture does not take cloud computing into
account. Therefore, when using the traditional wide area network architecture, a large organization needs to
backhaul traffic from various branch networks in an enterprise internal network to a central location or a
headquarters data center that applies advanced security inspection services for advanced security inspection and
services. However, a delay caused by backhauling may affect the performance of applications. Especially with
the development of cloud computing technology, problems brought by the traditional wide area network

architecture become more and more obvious.

[0040] In contrast, as a virtual wide area network architecture, a software defined wide area network (SD-

WAN) allows a large organization to use any combination of transmission services to securely connect a user to
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an application, and the network architecture of SD-WAN is more flexible. SD-WAN supports hosting
applications in an Internet data center, a public cloud or a private cloud, and software as a service (SaaS) inside

an enterprise, and can provide a higher level of application performance.

[0041] One of the core functions of SD-WAN is traffic scheduling. SD-WAN can automatically select an
optimal network path of an application service according to a real-time network traffic condition through an
intelligent routing algorithm and a traffic scheduling mechanism, and optimize utilization of bandwidth. When
configuring a device of SD-WAN, it is necessary to set an intelligent routing rule and a traffic scheduling priority

to ensure efficient transmission of network traffic and good performance of an application.

[0042] In arelated art, traffic scheduling in SD-WAN may be divided into two scheduling schemes according
to a resource type: an Internet Protocol (IP)-based scheduling scheme and a domain name-based scheduling
scheme. Among them, the IP-based scheduling scheme mostly requires a user to explicitly configure all TP
addresses under a business application, so as to schedule network packets to different traffic egresses (that is,
branch gateways connected to a server-side of the business application) according to a destination IP address of
the network packets. However, this IP-based scheduling scheme has the following disadvantages. Firstly, a flow
table and a routing configuration need to be adjusted according to user configuration in a traffic scheduling
process, which increases the configuration cost of the SD-WAN controller. Secondly, for a SaaS application, a
content delivery network (CDN) is usually used to dynamically allocate IP addresses in the traffic scheduling
process, which makes it difficult to obtain all IP addresses of a third-party SaaS application. Thirdly, application
of technologies such as CDN makes an application IP address of a business application may change at any time,
which results in reconfiguration of the flow table and increased complexity of traffic scheduling. Therefore, for

users of SaaS applications, a domain name-based scheduling scheme is mainly adopted at present.

[0043] The domain name-based scheduling scheme requires configuration of a domain name of a business
application, and an SD-WAN controller performs intelligent routing according to a domain name to which a
network packet belongs. Specifically, a network administrator needs to configure a domain name of a business
application that needs intelligent routing in the SD-WAN controller, and a security management application
installed on each terminal device inside an enterprise schedules access traffic of the business application based
on the configured domain name of the business application. When a client of the security management
application detects that the business application on the terminal device tries to access a corresponding server-
side resource, the client of the security management application initiates a transport layer security (TLS)
handshake to establish a secure connection. The client of the security management application parses a domain
name of the business application from a server name indication (SNI) field of a TLS handshake packet, and
determines a traffic egress for accessing a server-side corresponding to the domain name according to a
predefined policy or algorithm. After the traffic egress is determined, the SD-WAN controller creates a session
according to 5-tuple information. During the session, all network packets in the session are considered to be
network packets of the parsed domain name, and the network packets are forwarded to the predetermined traffic

egress.
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[0044] However, this domain name-based scheduling scheme has the following disadvantages. Firstly,
domain name resolution needs to be performed on the client of the security management application. If the
application domain name to be resolved enables CDN, the client of the security management application requests
a server of the nearest domain name system (DNS) for resolution of the domain name to resolve a service closest
to a geographic location of the client, resulting in traffic requiring a jump to reach the traffic egress, causing a
long access delay. For example, a server-side of a business application to be accessed is in region B, and a traffic
egress corresponding to the server-side is also in region B. If the client of the security management application
is in region A, the resolved service is in region A. Therefore, traffic for the domain name will be scheduled to
region A first, and then jump from region A to region B. Secondly, because multiple IP addresses may be resolved
for the same domain name, if the IP address changes, the SD-WAN controller needs to update connection session
information based on 5-tuple in the flow table to ensure that the traffic is correctly routed to a new target IP
address, which results in frequent changes of the flow table by the SD-WAN controller, and a large amount of
connection session information based on 5-tuple needs to be maintained, such as a source IP address, a
destination IP address, a source port, a destination port and a transport layer protocol. Thirdly, because the 5-
tuple does not include application layer information, such as user identity, device type, application type, etc.,
traffic cannot be distinguished based on 5-tuple to achieve finer-grained traffic scheduling, for example, traffic

of different users cannot be scheduled to different egresses.

[0045] In view of this, an embodiment of a traffic scheduling method is provided according to the
embodiments of the present disclosure. It should be noted that the steps shown in the flowcharts in the drawings
may be executed in a computer system such as a set of computer-executable instructions, and although a logical
order is shown in the flowcharts, in some cases, the steps shown or described may be executed in a different

order from the order here.

[0046] The network architecture based on a software defined wide area network (SD-WAN) adopted in the
embodiment of the present disclosure mainly includes: a client of a security management application for
enterprise internal members, customer premises equipment (CPE) of SD-WAN, a point of presence (POP), a
central domain name system, and a control plane. Referring to FIG. 1, the functions of each component in the

network architecture of the present disclosure are as follows:

[0047] (1) The client of the security management application is deployed on each terminal device inside an
enterprise, and the client is configured to manage a business application on the terminal device and schedule
traffic for the managed business application to access a corresponding server-side to obtain a corresponding
application resource, such as application resources such as a business application hosted in an Internet data center,

a public cloud, a private cloud, and a SaaS application.

[0048] (2) The CPE is deployed at a headquarters of the enterprise, a branch network, an Internet data center
(IDC room), cloud services (such as a public cloud and a private cloud), or the like. The CPE, as a branch
gateway, is connected to the client of the branch network where it is located, and is configured to aggregate all

proxy traffic (such as traffic of the client) of the branch network where it is located.
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[0049]  (3) The POP is connected to a physically adjacent CPE, and the POP is configured to forward traffic
aggregated by the CPE.

[0050] (4) The control plane is configured to configure application information such as a name of the business
application and a domain name thereof. In addition, the control plane is also configured to configure a routing
policy corresponding to each business application, for example, CPE information corresponding to each business
application as an egress gateway, wherein the egress gateway is close to the server-side of the business
application in terms of geographical location. The control plane delivers the configured content to components
such as the CPE, the POP, the central domain name system, and the client of the security management application,
and uniformly manages all the CPE, the POP, the central domain name system, and the client of the security

management application.

[0051] (5) The central domain name system is connected to the client of the security management application
and the CPE, and the central domain name system is configured to forward a domain name resolution request,
which carries a domain name of a certain business application and is forwarded by the client, to a corresponding

CPE as an egress gateway to resolve a network address of the server-side corresponding to the domain name.

[0052] In this embodiment, a traffic scheduling method is provided, which can be applied to the above SD-
WAN, such as the client of the security management application, or can be applied to the CPE in a region where
the client of the security management application is located. FIG. 2 is a schematic flowchart of a first traffic
scheduling method according to an embodiment of the present disclosure. As shown in FIG. 2, the process

includes the following steps.

[0053] Step S201, in response to a domain name resolution request of a business application, forwarding the
domain name resolution request to a central domain name system, wherein the domain name resolution request
carries a target domain name of the business application, the central domain name system is configured to
forward the domain name resolution request to a target egress gateway corresponding to the target domain name,
and the central domain name system is preconfigured with gateway information of egress gateways

corresponding to a plurality of domain names.

[0054] It should be noted that the target egress gateway is a CPE in a region where the server-side
corresponding to the target domain name is located, or other CPEs that are closer to the server-side corresponding

to the target domain name in terms of geographical location.

[0055] Specifically, a related person may pre-configure domain names of different business applications and
gateway information of egress gateways corresponding to the domain names on the control plane of the SD-
WAN, and deliver the configured content to the client of the security management application and the central
domain name system. When the central domain name system receives the domain name resolution request from
the client of the security management application, it determines the target egress gateway corresponding to the
target domain name based on the content delivered by the control plane, wherein the target egress gateway is

close to the server-side corresponding to the target domain name in terms of geographical location. For example,
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if the server-side corresponding to the target domain name is located in region A, the target egress gateway is a

CPE deployed in region A.

[0056]  Step S202, receiving a first target network address and a gateway address of the target egress gateway
that are fed back by the central domain name system, wherein the first target network address is obtained by the
target egress gateway by sending the domain name resolution request to a corresponding first domain name

resolution server for domain name resolution.

[0057]  Specifically, taking the domain name resolution request forwarded by the client of the security
management application as an example, after the central domain name system forwards the domain name
resolution request to the target egress gateway, the target egress gateway forwards the domain name resolution
request to a first domain name resolution server closer to the target egress gateway or in the same region, and
the first domain name resolution server parses the target domain name in the domain name resolution request to
obtain the first target network address. The first domain name resolution server feeds back the first target network
address to the target egress gateway, and then the target egress gateway feeds back the first target network address
to the central domain name system. At the same time, the central domain name system obtains the gateway
address of the target egress gateway, and the central domain name system feeds back the first target network

address and the gateway address to the client.

[0058] Step S203, performing network address translation on the first target network address to obtain a

virtual network address.

[0059] It is worth noting that because multiple network addresses (the resolved network address is an IP
address) may be resolved for a domain name, when the client of the security management application schedules
traffic of the same domain name, it is likely that the network address resolved based on the domain name will
change, and the client needs to dynamically adjust the routing when scheduling traffic of the same domain name,
which may easily cause an access error. Based on this, in this embodiment, network address translation (Network
Address Translation, NAT) is adopted to perform network address translation on the first target network address
to obtain the virtual network address, so that one virtual network address can be used to represent all the resolved
network addresses under the same domain name, so as to facilitate the client to schedule traffic of the domain
name using the same virtual network address. In addition, for some application resources that need to be
protected, translating the network address actually resolved from the domain name into the virtual network
address can also avoid the external network from directly obtaining the actual network address of the domain

name to a certain extent, thereby ensuring data security.

[0060]  Specifically, a plurality of preset network addresses may be predefined to construct an address pool of
NAT. An unused preset network address is selected from the address pool based on the first target network

address to be used as the virtual network address of the first target network address.

[0061] For example, a network address in a network segment is used as the preset network address, and then

a network address is sequentially selected from the network segment as the virtual network address of the first
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target network address according to the request time sequence of the domain name resolution request.

[0062] Step S204, performing data transmission based on the virtual network address, the gateway address,

and the first target network address.

[0063] Specifically, after obtaining the virtual network address, the gateway address, and the first target
network address, if the client of the security management application receives a data request of the business
application, it determines a data request message to be transmitted based on the data request of the business
application, and uses the virtual network address as a destination address of the data request message to be
transmitted to generate a first data request message. At this time, it is necessary to use destination network
address translation (DNAT) to replace the destination address of the first data request message with the gateway
address, so as to send the first data request message to the target egress gateway. At the same time, before sending
the first data request message to the target egress gateway, it is necessary to record the resolved first target
network address in an option field (that is, an Options field of the message) of the first data request message, so
that the target egress gateway can know the destination address of the next hop of the first data request message,
so as to forward the first data request message to the target server-side corresponding to the first target network

address, and the target server-side provides the service.

[0064] Furthermore, the target server-side generates a response message based on the received data request
message, and feeds back the response message to the target egress gateway. The target egress gateway replaces
a source address in the response message with the gateway address, and feeds back the response message to the
client of the security management application. At the same time, before feeding back the response message to
the client, it is necessary to record the first target network address in an option field of the response message, so
that the client replaces the source address of the response message with the first target network address, and then
further replaces the source address of the response message with the virtual network address corresponding to
the first target network address to obtain a target response message, wherein the target response message includes

related resource data of the business application/target domain name.

[0065] In the traffic scheduling method provided in this embodiment, a domain name resolution request of a
business application is forwarded to a central domain name system, and the central domain name system
forwards the domain name resolution request to a target egress gateway corresponding to a target domain name
of the business application. The domain name resolution request is sent to a first domain name resolution server
corresponding to the target egress gateway by using the target egress gateway for domain name resolution.
Therefore, it is possible to resolve a first target network address close to the target egress gateway, thereby
effectively reducing an access delay of an SD-WAN network in a traffic scheduling process. In addition, the first
target network address is translated into a virtual network address, and data transmission is performed based on
the virtual network address, a gateway address, and the first target network address. Therefore, only a
configuration relationship between a domain name and an egress gateway needs to be maintained, so that when
a network address resolved based on the target domain name changes, the resolved network address can still be

used to access the target egress gateway, thereby avoiding frequent changes of a flow table by an SD-WAN
10



10

15

20

25

30

35

controller.

[0066] Exemplarily, assuming that the target domain name is A.com, the target network address resolved from
A.com is IP1 at the beginning. If the original SD-WAN control process is followed, flow table information with
the destination address of IP1 needs to be recorded in the flow table of the SD-WAN controller. If the target
network address resolved from A.com changes to IP11, flow table information with the destination address of
IP11 needs to be recorded in the flow table of the SD-WAN controller. However, if the traffic scheduling method
of the present disclosure is adopted, regardless of whether the target network address resolved from A.com is
IP1 or IP11, the destination address of the traffic will be changed to the gateway address of the target egress
gateway, and the traffic of A.com will still be scheduled to the target egress gateway. Therefore, frequent changes

of the flow table by the SD-WAN controller can be avoided to a certain extent.

[0067] In some optional implementations, forwarding the domain name resolution request to the central

domain name system in the above step S201 includes:
[0068] Step al, acquiring a scheduling condition of the target domain name; and

[0069] Step a2, in response to the target domain name being a domain name to be scheduled, sending the

domain name resolution request to the central domain name system.

[0070] It should be noted that the scheduling condition of the target domain name is used to indicate whether
the target domain name needs to be scheduled. Whether the client of the security management application needs
to schedule traffic corresponding to the target domain name across regions to the egress gateway or the server-
side corresponding to the target domain name may be determined according to the preconfigured correspondence
between the domain name and the egress gateway, so as to obtain the scheduling condition of the target domain
name. Exemplarily, assuming that the server-side corresponding to the target domain name and the client of the
security management application are in the same region, the target domain name may be regarded as a domain
name that does not need to be scheduled. Assuming that the server-side corresponding to the target domain name
and the client of the security management application are in different regions, the target domain name may be
regarded as a domain name that needs to be scheduled. In addition, a plurality of domain names to be scheduled
may also be preconfigured, and the scheduling condition of the target domain name is obtained based on a

matching result of the target domain name and the plurality of domain names to be scheduled.

[0071] In the traffic scheduling method provided in this embodiment, the domain name resolution request is
forwarded to the central domain name system only when the target domain name is the domain name to be
scheduled, so that the central domain name system is used to forward the domain name resolution request to the
target egress gateway, and the domain name resolution request is resolved by the first domain name resolution
server corresponding to the target egress gateway. Therefore, it is possible to avoid transmitting a domain name
that does not need to be scheduled to the first domain name resolution server corresponding to the target egress
gateway for domain name resolution, so as to improve the efficiency of domain name resolution, thereby further

reducing the access delay in the traffic scheduling process.
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[0072] In some optional implementations, acquiring the scheduling condition of the target domain name in

the above step al includes:
[0073]  Step all, acquiring a plurality of domain names to be scheduled; and

[0074] Step al2, obtaining the scheduling condition of the target domain name based on a matching result of

the target domain name and the plurality of domain names to be scheduled.

[0075]  Specifically, the plurality of domain names to be scheduled in step all are the domain names of the
business applications configured by the SD-WAN control plane. If the target domain name matches any domain
name to be scheduled, it is determined that the scheduling condition of the target domain name is that the target
domain name is the domain name to be scheduled. If the target domain name does not match all domain names
to be scheduled, it is determined that the scheduling condition of the target domain name is that the target domain

name is not the domain name to be scheduled.

[0076] Further, the plurality of domain names to be scheduled are encapsulated into a Bloom filter, and the
Bloom filter is used to indicate the existence of the plurality of domain names to be scheduled. Then, the above
step al2 includes: performing a Bloom calculation on the target domain name and the Bloom filter to obtain a
matching result of the target domain name and the plurality of domain names to be scheduled; and determining

the scheduling condition of the target domain name based on the matching result.

[0077]  Specifically, for each domain name to be scheduled, a hash function provided by the Bloom filter may
be used to map the domain name to be scheduled to different positions of a preset bit array in the Bloom filter,
and set values at these positions to 1. When it is necessary to query the matching condition of the target domain
name and the plurality of domain names to be scheduled, the hash function provided by the Bloom filter may be
used to perform hash mapping (that is, the above-mentioned Bloom calculation) on the target domain name to
map the target domain name to a corresponding position of the preset bit array, and check whether the values at
these positions are all 1. If the values at all mapped positions are 1, it indicates that the target domain name exists
in the plurality of domain names to be scheduled. If the value at any position is 0, it indicates that the target
domain name does not exist in the plurality of domain names to be scheduled. Therefore, the efficiency of domain

name matching can be effectively improved when the amount of data of domain names to be scheduled is large.

[0078] If the target domain name does not exist in the plurality of domain names to be scheduled, it is
determined that the scheduling condition of the target domain name is that the target domain name is not the
domain name to be scheduled. If the target domain name exists in the plurality of domain names to be scheduled,
it is determined that the scheduling condition of the target domain name is that the target domain name is the

domain name to be scheduled.

[0079] In some optional implementations, performing the network address translation on the first target
network address to obtain the virtual network address in the above step S203 includes: determining an unused
preset network address from a plurality of preset network addresses; and determining the virtual network address

based on a network planning sequence of the unused preset network address.
12



10

15

20

25

30

[0080] Specifically, according to the request time sequence of the domain name resolution request and the
network planning sequence of the preset network address, a preset network address with the highest network
planning sequence may be selected from the unused preset network addresses to be used as the virtual network
address. Therefore, it is possible to avoid different domain names from using the same virtual network address,

thereby ensuring the reliability of network transmission.

[0081] In some optional implementations, the traffic scheduling method of the present disclosure further

includes:

[0082] Step bl, in response to the target domain name not being the domain name to be scheduled, sending
the domain name resolution request to a second domain name resolution server corresponding to a client of a

security management application in the software defined wide area network.

[0083] Step b2, receiving a second target network address that is fed back by the second domain name
resolution server, wherein the second target network address is obtained by the second domain name resolution

server by performing domain name resolution on the domain name resolution request; and
[0084]  Step b3, performing data transmission based on the second target network address.

[0085]  Specifically, in response to the target domain name not being the domain name to be scheduled, the
domain name resolution request is sent to the second domain name resolution server corresponding to the client
of the security management application, and the second domain name resolution server performs domain name
resolution on the target domain name in the domain name resolution request to obtain the second target network
address. The second domain name resolution server feeds back the resolved second target network address to

the client.

[0086] Furthermore, if the client of the security management application receives a data request of the
business application, it generates a data request message based on the second target network address, and sends
the data request message to the server-side corresponding to the second target network address. The server-side
corresponding to the second target network address generates a response message based on the received data

request message, and feeds back the response message to the client of the security management application.

[0087] It should be noted that the client of the security management application in the above step bl and the
business application are on the same terminal device. The second domain name resolution server refers to a
domain name system server that is closest to the client of the security management application or in the same
region. The second target network address resolved by the second domain name resolution server is a network
address of the server-side of the business application that is closest to the client of the security management
application, or a network address of the server-side of the business application that is in the same region as the

client of the security management application.

[0088] In the traffic scheduling method provided in this embodiment, when the target domain name is not the

domain name to be scheduled, the domain name resolution request is directly forwarded to the second domain
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name resolution server corresponding to the client of the security management application, and the second
domain name resolution server performs domain name resolution on the target domain name in the domain name
resolution request to obtain the second target network address for traffic scheduling. Therefore, when there is no
need to schedule traffic of the target domain name, it is possible to resolve the target network address of the
server-side of the business application that is closer to the client, so as to further improve the efficiency of domain

name resolution and reduce the access delay in the traffic scheduling process.

[0089] Exemplarily, as shown in FIG. 3, taking the central domain name system as the central DNS of SD-
WAN and the target egress gateway as the target CPE in the region where the target server-side corresponding
to the target domain name is located as an example, if the business application A on the terminal device where
the client of the security management application is located wants to access the corresponding server-side to
obtain the application resource, the client of the security management application acquires the target domain
name of the business application A, for example, A.com. If the server-side corresponding to the business
application A and the client of the security management application are not in the same region, the client uses a
Bloom filter to determine that traffic corresponding to A.com needs to be scheduled, the client forwards A.com
to the central DNS, and the central DNS sends A.com to the target CPE corresponding to the target server-side,
and the target CPE sends A.com to the first domain name resolution server for domain name resolution.
Assuming that the first target network address corresponding to A.com resolved is IP1 (that is, the network
address of the server-side corresponding to A.com is IP1), the first domain name resolution server feeds back
IP1 to the target CPE, and the target CPE feeds back IP1 to the central DNS. The central DNS acquires the
gateway address of the target CPE, such as IP2, and the central DNS feeds back IP1 and IP2 to the client of the
security management application. The client performs network address translation on IP1 to obtain the virtual
network address, such as IP3. Then, the client can schedule the traffic of A.com to the corresponding server-side

according to IP1, IP2, IP3, and the network address of the client (such as 1P4).

[0090] In addition, if the business application B on the terminal device where the client of the security
management application is located wants to access the corresponding server-side to obtain the application
resource, the client of the security management application acquires the target domain name of the business
application B, for example, B.com. If the server-side corresponding to the business application B and the client
of the security management application are in the same region, and the client does not need to schedule the traffic
of the business application B across regions, the client of the security management application uses a Bloom
filter to determine that traffic corresponding to B.com does not need to be scheduled, and the client forwards
B.com to a second domain name resolution server that is closest to the client in terms of geographical location
or in the same region for domain name resolution to obtain a second target network address, such as IP5 (that is,
the network address of the server-side corresponding to B.com is IP5). The second domain name resolution
server feeds back IP5 to the client of the security management application, and the client schedules the traffic of

B.com to the corresponding server-side based on IP5.

[0091] In this embodiment, a second traffic scheduling method is provided, which may be applied to the
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above SD-WAN, for example, a client of SD-WAN, or applied to a CPE in a region where the client is located.
FIG. 4 is a flowchart of a second traffic scheduling method according to an embodiment of the present disclosure.

As shown in FIG. 4, the process includes the following steps.

[0092]  Step S401, in response to a domain name resolution request of a business application, forwarding the
domain name resolution request to a central domain name system, wherein the domain name resolution request
carries a target domain name of the business application, the central domain name system is configured to
forward the domain name resolution request to a target egress gateway corresponding to the target domain name,
and the central domain name system is preconfigured with gateway information of egress gateways
corresponding to a plurality of domain names. Reference may be made to the above step S201, which will not

be repeated here.

[0093] Step S402, receiving a first target network address and a gateway address of the target egress gateway
that are fed back by the central domain name system, wherein the first target network address is obtained by the
target egress gateway by sending the domain name resolution request to a corresponding first domain name
resolution server for domain name resolution. Reference may be made to the above step S202, which will not be

repeated here.

[0094] Step S403, performing network address translation on the first target network address to obtain a

virtual network address. Reference may be made to the above step S203, which will not be repeated here.

[0095]  Step S404, performing data transmission based on the virtual network address, the gateway address,

and the first target network address.

[0096] Specifically, performing the data transmission based on the virtual network address, the gateway

address, and the first target network address in the above step S404 includes:

[0097] Step S4041, in response to a data request of the business application, determining a data request
message to be transmitted based on the data request, and using the virtual network address as a destination

address of the data request message to be transmitted to generate a first data request message.

[0098] Specifically, after obtaining the first target network address, the virtual network address, and the
gateway address, if the client of the security management application receives the data request of the business
application, it generates the first data request message based on the data request of the business application and
the virtual network address to schedule data request traffic of the business application to the target server-side
corresponding to the first target network address. A source address of the first data request message is the network

address of the client, and a destination address of the first data request message is the virtual network address.

[0099] Step S4042, replacing the destination address of the first data request message based on the gateway
address and the first target network address, to send, by using the target egress gateway, a data request message

with the destination address replaced to a target server-side corresponding to the first target network address.

[00100] Specifically, destination network address translation (DNAT) may be performed on the destination
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address of the first data request message based on the gateway address, and the first target network address is
added to the option field of the first data request message, and then the data request message with the replaced
destination address is sent to the target egress gateway. When receiving the data request message with the
replaced destination address, the target egress gateway forwards the data request message to the target server-
side corresponding to the first target network address based on the first target network address recorded in the

data request message.

[00101] Step S4043, receiving a first response message that is fed back by the target egress gateway, wherein
the first response message is obtained by the target egress gateway by replacing a source address of a response
message that is fed back by the target server-side with the gateway address and recording the first target network

address in the response message.

[00102] Specifically, when receiving the data request message with the replaced destination address that is sent
by the target egress gateway, the target server-side generates a corresponding response message and feeds back
the response message to the target egress gateway. After receiving the response message that is fed back by the
target server-side, the target egress gateway replaces the source address in the response message from the first
target network address with the gateway address, and records the first target network address in the response
message to obtain the first response message, so that a next hop node can return the first response message to

the client.

[00103] Specifically, the first target network address is recorded in an option field of a header of the response

message.

[00104] Step S4044, replacing a source address of the first response message based on the virtual network
address and the first target network address recorded in the first response message to obtain a target response

message.

[00105] Specifically, in order to enable the client of the security management application to determine which
data request message of the client the currently received first response message is fed back for, to ensure that the
correct application resource is resolved. Therefore, corresponding to the process of sending the data request
message to the target server-side, after receiving the first response message fed back by the target egress gateway,
the client of the security management application needs to first replace the source address of the first response
message with the first target network address based on the first target network address recorded in the first
response message, and then further replace the source address of the response message after the source address
replacement from the first target network address with the virtual network address according to the
correspondence between the first target network address and the virtual network address determined in the

domain name resolution process, to obtain the target response message.

[00106] In other words, because the client of the security management application generates the first data
request message with the virtual network address as the destination address, when receiving the first response

message fed back by the target egress gateway, the client of the security management application may mistakenly
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think that the feedback data in the first response message is generated by the target egress gateway instead of
being fed back by the target server-side because the source address of the first response message is the gateway
address of the target egress gateway, if the client of the security management application does not replace the
source address of the first response message according to the first target network address recorded in the first
response message, thereby causing data parsing errors. Moreover, because the client of the security management
application generates the first data request message with the virtual network address as the destination address,
after replacing the source address of the first response message from the gateway address to the first target
network address according to the first target network address recorded in the first response message, the client
also needs to further replace the source address of the response message after the source address replacement
from the first target network address to the virtual network address, so that the data transmission process of the

present disclosure conforms to the access process of the standard hypertext transfer protocol (HTTP).
[00107] Step S4045, feeding back the target response message to the business application.

[00108] In the traffic scheduling method provided in this embodiment, after the first data request message is
generated with the virtual network address as the destination address, the destination address of the first data
request message is replaced based on the gateway address and the first target network address. Therefore, the
SD-WAN controller only needs to maintain the configuration relationship between the domain name and the
egress gateway, so that when the target network address resolved based on the target domain name changes, the
destination address of the data request message is directed to the corresponding target egress gateway, thereby
reducing the frequency of changing the flow table by the SD-WAN controller and avoiding the SD-WAN
controller from maintaining a large amount of 5-tuple information. At the same time, the target egress gateway
replaces the source address of the response message fed back by the target server-side with the gateway address,
and records the first target network address in the response message to obtain the first response message.
Therefore, when the first response message fed back by the target egress gateway is received, the source address
of the first response message can be replaced based on the virtual network address and the first target network
address recorded in the first response message. Therefore, it is possible to ensure that the response message fed

back by the target server-side is correctly obtained, so as to improve the accuracy of data transmission.

[00109] In some optional implementations, replacing the destination address of the first data request message
based on the gateway address and the first target network address to send, by using the target egress gateway,
the data request message with the destination address replaced to the target server-side corresponding to the first

target network address in the above step S4042 includes:

[00110] Step cl, replacing the destination address of the first data request message with the gateway address,
and recording the first target network address in the first data request message to obtain a second data request

message.

[00111] Step c2, sending the second data request message to the target egress gateway based on the destination

address of the second data request message, wherein the target egress gateway is configured to replace the
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destination address of the second data request message with the first target network address based on the first
target network address recorded in the second data request message to send the second data request message to

the target server-side.

[00112] It should be noted that the first target network address is recorded in the option field of the first data

request message.

[00113] In the traffic scheduling method provided in this embodiment, when scheduling the data request traffic
of the business application to the corresponding server-side, the destination address of the first data request
message is replaced from the virtual network address corresponding to the target domain name with the gateway
address to obtain the second data request message, and the second data request message is forwarded to the target
server-side by the target egress gateway. Therefore, when SD-WAN is used for traffic scheduling, data request
traffic under the same domain name can be output through the corresponding target egress gateway, so as to

avoid frequent changes of the flow table by the SD-WAN controller.

[00114] In some optional implementations, sending the second data request message to the target egress

gateway based on the destination address of the second data request message in the above step c¢2 includes:
[00115] Step c21, determining a target point of presence corresponding to the target egress gateway.

[00116] Step c22, sending the second data request message to the target egress gateway based on the target

point of presence and the destination address of the second data request message.

[00117] Tt should be noted that multiple points of presence are provided in the SD-WAN, and each point of
presence corresponds to one or more egress gateways. In practical operations, the correspondence between each
egress gateway and the point of presence may be acquired to query the target point of presence corresponding

to the target egress gateway.

[00118] Specifically, the client of the security management application sends the second data request message
to the target point of presence, and then the target point of presence forwards the second data request message

to the target egress gateway based on the destination address of the second data request message.

[00119] In the traffic scheduling method provided in this embodiment, the second data request message is sent
to the target egress gateway through the target point of presence corresponding to the target egress gateway.
Therefore, the data flow of the second data request message can be controlled by using the target point of

presence to improve the accuracy of data transmission.

[00120] In some optional implementations, replacing the source address of the first response message based
on the virtual network address and the first target network address recorded in the first response message to

obtain the target response message in the above step S4044 includes:

[00121] Step d1, replacing the source address in the first response message with the first target network address
based on the first target network address recorded in the first response message to obtain a second response

message; and
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[00122] Step d2, replacing the source address of the second response message with the virtual network address

to obtain the target response message.

[00123] In the traffic scheduling method provided in this embodiment, when the client of the security
management application or the CPE in the region where the client is located receives the first response message,
it first replaces the source address in the first response message with the first target network address based on
the first target network address recorded in the first response message to obtain the second response message.
Then, the source address of the second response message is further replaced with the virtual network address to
obtain the target response message. Therefore, the first target network address of the target server-side can be
hidden by using the virtual network address, so that it is difficult for the external network to directly access the

resource of the target server-side, thereby improving the security of data transmission.

[00124] Exemplarily, assuming that the target domain name of the business application A is A.com, the first
target network address corresponding to A.com is IP1, the gateway address of the target egress gateway is P2,
the virtual network address corresponding to IP1 is IP3, and the network address of the client of the security
management application is IP4. Taking the central domain name system as the central DNS of SD-WAN and the
target egress gateway as the target CPE in the same region as the target server-side corresponding to A.com as
an example. As shown in FIG. 5, when the client of the security management application needs to schedule data
request traffic of A.com, in order to avoid the external network from directly accessing the resource of the target
server-side, the client determines the data request message to be transmitted based on the data request of the
business application A when receiving the data request of the business application A, and uses IP3 as the
destination address of the data request message to be transmitted and P4 as the source address of the data request
message to be transmitted to generate the first data request message. Further, the client of the security
management application performs destination network address translation on the first data request message,
replaces the destination address of the first data request message with IP2, and records IP1 in the option field of
the first data request message to obtain the second data request message. The client of the security management
application sends the second data request message to the target point of presence, and forwards the second data
request message to the target CPE corresponding to the target server-side through the target point of presence.
The target CPE performs destination network address translation on the second data request message based on
IP1 recorded in the option field of the second data request message, and replaces the destination address of the
second data request message with IP1 to obtain the third data request message. The target egress gateway feeds
back the third data request message to the target server-side. The target server-side generates a response message
based on the third data request message. At this time, the source address of the response message is IP1, and the
destination address of the response message is IP4. The target server-side feeds back the response message to
the target CPE, and the target CPE replaces the source address of the response message with IP2 and records IP1
in the option field of the response message to obtain the first response message. The target CPE sends the first
response message to the target point of presence, and feeds back the first response message to the client of the

security management application through the target point of presence. The client of the security management
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application performs source address translation on the first response message based on IP1 recorded in the option
field of the first response message, and replaces the source address of the first response message with IP1 to
obtain the second response message. Further, the client of the security management application performs network
address translation on the second response message, and replaces the source address of the second response
message with IP3 to obtain the target response message, and feeds back the target response message to the

business application A, so that the business application A acquires the related application resource.

[00125] Taking the SD-WAN to which the traffic scheduling method of the present disclosure is applied as an
example, as shown in FIG. 6, the network architecture based on SD-WAN adopted in the present disclosure at
least includes a control plane, a client of a security management application, a central domain name system, a
first domain name resolution server, a second domain name resolution server, an egress gateway (that is, a CPE
used to access server-side resources of a business application), and a point of presence (POP). The control plane
is connected to the client, the central domain name system, the egress gateway, and the POP. The control plane
uniformly manages each client, the egress gateway, and the POP. For example, the related person configures a
domain name of the business application and gateway information of the corresponding egress gateway
according to actual needs in the control plane, respectively, and the control plane uniformly delivers the
configured content to components such as each client, the central domain name system, the egress gateway, and

the POP.

[00126] When a user wants to access a resource of any business application, a client of a security management
application parses a domain name resolution request sent by the business application based on the traffic
scheduling method of the present disclosure to obtain a domain name resolution result. If the domain name
resolution result is fed back through the central domain name system, it indicates that the data request message
corresponding to the business application needs to be scheduled through components such as an access point of
the SD-WAN. For the data request message that needs to be scheduled, the client of the security management
application performs destination address translation on the data request message based on the traffic scheduling
method of the present disclosure to send the data request message to the corresponding access point of the SD-
WAN, forward the data request message to the target egress gateway through the access point of the SD-WAN,
and forward the data request message to the corresponding target server-side by the target egress gateway. Then,
the response message fed back by the target server-side is fed back to the client of the security management
application through the target egress gateway. The source address of the response message is replaced by the
client of the security management application, and the finally obtained target response message is fed back to

the business application.

[00127] It is worth noting that compared with the domain name-based traffic scheduling scheme in the related
art, the traffic scheduling method of the present disclosure can effectively reduce the frequency of the SD-WAN
controller to change the flow table and avoid the SD-WAN controller from maintaining a large amount of 5-
tuple information through the destination address translation technology. In addition, through the source address

translation technology, the data of the target server-side received by the target egress gateway is fed back to the
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client of the security management application and the business application on the terminal device where the
client is located through the standard domain name resolution protocol, which can effectively reduce the user
configuration cost and the client access cost. In addition, when performing domain name resolution on the target
domain name, the domain name resolution request is forwarded to the target egress gateway, so that the first
domain name resolution server corresponding to the target egress gateway is used for domain name resolution,
which can effectively avoid the problem of dynamic changes of the network address caused by the content
delivery network, so as to resolve the first target network address closer to the target egress gateway (or the
server-side corresponding to the target domain name to be accessed), thereby effectively reducing the access
delay in the traffic scheduling process. In addition, because the traffic scheduling method of the present
disclosure performs traffic scheduling based on the configuration relationship between the domain name and the
target egress gateway, finer-grained traffic scheduling can be performed by further combining the device
information or geographical location of the terminal device where the client is located according to actual needs,
for example, device information n and domain name A.com access egress gateway N, device information m and

domain name A.com access egress gateway M, and the like.

[00128] In this embodiment, there is also provided a traffic scheduling apparatus, which is configured to
implement the above-mentioned embodiments and preferred implementations, and details will not be repeated
here. As used below, the term "module" may implement a combination of software and/or hardware for a
predetermined function. Although the apparatus described in the following embodiments is preferably
implemented in software, it is also possible and contemplated to implement it in hardware, or a combination of

software and hardware.
[00129] This embodiment provides a traffic scheduling apparatus, as shown in FIG. 7, including:

[00130] a resolution request response module 701, configured to in response to a domain name resolution
request of a business application, forward the domain name resolution request to a central domain name system,
wherein the domain name resolution request carries a target domain name of the business application, the central
domain name system is configured to forward the domain name resolution request to a target egress gateway
corresponding to the target domain name, and the central domain name system is preconfigured with gateway

information of egress gateways corresponding to a plurality of domain names;

[00131] a cross-region address reception module 702, configured to receive a first target network address and
a gateway address of the target egress gateway that are fed back by the central domain name system, wherein
the first target network address is obtained by the target egress gateway by sending the domain name resolution

request to a corresponding first domain name resolution server for domain name resolution;

[00132] a network address translation module 703, configured to perform network address translation on the

first target network address to obtain a virtual network address; and

[00133] a cross-region data transmission module 704, configured to perform data transmission based on the

virtual network address, the gateway address, and the first target network address.
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[00134] In some optional implementations, the resolution request response module 701 includes:

[00135] a scheduling condition determination unit, configured to acquire a scheduling condition of the target

domain name; and

[00136] a cross-region domain name sending unit, configured to: in response to the target domain name being

a domain name to be scheduled, send the domain name resolution request to the central domain name system.
[00137] In some optional implementations, the scheduling condition determination unit includes:
[00138] adomain name acquisition sub-unit, configured to acquire a plurality of domain names to be scheduled.

[00139] A domain name matching sub-unit is configured to obtain the scheduling condition of the target
domain name based on a matching result of the target domain name and the plurality of domain names to be

scheduled.

[00140] In some optional implementations, the plurality of domain names to be scheduled are encapsulated
into a Bloom filter, and the Bloom filter is used to indicate the existence of the plurality of domain names to be

scheduled. The domain name matching sub-unit is further configured to:

[00141] perform a Bloom calculation on the target domain name and the Bloom filter to obtain the matching

result of the target domain name and the plurality of domain names to be scheduled; and
[00142] determine the scheduling condition of the target domain name based on the matching result.
[00143] In some optional implementations, the traffic scheduling apparatus further includes:

[00144] a local domain name sending module, configured to: in response to the target domain name not being
the domain name to be scheduled, send the domain name resolution request to a second domain name resolution

server corresponding to a client of a security management application in the software defined wide area network.

[00145] a local domain name resolution module, configured to receive a second target network address that is
fed back by the second domain name resolution server, wherein the second target network address is obtained
by the second domain name resolution server by performing domain name resolution on the domain name

resolution request; and

[00146] a local traffic scheduling module, configured to perform data transmission based on the second target

network address.
[00147] In some optional implementations, the network address translation module 703 includes:

[00148] a first address selection unit, configured to determine an unused preset network address from a

plurality of preset network addresses; and

[00149] a second address selection unit, configured to determine the virtual network address based on a

network planning sequence of the unused preset network address.

[00150] In some optional implementations, the cross-region data transmission module 704 includes:
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[00151] a data request generation unit, configured to: in response to a data request of the business application,
determine a data request message to be transmitted based on the data request, and use the virtual network address

as a destination address of the data request message to be transmitted to generate a first data request message;

[00152] a data request forwarding unit, configured to replace the destination address of the first data request
message based on the gateway address and the first target network address, to send, by using the target egress
gateway, a data request message with the destination address replaced to a target server-side corresponding to

the first target network address;

[00153] a response data reception unit, configured to receive a first response message that is fed back by the
target egress gateway, wherein the first response message is obtained by the target egress gateway by replacing
a source address of a response message that is fed back by the target server-side with the gateway address and

recording the first target network address in the response message;

[00154] a response data processing unit, configured to replace a source address of the first response message
based on the virtual network address and the first target network address recorded in the first response message

to obtain a target response message; and

[00155] a response data feedback unit, configured to feed back the target response message to the business

application.
[00156] In some optional implementations, the data request forwarding unit includes:

[00157] a destination address replacement sub-unit, configured to replace the destination address of the first
data request message with the gateway address, and record the first target network address in the first data request

message to obtain a second data request message; and

[00158] a data request forwarding sub-unit, configured to send the second data request message to the target
egress gateway based on the destination address of the second data request message, wherein the target egress
gateway is configured to replace the destination address of the second data request message with the first target
network address based on the first target network address recorded in the second data request message to send

the second data request message to the target server-side.
[00159] In some optional implementations, the data request forwarding sub-unit is further configured to:
[00160] determine a target point of presence corresponding to the target egress gateway; and

[00161] send the second data request message to the target egress gateway based on the target point of presence

and the destination address of the second data request message.
[00162] In some optional implementations, the response data processing unit includes:

[00163] a first source address adjustment sub-unit, configured to replace the source address in the first response
message with the first target network address based on the first target network address recorded in the first

response message to obtain a second response message; and
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[00164] a second source address adjustment sub-unit, configured to replace the source address of the second

response message with the virtual network address to obtain the target response message.

[00165] Further function descriptions of the above-mentioned modules and units are the same as the

corresponding embodiments described above, and will not be repeated here.

[00166] The traffic scheduling apparatus in this embodiment is presented in the form of functional units,
wherein the unit refers to an application specific integrated circuit (ASIC), a processor and a memory that execute

one or more software or fixed programs, and/or other devices that can provide the above functions.

[00167] An embodiment of the present disclosure further provides a computer device, which includes the

traffic scheduling apparatus shown in FIG. 7 above.

[00168] Please refer to FIG. 8, which is a structural block diagram of a computer device provided by an optional
embodiment of the present disclosure. As shown in FIG. 8, the computer device includes: one or more processors
801, amemory 802, and interfaces for connecting various components, including high-speed interfaces and low-
speed interfaces. Various components communicate with each other by using different buses, and may be
installed on a common main board or installed in other ways as required. The processor may process instructions
executed in the computer device, including instructions stored in the memory or on the memory to display
graphic information of a GUI on an external input/output apparatus (such as a display device coupled to the
interface). In some optional implementations, if necessary, multiple processors and/or multiple buses may be
used together with multiple memories and multiple memories. Likewise, multiple computer devices may be
connected, and each device provides part of the necessary operations (for example, as a server array, a group of

blade servers, or a multiprocessor system). FIG. 8 takes one processor 801 as an example.

[00169] The processor 801 may be a central processing unit, a network processor, or a combination thereof.
The processor 801 may further include a hardware chip. The above hardware chip may be an application specific
integrated circuit, a programmable logic device, or a combination thereof. The above programmable logic device
may be a complex programmable logic device, a field programmable gate array, a generic array logic, or any

combination thereof.

[00170] The memory 802 stores instructions executable by at least one processor 801, so that the at least one

processor 801 executes the method shown in the above embodiments.

[00171] The memory 802 may include a program storage area and a data storage area, wherein the program
storage area may store an operating system and clients required for at least one function; and the data storage
area may store data created according to the use of the computer device, and the like. In addition, the memory
802 may include a high-speed random-access memory, and may also include a non-transitory memory, such as
at least one magnetic disk storage device, a flash device, or other non-transitory solid-state storage devices. In
some optional implementations, the memory 802 may optionally include memories that are remotely set with
respect to the processor 801, and these remote memories may be connected to the computer device through a

network. Examples of the above network include but are not limited to the Internet, an intranet, a local area
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network, a mobile communication network, and a combination thereof.

[00172] The memory 802 may include a volatile memory, such as a random-access memory; the memory may
also include a non-volatile memory, such as a flash memory, a hard disk or a solid-state drive; and the memory

802 may also include a combination of the above-mentioned types of memories.

[00173] The computer device further includes an input apparatus 803 and an output apparatus 804. The
processor 801, the memory 802, the input apparatus 803, and the output apparatus 804 may be connected by a

bus or in other manners, and FIG. 8 takes connection by a bus as an example.

[00174] The input apparatus 803 may receive input digital or character information and generate key signal
input related to user settings and function control of the computer device, such as a touch screen, a keypad, a
mouse, a trackpad, a touchpad, an indicator rod, one or more mouse buttons, a trackball, a joystick, and the like.
The output apparatus 804 may include a display device, an auxiliary lighting apparatus (for example, an LED),
a tactile feedback apparatus (for example, a vibration motor), and the like. The above display device includes
but is not limited to a liquid crystal display, a light emitting diode, a display, and a plasma display. In some

optional implementations, the display device may be a touch screen.

[00175] Embodiments of the present disclosure further provide a computer-readable storage medium. The
above methods according to embodiments of the present disclosure may be implemented in hardware or
firmware, or implemented as computer code that may be recorded on a storage medium, or implemented as
computer code that is originally stored in a remote storage medium or a non-transitory machine-readable storage
medium and downloaded through a network and will be stored in a local storage medium, so that the methods
described herein may be stored in such software processing on a storage medium using a general-purpose
computer, a dedicated processor, or programmable or dedicated hardware. The storage medium may be a
magnetic disk, an optical disk, a read-only memory, a random-access memory, a flash memory, a hard disk, a
solid-state drive, or the like; further, the storage medium may also include a combination of the above-mentioned
types of memories. It may be understood that a computer, a processor, a microprocessor controller, or
programmable hardware includes a storage component that may store or receive software or computer code, and
when the software or computer code is accessed and executed by the computer, the processor, or the hardware,

the methods shown in the above embodiments are implemented.

[00176] A part of the present disclosure may be applied as a computer program product, such as computer
program instructions, which, when executed by a computer, may call or provide the methods and/or technical
solutions according to the present disclosure through operations of the computer. Those skilled in the art should
understand that the existence forms of computer program instructions in a computer-readable medium include,
but are not limited to, a source file, an executable file, an installation package file, etc. Correspondingly, the
manners in which computer program instructions are executed by a computer include, but are not limited to, the
computer directly executes the instructions, or the computer compiles the instructions and then executes the

corresponding compiled program, or the computer reads and executes the instructions, or the computer reads
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and installs the instructions and then executes the corresponding post-installation program. Here, the computer-
readable medium may be any available computer-readable storage medium or communication medium

accessible by the computer.

[00177] Although the embodiments of the present disclosure have been described in conjunction with the
drawings, those skilled in the art may make various modifications and variations without departing from the
spirit and scope of the present disclosure, and such modifications and variations all fall within the scope defined

by the appended claims.
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I/We Claim:

1. A traffic scheduling method, wherein the method is applied to a software defined wide area network,
and the method comprises:

in response to a domain name resolution request of a business application, forwarding the domain name
resolution request to a central domain name system, wherein the domain name resolution request carries a target
domain name of the business application, the central domain name system is configured to forward the domain
name resolution request to a target egress gateway corresponding to the target domain name, and the central
domain name system is preconfigured with gateway information of egress gateways corresponding to a plurality
of domain names;

receiving a first target network address and a gateway address of the target egress gateway that are fed
back by the central domain name system, wherein the first target network address is obtained by the target egress
gateway by sending the domain name resolution request to a corresponding first domain name resolution server
for domain name resolution;

performing network address translation on the first target network address to obtain a virtual network
address; and

performing data transmission based on the virtual network address, the gateway address, and the first

target network address.

2. The traffic scheduling method according to claim 1, wherein forwarding the domain name resolution
request to the central domain name system comprises:

acquiring a scheduling condition of the target domain name; and

in response to the target domain name being a domain name to be scheduled, sending the domain name

resolution request to the central domain name system.

3. The traffic scheduling method according to claim 2, wherein acquiring the scheduling condition of the
target domain name comprises:

acquiring a plurality of domain names to be scheduled; and

obtaining the scheduling condition of the target domain name based on a matching result of the target

domain name and the plurality of domain names to be scheduled.

4. The traffic scheduling method according to claim 3, wherein the plurality of domain names to be
scheduled are encapsulated into a Bloom filter, and the Bloom filter is used to indicate the existence of the
plurality of domain names to be scheduled, and obtaining the scheduling condition of the target domain name
based on the matching result of the target domain name and the plurality of domain names to be scheduled
comprises:

performing a Bloom calculation on the target domain name and the Bloom filter to obtain the matching
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result of the target domain name and the plurality of domain names to be scheduled; and

determining the scheduling condition of the target domain name based on the matching result.

5. The traffic scheduling method according to claim 2, wherein the method further comprises:

in response to the target domain name not being the domain name to be scheduled, sending the domain
name resolution request to a second domain name resolution server corresponding to a client of a security
management application in the software defined wide area network;

receiving a second target network address that is fed back by the second domain name resolution server,
wherein the second target network address is obtained by the second domain name resolution server by
performing domain name resolution on the domain name resolution request; and

performing data transmission based on the second target network address.

6. The traffic scheduling method according to claim 1, wherein performing the network address
translation on the first target network address to obtain the virtual network address comprises:

determining an unused preset network address from a plurality of preset network addresses; and

determining the virtual network address based on a network planning sequence of the unused preset

network address.

7. The traffic scheduling method according to claim 1, wherein performing the data transmission based
on the virtual network address, the gateway address, and the first target network address comprises:

in response to a data request of the business application, determining a data request message to be
transmitted based on the data request, and using the virtual network address as a destination address of the data
request message to be transmitted to generate a first data request message;

replacing the destination address of the first data request message based on the gateway address and the
first target network address, to send, by using the target egress gateway, a data request message with the
destination address replaced to the target server-side corresponding to the first target network address;

receiving a first response message that is fed back by the target egress gateway, wherein the first response
message is obtained by the target egress gateway by replacing a source address of a response message that is fed
back by the target server-side with the gateway address and recording the first target network address in the
response message;

replacing a source address of the first response message based on the virtual network address and the first
target network address recorded in the first response message to obtain a target response message; and

feeding back the target response message to the business application.

8. The traffic scheduling method according to claim 7, wherein replacing the destination address of the
first data request message based on the gateway address and the first target network address to send, by using

the target egress gateway, the data request message with the destination address replaced to the target server-side
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corresponding to the first target network address comprises:

replacing the destination address of the first data request message with the gateway address, and
recording the first target network address in the first data request message to obtain a second data request
message; and

sending the second data request message to the target egress gateway based on the destination address of
the second data request message, wherein the target egress gateway is configured to replace the destination
address of the second data request message with the first target network address based on the first target network
address recorded in the second data request message to send the second data request message to the target server-

side.

9. The traffic scheduling method according to claim 8, wherein sending the second data request message
to the target egress gateway based on the destination address of the second data request message comprises:

determining a target point of presence corresponding to the target egress gateway; and

sending the second data request message to the target egress gateway based on the target point of presence

and the destination address of the second data request message.

10. The traffic scheduling method according to claim 7, wherein replacing the source address of the first
response message based on the virtual network address and the first target network address recorded in the first
response message to obtain the target response message comprises:

replacing the source address in the first response message with the first target network address based on
the first target network address recorded in the first response message to obtain a second response message; and

replacing the source address of the second response message with the virtual network address to obtain

the target response message.

11. A traffic scheduling apparatus, wherein the apparatus is applied to a software defined wide area
network, and the apparatus comprises:

a resolution request response module, configured to in response to a domain name resolution request of
a business application, forward the domain name resolution request to a central domain name system, wherein
the domain name resolution request carries a target domain name of the business application, the central domain
name system is configured to forward the domain name resolution request to a target egress gateway
corresponding to the target domain name, and the central domain name system is preconfigured with gateway
information of egress gateways corresponding to a plurality of domain names;

a cross-region address reception module, configured to receive a first target network address and a
gateway address of the target egress gateway that are fed back by the central domain name system, wherein the
first target network address is obtained by the target egress gateway by sending the domain name resolution
request to a corresponding first domain name resolution server for domain name resolution;

a network address translation module, configured to perform network address translation on the first
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target network address to obtain a virtual network address; and
a cross-region data transmission module, configured to perform data transmission based on the virtual

network address, the gateway address, and the first target network address.

12. A computer device, comprising:
a memory and a processor, wherein the memory and the processor communicate with each other, the
memory has computer instructions stored therein, and the processor executes the computer instructions to

thereby execute the traffic scheduling method according to any of claims 1 to 10.
13. A computer-readable storage medium, wherein the computer-readable storage medium has computer
instructions stored thereon, and the computer instructions are used to cause a computer to execute the traffic

scheduling method according to any of claims 1 to 10.

14. A computer program product, comprising computer instructions, wherein the computer instructions

are used to cause a computer to execute the traffic scheduling method according to any of claims 1 to 10.
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