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DESCRIPTION 

 

TITLE OF THE INVENTION 

METHOD FOR SHARING AND VERIFYING BLOCKS AND ELECTRONIC 

DOCUMENTS BETWEEN NODES IN BLOCKCHAIN 

 

TECHNICAL FIELD  

[0001]  The present disclosure relates to a method for sharing and verifying blocks between 

specific nodes in a blockchain, and more particularly, to a method for efficiently sharing and 

verifying blocks between nodes without designating specific nodes to share blocks among a 

plurality of nodes included in a blockchain as a group.  

[0002]  In addition, the present disclosure relates to a method for distributing an electronic 

document using a smart contract in a blockchain, and more particularly, to a method for 

automatically merging an electronic document format and electronic document information 

at the time of using an electronic document in a blockchain. 

 

BACKGROUND ART 

[0003]  A blockchain records continuously increasing data in blocks of a specific unit, and 

refers to a data management technology that allows each node constituting a peer-to-peer 

(P2P) network to manage blocks in a chain-like data structure or to data itself in the chain-

like data structure. Here, the blockchain data having the chain-like data structure is operated 

in the form of a distributed ledger by each node without intervention of a central system. 

[0004]  The blockchain technique may be applied to various fields for the management of 

distributed data and the prevention of data forgery. For example, in the case in which the 

blockchain technique is applied to a financial field, even if there is no central financial 

institution that guarantees reliability, the transaction parties may make a safe transaction 

through the distributed ledger managed by each distributed blockchain node. 

[0005]  The blockchain can be divided into public and private blockchains. In particular, 

organizations with specific interests, such as financial sectors and corporations, prefer 
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private blockchains that can only be accessed by authorized institutions instead of public 

blockchains. Accordingly, in the private blockchain, unlike the public blockchain, a method 

in which only specific nodes share specific blocks according to their interests is practiced 

among nodes participating in the blockchain.  

[0006]  For example, a method for sharing blocks between specific nodes was practiced by 

designating nodes to share blocks as a group in advance. However, when nodes to share 

blocks are designated as such in advance, there are three limitations in the aspect of using 

and operating a blockchain as follows. 

[0007]  As a first limitation, the group designation of the nodes to share blocks cannot be 

dynamically operated, so in order to add a new node to the previously designated group, a 

new group needs to be designated, so the number of groups to share the blocks increases 

unnecessarily. Therefore, management inefficiency increases as the number of groups 

increases. 

[0008]  As a second limitation, blocks stored and managed in a group of nodes sharing 

blocks are deleted when the group of nodes is released. Accordingly, after the group is 

deleted, it is necessary to separately store the managed blocks to continue queries, so there 

is inefficiency in the storage space in a plurality of nodes in a blockchain. 

[0009]  As a third limitation, blocks that only share nodes designated as a group cannot share 

other nodes, so the integrity of the blocks cannot be verified by all nodes participating in a 

blockchain, which lowers the overall reliability of the blockchain. 

[0010]  As described above, the blockchain technique shares reliable data and guarantees 

integrity, but there are limitations when it comes to distributing electronic documents. 

[0011]  As a first limitation, the size of blocks distributed and stored in the blockchain is 

limited in order to separate and distribute electronic documents in the form of files or 

electronic document formats and data. 

[0012]  As a second limitation, when electronic document files are stored in a blockchain, 

the overall blockchain capacity increases significantly, resulting in lower management 

efficiency. 

[0013]  As a third limitation, when only data of an electronic document is distributed, in 
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order to view and inquire in the form of a document, the electronic document format needs 

to be received from an external system or the data of the electronic document needs be 

transmitted to the external system. Accordingly, it may be difficult to ensure the convenience 

of viewing and searching electronic documents and the reliability of formats. In addition, 

although various types of personal information exist in electronic documents such as 

certificates, it is difficult to protect such personal information. 

 

DISCLOSURE OF INVENTION 

TECHNICAL PROBLEM  

[0014]  The present disclosure has been devised to obviate the above limitations. An aspect 

of the present disclosure is directed to providing a method for sharing blocks by all nodes 

without designating a group in advance, wherein on the basis of identification information 

included in a block, specific nodes related to the block share blocks including transaction 

information, and the remaining nodes not related to the block share blocks including only a 

block header, such that the efficiency of management of all nodes in the blockchain is 

increased. 

[0015]  In addition, an aspect of the present disclosure is directed to providing a method for 

substantially increasing a storage space of the entire nodes of the blockchain by sharing only 

the block header shared only to specific nodes related to the block to the remaining nodes 

not related to the block. 

[0016]  In addition, an aspect of the present disclosure is directed to providing a method for 

verifying the integrity of blocks by all nodes participating in the blockchain, wherein the 

remaining nodes not related to the block verifies the integrity of blocks using a hash value 

included in the block and verifies the integrity of the transaction information not included in 

the block using a block hash value provided by a block generation node.  

[0017]  The present disclosure has been devised to obviate the above limitations. An aspect 

of the present disclosure is directed to providing a method for dividing electronic documents 

and including only electronic document information in a block for distribution. 

[0018]  In addition, an aspect of the present disclosure is directed to providing a method for 
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automatically connecting and combining an electronic document format and data at the time 

of using an electronic document. 

[0019]  In addition, an aspect of the present disclosure is directed to providing a method for 

verifying a viewing qualification at the time of using an electronic document including 

personal information.  

[0020]  The aspects of the present disclosure are not limited to those mentioned above, and 

other aspects not mentioned will be clearly understood by those skilled in the art from the 

following description. 

 

SOLUTION TO PROBLEM  

[0021]  A method for sharing and verifying blocks between specific nodes in a blockchain 

according to an embodiment of the present disclosure may include: generating, with at least 

one first node among a plurality of nodes, at least one transaction including identification 

information and transaction information of the specific nodes; generating, with at least one 

second node among the plurality of nodes, at least one block based on the identification 

information and the transaction information; and sharing, with the at least one second node, 

the generated at least one block with the specific nodes based on the identification 

information.  

[0022]  A system for sharing and verifying blocks between specific nodes in a blockchain 

according to an embodiment of the present disclosure may include a plurality of nodes 

configuring a blockchain network, wherein at least one first node among the plurality of 

nodes generates at least one transaction including identification information and transaction 

information of the specific nodes, at least one second node among the plurality of nodes 

generates at least one block based on the identification information and the transaction 

information, and the at least one second node shares the generated at least one block with 

the specific nodes based on the identification information.  

[0023]  A method for distributing an electronic document using a smart contract in a 

blockchain including a plurality of nodes according to an embodiment of the present 

disclosure may include: dividing the electronic document into first divided data including an 
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electronic document format and a merging condition and second divided data including an 

identifier and electronic document information; distributing and storing the first divided data 

in the plurality of nodes; generating a block including the second divided data and 

distributing and storing the generated block in the plurality of nodes; and merging the first 

divided data and the second divided data based on the merging condition and the identifier 

with any one node among the plurality of nodes.  

[0024]  In a system for distributing an electronic document using a smart contract in a 

blockchain, the plurality of nodes may include an electronic document management and 

distribution module, an electronic document division module, a block generation module, 

and a memory. Using the electronic document division module, any one node among the 

plurality of nodes may divide the electronic document into first divided data including an 

electronic document format and a merging condition and second divided data including an 

identifier and electronic document information, and the any one node may distribute and 

store the first divided data in the plurality of nodes. Using the block generation module, any 

one node may generate a block including the second divided data and distribute and store 

the generated block in the plurality of nodes. Using the electronic document management 

and distribution module, any one node among the plurality of nodes may merge the first 

divided data and the second divided data based on the merging condition and the identifier. 

 

ADVANTAGEOUS EFFECTS OF INVENTION  

[0025]  According to an embodiment of the present disclosure, there may be the following 

various advantages. 

[0026]  According to an embodiment of the present disclosure, the block including 

transaction is shared with specific nodes related to the block through identification 

information included in the block without designating a group in advance, and a sub-block 

including only a block header is automatically shared with the remaining nodes not related 

to the block.  

[0027]  According to an embodiment of the present disclosure, a storage space of the entire 

nodes of the blockchain is substantially increased by sharing the block including only a block 
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header with the remaining nodes not related to the block.  

[0028]  In addition, according to an embodiment of the present disclosure, the integrity of 

blocks is verified by all nodes participating in the blockchain, using a hash value included 

in the block header shared with the remaining nodes and a block hash value provided by a 

block generation node. 

[0029]  In addition, according to an embodiment of the present disclosure, the degree of 

freedom in sharing blocks between specific nodes can be increased in a private blockchain. 

[0030]  According to an embodiment of the present disclosure, the size of data related to an 

electronic document stored in a block on a blockchain can be minimized by dividing and 

distributing the electronic document into an electronic document format and electronic 

document information. 

[0031]  In addition, according to an embodiment of the present disclosure, it is possible to 

automatically merge an electronic document format and electronic document information at 

the time when a document is used using an electronic document management and 

distribution module, and to provide an electronic document. 

[0032]  In addition, according to an embodiment of the present disclosure, it is possible to 

increase the reliability of an electronic document distributed in a blockchain by providing a 

method for verifying qualification conditions when viewing and verifying an electronic 

document including personal information. 

 

BRIEF DESCRIPTION OF DRAWINGS 

[0033]  FIG. 1 is a block diagram illustrating a blockchain system of the present disclosure. 

[0034]  FIG. 2 is a block diagram illustrating a method for sharing blocks between specific 

nodes in a blockchain according to an embodiment of the present disclosure. 

[0035]  FIG. 3 is a flowchart illustrating a method for sharing blocks between specific nodes 

in a blockchain according to an embodiment of the present disclosure. 

[0036]  FIG. 4 is an exemplary diagram illustrating a method for sharing blocks between 

specific nodes in a blockchain according to an embodiment of the present disclosure. 

[0037]  FIG. 5 is a flowchart illustrating a method of generating a block using identification 
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information and sharing the same with specific nodes according to an embodiment of the 

present disclosure. 

[0038]  FIG. 6 is a flowchart illustrating a method of generating and sharing sub-blocks 

according to an embodiment of the present disclosure. 

[0039]  FIG. 7 is an exemplary diagram illustrating a method of generating and sharing sub-

blocks according to an embodiment of the present disclosure. 

[0040]  FIG. 8 is a flowchart illustrating a method for verifying the integrity of sub-blocks 

and transaction information according to an embodiment of the present disclosure. 

[0041]  FIG. 9 is a block diagram illustrating a blockchain system of the present disclosure. 

[0042]  FIG. 10 is a block diagram illustrating a plurality of nodes of the blockchain system 

of the present disclosure. 

[0043]  FIG. 11 is an exemplary diagram illustrating a block according to an embodiment 

of the present disclosure. 

[0044]  FIG. 12 is a flowchart illustrating a method for distributing an electronic document 

using a smart contract in a blockchain according to an embodiment of the present disclosure. 

[0045]  FIG. 13 is an exemplary diagram illustrating a method of merging divided electronic 

documents in a blockchain according to an embodiment of the present disclosure. 

[0046]  FIG. 14 is a flowchart illustrating a method of merging electronic documents 

including personal information in a blockchain according to an embodiment of the present 

disclosure. 

 

DESCRIPTION OF EMBODIMENTS 

[0047]  Hereinafter, preferred embodiments of the present disclosure will be described in 

detail with reference to the accompanying drawings. Advantages and features of the present 

disclosure and methods for achieving them will be apparent from the embodiments described 

below in detail in conjunction with the accompanying drawings. However, the present 

disclosure is not limited to the embodiments disclosed below, but may be implemented in 

various different forms. The embodiments are provided so that this disclosure will be 

thorough and complete and will fully convey the scope of the present disclosure to those 
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skilled in the technical field to which the present disclosure pertains. It is to be noted that the 

scope of the present disclosure is defined only by the claims. Like reference numerals 

designate like components throughout the specification. 

[0048]  Unless otherwise defined, all terms (including technical and scientific terms) used 

herein have the same meaning as commonly understood by those skilled in the technical 

field to which the present disclosure pertains. It will be further understood that terms, such 

as those defined in commonly used dictionaries, should not be interpreted in an idealized or 

overly formal sense unless expressly so defined herein.  

[0049]  The terminology used herein is for the purpose of describing embodiments and is 

not intended to limit the present disclosure. As used herein, the singular may be intended to 

include the plural forms as well, unless the context clearly indicates otherwise. The terms 

“comprises” and/or “comprising” used herein do not preclude the presence or addition of 

one or more other components, in addition to the mentioned components. 

[0050]   

[0051]  <Method for sharing and verifying blocks between specific nodes in a blockchain> 

[0052]   

[0053]  FIG. 1 is a block diagram illustrating a blockchain system of the present disclosure. 

[0054]  Referring to FIG. 1, the blockchain system may be a decentralized network 100 

system composed of a plurality of nodes 200. The nodes 200 configuring the decentralized 

network 100 may be electronic devices having an arithmetic function, a communication 

function, and a storage function such as a computer, a server, and a mobile terminal. 

[0055]  In an embodiment, the decentralized network 100 may store and refer to information 

commonly known to all participating nodes in a connection bundle of blocks called a 

blockchain. The plurality of nodes 200 may be divided into a full node that enables mutual 

communication and is responsible for storing, managing and disseminating a blockchain, 

and a light node that can only participate in a simple transaction. In the present specification, 

when a node is referred to without further explanation, it is often referred to as a full node 

that participates in the decentralized network 100 and performs an operation of generating, 

storing, or verifying a blockchain, but is not limited thereto. 
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[0056]  In an embodiment, each block connected to the blockchain includes transaction 

details, that is, transactions within a certain period of time. The nodes 200 manage 

transactions by generating, storing, or verifying a blockchain according to their respective 

roles. 

[0057]  In an embodiment, a transaction may represent various types of transactions. For 

example, a transaction may correspond to a financial transaction to indicate the ownership 

of virtual currency and its fluctuations. In addition, in another example, a transaction may 

correspond to a cash transaction to indicate the ownership of an object and its fluctuations. 

The nodes that perform transactions in the decentralized network 100 may have a private 

key and a public key pair each having a cryptographic association relation. 

[0058]  In an embodiment, the present disclosure may be applied in a public blockchain as 

described above. 

[0059]  In another embodiment, the present disclosure may be a private blockchain. For 

example, in the private blockchain, only authorized institutions can view in terms of read 

permission, only nodes corresponding to authorized institutions and supervisory institutions 

can perform transaction verification and approval in terms of transaction verification and 

approval, and only institutions that are legally responsible for transactions can create 

transactions. However, the private blockchain applied to the present disclosure is not limited 

to the above-described contents, and may mean all blockchains in which only specific groups 

sharing a specific interest can participate. 

[0060]  In an embodiment, when the present disclosure is applied to a private blockchain, 

there may be a designated node that performs transaction verification, approval, and 

management. 

[0061]  In an embodiment, the blockchain described in the present disclosure may be a kind 

of distributed database of one or more blocks sequentially connected. Blockchain is used to 

store and manage the transaction details of users in a blockchain system, and each node 

participating in the blockchain network 100 generates a block and connects the same to the 

blockchain. For example, blocks 1 to 3 illustrated in FIG. 4 to be described later may be a 

portion of blocks of a blockchain that are sequentially connected. Although a limited number 
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of blocks are shown in FIG. 4, the number of blocks that may be included in the blockchain 

is not limited thereto. 

[0062]  FIG. 2 is a block diagram illustrating a method for sharing blocks between specific 

nodes in a blockchain according to an embodiment of the present disclosure. 

[0063]  Referring to FIG. 2, in a method for sharing blocks between specific nodes in a 

blockchain according to an embodiment of the present disclosure, a first node 210 may 

generate a transaction 300, and a second node 220 may generate a block 400 including a 

transaction 300.  

[0064]  In an embodiment, the first node 210 may be a node that proposes and generates the 

transaction 300. The first node 210 may be a node that has the authority to generate the 

transaction 300 among the plurality of nodes 200, and there may be a plurality of first nodes 

210. On the other hand, there is no separate authority to generate the transaction 300, and all 

nodes 200 included in the blockchain network 100 of the present disclosure may generate 

the transaction 300. 

[0065]  In an embodiment, the transaction 300 may include identification information 301 

and transaction information 302 of specific nodes. For example, the identification 

information 301 may be a tag that may check a node that may share the corresponding 

transaction information 302. For example, as illustrated in FIG. 2, when A, B, C, and D are 

included in the identification information 301, this means that the nodes to share the 

transaction information are node A, node B, node C, and node D. For example, the 

transaction information 302 may be information related to various types of transactions. 

[0066]  In an embodiment, the second node 220 may be a node that generates the block 400. 

The second node 220 may be a node that has the authority to generate the block 400 among 

the plurality of nodes 200, and there may be a plurality of second nodes 220. On the other 

hand, there is no separate authority to generate the block 400, and all nodes 200 included in 

the blockchain network 100 of the present disclosure may generate a transaction. 

[0067]  In an embodiment, each block 400 included in a blockchain may be configured to 

include a block header 401 and a block body 213. The block header 401 may include a hash 

value of a previous block to indicate a connection relation between blocks. In the process of 
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verifying whether the blockchain is valid, the connection relation in the block header 401 

may be used. The block body 402 may include data stored and managed in the block 400, 

for example, transaction information 302, a transaction list, or a transaction chain. 

[0068]  In an embodiment, the block header 401 may include identification information of 

specific nodes to share the block 400 (for example, nodes A, B, C, D), a hash value of the 

previous block, a hash value of the current block, and a nonce. In addition, the block header 

401 may include a hash value representing the transaction information 302 in the block 400. 

[0069]  In an embodiment, the blockchain may include a plurality of connected blocks. A 

plurality of blocks may be connected based on a hash value in the block header 401. A hash 

value for the block immediately preceding the hash value of the previous block included in 

the block header 401 may be the same value as the current hash value included in the 

previous block. A plurality of blocks may be connected in a chain by a hash value of a 

previous block in each block header. The nodes 200 participating in the decentralized 

network 100 verify the validity of the block based on the hash value of the previous block 

included in one or more blocks, and thus it may be impossible for a single malicious node to 

forge or alter the contents of an already generated block. 

[0070]  In an embodiment, the block body 402 may include transaction information 302, a 

transaction list, or a transaction chain. The transaction information 302 may be information 

related to a transaction generated in the transaction 300. The transaction list may be a list of 

blockchain-based transactions. For example, the transaction list may contain records of 

financial transactions made in a blockchain-based financial system. The transaction list may 

be expressed in the form of a tree. For example, the amount transmitted by user A to user B 

is recorded in the form of a list, and the storage length in the block may be increased or 

decreased based on the number of transactions included in the current block.  

[0071]  According to an embodiment of the present disclosure, unlike FIG. 2, the first node 

210 and the second node 220 may be the same node. In other words, the node generating the 

transaction 300 and generating the block 400 may be the same. In the following, for the 

convenience of explanation, the first node 210 and the second node 220 are separately 

described, but unlike illustrated in FIGS. 3 to 8 below, the same node may generate the 
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transaction 300, generate the block 400, and share the generated block 400 and verify the 

block 400.  

[0072]  FIG. 3 is a flowchart illustrating a method for sharing blocks between specific nodes 

in a blockchain according to an embodiment of the present disclosure. FIG. 4 is an exemplary 

diagram illustrating a method for sharing blocks between specific nodes in a blockchain 

according to an embodiment of the present disclosure. The operations of FIG. 3 may be 

performed by the first node 210 and the second node 220 illustrated in FIG. 2. Block 1 410, 

block 2 420, and block 3 430 illustrated in FIG. 4 may have a sequentially connected 

blockchain structure. 

[0073]  For the convenience of explanation, specific nodes to be described below are nodes 

related to the generated block and may be understood as nodes that share a block including 

both a block header and a block body (transaction information), and the remaining nodes 

may be understood as nodes that share a sub-block including only a block header as nodes 

not related to the generated block.  

[0074]  Referring to FIGS. 3 and 4, in an embodiment, in operation 31, at least one first 

node 210 among the plurality of nodes 200 may generate at least one transaction including 

identification information and transaction information of specific nodes. Herein, the at least 

one first node 210 may be a concept including all of a single node or a plurality of nodes. In 

the following, the configurations modified by "at least one" may be understood as a concept 

including a single or plural form. For example, as illustrated in FIG. 4, at least one first node 

210 may generate a transaction 1 310, a transaction 2 320, a transaction 3 330, and a 

transaction N 340. Each of the transactions may generate one first node 210 or generate a 

plurality of first nodes 210, respectively. The transaction 1 310 may include identification 

information 311 (nodes: A, B, C, D) and transaction 1 information 312 of specific nodes. 

The transaction 2 320 may include identification information 321 (node: B) and transaction 

2 information 322 of specific nodes. Transaction 3 330 may include identification 

information 331 (nodes: A, B, C, D) and transaction 3 information 332 of specific nodes. 

The transaction N 340 may include identification information 341 (nodes: B, D) and 

transaction N information 342 of specific nodes. Here, the number of transactions disclosed 
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in FIG. 4 is exemplary for the convenience of explanation, and the number of transactions 

may be variously modified. 

[0075]  In an embodiment, in operation 32, the at least one second node 220 among the 

plurality of nodes 200 may generate at least one block based on identification information 

and transaction information. For example, the at least one second node 200 may generate 

block 1 410, block 2 420, and block 3 430. Each of the blocks may generate one second node 

220 or generate a plurality of second nodes 220, respectively. For example, the block 2 (420) 

may be generated based on the identification information 321 (node: B) of the transaction 2 

320 and the transaction 2 information 322, and may be composed of a block header 421 

including the identification information 321 (node: B) and the block body 422 including the 

transaction 2 information 322. In addition, the block 3 430 may be generated based on the 

identification information 341 (nodes: B, D) of transaction N 340 and transaction N 

information 342, and may be composed of the block header 431 including the identification 

information 341 (nodes: B, D) and the block body 432 including the transaction N 

information 342. A detailed description of the generation of block 1 410 will be described 

later with reference to FIG. 5. Herein, the number of blocks illustrated in FIG. 4 is exemplary 

for the convenience of explanation, and the number of blocks may be variously modified. 

[0076]  In an embodiment, in operation 33, at least one block generated with the at least one 

second node 220 may be shared with specific nodes based on the identification information. 

For example, the at least one second node 220 may share the block 2 420 with the node B 

240 based on the identification information 321 (node: B) included in the block header 421. 

In addition, the at least one second node 220 may be shared with the block 3 430 with the 

node B 240 and the node D 260 based on the identification information 341 (nodes: B, D) 

included in the block header 431. A detailed description of the sharing of the block 1 410 

will be described later with reference to FIG. 5. 

[0077]  In an embodiment, block 2 420 may also be shared with node A 230, node C 250, 

and node D 260, and block 3 430 may also be shared with node A 230 and node C 250. A 

detailed description of the remaining nodes sharing blocks except specific nodes will be 

described later with reference to FIG. 6. 
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[0078]  In an embodiment, in operation 34, the at least one second node 220 may store and 

manage the generated at least one block. For example, at least one second node 220 that has 

generated the blocks 410, 420, and 430 may store and manage the blocks 410, 420, and 430 

as a whole. A description of a method for verifying blocks will be described later with 

reference to FIG. 8. 

[0079]  As such, in the present disclosure, the generated block may be shared by all nodes, 

but the block including transaction information may be shared only to specific nodes related 

to the block based on the identification information. 

[0080]  According to an embodiment of the present disclosure, unlike illustrated in the 

drawings, the first node 210 and the second node 220 may be the same node. 

[0081]  FIG. 5 is a flowchart illustrating a method of generating a block using identification 

information and sharing the same with specific nodes according to an embodiment of the 

present disclosure. The operations of FIG. 5 may be operations in which operations 32 and 

33 of FIG. 3 are embodied. The operations of FIG. 5 may be performed by the first node 210 

and the second node 220 illustrated in FIG. 2. Block 1 410, block 2 420, and block 3 430 

illustrated in FIG. 4 may have a sequentially connected blockchain structure. 

[0082]  Referring to FIGS. 4 and 5, in an embodiment, in operation 51, the at least one 

second node 220 may check transactions having the same identification information among 

at least one transaction. For example, as illustrated in FIG. 4, the at least one second node 

220 may check a transaction 1 310 having identification information 311 (nodes: A, B, C, D) 

and a transaction 3 330 having identification information 331 (nodes: A, B, C, D). In other 

words, the at least one second node 220 may check that the transaction 1 310 and the 

transaction 3 330 have nodes: A, B, C, and D as the same identification information. 

[0083]  In an embodiment, in operation 52, the at least one second node 220 may generate 

a block including only transactions having the same identification information. For example, 

the at least one second node 220 may generate block 1 410. For example, block 1 410 may 

be composed of a block header 411 including identification information 311 (nodes: A, B, 

C, D) and identification information 331 (nodes: A, B, C, D) and a block body 412 including 

transaction 1 information 312 and transaction 3 information 332. 
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[0084]  In an embodiment, in operation 53, the at least one second node 220 may share a 

block including only transactions having the same identification information with specific 

nodes corresponding to the same identification information. For example, the at least one 

second node 220 may share the block 410 with node A 230, node B 240, node C 250, and 

node D 260 according to the identification information 311, 331.  

[0085]  According to an embodiment of the present disclosure, unlike illustrated in the 

drawings, the first node 210 and the second node 220 may be the same node. 

[0086]  FIG. 6 is a flowchart illustrating a method of generating and sharing sub-blocks 

according to an embodiment of the present disclosure. FIG. 7 is an exemplary diagram 

illustrating a method of generating and sharing sub-blocks according to an embodiment of 

the present disclosure. The operations of FIG. 6 may be operations in which operations 32 

and 33 of FIG. 3 are embodied. The operations of FIG. 6 may be performed by the first node 

210 and the second node 220 illustrated in FIG. 2. Block 1 410, block 2 420, and block 3 

430 illustrated in FIG. 7 may have a sequentially connected blockchain structure. 

[0087]  Referring to FIGS. 6 and 7, in an embodiment, in operation 61, after generating of 

at least one block is completed, at least one block header generated with the at least one 

second node 220 may be extracted. For example, as illustrated in FIG. 7, after the at least 

one second node 220 completes the generation of block 2 420, the block header 424 may be 

extracted from the block 2 420. For example, the block header 424 may include a hash value 

of a previous block (for example, block 1 hash value), a hash value of a current block, and a 

transaction hash value. 

[0088]  In an embodiment, in operation 62, at least one sub-block including only the block 

header extracted with the at least one second node 220 may be generated. Herein, the sub-

block may be a block that maintains the sameness as an already generated block, but includes 

only the block header. For example, the at least one second node 220 may generate sub-block 

2 423 including only the block header 424. Herein, the block header 424 may include 

remaining information excluding only the identification information 321 from the block 

header 421 as illustrated in FIG. 6. On the contrary, the block header 424 may be the same 

as the block header 421 of the block 2 420. In other words, the sub-block 2 423 may be a 
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block that maintains the sameness as the block 2 420 but includes only the block header 424. 

[0089]  In an embodiment, in operation 63, at least one sub-block generated with the at least 

one second node 220 may be shared with other nodes of the plurality of nodes 200 except 

for specific nodes. For example, the at least one second node 220 may share the sub-block 2 

423 with the node A 230, the node C 250, and the node D 260. 

[0090]  In an embodiment, in operation 64, the remaining nodes may verify the integrity of 

at least one sub-block using a block hash value. A detailed description of verifying the 

integrity of the sub-block will be described later with reference to FIG. 8. 

[0091]  In an embodiment, block 3 430 illustrated in FIG. 4 may also be shared with the 

remaining nodes in the same manner as the method for sharing the sub-block 2 423 of block 

2 420 illustrated in FIG. 6. In other words, sub-block 3 of block 3 430 may be shared with 

node A 230 and node C 250 with only the block header extracted from the block 3 430. 

[0092]  As such, in the present disclosure, the generated block is shared by all nodes as  

illustrated in FIG. 4, but specific nodes share a full block including transaction information, 

and the remaining nodes share a sub-block including only a block header. By operating in 

this manner, the present disclosure can increase the management efficiency of blocks without 

designating a separate group. 

[0093]  According to an embodiment of the present disclosure, unlike illustrated in the 

drawings, the first node 210 and 210 and the second node 220 and 220 may be the same 

node. 

[0094]  FIG. 8 is a flowchart illustrating a method for verifying the integrity of sub-blocks 

and transaction information according to an embodiment of the present disclosure. The 

operations of FIG. 8 may be operations in which operation 64 of FIG. 6 are embodied. The 

operations of FIG. 8 may be performed by the first node 210 and the second node 220 

illustrated in FIG. 2. 

[0095]  In an embodiment, a method for verifying the integrity of blocks without a block 

header shared by the remaining nodes may be performed in two operations. The first 

operation is configured to conduct a verification using a hash value included in a block, and 

the second operation is configured to verify the integrity of the transaction not included in 
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the block. 

[0096]  Referring to FIGS. 7 and 8, in an embodiment, in operation 81, the remaining nodes 

may verify the integrity of a sub-block using a block hash value. For example, node A 230, 

node C 250, and node D 260 use the block hash value (the hash value of the previous block, 

the hash value of the current block) included in the sub-block 2 423 so that the integrity of 

sub-block 2 may be verified. 

[0097]  In an embodiment, in operation 82, at least one of the remaining nodes may request 

the at least one second node 220 for a transaction hash value corresponding to the at least 

one sub-block. For example, at least one node among node A 230, node C 250, and node D 

260 may request the at least one second node 220 for a transaction hash value corresponding 

to the sub-block 2 423. Herein, the second node 220 may be a node that generates, stores, 

and manages the block 2 420. 

[0098]  In an embodiment, in operation 83, a transaction hash value requested with the at 

least one second node 220 may be calculated. For example, the at least one second node 220 

may calculate the requested transaction hash value based on the transaction hash value stored 

in the block head 421 of block 2 420. 

[0099]  In an embodiment, in operation 84, the transaction hash value calculated with the at 

least one second node 220 may be transmitted to the at least one node. For example, the at 

least one second node 220 may transmit the calculated transaction hash value to the node 

that makes the request among the node A 230, the node C 250, and the node D 260. 

[00100]  In an embodiment, in operation 85, a transaction hash value that at least one 

node receives may be compared with a previously stored transaction hash value. For example, 

at least one node among node A 230, node C 250, and node D 260 may compare the received 

transaction hash value with the previously stored transaction hash value included in the sub-

block 2 423. 

[00101]  In an embodiment, in operation 86, at least one node may verify the integrity 

of transaction information included in a sub-block based on the comparison result. For 

example, at least one node among the node A 230, the node C 250, and the node D 260 may 

verify the integrity of transaction information included in the sub-block 2 423. 
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[00102]  According to an embodiment of the present disclosure, the plurality of 

nodes 200 may store and manage at least one block and at least one sub-block as the same 

block. 

[00103]  According to an embodiment of the present disclosure, unlike illustrated in 

the drawings, the first node 210 and 210 and the second node 220 and 220 may be the same 

node. 

[00104]  A method for sharing and verifying blocks between specific nodes in a 

blockchain according to an embodiment of the present disclosure may include: generating, 

with at least one first node among a plurality of nodes, at least one transaction including 

identification information and transaction information of the specific nodes; generating, with 

at least one second node among the plurality of nodes, at least one block based on the 

identification information and the transaction information; and sharing, with the at least one 

second node, the generated at least one block with the specific nodes based on the 

identification information.  

[00105]  According to various embodiments of the present disclosure, the generating 

of the at least one block may include: verifying, with the at least one second node, 

transactions having the same identification information among the at least one transaction; 

generating, with the at least one second node, a block including only transactions having the 

same identification information; and sharing, with the at least one second node, the block 

including only transactions having the same identification information with specific nodes 

corresponding to the same identification information. 

[00106]  According to various embodiments of the present disclosure, the method 

may further include storing and managing, with the at least one second node, the generated 

at least one block. 

[00107]  According to various embodiments of the present disclosure, the generating 

of the at least one block may include: after the generating of the at least one block is 

completed, extracting a header of the generated at least one block with the at least one second 

node; and generating, with the at least one second node, at least one sub-block including 

only the header of the extracted block. 
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[00108]  According to various embodiments, the sharing of the block with the 

specific nodes may further include sharing, with the at least one second node, the generated 

at least one sub-block with the remaining nodes except the specific nodes among the plurality 

of nodes.  

[00109]  According to various embodiments, the at least one sub-block may include 

a block hash value, and the method may further include verifying, by the remaining nodes, 

the integrity of the at least one sub-block using the block hash value. 

[00110]  According to various embodiments, the method may further include: 

requesting, with at least one node among the remaining nodes, a transaction hash value 

corresponding to the at least one sub-block from the at least one second node; calculating, 

with the at least one second node, the requested transaction hash value; transmitting, with 

the at least one second node, the calculated transaction hash value to the at least one node; 

and comparing the received transaction hash value to the at least one node; and comparing, 

with the at least one node, the received transaction hash value with the previously stored 

transaction hash value.  

[00111]  According to various embodiments, the method may further include 

verifying, with the at least one node, the integrity of the transaction information included in 

the sub-block based on the comparison result. 

[00112]  According to various embodiments, the method may further include storing 

and managing, with the plurality of nodes, the at least one block and the at least one sub-

block as the same block.  

[00113]  A system for sharing and verifying blocks between specific nodes in a 

blockchain according to an embodiment of the present disclosure may include a plurality of 

nodes configuring a blockchain network, wherein at least one first node among the plurality 

of nodes may generate at least one transaction including identification information and 

transaction information of the specific nodes, at least one second node among the plurality 

of nodes may generate at least one block based on the identification information and the 

transaction information, and the at least one second node may share the generated at least 

one block with the specific nodes based on the identification information.  
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[00114]  Although the embodiments of the present disclosure have been described 

with reference to the attached drawings, those skilled in the technical field to which the 

present disclosure pertains will understand that the present disclosure may be practiced in 

other detailed forms without departing from the technical spirit or essential features of the 

present disclosure. Therefore, it should be understood that the above-described embodiments 

are exemplary in all aspects rather than being restrictive. 

[00115]   

[00116]  <Method for distributing an electronic document using a smart contract in 

a blockchain> 

[00117]   

[00118]  FIG. 9 is a block diagram illustrating a blockchain system of the present 

disclosure. 

[00119]  Referring to FIG. 9, the blockchain system may be a decentralized network 

10 system composed of a plurality of nodes 20. The nodes 20 configuring the decentralized 

network 10 may be electronic devices having an arithmetic function, a communication 

function, and a storage function such as a computer, a server, and a mobile terminal. 

[00120]  In an embodiment, the decentralized network 10 may store and refer to 

information commonly known to all participating nodes in a connection bundle of blocks 

called a blockchain. The plurality of nodes 200 may be divided into a full node that enables 

mutual communication and is responsible for storing, managing and disseminating a 

blockchain, and a light node that can only participate in a simple transaction. In the present 

specification, when a node is referred to without further explanation, it is often referred to 

as a full node that participates in the decentralized network 10 and performs an operation of 

generating, storing, or verifying a blockchain, but is not limited thereto. 

[00121]  FIG. 10 is a block diagram illustrating a plurality of nodes of the blockchain 

system of the present disclosure. FIG. 11 is an exemplary diagram illustrating a block 

according to an embodiment of the present disclosure. Block 1 310, block 2 320, and block 

3 330 illustrated in FIG. 11 may have a sequentially connected blockchain structure. 

[00122]   Referring to FIGS. 10 and 11, the node 200 included in the blockchain 



21 

system according to an embodiment of the present disclosure may include a control module 

210, an electronic document management and distribution module 220, and an electronic 

document division module 230, a block generation module 240, a communication module 

250, a memory 260, and an input and output module 270. 

[00123]  In an embodiment, the control module 210 may be a component for overall 

control of the node 200. Specifically, the control module 210 may control the overall 

operation of the node 200 using various programs stored in the memory 260 of the node 200. 

The control module 210 may control the node 200 to generate data through an application 

stored in the memory 260. 

[00124]  In an embodiment, the electronic document management and distribution 

module 220 may be consensus or signed in the blockchain system 100, or may be distributed 

to a plurality of nodes 20 without consensus or signature. 

[00125]  In an embodiment, the electronic document management and distribution 

module 220 may operate based on a smart contract. Smart contract is a concept that allows 

each node to automatically transact with each other in a blockchain. According to the present 

disclosure, an electronic document format that enables electronic document information to 

be viewed in the form of a document file may be distributed and stored in each node in the 

form of a distributed application program, where the distributed application program may be 

composed of its own executable code (smart contract) defining the function of the 

application program.  Accordingly, since the distributed application program related to the 

electronic document format is distributed and stored in a plurality of nodes, electronic 

document information may be automatically combined with the form at the node, and this 

automatic merging operation may mean a smart contract. 

[00126]  In an embodiment, the electronic document management and distribution 

module 220 may include an interface capable of executing a distributed application program 

related to an electronic document format outside of the blockchain system 100 and various 

electronic document formats. In addition, the electronic document management and 

distribution module 220 may extract the condition for merging the electronic document 

format and the electronic document information from the first divided data to be described 
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below or store the same in advance by itself. In addition, the electronic document 

management and distribution module 220 may merge the first divided data corresponding to 

the electronic document format to be described below and the second divided data 

corresponding to the electronic document information according to the merging condition. 

The procedure for merging the electronic document format and electronic document 

information may include various method such as placing the information of the electronic 

document in a designated space of the electronic document format according to given 

conditions, displaying the result of calculation and combination of data included in the 

electronic document information, or adding an electronic document format according to the 

size and quantity of electronic document information. 

[00127]  In an embodiment, the electronic document division module 230 may 

divide the electronic document into first divided data and second divided data. Herein, the 

first divided data may include an electronic document format, a merging condition, and 

various conditions related to the use of an electronic document. Herein, the second divided 

data may include electronic document information and an identifier. 

[00128]  In an embodiment, the block generation module 240 may generate a block 

including the second divided data. 

[00129]  More specifically, referring to FIG. 11, in an embodiment, each block 

connected to a blockchain includes transaction details within a certain period, that is, 

transactions. The nodes 20 manage transactions by generating, storing, or verifying a 

blockchain according to their respective roles. 

[00130]  In an embodiment, a transaction may represent various types of transactions. 

For example, a transaction may correspond to a financial transaction to indicate the 

ownership of virtual currency and its fluctuations. In addition, in another example, a 

transaction may correspond to a cash transaction to indicate the ownership of an object and 

its fluctuations. The nodes that perform transactions in the decentralized network 10 may 

have a private key and a public key pair each having a cryptographic association relation. 

[00131]  In an embodiment, the blockchain described in the present disclosure may 

be a kind of distributed database of one or more blocks sequentially connected. Blockchain 
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is used to store and manage the transaction details of users in a blockchain system, and each 

node participating in the blockchain network 10 generates a block and connects the same to 

the blockchain. For example, blocks 1 to 3 illustrated in FIG. 11 may be a portion of blocks 

of a blockchain that are sequentially connected. Although a limited number of blocks are 

shown in FIG. 11, the number of blocks that may be included in the blockchain is not limited 

thereto. 

[00132]  In an embodiment, each block included in a blockchain may be configured 

to include a block header and a block body. The block header may include a hash value of a 

previous block to indicate a connection relation between blocks. In the process of verifying 

whether the blockchain is valid, the connection relation in the block header may be used. 

The block body may include data stored and managed in the block, for example, transaction 

information, a transaction list, or a transaction chain. 

[00133]  In an embodiment, the block header may include a hash value of a previous 

block, a hash value of a current block, a hash value of a sub-block, a hash value of a 

transaction, and a nonce. 

[00134]  In an embodiment, the blockchain may include a plurality of connected 

blocks. A plurality of blocks may be connected based on a hash value in the block header. A 

hash value for the block immediately preceding the hash value of the previous block included 

in the block header may be the same value as the current hash value included in the previous 

block. A plurality of blocks may be connected in a chain by a hash value of a previous block 

in each block header. The nodes 20 participating in the decentralized network 10 verify the 

validity of the block based on the hash value of the previous block included in one or more 

blocks, and thus it may be impossible for a single malicious node to forge or alter the contents 

of an already generated block. 

[00135]  In an embodiment, the block body may include transaction information, a 

transaction list, or a transaction chain. The transaction information may be information 

related to a transaction of various forms generated in the transaction. The transaction list 

may be a list of blockchain-based transactions. For example, the transaction list may contain 

records of financial transactions made in a blockchain-based financial system. The 
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transaction list may be expressed in the form of a tree. For example, the amount transmitted 

by user A to user B is recorded in the form of a list, and the storage length in the block may 

be increased or decreased based on the number of transactions included in the current block.  

[00136]  In an embodiment, for example, block 1 310 may include a block header 

311 and a block body 312. The block header 311 may include a previous block hash value 

(Block 0 hash), a current block hash value (Block 1 hash), and a transaction hash value 

(Transaction hash). The block body 312 may include transaction 1 information and a security 

identifier. Herein, the transaction 1 information may include second divided data of an 

electronic document. Since the description of the block 2 320 and the block 3 330 is the same 

as that of the block 1 310, the description thereof will be omitted. 

[00137]  In an embodiment, the communication module 250 may transmit and 

receive data through a communication connection between the node 200 and other nodes or 

external devices. The communication module 250 may be configured to communicate with 

various types of external devices according to various types of communication methods. For 

example, the communication module 250 may be a short-distance communication module 

(for example, Bluetooth, WiFi direct, or IrDA (infrared data association)) or a long-distance 

communication module (for example, a cellular network, the Internet, or a computer network 

(for example, LAN or WAN)).  

[00138]  In an embodiment, the memory 260 may store all data related to execution 

of various commands by the node 200. In addition, the memory 260 may store various data 

for the overall operation of the node 200 such as a program for processing or controlling the 

control module 210. 

[00139]  In an embodiment, the input and output module 270 may include a device 

for receiving an input of a user and a device for outputting an image or sound. For example, 

the input and output module 270 may include a touch screen, a mouse, a keyboard, a display, 

and a speaker. 

[00140]  Each of the methods of the present disclosure, which will be described with 

reference to FIGS. 12 to 14 below, may be performed with any one node among the plurality 

of nodes 20 included in the blockchain network 10. In addition, an operation of dividing an 
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electronic document, an operation of generating a block, and an operation of merging data 

may be performed with any one node or may be performed by each different node. 

[00141]  FIG. 12 is a flowchart illustrating a method for distributing an electronic 

document in a blockchain according to an embodiment of the present disclosure. The 

operations of FIG. 12 may be performed by the node 200 illustrated in FIG. 10. 

[00142]  Referring to FIG. 12, in an embodiment, in operation 41, the node 200 may 

divide an electronic document into first divided data including an electronic document 

format and a merging condition and second divided data including an identifier and 

electronic document information. Herein, the first divided data may include an electronic 

document format, a merging condition, and various conditions related to the use of an 

electronic document. Herein, the second divided data may include electronic document 

information, an identifier, and a chained address. For example, the electronic document 

information may include various contents included in an electronic document, and the 

identifier may be a tag capable of identifying an electronic document format included in the 

first divided data. 

[00143]  In an embodiment, in operation 42, the node 200 may distribute and store 

the first divided data in the plurality of nodes 20. For example, the plurality of nodes 20 may 

manage the first divided data in the form of a distributed application program (smart 

contract). 

[00144]  Specifically, smart contract is a concept that allows each node to 

automatically transact with each other in a blockchain. According to the present disclosure, 

an electronic document format that enables electronic document information to be viewed 

in the form of a document file may be distributed and stored in each node in the form of a 

distributed application program, where the distributed application program may be 

composed of its own executable code (smart contract) defining the function of the 

application program.  Accordingly, since the distributed application program related to the 

electronic document format is distributed and stored in a plurality of nodes, electronic 

document information may be automatically combined with the form at the node, and this 

automatic merging operation may mean a smart contract. 
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[00145]  In an embodiment, in operation 43, the node 200 may generate a block 

including the second divided data and distribute and store the same in the plurality of nodes 

20. For example, as illustrated in FIG. 11, the block may include the second divided data in 

a block body. In addition, when personal information is included in an electronic document, 

the block may further include a security identifier. The security identifier may include at 

least one of an issue number, a content of the electronic document, a resident registration 

number, and an address included in the electronic document. 

[00146]  In an embodiment, in operation 44, the node 200 may merge the first 

divided data and the second divided data based on the merging condition and the identifier. 

For example, the method of merging is configured to place the electronic document 

information in a designated space of the electronic document format, display the result of 

calculation and combination based on the electronic document information, or add another 

electronic document format according to the size and quantity of the electronic document 

information. More specific details will be described later with reference to FIGS. 13 and 14. 

[00147]  In an embodiment, in operation 45, the node 200 may provide an electronic 

document generated as a result of merging. For example, the node 200 may display an 

electronic document through the input and output module 270. 

[00148]  As the electronic document is provided in a blockchain as described above, 

the present disclosure can efficiently manage the storage space of the blockchain. 

[00149]  FIG. 13 is an exemplary diagram illustrating a method of merging divided 

electronic documents in a blockchain according to an embodiment of the present disclosure. 

The operations of FIG. 5 may be operations in which operation 44 of FIG. 12 is embodied. 

The operations of FIG. 5 may be performed by the node 200 illustrated in FIG. 10. 

[00150]  Referring to FIG. 13, in an embodiment, in operation 51, the node 200 may 

detect a request to use an electronic document from a user using the input and output module 

270. 

[00151]  In an embodiment, in operation 52, the node 200 may extract an electronic 

document format and a merging condition from the first divided data using the electronic 

document management and distribution module 220. 
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[00152]  In an embodiment, in operation 53, the node 200 may extract an identifier 

and electronic document information from the second divided data using the electronic 

document management and distribution module 220. 

[00153]  In an embodiment, in operation 54, the node 200 may check an electronic 

document format corresponding to the identifier using the electronic document management 

and distribution module 220. 

[00154]  In an embodiment, in operation 55, the node 200 may automatically merge 

the electronic document information into the electronic document format checked using the 

electronic document management and distribution module 220. 

[00155]  As described above, the present disclosure can provide an electronic 

document by automatically merging an electronic document format and electronic document 

information in response to a user's request to use an electronic document. 

[00156]  FIG. 14 is a flowchart illustrating a method of merging electronic 

documents including personal information in a blockchain according to an embodiment of 

the present disclosure. The operations of FIG. 14 may be operations in which operation 44 

of FIG. 12 is embodied. The operations of FIG. 14 may be performed by the node 200 

illustrated in FIG. 10. 

[00157]  Referring to FIG. 14, in an embodiment, in operation 61, the node 200 may 

detect a request to use an electronic document including personal information from a user 

using the input and output module 270. For example, the personal information may include 

a resident registration number, address, personal history, and the like. 

[00158]  In an embodiment, in operation 62, the node 200 may extract an electronic 

document format and merging condition from the first divided data using the electronic 

document management and distribution module 220. 

[00159]  In an embodiment, in operation 63, the node 200 may extract an identifier, 

electronic document information, and a security identifier from the second divided data using 

the electronic document management and distribution module 220. For example, the security 

identifier may include at least one of an issue number, a content of the electronic document, 

a resident registration number, and an address included in the electronic document. 
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[00160]  In an embodiment, in operation 64, the node 200 may request input of a 

security text using the electronic document management and distribution module 220 in 

response to a request to use an electronic document including personal information. For 

example, the security text may be an issue number or a resident registration number included 

in an electronic document. 

[00161]  In an embodiment, in operation 65, the node 200 may compare the input 

security text and the security identifier using the electronic document management and 

distribution module 220. 

[00162]  In an embodiment, in operation 66, when the security text and the security 

identifier are the same as a result of comparison, the node 200 may use the electronic 

document management and distribution module 220 to check the electronic document format 

corresponding to the identifier. 

[00163]  In an embodiment, in operation 67, the node 200 may merge the electronic 

document information into the electronic document format checked using the electronic 

document management and distribution module 220. 

[00164]  As the electronic document is provided in the blockchain as described above, 

the present disclosure can increase the reliability of the blockchain by verifying the 

electronic document access qualification at the time of application for electronic document 

use. 

[00165]  A method for distributing an electronic document using a smart contract in 

a blockchain including a plurality of nodes according to an embodiment of the present 

disclosure may include: dividing the electronic document into first divided data including an 

electronic document format and a merging condition and second divided data including an 

identifier and electronic document information; distributing and storing the first divided data 

in the plurality of nodes; generating a block including the second divided data and 

distributing and storing the generated block in the plurality of nodes; and merging the first 

divided data and the second divided data based on the merging condition and the identifier 

with any one node among the plurality of nodes.  

[00166]  According to various embodiments, the method may further include 
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managing, with the plurality of nodes, the first divided data in the form of a distributed 

application program. 

[00167]  According to various embodiments, the plurality of nodes may include an 

electronic document management and distribution module. 

[00168]  According to various embodiments, the merging may include: detecting a 

request to use an electronic document in any one node among the plurality of nodes; 

extracting the electronic document format and the merging condition from the first divided 

data using the electronic document management and distribution module; extracting the 

identifier and the electronic document information from the second divided data using the 

electronic document management and distribution module; verifying the electronic 

document format corresponding to the identifier using the electronic document management 

and distribution module; and merging the electronic document information into the checked 

electronic document format using the electronic document management and distribution 

module. 

[00169]  According to various embodiments, the method may further include 

providing an electronic document generated as a result of the merging. 

[00170]  According to various embodiments, the method may further include when 

personal information is included in the electronic document, adding a security identifier to a 

block including the second divided data. 

[00171]  According to various embodiments, the security identifier may include at 

least one of an issue number, a content of the electronic document, a resident registration 

number, and an address included in the electronic document. 

[00172]  According to various embodiments, the merging may include: detecting a 

request to use an electronic document including personal information in any one node among 

the plurality of nodes; extracting the electronic document format and the merging condition 

from the first divided data using the electronic document management and distribution 

module; extracting the identifier, the electronic document information, and a security 

identifier from the second divided data using the electronic document management and 

distribution module; requesting input of a security text in response to a request for using an 
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electronic document including the personal information using the electronic document 

management and distribution module; and comparing the input security text with the security 

identifier using the electronic document management and distribution module. 

[00173]  According to various embodiments, the method may further include: when 

the security text and the security identifier are the same as a result of the comparison, 

verifying the electronic document format corresponding to the identifier using the electronic 

document management and distribution module; and merging the electronic document 

information into the checked electronic document format using the electronic document 

management and distribution module. 

[00174]  In a system for distributing an electronic document using a smart contract 

in a blockchain, the plurality of nodes may include an electronic document management and 

distribution module, an electronic document division module, a block generation module, 

and a memory. Using the electronic document division module, any one node among the 

plurality of nodes may divide the electronic document into first divided data including an 

electronic document format and a merging condition and second divided data including an 

identifier and electronic document information, and the any one node may distribute and 

store the first divided data in the plurality of nodes. Using the block generation module, any 

one node may generate a block including the second divided data and distribute and store 

the generated block in the plurality of nodes. Using the electronic document management 

and distribution module, any one node among the plurality of nodes may merge the first 

divided data and the second divided data based on the merging condition and the identifier. 

[00175]  Although the embodiments of the present disclosure have been described 

with reference to the attached drawings, those skilled in the technical field to which the 

present disclosure pertains will understand that the present disclosure may be practiced in 

other detailed forms without departing from the technical spirit or essential features of the 

present disclosure. Therefore, it should be understood that the above-described embodiments 

are exemplary in all aspects rather than being restrictive. 
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CLAIMS 

 

Claim 1 

A method for distributing an electronic document using a smart contract in a 

blockchain including a plurality of nodes, the method comprising:  

dividing the electronic document into first divided data, including an electronic 

document format and a merging condition and second divided data, including an identifier 

and electronic document information;  

distributing and storing the first divided data in the plurality of nodes;  

generating a block, including the second divided data and distributing and storing 

the generated block in the plurality of nodes; and  

merging the first divided data and the second divided data based on the merging 

condition and the identifier by any one node among the plurality of nodes, wherein: 

the plurality of nodes comprises an electronic document management and 

distribution module, and 

the merging comprises:  

detecting a request to use an electronic document in any one node among the 

plurality of nodes;  

extracting the electronic document format and the merging condition from the first 

divided data using the electronic document management and distribution module;  

extracting the identifier and the electronic document information from the second 

divided data using the electronic document management and distribution module; 

checking the electronic document format corresponding to the identifier using the 

electronic document management and distribution module; and  

merging the electronic document information into the checked electronic document 

format using the electronic document management and distribution module. 

 

Claim 2 

The method of claim 1, further comprising: managing, with the plurality of nodes, 
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the first divided data in the form of a distributed application program.  

 

Claim 3 

The method of claim 1, further comprising: providing an electronic document 

generated as a result of merging.  

 

Claim 4 

The method of claim 1, further comprising: when personal information is included 

in the electronic document, adding a security identifier to a block, including the second 

divided data. 

 

Claim 5 

The method of claim 4, wherein the security identifier includes at least one of an 

issue number, a content of the electronic document, a resident registration number, and an 

address included in the electronic document. 

 

Claim 6 

A method for distributing an electronic document using a smart contract in a 

blockchain including a plurality of nodes, the method comprising:  

dividing the electronic document into first divided data, including an electronic 

document format and a merging condition and second divided data, including an identifier 

and electronic document information;  

distributing and storing the first divided data in the plurality of nodes;  

generating a block, including the second divided data and distributing and storing 

the generated block in the plurality of nodes; and  

merging the first divided data and the second divided data based on the merging 

condition and the identifier by any one node among the plurality of nodes, wherein: 

the plurality of nodes comprises an electronic document management and 

distribution module, and 
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the merging comprises:  

detecting a request to use an electronic document including personal information in 

any one node among the plurality of nodes;  

extracting the electronic document format and the merging condition from the first 

divided data using the electronic document management and distribution module;  

extracting the identifier, the electronic document information, and a security 

identifier from the second divided data using the electronic document management and 

distribution module;  

requesting input of a security text in response to a request for using an electronic 

document including the personal information using the electronic document management 

and distribution module; and  

comparing the input security text with the security identifier using the electronic 

document management and distribution module. 

 

Claim 7 

The method of claim 6, wherein the method further comprises: 

checking the electronic document format in response to the identifier using the 

electronic document management and distribution module when the security text and the 

security identifier are the same; and  

merging the electronic document information into the checked electronic document 

format using the electronic document management and distribution module. 

 

Claim 8 

A system for distributing an electronic document using a smart contract in a 

blockchain comprising a plurality of nodes,  

wherein the plurality of nodes comprises an electronic document management and 

distribution module, an electronic document division module, a block generation module, 

and a memory;  

wherein: 
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by using the electronic document division module, any one node among the plurality 

of nodes divides the electronic document into first divided data, including an electronic 

document format and a merging condition and second divided data, including an identifier 

and electronic document information; 

the any one node distributes and stores the first divided data in the plurality of nodes;  

by using the block generation module, the any one node generates a block, including 

the second divided data and distributes and stores the generated block in the plurality of 

nodes; and  

by using the electronic document management and distribution module, any one 

node among the plurality of nodes merges the first divided data and the second divided data 

based on the merging condition and the identifier, and  

wherein the merging of the first divided data and the second divided data is 

performed by:  

detecting a request to use an electronic document in any one node among the 

plurality of nodes;  

extracting the electronic document format and the merging condition from the first 

divided data using the electronic document management and distribution module;  

extracting the identifier and the electronic document information from the second 

divided data using the electronic document management and distribution module;  

checking the electronic document format corresponding to the identifier using the 

electronic document management and distribution module; and  

merging the electronic document information into the checked electronic document format 

using the electronic document management and distribution module. 

 


