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[03]

Increasingly, organizations are responsible for protecting individual’s confidential and
proprietary electronic information. For example, financial institutions collect and retain
vast amounts of personal information in electronic format, therefore the storage and
distribution of such information must be closely monitored. This is also true for
medical organizations that must effectively collect, store and distribute vast amounts of
electronic data while complying with HIPPA (Health Insurance Privacy and Portability
Act) and other regulations. Regulating access and distribution of electronic confidential
information is more difficult than physical data as it is more readily copied and
distributed. Thus, organizations with such information must closely monitor their
employees and other individuals to ensure the information is protected, not only from

disclosure, but inadvertent contamination.

Prior systems attempted to block certain activities, such as visiting certain sites on the
Internet or accessing certain storage devices containing confidential information.
Unfortunately, however, blocking sites alone does not provide any indication of a
threat. Furthermore, while it may be desirable to block transmissions that pose a serious
threat to the organization, blocking each transmission that violates any rule could
reduce productivity, efficiency, and frustrate the holder of the blocked user account, the
IT department, and/or any third party that needs to receive the transmission, especially
if the material is time-sensitive. Additionally, many systems apply a “one size fits all”

security policy, which cannot consider the type of user account being monitored.

Current systems also do not provide an overall threat rating that considers several
different security measures for individuals within an entity or domain. For example,
even if an entity has enacted several individual security measures, a specific user may

not meet the “threshold” level to be considered a threat for each individual security
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display a threat rating or score for a user account.

[07] In certain embodiments, a threshold quantity of activity violations must occur before a
threat rating is calculated for a user account. Yet in other embodiments, a threshold
quantity of activity violations must occur within a specific control group or collection of
control groups. In one embodiment, a first control group relates to activities regarding
targeted communications. For example, in certain embodiments, an indication of any
blocked targeted communications may be received. Illustrative targeted communication

communications include but are not limited to: e-mail and instant messaging.

[08] Further embodiments may comprise control groups relating to non-blocked
transmissions. For example, certain embodiments may not block transmissions that

violate one or more predefine rules, however, indications of such improper transmission
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[11]  Certain aspects disclosed herein relate to determinations of whether to conduct further
correlation analysis of the user accounts. In one embodiment, it may be determined if
the user account has additional indicators. Tllustrative indicators may include: a prior
investigation of a user of the user account or another individual, such as a supervisor,

the volume or type of information accessible by the user account, whether the user
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a security policy, factors that suggest suspicious conmunication activity,
and/ or whether a user has accessed a specific conputer-readabl e nmedi um
during a specific time frame. [12] Aspects of the enbodi nents may be
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processes and functions of certain aspects of the enbodinments;
12]  Aspects of the embodiments may be provided in a computer-readable medium having

computer-executable instructions to perform one or more of the process steps described
herein. These and other aspects of the embodiments are discussed in greater detail

throughout this disclosure, including the accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[13] The present invention is illustrated by way of example and not limited in the
accompanying figures in which like reference numerals indicate similar elements and in
which:

[14] FIG. 1 shows an illustrative operating environment in which various aspects of the

embodiments may be implemented,;

[15] FIG. 2 is an illustrative block diagram of workstations and servers that may be used to

implement the processes and functions of certain aspects of the embodiments;

{16] FIG. 3 shows a flow diagram of an illustrative method in accordance with one

embodiment;

[17] FIG. 4 shows a flow diagram of an illustrative method in accordance with one

embodiment;

[18] FIG. 5 shows a flow diagram of an illustrative method in accordance with one

embodiment; and

[19] FIG. 6 shows a flow diagram of an illustrative method in accordance with one

embodiment.
DETAILED DESCRIPTION

[20] 1In accordance with various aspects of the embodiments, methods, computer-readable
media, and apparatuses are disclosed that assist in the creation, implementation,
monitoring, review, and use of predictive threat ratings for several user accounts. The

user accounts may be related to an organization, such as employees of an organization.



[16] FIG 3 shows a flow diagramof an illustrative nmethod in accordance
with one enbodinent; [17] FIG 4 shows a flow diagramof an illustrative
nmet hod in accordance with one enbodinment; [18] FIG 5 shows a flow diagram
of an illustrative nethod in accordance with one enbodi nent; and [19] FIG
6 shows a f|ow diagramof an illustrative nethod in accordance with one
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for which may be part of illustrative system 200 and/or perform one or more aspects of
illustrative process 300 (as shown in Figures 2 and 3, respectively). The computing
system environment 100 is only one example of a suitable computing environment and
is not intended to suggest any limitation as to the scope of use or functionality of the
embodiments. The computing system environment 100 should not be interpreted as
having any dependency or requirement relating to any one or combination of

components shown in the illustrative computing system environment 100.

[22] The embodiments are operational with numerous other general purpose or special
purpose computing system environments or configurations. Examples of well known
computing systems, environments, and/or configurations that may be suitable for use
with the embodiments include, but are not limited to, personal computers, server
computers, hand-held or laptop devices, multiprocessor systems, microprocessor-based
systems, set top boxes, programmable consumer electronics, network PCs,
minicomputers, mainframe computers, distributed computing environments that include

any of the above systems or devices, and the like.

[23] With reference to Figure 1, the computing system environment 100 may include a
computing device 101 wherein the processes discussed herein may be implemented.
The computing device 101 may have a processor 103 for controlling overall operation
of the computing device 101 and its associated components, including RAM 105, ROM
107, communications module 109, and memory 115. Computing device 101 typically
includes a variety of computer readable media. Computer readable media may be any
available media that may be accessed by computing device 101 and include both
volatile and nonvolatile media, removable and non-removable media. By way of
example, and not limitation, computer readable media may comprise a combination of

computer storage media and communication media.

[24] Computer storage media include v‘olatile and nonvolatile, removable and non-
removable media implemented in any method or technology for storage of information
such as computer readable instructions, data structures, program modules or other data.
Computer storage media include, but are not limited to, random access memory (RAM),
read only memory (ROM), electronically erasable programmable read only memory

(EEPROM), flash memory or other memory technology, CD-ROM, digital versatile
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Alternatively, some or all of the computer executable instructions for computing device

101 may be embodied in hardware or firmware (not shown). As discussed above,
memory 115 may comprise one or more security applications, some of which will be

described below.

[29] Databasc 121 may provide centralized storage of response information. Processor 103

may access the response information from database 121 and process the response
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descri bed bel ow,,, n@;?? SHAALRDEREIEGTS RN RI A8 BB EE I FRenlonss

i nformation that In an 1nteractive response t
Wi | e dat abase describgdsabgteaeiptive ¢ theecomputéngdavicet!8l.conput i ng deV|ce 101,
dat abase 121 may be external to conputk%g device 101 wth some enbodi nents.

PO Conput iltlg dERGi redvorlp somefionspdepigied ip hérlgy kadecda festefe Aliglppor ti ng

izgnecg [ ggi tzd%%ﬂ@r Fﬁmxemﬁlemﬂbﬁz @I bEAtNDloEHE ¥ie£ BSwork UCAN)AIR 5| Ufﬁ@l’bet eL m nal s
an t VI CesS a range uc

devi ces are desaé’r(’lr%glaa“ioﬁsf "FW&??@%Y@%@“&%H@{W 12% % HEP&““‘E I§lThe user

conputing devi ces chiédiimmdinbiinening alie\Nowrtvawkiad emmcmmsthu aglpdmgl deese B servers

that include mahy gerlco%Hff ftgi_ttﬁeLg#Ie%qﬁl%u %eé‘ﬁ%&v!%qn DY &y a%Jp%F' &t 0 1t he

conputing device L] he networ k connectli ons e Icte
i ncl ude connectdoamynicdoaughdutal Q% pWaemesedqur RéNANmGW@%mgmnélrmmmoﬁ@

embodi ment, a | QRal 13188 i wnlfodérkﬁé}l)mt&%'ée mniﬁé’ccl?xﬁmﬁkfbat%ng%hﬁéidm S
i ntranet, and a wi de aréa network (WA % be the Internet. In one

embodi ment |npl%W%HFWHé”é“@%ﬁ@ﬁ%?ﬁ%?ﬁFﬂgm%ﬁﬁf@6 ﬂzgéﬁﬁﬁﬁﬁﬁ Hergkvi ce 101
may be connect ed it Ohs ol ANcuk@PpdripEdivg Bndustiakwaiitknay BE ednfigeal kccadapt er in

t he communi catio nﬁguhgggg%. Wen us§d in a WAN ne k%ﬁﬁﬁigy' onnent,
the server 101 Tty FHck mBENT" BY 19 ST PRCY THC Ve i i ons
nodul e 109 or ot2B@sl.nmeans for establishing conmuni cations over the WAN 129,
such as the Internet 131. Thus, froma security perspective, one user
account nay32be et byepeadiated that deststvepr Aineciorsisheyen prANI@Sive heshvethesr , not to
access one or Rl Mﬁblisﬁi\‘f&g cARmMENGont 4Rk $deen the computing devices may be

used. The existence of any of various well-known protocols such as TCP/IP, Ethernet,

FTP, HTTP and the like is presumed, and the system can be operated in a client-server

configuration to permit a user to retrieve web pages from a web-based server. Any of

various conventional web browsers can be used to display and manipulate data on web

pages. The network connections may also provide connectivity to a CCTV or image/iris

capturing device.

[33] Additionally, one or more application programs 119 used by the computing device 101,
and/or user terminals 141/151 according to an illustrative embodiment, may include
computer executable instructions for invoking wuser functionality related to

communication including, for example, email, short message service (SMS), and/or



[32] It will be appreciated that the network connections shown are
illustrative and other neans of establishing a conmunications |ink between
t he conputing devices may be used. The existence of any of various

wel | - known protocols such as TCP/IP, Ethernet, FTP, HITP and the like is
pr esuned, stem can be operated in a client guration
to permt @Oﬁé(%lgﬁﬁg%r etrieve web pages froma web- basngjrrxjgéo\}g&ﬂg’gny of

vari ous conventional web browsers can be used to display and nmani pul ate
data on web pages. The network connections may al so provide connectivity to
a CCTV or imagel/iris capturing device.8[33] Additionally, one or nore
application prograns 119 used by the conputing device 101, and/or user
term nal s 141/ 18ler &egved dbmygutiatien applicushy bt eesnsndvouiunesitons frey ajusre| ude
conput er execut S elated to
conmmuni cati on |a%p(iugtdt=0% teéo# &uepg&mtnl?gwﬂeﬁl\épﬂcg’gl ﬁr C%em%rféésaggé %Q@%%%élﬁcog (SM5),
and/or WO 2012@9@@2’?@[9@1?‘!@82%%@44130 007131. 01046 8 ot her targeted
conmmruni cati ons appl jcati ons that transmt communications fr a user
account t o B3flsdetivdimsats rofalbe dunsRtiopwRat Htude fe@pngh cmpug({eéngg mEER-t he
organi zati on orcdpuRi-radablethdiaf intigde u@eztvaaabceommw) 1ha{ B-Aa] bdfﬁk‘iaébehdnBWES of the
i nvention may inc rreadabl e
nedi a i ncl ude a“i‘?i}lp’é{?él‘{eéﬁ"lnimné:afnﬁ‘g%{ﬁagabé%ﬁle%% nécy,ccgglg%sﬁ SBOya Sﬁpfi‘fjl ng

devi ce 101. Conpuimnicationdadih.eStomgh medmlyclmdm’ptanls@mknanmagée ey @bleand

conmuni cati on | at ]l nQnv, id

renovabl e and %ﬁ I%%Or\r’i%}é;g%g neg%ggl@?twwrl : ntmee Olélnolrat%h@(Q hg)g Sg)%a%%echnol ogy
for storage of lilﬁ‘?fmﬁrﬂprlatsmhnassQ@hpué@sm@'éﬂbbuméﬂmfﬂ@addb@é Coges tdpfacitiuginss, obj ect

code, data StrUgldiif SnodRed Hr il %’%mm@lﬁxca@i%ﬁ‘Qﬁedﬁain@iudecﬁl?mmrﬁﬁfoh0“ nedi a
i nclude any information delivery nedia and %{‘)]lca y enb data.in a

nodul at ed dat a &liygRamediaay typically grmodi et aemesulags Wafp sigpah frch 8t + S4Ehani sm

PSI Al t hough notave 6tpdier shspodiiechis@r di nary skill in the art will appreciate
that various aspects described herein may be enbodied as a nethod, a data
pr ocessi ng [3) st Arhoughr nad Seqairgip npubdeordingadkitll ie tedt wili gipoaciategthat various

comput er - execut gl oL 3G GBS e ERLGSK A Rhnos®, ST (RAARR) € ot um

stori ng instructions to cause a processor to 4 met hod in
accordance wit s cempeiertrsadaile mpdiure st qq@mtsr-qx@u@blnmmrlmseaor eFappleRanpl e,

aspects of the QRLNOGRLRPDedHS bR eRGHLRAI B cliBYa RBceQVLE Yhrdfim epsRrPT OCESSOr
on a conputing device 101. Such a processor may execute conputer-executabl e

i nstructions stbPEdobi dcceuatsat el pegtapl Be rmstpdimeny etorRaPBli nffto FI G

2, an illustr atdxy@plsmamﬂﬁam&ma dtdﬁph@df@@d hatdn ARy ROGScuRE Rk ProdgsdrO SONE
enbodl nments is shown il usf r at i ncl ude one, or nore

stem 200
wor kst ati ons 2Cf.2 Ic?f“%lﬂgb 46 di%en “Chveogﬂgefsﬁl i"BH S %T OPRUETHPPRPIC o user
term nal s 141/ libdrusthovgoredonkalcGnpiter-rdfisteshaiiunons 201 nay be | ocal or renote,
and may be connected by one of communications |inks 202 to conputer network
203 |i nked [36] a Refamngth EHF.i2owmsillpstmkes sp@En 209 forimplsmentipg methpdsspeordns 1900,

server 204 may Q8. %&Mo&rHénﬁ&?'aﬁ‘mﬁerXE hbust%egc‘;ééxﬁ 200 %Vﬁﬁb’ilﬁé ond @t ol OCESSI Ng
devi ce, or conbination of the sane. Server be used to process t he

i nstructions retEksEEsZ0GmD e gmpeiment. aypsistatipns 791 élﬁtbéﬁn’éaw. Werdermrelsone or
nmore partici pant4$/151 shown in FIG. 1. Workstations 201 may be local or remote, and may be

connected by one of communications links 202 to computer network 203 linked via
communications links 205 to server 204. In system 200, server 204 may be any suitable
server, processor, computer, data processing device, or combination of the same.
Server 204 may be used to process the instructions received from, and the transactions

entered into by, one or more participants.

[37] Computer network 203 may be any suitable computer network including the Intemet, an
intranet, a wide-area network (WAN), a local-area network (LAN), a wireless network,

a digital subscriber line (DSL) network, a frame relay network, an asynchronous



[ 371 Conputer network 203 may be any suitabl e conputer network including
the Internet, an intranet, a wi de-area network (WAN), a | ocal -area network
(LAN), a wireless network, a digital subscriber Iine (DSL) network, a frane
rel ay network, an asynchronous WO 2012/012279PCT/US2011/ 044138

007131. 010 fer node (ATM network, a virtual I net wor k
(VPN), or %g%%?é’?ggﬁati on of any of the same. Communi g%{r%ﬁé?}oéﬁ?ﬁu%&s 202 and
205 may be any comuni cations |inks suitable for conmuni cati ng between

wor kst ati ons 201 and server 204, such as network l|inks, dial-up |inks,
wireless links, hard-wired links, etc.9Connectivity may al so be supported
to a CCTV or inmage/iris capturing device. 181 Wth sone enbodi nents,
illustrative sysingenmR@e (ABY) supportviran primttendedk (PNygtaanrabingiidnofbe
further di scUsS@0 o PLneX @R Fricais Ktk 3bs 81207y Yy LIRS eT
termnal s and server 20 may function as a security application control
syst em t hat noriuitablesforeemmpnicitiag befcamyyorksisliens d@lesnd see@ IRt Suhms dISV¥Kt at i ons

201. As understiged BHyub MAKE wikieds! 188, IMrdt R4 ks, elch€osle@Rfy tRtalsh @61 Ow i n
FIGS. 3-6 may be inplenented by one or nore of the conponents in FIG 1 and

2 and/ or ot her TBRPFEHRACSTVionEIagE I GPBY A&V put i ng devi ces. 1391 Aspects
of the inv ion.relate. t ni.t ori.n ne rin or detecting activities
rel ating tg&gng‘ggé S%reglb(%%ﬁl{gﬁ%lﬂ u.smfﬁegsy&tgﬁgﬁ%ngy %BR}"r{rae‘ﬁ e rea&iv?)s *@54rat e
activities assoweilat éothevidisbussegelfor aamplent@kstaibii2D bmenfyngion by wérsermayls assi st
further determ a’ﬁ@ts!m@é?szow}% r]F‘(zfr(ctiffi‘n Wse Eec%ﬁ%?ﬂftat{oﬁ%ﬁ&ﬁ)? Q}Lsﬁamathgt%&?tgrst 0 an

odr nen e of the

organi zation. In one enbo t, one or ' user accounts" may be
associ at ed wi t recavijirgof ingltiplapser svadupis du arprkstaigah204 s Agwndaigiopbiydkospskiligd

organi zati on. THUR art/ €I LESSURT inWES. N mdyhe irhfichehted YRAbnel o8 mdRioAfhc USET
termnal 141, user termnal 15 or any workstation 201, the indjvidual's

) 1 n 20 |
actions may be PMEeReRt iy Fiar b ped)p Apd/prsiiher compensets ipcuding athsr SoRRting
enbodi ment, a "dsieds. account” may be associated with a particul ar conputing
device. Thus, in one enbodinent, if any of a plurality of individuals uses
a parti cul 4391 corperts afghederentos relge®hmagoring emeatwing on déteclidgl etivities rdgimput i ng

device wll be 18 ot | eré SntREr Blg%gﬂ%ﬁtr?aly lraatgﬂ)oﬁ%%?rﬁte %szﬁgé %?&l:ated Qvit'}'l user

account ™ my be a conbi nati _on_ Specl C user on specitiC COprUtI ng
devi ce(s). [ 40lusgsacopynib.d Muaitering sprtobonrysist Hdier datdrpingiepns whethpe 2 aper, it i s

quite commn fofcRAnSHRSElts PThrddPBlan BEEAHALS MWohdidbodiheR! RN ZBfeioPheOr domai n
to have access to resources not available to other user accounts within the

same or gani zat i ‘FFr 8FCOUGTEIAHN Pe expGiaked Withiagprtigyler indidqualsuch andngdiplouer

di scl osed her eidp of@NizARN.USRL, kQrd®BNblvHethaChé Mikides iaBn@SSr &gl gani zat i on
or domai n havi ng user g?ﬁounts W ih .se«F;1 rity .eﬁéﬁr%. t hat ditffdetr from

ot her user accolifft &R~ e 0b A Borksaton AL SBHYHHshY *UQR ™ LA dount may
have access t o mrticilustsenetcomr .k, Insucditemstive enbbdinter aduder tatnooy’(imay\Vihl 131
ShO\Nn An Fl G Ia’SSOQ%'[\é@\élﬁfé’ﬁ pglgllc\}iar%o%bmiﬁg EEV?JC. %98?% &%%&U&}uﬁen@yangao\fg access

to a second networ .
' plurality of individuals uses a particular computing device, such as user terminal 141,

the computing device will be a specific user account. In another embodiment, a “user

account” may be a combination of specific user(s) on specific computing device(s).

[40] As would be understood by those skilled in the art, it is quite common for a subset of
user accounts within an organization or domain to have access to resources not
available to other user accounts within the same organization or domain. Unlike prior
art systems, embodiments disclosed herein may be used to monitor activities across an
organization or domain having user accounts with security features that differ from
other user accounts. For example, in one embodiment, each user account may have
access to a first network, such as the “Internet” through WAN 131 shown in FIG. 1,

however, only a subset of those accounts may have access to a second network, such as



WD 2012/ 0122791' CT/ US2011/ 044138 007131. 01046 10 specific resources

accessi ble on the organization's or domain's intranet, such as through LAN
125. I n one enbodi nent, the resources may include a centralized store of
electronic data that is accessible fromseveral different user termnals
141/151 or \%)E(hg/%%gons 201. 1411 FIG 3 shows flOthE&/ﬁ%’l/@fms _
iI'lustratiygyg;HEs] @ds that may be inplenented in accordance W KVari ous
enbodi ments of the invention. According to certain enbodi nents, activities
of user accounts relating to several controls may be nonitored, neasured or
detected (see, e.g., block 302). Any detectable activity, such as the
transm ssion of electronic information (either receiving or transmtting),
may be used as specdunmtspwies awedibbonitiyokahietion’ nor dSome siikttapsstspeitas theouglet i vi ti es
whi ch serve as r < du G ; : ty L mped to:

bl ocked corrrruniL(%gf ilg‘{i tﬁqﬁro geug‘ﬁ&{d[?%l“?é%%%dé‘ g%ggﬁﬁlh%gtaﬁ%ﬁrdgg&l %té():rglolkon,
communi cat i on telfEEIhdath et gr rerssbic domtmireladifferant apesl fre@mailsOEﬁlﬁéétor ng the
predefined cri tiis@Rons@6CeESSIi Ng a specific conputer-readabl e medi um an
illegal storage attenpt, and/or any conbi nations thereof Further, several
control s mui] beriG.at eh@wsi #@ethas 300N o fiEstetiveThieRods Ohitr 0dy b @hipGnenictideed,
aspects of the ai o\ anti oghrgl.at e tbo .(r:norrnrel a&li n C{ertai&c&giplt rtol sem'ghpat may be
det ect ed througﬁ el ent’ 5?“ cee“ésogls.e 14051 ASTTEEE néieihe 0% arget ed
commruni cat i on appbdiments, anivitiendasp assess khowgao sgphl costdlsongy Hehahnitadd, ow a
first user 10 dhSeh! & LAMBYNLAL WhANPNOLIE ol Oy LAVR, sulfOhs fyamp! e,
common targeted communi cation dpplications in Iuée, hut are not limted to:
el ectroni ¢ mai |trapsisyign pf clecirppie inFprmatien &itbdr mgeivingAr, trapsitting)ngay bgrged as

conbi nations t hetRRfi asishivePRdif At BusFRY e Akv@its QARh GFOMRhe ASRAET ated
with a first user, which ma ee of the organjzation to transmt

f be an enpl o
and/ or recei ve 8BS ‘P‘@’ni‘“@lup%ftﬁf' A%t ‘iobrlanF%/é‘thl%‘ik"tdo“&“@‘él%WB thropgiuthe
associ at ed W t Rargetgle Canthudkedon Wppkdatidily chemexdaesmakhrdugh t R Ofagp@iedl zat i on.
[43] From the foreqoi n% iatgpi s.to b at the controls_may relate
a

d t
3 slntsioh uirng' B DELRSS s "eeS Pl BAEY cver s

to di sparate actiVitie
di fferent securprhyutap@iabbatédoms amilygabgoragepltenmehdcr ;ag cangdnatiomdtewof. kK t 0

moni tor, measu rﬁﬁnﬁeﬁﬁé\%&l Geh6s 'inag L%&?err%@'ﬁz%d AGh byd c{ring)% coIt%' %ES&i' f{Lent

controls may be grouped Into one or re control groups exanpl e, one
entity (such agsngcts Oftheriayeationerslatehlo cobrplating deEyR GERtol B3t thayebengaticedl

records) nay hamgueh dftfefeit pr&c@@ty 0l group conprising controls relating to
activity of targeted conmunications (such as, for exanple, electronic mail,

i nstant nesRPgiARGsed hWiein 2042 b BU23rhRRGIbISAP Akl Bk 41dehpaheed Iidie HR4€ons
that allow a first user to directly communicate with another individual. For example,
common targeted communication applications include, but are not limited to: electronic
mail (e-mail), instant messaging (IM), chatting, and combinations thereof. Such
applications may allow one account associated with a first user, which may be an
employee of the organization to transmit and/or receive electronic information directly
to a second account associated with a second user, which may be external to the

organization,

[43] From the foregoing it is to be understood that the controls may relate to disparate
activities associated with user accounts. For example, several different security
applications may be implemented across a network to monitor, measure and/or detect
disparate activities. Thus, different controls may be grouped into one or more control
groups. For example, one entity (such as a commercial establishment having sensitive
medical records) may have a first control group comprising controls relating to activity

of targeted communications (such as, for example, clectronic mail, instant messaging,



11 and/or chatting applications) and a second control group that nonitors
non-targeted network traffic (such as including communi cations using FITTP,
FTP, and/or other protocols). Thc groups may be logically or physically
distinct as dictated by the security applications i rrpl errent ed, storage of
data, entit ecific concerns, or other variables. entity
(such as fl(% @16/ 2279nst| tution having sensitive fi nanC| (%ééa{?/g‘g%gay have a
first group t at m)nltors all traffic (regardl ess of whether it's a
targeted comruni cation or not) using a specific protocol and a second
control group that nonitors traffic ugiing a second protocol. For exanple,
in one enbodinent, an entity may have a secure conmuni cati ons channel that
transmts and/ oand/foecl@ittmggp;ﬂitafoﬁﬁi)(amﬂ rapenml tored! wotththat mpriwts mottdigtdi cat i on
protocol and acrlieltv}//c;r rg 1c (su % fugg V‘Q)x%rgurg‘ génQQ{ n@%ﬁ‘?”ﬂﬁ%h& otﬂgrOt OCO'
(or in the absence of a tication 3 be

group. |11 ust ramrpm@lﬂheﬂhgctsoum m@:etbedcngqu@y QeehMS@albrr dlém@r Vpd@@ic%hbaﬁwel s
protocol s, ste&U?ﬂeLﬁ)hca%rﬁ iR AEd R Holale b Bita, Eﬁtwgﬁa@mmmu 6@ on No.
61/ 325, 055 entltled Det ecti ng Secure or Encr Tunneling_in a Comput er
Net wor k, " fi | edvarpes| Yfﬁ%%&(benﬂafrﬁauqyasﬁnwﬂ IWIBWL:MW&P@%WF' “atitlon No.

12/ 829, 882 (ATT&étaWEvaMﬁrs@%?olxﬁlha@%ﬂ@rs axe%ffbl(@gardlaetcsamemg Beaure or
Encrypted Tunnel i n% In a nput er t wor 10, which are

i ncor por at ed hePBFiH B‘S}““P‘@fcé‘f"éri’éé"? HSI%%?%CI&&P{O}O@@M SFGCQH%/CO&H&‘ gy

pur poses. [44] hheateitos eaffiasisiosededond gesesli [For eenpkr| n @sppebdddmednamnei n,
reference 1o 2 S8Ry SRSt Bk R SO ie LhOR rQllngr More

di fferent processesifted wm a Iﬁat/elﬂazntix@mnmotgmalab'ctcevlthsttracsnwtqdmlélt atliethercont rols
in the group. A«ﬁuh@htﬁ:ﬁt&bﬁ% doq cbl omrﬂ?e a@?etil@é (lf aP g\k}ﬂ%{‘(ilca@wﬁ&k&l)%aycb%r\%tﬂfn

enbodi nent s perm t consideration of severa ferent securi t% measur es for
i ndi vi dual s wi t#ioteragrognt j Hlystrgtivedmethods . of| fgsichinee AICHE| FnershyPEd rdhainfs.sy st ems

and net hods di Sﬁbt@&%dohe&xﬁbm’ AT MesBHLRY @D, sppioeigibﬂaahpﬁastwnlﬂoy 6QB2SQISS" cal
breaches. For exan%) even if an entlt enact s sever% in J}(f[egx security

measures, a spediifyic Dyeds feryremsEngmisd Tuppeling w2 SORBYIEFNaMRHe i

considered a t hr(;eallo;fa@ﬂ Uesanibn- mediswmdlma;thcsmwol y8208ESUTEY DHEHTINO.t he f act
that they have si.gni I ctivity for ot t hus may
pose an over al I&dt7g§r]é)% gr c%e cé%ﬁ%@q é‘a(“,:‘(%)rﬁtorr QPT nnn'fr%fagolrn %r%{om lﬂgsirtems a
user who exceedNetworg,”sfdaufulyt ¢, 2018y whiblolag" lntﬂemtedf hnrenoh}/yefaelsxnglﬂwrrreasure

may incorrectly ity threat to the entity or domain. WO
20_12/012279PCT/@@%8'C&§F%§%T%§%8%%%1 01046 12 1451Further, those of ordinary
skill in t"i@ct]arThvedré 2300l RCeRtiBe &ehﬁha:gb tmr;eeémnrage@atd f'@blﬁﬂg ploviddaf the
detectlon vvould fall in the sgope of " an act|V|t% Fur t her,

"det ecting" may'©iioat acyjletpn o ’B“[Oé’i’ H‘P’ﬁﬁ‘”ﬁ‘ro rﬂéaé @g\‘)?t?‘f&ddﬂea?‘ﬁ%ﬁ epiredot a
measur ement, \I\htb}deefr@)bm@Q)r lﬂﬁfeedt [btb@ﬁbe@ than @R SEalnnahari@asty ehenthersyst em

Furt her, det ectl o. refer asur | sence of
an activity. Fo {‘g%%m?%e g%?%p op‘gso;éesausfeg An™aF fletia% Ve %B%CESCWE%{%% ch may
reveal that a spéoilifveats patit vwnsxylelammwf seedaliihﬂfalamegcmmdmcnsurﬁsefsuhfdleduailsn a
measur enent of t ACTI bR Q4t put  t he
| ack of activi ty%&?nm%g Jtpﬁ{émgﬁ ?tg&lfnn%fpgé 237 0f actl v?t of tected
above. |11 ust raherwemwwthn)pte@lah&e@lr@be@@ﬁli%'émea@@h Oer CHEWREEVRED lf%@élé’ skill ed

in the art wthefhe s%ﬁﬁfm&m&fu LSty dhnS&hes W &pdtitlc! usteady | ot Underst and t hat
additional or fewer activities my be measur ed W t hout dep artlg(% fromthe

scope of the i nVERHPIE) nlevqutteﬁ%‘?‘“dei%?lﬂgeaf fog eqch giidualispyE JepWs {90 ar e

described in rehatatiQhat th@y @@e El@ﬁlﬂcaﬂﬂyﬁﬁ%&ﬁﬁltﬂbr &Mﬁﬁﬂ&ﬂ@i Snd Mm@ psien lled in
the art wll understz sucﬂ1 act i re ation to

one or nore additG'EA ref)trod{f%%'gs Cfﬁtéait )&gh Bﬁ%&’iﬁ@@t@ﬁs 56’8‘)\/8%0 P99 cont r ol
group may be cowturguradstiotl” dekekeblr opBr anBgle mgasued aky Mgotratip he demmedor e
controls, such as regar nmedia criteria (see, e.g., block
302a). FIG 4 ﬁmﬂn‘tmﬁqogg tﬁﬂ%g%@&@ illustrative nethods relatlng to
renovabl e media controls. In certain enbodi nents, one or nore nethods
conducted in accordance wth the teachings of flomchart 400 may be
partially or wholly conducted by a renovabl e nedia control nodul e 206,

whi ch nmay be | ocated at server 204 of Fig. 2. Although FIG 4 is explained
in the context of renpvable nedia, those skilled in the art will readily
appreci ate that non-renovabl e nedia nmay be nonitored using many, if not
all, of the processes described herein. Therefore, unless explicitly

i ndi cated ot herwi se, non-renovable nmedia is within the scope of
illustrative enbodi ments.



[47] Looking first to block 402, one or nore processes may be inpl enented
to receive an indication that a user account has accessed a specific
conput er -r eadabl e nmedi um (which may be a renovable nenory). In one

enbodi ment, bl ock 402 may detect a conputer-readabl e medi um operatively
connected to conmputer device, such as for exanple, throu a_ Uni versal

Seri al Busag %‘Eg{go’(jé??necti on on devices 141 and/or 151 Pgﬁg{}?ﬁlf’ﬂ“ﬁge 1. In
certain enbodinents, the detection may be received through a security
application. For exanple, the security application nay be configured to
monitor illegal wite attenpts for datia | oss prevention -purposes. For
exanpl e, sone WD 2012/012279PCT/ US2011/ 044138 007131. 01046 13 user

account s mays] beFysthehihbieto€ drdfnae Bkiltii the mg wilbappesiaw dbl & retvingge indestiooes, t hus
in block 402 an_ dndjcation of..any such at S pe provigded.. While the
illustrative en%ct)hldﬁégt ot é%lglp?ﬁgég pleﬁﬁ‘r(%ﬁgﬁéo%nm%%v@wlz??h%x g‘%‘%tén ts, those
skilled in the matrefsi fol the ehtadtiitgyor agwpivieg pmindicatioatof 2 mezdiemett, Whichrmayéeet ai n
sources may al gl u%_l)x@% EaRRECAL oMMLeSurBhAAGSRE Fufitth 8@etediRf AN YRR
associated with the illegal wite/read attenpts may al so be col | ected.

Il lustrative i nfsetivaelicon meayrinshte akfence giien 1c8vityotFor prempledastapposehie 2p | enanre,

the size of theafiinlaBve delBtidn QR InRY rQkal ttlh@a fictiBe 2@inABY RS and/@gar di ng
the file. In one ?%E,odl ment, bl ock 402 maﬁé coqﬁg{rg a value fromthe

conput er - r eadab TR AR ERRR s% oWhshiecstr e D saRRECHIIFEES PYr ot her
identifier agaitistiach of QkiivegtietwrerDthead preoifie dndidiedt iof iaativity dectedximngl e, bl ock
402 may conprisges one Oof .npre proce s to detect any .non-approved storage
devi ces. [48] Islﬁlusct:%?‘feaalc VRS “ﬁ?@?&% BYwgve gﬁoécet%(eﬂ)r{er(riinﬁecf &)\/’\ﬁ‘évgllllglrc t he user
has rights to deoddsf hhdisclonwputil readidauiadbrbtendrhad pdditiohsg @e fewer gtivitilnggk 404) .
For exanple, certal f igur QvRSEM FufelSBEe agCount to

e ey BHEE n o f AL LRE nd BREBET Eufil M0

access any and al [ renoval UNE _ ~ano systém may be
configured to allhsyplivg agtivities pre desamfied inprelaiends seremrnragPsies pe emapopspediosesuch as a

DVD drive, howexfkd it V¢ arbwiil Rads i hae such Qb e hay S ThRAE RN rOfios @begured to
aut hori ze access to certain renovable nedia when a user is logged into a

speci fic devi ce®r mofe gdgitipnal jesedsesri ned that a user account has rights to
access a s i fjc.nmed one .or re attributes (or .values thereof) of the
access may 1B stofEdRH hodonht sl g reY e PR BRI IR TR one
enbodi ment, i nfelktirt tb one sregse cings, tsind aatdgpiding ra®vitkymiie gitakdeerp..neNOr Yy
115 of device @&ksﬂﬁ?{” 'Fﬂ}Fll ghovJs‘a Iﬂhév%&r@b'&eﬂl@sttrgﬁ\,ebﬁ{%tﬁo%s r@l%(tiﬂgnﬁl ude, for
exanple, a quantity of data transferred, size or nane of a file accessed,
time of access,caevehlssegiagenyiols] & cergi prabadintats.sone pympre pethpds cordugted @r ni ned at

bl ock 404 that Rcdiefte HRCAYRLHRe st MRAIhENR Rt PhiikYy §rOvRAE ESduddie
conput er -readabl e nmedi um infornation regarding the unauthori ze&jaccess

g

attenpt may be Jtdraeyreplagdia gongol mpduls 300, pmush may e locataday server 204 abeliigj ¢ y
appl i cation may2. detheighi I, O el W tBecol ke kenRRabBChddid, thyse\skitdih kien as a
result of the unauthorized access atte . In one,enbadi ment, infqrmtion
regardi ng an acaéte‘gllr?ﬂ%?%f“%&%&“é?%%gegﬁd'ﬁgf%Pf/meg)regﬁma%W %8&01 shown
in FIG 1. Furtiveral, bf dekprd@8ses niayrityd hangih. eTerefed dndess explieitiatindicaydt es  of
unaut hori zed St(ﬂﬁe@&gige ?&r%r%%a&e mle!iili %%&lﬁltdl Vs%op%to%ﬁlhl?xld&\%se Wm&ﬁ‘sql ude, for

y oOf da ted be it i g,

exanple, a quantit ta attenp to ransterred, size or nane of a

file that wag MEiADHA RIS ATCTh52drd HhREAL3Enay be implemented to receive an

indication that a user account has accessed a specific computer-readable medium
(which may be a removable memory). In one embodiment, block 402 may detect a
computer-readable medium operatively connected to computer device, such as for
example, through a Universal Serial Bus (USB) connection on devices 141 and/or 151
shown in FIG. 1. In certain embodiments, the detection may be received through a
security application. For example, the security application may be configured to

monitor illegal write attempts for data loss prevention purposes. For example, some



007131. 01046 14 attenpted to be accessed, tinme of attenpted access, access
protocol s attenpted, anong others. [50] Block 410 may be inplenented to
determne if one or nore controls have been satisfied. In one enbodi nent,
one or nore of the follow ng may be considered a control relating to
removabl e ngdignepelection of an unauthorized access qkﬁﬁﬁgh yofghr eshol d
of unauthonng oargess attenpts; an attribute of an unauthorized access
attenpt; detection of a threshold | evel of authorized accesses; an
attribute of one or nore authorized accesses; and conbi nati ons of one or
more of these. While block 410 is shoWd as being specific to renovable
mediumcriteria, those skilled in the art with the benefit of this

di scl osure wi | | USgipgsP@iais apay berpaghitited fram (veriting fatcnerrbis staapps dedpescBift ol s have

been satisfied g b8 ama@atfoh%fh@ Q&ﬁau@&l{i by bQﬁx@H@cdorWl@:lcRﬂldJﬂIlﬁ’sltﬂaﬁv)é of
control s groups, .including X other collection of controls disclosed

herein. [51] Bl GWRIAEH 16#%&% drofelfion Ratiridn YrmRthdiserkiisfdn 8 ao¥E control s
have been sati sfehdad apmtldaeth@to‘msddmgr e6n |cmatmﬁ>u&&nﬁx@xalqu‘nolatetohaer peki od. For

exanpl e, a deter at,i f hav e atls i ed,

o thor i the. CBMeBRE R ShoSi e GO M) SR et SRDRT M EREL | vi ¢ e
may be made wi tiwicoll@tefli Xbstrdtiverafquestioo ahay Iumudarbuomsotdnmmdhtcm&mfse;nalac plurality
of activities St%%é’&ecﬁ% C&Qtnﬁ]eolé&u&%f PR hJ‘.%etrLTd%% d@%g&&é%émgvﬁ{on% first

time period, such as a I'n” anot h eri od may
be about 24-48 HadigmentEpblatk ﬂ%gn@m@nmre@p‘taiuorfrom thel gprapujeir daiiablet mgiumal atively

short tinme perigeh &l b Q¥Emé Tail asm@ra'darxespgxroﬁﬁ)c@@@clmlﬁe? aBftist Ubikion Jr0 prevent
or mnimze any adverse events. In certain embo di ment s, nDn|t0r|ng t he

activity for ab®Riovel4detiigy fos exmelsr HeckA02 Baw pompsisss ORTETi AR BiPCeEst ' The

val ues recei veddcteotanpnéiCdphio®dd sthhige BRiceonpared with val ues fromthe controls
during a second tine period. In the illustrated enbodi nent, bl ock 410
(and/ or any48t hizrcertpiraemitioflimests, iitomaydfe detedmined twihetbgr thwaugerthes nighplte aeess éd t 0

receive an indi &Plh{ltgﬂe%fa%%g% Iglsfeé)e & PI?Cka{Mf'%; C?x%i{SlE E&wa%sté}ﬁssﬂg) @ted wth

a user account. one e eren ties r varirous
controls may beconigvradde patimit & psenisoeint ta agenss apeak alh eapjopable mgdivonehowmtsodi nent |

one or nore come&l&rsyﬁe&%&m%&gmm&a%&aqge?ace&ﬁ%ra@ce@tce&aﬁﬁﬁédmafy@@rtI on of
the activities on coqgutln devices, such as user termnals 1417151 and/ or

wor kst ati on 2018uchgse howsyeaagt Hiblbdives ARote FsieE e senfigwradiiony

processor 103 ofuthdex @ees&%lc@tam%mmm&ln@dlakvhebEaZJsexR@tluggeam@obrsp@fﬂcy to FIG
3, bl ock 302b q?xﬁbe |nFIenent§q%to nmeasure or, recei ve nmeas nts of
a

parameters rel H it 45y minad) MR GHIERICRRT R Selgt opRess R Iect %’8‘8
2012/ 012279PCT/ dﬂSZﬂﬁJﬂzr/e&&Aﬁl% (Q0vALBLth8 4N thbaccess may be stored on a computer-

readable medium (block 406). In one embodiment, information regarding the attributes
may be stored on memory 115 of device 101 shown in FIG. 1. Illustrative attributes
may include, for example, a quantity of data transferred, size or name of a file accessed,

time of access, access protocols, among others.

[49] If it is determined at block 404 that a user account does not have authority to access the
computer-readable medium, information regarding the unauthorized access attempt may
be stored (see, e.g., block 408). For example, a security application may determine or
otherwise detect an activity violation as a result of the unauthorized access attempt. In
one embodiment, information regarding an access attempt may be stored on memory
115 of device 101 shown in FIG. 1. Further, block 408, may be implemented to store
attributes of unauthorized storage attempts. Illustrative attributes may include, for

example, a quantity of data attempted to be transferred, size or name of a file that was



I n one enbodi nent, targeted conmunications encrypted with a specific
encryption protocol may be nonitored or detected by a first security
application while targeted comuni cations encrypted with a second protocol
or non-encrypted targeted comruni cations (as well as other non-encrypted
connunicatgﬁg§bumﬁgﬂpe nmonitored with a second securlg¥:ﬂﬁghb_ﬁkhon or

met hod. Desyh 3§ o¢gdgPri sing simlar actions, many prior art systems may not
correlate an unauthorized emai | transmitted t hrough one nechanismwith a
second unaut horized i nstant nessage transmtting simlar information. Thus,
depending on a particular configuratida disclosed herein, nmultiple control
groups nmay be nonitored to correlate activity violations. [53] FIG 5 shows
a flowchart 500atefpid fostratsed émref Higusted hatss.magessaeotporislatieremitdeaimang  det ect
activity violatipns relating to targeted comunications in accordance wth
vari ous enbodlnents In certain inplenentations, one control group nmay

moni tor al |y 5?@@@@1@@10%&@%@!&&%&&8 s to0 Yllernhife m%hﬁrm&é’rb&ﬁlombe béHﬁe control
group may only nonitor tar conmuni ¢ t|o con rtaln
prot ocol or enci %i’&%?nea?wg %m%&aw%fm S‘W ﬁ*&f] ‘\r‘%rf 2?C"I“Ei‘?t her

t arget ed cormunﬂema:tg t@ Fesnovdble rBddiat Jiete,tedn of el ﬁlﬁﬁhorﬁad)@ddsmiﬂamﬁt, a tireshongdfe cont r ol
group nmay nonitor ted ) ni ¢ g f%ndnpgﬁtm q%% qu%nlcatlon

For S|rrpI|C|ty,mia’lI %T?%%e 1%, }Wu?? AW PTB 8761 SCUSR

however, the reaﬁemmﬁmmhﬁwﬂsﬁdumhahdahewwthmsmﬂmmuﬁamewboﬁ&maﬁ@smprOV|de an
overvi ew of Oneac?ég % a%fjl Y fibifedti r%ddf%g'%r ﬁl&g ot %Ee Ot\ﬁ%‘é ngoE‘PQFH HERGwh /re t aught
by the disclosure o ese enbodi nents. In certain e di nents, one or nore
met hods di scl oskeingispecifis|tarcmoyablegnadjugvasitesiotthaoekiiedyn the i with debensfit oft | east

partially, by amfafgeledwlOippoheakd: &%lﬁ&ion@%lﬂﬁer%&roﬁﬂﬁe Blen Whi ch
may be |l ocated wiithin or otherw se associated with a server, such as server

204 of FIG 2. PHsfpd mayoisesresifiodn Arneontral soumer & Pipgich SHSONRY Bers

i mpl enent ed to watdetand ofdbr@elketbntor ainG 0l 8isdi®Bd (s, €.9., block 502). For
exanpl e, in one enbodi ment, blocked transm ssions using a certain

encrypti on [protBiodd 410ay aipedatehmetionchf wGethéraing oemare epitiobrhapy Beoeab&dmy scan
a targeted COW%&eaéth&requ{i rf? c%ﬁtt:{t o?aF%?rFe %ﬁ&j? FOFQ%nﬁiéaErH&@rmuﬁ%J&* n

i npl enent ati ons y pre ransmt reception of)
confidenti al orwlpﬂﬂ@ptW%Fmryls|hﬁY6‘obmtSiﬁt§ﬂ3d |eﬁ1teruldffhﬁgc%‘9¥t Adtockidi) toe@ t o:

soci al securit Yo sHRgInSt dRRetCAlividR Ry b ma®l Wit 4 AfkARLERN. 1 Viribisher
enbodi nents, certain encrﬁyilon protocols may prevent ty ges of attachnents

to be transmitt@epPodimgs. 3 ‘@Tﬁ??gﬁeTW082®%Ty@ﬂ@i@8“@6%& 9 24598 EVE6 1551
The indication zoﬁrstbinﬁqiéﬁ&h fucRBSdbbR I deys mrawhb;eenfbe&memcateﬁb geQodmspeci fi c

e Speci 11 c 1 o RetPOTE Y B SoRu e G REe et YR Be FR Rk DB MERELY che |

i ndi cati ons mayaliong [ide saorfty \petsynneintotdaequickye tongtvesisorweinimizsang paedrfei ¢
network resour C%%nt\w ]S'lrl x]&u{a%b%ﬁl%%mk Zl’[?q%l t&ﬂx §he a@&Jlth}&tab$\J?§£ 4mrsbe%swfr§5t ricted
to certain user account Al CBri rior art syst certain
enbodi ment s rrayadaqm@\mmqgtlomﬁdafwéfm veflyes wp@md forfa ¢oapl mepiype anaéﬂddé%l t he user

account’s acti opgeOfiod MREMAILIRE a@%wa&%a@a ethQﬂiﬁ@glted[eﬁl@&dﬂl&t
accordance with various inplenentations, argeted conmmuni cati on may be

bl ocked upon déﬂ@%ﬁﬂ%@mﬂﬁ*ﬁYPWPUHP@ﬁ6¥m%ﬁ%m¥W§ﬁk%%§§ﬂ%ﬂmFHF€ékmgﬁﬁ) In one

enbodi ment, an atiididabbH & vEIgdsabse ban@aaoﬁbﬁxa@ama&d ofth 4 ver dcasugetieshe
communi cat 1 on ( in certain

S g...504a odi nent s,
CTlustrative atERONIENSfREE a%’@(g}‘ef)@) vt %08({101? HRY Efefmonigigd ?‘gﬁ%ouh%?‘lel i mited
to: file types, wakghrials ekemeteabbdméit, e, or m@x eymyutdr-esscutable imamsonf an
Fa)‘ta: tag::]rr:gnlt nClS Lgllqeui:/atéure %qeast ad)Oglon gﬁtQG f Itlgl IESI (glr}oglﬁl}tl?léﬁgviceg I;'u%h | na?r:.&lgnr?,gf o?at ﬂ'ese
and ot her attrlbuﬂébwwﬁun@h@ﬁmgﬁbbdﬂnvmmwnmﬂyWWEﬂ@mﬁﬂPQM$e@WbmWHHWect ot her
attributes, such,as.i 5k BRIk helAkiF@ to parties (e.g., the recipient or

sender) of the target ed communi cation (e.g. block 504b). For exanple,

certain squrrBR@qﬂﬁtn%eﬁaQ% FIGY3, tmck @@iberﬂ@nﬁeeﬂxpteﬂxellﬂ&pﬁ)km&mﬁieﬁ@e' ons to
certain domains, such as.domains wh e assocjated wth %ﬁannlng,

iI1egal activitTEICBPERH aeff"a?tﬁgfeéﬂ@%ro BB Gy o i MSyee's
job. [57] In another enbodinent, a party's electronic address or usernane
may be considered. For exanple, if a username or address conprises explicit
| anguage or values that violate a predefined rule, certain enbodi nents may
bl ock the transm ssion. Any other additional attributes may be considered,
for exanple, block 504 nay be inplenented to detect data patterns in any
text or other data being transmitted. For exanple, enmils and chatting
sessions may be scanned for patterns relating to types of confidenti al

i nformation.



1581 In one enbodi nent, block 504c may be used to scan the body of an enui
(or receive an indication of a scan) for the inclusion of a social security
nunber within the body of the email and bl ock 504a may be inplenented to
detect a social security nunber or other information within an attachnent
associated with the email. In this regard, blocks 504a-504c may b
conduct ed QiSBt'PRIEBusly and/or by a single appl|cat|5ﬁTﬂ§%?”wﬁm8ther
enbodi ments, two or nore applications nay operate independently to perform
VD 2012/ 012279PC171152011/ 044138 007131. 01046 17 one or nore of bl ocks
504a-504c. Further, in certain enbodi ments, detection of certain data
patterns may result in further analysis. For exanple, block 506 may
det er mi ne whet hIGI’one&frﬂ)&iimeldalh@etf):ﬁtdrmﬁlﬂlﬂza(\ﬂﬁﬁ endﬁfteﬂC\tnﬂda (speeifit enérgytiond t hi n a

target ed comuni cat ? has.been det er hat
cor Lai n i nfor v o 18 bt el e Bha i PR LERRGIPL SRR, BB e

further attri butoesunigatiolre cooyséddevibds ﬁmndezo@mpble or jrfon anosxwﬂalarg@éurl ty
number i's det ect,g gflunmtfa% 29081 BBYd G- Q;Eallyg%& @ﬂa Qi wtcg Lk specific

encryption protoc was u 't zed. Those or dinary skill in
the art with thethaesseni ﬁeC\%ﬁtY pitplieptiof @él}eé‘@@lr’éeswelqomarﬁﬁﬁ’tgééﬁﬂ&t%mtnl%‘t‘a“bt her

attributes may mr cANSIGRr 88 Adotdial abheskSiRA48nD il (Bl dgal dﬁet )
er

illustrative. [59] In certain enbodinents, which are describe
bel ow, the det ePSF#EM JHbof Weath drauwlipriagd: iRsfepy, MEFBEREBIAS YO red may

depend on whet higforGaiot. aTkus adebdfnmlagibﬁes pana]laiebﬂrgmaﬁbn diddkedasreidhauligle an
encryption prot her enbodi nents, the

bl ocked t ransmcé’gﬁroéﬁm&‘?qd??éf%ﬁﬁ‘8mfobed ?(@Fﬁlfiﬁc(%ﬁwg’f vViglatiit-del i ne may be
consi dered & ¢ Af gt s aghl Y h&&’c&é’{ Hodk hLQQran%%etﬁo% tth%%a %ﬂn\ e'fnte){teaqocatat@étl ons

related to e sane target conmuni cat |1 on uant | ed as a second
activity vi ol atdchyity YlwonFu?lqtﬁérfO éarertdi mmuglcms HORFCPTEICD Vith stereus

attributes of an#dGEeSST 1l ckdaid HRReRAthicRH RO FR AP noRitdd all tdRlecRGK 510) .
I n one enbodi nent, bl ock 510 detects successfull?/gtransmtt d tar et ed

communi cat i ons. SOPAPSatSNL IR B 1200PE SIhSiment Prer C9BlrY) CRUPEHY. mop

skilled in the taagétemmuhhﬁlome&uc{ed szthﬁbdrﬁmqm&&ﬂonﬁldﬁ(ﬁypl%ﬂ hn@p@mai at e t hat
step 510 (or any o her process. red to. be after

e
any ot her proce@d” rﬁr%‘?sm@&fﬂoi‘% fs'?)w% aé%eg ‘iogmluﬂléancog trhétrs’tﬂPyFt M‘ft i's regard,
bl ock 510 may bmbodlmdmstaemhgiermbeqncérgtaptmagfmdmitmcthgetaﬂ@m&@ﬁmatmakd mep-t 0 bl ock

510, not all aC'Er' é/t!e& %nﬂuﬁicﬁokop& sﬂPleclEfﬁ"& tI‘a.tl{ré"mBleﬁ\grﬁﬁggs \91bl 13 gkﬁfs&l ted

comruni cati on r exa activit atrons 't | ess of
a threat to an hﬂogarhpvzwx o Topr ﬁoﬁthlp?deﬁh@tribe ilhustragive %bOéwme@tﬁ prdyisle an

conmmuni cat i on. N@Rﬁcvhﬁlogé&neauep%tsoméﬁt 400 M oME QBB QGRS FRMuB® by Bdi cative
of lack of training, inp procedures, and/or a threat to an

or gani zati on. 'Idd%‘?l"’é‘frﬁ)toé th‘"l‘*‘n e’E'é’tdt“%fPﬁ eﬁﬁ‘b‘iﬁ&i"ﬁéﬁmbgd‘mmtsoéfle 81 MOEn BB anot her
process nmay be digpkanelaach baoWaReISIEmaNbd padbdd, a0last fagtallg by bregkal d

guantity of unbl ocked tar et ed i.cations may be associated with the
first user accoURfUNFERYC trSE‘RO‘g‘%%g @ef*ﬁ‘@ﬁm&%é@ @‘Eatt i"ﬁ@fneor(g “Mitipl e
attri but es. Forasexiarplveh a tevegmeh endeodi 208 FIGi 2 bl ock 512 it nay be

determ ned how many activity violations occurred in relation to each of
several at ¥4l bunese egbedimens sygemesanmphals reaycheyipicomntet tot dpgect a blocked

transmission (see, e.g., block 502). For example, in one embodiment, blocked
fransmissions using a certain encryption protocol may be detected. Certain encryption
protocols may scan a targeted communication for specific patterns. For example,
certain implementations may prevent the transmittal (including the reception of)
confidential or proprietary information, including but not limited to: social security
numbers, medical data, or other information. In other embodiments, certain encryption

protocols may prevent types of attachments to be transmitted.
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identity of the parties, data patterns, words, and conbi nations thereof. In
certain enbodi nents, a different threshold nay be cal cul ated for different
attributes. In certain enbodi nents, exceeding each of the differ ent

t hreshol ds may be considered an i ndependent activity violation in
anot her e %‘ﬁgﬁgg ®the totality of activity violati or¥§TfU(§?OIH°4éBI8I ectl on of

attri but es may ‘be %onsrdered in the analysis. [62] Block 514, which may be
part of block 512, another process, or independent of other processes
described herein, may be inplenented tig detect (or receive an indication
of) simlarities. For exanple, in one enbodinent, a process may receive an
i ndi cati on [s#petTerindicesn babB&ked Rthsalstiasegasy blekriasd enmigecifddé@ss, or
usernanmes, profiles or other_information associated wth a user. account are
Simlar to & reli i dengr el P SR dntongth iy de SRl

address. For exampW@pﬂedmhnyeé@uhomwmngmﬁmmﬂmpmeﬁsmmmehmySdpkmmmmwr nmay
vant 1o transmd, di Gk S0 SRR e b BAGHIRLL AN nliCu! PEbERES SAAR, o |

addresses so they nay work over eken tentions of enpl oyee
may be genuine thqémaeh@ reafrictdd tocdensainpssr ancovnfsadivess nedie crrretnemlpr vhsystms. he

i nformation COLUeﬁaubenrerrn%Hlmawnsmm @rrra{uarﬁ%an@rrgf 1RV Rank i tafidch @R tuSer
Therefore, certain enbodi nents | enent systens and met hods (such as

shown by bl ock %@&)\t&asﬂqré%%ret 6?‘Féw%f5ﬂa‘ier‘?@dfepl es to a per sonal account .

63] Looki t bl ock 514 t he nbodi ts
oot volan Ml PR i iR eSOt RETE R Rk ErS e Mg co
first attribut Glphta‘d‘ttﬂgngialf httribinte vod | theetrdnbraibsidns(bBB04Ar Intape ambaiiraeng aval ue of

the T1rst attrifubs Rlud PLOGKAMD! ARLASLOMLLAMANDSET sagsount W Lhin

a first tinme peri Fon obt al ne and/or from
ot her systens zm@rnnmm@aen pmfodireenigt illpstratad aﬂl‘@bﬂtﬁbﬂ*&i mayadreutilidedineludeabuies from

bl ocked conmmunicaiQfgted FOr 1€ XPEPkEn @Qx&:ﬂ&bl% . dTBYcxBY RIEE el e &G‘aﬁt ain
types of data or correspondence be transm tted using authorized

aut hent i cat i on 3HrBIE-NZ, creptiprsorimodifigatiopfteyetae arﬁ%e%%rﬁf%r&daﬂrbrlaﬂeﬁrt
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attribute of a mmm@mmonsrfamsmnsslrmnsf pughnas Hemainsevhichicmaubet associateil nvrta first

time period. \\RneQd2hilAadRRd oMReAditd QiAkS R Ak do RLABRyLR job.
[57] In another embodiment, a party’s electronic address or username may be considered.
For example, if a username or address comprises explicit language or values that violate
a predefined rule, certain embodiments may block the transmission. Any other
additional attributes may be considered, for example, block 504 may be implemented to
detect data patterns in any text or other data being transmitted. For example, emails and
chatting sessions may be scanned for patterns relating to types of confidential

information.

[58] In one embodiment, block 504c may be used to scan the body of an email (or receive an
indication of a scan) for the inclusion of a social security number within the body of the
email and block 504a may be implemented to detect a social security number or other
information within an attachment associated with the email. In this regard, blocks
504a-504c may be conducted simultaneously and/or by a single application. Yet in

other embodiments, two or morc applications may operate independently to perform



[641 I n one enbodi nent, an indication my suggest that a successful

transm ssion conprises a detected simlarity to a blocked transm ssi on;
therefore, block 514 nay be inplenmented to conpare a recipient attribute
with a collection of attributes to detect an attribute match. Dependi ng on
t he enbodi nent, the collection of attributes may include identifyi ng

i nformationY %dllg/fgéﬁgl rst user account. Thus, a processCHIRFRH"

performed as part of block 514, may conpare user nanes and aliases vvlth
emai | address attributes of the recipient address to detect soneone sendi ng
files to a personal account. Yet in further enbodi nents the collection of
attributes may include information relating to a specific third party
entity. (for exaspd@ore bfblovhysdeser! Faehiee & ceOdin exﬁmtm:histdarectmom'cenamnay be
DNS address of etitar r's ]

i npl enented to Aé%tp\ggerﬁ“n% yltmotnuéSﬁbrgl)101 a“%as‘s {: cxf‘[%pqﬁé)\llog( gg{;ﬁésa?%?m d (or if
any activity viwictti@ngn haa/aaﬂbmewexdd‘ctsmtddd)tcrlal) witbine tegiddomenticatiol. ock 516
may quantify actt'avst%%t 350k o0t AR oL RARL B i MRS BhiPG 516 1S
shown as bei ng speci transm ssi ons assocl ate a targeted
communi cat i ons, ta"@ﬁ@f‘s@”@ﬂ?i@'tqe@‘d thep furiieer gttibuigs Ay bheonpidaies |It°r grample; 2

di scl osure w | lsoétme&ﬁtya&ﬁlbtmfdcttm gietieso%i Mg tdcampehenidaat t&&tﬁrﬁqm kol s have
been satisfied may_ be speC|f|c to one control group or a ﬂllrallt of

control groups,SPFHE| SEVIHGn AiPeRtrie piilizsd: | Eiops iBdividialses ﬁfdr‘“é’fy ighegled
herein. For exampl ks beddlt 6Cthis dgclesuzivill h@rebia@@tl@eﬁthetramgﬁteedtajaﬁrmasm‘nemat i on may
a cont has been satisfied. If however,

result in a deter

t he bl ocked taraﬁgiﬂé{ﬁ@ﬁ%ﬁ?@ Tcd?f“il%lltﬁ"f“ﬁl n acertain time period in which
an unbl ockg@t]t rlﬁ”c% %ln@@duﬁ&'@)r&h%‘ﬁsaé'd@gctxt?eﬁ tﬁﬁhetr ha%tg@a%% @&é@{nﬁ%&%eofvm ues as
t he bl ocke argeted conmuni cati on, uant | as an
activity viol atwfwﬁlef ayteRptivith V@!ah@frhaéﬁ%mdrfé%td@enti H’éwtl%‘teanf‘P‘y APfbULS L event s

Wi thin the tingeRgkd, qqchn@sywp@hepqm%héﬁﬁtcg pa)to%mnga!sa)eaptxﬁnéta Y Yéi Qt atéron I n
further enbodi ments, detecting threshold | evel, (such l)él‘ ocked

targeted comurfimPadimeHs e l=’t1‘|’ﬁk?tj ’é““f"f“ﬁ%o"paé?“ie&de X}OIBté’nd’éérfv’éH‘e ity
violation. A d&io@did&eﬂ&tﬁrﬁrhcmﬁty\/\ﬂ@inb@I’yeOﬁﬁh@I’clctWﬁy RiokacHsIrelhtsd hatiesbren
satisfied my be c({|3|dered|nt nt time periods.

[66] Those ki |TEH] ampicatiop Mgy %‘I“f“ﬁge‘g%*r‘i‘é?‘i"{“? i ml%lfﬁa. sclosure will
readi Y apRgC] Al Ut ey b o GERURRITAY BS ARRLEAS Stnbislad

vari ations arts an system; inrelation to
FIGS. 3, 4 and csmtumcattlhvéegég@kéw)céwm wm@mmdbloqtcavoﬁﬁmtt Becerdlvt ar get ed

transm ssi ons (ighiledd a@Jc%tﬂumcttrogtnv@me Ibmd@m Y Etﬁ,tvhqnervm&ias fonbg,or i ng
t arget ed communi cati ons | ues indicating the

npl e or
WO 2012/ 012279 Pt tidid f&?l@%h‘t@@hctﬂi@ff@ttéﬁéow ‘Hﬁﬁmmcmeﬁh%ftfiﬂ?l%ﬂ by a

user account nNewy la@lelr 2684y @thot feaiRd hd QUKS 0B0RE baafler GAR otdér prdc&s ublkss | N
certain enbodi ne

user account cont.ro S us ccount
cont r ol nndule‘?& “?Fgﬁ 39 Nea§PogaYyt 1 U8 H%gﬁggkq%éioﬁﬁy coﬁt?%?%nndule
210 may be | ocatbdegendert lof blodks Seft-508r \Moslenmsbdmk atte dotweilltabtivite mobtioROdeyor any
ot her conputin S th the
benet i of ¢ hi ot ¥b Pckap Loty ebEARllnich Y BBkl Bihclfly iR
i ncl udi ng rennvabﬂcdmemﬂé%cohtmmmfﬁB@@E@W@@@Im%amggﬁémt@@ﬁWﬂwmdéﬁWon
control nodul e c%QtBum@zﬂlgA Of\loﬁéﬁﬁfessaféﬁafﬁ% mﬁl‘é}P%BlQJmnE'HQ%' b@m&%ﬂtvg 'o§ﬁék0§fed
herein, may be a single control nodule, such as con nmodul e 212. Yet in
ot her embodi merffingo RPIHET Rigfeduresordfo R e 9 28 LTerRigatgR Fﬁﬂﬁﬁéﬁﬂéﬁ?m and/ or
| ocat ed ]gnda dlé‘nfbectlﬁatts SRR Y 2 B/ EMbIEE - prdeBsé Imakhig: M@leﬂ@ﬁed‘f&)}’?ebd_ir\ﬁl Mate t heOI
amount of data receiv transmtt e i nati ons thereo measur e
val ued may i ndi' ‘ﬁaé‘mt ﬁ@f tHHWE?‘Erq“m‘Wdaf?&’bf%?gu‘@tﬁﬂa F?’?rg‘tm%’é(twak% ®such as
t hr ough WAN 13lastotiatedeiti it @rsn@tr.acdblinks, i n certain enbodi nents, the val ues
may not neasure all traffic through nmultiple networks, but rather may | ust
be i ndi catilelé dHlodp@igi fc detecafoné eftrigieechr awltiglet dgibutirat Farr examrleeinnerle to an
Or gani zati on' s gRSGHERSS blobOSh if¥ie) ROULARMoRIm AR LEARS RegsiONS
enforced upon a user account may al so be received (see e.g., block 604) .
The i ndi cati on BfrelBidgcietich Phreeas Sitahidesniph e fPlogtamplct SBFTYRYOR SBRGf i ¢
communi cation protocols, including for exanple, HITP, F IP, or any other
protocols. The indication of blocked transm ssions nay al so be restricted
to a specific network or group of networks. For exanple, in one enbodinent,
i ndi cations may be for activity on the Internet. Yet in other enbodi nents,
the indications may include activity on the Internet as well as specific
network resources within an organi zation's intranet that nay be restricted
to certain user accounts. Thus, certain enbodiments may allow for the
guantification of how many instances the user account's actions on a




1691 Further enbodi nents may classify the bl ocked transm ssions as posing
certain types of threats. In certain enbodi nents, blocked (or even

unbl ocked transm ssions) may be classified as an ethical threat or a
security threat. (see blocks 606a and 606b). Illustrative systens and

nmet hods ar I din US. Patent Application Nos and

12/ 694, 075i%gg¢gﬁgg?|tled "I nsider Threat Cbrrelatlonl%%éﬁgﬁugﬁzgh are

i ncorporated by reference herein in their entirety for any and al

purposes. In still further enbodi nents, certain activities of user accounts
may be weighted. Illustrative WD 20128012279PCT/US20111044138 00713 L01046
21 systens and nethods are al so disclosed in U S. Patent Applications Nos.
12, 694, 067 and aR¢hesar (qigionstideatify lvhthe Nasien dptp aifepSr WerdY apd pemtiationst heij r

entirety for anyegRdfldaiRUhBQSEsts, BiPEknER8s10RMn %c 'cﬂallﬁapf’a; Gkt
deternmine if one or nore controls have been satisfied if any activity

vi ol ati ons haverEBEs- dbeeriggmpodinpis, exgeeding CB‘PhdIfI%heSil%m %%W@daayf?ﬁy be

om tted and/ or gaakided m\dkﬁehue&tabmtyd@taaéﬁnmmlaﬁaﬁer erhboathint) @k @it ai N
control s have been sa i sfied. {17 01 Retuyrnin bl ock 304 may be

i npl enented to HHERLYT Vonascf? AfP “39“%05[“%{ “Bﬁﬁgy?ecff‘&?ﬁte?’gf“sthwn?lﬁ?‘% the control
groups. For, £X r mat 0 f _f. 0, 500,

o 600 rmy 163 CEPTS YR MBS o BRLCRD, BonlPi el o hBRB bEohY, Of
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as a potential GOMGREN- rd:Rufifid B BreClHIRARERI ProckdSral MBSO thaRMaR! i Ly
requires that at |east one control be satisfi fromat |east a portion of
the control groWsdher yst nnys @’e%raseénﬂ&slaP%@mﬂsadd&eﬁeu%em@@hW&leaehﬁ “ty may be

satisfied by achiowhdi¥n Wisdiadd RIS a Whdr REduANGe GONLT ©la @&@i@rﬂ oflr?éa.slmkeh at bl ock
activity

306 it is determned that a threshold quantity i

vi ol ations of an{?g’éarno’éé‘(‘:c ahin oy agises: ng ]ietFé‘?pE’éieeisﬁ? FE 0% {OH@Pre%&eFel ation
anal ysis (see, dnb@ﬁk)raﬁﬁ)mntItmn@xtrhehlgﬂyrbmfﬁkiémﬂtlsfpmtah& ta(ﬂtelr\pleﬂsghalldmﬁlatl ons

may not be total di sregarded from furthe 0 Ll.one ) however,
may be wei ght ed’ f%ss strtl%te a%f”lo{}ﬂotvel Viol a |%’F\1§ t%%fﬁte wm? ?%’%(ee%%oqe . [72]
| f, at bl ock 308nuing nosmdiétdeplmumedr inhdvertent réiendisth of dhei sfomeanon foguld Her

correl ation anaj HHE R Ao FPAEREd fiBuONERIROULARN Ak 340 My be

inplenented to deternmine | e user account has additional 1 ndicators. An

i1lustrative i nigpleaedrsysieny idcnepds (e 2eshanpiby, blogk priflote dergiesomest i on of

anot her indi vi didading 16 t6£pd:dhd a@BRRdI MENts, a prior investigation of an
associ ate, a peer, or a manager may be used. Such information may be

utilized t gexetiekingad ik 10| hmmroanboﬂiurehtheﬁayemmﬁhlmntes tnaycememl der

whether a thr esm&ica%ox? {hatcag 91%1519 1Sothglacsompn%glgat?)gtcém}frlsgsgcil ﬁrs? attr%ui% Do A&
account, such as an accoun an assocCl a 6&] Anot her

i ndi cator may belueahaaisestinitap tot hreecond| vahwe obthe tfyq@)@muﬂutel qﬁfadﬂmdl WSQMSSI bl e by
the user accougt?om 519 e(?)égc'm éemthin a f?rststgx?ecﬁetlb(? ﬁ?&ﬁla’t@ﬁ %%lﬂ&d &lﬁ&%%&@SS to

l.arge vol unmes sensitive , nmonitoring that account may be nore
i mportant t han ¥8ri? 8rddidiont efber suveesumd snattivdt mﬁbbﬁé’}’éh%%‘ﬂé%’&é%%b“teo

sensi tive dat a.yaluéBfrofblobieli Q@rﬁmhxﬂéih@rﬁt ®or $ARble MRt ) RhRIFRIk 8ghat bl ock
310 or any ot her process may be whether the user accqunt has an exception

to a security p%q)eis C%f qtamor écﬁlé_%q)x@enceé%et 5imﬁmltted using authorized authentication

protocols. Thus if an employee attempted to transmit sensitive data through the proper
channel but was blocked (such as for violating a security feature, certain embodiments
may detect if a similar transmission by the same user account was used to transmit the
sensitive data.  For example, a signal may indicate that a targeted communication
successfully transmitted from the user account comprises a first attribute having a first
value that is similar to a second value of the first attribute of a blocked transmission

from the user account within a first time period.



WO 2012/ 012279PCT/ US20111044138 007131. 01046 22 user accounts may require
access to sites not accessible to oilier user accounts, thus it nay be
advant ageous to nore closely nonitor such accounts as the risk for

di scl osure of information and/or reception of a virus nmay be increased. In

certain embodi nents, block 312 or another process may serve to wei

ght
certain acty 13?\6/05/4231 ations once it has been determ nddFHHAP P48 hreshol d

has been sat’i Sfll ed For exanple, in certain enmbodi ments, an indicator nmay
consi der whether a recipient address of a targeted communi cation neets
certain criteria, such as being associ@ted with a webinail account and/or
appears to be personal address of a user associated with the user account.
I n anot her [g4fbothi omeahbodinfen@art lh(ﬂl&ﬁlbthldy i geatGhat W bilcyesMfulataminii|ios cénglriadse t o

t ar get ed com‘rum ons hen C{L anot her _pr S npare the
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has accessed a speci r-rea i um Ic tine
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indi cators are oretay b SIS aBlrae bf K3dGn cvepetiers brspiremes)t ed to out put a
predictive threat analysis of one or nore user accounts. In one enbodi nent,
a score mayloHe Blogk Yhauy boimpleplenipdio idetgrmirfe ifgie pr mere ewpls havyheengatighied may be a

nuneric val ue (gr@-any Qaﬁv@y A6t Rs ffve Qeemeé&&) eron%rylb&l@nﬁt bRLL S ¥F! ue
(e.g., an At to F scale).” A score, which be rel ative or absol ute, may

be based upon aERHEaHBIY viqltem .dtlrylgcffm&fol?w | Whileplpcks 318 ds hPWhEnbeIPes i r st

ti rrﬁ period. Th@e@ﬁ@bf&aﬁ'ﬁﬁ%sfﬁfqﬂaﬁ%&ﬁte&@ﬂﬁd Q%ﬁtgd &(}ﬂuﬁumaloai ﬁ@mhmai i t@ssoci at ﬁd

W t any activit WA ertal e (0] nent the .scar actors the
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score of sever a!ieten“@at%q ltl?r?{t Oalgo?-l?rglpﬁy blCJ§12 %%69.441% ?h%wggz ]ﬂ%l- blgéligél @argeted

communication is within a certain time period in which an unblocked transmission
comprises similar or the same attribute values as the blocked targeted communication,
then each may be quantified as an activity violation. Yet in other embodiments, the
totality of both events within the time period may be considered a single activity
violation. In further embodiments, detecting a threshold level (such as 3) of blocked
targeted communications within a time period may be deemed a security violation. A
determination of whether one or more controls have been satisfied may be considered in

the context of a different time periods.

[66] Those skilled in the art with the benefit of this disclosure will readily appreciate that
other control groups may be monitored using variations of the flowcharts and related
systems disclosed in relation to FIGS. 3, 4 and 5. In this regard, certain methods may
monitor non-targeted transmissions (either separately from or in conjunction with

monitoring targeted communications). For example, one or more values indicating the



23 user accounts may be transmtted through a network and di spl ayed as part
of a graphical user interface. [761 In one enbodi nent, a system which
conprises a processor and a nenory may be configured to transmt electronic
signals configured to display the ranking or score of the user accounts.
Furt her enmbodinents relate to receiving a user input | [ gr aphi cal
r epr esent ato‘g%@"llgféjg’é’rtai n activities or criteria util ?’?gglgioﬁp‘gﬁlgsranki ng of
t he user accounts. In one enbodi nent, a graphical display of blocked
comuni cations may be displayed. In further enbodi ments, whether any
attributes of the bl ocked comunicatioa were simlar to attributes of

unbl ocked transm ssions nmay be di splayed. Any aspect of a user account that
may be utili zecahdwidthludlidedby agsdrhecobitrmegtbesaoivel. @fee hivaksi 10gc amlyc0R ef

di spl ayed. Ind , ~any i nfaor ion collecte ransm.tt ed [ i ved
herein may be glﬁg‘s@r \%C nﬁlﬁﬁmg%rp‘fnﬁse%u‘?eﬁ?cg%fng%olngg}a}?oﬁmg’ S&ﬁafs u%rta {?(rg&e}gt

anal ysi s nodul eontslighdds?2t0HFigal) nanbé yidized. ridsdidceoupticontefl mpihds 210 nyghiibeh may be

located on any 18&{@9%&13@1”9@8%@8%@&&& B SEEVRI o2 er Enfutin dXRYe. be used

in the determ nation or output of any analysis or score. 1771 Aspects of

t he enbodi ment sinifvisedsé dipstiskdled imbeiart with b henelifof iy disdlosye MIbAreItHEI nent s

t her eof NunMer ougat Ghi @6nt@IMRREIIRE HtBdingReHol dbfcdfnb BN SordOmYAd 206] @Rgwew t hin the
scope and spirit of the appended cl TS will occur to persons.of ordinary
skill in the ar®mupHRign F‘g\VP‘eraF 2P§ia§ Bfi 160 e Oonte F@%ﬁ&d@%ﬁe of

ordi nary skill Herid Ry @eta siglel coappmedulat @cht hatontrélanciie@d2.i MeuBt stked in t he
illustrative figures y be perforned in other.than.the recited order, and
t hat one or nor‘%“%g‘?‘glﬁ%giop? Efs‘g?rﬁtc%'ﬁr%ﬁ’/d"ti}é m(%{% P 8IS emlicrrllbg%d(’/:%ﬁ‘) gtﬁggn\a}vi th
aspects of the dfivodcamgntig dePide.Clains 1. A non-transitory

conput er -r eadabl e nedi um conpri si ng corgput er-executabl e i nstructions that
when executl®d blheaajypomes g@icate dipsenqupteoiplagcieesivad. Fapsyyleds gt pambinations

detecting acti Vih&rb®STRSSQAMQBRedVniylindcal t @dnbtbdor@hta HSREH 26801ER¥SK, | NVOl Vi ng
a plurality of rermvablgl nmedi a control s, unencg%gt,ed %ranstrp t§SI n controls,
0) n

and encrypt ed t¥fiysttRgy iPd &% 8 AREBht fBYSs IGRFEHR §mPqdrRs nBE KBIR ;
quanti fying a qudibt hyas@t aladrdffié MtsheEmalifiplatt @SB But kaher may Aabe asicktivght S

during a first (;[flslgregiﬁc traffic, such as sites that are external to an organization’s resources.

[68] An indication of blocked transmissions enforced upon a user account may also be
received (see e.g., block 604). The indication of blocked transmissions may be
restricted to specific communication protocols, including for example, HTTP, FTP, or
any other protocols. The indication of blocked transmissions may also be restricted to a
specific network or group of networks. For example, in one embodiment, indications
may be for activity on the Internet. Yet in other embodiments, the indications may
include activity on the Internet as well as specific network resources within an
organization’s intranet that may be restricted to certain user accounts. Thus, certain
embodiments may allow for the quantification of how many instances the user

account’s actions on a network are blocked.

[69] Further embodiments may classify the blocked transmissions as posing certain types of
threats. In certain embodiments, blocked (or even unblocked transmissions) may be
classified as an ethical threat or a security threat. (see blocks 606a and 606b).
Illustrative systems and methods are disclosed in U.S. Patent Application Nos.
12/694,067 and 12/694,075, each entitled “Insider Threat Correlation Tool,” which are
incorporated by reference herein in their entirety for any and all purposes. In still

further embodiments, certain activities of user accounts may be weighted. Tllustrative



period; detecting that a user account accessed a renovabl e storage device;
determning if the user account has perm ssion rights to conduct the access
to the renovabl e storage devi ce; wherein if the user account does not
have perm ssion rights, determning that an activity viol ation has
occurred, and wherein if the user account does have perm ssion rights,
storing an %Zﬁﬂ? ® of the access; deternmining if an%ﬁﬂqﬁﬂq@“y$olatlon
occurred; & .y ng activity viol ations of the detected activities;
determ ning whether a threshold quantity of activity violations has been
met for a first user account of the plyrality of user accounts; and
calculating a predictive threat rating for the first user account if the

t hreshol d quant dyktymd sndMdthods dre akbRisE1IBRP it B1S: PRAMABpIR TR NIMIQKI6al m 1, the
detecting Corrprtlmallg/%.%,O?S, which have been incorporated herein in their entirety for any and all
purposes. Block 608 may be implemented to determine if one or more controls have
been satisfied (or if any activity violations have been detected). Similar to block 516,
block 608 may be omitted and/or combined with other determinations of whether

certain controls have been satisfied.

[70] Returning to FIG. 3, block 304 may be implemented to quantify activity violations of
controls within the control groups. For example, information from one or more of
flowcharts 400, 500, or 600 may be utilized. In certain embodiments, a threshold
quantity of controls being satisfied may cause the user account to be marked or flagged
as a potential concern. In certain embodiments, the threshold quantity requires that at
least one control be satisfied from at least a portion of the control groups. Yet in other
embodiments, the threshold quantity may be satisfied by activity violations within one

control group.

[7T1] If at block 306 it is determined that a threshold quantity is not met, then activity
violations of a user account may not be considered in further correlation analysis (see,
block 308). In other embodiments, the activity violations may not be totally
disregarded from further correlation analysis, however, may be weighted less than

activity violations that meet a threshold.

[72] If, at block 306, it is determined that a threshold is met, further correlation analysis may
be conducted. In one embodiment, block 310 may be implemented to determine if the
user account has additional indicators. An illustrative indicator may include, for
example, a prior investigation of another individual. In certain embodiments, a prior
investigation of an associate, a peer, or a manager may be used. Such information may
be utilized to detect acts of collusion. Further embodiments may consider whether a
threshold of controls has been satisfied for another user account, such as an account of
an associate, a peer, or a manager. Another indicator may be related to the volume or
type of information accessible by the user account. For example, if a specific user
account has access to large volumes of sensitive data, monitoring that account may be

more important than monitoring other accounts that do not have access to sensitive data.

[73] A further indicator that may be implemented at block 310 or any other process may be

whether the user account has an exception to a security policy. For example, certain



receiving an indication that a first attribute value of an unbl ocked
targeted conmunication fromthe user account is simlar to a first
attribute value of a blocked transm ssion fromthe user account; and
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[74]

[75]

yi ng |n ornatlon of the first user account.
commumcatlon meets certain criteria, such as being associated with a webmail account

and/or appears to be personal address of a user associated with the user account. In
another embodiment, if a threshold of activity violations rclate to targeted
communications, then block 310 or another process may compare the “subject line” or
header information to detect similarities. Further indicators may include factors that
suggest suspicious communication activity, either through an intranet or the internet,
and whether a user has accessed a specific computer-readable medium during a specific

time frame.

In certain embodiments, the presence of a threshold of additional indicators (e.g. at
block 310) may weight the user account with an elevated “risk” ranking (see, e.g., block
312). The absence of additional indicators or the lack of a threshold of additional
indicators may result in the user account being associated with a less-elevated “risk”
ranking (see, e.g., block 314). In other embodiments, the user account may not be

factored into any risk ranking unless a threshold of additional indicators are met.

Block 316 may be implemented to output a predictive threat analysis of one or more
user accounts. In one embodiment, a score may be assigned to a plurality of user
accounts. The score may be a numeric value (e.g., on a scale of 0 to 100) or may be a
letter value (e.g., an A+ to F scale). A score, which may be relative or absolute, may be
based upon a threshold quantity of controls satisfied within a first time period. The
score may further consider the type of controls associated with any activity violations.
In certain embodiments, the score factors the inclusion of additional indicators, The
inclusion of additional indicators may consider the quantity and/or type of additional
indicators. Information may be stored in a database and accessible by a graphical user
interface (“GUI”). In this regard, aspects disclosed herein may be implemented to score

and/or rank several user accounts. In one embodiment, the ranking or score of several

on of



7. The conputer-readabl e nmediumof claim®6, wherein the conparing of the
reci pient attribute value conprises: conparing identifying

i nformation agai nst emai|l address attributes of the recipient address to
detect a user of a user account transmitting information to a personal
account. 8. The conputer-readabl e nmedi umof claim®6, n t

col l ection gé%g(gg/f}cﬁgrﬁut es conprises information rel ati n\g%ﬁ]é%éﬂg%ggi fic third
party entity. 9. The conputer-readabl e nmedi umof claim2, further
conprising instructions that when executed by the processor cause the
processor to perform determ ni g whet her additional indicators are
present, wherein the additional indicators are selected fromthe group
consi sting of: waemrdoonts nayEstehgatddoimough a actwsgrnddispldyed aspet ofagrapbicdl, a pri or
investigation of apnother individual, the volume or type of information
accessi bl e by the user "account, whether the user account has an exception
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a bl ocked transm'ssion assocl ate account over a first
net wor k; and communication were similar to attributes of unblocked transmissions may be displayed.

Any aspect of a user account that may be utilized in calculating the threat score or
ranking may be displayed. Indeed, any information collected, transmitted, or received
herein may be preserved and utilized for display in a GUIL A threat analysis module,
such as threat analysis module 214 of FIG 2, which may be located on any computing
device, such as server 204 of FIG. 2 may be used in the determination or output of any

analysis or score.

[771  Aspects of the embodiments have been described in terms of illustrative embodiments
thereof. Numerous other embodiments, modifications and variations within the scope
and spirit of the appended claims will occur to persons of ordinary skill in the art from a
review of this disclosure. For example, one of ordinary skill in the art will appreciate
that the steps illustrated in the illustrative figures may be performed in other than the
recited order, and that one or more steps illustrated may be optional in accordance with

aspects of the embodiments



if at |least one attribute value of the blocked transmssion is simlar to
an attribute value of the unbl ocked targeted conmuni cation, then receiving
an identification of a file associ atezq with the transm ssion. 12. An
apparatus conprising: a processor; a control nodule configured to
detect activities associated with a plurality of user accounts involving a
pl ural ﬂag/m@f renovabl e nmedi a controls, unencrypted transm ssion controls,
and entrypt Acoharageitast compsma:n-irmalalble meeiourh camprisiug corapiiter-execn@bleor k; and
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stor ag@orﬂr‘?ﬁﬂhﬁgﬁon controls over a first network;
quantifying a quantity of attributes of accesses having access rights during a first time
period;
detecting that a user account accessed a removable storage device;
determining if the user account has permission rights to conduct the access to the
removable storage device;
wherein if the user account does not have permission rights, determining that an
activity violation has occurred, and wherein if the user account does have permission rights,
storing an attribute of the access;
determining if an activity violation occurred;
quantifying activity violations of the detected activities;
determining whether a threshold quantity of activity violations has been met for a first
user account of the plurality of user accounts; and
calculating a predictive threat rating for the first user account if the threshold quantity
is met.

2. The computer-readable medium of claim 1, the detecting comprising:

receiving an indication that a first attribute value of an unblocked targeted
communication from the user account is similar to a first attribute value of a blocked
transmission from the user account; and

determining that at least one activity violation has occurred.

3. The computer-readable medium of claim 2 further comprising instructions that when

executed by the processor cause the processor to perform:
determining whether the unblocked targeted communication was transmitted within a

first time period after the transmission of the blocked transmission.

4. The computer-readable medium of claim 2, wherein the first attribute relates to
criteria selected from the group consisting of: encryption status, attachment, recipient of a
targeted communication, patterns, words, and combinations thereof.

5. The computer-readable medium of claim 2, further comprising instructions that when
executed by the processor cause the processor to perform:

receiving an indication that an unblocked transmission comprises a detected similarity
to a blocked transmission, comparing a recipient attribute value with a collection of attribute
values to detect an attribute value match.



determne if the user account has perm ssion rights to conduct the access
to the renovabl e storage devi ce; wherein if the user account does not
have perm ssion rights, determne th an activity violation has occurred,
and wherein if the user account does have perm ssion rights, storing store
an attribute of the access; determne if an activity violation occurred,
quantify activity violations of the detected activities detected by the
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executed by the processor cause the processor to perform:
determining whether additional indicators are present, wherein the additional
indicators are selected from the group consisting of: a prior investigation of a user of the user
account, a prior investigation of another individual, the volume or type of information
accessible by the user account, whether the user account has an exception to a security policy,
and combinations thereof.

10.  The computer-readable medium of claim 1, further comprising instructions that when
executed by the processor cause the processor to perform:

receiving an indication that a threshold quantity of unblocked targeted
communications having a first attribute value are associated with the first user account.

11.  The computer-readable medium of claim 1, wherein the detecting of whether the
threshold of activity violations has been met comprises:

detecting an unblocked targeted communication;

detecting an encryption protocol of a blocked transmission associated with a first user
account over a first network; and

if at least one attribute value of the blocked transmission is similar to an attribute
value of the unblocked targeted communication, then receiving an identification of a file
associated with the transmission.

12. An apparatus comprising:

a processor;

a control module configured to detect activities associated with a plurality of user
accounts involving a plurality of removable media controls, unencrypted transmission
controls, and encrypted targeted communication controls over a first network; and

a non-transitory computer-readable medium comprising computer-executable
instructions that when executed by the processor cause the apparatus to:



15. The apparatus of claim 14, further conprising instructions that when
executed by the processor cause the processor to: conpare identifying
i nformati on of the first user account, agai nst emai|l address attributes of
the recipient address to detect a usé® of a user account transmtting

I nformation to a personal account. ) . . .
quantify a quantity of attributes of accesses having access rights during a first time

period;

detect that a user account accessed a removable storage device;

determine if the user account has permission rights to conduct the access to the
removable storage device;

wherein if the user account does not have permission rights, determine that an activity
violation has occurred, and wherein if the user account does have permission rights, storing
store an attribute of the access;

determine if an activity violation occurred;

quantify activity violations of the detected activities detected by the control module;

determine whether a threshold quantity of activity violations has been met for a first
user account of the plurality of user accounts, wherein if the threshold quantity of activity
violations is met, then determining whether additional indicators are present; and

calculate, with the processor, a predictive threat rating for the first user account if the
threshold quantity is met.

13.  The apparatus of claim 12, the non-transitory computer-readable medium further
comprising instructions that when executed by the processor cause the apparatus to:

receive an indication that a first attribute value of an unblocked targeted
communication from the first user account is similar to a first attribute value of a blocked
transmission from the first user account; and

determine that at least one activity violation has occurred.

14.  The apparatus of claim 13, wherein the blocked transmission comprises a targeted
communication and the first attribute relates to criteria selected from the group consisting of:
encryption status, attachment, a party of a targeted communication, patterns, words, and
combinations thereof.

15.  The apparatus of claim 14, further comprising instructions that when executed by the
processor cause the processor to:

compare identifying information of the first user account against email address
attributes of the recipient address to detect a user of a user account transmitting information

to a personal account.



