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The present invention relates to an encrypting apparatus, a decrypting
apparatus, and encrypting/decrypting nethod, in particular, to an

I nventi on which enabl t gﬂ}, t Er&g% F‘EQ?E data while a
10 certain piece of dgﬁgléfié[ggﬁ@;@%tlg i@g{/ X % @? A][tOFlpﬁ.er43
shows a bl ock di agram of an encryp$gﬁgﬁ?i 3&@10}2 encryption o :
Bl ock Chai ni ng Mode (hereinafter, the CBC node). 15 An
engryption fgth CB(CEm)de ls performed as follows: first, plaintext block
data M of &Cl&meceni SEPRFRLI) gfif@%l@duniﬁﬁ%crm@ri nBRCrERtiRgi sMeelrgfxi,yEmgd by
ti nodul ¢ 51 using an encryption key K; ciphertext oc at a
g'n Sﬂﬁr%f’ai Ssputey %@ﬁdahleaRgm'ﬁi%mgy juenHaving Reogeam HMoredherd@Red; and
the XORed result is supplied to the encrypting nodule 51, for 20 encryption
using tRe encryption key K, as a next input for encrypting process. Then,
this process is repeatedly chained, and the whole plaintext data Mwill be

encrypt ed i Fechnmi¢ghl@ieldxt data C.
The present invention relates to an encrypting apparatus, a
- decrypting apparatus, and encrypting/decrypting method, in particular, to an
invention which enables to encrypt/decrypt another piece of data while a

10  certain piece of data is encrypted/decrypted.

Background Art |
Fig. 43 shows a block diagram of an enéryptor performing encryption
of Cipher Block Chaining Mode (hereiﬁaﬁer, referred to as the CBC mode).
15 An encryption of the CBC mode is i)erformed as follows: first,
plaintext block data M, of 64 bits is input By block unit; the input data is
encrypted by an encrypting module 51 using an encryption key K; ciphertext
block data C; and plaintext block data M,,,, subsequent to the data M,, are
XORed; z_md the XORed result is supplied to the encrypting module 51, for
20  encryption using the en;zryption key K, as a next input for encrypting process.
Then, this process is repeatedly chained, and the whole plaintext data M will
be encrypted into ciphertext data C.
Fig. 44 shows a block diagram of a decrypting apparatus performing
deci'y‘ption of the CBC mode.

25 The decrypting apparatus shown in Fig. 44 is an apparatus for



Fig. 44 shows a block diagram of a decrypting apparatus perform ng
decryption of the CBC node. 25 The decrypting apparatus shown ir:%fi 44 is
an apparatus for 2 E July 2004 decrypting the ciphertext data e ‘S]/Xg)g%%b
the encrypting apparatus shown in Fig. 43. The ciphertext block data CE is
I nput to a decrypting nodule 71 for decryption using the encryption key K

Ve ciomReyhE B SRR 4y TR the B BB e R aiow °
decrypt ed - ec ti.n d 1 ing. the encryption key K, _XORed
wth the oibiak &t BiBcPBaBReb bl fais tuBurio Borumsing meshl did

t d i . egi st 111 dd ted i | ai nt ext bl ock data M.
Pere, the reherBmtor uging The GRovtn KEMieXDIGd wettoanroitiabvahe CaC
node can be rdegr e_sentcfd by the follow ng expressions where plaintext block
data is M 44 decqrypied intoplayntex hinok dada Mioc When sinbertext-block data .C,.

n), the_encrypting._process using the encryption key K is defined as Ek,
and t hedded? 9@?%&%%@6@&&3@%& Aecrange Smﬁm deyryKting oetiubedlassibg:  Cl

= EkK (M. EXR IV) 15 C = Ek %REXRO-l) (i =2, 3, ..., n) M=Dk(d)

EXR |V M SheierceyptiencreziKi XGRed aith, the. ciphejteie biockEXitar €y as@el iaan XOR

operation. IV represents an initial value to be used for an initial step
of encrypt begnaptevdeeslypiimyg prdcetssed.in a register 111, and decrypted into

plaintext block data M,.
Here, the regisﬁer 111 can be provided inside a selector 73.
10 The CBC mode can be represented by the following expressions
where plaintext block datais M, i=1, 2, ..., n), ciphertext block data C; i =1,
"2, ..., n), the encrypting process using the encryption key K is defined as E,,
and the decrypting process using the encryption key K is defined as D,:
~ G=E (M EXRIV)
15 C,=E,M;EXRC,)(i=2,3,...,n)
| M, =D, (C) EXR IV
M;=D,(C)EXRC,,(=2,8,...,n)
Here, EXR represents an XOR operation. IV represents an initial
value to be used for an initial step of encrypting and decrypting processes.
20  The same initial value IV is used both in the encryptor and the decryptor.
Fig. 45 shows an encryptor performing encryption of Output
Feedback Mode (hereinafter, referred to as OFB mode).
Fig. 46 shows a decryptor performing decryption of the OFB mode.

Fig. 47 shows an encryptor performing encryption of Cipher

25  Feedback Mode (hereinafter, referred to as CFB mode).



20 The same initial value IV is used both in the encryptor and the

decryptor. Fig. 45 shows an encryptor perform ng encryption of %Jo‘t)ﬁ)tjgoo
Feedback Mode (hereinafter, referred to as OFB node). Fig. 46 s 4
decryptor perform ng decryption of the OFB node. Fig. 47 shows an

encryptor perform ng encryption of G pher 25 Feedback Mode (hereinafter,

referred to as )35 J 2004 Fi.Q. hows a decrypt or

per f or ni ng decrﬁ%ﬁ%@%@’dl% etcm %é% ep@r&tmq W@C‘Pré]gpgtf@rﬂlell
can be provi ?@d side the sel ector 73 Fig. 49 is a block diagram show ng
a procedure mehE ryptl ng 5 plaintext data Mand plaintext data N using
the encryptor of fhe C node. _Hereinafter, a case in which the plaintext
data M i ncl udi ng PEG e resister ki hatuabmprotﬁtdadnme;deﬁm@etemwavz and

pl ai nt ext data and the plaintext data N including only plaintext block

data N, will be efig athed. a bivsk dirgrentrshomiog of ppdcaidurexforbbnelypiaiga ML
S started ci phertext 10 block data Cl is output, and the ciphertext bl ock
data C15i s Ripietessdata df andrdaptekndafs bbesmgdmemmppmﬂofhhe(rkB@ahadM I'n
this way, ciphertext block data C, is fed back to the process of
encrypting pl ai ntlBsteibhfiek adedse i whichwiliccplaintaxs dats Mhﬁ@lﬂld}?ﬁg‘fa@éﬁmxt
Accordingly, it is not possible to encrypt the plaintext block data N1

unl ess encrijipek niatpr bhe gdaniterh dl@lkaidataxi,phadkpBahtext18atdl NI QH@He
pl ai nt ext bl.ock data M3 has been finished. Fi g. 50 shows the eficr ypti ng
| process of plheteRCdatal® arludinl @ty pléintext block data N, will be explained.
When the encryption of plaintext block data M, is started, ciphertext
10 block data C, is output, and the ciphertext block data C, is also used for
encrypting process of plaintext block data M,. In this way, ciphertext bldck
. data C; is fed back to the process of encrypting plaintext block data M,,,,
which forms a chained process. Accordingly, it is not possible to encrypt the
plaintext Idlock data N, unless encrypting process of the plaintext block data
15 M, through the plaintext block data M, has been ﬁnjshed;
Fig. 50 shows the encrypting process of the CBC mode as well as Fig.
49. | |
In case of Fig. 50, it takes long to prepare each of the plaintext block
data M,, the plaintext block data M,, and the platntext block data M,.
20 While, the encryption has been finished before the next plaintext block data
| M,,, is prep‘ared, which generates an idle time (time between T1 through T2,
T3 through T4). In this way, even if the idle time is generated, the chain
process has to be performed such that the ciphertext block data C; should be
fed back to the encrypting process of the plaintext data M;,;- Therefore, the

25  process for the plaintext block data N, cannot be performed until the



49. In case of Fig. 50, it takes long to {/Irzepare each of the plaintext

bl ock data ML, the plaintext block data and t he pl ai nt ext ﬁglﬁk g&%a
MB. 20 While, the encryption has been finished before the next e

block data ML 1 is prepared, which generates an idle tine (tine between Ti
through T2, T3 through T4}. In this way, even if the idle tine is

generated, ther s - . rf,0 such fhat the ciphertext
B ock data & S onarrReaf SRR hlRBa uRITR G risheds of Tt he

pl ai ntext data M enefore, ;the 25 .process for the plaintext block data
N1 cannot be perfg‘}%'eyfuén e tahgaga §°§&ﬁ§n§6§§ym@ﬁ PRY Arédalasintepritie
plai ntext block .data M is finished. Fig. 51 shows a-data confidentiality
process ande%g at's TEeyr i tyPe Eﬁ’éﬂﬁ’ﬁi}dlagﬁo%é@s forrerampply, emexypigdt imtaiths,
for exanple,. enc ted. in t he ci phertext data C by the encryptor of the
OFB node. Abwz'seéé%g %@t%ubﬁéfm i et iemeryRigs cfnde FO%B conpet edAbynddeage
encryptor of {:he CBC. node, and is appended to the last bit of the

ci phert ekt BYtRewsicqtionsade VA Riscamp dtedsbybhe hniypsor of the R endde,
which the MAC P is appended, as well as decrypting the ciphertext data C
into the planfiderpraaded ko bie {ant Wb of tipt cipheptext e tORB niagleasel robBiGiRs i S

conputed fromthe ciphertext data C by the 10 decryptor of the CBC node. It
i s possi bl edets #drichrimanveypieghand ext whittatles MAGPst 4gsehiBst, Nt weanger ed

by conparing the obtained MAC P with the MAC P transmtted and receil ved.
Fig. 52 sh 13 ppimgciésuciphboiext hiata dhintderie plaiihtexpriea I R ehd R8cryptor
| of the OFB mode, the MAC P is computed from the ciphertext data C by the

10  decryptor of the CBC mode. It is possible tb confirm the ciphertext data C
_trgnsmitted has not tampered by comparing the obtained MAC P with the
MAC P transmitted and received.

Fig. 52 shows a procedure for the confidentiality process and the
MAC computing process shown in Fig. 51.

15 The plaintext block data M, through the plaintext block data M, are
serially encrypted into the ciphertext block data C, through the ciphertext
block data C,. Subsequent, the MAC P is computed by serially inputting
the ciphertext block data C, through ciphertext block data C..

The encryptor and the decryptor of each mode shown in Figs. 42

20 through 48 has a problem as follows:.the data obtained by endrypting and
decrypting process of the previous block data should be fed back and used for
encrypting and decrypﬁng the next block data; there is a problem that once
the encrypting process or the decrypting process is started, anothei'

encrypting process or another decrypting process cannot be started unless

25 the whole steps of the encrypting process or the ﬂecrypting process are



MAC conmputing process shown in Fig. 51. 15 The plaintext block data ML

t hrough the plaintext block data M are serially encrypted into the

ci phertext block data Cl1 through the ciphertext block data C3. >ShilsadQknt,
the MAC P is conputed by serially inpugting the ciphertext block data Cl
t hrough ci phertext block data C3. The encryptor and the decryptor of each
node shown in Figs. 42 20 through 48 has a problemas follows: the data
obtai ned by encrypting and decrypting process of the previous bl ock data

shoul d begf ck, and s f.or.. encrypt,in nd_decrypting the,next, bl ock
dat a; theiFIEFSﬁijse%?l pa(g(b rgﬁ’ilgﬁ'atl?otﬁfeenf%&%&@%‘fﬁg‘"@%&%‘gssorW{hlléh 15
decrypting process is started, another encrypting process or another
decrypt i nBryiodsys catrdedne sednirea urnmewd 25time whihe stapsesente
encrypting process or the decrypting process are 5 July 2004 5 fini shed.

Accor di ng¢ycryipitingyelesmypiipgi prpcede shypiid ivaip foc edsngwimeh i s  previ ously
started, requires nuch tinme, the subsequent encrypting/ decrypting process

shoul d wait forFarthengin coBe JfydrfftimingntitasenflieRBARS) Prateskind the
confidentiality process and the 5 integrity ensuring process, the

o S BRG] ke Rarher B ehi et

confidentia process,; proce n S an
oo o 5B ShE bR B ool e RASRST oS O, [ 2pB 201, o
.which canogéggéy;gggﬂﬁgeﬂﬂg.ng/ decrypting
It is an object of the preferred embodiment of the present
invention to obtain an encryptor, a decryptor, an encrypting method,
10 and a decrypting method which can perform encrypting/decrypting
process of another piece of data while the encrypting/decrypting
process of a certain piece of data is performed.
Further, it is another object of the preferred embodiment of the
present invention to perform encryption/decryption of the data having a
15  higher priority prior to other data. |
Further, it is another object of the preferred embodiment of the

present invention to perform the confidentiality process and the

integrity ensuring process in parallel at a high speed.



process of another piece of data while the encrypting/ decrypting process
of a certain piece of data is perfornmed. Further, it is another gbject of
the preferred embodi ment of the present invention to perform - July2004
encryption/decryption of the data havigg a 15 higher priority prior to
other data. Further, it is another object of the preferred enbodi nent of
the present invention to performthe confidentiality process and the
integrity ensuring process in parallel at a high speed. July 2004 6

Di scl osure of the Invention According to one aspect of the present

i nvention, an encrypting apparatus encrypting first processing data and
second prQcessi ng dﬁta 5 in¢ludes: a nenory for storing status of
encrypt i nHI$eTesO! e FaYSNHEMR encrypting apparatus starts encrypting
process of the second processing data before encrypting process of the
first processifceatdingite enepispeet of thet heesemt riyywentigng Epaeaicugptinges t he
menory store the status of encrypting process of the first processing data
when the gppasgtuisnencRRBIAtiHSt Précdssivs atht 4R éérc@ﬁﬁs?r&fesfsh@g egand
processing data; the encrypting apparatus returns the status of the
encrypt i ng,c1Rgesess of the encrypting apparatus to the status of the
encrypting 15 process of the first processing data stored in the nmenory

when t he . .
a memory for storing status of encrypting process;

wherein the encrypting apparatus starts encrypting process of
the second processing data before encrypting process of the first
processing data is completed;

10 the encrypting apparatus makes the memory store the status of
encrypting process of the first processing data when the encrypting
apparatus starts encrypting process of the second processing data;

the encrypting apparatus returns the status of the encrypting
process of the encrypting apparatus to the stétus of the encrypting

15 process of the first processing data stored in the memory when the

encrypting apparatus restarts encrypting the first processing data;



encrypting apparatus restarts encrypting the first processing data; 5July
2004 7 the encrypting apparatus restarts encrypting process of the first
processi ng data before encrypting process of the second processi-nglti2idd s
conpleted; 5 the nenory stores the stajus of encrypting process of the
second processing data when the encrypting apparatus restarts encrypting
process of the first processing data; the encrypting apparatus returns the
status of the encrypting process of the encrypting apparatus to the status
of the encrypting 10 process of the second processing data stored in the
menory when the encrypting apparatus restarts encrypting process of the
second processing data;. and the encrypting apparatus restarts_ encrypting
process of the tNEceRFFISING apPRRtUMTEstasin epCiNg PrReess pEtheigetssi ng
data may be first plaintext data and the second processing data may be
second plprasessingidata bEfmreamunyptinggprrgeas aif thensacosidhptroddseirg daypt i ng
process of the 5 second processing data by an interrupt. The encrypting
appar at usisesighphitedg pl ai ntext data M may include plaintext block data M
(i =1, 2, 3, ...) and plaintext data N may

5 the memory stores the status of encrypting prdcess of the second
processing data when the encrypting ap];)aratus restarts encrypting
process of the first processing data;

the encrypting apparatus returns the status of the encrypting

process of the encrypting apparatus to the status of the encrypting

10  process of the second processing data stored in the memory when the

encrypting apparatus restarts encrypting process of the second
processing data; and

the encrypting apparatus restarts encrypting process of the

second processing data.



include plaintext block data NN {j =1, 2, 3, ...), with the encrypting
apparatus further including: 10 a nechanismfor receiving a request to
encrypt the plaintext data N during encrypting process of the pfhiln2edd
data M an encrypting unit for encryptgng the plaintext block data M to
out put ciphertext block data C; a feedback | oop for feeding back the

ci phertext block data C output 15 fromthe encrypting unit to the
encrypting unit through a feedback line; -5-July 2004 9 wherein said nenory
is provided in parallel with the feedback Iine of the feedback |oop, and
stores the ciphertext block data C fed back when said nechanismreceives
a request to encrypt the plaintext data N and the 5 pl ai ntext bl ock data
M+1 is not enckypiitst spuscsssg dadar maypbsi Arakmlaisitesk drieaand sbet hat
the encryption process of any of the plaintext block data of the plaintext
dat a N i sseswmct prhceanthg dath emay ppticcgnapplaintext ddtao further conprising a
sel ector for selecting and supplying the ciphertext block data C fed back

fromthe 10 fembaskrjgtie apphienis start ene e&ﬁr%bﬁn qdbaskofere in
Su

case that the plaintext block data M+1 is encrypte Sequent to the

pl ai ”%Eth&gﬁﬁkgrd@ngidgndaﬁd‘%aﬂirﬁ@h‘?ﬁﬁti ng and supplying the ciphertext
I"h the

bl ock data tore nory to the f eedback | oop when processing of
Lhe 1115l PLoohesi A Sa eSlarts and L 3l et Bl ok dgua Mt 5
's encr ypitn?:?tide plaintext block data M; (i = 1, 2, 3, ...) and plaintext data N may
include plaintext block data N; (j = 1, 2, 3, ...), with the encrypting
apparatus further including:
10 a mechanism for receiving a request to encrypt the plaintext data
N during encrypting process of the plaintext data M;
an encrypting unit for encrypting the plaintext block data M; to
output ciphertext block data Cj;

a feedback loop for feeding back the ciphertext block data C; output

15 from the encrypting unit to the encrypting unit through a feedback line;



5 July 2004 10 According to another aspect of the present invention, there
is provided a nethod for encrypting first processing data and second
processing data conmprising: 5 starting an encryption process of 3 hdy2004t
processing data;, starting an encryptiog process of the second processing
data before conpleting encryption process of the first processing data,;
storing in nenory the status of the encryption process of the first
processi ng data when starting the encryption process of the second
processing 10 data; restarting the encryption process of the first
processi ng data before the encryption process of the second processing data
is conpl eted by Leturnin the status of the encryption process _to the
stored in nmenor¥STELE FEt fm?‘FPé’rYé?l&WWieériin@'c”é@i with the feedkackliveessi ng
data; 15 storing in nmenory the status of the encryption process of the
second prdbedsedbaciaicominand stores tbe giphatexifbloblk data € fed baeksivhgndata i s
restarted; and restarting the encryption process of the second encryption

process hyaidatehaniagn réecisénh usqatst heetshy Rh Plaiitegedstd N 4h@ theored in
menory status 20. of the encryption process of the second processing data.

5 Jul'y 200dinttxd MloBk GBS MG FLiotTBYcRDE " SibRlideyd Bt fraiflidi ng:
block data M; .so that the encryption process.of any of the plaintext block
data of the plaintext data N is started; and
said encrypting apparatus also further comprising a selector for
selecting and supplying the ciphertext block data C; fed back from the
10 feedback line of the feedback loop to the feedback loop in case that the
plaintext block data M;.1 is encrypted subsequent to the plaintext block
data Mi, and for selecting and supplying the ciphertext block data Ci
stored in the memory to the feedback loop when processing of the first
processing data restarts and the plaintext block data M is encrypted

15  after any of the plaintext block data of the plaintext data N is encrypted.



pl ai ntext block data M (i =1, 2, 3, ...) of the first plaintext data M
and encrypting said plaintext block data using ciphertext block data G (i
=1, 2, 3, ...) output froman encrypting nodul e; 5 wherein stopi hy 2004
menory the status of the encryption prigcess of the first processing data

i nvol ves storing ciphertext block data G to be wused for encrypting

pl ai ntext block data M +1 of the first plaintext data M in a nenory during
or after encrypting process of the plaintext block data M; 10 wherein
starting the encryption process of the second processing data involves
encrypting at |east one plaintext block data of second plaintext data N
after storing the ciphertext block data G to be used for encrypting the
pl ai nt ext bl ockASRIdIng 49 pROthE @sReFY ofaHie reseyt JpvantiontBees risst ori ng
restarting the encrypting process of the first processing data involves
encrypt i ngravided| ai mashodbfac kemtayptivg +firsf prlveessings tdaph aantlexdecaatia M by
inputting the ciphertext block data C to be used for the plaintext block

dat a Mk+zpisiceksithgl dathh@nifBing: and using the 5 encrypting nodule after
encrypting the at |east one plaintext block data of the second plaintext

data I Accor dig{grgr% @13@% r v I Lpvention, a
decrypting apparatu %‘Ztg?y |%§I¥I?§és€t:s épfrtg%gﬁsfgﬁﬁcg%?lgég% ’second .
D M o R B8 EndpRon Bekes of i Yebbifa roblitfy Haul pdfzeyPt! N0

completing encryption process of the first processing data;
storing in memory the status of the encryption process of the first
processing data when starting the encryption process of the second processing

10 data;

restarting the encryption process of the first processing data before the
encryption process of the second processing data is completed by returning the
status of the encryption process to the stored in memory status of the
encryption process of the first processing data;

15 storing in memory the status of the encryptioﬁ process of the second
processing data when the encryption of the first processing data is restarted;
and |

restarting the encryption process of the second encryption process by
returning the status of the encryption process to the stored in memory status

20. of the encryption process of the second processing data.



the decrypting apparatus starts the decrypting process of the second
processi ng data before the decrypting process of the first processing data
is conpleted; the decrypting apparatus makes the menory store tHeludy 2004 of
15 the decrypting process of the first ;processing data when the decrypting
process of the second processing data is started; 5 July 2004 13 the
decrypting apparatus returns the status of the decrypting process of the
decrypting apparatus to the status of the decrypting process of the first
processi ng data.stored i.n the nenory.when .t he decrypti process of the
first processin %8¥°£eF§ngé§tg%ﬂag’3?g%r3Eﬁ’zalagee4g‘ﬁfﬁﬁﬁﬁ%%ﬁ% atus restarts the
decrypting process of the first processing data before the decrypting
process of the Rlakygyt plaskedaianidiatal, 2:s3conpricthedfirstiiplaintast gdata Mes t he
decrypting status of the second processing data when the decrypting
process odnd kechkypangmaod gdaimgxdbiack dateessiig ethhetesttislodkatatat Cng
apparatus returns the decrypting status of the decrypting apparatus to the

decrypti ng 1statyys. pbutper Hoe0 B @ﬁ&gﬁﬁ@&ﬁﬂ@; stored in the nenory when
the decrypting process of the second processing data is restarted; and the

CeCrYBLI N9 SPPALALH GSHRE R MM IPLIAEs M ARE Al ptiBR prote3s N
the first processing data involves storing ciphertext block data C; to be
used for encrypting plaintext block data Mi.: of the first plaintext data M
in a memory during or after encrypting process of the plaintext block
data M;;
10 wherein starting the encryption process of the second processing
data involves encrypting at least one plaintext block data of second

plaintext data N after storing the ciphertext block data Ci to be used for

encrypting the plaintext block data Mi+1 in the memory; and



14 The first processing data may be first ciphertext data, and the second
processi ng data nmay be second ci phertext data. The decrypting a%par at us may
start the decrypting process of a first block data of the secorduly2004
processing data by an interrupt. 5 Thgqfirst processing data may be

ci phertext data C including ciphertext block data G (i =1, 2, 3, ...)
and said second processing data may be ciphertext data D incl uding
ci phertext block data O (j =1, 2, 3, ...), the decrypting apparatus

further conprisjng; . chani sm.for regeiving a.request to degrypt the

ci phertext dat awggﬁ‘?lg %goﬁﬂga¥€fﬁtﬂot§?§ emeﬁﬁgﬁﬁpflﬁgpéo‘&ees@r fgt ﬁ’h% cess of
the ciphertext data C .a decrypting unit for performng the decrypting
process OPTQRAFESING aﬁéﬁ‘ iB%elves secryatingthe plajnigsdt block dataMipl ot khgata ML;
a feedback | oop for feeding back the ciphertext block data G to be used
f or decr ylitstrgaiteie detx M biyooiputting thetéiphertexé bleck vata iy torbe usbdough

15 a feedback line; 5July 2004 15 wherein said nenory is provided in

paral | el furtthd hfaineeehbatdcd idaga ol t foréQaabaisk megivryadfdstiengs thhe
ci phertext block data G fed back when the ciphertext block data Cl+1 is

C g . A ;
gce)cry%firﬁéﬁp cess of a%yét?)?rt%?%ﬁzrtg(%l?%}acgéeggg?%gafg&&&ef(ﬁgﬂéﬁgﬁgﬁ:xt
data D i t ed; .sai ti t furth i

ata Dis istﬁl%g%qecgaqaﬁgur%%x% ({jae%gw_p i ng apparatus further conprises a

sel ect or o

According to yet another aspect of the present invention, a
decrypting apparatus decrypting first processing data and second
processing data comprises |

10 a memory for storing a status of a decrypting process; and wherein

the decrypting apparatus starts the decrypting process of the

second processing data before the decrypting process of the first
processing data is completed;

the decrypting apparatus makes the memory store the status of

15 the decrypting process of the first processing daté when the decrypting

process of the second processing data is started;



and supplying the ciphertext block data C fed back fromthe feedback Iine
of the feedback loop in case that the ciphertext block data CG+1 is
decrypted subsequent to the ciphertext bock data Ci, and for sé& Bdy 20 and
supplying the 10 ciphertext block datgasC stored in the nmenory when the
processing of the first processing data restarts and the ciphertext bl ock
data C+1 is decrypted after any of the ciphertext block data of the

ci phertext data D is decrypted. 5 July 2004 16 The nenory nay i ncl ude:
plural registerg corresponding to plural pieces of, ciphertext data, and a
switch for swt i%&cﬁﬁgnﬁ Lﬁpg:rar E‘E‘fsﬁe@‘?‘? 0 eeé%%ﬂ)cﬁ r?g {'}bet YR BRer t ext
data to be decrypted. 5 According to another aspect of the present

i nvent i orPTOgesRPhERe AsFIyRiing sppaFAius| todhepytabes of Hoe decniing BERCSH
processing data conprises: starting a decryption process of the first
processi mf tha dirsstpoceésang diter gEirednirprtbe esenodryt Wdhese thedqrppesgi ng
data before conpleting the decryption process of the first processing

data; 10 pioeessgf the ARTr¥cédiing datalss Aisthteddecr yption process of the
first processing data when starting the decrypting process of the second

processi ng dat gl -] p&”é? ﬁél&' r ﬁl&iﬁ). £ essi ng
dat a %efore tﬁgem%%% ro%g%gfo t%ghgectf:% pr%gg§5|sr§gé aegﬁflgg
conpl eted_b 15 returni.n 0 the status of t decryption process to the
coreq | PireTYe AR R Aty SRl pRa i i ceih SrocBSE Haeh

is completed;

the memory stores the decrypting status of the second processing
data when the decrypting process of the first processing data is restarted;

10 the decrypting apparatus returns the decrypting status of the
decrypting apparatus to the decrypting status of the second processing data
stored in the memory when the decrypting process of the second processing
data is restarted; and

the decrypting apparatus restarts the decrypting process of the

15 second processing data.



5 July 2004 17 storing in nenory the status of the decryption of the second
processi ng data when the first processing data is restarted; and restarting
the decryption process of the second processing data by returniniply Aé04
status of the decryption process to theg stored in nenory-status 5 of the
second processing data. The first processing data may be first ciphertext
data C including ciphertext block data G (i =1, 2, 3, ...) and said

met hod may involve decrypting said first ciphertext data C using a

decrypti ng nod : rel O | \ . uy f th
decryption pr O(L:Ifelges %@E I%)%F%éelﬂ%i ?%{A g?%i;@ésiﬁr{%fcdéalpgeﬁ%g%@ ? ﬁ“&flths

ci phertext black data C,to be kj)tseed f r_&g%:r tc'kng ci phertext bl ock data
C +1 in sHHGQ SEIngEidada sraw PESECoRd & Iitg?gt #d- ci phertext bl ock data

C; 5July 2004 18 wherein starting the decrgﬁti on process of the second
processi ng dat alh¢ Aeerypdsgirppanetiegnay stashshe deeryptprepraessif ecfirsdat a of
a second ciphertext data D after storing the ciphertext block data G to

be used fhiockelatypf ithe stdund predessirgxdatal Iog kndatarGptt1; and restarting the
decryption process of the first processing data involves inputting the

ci phemst ext bl ocphdlagat Qotdrel8intdS 8hth Ofn %é/ﬂﬁ%ﬂtsﬁai‘@' &J[tﬁh?ftiﬁéhdjﬂéow

data Ci +1 stored in the menmory "after decCryptin e at [east one
C Pher ¢ ShiphbAgl: Bk Bhed & ELPEPE! L., J Ut Bl S ROCELiAE Fata
may be ciphertext data D including ciphertext block data Dj (j = 1, 2, 3, ...},
the decrypting apparatus further comprising;
a mechanism for receiving a request to decrypt the ciphertext data D at
10  an arbitrary timing during a decrypting process of the ciphertext data C;
a decrypting unit for performing the decrypting process of the
ciphertext block data C; to output plaintext block data M;;
a feedback loop for feeding back the ciphertext block data Cj to be

used for decrypting ciphertext block data Ci+1 to the decrypting unit through

15 a feedback line;



bl ock data G +1 of the first ciphertext data C using the decrypting nodul e.
5 July 2004 19 The first processing data may be first ciphertext_data C and
decrypting said first processing data nay use nodul e out put bl ockJulr 2004

(i 1, 2, 3, ...) output froma decryptg ng nodule; 5 wherein storing in
menory of the status of the decryption process involves storing nodule

out put block data Ti to be used for decrypting ciphertext block data G +i
of the first ciphertext data Cin a nenory during or after a decrypting
process of the cjiphertext block data G :. wherein startin e decryption
process of the ‘%’%@%‘ﬁ‘a Sﬁf’%%eég?]ﬁ’gls ROV BW@%E@%E@W%F&H@C%SHF st one
ci phertext bl ock data of second _ciphertext data D after storing the nodul e
out put bl Braxiegdbackrioom, apd sferep theeiphetierhblark date €ifsddrackxwhendhr dat a
C+i in the menory; and 5 July 2004 20 wherein restarting the decryption
process ofiphhgekt rdockprdatasCi-ngs dattadecrypied esitbequypt itogtheh eipdieptextt ext

bl ock data G +1 of the first ciphertext data C using the decrypting nodul e
by i nput thlegktdigar@id thaauiheudedilplikg Gbaesd of hRy RE ciistesttd:arblbBR detRher t ext

bl ock data C +i stored in the nenory after 5 decrypting the at |east one

ci phert ex(;f@%ctq%hgﬁéﬁ &%tatﬂ?‘?s §g%@é]:g flphertext data D. The encrypting
e i I '

process may erfornmed using oCk ¢l pher algorithm

said decrypting apparatus further comprises a selector for selecting

and supplying the ciphertext block data C; fed back from the feedback line of

the feedback loop in case that the ciphertext block data Ci is decrypted
subsequent to the ciphertext bock data C;, and for selecting and supplying the

10  ciphertext block data C; stored in the memory when the processing of the first
processing data restarts and the ciphertext block data Ci+; is decrypted after

any of the ciphertext block data of the ciphertext data D is decrypted.



The decrypting process may be performed using block cipher 10 algorithm
5July 2004 21 The nenory nmay store an internediate encrypting result of the
first processing data and an encryption key to be used for encriypdy 2004 he
first processing data as the status qfg the encrypting process. The nenory
may store an internedi ate decrypting result of the 5 second processing
data and an encryption key to be used for decrypting the second processing
data as the status of the decrypting process. 5July 2004 22 According to a

further aspect, i LOyl a programfor having a conputer execute
steps for the e?%?%%?%‘@”ﬁ%?\%‘g,EHST t he above aspects and a conputer

readabl e storage nedi umfor stori ng, t he program 5-Ju|1yl 2004 23 According
to yet another éé‘ﬁ%]c‘ie,glsﬁﬁé‘r“é’q%gpﬁp Wﬁj@dplb}r%#%?%ﬁ%? efext; drfagardmput er
execute steps for the decrypting nethod, of the above aspects and a
conput er readab® eswiteh dige swdihimef the sploradngegibterpr cyresnorslife i &f the
Description of the Drawings Fig. | shows an encryptor of the CBC node
accor di ngeiphetthrt datasth ddesrbpidrent .
5 According to another aspect of the present invention, a method for
decrypting first processing data and second processing data comprises:
starting a decryption process of the first processing data;
starting a decryption process of the second processing data before
completing the decryption process of the first processing data;

10 storing in memory the status of the decryption process of the first
processing data when starting the decrypting process of the second
processing data;

restarting the decryption process of the first processing data before
the decrypting process of the second processing data is completed by

15 returning to the status of the decryption process to the stored in memory

status of the first processing data;



5 July 2004 Fig. 2 shows an operation procedure of the encryptor of the CBC
node. Fig. 3 is a flowhart show ng an operation of the encryptor of the 5
CBC nmpde. Fig. 4 is a flowhart showi ng an operation of a sel ecfotulB2004 g.
5 is a flowhart showi ng an interruptijpg process of a switch 57. Fig. 6
shows anot her exanple of a nenory 55. Fig. 7 is a flowhart show ng an
interrupting process of the nenory 10 55. Fig. 8 shows anot her exanpl e of
the nenory 55. Fig. 9 shows a priority processing Fig. 10 shows anot her

priority processi .Fig. 11 shows_anoth riqgrity,.processing. 15.Fig. 12
shows a case insst\(/)\ﬂlgghu% hlgleﬁleor%ry B5StH, Spr‘gf:/ithd F?P%’EBQI Ioglﬁ'l%gﬁeﬁo%d
feedback line §6. Fig. 13 shows an operatjon, procedure of the encryptor of
Fig. 12. ﬂ’di0§¢8811ag&ﬁwh&na%éwﬁhpmeéﬁngr@twgta@sda angy ovi ded in
parallel wth a feedback line 67. 20 Fig. 15 shows an operation procedure
of the encrypt gesirtifiggthel decryptign p®csbows the stvongpporcessinghdatdFBy node.
Fig. 17 shows an operation procedure of the encryptor of Fig. 16. Fig. 18
shows an eogining the statsef €h d¥eafptidn BrockSs 86 NG stite® e midefy-Bfeasdur e of

the encryptor of Fig. 18.
5 of the second processing data.

The first processing data may be ﬁI‘S;E ciphertext data C including
ciphertext block data Ci (i = 1, 2, 3, ...} and said method may involve
decrypting said first ciphertext data C using a decrypting module:

wherein storing in memory of the status of the decryption process of

10  the first processing data involves storing ciphertext block data Ci to be used

for decrypting ciphertext block data Ci1 in said memory during or after

decrypting the ciphertext block data C;;



25 Fig. 20 shows a decryptor of the CBC node. 25 5 July 2004 Fig. 21 shows
an operation procedure of the decryptor of Fig. 20. Fig. 22 shows a
decryptor of the OFB node. Fig. 23 shows an operation procedureﬁ)l‘uljth@m
decryptor of Fig. 22. Fig. 24 shows ggdecryptor of the CFB node. Fig. 25
shows an operation procedure of the decryptor of Fig. 24. Fig. 26 shows an
encryptor of the CBC node storing a key. Fig. 27 shows an operation
procedure of the encryptor of the CBC node. Fig. 28 shows a decryptor of
the CBC node storing a, key. .10 Fig. .29 shows apn_operation procedu of the
decryptor of th‘gﬁf('fﬁ% SFﬁ{ﬁég téled:{;c %%REOCSHE"(?BQP%)IP?W P’B@gﬁwg an
encryptor, having an encrypting unit .100 and a MAC generator 200. Fig. 31
shows a fiRBWASGecHPtang é% bose ¢ipbergxtahloskcdatatofy saepnd cipherixtand a
MAC generator 200. Fig. 32 shows an encryptor in which an encrypting unit
100 and alathWAC affenetating tiad Oipdreeteunibleed datacBetouive tisedrifgr d@3yptingghan
operation procedure of the encryptor in which an encrypting unit 100 and a

MAC generdpbért@ROblacle dupd Cag asd one unit. 20 Fig. 34 shows a decryptor
havi ng a decrypting unit 300 and a MAC generator 400.

5 restarting the decryption process of the first procéssing data involves
inputting the ciphertext block data C; to be used for decrypting the ciphertext
block data Ci1 stored in the memory after decrypting the at least one

ciphertext block data of the ciphertext data D and decrypting the ciphertext

block data Ci of the first ciphertext data C using the decrypting module.



Fig. 35 shows a decryptor in which a decrypting unit 300 and a MAC
generator 400 are united as one unit. Fig. 36 shows an operation procedure
of the decryptor in which a 25 decrypting unit 300 and a MAC gehsdnge®d 400
are united as one unit. 26 5 July 2004¢Fig. 37 shows an encryptor having an
encrypting unit 100 and a MAC generator 200 according to the second

enbodi nent. Fig. 38 shows a decryptor having a decrypting unit 300 and a
MAC generator 400. 5 Fig. 39 shows a nodel configuration of an encrypting
nodul e 51 using an encryption key K Fig. 40 shows an inplenentation
exanpl e of a hardware of an encryptor and a decryptor. Fig. 41 shows an

i npl enmentation exanple of a hardware of an 10 encryptor and a decryptor.
Fig., 42 shows ﬁh% ti Rrogssemeaslaia pmay frodieh q1p¥1ﬁ§te§h| dala Ky
application program46. Fig. 43 shows a conventional encryptor of the CBC
node. Fidecryptisgeadd Graprreoenssingalataecay psomodulehmitpBE biodedatdl®; i g. 45
shows a conventional encryptor of the OFB node. Fig. 46 shows a

convent i ondl QdGQE.WQiLqufordrh%L@EByﬁﬂﬂﬁm&iﬂe; 47 shows a conventi onal
encryptor of the CFB node. Fig. 48 shows a conventional decryptor of the

CFB mmade. wherein storing in memory of the status of the decryption process
involves storing module output block data ’i‘i to be used for decrypting
ciphertext block data Cis1 of the first ciphertext data C in a memory during
or after a decrypting process of the ciphertext block data C;;

wherein starting the decryption process of the second processing
10 data involves decrypting at least one ciphertext block data of second

ciphertext data D after storing the module output block data T to be used

for decrypting the ciphertext block data Ci+1 in the memory; and



Fig. 49 shows a conventional encrypting procedure. 20 Fig. 50 shows a
conventional encrypting procedure. Fig. 51 explains a confidentiality
process and an integrity ensuring process. Fig. 52 shows an. opehdy 2o
procedure of a conventional confidentjplity process and a conventi onal
integrity ensuring process. 25 27 S July 2004 Best Mdde for Carrying out
the I nvention Enbodinment 1. Fig. | shows an encryptor of the CBC node
according to the present enbodinent. 5 The encryptor of the present

enbodi nent is copfiqur lector.. 54, an XOR ci.rcuit 58.. an
encrypting nod uﬁggle%%q i §.9tr?§’¥%§ tgl%greeffm%oﬁl REQFeRS Ogﬁﬁ% figstRiosFySing datn
encrypti nﬁj_wupit 2 in¢cludes the XOR circuit b8 and. the encrypting nodul e
51 usi ng BWelVEsderYRERE kg clohertext lpes data €41 i dhetdirst 6&@1‘3}7&3{5 tepdul e
51 using the encryption key K forma feedback | oop 10 with feedback |ines
65, 66, andiBag tige gleerypding Biodelle Butinpaiting the ptasthle putpiebleckrdqini Tig
nodul e 51 using the encryption key Kis input to the XOR circuit 58 again

t hr ough tfeebbeashibdér thomiphaded bl dapUiC,datRrél ihSthoenahatedray the
XOR circuit 58. Then, the nodule input data Si generated is supplied to

the encr Ycﬁ’éér?ﬁﬁggqﬂﬁleea@iea‘é%id}ﬂa k eg%%iﬁﬁjélggiglfgyof@hélée%% TR Yexp® 1S

provided in paralflel wth the fe
data D. |
The encrypting process may be performed using block cipher
algorithm.
The decrypting process may be performed using block cipher

10  algorithm.



The nmenory 55 includes a register 56 and a switch 57. The switch 57
swtches inputting to the register 56 or ignoring an output of the
encrypting nmnodule 51 using the encryption key K. This switchi ng ludy 2004
perfornmed by, for exanple, an interrugt IT. Wien the interrupt IT is
generated, the switch 20 57 is connected to E, and when the interrupt is
resol ved, the switch 57 is connected to F. The register 56 inputs and
stores the ciphertext block data C, supplied through E. The ci phertext

bl ock data G i the selector 54. . The selector 54 | ovi ded
with three i npu’fl%é)ﬁf‘ gﬁgg}n%aéf %ﬁ’ﬁe &8 %g?rgn%ﬁgte Sﬁfw@’itmtgrﬁeéél?t %ﬁjsepé%ﬁtecti on
is dependent on the interrupt IT. 25 Fig.2 shows an operation procedure of
the encryPIGESEREvREnaRt g encogptiom key tooba used. 103 ¢rcryptingvidigafitstshow ng
an operation of the encryptor shown in Fig. 1. The input of the selector
54 is setprogessingalatalas theatainiscofthwemnadrgpting ppbées. t o t he encryptor, and
the swwtch 57 is connected to E. Further, 5 when plaintext data Nis

requested to enTiigy phemdiy i Ma@r stoRe 4 integREdingd eiberihtend enltupt thé keeps
ON unl ess the request to encrypt the plaintext data N is resol ved.

Further, {henpl ['ﬁﬁ% [ ' g e
pl ai nt ext datna %IO:EE%%%?@%%S%&U%?%% e %%&f&%ﬁgﬁe#% f&%ﬁpé?rﬁﬁ tthgl Tis
gener at ed ol hher icnt‘errﬁ%% IT_ths o solo\g%g, &he e Kll or, the key K2 is 10
suppl i ed o8P RIGCrde FyBPimG RO B g TRPTTFBTYI®YO, the key KL is
supplied, and the encrypting process of the plaintext data ML is started.
. When the encrypting process of the



plaintext data ML is started at the tinme of TO the input of the selector
54 is switched to B after the initial value IT is once input fromthe
input A of the 15 selector 54. Further, at the time of X duringXhéy 2004
plaintext data ML is being encryptedggsing the key Ki1, it is assumed an
interrupt IT for requesting to encrypt the plaintext block data Nl is
generated. The ciphertext block data Cl becones to be stored in the nenory
55 by the tine of T1. Then, at the tinme of Tl, the key K2 is supplied to

the encrypting duk.e 51 due to the eneration.of the interrupt IT..
Further, the sé C@@?%Sggﬁ asg“}rgl?rhaesﬂeﬁgS:Pg{eolsﬁprgf’ld%fir?epf?%no TPAVIRER s t ch
57 is connected to F at the time of Tl, After the time of T1, the

pl ai nt extCPHRRFlET gxERRBteRs oydhe sneayring Jrathed kythraboxa @spaets afidhAer t ext
bl ock data D1 is output. At the tinme of Y, it is assuned the encryption of
t he pl ai mosyputer seadatde atoigs metiumdhediormgdhehpogmrer rupt 1T is 25

resol ved. Due to the resolution of the interrupt IT, at the time of T2, the
key 29 5- July 2004 K, is supplied to the encrypting nodule 51, the input
of the selector 54 is swtched to C, and the switch 57 is connected to E
By swwtching the selector 54 to C, the ciphertext block data C, stored in
the menory 55 is input for encrypting the plaintext block data M the

pl ai ntext block data M 5 is encrypted by the encrypting nodul e using the
key K, and the ciphertext block data C, is output. Before the tinme of T3,
the input of the selector 54 is switched to B. In case of encrypting the

. plaintext block data M, the ciphertext block data C, is fed back froma
feedback line 65 of a feedback |loop and input, the plaintext block data M
is encrypted by the encrypting nodul e



10 using the key K1, and the ciphertext block data C, is output. "Wen the
sane keys are used for encrypting the plaintext data M and the pl ai ntext
data N (KL = K2), it is sufficient to supply the key only once Salfuly Ae04
starting time of the encrypting process A whole operation will be
explained referring to the flowhart of Fig, 15 3. At step Sl1, the
encrypting process of the plaintext data Mis started and continued. Wen
the final block data is finished to be processed, the encrypting process

termnates. At n,.nter t._ 1T geperated_at .an. arbitrary.timng

i s observed. V\h%(IE’IC%?ﬁ%?% ﬁ? it u%‘?oﬁpi%Spggﬁeg%?rgdlsﬁfqﬂg?%ea FROFAN fOE x t

bl ock data M is processed, at step S3, the ciphertext block data G which
i s bei ng PRBRER SRS sreguien staps joagthe decyptise methobnet fhesbore st ep
$4, the encrypting process of the plaintext data N, which is requested to
be encrypsRgchyande compntarpreadable sfopagef medsin dhswrengthpprogyapr.ocess of
step S4 is continuously perfornmed until the interrupt IT is released as
shown 25 in step S5. When the interrupt IT is released, at step S6, the

pl ai ntext 30 5July 2004 block data M is encrypted using the ciphertext

bl ock5dat]§ﬂQD§g&qﬁgoﬁng{@Dr5@%1 ter 56 of the nmenory 55. Afterwards, the
process returns to step S1, an he encrypting process will be continued.

Fig. 4 shows an..gperation of the,selgcto 4. Wien t.he el ectric power is
turned ON, theriflﬁpgts PSS e?Slth%%(’iﬁ’(ﬁA{“iB a?mg?éaﬁc%]ﬁ’?g\méﬁetﬁﬁ%t encrypting

process starts at step 512, the input is set



to B at step 513. Nanely, the ciphertext block data C fed back fromthe

f eedback line 65 of the feedback | oop is2dised. At step 514, if it is
detected the block data which is being processed is the final dafidy2064
process returns 10 to step S11 in which the status is the sane as the

el ectric power is turned ON. At step S15, if it is detected the interrupt

| T is generated, the input is set to A at step S16, and if the encrypting
process is-&nhpdadent.he input is set to B at step S18. Until the interrupt
ITis resolved, the input is ' kept to B. That is, the ciphertext block
data C fed back Figorfl tshewkesnhgeirationepfkedird be tha & 26K ofqpR ¢pused.
At step 519, if it is detected the -interrupt ITis resolved, the input is
set to C atmstlep S20. By setting the input to C, the ciphertext block data
C stored in the menory 55 is input. When the encrypting process using the
input fromC, therpsaor t 1 t 1S, set. 10 B.
20 As descri bed abig\r/e, @Sisﬁeﬂgéglwégﬁoéﬂ%vzﬁgggﬁﬁl]a@ eé}.\%ﬁ?’ghgﬁt%é;%gl r%ﬁmf hoef Ehe
gener at ison QB kedknterrupt 1 T. The encrypting process of the plaintext
data M can be also started at an arbitrary tinme based on the generation of

the int t I T.mE gl 4 whi ch_sh - | t he

i n'?elr PUS: r gs t he 5 SQé}\Simgtf(I:iw@%ﬂt%?ﬁgéﬁglay %ﬁ%ﬂ%ﬁe{%@%&%ﬁ' 4?i C power is
t d ON and i ase .of ti. ! f the first pl.aintext
thereaf ter - the Skt ore & IR0 HBIRe s B P e Pbcpr GF fapiabTS T 5

generated at stepp33lthe swiich o7 15, spitohed = s

Fig. 7 is a flowchart showing an interrupting process of the memory

10 55,
Fig. 8 shows another example of the memory 55.
Fig. 9 shows a priority processing.
Fig. 10 shows another priority processing.
Flg 11 shows another priority processing.
15 Fig. 12 shows a case in which the memory 55 is provided in parallel

With a feedback line 66.
Fig. 13 shows an operation procedure of the encryptor of Fig. 12.
Fig. 14 shows a case in which the memory 55 is provided in parallel
with a feedback line 67.
20 Fig. 15 shows an operation procedure of the encryptor of Fig. 14.
Fig. 16 shows an encryptor of the OFB mode.
Fig. 17 shows an operation procedure of the encryptor of F ig. 16.. :
Fig. 18 shows an encryptor of the CFB mode. |
Fig. 19 shows an operation procedure of the encryptor of Fig. 18.

25 Fig. 20 shows a decryptor of the CBC mode.



fromE to F. Then, at step S33, it is detected the interrupt IT is
resolved, 5 the switch 57 is switched frdmF to E. In this way, the switch
57 ignores the ciphertext block data Ci fromthe generation toSthly 2004
resolution of the interrupt. Accordingly, the register 56 of the nenory 55
hol ds the ci phertext block data Q which was generated at generating tine
of the interrupt IT. As described above, the operations of the encryptor

illustrated in 1Bigri2dsshbwswnogbrdichpyoddders bf ehs UpéryPtOLeSFiN@omeCchani sm
whi ch receives the request to encrypt the plaintext data N before

conpl etion. of thig. @awhepts Ddeofyptbeoptilad OF X Inddidt a. Min the encryptor
for encrypting the plaintext block data M (i =1,2,3, ...) included in the

pl ai ntext data M®iRd28hgioRladmbestatitlPskodaide M piiclogded in
t he pl ai nt ext datl?gﬁl. 15 Furthe?, a%he gncrypt or gﬁ%\%ﬁépﬁtﬁ %jst&iz?hr ough 5

I ncl udes the encpypbitng W ab&volof Of ¢ ' the pl ai ntext block data
ML and outputti ngﬁé!tphe ci phertextyl%b?og!l; lﬁ{;t@g@ ,O tghe f eedback | oop 65 and

66 for 5feeding tiyg oi I ut .fromthe.encrypting
tmr)]dul e 51 ggckzg‘)%t %ggiﬁgrs?g% Fﬁ%&?%]fi é_gte\%aé)?%%% %%%B’B:]&(F o4 ﬁfé@é‘%-tﬁnd

e nenory : . [ [ edbac i pe 0 e
}‘\legdb?(r:]k I o?p, forlgj" ?écse:gvisnzgl Fﬁér?ﬁ’ﬁ% ?/fpl)\%] eoﬁb??ﬂi??gtsfﬁlgnfﬁe%ﬂ-?i gt Ext kdfa]'E a
the pl ai nt ext bl ok adr VSR SIS iEED o Beceanptanof nee Jraint ext
bl ock data Mdby starting the encrypting process of any of the plaintext

bl ock data N“26 Further, the encryptor shown in Figs. 1 through 5 includes

the 32 5 July 2004
€ uty QFlg. 28 shows a decryptor of the CBC mode storing a key.

10 Fig. 29 shqws an operation procedure of the decryptor of the CBC
mode.
Fig. 30 shows an operation procedure of an encryptor having an
encrypting unit 100 and a MAC generator 200.
Fig. 31 shows a flowchart of an encryptor having an encrypting unit
15 100 and a MAC generator 200.
Fig. 32 shows an encryptor in which an encrypting unit 100 and a
MAC generator 200 are united as one unit.
Fig. 33 shows an operation procedure of the encryptor in which an
encrypting unit 100 and a MAC generator 200 are united as one unit.
20 Fig. 34 shows a decryptor having a decrypting unit 300 and a MAC
generator 400. | |
Fig. 35 shows a decryptor in which a decrypting unit 300 and a MAC
generator 400 are united as one unit.
| Fig. 36 shows an operation procedure of the decryptor in which a

25  decrypting unit 300 and a MAC generator 400 are united as one unit.



selector 54 for selecting the ciphertext block data C,, fed back by the
feedback line 65 of the feedback | oop, #hd supplying the ciphertext block
data C, through the feedback | oop when the plaintext block dat& MNy2q04i s
encrypted subsequent to the plaintext block data M, and for selecting the
ci phertext 5 block data C, stored in the nenory 55 and supplying to the
encrypting unit 52 through the feedback | oop when the pl ai ntext block data
M+, is not encr yB’egedg%éJ@PWﬁoalﬁ rencypliont bavinigl enkexatyatidg, uaid 100ea@d;

pi ece of the | ai ntext data N_ The nenory 55 stores the status of the
encryptor i generatph@00x@cortingrtuphe Isdcirsl gmbedanhedt. By storing the
status of encrypting process, it becones possible to return to the

original status oFigei$8r siptwag decq??lﬁﬁoaiﬁmﬁhgffﬁde&fyg@ﬁigauﬁifteﬁ'o@ bnldhge MAC
encryption of another piece of data is perforned during the certain plece
of data is srmergpiredl0.Nanely, by using the data stored in the nenory, the
status of the encryptor can return to the status which is 15 conpletely

| fenti Cal 1 04\ 1e Bealass shbwbhe b, WieRe kNI AN ORI Ak Sunk hBIWPESS,

whi ch enables to continue the interrupted encrypting process:

anot her confidiggraal éikyp¥afles Rf the nmenory 55. The nenmory 55 includes an
interrupt control unit 52, an input switch 96, an output switch 97, and

P el reol st oS KRG gy BeMOYA A0ue BlU Slubets' S 5ol

this way, it becones possible to recerve plu

P Gener at P R R BB T Y L wich s the number of the T
register k being gyrranthy used, irhf)le%glgt%gionp\texggne e ngfz a hardware of an
10 encryptor and a decryptor. |
Fig. 42 shows a case in which an cipher program 47 is called by an
‘application program 46.
| Fig. 43 shows a conventional encryptor of the CBC mode.
Fig. 44 shows a conventional decryptor of the CBC mode.
15 Fig. 45 shows a conventional encryptor of the OFB mode.
Fig. 46 shows a conventional decryptor of the OFB mode.
Fig. 47 shows a conventional encryptor of the CFB mode.
Fig. 48 shows a conventional decryptor of the CFB mode.
Fig. 49 shows a conventional encrypting procedure.
20 Fig. 50 shows a conventional encrypting procedure.
Fig. 51 explains a confidentiality process and an integrity ensuring
process.
Fig. 52 shows an operation procedure of a conventional
conﬁdentiality process and a conventional integrity eﬁsuring ﬁrocess.

25



25 the input switch 96 and the output switch 97 are connected to the
register 1, 33 5July 2004, which is one &f the registers except the
register k. At this status, the encrypting process of the plai Atlskt2 a N
is perforned. Further, it is observed if another interrupt is generated
during the plaintext data Nis encrypted. Wen it is detected anot her
interrupt I T is generated at step 5 S43, the step S40, which is the process
for processBagt eifor Slarmping dw thallnedntiagai n. In this way, whenever the
interrupt I T is generated, the step S40 is recursively called.
Consequent | imbpldumahtHi. er ar chi cal processes for processing the interrupt
can be perfornmed. At step S44, it is checked if the interrupt is resolved.

When the interrupFig. 9 slesed Y8bndstorHtheSUBECR 26 a%g%"a@ﬂ%ttB%PB:&gEém
er store

swtch 97 are switched to the register k using the nu I'n" the
menory. |In gabedithedi.d- 6, the menory 55 includes three registers, so that
3 layer hierarchical processes for processing the interrupt can be

perfor 1o PRGN ANGL BEeLe RO GhLRRXATLS B LT METOLY S, 15
25400t (RO RO, B8 8ol 5y 0081 SR8 SR8 i
deta, ST ealdgt, benaoaE AR URRA SRy RS DS Ruchl b e
W ayer ot eaPnEgpBAREal et ght Bocatition Ry h: CRbe seleckr bband
performed. the encrypting module 51 using the encryption key K form a feedback loop
10 with feedback lines 65, 66, and 67. Ciphertext block data C; encrypted by
the encrypting module 51 using the encryption key K is input to the XOR
‘circuit 58 again through the feedback loop, and module input data S, is
generated at the XOR circuit 58. Then, the module input data S, generated
18 supp]ied to the encrypting module 51 using the encryption key K. |
15 The memory 55 is provided in parallel with the feedback line 65.
The memory 55 inpludes a register 56 and a switch 57. The switch 57
switches inputting to the register 56 or ignoring an output of the encrypting
module 51 using the encryption key K. This switching is performed by, for
example, an interrupt I'T. When the interrupt IT is generated, .the switch
20 &7 is connected to E, and when the interrupt is resolved, the switch 57 is
connected to F. The register 56 inputs and stores the ciphertext block data
C, supplied through E. The ciphertext block data C, is output to the selector
94. The selector 54 is provided with three inputs A, B and C and selects one

out of three. This selection is dependent on the interrupt IT.

25 Fig.2 shows an operation procedure of the encryptor shown in Fig. 1.



As shown in Fig. 6, when it is possible to perform plural hierarchical
processes for processing the interrupt, 8 priority can be assigned to each
of the interrupts. For exanple, a priority | is assigned to thé July2004ipt

| T1, 25 and a priority 2, which means a lower priority than the priority 1,
I's assigned 34 51uly 2004 to the interrupt 1T2. By assigning the priority
in this way, it is possible to postpone the process for the priority 2
when the interrupFig Biistaflpwghahteshewing an ppératsomefiehakadrypiog shOwshiows a
case in which the encrypting process having the 5 priority | is perforned
prior to thEigedcrypting process having the priority 2. In this case, the
encrypting process having the priority 1 is finished first. Fig. 10 shows a

case in which botTherapyupbof nienyedeass sa havet 1O wIRWELIY bRItEb gj%we\imgn the
priorities are the same, each of the plaintext block data of 10 the both

encrypti ng pimdesises the @refpyRicdndl {18 8atRhY57 R Conhb &0 B |
whi ch data having the pri or?}?y 1 and data ...:. .1. . .0.n. ) c . Ei ﬁgﬁtﬁfl?g?’

priority 2 xah@ngnﬁmt@&@&ataBN ASRgRLRY %@%eréﬁ i’?tfggm?@rﬁigr 'gér‘lggﬂér‘é%d.as

shown in Figs. through 11, it is pos 0 per m Crypting
B i gont. nap RuARSLE PEMSODR AN o MR ran et P Ee R LR BRI EGT A, b
performed by ;a38iavbag Pubideihe Bfaliﬁi;éxttyde{tg Iﬁui%%n%%pafed using the key K,
and the plaintext data N is encrypted using the key K,, When the interrupt
IT is generated or the interrupt IT is resolved, the key K, or the key K, is
10 supplied again to the encrypting module.

At the time of TO, the key K, is supplied, and the encrypting process
of the plaintext data M, is started. When the encrypting process of the
plaintext data M, is started at the time of TO, the input of the selector 54 is
switched ﬁo B after the initial value IT is once input from the input A of the

15  selector 54. Further, at the time of X during the plaintext data M, is being
encrypted using the key K,, it is assumed an interrupt IT for requesting to
encrypt the plaintext block data N, is generated. The ciphertext block data
C, becomes to be stored in the memory 55 by the time of T1. Then, at the
time of T1, the key K; is supplied to the encrypting module 51 due to the

20  generation of the interrupt IT. Further, the selector 54 sets the input to A at
the time of T1. The switch 57 is connected to .F at the time of T1. After the
time of T1, the plaintext block data N, is encrypted using the key K,, and the-
ciphertext block data D, is output. At the time of Y, it is assumed the
encfyption of the plaintext block data N; is finished, and the interrupt IT is

25  resolved. Due to the resolution of the interrupt IT, at the time of T2, the key



Fig. 12 shows a case in which the nenory 55 is placed in parallel wth the
feedback line 66. 20 The XOR circuit 58 &hd the encrypting nodul e 51 using
the encryption key K constitute the encrypting unit 52. Fig. 13 Bitp2804n
operation procedure of the encryptor of Fig. 12. Wen the follow ng
connections are selected by the first selector 61 and. the second sel ector
62, which enables these selectors to operate in the 25 sane nmanner as the

sel ect or 54Kpfis Bugplitd t85tHe dnitiywp2id nididelé iFstehs e g@ﬂtQﬁ' thb delbb@rsreand
selector 62 = the selector 54 A+ DAS5SB + DB A + CB+CCIn Fig. 13,

when the seseitdhedltecCorarfil thel @61tsh D57 tisecleRedd 38 EA ¥y s%)lt&hngh’éhé T st
sel ector 61 becones effective, and when the second sel ectdr ects C

the cont entgeledtol Rt BB thedipherisMibek NBIR! ¢; stidSECPR memory 55 is
input for encrypting the plaintext block data M,, the plaintext block data M,
5 1s encrypted by the encrypting module using the key K,, and the ciphertext
block data C, is output. Before the time of T3, the inﬁut of the selector 54 is
switched to B. In case of encrypting the plaintext block data M,, the
ciphertext block data C, is fed back from a feedback line 65 of a feedback loop
and input, the plaintext block data M, is encrypted by the encrypﬁng module
10 using the key K, and the ciphertext block data C, is output.

‘When the same keys are used for encrypting the plaintext data M
i and the plaintext data N (K, = K,), it is sufficient to supply the key only once

ét the starﬁing time of the encrypting process.

A whole operation will be explained referring to the flowchart of Fig.

15 3.

At step 51, the encrypting process of the plaintext data M is started
and continued. When the final block data is finished to be processed, the
encrypting process terminates. At step S2, an interrupt IT generated at an
arbitrary timing is observed. When the interrupt IT is generated while the

20 plaintext lﬂock data M, is i)rocessed, at step S3, the ciphertext block data C,
which is being processed is stored in the register 56 of the memory 55. At

- step 54, the encrypting process of the plaintext data N, which is requested to

be encrypted by the interrupt IT, is performed. This encrypting process of

step. S4 is continuously performed untii the interrupt IT is released aé shown

. 25 in step S5. When the interrupt IT is released, at step S6, the pléintext



sel ector 62 should select Cif the contents of the nmenory 55 is desired to
be 10 used (when the encrypting process 3% returned fromthe plaintext data
Nto the plaintext data Mdue to the resolution of the interrugilulyl}004i g.
14 shows a case in which the menory 55 is placed in parallel wth the
feedback line 67. Fig. 15 shows an operation procedure of the encryptor of
Fig. 14. 15 If the tinme X when the interrupt IT is generated is before XOR
oper ation lochdaxoRMcis eninyps8] usheg thewiph&dest blek diw Gpeidrediiapthe dat a .
Si XORed by the XOR circuit 58. Then, the plaintext block data N, is
encrypt ed. 1Bghser G6ndf, thehmesemansls sehdrtraard?, itk paciRst eet@hRClo aRg §nput
the nodul e input data Si to the encrypting nodul e 51 using the encryption

20 key K, aill sicenoty@dideopebfiitvill be @nihigiddext bl ock data Cl. As shown in
Figs. 1, 12, and 14, the nenory 55 can be placed in parallel with any one

of the feedback IFpe4Ghowshth bpedinakof i@ B4 Ne feedback Iine 67.

The nmenory 55 stores the status which is just before the encryptor starts

encrypt kng anot h ' t ' r LG ; tal i ece of
ot & The momor y. SeBane e R oyl 1R O’ RO Bp IS Aeta Bl BE%yL

2004 encr re e orni.gi n data stored in
e L L e
urt her, cap . be .pravi ded a ra cat, escri be
above, t hettgﬁ% Fy\t D (‘#’ %ig%‘or F%@elg’oﬂ%%slpg}eéﬁe tﬂog e‘#&ﬁd&hﬁeﬁf bﬁ@ fHAgthe
encrypting fgé@[?zfci{sligfe 6%" St {ﬂer ?eted%gflgﬁelggﬁ Tg ugg&.a At step 814, if it is detected

the block data which is being processed is the final data, the process returns

10  to step S11in which the status is the same as the electric power is turned ON.
At step S15, if it is detected the interrupt IT is genérated, the input is set to
Aat step S16, and if the encrypting process-is started, the input is set to B at
step S18. Until the interrupt IT is resolved, the input is kept to B. That is,
the ciphertext block data C; fed back from the feedback line 65 of the
15 ~ feedback loop is used. At step S19, if it is detected the ‘interrupt IT is
resolved, the input ris set to C at step S20. By setting the input to C, the
ciphertext block data C; stored in the memory 55 is input. When the
encrypting process using the input from C, the process returns to step S13
and the input is set to B.
20 As described above, the selector 54 can be switched based on the
generation of the interrupt IT.
The encrypting process of the plaintext data M can be also started at
an arbitrary time based on the generation of the interrupt IT.
| Fig. 5 is a flowchart which shows processing the interrupt by the

25 switch b7.



(plaintext M including at |east one block data M (i =1, 2, 3, ..., m

and the second. processing data (plaint&xt N) including at |east one bl ock
data N, (j = 1, 2, 3, ..., n) and the encryptor includes the nénmy2®@EB f or
storing the status of encrypting process. The encryptor starts encrypting
the first block data 10 of the second processing data before encrypting all
of the block data (Mk-M1) of the first processing data. And at the tine

when the encrypt oWhernatheseleetric ppwiends thendd O8Y abldoakcakat 6f e ehciypgimecond
processing data, the state of the encryption of the first processing data

(for exanplgmocesploérthexfirdsl plaknthat atheC}aftor, Siher edilch bhas&mRIetiaP to ien
the encryptor restarts encrypting the I5 first processing data, the status

of the encr\j@idmﬂl@inﬁebﬁxwm)i@tg@hei:ﬁeﬂe&ﬁléﬁé%dSSl,ohﬁé‘gwi %%‘?%%R{i&éri%ed)f

the encryption of the first processing data, "'and then the encrypto

restarts pri6gsEl @OFCNTHKAL hoR ShRCif Iy abtcBRACARS LG ARIAIT Egrr%gtﬂ%fegt he

encryptor restarts encrypting the first processing ore ting

Lhe encryptitarphcsa, oliakbnasks u M- Wl whicgsesond, 20 process! ng

data, and simultaneous e menor stores i on
the. encr ypt o PueREBRERBta E fiotd R EBR fort kEUELAR Rl ol thafrerne
Che. encrypr et Sh AR bR, 56 ot BEE RmBlY Fo BoIE dielBhetiest Bt dathe 25
5 Sl S R B P R ey ofBdnserRpg 1118 shows a
configuration of Ash%egcr:]r%g@ ta\(%)rov(cg]c tflg eopg;z?tiggg edf the encryptor illustrated in

10  Figs. 1 through 5 show the interrupt processing mechanism which receives
the request to encrypt the plaintext data N before completion. of the
encryption of the plaintext data M in the encryptor for encrypting the
plaintext block data M; (i = 1, 2, 3, ...) included in the plaintext data M and

| the plaintéxt block data N; G =1, 2, 3, ...) included in the plaintext data N.

15 Further, the encryptor shown in Figs. 1 through 5 includes the
encrypting module 51 for encrypting the plaintext block data M, and
outputting the ciphertext block data C, the feedback loop 65 énd 66 for
feeding the ciphertext block data C; output from the encrypting module 51
back to the encrypting unit 52 via the feedback line 65, and the memory 55,

20 provided in parallel with the feedback line 65 of the feedback loop, for
receiving the encryption request of the plaintext data N by the interrupt, and
storing the ciphertext block data C, fed back if the plaintext block data M,,, is
not encrypted subsequent to the plaintext block data M, by starting the
encfypting process of any of the plaintext block data N.

25 Further, the encryptor shown in Figs. 1 through 5 includes the



The figure is characterized by additionally including the nmenory 55. The
menory 55 stores nodul e output data T1 stpplied fromthe encrypting 5
modul e 51. Fig. 16 shows an encryptor for encrypting plaintext ©8bdk20 a
M (i = 1, 2, 3, ...) included in the plaintext data M and pl ai ntext bl ock
data N, (j =1, 2, 3, ...) included in the plaintext data N. The
‘encryptor includes a processing nechanismof the interrupt that receives
the requestSelertenefypr selocting the sinfeatextddock fatu€, fed bhek bythydeeding t he
pl ai ntext data M before the conpletion of encrypting the plaintext data M
and the endi¥ptingl whdufeedback flosp,oanpustriplginenthy piipHestaka 6K Aataodul e
output block data Ti. The encryptor further includes feedback | oops 65 and

66 for feedibmguphdhetthedbanddidop wheputhebpiktaadtiodi d%lwme[iigqsfern%g%ﬁéa% ‘
encrypting nodule 51 to the 15" encrypting nodul e through the feedback |ine

65, and theubsmguynGo the Qlaneesi BIRET dieM Wahh fob%eie%%{ﬂgtaﬁge Hﬂ;}%ﬁ?&@f

the feedback | oop and for receiving a request to encryp ext

i ks e Mok Ao (PR

pl ai ntext block data M+l is not enciypted s

bl ock data g chenais tht MBoaRSEY RbGS WheR et B1AREEAPHING gg{aoﬁk'/[g;gé Bt 1 he

bl ock data of the plaintext data Yet urthe e encr

sel ector SQHM'%stﬁgﬂctt dyhe PHL. bhoc T, fed back by the
f eedback i ne of the ?e‘qe%bggzﬂfuggpb%gk g%tﬁph&’ ?&d‘f}q%‘e ATF %?9%§¥ﬁ38ul e

51 throughﬁlgﬁltg;g@g?&cﬁ | oop when the plaintext block data M is encrypted
. subsequent 'to the plaintext block data 25 M, and sel ects the nodul e out put

bl ock data Ti st quff'ed Iﬂé}n&t}e 55 IRrds St%et :(s)ta%gs of the encryptor in case of the

10  interrupt IT is generated. By storing the status of encrypting process, it
becomes possible to return to the original status of encrypting a certain piece
of data even if the encryption of another piece of data is performed during
the certain piece of data is encrypted. Némely, by using the data stored in
the memofy, the status of the encryptor can return to the status which is

15 completely identical to the status at the time Wheh the encryption is
interrupted, which enables to continue the interrup.t‘ed encrypting process.

Fig. 6 shows another configuration example of the memory 55.

The memory 55 includes an interrupt control unit 52, an input switch
96, an output switch 97, and plural registers (REG 1, 2, 3). By providing

20 the plural registers in this way, it becomés possible to receive plural

interrupts.

Fig. 7 shows processing the interrupt performed by the mémory 55.

When the interrupt IT is generated, at step S41, the number k, which
18 thé number of the register k being currently used, is stored. At step S42,

25  the input switch 96 and the output switch 97 are connected to the register ],



5 July 2004 supply to the encrypting nodul e 51 through the feedback | oop
when the plaintext block data M+1 is n& encrypted subsequent to the

pl ai ntext block data M but after any plaintext block data of tHhly2004

pl ai ntext data N. Fig. 17 explains the encryptor of the OFB nbde shown in
Fig. 16. 51n Fig. 17, the operation of the CBC node of Fig. 2 is changed
to the operation of the OFB nbde, and the other operations are the sane to

the one ofwhidh i9ongi gf the sigiwerarexeept yhe aregidtet He CAB tHadestafiTPReLd
with Fig. 47, the encryptor of Fig. 18 additionally includes 10 the nmenory

55. The menurceyyplingt praeesciofhtdre eXdinbbockdadat & perfobiled! r arthbe XOR
circuit 58. Further, en encryption unit 52 is conPi gured by the XOR circuit

58 and t heoleevatif ﬂgotfmi'uirﬁ:eﬁrhptsisngeﬁél%t@@QILM%I\;% Q?Pk@ﬁiﬂiﬂzg}(?tﬂ%alg &hovv)s

an encryptor for encrypting plaintext block data

' ncl uded i reddhgpeldal Whish jgabaidrband PhAR: e OBENTIN BolbrdibaTastep? 3
r u SSI1 Nng

.) included in the plaintext data N. The encryptor inc es a pr

mechani $M §43 haei b S0Pt HibRYS fﬁ&?k&&%a ;fgﬁfﬂfgﬁ%ggaﬁl ttth% 1%3%{%1%&,] lﬁtqugllgg the

"plaintext data N during the encryption o ext

corDL 1o SiEne AT bl 0 AL LA D
Feedi ng. - baSk THE odansthur pCetbbafintar SRFaL  FRRRtenbnbrwesettc 8t i ng
| ggglr 5 51 ptrgcésg?ng Phé YR eir:p trrge(tjrltj lbg I}er%{"o%lﬁgehd.t hﬁt ;t%%dggi,lgt Iiis rc]:ﬁeglgéd i?fr}:(ljlet he
interrupt is resolved. When the interrupt is resolved, the input switch 96
10  and the output switch 97 are switched to the register k using the number k
stored in the memory. In case of Fig. 6, the memory 55 includes three
~ registers, so that 3 layer hierarchical processes for processing the interrupt
can be performed.
F1g 8 shows another configuration example of the memory 55.
15 | The memory 55 includes a stack 64. The stack 64 is a register of
first-in last-out (FILO). When the intefrupt IT is generated during a stack
1 is used, the data stored in the stack 1 is transferred to a stack 2, and the
data thereafter is stacked in the stack 1. When the interrupt IT is resolved,
the stacked data in the stack 1 is output, and fhe data stored in the stack 2 is
20  returned to the stack 1. Fig. 8 shows a case in which 4 layer hierarchical
processes for processing the interrupt can be performed.
As shown in Fig. 6, when it is possible to perform plural hierarchical
processes for processing the interrupt, a priority can be assigned to each of

the interrupts. For example, a priority 1 is assigned to the interrupt IT1,

25  and a priority 2, which means a lower priority than the priority 1, is assigned



55 provided in parallel wth the feedback Iine 65 of the feedback | oop, for

25 receiving a request to encrypt the plé&ntext data N and storing the

nmodul e 39 5 July 2004 out put block data T; fed back when the pl & hie2$04

bl ock data M +1 is not encrypted subsequent to the plaintext block data M

because the encryptor starts a certain plaintext block data of the

pl ai ntext data N, Yet further, the encryptor includes the selector 54

whi ch sel ectsthqintesaumtel Bt poy aisbiaming thatpidrity ad thiackalyittibeokeubask

| ine 65 of the feedback |oop to supply to the encrypting nodule 51 through

t he feedbackodtpope wherpitohesspfami theeptiobitgck whkat ahbintsr@pe At ggvﬂlr%gag,g uent

to the plaintext block data M, and selects the nodul e output blocC ata

Ti stored ipribhigy fesgeynebdiedo supply to the encrypting nodul e 51 through

t he feedback | oop when the plaintext block 10 data M +1 is not encrypted

subsequent to theFy. ad Hiexis bl esde ¢dat . ' .al_nf.ext

bl ock data of the 1pﬁai ntext data N. F?SMhlgng%f%ﬁgln%hg?%éﬁ%%%%‘(L)l?igo%h% he

OFB nodeg s it¥ 1Rk g 3 J .he C node qf
hanaen Listhertdtmedptiof to te PRk Mrbtlbs Rodilf (Pt &

Fig. 2 is changed to the operation o _ _

of “the CBC moaubRESEATS e o @REocery vibk e il b BRgHS AtV O

additionally i ncl ' o ory 75 Lncl udes a register 76

and a switch 77. g%e & %ﬁ@?%g%%ecrzrgd’{’g%g‘ Hﬁﬁ?%‘ﬂ@ll&%ww%ﬂ hayegthexor
circuit 78 ande priorities.

When the priorities are the same, each of the plaintext block data of
10 the both encrypting processes is encrypted alternately.
Fig. 11 shows a case in which data having the priority 1 and data
“having the p-riority 2 are encrypted.
By assigning the priority to each interrupt as shown in Figs. 9
through 11, 1t is possible to perform the encrypting process which is desirable
15  for the user. In case of processing data of an urgent matter or data with a
short length, effective processing can be performed by assigning a higher
priority to such data. |
Fig. 12 shows a case in which the memory 55 is placed in parallel
with the feedback line 66.
20 The XOR circuit 58 and the encrypting module 51 using the
encryption key K constitute the encrypting unit 52.
| Fig. 13 shows an operation procedure of the encryptor of Fig. 12.
When the following connections are selected by the first selector 61
and -the second selector 62, which enables these selectors to operate in the

' 26 same manner as the selector 54 of Fig. 1.



a decrypting nodule 71 using the key K A register 111 can be provided
inside a selector 74. The decryptor show in Fig. 20, which decrypts the

ci phertext block data G (i =1, 2, 3, ...) included in the ci % 2004
data C and the ciphertext 25 block data N3 (j =1, 2, 3, ...) included in
t he ci phertext data D and includes a 40 E July 2004 processi ng nmechani sm of
the interrupt thah receives a request to decrypt the ciphertext data D
duri ng.decr ypt i nghpibetselegtoriet thpiweeenrd seleatar &2 =rthetsebactot hé decr ypt or
shown in Fig. 20 further includes the decrypting nodule 71 for outputting
decrypted data of the @ phertexttblock ®data G as nodul e out put bl ock
data Ti, feedback |oops 85, 111, 82, and 86 for feeding back the ciphertext
bl ock data C, to the détrypting #nit 72 fthrough the feedb&k |ines 85,
111, and 82 for decrypting ciphertext block data G +1. The decryptor
further includes the nmevory 71 provided iCh parallel=with tige feedback |ine
85, 111, 82, and 86 of the feedback |oop and for receiving a 10 request for
decryptsng the ciphertgxt data Drand stoging the block datg fed back when
the ci phertext block data G +1 is not decrypted subsequent to the

ci phertext bl ock Jdapia 3. Raea ' i f
ci phertext bl ock dat% of the giﬁ%héeé}?ggfégﬁ%g?g?%%é%tﬁy’?ﬁ%%gélggtg?lég%o&

oo 1 ol ek« g bl S\ PBLEEL i LS o
R0 ey .00 EOSEER Rl NSRBI (eSHRA l RR
selector 62 should selec?: C if the contents of the memory 55 is desired to be
10 used (when the encrypting process is returned from the plaintext data N to
the plaintext data M due to the resolution of the mterrupt IT).
| Fig. 14 shows a case in which the memory 55 is placed iﬁ parallel
with the feedback line 67. |
Flg 15 shows an operation procedure of the encryptor of Fig. 14.
15 If the time X when the interrupt IT is generated 1s before XOR
operation by the XOR circuit 58, the memory 55 stores the module input data
S; XORed by the XOR circuit 58. Then, the plaintext block data N, is
encrypted. Subsequent, the second selector 62 is made to select and input
the module input data S; to the encrypting module 51 using the encryption
20 key K, and encrypted to output the ciphertext block data C,.
As shown in Figs. 1, 12, and 14, the memory 55 can be placed in
parallel with any one of the feedback line 65, the feedback line 66 and the
feedback line 67. The memory 55 stores the status which is just before the

~encryptor starts encrypting another piece of data during encrypting a certain

25  piece of data. The memory 55 can be placed at any place as long as the -



t he ci phertext block data G, and selects the ciphertext block data Cl
stored in the nmenory to supply to the en®yption, unit 72 through the

f eedback |1 oop 20 when the ciphertext block data C,.Fl is not efcihupRe!
subsequent to the ciphertext block data G but after any of ciphertext

bl ock data of the ciphertext data D. "Feedback |ine" and "feedback | oop"
used in the above explanation of Fig. 20 do not nean "feedback" which
"inputs dat @nAYPERR cap etk dof the eerggnal sttukeesingckltie mpdnsstoved uppthe

ci phertext block data C, again for decrypting the 41 5 July 2004 ci phert ext
bl ock data Wemdrydi ethetdbepickyptor fmish@hendreptingl thekottiat data. FRarthalk
shows an operation procedure of the decryptor shown in Fig. 20. Wen t he

i nterrupt |the segengril eah Buprogidddatyfluraldotigoss. phertext 5 bl ock data C,
using the encryption key (also called decryption key) K1, the ciphertext

block data G is AtodescriBed habs®gi Ther effr@ftorhecBBImAY 5. thdh @u% r,
the ci phertext block data D, is decrypted u@if’ ng the encgyption Ejég l?fso

cal | ed decrymbb@iin&ey )ondtbornid O | Ry bleclq, daga N
ci phertext bl ock datap01 sltngéf e%ﬁ(%}gp%% ;ﬁelg?ésstseroﬂghég?ﬁ?ﬁe13%%%?91%5&%% 10

ead. the. ciimivk XA ORI LR 1620 ndBEKRLRE MK 118, Bl o mhext Phack

data M. The operation of the selector i's the Sane’ 45°orie 5
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Fig. 22, V"hi,ci' @?.Q,r M)Oatu?d ttﬁg eﬁh%&;%& Fﬁ(cﬁugésoﬁ:{(e memory 55 for storing the status
of encrypting process. The encryptor starts encrypting the first block data
10 of the second processing data before encrypting all of the block data (M,-M)
of the first processing data. And at the time w.hen the encryptor starts
encrypting the first block data N; of the second processing data, the state of
the encryptign of the first processing data (for exampie, ciphertext block data
C)is storéd in the memory 55. When the encryptor restarts encrypting the
15  first processing data, the status of the encryption of the encryptor is returned
to the stored status of the encryption of the first processing data, and then

the encryptor restarts processing encryption of the first processing data.

Further, the encryptor restarts encrypting the first processing data
before completing the encryption of data of all blocks (N,-N,) of the second
20  processing data, and simultaneously the memory 55 stores the status of the
encryption of the second processing data (for example, ciphertext block data
D)) when the encryptor restarts encrypting the first processing data. When
the encryptor restarts encrypting the second processing data, the status of
the encryption of the encryptor is returned to the stored status of the

25  encryption of the second processing data, and then the encryptor restarts



15 data G (i -=1, 2, 3, ...) included in the ciphertext data C and the
ci phertext block data D; (1 =1, 2, 3, 37..) included in the ciphertext
data D, includes a processing nmechanismof the interrupt.that Sebdy B a
request for decrypting the ciphertext data D during decrypting the

ci phertext data C at an arbitrary timng point. The decryptor further

i ncl udes the decrypting nodule 71 for 20 outputting decrypted data as
nmodul e out pucrypiang thatsacortd puedbsiok dataps 85, 86 for feedi ng back the
nodul e out put block data T; to the decrypting nodule 71 through the

feedback |ines 8FigThé sHewsyptafidurativarofitheldidespioref tHBTFE meddr ovi ded
in parallel with the feedback |ine 85, of the feedback |oop, and for

receiving a requéBie figuslety siirabhe i RidIhe a8t o kA1 @M oSTHY ind e
nodul e out put bl ock data Tl fed back when the ci Bﬁlertext OC]El %é(t?rg 5(’?[+1 42

S Jul y 20047k nishodest Khbied BUBTRANGHuL! th"P, ChPARL Sl BhO IBEARD

because the decryptor starts .decrypting any phert ext
the ci phertggduledsfa D. Further, the decryptor shown in Fig. 20 includes
the selector 74 which selects the nodul e output block data T; fed back by

Sk L B0 g R B DRI

encr VP o6 b0l S P gl RE S8 SRR

Gata G T2t ehdPshed T GloalyBER fotend ci bher vavPiPocRades T but
after any %frogés%ﬂ% Eneexc a%s?ﬁ kof t %ti%tgrfru%)g Ef\:hg%: E'Qgeri%gé( E:hg ?‘Eagugét to encrypt
10  the plaintext data N during the encryption of the plaintext data M before the
completion of encrypting the plaintext data M and the encrypting module 51
~ for outputting encrypted data as the module output block data T, The
encryptor further includes feedback loops 65 and 66 for feeding back the
module oufput block data T, supplied from the encrypting module 51 to the
15" encrypting module through the feedback line 65, and the memory 55
provided in parallel with the feedback line 65 of the feedback loop and for
receiving a request to encrypt the plaintext data N and storing the module
output block data T; fed back when the plaintext block data M,,, is not
encrypted subsequent to the plaintext block data M; because the encryptor
20  starts encrypting any plaintext block data of the plaintext data N. Yet
further the encryptor includes the selector 54 which selects the module
output block data T; fed back by the feedback line 65 of the feedback loop to
supply to the encrypting module 51 through the feedb_ack loop when the

plaintext block data M; is encrypted subsequent to the plaintext block data

25 M, and selects the module output block data T; stored in the memory 55 to



Fig. 23 explains the operation of the encryptor of the OFB nbde shown in
Fig. 22. The operation of Fig. 23 is the3same with the one of the encryptor
of 15 the CBC node shown Fig. 21 except that the operation is pehuly2tEd in
OFB node instead of the CBC node. Fig. 24 shows a decryptor of the CFB
node. A decrypting unit 72 is configured by the XOR circuit 78 and a
decrypting nodule 71. 20 Here, the register 111 can be provided inside the
sel ect or 74upDhe tdedrey pnorydhugvmodulbi gl th4oughithe fledbypk dovhevbéphtet ext
block: data G (i =1, 2, 3, ...) included in the ciphertext data C and the

ci phert ext plhimtekt bkick dhta(M,7 18 no?,erBrypted) subebudst td Rhé hakitbheblRkt
data D, includes a processing nmechanismof the interrupt that receives a

request to @eampbut Afte? anGiARIteRKbIARI MR FYht ?Qai&ﬁ%@ﬁﬂ@éﬂanﬂ. the
ci phertext data C at -an arbitrary 43 51uly 2004 timng point. The decryptor

further includes mjbe1deshaht RHe @R F5F U8 O PR b et t data as
nodul e out put. bl OCIE dat abTi, fegdbatﬁ}lﬁﬁoops 85, 111, %}%&v%gﬁ:’ﬁgg eedi ng

back the module qutpil 1l o6k oflaidtich of hd EBARRIANI AR oMRUMLE L3 hihRuah

t he feedback |ines 111, 8 ecryptor turther I'n ﬁermry

75 provided._. ' a [ >, 111 82 of .t f eedback
| oop and fg)P le?%ﬁgglﬁ\ﬁ/’lklrt]gé gﬂr\%%&%&s‘bt? attno gec&éﬁ% 05_3 Eléaetg?np arg tha Salagttgr%gegﬁlﬁ
storing th%frm pée out put block data Ti fed back when the ciphertext bl ock

data G 1l is nog decrypted subsequent to the ciphertext bl ock
Fig. 18 shows an encryptor of the CFB mode.

Compared with Fig. 47, the encryptor of Fig. 18 additionally includes
10 the memory 55. The memory 55 stores ciphertext block data C, output from
the XOR circuit 58.

Further, en encryption unit 52 is configured by the XOR circuit 58

and the encrypting module 51 using the encryption key K.
Flg 18 shows an encryptor for encrypting plaintext block data M, (i =
15 1,2, 3,...) included in the plaintext data M and plaintext block data N;G=1,
2, 3, ...) mcluded iﬁ the plaintext data N. The encryptor includes a
processing mechanism of the interrupt that receives the request to encrypt
the plaintext data N during the encryption of the plaintext data M before the
completion of encrypting the plaintext data M and the encrypting unit 52 for
20 encrypting the plaintext block data M; and outputting the ciphertext block
data C;. The encryptor further includes feedback loops 65 and 66 for feeding
back the module output block data T, supplied from the encrypting module
51 to the encrypting module through the feedback line 65, and the memory
55 ?rovided in parallel with the feedback line 65 of the feedback loop, for

25  receiving a request to encrypt the plaintext data N and storing the module



data C, because the decryptor starts decrgpting any of ciphertext bl ock
data 10 of the ciphertext data D. Furthef? the decryptor shown in Fig. 24

i ncludes the selector 74 which selects the nodul e out put bl ock dbin2d44 f ed
back by the --feedback Iine 85 of the feedback |oop to supply to the
decrypting nodule 71 through the feedback | oop when the ciphertext bl ock
data G is encrypted subsequent to the ciphertext block data G and

sel ects t heowduill kloskt fate T fbil dedckdatleeTithe t whagutteixn hlbel ndsrtar W, 75ist @ot
supply to the dec‘;épti ng nmodule 71 through the feedback | oop when the

ci phertext ®havptelasab@qudrd twothe phadnyeitebloskhkagidnbetouddhehe bpbBHtEX!
bl ock data G but after any of ciphertext block data of the ciphertext

data D. "Festdibvtck cbitaéri phaidtéftdddbladitd epihe phattdst datg NDOYE RXphaNFd on
of 20 Fig. 24 do not nean "feedback"” -which "inputs data output from

itsel f'. Hessorypteedbdaliés thanslé®os WPkdhich PRELE Mhed k4 ' LN
for decrypting the ciphertext block data G +1 after edecrypt ﬁllgpﬁuemg&

ci phertext &dck. BdtvackFh@th [ . | f or,. of
Che G e PR Atk the RPALR 1 86 ofRRE FedhcR 1obEo SIEDKP [

I o g ol 0o 6 TP
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encryptor ofheFh@dule output block data T, stored in the memory 55 to supply to the
encrypting module 51 through the feedback loop when the plaintext block
10  data M, is not encrypted subsequent to the plaintext block data M, but after
a certain plaintext block data of the plaintext data N.
Fig. 19 explains the encryptor of the OFB mode shown in Fig. 18.
In Fig. 19, the operation of the CBC mode of Fig. 2 is_changed. to the
operation bf the OFB mode, and the other operations are the same to the one
15 of F1g 2.
Fig. 20 shows a decryptor of the CBC mode.
Compared with Fig. 44, the decryptor of Fig. 20 additionally includes
the memory 75.
The memory 75 includes a register 76 and a switch 77.
20 Further, a decrypting unii; 72 is configured by an XOR circuit 78 and
a decrypting module 71 using the key K.
A register 111 can be provided inside a selector 74.
The decryptor shown in Fig. 20, which decrypts the ciphertext block
data G (i=1,2 3,..)included in the ciphertext data C and the ciphertext

25  block data N; =1, 2, 3, ...) included in the ciphertext data D and includes a



26. Fig. 1 shows a case in which the key K, is supplied fromthe outside if
the interrupt IT is resolved, while the ¥1 supplied fromthe outside is
stored and used again here. The nenory 155 includes a register 1By 20 a
switch 157. The 10 switch 157 switches ignoring or inputting the’
encryption key Kto the register 156. This switching is perforned by, for
exanple, the interrupt IT. Wen the interrupt IT is generated, the swtch
157 i s conrig®cesping nEechamdsm{dhetingeirmpé thapredeivissa regadstad, ddcbepSilid ch
157 is connected to F. The register 156 inputs the key K supplied through
E and st or esiphertexhdake]) duiibgsteorgating prbeess edihé eiphrfeitsdautout to the
sel ector 154. The selector 154 has two inputs of A and C, out of which the

sel ector 154 sel eftsthene thdhdscrypebecdlicevn dRPEREs 20 FhE LRt ?ﬁélgﬂés Iﬁ*e
which will be described |ater. Fig. 27 shows an operation procedure of the

encr ypt or - siuswptingingduR671 20: Wifutkingy BLOTLELE dBRARE (AE LB ARGE YRIAY 1S

supplied, the inputs to the selector nd t he sel ector

dth ] 7 ' ] E , i |
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request to encrypt the plaintext data N exists, | nt _ _
oene oL IR R0tk HEUERte 0 HEM LEA
AL LR AT R A
The decryptor further includes the memory 71 provided in parallel with the
feedback line 85, 111, 82, an(_i 86 of the feedback loc_)p and for receiving a
10  request for decrypting the ciphertext data D and storing thé block data fed
back when the ciphertext block data C,,, is not decrypted subsequent to the
éiphertext block data C; because the decryptor starts decryptihg any of
ciphertext block data of the ciphertext data D.
Further, the decryptor shown in Fig. 20 includes the selector 74
15 which selects the ciphertext block data C; fed back by the féedback liﬁes 85,
111, 82 of the feedback loop to supply to the encrypting unit 72 through the
feedback loop when the ciphertext block data C; is encrypted subsequent to
the ciphertext block data C, and selects the ciphertext block data C, stored in
the memory to supply to the encrypfion,unit 72 through the feedback loop
20 when the ciphertext block data C,, is not encrypted subsequent to the
-ciphertext block data C; but after any of ciphertext block data of the
ciphertext data D. | ' |
“Feedback line” and “feedback loop” used in the above explanation of

Fig. 20 do not mean “feedback” which “inputs data output from itself’. Here,

25  “feedback” means to supply ciphertext block data C; again for decrypting the



At time TO, the key KLl is supplied fromthe outside as the key KI. As the
switch 157 is connected to E, the key Ki4kis stored in the register 156.
Then, the encrypting process for the plaintext block data M i s shulpr 2064
When the plaintext block data ML is started at tinme TO, the selector 54
inputs an initial value IV through A, and then the selector 54 is swtched
to B. At tinme X during the encrypting process of the plaintext block data
M using therbripxkblockidgte %&s&i%@ddedi‘aptimlgdshemiphenpkt bIbckalatadjuest i ng to
encrypt the plaintext block data N1. Until time T1, the ciphertext block
data Cl becones sFig:&@d showshen mpeoation proddthne dfftbekdniriitor Showapld 85t 0
the encrypting nodule 51 fromthe outside as the key KI at tine Ti due to
the general@.on of the interrupt IT. At tinme Tl, the input to the selector
54 is set to A And at tinme T1l, the switch 57 and the switch 157 are

connected to F. WeearthengkyrrupbdTkiewelfdrh e d@hrifb Qe tin ' 156.
After tinme T1, the encryption of th%ag pl ai nt extub ockgyc}jat aéﬁﬁe i(:@q%z]tfefe’%r med

Uhe. oncrypt 1 on of he "l i oot T ach Sar SN PLR, daPHHBH ke, 8
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5 oTnect Cohaafer ORESANGAL LY, (8, P LEcRIBY B 5 55K >
SO e S ALAIIEASE g i e a0
e 25 RS, SORS MR B8 AR S R s i
10 read, the ciphertext block data C, is decrypted into the plaintext block data
M,. The operation of the selector 74 is the same as one shown in Fig. 4.
‘Further, the operation of the switch 77 is the same as one shown in Fig. 5.
Fig. 22 shows the ciecrypt;or of the OFB mode.
The decryptor shown in Fig. 22, which decrypts the ciphertext block
15 data G, i=1, 2, 3, ...) included in the ciphertext data C and the ciphertext
block data D, ¢ = 1, 2, 3, ...) inicluded in the ciphertext data D, includes a
processing mechanism of the interrupt that receives a request for decrypting
the ciphertext data D during decrypting the ciphertext data C at an arbitrary
timing point. The decryptor further includes the decrypting module 71 for
20 outputting decrypted data as module output block data T, feedback loops 85,
86 for feeding back the module output block data T; to the decrypting module
71 through the feedback lines 85. The decryptor further includes the
-memory 75 provided in parallel with the feedback line 85, of the feedback

loop, and for receiving a request to decrypt the ciphertext data D and storing

25  ‘the module output block data T, fed back when the ciphertext block data C

i+l



5 July 2004 51 using the key K1, and the ciphertext block data C, is
output. Before tine T3, the input to thé? sel ector 54 is switched to B, and
when the plaintext block data M3 is encrypted, the ciphertext B ldk2eHt a
C2 fed back fromthe feedback line 65 of the feedback |oop is input, the
pl ai ntext block data M is encrypted 5 by the encrypting nodul e 51 using
the key Ki1,. and, the ci Hertext bl ock data, C3-is output. Further, before
time T3, the® PRp ec%‘%pﬂg eSWtessent tosthe siphanterieblack dataCioberamtseothef
the selector 154 will be described. 10 Wen the electric power is turned
ON, the i npecryBtemetayss decoipting any of etphestext Flockhdata af she wiphertbet
generation of the interrupt IT is detected, the input is kept setting to A
Until the il DuptFurthey thesdearypiont keosal iecFog. 9G4ncheestide wlsdosetd i ng
its input to A Wien the resolution of the interrupt IT is detected, the

sel ect or 15%hsdt selehis fhepmioduube Gutgteblock seith iMded Dakkay fUfeddPall e key
Kl stored in the nenory 55 is input to the encrypting nodule 51 as the key

K. When 5t heS8&réthptfeedbardi hgpt fvesieylyl ptke Hé@@?ﬁﬂ mc¥hdé 78 h lRehs@lect or
sets the input to A As described above, the se ectggr 154 can ]%)le gvm's@cehed

based on t heedbatieiedy wheaf tHeh@phBHRKE WK dat2@, Me¥her @e&ggi’a@%&&l@{?
[ . en the

processing the interrupt of the switch 157 w be explalne

i e e S R T
stored in the memory 75 to supply to the decrypting module 71 through the
- feedback loop when the ciphertext block data Ci; is not encrypted
10  subsequent to the ciphertext block data C; but after any of ciphertext block
data of the ciphertext data D.
Fig. 23 explains the operation of the encryptor of the OFB mode
shown in Fig. 22. |
The operation of Fig. 23 is the same with the one of the encryptor of
15  the CBC mode shown Fig. 21 except that the operation is performed in OFB
mode instead of the CBC mode.
| Fig. 24 shows a decryptor of the CFB mode.
| A decrypting unit 72 is conﬁgur_ed by the XOR circuit 78 and a
decryptipg module 71.
20 Here, the register 111 can be provided inside the selector 74.
The decryptor sj:xown in Fig. 24, which decrypts the ciphertext block
data C, (i=1, 2, 3, ...) included in the ciphertext data C and the ciphertext
block data D; G = 1, 2, 3, ...) included in the ciphertext data D, includes a

processing mechanism of the interrupt that receives a request to decrypt the

25  ciphertext data D during decrypting the ciphertext data C at an arbitrary



Kl for the plaintext Mis stored in thez{egi ster 156. And when the

interrupt 25 I T is generated at tinme X he switch 157 is connected to F
fromE at time T1, 47 5 July 2004 and the key K2 for the plai nt &ulN2G0st
i gnored. Further, when the resolution of the interrupt IT is detected at
time Y, the switch 157 is connected to E fromF at tinme T2. In this way,

the switch 157 ignores the . key K2 for_the plaintext data N fromthe
generation t&th?g%PHét' r e@l‘) E}F?%Wt?ﬁ %‘tuﬁé‘e}‘ Areludgp the decsypiang mapdigley71 fire key

K1 for thedal ai nt.ext, data glis kept storing in the register 156 of the
menory 155.C0PYLng degipted dadamisguedulenipmt theckidata B, deedtzokroops 85g. 20
when the ke% Kl is stored to be reused. Fig. 28 shows a case in which a
sel ector 174 1lafd, 86 densedingback the mpdadieleutyws hloek data Ihtotholedrygting0.
The operations of the selector 174 and the nenory 175 are the sane as the
ones of théngéwlecy brthreughrtéet feedhackolinessss, $HGVER.i MTHé GlecRfytoF TRrARIFOT Y
55 and the nenory 155 are exanples of the nenory for storing the status of

t he enchyptioelugdeertheheeimgrituptovided $n geralial @dth khe fdRIHRESiNER5 (1 {E
status of the encrypting process is stored in -the nmenory 55 and the nenory

155, whi ch 8&habttesfeelibaekh dootpand fopré@fiving 4 QeliestSldddtsyva thel 119 a
certain data even when the encryption of gnot_ hgr dat a isyg{peﬁofﬁrr}%gwaﬁri ng

7, LD s, amemgo R il LT
can be ret eiplegtiéset loek iddentC,.Gat ndt absS S @uﬁ@&;{déﬁ‘ti t%q:hiesciphertext block
| data C; because the decryptor starts decrypting any of ciphertext block data
10  of the ciphertext data D. Furfher, the decryptor shown in Flg 24 includes
the selector 74 which selects the module output block data T, fed back by the
- “feedback line 85 of the feedback loop to supply to the decrypting module 71
through the feedback loop when the ciphertext blockr data C; is encrypted
subseqﬁeﬁt to the ciphertext block data C,, and selects the module output
15  block data T; stored in the memory 75 to supply to the decrypting module 71
through the feedback loop when the ciphértext block data C,, is not
encrypted subsequent to the ciphertext block data C, but after any of
ciphertexf block data of the ciphertext data D.
“Eeedback line” and “feedback loop” used in the above explanation of
20  Fig. 24 do not mean “feedback” which “inputs data output from itself’. Here,
“feedback” means to supply ciphertext block data C; again for decrypting the
ciphertext block data C,,, after decrypting the ciphertext Block data.
| Fig. 25 explains an operation of the encryptor of the CFB mode
shown in Fig. 24.

25 In Fig. 25, the operation in the CBC mode shown in Fig. 21 is



interrupted, and the interrupted encrypting process can be continued. The
menory 155 and the nenory 175 can be conﬁﬁgured as identically to the
menory 55 shown in-Figs. 6 and 8. O, the key K, can be stored Dulndthhg
the configuration such as ones shown in Figs. 26 and 28 to 25 Figs. 16,
18, 22, and 24. . 48 S July 2004 Further, since the nenories 55 and 155
shown in Fi%. ?6 gpergt the sane, these nenories can be integrated into
one nenory. *ARAGES W 1hei aneyatien, In the §8E yndss and #hel atlicrrogicratioas piresent
enbodi nment Eﬁrforns decryption of the first processing data (ciphertext
data 5 C) rREFAEIeRF ekeq epwnondipl 8tk data C (i = 1, 2, 3, ..., m and
the second processing data (ci phertext data D) including at |east one bl ock
data D; (J.= 1, ¥ig326 showsrin iMheoeweypeeamphebfies eh b8 yTBFBY Yhd TB
storing the status of decrypting process. The decryptor starts d%cryﬁ?ing
process of #Pdershaven in fligck data D1 of the second processing data before
the conpletion of the 10 decrypting process of all block data (Cl through

C..) of &he firstAweaenssilhg anbameWiay 1ma9@gaa§a ;%E tﬁ%ae{ﬁc%&f;%)eo%f &g ng

decrypting process of the initial block data Dr o e secon

data, the dBéryPBigrl shées o &eseaRowRicKeR® by It OfE el ypting st.at us of
the first processing data, and when  t he deg?g‘p{sosrdﬂ}gée[qg%%?&éggﬁ?‘%?llﬁﬁd%t he

first proceslss ngesaipt IT hercsbRldds wilild be 1O ﬁﬁ?ﬁ%&ﬁ%@i@e@%ﬁeij’ﬁgré ©

decrypting status of the decryptor stored |
decryptor rgsdakkd alghen 4eps ypting process of the first processing data.

The memory 155 includes a register 156 and a switch 157, The

10 switch 157 switches ignoring or Inputting the éncry"ption key K to the
register 156. This switching is performed by, for example, the interrupt IT

“Wlhen the interrupt IT is generated, the switch 157 is connected to E, and |
when the interrupt IT is resolved, the switch 157 is connected to F. The
register 156 Inputs the I;ey K suppﬁed through E anci stores it. The key K

16  stored in the register 156 is output to the selector 154. The selector 154 has
Wo inputs of A and C, out of which the selector 154 selects one. This
selection depends on the interrupt IT, which will be described later.

Fig. 27 shows an operation procedure of the encryptor shown in Fig.
26.

20 When the electric power of the encryptor is supplied, the inputs to
the selector 54 and the selector 154 are set to A, and the switch 57 and the
switch 157 are connected to E, Further, while a request to encrypt the
plaintext data N exists, the interrupt IT is generated and kept ON until the
request to encrypt the plaintext data N is resolved. Further, the plaintext

25 data Mis to be encrypted using the key K,, and the plaintext data N is to be



Further, the decryptor restarts the decrypting process of the first
processi ng data before the conpletion ofgsall bl ock data (D1 through Dn) of
the 20 second processing data, and the nenory 74 stores the dedériat 2y

status of the second processing data when the decryptor restarts the
decrypting process of the first processing data. Wen the decryptor
restarts the decrypting process of the second processing data, the status

of the decreypryrtedsusetguthedkép Khe TRET YRl t f, the second
processing data stored in 25 tjﬁe Jrﬁ;ermry a% ?ﬁeglégc%t;p%)er Sluggilﬁﬁtgotthé
decrypti ng epeogesse afoddle 53econd 49 5 July 2004 processing data. Here, the

status of the encrypting process is, for exanple, Encrypted bl ock data C
1, 5 Modul e out put

(and the key K1) Aithifg@s®po C.imde ;.shawn in Fig. .
data T; (and the ke§ K)?P’ni%%l}gyo 1%%“@%9(51&}@ ti??o%ﬁtsil@ﬁ ppgtherkey

Encrypted hl ; b h in case.of the CFB nbde shown in
Fo /Db e e s P70 MinhOfied S I ek R, intorpgrisciiisl cratstia o
shown in Fig. 20, Mdul e out put

d the k i f the CBC d 10 .
Gars T aTtelt) thR ERSEp0he! BR0cEES R Hhermiiowat Blockmista ALY i atmiady

Elngr yngd W]—Pe(\nktlgealglaah%exg %T(gckt (E]aetal&\(/ali/ isKslt)ar%erc]i gtatsifneo';‘o,tt%ee Sc(:al;eBctg:%i mzzi?svm ;
an initial value IV through A, and then the selector 54 is switched to B. At
time X .during the encrypting process of the plaintext block data M, using the
key K,, it is assumed that the interrupt. IT for requesting to encrypt the
plaintext block data Nl- Until time T1, the ciphertext block data C,
becomes stored in the memory 55. Then, the key K, is supplied to the
encrypting module 51 from the outside as the key KI at time T1 due to the
generation Qf the interrupt IT At time T1, the input to the selector 54 is set |
to A. And at time T1, the switch 57 and the switch 157 are connected to F.
Accordingly, the key K, is not stored in the register 156. After time T1, the

| encryption of the plaintext block data N; i:ls performed usiﬁg the key K,, and
the ciphertext block data D, is output. At time Y, the encryption of the
plaintext block data Nj is finished, and the interrupt IT is resolved. Due to
this resolution of the interrupt IT, at time T2, the input to the selecfor 54 is
switched to C, and the switch 57 is connected to E. Consequently, the key

- K, is output to the selector 154 from the register 156 as the key KL ;alnd the
key K, is supplied to the encrypting module 51 from the selector 154 as the
key KI_. Further, as the selector 54 is switched to C, the cii)hertext block

data C, stored in the memory 55 is input for encrypting fhe plaintext block

data M,, the plaintext block data M, is encrypted by the encrypting module



15 In the above description, the encryptor and the decryptor have been
expl ai ned in cases of three nodes, respettively. The three nodes are only
exanpl es, the present enbodi ment can be applied to the encrypt o h2@Me
decryptor in other node such as inproved node or transformed node- In
particular, the characteristics of the enbodinent is that in the 20
encrypting/decrypting nmethod, in which the block data G, M, or Ti
generated @t ugheg @ecgk%bpﬂhr@wtl the yipthentpxtibleclofatsh€, pr ewfpaits  Eaifarcatigmeaused
for the encrypting/decrypting process of the next block data M +1 or C, +1
as the fechbbadie ivpuato theseteomry54s swetereaviodBoakdwnotHeg aifex§ baidks of
the encrypting/decrypting process, so that the status of the

encrypt or/ dbamyt &3 eR&rypéed, hbercgihemest black da@a (0)Fe @ badk Falm Thatrsigising
the block data C;, M, or T; 50 5 July 2004 after encrypting/decrypting

process of lanotbef thi gealtikdabiis AGART ﬂh@?iaume:wm@ék AAE] ¥PLis cprﬁﬁ{ehgti ng

mode is used is out of question. Here, instead of the interrupt

request sf orbyetled ¥Rdry@ingSieauldb N elsin® H@gb? R SUGR @3 c@ﬁ%&{wxé Kfc;[é:?;gre}%rgl

t oken obtai nment syStemcan be 5 recéeived,” and an interactive p

processi ng @fisq)tutbg@_st two encrypting/ decrypting processes can be
per f ormed. Further, in the above enbodi nent, the encryption key Kis used

o Syt sl e B et SRUSKER 1 e SERCRLTERLISRIGR-EEB.
Enbodi ment 2.
An operation of the selector 154 will be described.
10- When the electric power is turned ON, the input to the selector 154 is
set to A. Further, also when the generation of the mterrupt IT is detected,
~ the input is kept setting to A. Until the interrupt IT is resolved, the selector
154 operates with setting its input to A. When the resolution of the
interrupt IT is detected, the selector 154 sets the'input to C. Due to setting
15  the input to C, the key K, stored in the memory 55 is input to the encrypting
xpodule 51 as the key K. When the encryption using the key input from C is
started, the selector sets the input to A. |
As described above, the selector 154 éan be switched based on the
generation of the interrupt IT.
20 Next, an operation of processing the interrupt of the switch 157 will
be explained.
| When the electric power is turned ON, and at the first encrypting
process of the plaintext data M, the switch 157 is connected to E, and the key
K, fdr the plaintext M is stored in the register 156. And when the interrupt

26  ITis generated at time X, the switch 157 is connected to F from E at time T,



In the foll ow ng enbodi nent, another case will be explained, in which the
encryptor performs a confidentiality protess and a data integrity ensuring
process. 15 The data confidentiality process neans to encrypt d&tfaly2008r der
to make the data mneaningl ess even when the data is w retapped or stolen.

Further, the data integrity ensuring process neans to ensure that the data

Is not replaced by anybodg. In case of transferring data, the integrity of
data sonetanfethakend tfor fhe phaimtest Nsisughpress powftbeniwgen kke resolution
confidentiality 20 process of data. The data confidentiality process is

performed W theciypriupg IR ke ddbacted Bictinhet ¥ tht ewifchy18Msurcongeqec@SE i S
performed by appending a MAC (Message Authentication Code) to the |ast bit

of the dat dremdFctietitienG2. t fir tMBCway, dké eatitdthe5Y aapeFdsthe kbP K 28 Shews a
case in which an encrypting unit 100 of the OFB 25 node perforns the

confi denti allaintept asesN frafdtlte Mkegener ahll tROPeRMutibf of tha ek 4P0fT CBC
node generates the MAC. Fig. 29 shows the encryptor which encrypts the

pl ai nt eyt dedcardingdy, usH &egt KI, %%ttm%ﬁh@éﬁt B4ta DIOGK g% BstHin 9%1{ h&

encrypting nodul e and generates the C for ensuring t integrity of the

ci phertext ;dgi@er 156 0P tROGMRLQAF 155l udes an encrypting unit 100 having a
first feedback | oop 65 which f'feeds back the nodul e output block data Ti

supplied fromtheay.ea6t ' - 51 e ' t he. plai nt.ext bl ock
FigCO8 KB %g&%ﬁp offthe &Il é)lr%glawn 1r§§%g.%’t§)ewhen

data by the encrypting no e encryp ule
encrypting {4BideyR0is stored to be reused.

Fig. .28 shows a case in which a selector 174 and a memory 175 dre
10 ?dded to theadecry'ptor of Fig. 20. The operations of the selector 174 and the
memory 175 are the same as the ones of the selector 154 and the memory 155
shown in Fig. 26.
The memory 55 and the memory 155 are examples of the memory for
storing thé status of the encryptor when the interrupt IT is generated. In
15  this way, the status of the encrypting process is stored in'the memory 55 and
the memory 155, which enabies the encryptor to return to the status of
encrypting a certain data even when the encryption of another data is
performed during the certain data is encrypted. Namely, using the data
stored in the memory 55 and the key K stored in the memory 155, the status
20  of the encryptor can be returned to the identical status when encryption is
interrupted, and the interrupted encrypting process can be continued.
The memory 155 andi the memory 175l can be configured as
identically to the memory 55 shown in Figs. 6 and 8. Or, the key K, can be
storéd by adding the configuration such as ones shown in Figs. 26 and 28 to

25 Figs. 16, 18, 22, and 24.



i nputs the plaintext block data, feeds back nodul e output bl ock data Ti
using 10 the first feedback |oop 65 to #érformthe encrypting process to
out put ciphertext block data G . The encryptor includes a MAC Gohubr 210k
200 having a second feedback | oop 66 which feeds back a conmputed
intermediate MAC result Ti. The MAC generator 200 inputs the ciphertext

bl ock data C at_every output of the ciphertext block data G fromthe
encrypting unit I0othes stmepiteasentnriogs andidds shewn onfliged6 iopteateedicat e
MAC result Ti feedback using the second feedback | oop 66, and generates a
MAC P to eame dheberiemeges tan bk intexraiqhastoente shabeoryFi g. 30 shows an
operation procedure of the encryptor shown in Fig. 29. 20 The pl ai ntext

bl ock data ML is Ad heis baet yliteasded] chiehdeaivpher tiaxelakioek t6agie Glesdyaxt
the plaintext block data M2 is input to be encrypted into the ciphertext

bl ock dat a ei@bodiBittRARALE Jedrptida TREE ¥kt pRo@kstdiedatdl RITHA¥E xUAGK
data M, the ciphertext bl ock dg%)a C is input9 and the co(réfplfj}%ati%n of the

MAC is st artethelBingesh 1ddsieonblbRil 44 T4 =t heo23 enc ' r of
t he pl ai nt ex)te bi ock\égata M and the corrput‘_gji i on of gi he’ %g)p%hggﬁ}{/% g%tg §1I\/AC

e T3, 1 RSBl Rt (AT St e B Al SRR on R N T o ™

time T3, the encrypting process o e pl al ntext t he

compus a0, f, Lnpmamhased gl Oy URL SR GHLMLACH BAAE O BB AL
53 is perJa%ﬂﬁ@'né‘%%E&%. N%epd.écsry%%lp Wlarts decrypting process of an initial
E block data D, of the second processing data before _the completion of the
}O decrypting process of all block data (C, through C,) of the first processing
data. When the decryptor starts the decrypting process of the initial block
. data D, of the second prbcessing data, the decryptor makes the above
memory store the decrypting status of the first processing data, and when
the decryﬁtor restarts decrypting the first processing data, the status of the
15 decryptor is returned to the decrypting status of the decryptor stored in the
memory 75 and the decryptor restarts the decrypting process of the first
| processing data.
Further, the decryptor restarts the decrypting process of the first
processing data before the completion of all block data (D, through D,) of the
20 second processing data, and the’ memory 74 stores the decrypting status of
the second processing data when the decryptor restarts the decrﬁting
process of the first processing data. When the decryptor restarts the
decrypting process of the second processing data, the status of the decryptor— -
is rétu‘rned to the decrypting étatus of the second processing data stored in

25  the memory and the decryptor restarts the decrypting process of the second



The configuration of Fig. 29 is characterized by that the ciphertext block
data G output fromthe XOR circuit 58 i input to the XOR circuit 59 by a
feed line 69. The feed |ine 69 combines the encrypting processeé lufy 200z
OFB node and the CBC node, so that the confidentiality process and the 10
integrity ensuring process are perforned by pipeline processing. In case of
Fig. 52, the process at tine T6 requires nmuch processing tinme, however, in
case of Fi gprogegsingdapr.ocessing is finished at time T4, which .shows a high
speed processing has been done. Fig. 31 is a flow diagram showi ng the
operation of the IHew yhe statub®fthewnciyptihg pra@ssAs, B examgibock data
counter i is initialized to 1. S52 shows the operation of the encrypting

unit 100. The endinyq@ybtgl bivdk d Cppans thbekespKg) ih @%ke RIFGBE IBANMde
encrypts the plaintext data M into the ciphertext block data G, and

out put s t hehewghiat Fexti, bl ock data G . S53 shows the 20 operation of the MAC
generator 200. The MAC generator 200 inputs and encrypts the ciphertext

bl ock dgta O andye@IRUb&EIthea M P, (SRd &@eﬁgﬁtl’g{) int B&é}b@%ﬁect%gl i i

G,
i ndi cates the last block data n. When the coun doesn't, the dat a

counter i ishoW]PfxﬁFF%‘?tl%daﬁH 555, and the operation is returned back to the
process of 552, Nanely, the processes of the 25 encrypting unit 100 and the

G, Sener o 2uharpeERt et 18 55 K tlGh I erfgt
comput ed algpgh REFRTER.  15d 808 pMAT BRI 19l LARLIMC 1S

Encrypted block data C; (and the key K)) in case of the CBC mode

10 shown in Fig. 20, . |
Module output data T, (and the key K,) in case of the OFB mode

shown in Fig. 22, and | |
Encrypted block data C; (and the key K,) in case of the CFB mode
~ shown in Fig. 24.‘

15 In the above description, the encryptor and the decryptor have been
explained in cases of three modes, respectively. The three modes are only
examples, the present embodiment can be applied to the encryptor and the
decryptor in other mode such as improved mode or transformed mode. In
particular, the characteristics of the embodiment is that in the

20  encrypting/decrypting method, in which the block data C,, M,, or T, generated
at the encrypting/decrypting time. of the previous data are used for the
encrypting/decrypting process of the next block data M, or C,, as the

| feedback data, the memory 55 is provided for storing the status of the

encrypting/decrypting process, so that the status of the encryptor/decryptor

25 can be returned back to the original status using the block data C, M, or T;



appended to the last bit of the ciphertext block data G at S56. As shown
in Fig. 31, at every generation of the @ phertext block data G by the
encrypting 5 unit 100, the MAC generator 200 inputs the ciphert éxulbRefek
data C to conpute the MAC, which enables the pipeline processing at a high
speed.. Fig. 32 shows a configuration conbining the encrypting unit 100
and the MAC generator 200 shown in Fig. 29. That is, the encrypting nodul e
51 is shard@eppnendtngdgprypiigeupioces0of andthéie pi€ ofedetat oAc@Adinglyd- t he
10 XCR circuit is used as the XOR circuit 58 of the encrypting unit 100 and
t he XOR ci rebich &xrpptingslentydties enadeors 20 iskantdfepuestiba. f eedback line is
used as both the feedback line 65 of the encrypting unit 100 and the
feedback |ine 6@efe,tinetddliCofyeheintartupOdT, £hé ireghestFactRirydlicseliSils an
initial value IV at starting time of the 15 confidentiality process. A
second sel agther rsedieatiSmtdivhi 4 poBhg \ktttn loY RBkehWbtafi@bhi BsteniaRihe he
Integrity ensuring process. Athird selector 63 alternately selects the
confi degt i alecbived! 06aAS AN ihtEraktiy8I P AIRNS YWrbBsit OCESSt ThGst  two . .
confidentiality process can be perforned by sétting the I nput SF L e %t hird

sel ect ot Qufery FHnkMREry s bRIRULIS darP e Yok RGpRigoCess can be 20 perf or med

by setting the i nput of" 'the third selecto A nmenory 93 stores the

dul t put dat - W | e 51 usi t
eneryot Con” key & Paithef ubttle JAGUB EdBodfREAY R \hARRHE 1o KoL Hed  for
itch 97, ' ' d i st 9. The i i tch
56 and ¢ he BepbinelfEeb e BocRl WRBRES dhe AR RoRRERT Bun s SPRESE O
sel ector 6:schepétnc%yg{iﬁg/%l\émc%y%%l{]ggpchetsQ Si ]g]é&tdu§1%!g%ﬁ%%5c§§ption key.

10
Embodiment 2.

In the following embodiment, another case will be explained, in
which the encryptor performs a confidentiality process and a data integrity
ensuring brocess.

15 The data confidentiality procesé means to encrypt data in order to

make the data meaningless even when the data is wiretapped or stolen.
Further, the data integrity ensuring process means to ensure that the data is
not replaced by anybody. In case of transferring data, the integrity of data
sometimes needs to be ensured as well as performing the confidentiality
20 process of data. The data confidentiality process is performed by encrypting
the data. The data integrity ensuring process is performed by appending a
MAC (Message Authentication Code) to the last bit of the data and checking

the MAC to detect the tempering.
| Fig. 29 shows a case in which an encrypting unit 100 of the OFB

26  mode performs the confidentiality process, and a MAC generator 200 of the



S July 2004 63, both the input switch 96 and the output switch 97 are
switched. Fig. 33 shows an operation prddedure of the encryptor shown in
Fig. 32. Between time TO and tine Ti, the confidentiality procedsiulif2@ie 5
pl ai ntext block data M is performed. The nodul e out put data generated
during the confidentiality process is stored in the first register 98.
Between tine T1 and tinme T2, the MAC is conputed based on the ciphertext

bl ock dat &8 mpHe gevepateedhe MALhedi ate MAC result generated by the
integrity ensuring process is stored in the second register 99. Next,

between tine T2 1BiganZd tshoavsT3het trcrypindi dehichakitiyyikotles lafntele data
pl ai ntext block data M2 is perforned based on the nodul e out put data

stored in tieelddingtatrlegsisties pREnend Blbek Rhed kMg I efkeidld Modulbehd
between tinme T3 and tinme T4, the conputed internediate Cresult stored in

the second geagiratey tIROMMO fol@nsaiierie Kt teBlRS kofd@cc; | DRYT the
MAC i s conputed. By repeating 15 tﬂz]!(;gge operelgt i gns, thégc%gn e?&eﬁ%?al ff?%

rocess san o @Il W ASking" |
o sanbridigpich! Rfdet SHSHAAInR BEESRRREyGAMD! ELE%AE L0 00n 65

ci phertext data and the MAC P are output. |In cas _

oo TSRO R SRR AR BT LEVGEY L

e S g, BRSO S R PRSAATIRL 0

BRI T R R R
mnputs the plaintext block data, feeds back module output block data T, using

10  the first feedback loop 65 to perform the encrypting process to output
ciphertextA block data C. The encryptor includes a MAC generator 200
having a second féedbac_k loop 66 which feeds back a computed intermediate
MAC result T, The MAC generator 200 inputs the ciphertext block data C,
at every oﬁtput of the ciphertext block data C; from the encrypting unit 100,

15 computes the MAC, makes the computed intermediate MAC result T,
feedback using the second feedback loop 66, and generates 'a MAC P to
ensure the integrity of the ciphertext data.

Fig. 30 shows an operation procedure of the encryptor shown in Fig.
29.

20 The plaintext block data M, is first encrypted into the ciphertext
block data C,. ‘Next, the plaintext block data M, is input to be encrypted
into the ciphertext block data C,. Simultaneously to the encryption of the
plaintext block data M,, the ciphertext block data C, is input and the

computation of the MAC is started. Between time T1 and time T2, the

25  encrypting process of the plaintext block data M, and the computation of the



The MAC generator 400 is configured the same as the MAC 25 generator 200.
55 5 July 2004 Fig. 34 shows the decrypt® which decrypts the ciphertext
data including at |east one ciphertext block data into the pl aPnbx004at a
and generates the MAC for ensuring the integrity of the ciphertext data.
The decryptor includes a decrypting unit 300 having a first feedback | oop
65 5 whi ch feeds back the npdul e out put block data Ti generated at
decrypting pdased sm the cinhentextellock dadk COanre Gerfosmeg. t (Betdeenytitiong
nmodul e 71. The decrypting unit 300 inputs the ciphertext block data G
mekes the mbaamnd timetTiitthelemckyptang pTocese ofl ae s dintddtdlbil §atd MEdhRCHd 00p
65 to decrypt and outputs the plaintext block data M. The decryptor

further i notaropstatidvad the MerGbateat oM ORe bipticntsst kiesoastd €caRagk thaapd 66
whi ch feeds back the conputed internediate MAC result Ti. The MAC

gener at or 440 time3; thheongatatiohmTaheeMa dbaskl dattheWih RedtBg: bidReifExt
bl ock data G input to the decrypting unit 300, perforns the MAC

conput atsi onC} i watfpuhed hadabeMMACYP ik Rugpaedi ate MAC result, nakes the
second feedback | oop 66 feedback the 15 conmputed internediate MAC result

Ti, and gener at esSThdeoMACuFRAHOK of FAEUBHNE &Bt?%&qa&r:zggggtﬂt h@&g@%@f&%ﬁgt

data. The ciphertext block data G s 1 nput t circui

SeeYP " MO B8 08 455 BB ) B8 SLBURELE M M FRLRSE 1
20 the proggpsesediink . dofd Rlodt8nd B cod¥Indl thd BE MG I DALY 1902 ©
OFB mode and the CBC mode, so that the confidentiality process and the.

10  integrity ensuring process are performed by pipeline processing. In case of
Fig. 52, the process at time T6 requires much processing time, however, in
case of Fig. 30, the processing is finished at time T4, which shows a high
speed processing has been done.

Fig. 31 is a flow diagram showing the operation of the encryptor

i5 | shown in Fig. 29.

At 851, a block data counter i is initialized to 1. S52 shows the
operation of the encrypting unit 100. The encrypting unit 100 inputs the
plaintext block data M, encrypts the plaintext data M, into the ciphertext
block data C, and outputs the ciphertext block data C;. 553 shows the

20  operation of the MAC generator 200. The MAC generator 200 inputs and
encrypts the ciphertext block data C; and computes the MAC. S54 checks if
the block data counter i indicates the last block data n. When the counter
doesn'’t, the block data counter i is incremented at S55, and the operation is

returned back to the process of S52. Namely, the processes 'of the

25  encrypting unit 100 and the MAC generator 200 are repeated. When it is



performed sinmultaneously, so that the processing speed can be increased.
Fig. 35 shows a configuration to which tHe decrypting unit 300 and the MAC
generator 400 of the decryptor shown in Fig. 34 are integrated. SRufy 2@5t
shows a case in which the decrypting nodule 71 and the 25 feedback |ines
87, 88 (feedback |oop) are shared. 56 5 July 2004 A first selector 81
selects the initial value IV at starting tinme of the decrypting process. A
second sel ¢lategtedntsaddthat thepromess af thalas hiveladats iscoipieteidnshotagthe
integrity ensuring process. Athird selector 83 alternately selects the
decrypt i ng MASc eomputedt At $id dpcomesetisairfimg piA€esmd The Timel deictdpisi on
can be perfornmed by setting the input of the third selector 83 to E.

Further, thepemdedribtthedastubitng the efEisartearbloek path @, e, S8 thagn ihhe
i nput of the third selector 83 to F. The nmenory 93 stores the nodul e out put

data Ti outiigt 31 atetdry geareatiphiofgheRiilatdd BlotdatR €, %Wpéﬂﬁypﬁﬁg_ K.
The nmenory 93 includes 10 an input switch 96, an output switch 977 a Tirst

regi stes 98miarkb0a $RCMUC s&UiIEtEr 2@@-inﬂiﬁsiﬁlﬁuéiﬁfﬁ\é’%ﬂﬂ %cﬁ?@%%h@- qyt put

switch 97 are synchronized to switching of the third selecto At "every

swi tching ebnififtettheNATE |Vﬁﬁt:ﬁ_rena%3§e6$ ‘Esﬁhégpl @g!rr]ib g%%és%lfh% QiF:) rﬁg}gght}ﬁ;egat put

switch 97 are also switched. Fig. 1 operatio . e of the .
o B, “hoine S Ee T RS R R o
the MAC generator 200 shown in Fig. 29. That is, the encrypting module 51
is shared by the encrypting unit 100 and the MAC generator 200, and the
10  XOR circuit is used as the XOR circuit 58 of the encrypting unit 100 and the
XOR circuit 59 of the MAC generator 200. Further, the feedback line is
~ used as both the feedback line 65 of the encrypting unit 100 and the feedback
hline 66 of the MAC generator 200.
A first selector 61 selects an initial .value IV at étarting time of the
15  confidentiality process. A second selector selects the initial value IV at the
starting time of the integrity ensuring process. A third selector 63
alternately selects the confidentiality process and the integrity ensuring
process. The confidentiality process can be performed by setting the input
of the third selector to E. Further, the integrity énsuring process can be
20 performed by setting the input of the third selector to F.
A memory 93 stores the module output data T, output from the
encrypting module 51 using the encryption key K. The memory 93 includes
an input switch 96, an output switch 97, a first register 98, and a second
regiéter 99. The input switch 96 and the output switch 97 are synchronized

25  with switching the third selector 63. At every switching of the third selector



decrypted and the ciphertext block data G is stored in the register 111.
The nodul e output data generated during® he decrypting process .is stored
in the 20 register 98. Between tinme T1 and tinme T2, the AMC i s éofpyeen
based on the ciphertext block data G stored in the register 111. The
conputed internmedi ate MAC result generated during the integrity ensuring
process is stored. in the second regi ster 99. Next, between tine T2 and
time T3, the3: kathibeuart pritch Yheand Cheiontpubewitchrdt e swichedr 111, the
decrypting process 25 of the plaintext block data M2 is performed based on
t he nodul e out putFigat3d $v6 dulope2didn girocatierofithe dricrgptoradicshein ¥gand
the ci phertext block data C2. Then, between tine T3 and tine T4, the
conputed i ntZrnediate MAC result stored in the second register 99 and the
ci phertext block data C2 stored in the register 111 are input and the MAC

i's conputed. By rBpeeddm@ihbeEe ambaimbi ’Q‘@;S,thb%nﬁicﬁh@iaﬁtg PRicdsand {fie MAC
Q are output. The MAC Qis conpared with the MAC P. If the AMC P matches

the MAC5Q, Jﬂb@nﬂ'eﬂt 806Kk Maff MIPes gatRread. bargnsiy@de oliteggt d]tg,:eg g%g);@(%tcﬂ ng

process and the integrity ensuring process are conpl et shows a

conf i gur at i @iyihp tWBic6RABRLISASY %P&d’ees iyﬁdg&%égﬁ tRE ﬁgﬁ%ﬁ%ﬁ’@ﬁg ﬁ%&%sé%dg

I nstead of the encrypting unit” 100 of t node

o 5rone, PPl anoguet s, Lngtlabnt ) U8B SORLUHOR .
the MAC TorgRasdl i Rphd Binh MR tbYmBii R MAPPELLE één&%%gd b; DGe integrity
ensuring prdcess is stored in the second register 99. Next, between time T2
10 and time T3, the bonﬁdentiality process of the plaintext block data M, is
performed based on the module output data stored in the first reﬁster 98
‘and the plaintext block data M., Thgxi, between time T3 and time T4, the
computed intermediate MAC result stored in the second register 99 and the
ciphertext. block data C; are input and the MAC is computed. By repeating
15 these operations, the confidentiality process and the integrity ensuring
process are completed and the ciphertext data and the MAC P are output.
In case of Fig. 33, the process is finished at time T6 and the processing time
1s not reduced. However, as shown in Fig. 32, the encrypting 'modul-e 51
using the encryption key K, the XOR circuit 58, and the feedback line 67, 68
20  (feedback loop) are shared by the encrypting unit and the MAC generatof, lso
that the circuit scale can be reduced.
Fig. 34 shows a decryptor ihcluding a decrypting unit 300 of the OFB
mode and a MAC generator 400 of the CBC mode.
The MAC generator 400 is configured the same as the MAC

25  generator 200.



encryptor -includes an encrypting unit 100 having a first feedback | oop 65
whi ch feeds back the ciphertext bl ock dat®a G out put fromthe encrypting
modul e 51 at encrypting tinme of the plaintext block data by theSehuby 344 ng
unit 52. The encrypting unit 100 i nputs the plaintext block data M, makes
the.. ciphertext block data C, feedback using the first feedback loop 65 to
performthe encrypti nt process, and outputs the ciphertext block data G.
The encryptor furfiger34 mbotigethe dancypioserdtich decepptshabe ngphestesbniata

f eedback | oop, 66 whi ch-feeds back a conputed internediate MAC result Ti.
The MAC geridehiding 2@ leagbuene toigheritpkie bieskt dotocktaldha (laintexdvéata amidput
of the ciphertext block data G fromthe encrypting unit 100, conputes the
MAC, nekes generataspiiiceNAGtfor maduatrey MCintegulty o, tHeeeiphaetextdatg, t Mhe58 S
July 2004 second feedback | oop 66, and generates a MAC P to ensure the
integrity afecrypiorcinphetdsextdetayptingi gnit3806 Haweing £ qhkt dWsABAQN 14dp Whi Ch
the decrypting unit 300 of the CBC nobde is provided instead of the

decrypt 6ng which £eds WackhiheOoBdms @utpus BRWR A2t TY gendthteli & d&%yﬁﬂ?x‘é’s the
decryptor which decrypts the ciphertext data i ncl Ugl ng at | east ©Ohe

ci phertext pgroeeds ¢fahe diphérttRELRLRIBES, &%@tﬁ@ﬁecﬁ@@{ﬁt&%ﬂuﬁé‘?ﬁw‘“@hﬁaor

ensuring the integrity of the ciphertext data. The or includés a

oo VP8 ki [0 i e S G By M U AR,
ci phertext Ritpak Hdl@dSia a9 JRIRE Ep%hgim@rf%&ﬁa(}y f(’)%%) g3 (%crypt and
| outputs the plaintext block data M;. The decryptor further includes a MAC
10  generator 400 having a second feedback loop 66 which feeds back the
computed intermediate MAC result T,. The MAC generator 400 inputs the
~same ciphertext block data with the ciphertext block data G, input to the
decxypting unit 300, performs the MAC computation to out.put the computed
intermediate MAC result, makes the second feedback loop 66 feedback the
15 computed intermediate MAC result T, and generates the MAC Q for
ensuring the integrity of the ciphertext data. |
The ciphertext block data C, is input to the XOR circuit 78 of the
decrypting unit 300, and at the same time, the ciphertext block data C, 1s
ipput to the MAC generator 400 by the feed line 69. By this configuration,
20  the processes of the decrypting unit 300 and the MAC generator 400 are
performed simultaneously, so that the processing speed can be increased.
Fig. 35 shows a configuration to which the decrypting unit 300 and
the MAC generator 400 of the decryptor shown in Fig. 34 are integrated.

Fig. 35 shows a case in which the decrypting module 71 and the

25 feedback lines 87, 88 (feedback loop) are shared.



f eedback by the first feedback | oops 85,.82 to decrypt, and outputs the

pl ai ntext block data M The "decryptor fuff her includes a MAC generator 400
havi ng a sécond feedback | oop 66 for feeding back the computed 1®July2004
intermediate MAC result Ti, and the MAC generator 400 inputs the

ci phertext block data di being identical to the ciphertext block data C;,

I nput to the dec ting, unit_300 onput es, the MAC, _out puts the conputed
i ntermedi ate MAC é@&#@glﬂ‘??"%ié@@%ﬁ %w&%a@d/alm dVneldsteringnitmecefitite  Ti
f eedback by,the faecond f eedback | oqp, and generates the MAC for ensuring
20 the int eFrTVYPHBE PIRECES-pher sespndgarlactons8Y esaleqth ctheabuivim] valugsIV 28 and
37 show the encryptors, each of which includes the encrypting unit

i nputting dHPEMRS &uee ypl thed leiegpiyt enguringe pdatemsandAt bleirWAGepener @or

i nputting the encrypted data output from the encrypting unit and

gener ati ng #her M@Y}’f spledtadbeidegriiing nregss aylddﬂletiheeglﬁtycémmgggodégg_a,
wherein the MAX generator starts generating the MAC 59 5 July 2004 before

t he encdyptTee detryplimndetrabe pecionpled: ledsdtyindehegutifithg thivd selefies aer
Figs. 34 and 38 show the decryptors, each of which includes the decrypting

uni t i nput tiong. t Hewtldra the idesyyiyt cnaidiogtputidsnet BE Satamandyt HgiMAC
generator inputting the data input by the decrypting unit and g generati ng

the MAC f orthenspoi of thé ehirdiseidtéy s8%o Fhe ci phertext data, wherein the MAC
generator starts generating the MAC before the decryption of the data is

| ﬁgirr}[)I gggdo?yt Lgeg!:l%é: n&%%ﬁémbﬂgg 93stores RBe GHGANR! bR HNHALal 30 oREp I RIS GHYPL | NY
' encrypting module 51 using the encryption key K. The memory 93 includes
10 an input switch 96, an output switch 97, a first register 98, and a second
register 99. The input switch 96 and the output switch 97 are synchronized
to.switching of the third selector 83. At every switching of the third selector
83, the input switch 96 and the output switch 97 are also switched. |
F1g 36 shows an operation procedure of the decryptor shown in Fig.
15 35. |

The decryptor'input_s the ciphertext data and the MAC P.

Between time TO and time T1, the ciphertext block data C, is
decrypted and the ciphertext block data C; is stored in the register 111. The
module ogtput data generated during the decrypting process is stored in the

20 register 98. Between time T1 and time T2, the MAC is computed based on
the ciphertext block data C, stored in the registef 111. 'The compﬁted
intermediate MAC result generated during the integrity ensuring process is
stored in the second register 99. Next, between time T2 and time T3, the

ciphertext block data C, is stored in the register 111, the decrypting process

25  of the plaintext block data M2 1s performed based on the module cutput data



\hi ch are not shown in the figures, can be used in the above 10
2ﬂcryptor/decryptor. The MAC generator 280 of the OFB npde or tgs[%ng&fde,
which are not shown in the figures, can be used in the above uly
encryptor/decryptor. Fig. 39 shows a configuration of the encrypting
nmodul e 51 or the decrypting nodule 71. 15 The encrypting nodul e 51 I
I ncl udes a key schedul er 511 and a data random zer 512. The key schedul er

511 i nputs Yeeekey the firgenegiater 198 audbEke Qﬁpl@é&tt@ﬂﬁi%dk%%t%m Tﬁ LRugh

ExtK,,. The data random zer 512 generates a random nunber u3| ng uncti on

F and an XORteieeauiihe Tehend t4p6 Ti4OBhE cbﬂmﬂtédtlﬂé‘eﬁ%«ﬁ&% %8@ i (glfe%l‘i” m

non-linear transformation .20 of the data. In the encrypting

the above emcthPkeond ?2 thﬁ}g_gi_%céﬁ’%eﬂlbl k}%%%\%etgﬁggrlﬁgg g%a%iat ﬁgn]%?xgags bé %eby

Encryption Standard),
4 - P t 97/.9705 ( US Pat ent
the inter n%ﬁgﬂﬁosﬁgggﬁ% )mﬁlg% agﬁij'tﬁé %%g”?ss)co . BEPesiiBg kthasgher

| i cati on
Gevel oped psehio, LG MK PLADRTu PLAEAILEILM STY, h chveg cetgr et
| | t
cel Tl bhga (LRG0 LRES | n, g8t il pblepse visit o P

apanese pat ent
ci pher al gogifh @agé %glll %eéjnslur}eéhe’liil % t}ele degryptlng process and the integrity

ensuring process are completed.

Fig. 837 shows a configuration in which the encrypting unit 100 of the

CBC mode is used insteafi of the encrypting unit 100 of the OFB mode shown
- in Fig. 29.

Fig. 37 shows the encryptor which encrypts the plaintext data
including at least one plaintext .block data using the encrypting module and
generates the MAC for ensuring the integrity of the ciphertext data. The
encryptor includes an encrypting unit 100 having a first feedback loop 65
which feeds back the ciphertext block data C; output from the encrypting
module 51 at encrypting time of the plaintext block data by the encrypting
unit 52. The encrypting unit 100 inputs the plaintext block data M, makes
the. ciphertext block data C; feedback using the first feedback loop 65 to
perform the encrypting process, and outputs the cipliertext block data C,.
The encryptor further includes a MAC generator * 200 having a second
feedback loop 66 which feeds back a computed intermediate MAC resﬁlt T..
The MAC generator 200 inputs the cij;)hertext block data C; at every output
of thé ciphertext block data C, from the encrypting unit 100, computes the

MAC, makes the complit’ed intermediate MAC result T, feedback using the



application No. 2000-64614 (filed on Margh 9, 2000). Further, in the
decrypting nodul e of the decryptor, the $ock ci pher algorithmsuch as
DES, M STY, KASUM, or Canellia can be applied. Fig. 40 shows aft July 2004

i npl ementation formof the encryptor or the 10 decryptor. Fig. 40 shows a
case in which the encryptor and the decryptor are installed in FPGA, 1C,

or LSL Nanely, th ove: nentioned encryptor _and _decryptor can be

i mpl ement edsefvﬁ?nfihéeﬁg?é%\é?@. %ﬁuﬁl efenerfeseh M4 pt Briosgnpurehdededegritpofcan
be inmplenented by a printed circuit board, which is not 15 shown in the
figure. FigthAiPERBREtdatase in which the encryptor and the decryptor are
I npl emented by the software. The above encryptor can be inplenented by a
ci pher program 47Fig. Beshavsha copfigyrainon in inchish ohe detryROM: (BeRY0OBE Yhe
Menmory) 42 (an 20 exanple of the storage). The cipher program 47 can be
stored in otBér niddedisoprovidedgestead of abe RWARAAE AMRIAGIESSE MRODB méde
flexible disk, or a fixed disk. Further, the cipher program 47 can be

downl oaded shovm an fagvd4. conputer. The ci pher program 47 operates -as a
sub-routine. The cipher program47 is called froman application program

46 stored in the R4M 23S sipvhy the S@&rripibly R&hicR! de@Vft Cii ogram 47
Is executed. O, the cipher 61 July %04 prolgran’? 499(:%2?18(3&1%&%%632{%%5%

%gx: ;u 15 gncigfghgdeingn%g ru%auoz]g oitaﬁfe&%}iﬁngy W88 dath Sy et B Phx ' Bhta 43iq ThE
generates the MAC for ensuring the integrity of the ciphertext data. The
decryptor includes a decrypting unit 300-having a first feedback loops 85, 82

10 for feeding back the ciphertext block data C,, and the decrypting unit 300
mputs the ciphertext block data C; and makes the ciphertekt block data C,
feedback by the first feedback loops 85, 82 to decrypt, and outputs the
plaintext block data M;. The decryptor further includes a MAC generator
400 havihg a second feedback loop 66 for feeding back the computed

15  intermediate MAC result T, and the MAC generator 400 inputs the
ciphertext block data C; being identical to the ciphertext block data C, input
to the decrypting unit 300, computes the MAC, outputs the computed
intermediate MAC result T,, makes the computed intermediate MAC result

- Ty feedba_ck by the second feedback loop, and generates the MAC for ensuring

20  the integrity of the ciphertext data.

As described above, Figs. 29 and 37 show the encryptors, each of
‘which includes the encrypting unit inputting data to encrypt and outputting
the data and the MAC generator inputting the encrypted data output from .

the encrypting unit and generating the MAC for ensuring the integrity of the

25 ciphertext data, wherein the MAC generator starts generating the MAC



The application program 46 and the ci pher, program 47 are prograns executed
by the CPU. 5 Fig. 42 shows a nechani sm53y whi ch the application program 46
calls the cipher program 47. The application program 46 calls t Keluty pber
program 47 using the key K, the initial value IV, the plaintext data M
and the ciphertext data C as paraneters. The ci pher program 47 inputs the
key K, the,initigl value N 10 and the plaintext data Mand returns the

ci phert ext }{?g?%? %e SRHEHPHAE O @h%%é‘rtaﬁ‘l‘ 8eRIGtE¢ baridet enrcraptingheritpr ogr am ar e
t he sanme, the ci pEber programis called using the key K, the initial value
N, the ciphertext ‘H&bﬁr»d‘,%gs-a%aflﬁe?&)ﬁh@‘ﬁttbﬁtdedmmom,aﬁChaafamhichrimchiﬂes

ci pher pro%gm 47 can be inplenented by a digital signal 15 processor and
a program cfeargptingduzitdnpnsdug ddebgatehto degiyipal amsd gnabuttngeas shita
Nanely, the cipher program 47 can be inplenented by the conbination of the
har dwar e ardid the Boi€\gnerateirgaputiing 4he datd idgutrbirthy Rxplgiing caseanior
the encryptor, however, the decryptor can be inplenented in t%e sane
manner . 520 generating ytheoMAGH foheertaaindt i $)Jiiﬁé‘gﬁit]iénof:itﬂ§- cHhednigiddagan be
installed in an el ectronic device. For exanple, the encryptor and tﬁe’

decrypt or oderetni tisé aMAQ igenaldtoki Resrtel gbherLAhest RN MAGVILEEF SRR as a
personal conputer, a facsimle machine, a cellular phone, a video canera, a

pr asent enbod, ment aan ber ot FeerTasl o by ahe BRI gRIG, St CS O The
The encrypting unit 100 or the decrypting unit 300 of the OFB mode,
which are not shown in the figures, can be used in the above
10 encryptor/decryptor.
The MAC generator 200 of the OFB mode or the CFB mode, which
are not shown in the figures, can be used in the .above encryptor/decryptor.
Fig. 39 shows a configuration of the encrypting module 51 or the
decrypting module 71. |
15 The encrypting module 51 includes a key scheduler 511 and a ciata
randomizer 512. The key scheduler 511 inputs one key K to generate n
_number of extended keys ExtK, through ExtK_. The data randomizer 512
generates a random number using a function F and an XOR circuit. The
function F inputs the extended key and performs non-linear transformation
20  of the data. |
In the encrypting module 51 of the above encryptor, the block cipher
algorithm such as:
(1) DES (Data Encryption Standard),
(2) MISTY, the block cipher algorithm disclosed by the International Patent

25  Publication No. WO97/9705 (US Patent application No. 08/83640),



5 July 2004 encrypting/decrypting the data fromplural channels. O the
application of the enbodinent is effect§&e when plural pieces of data are
received from plural users to be decrypted, when plural pieces2oulai04 are -
generated from plural users at random and the data should be encrypted in
real time 5 Nanely, the encryptor and the decryptor of the enbodi ment are
real'ly effective when the nunber of the devices for encrypting/decrypting
is small  depBASHMIt 54-hE hiodke cipdferpidevelpofl Hased tan bihe block cipher
encrypted/ decrypted. For exanple, the encryptor and the decryptor are very
ef fective fagoxibemsMIBETY, wluichuwas debéraiinedoio beappbied Wopidiet [H@AYatbh SNt
conputers, a base station or 10 a |ine controller which requires to coll ect

data from |sthadafd ciphenlfar nptiopasratibnsetiataophoas AMELOGN)QGEHS IAHRE],
encrypting processes and decrypting processes, the encrypting process and

t he decryptplagspviihpaamwhesgmesfoaredt i TGPR/ ?‘?lht-mf‘é&t her, the above
expl anation shows a case of the conbination of the encrypting unit (or

the dectyplingainbilia, dhe! BRoRREyhaPAge Hithiheislibed IBNEATGPafled AELTRC

node, however, any conbi nation of nodes can be use such a

the CBC modgy,1icaeicsRBoReis0-614BRA QRS SR80k o I9RRg, Modes, and so on.

Further, the above explanation shows a case i i "whi ¢h the MAC 20 generator
per o b N AR O Uk Sy GG YAVD KEY, cRBURNER, D A g o o
| processi ng.,;LAGdHSHTd @, QSDB!ESE q@ié"i"kyKASUMI, or Camellia can be applied.

Fig. 40 shqws an implementation form of the encryptor or the

10  decryptor.

Fig. 40 shows. a case in which the encryptor and the decryptor are
installed in FPGA, IC, or LSL Namely, the above-mentioned encryptor and
decryptor can be implemented by the harciware. Further, the encryptor ahd
the decryf)tor can be implemented by a printed circuit board, which is not

15 shown in the figure.

Flg 41 shows a case in which the encryptor and the decryptor are
implemented by the software.

The above encryptor can be implemented by a cipher program 47.
The cipher program 47 is stored in ROM (Read Only Memory) 42 (an

20 example of the stbrage). The cipher program 47 can be stored in other kind
of storage such as RAM (Random Access Memory), a ﬂexib‘lle disk, or a fixed
.disk. Further, the cipher program 47 can be downloaded from a server
computer. The cipher program 47 operates as a sub-routine. The cipher
program 47 is called from an application program 46 stored in the RAM 45

25 by a sub-routine call and the cipher program 47 is executed. Or, the cipher



25 As has been described, according to the preferred enbodi nrent of the 63 5
July 2004 present invention, the encrypt@hg process of the plaintext data N
can be started during the encrypting process of the plaintext dafulyR§04
Further, the decrypting process of the ciphertext data D can be started
during the decrypting process of the ciphertext data C. 5 Further,
according to the preferred enbodi nent of the present invention, priorities
can be assiRfif€darp4y Handhe actiyated bricgansrativdenframptintbrrapt necivepdgdthe
processing can be performed based on the priorities of the data. Yet
further, acedesiupg comtrdeupitetdr r'Ehe enbodiryrdiit cah héche paesehthe RAMNGEON,
the confidentiality process and the integrity ensuring process can 10 be
per f or med i Bhpaagplieitionvyiropranadbeand bhg@hciphee hpeee®s HNare Fgfgglggfns t he
confidentiality process and the integrity ensuring process can be

per f or ned baxeeneed by ephe ZARAA. hardware. 5 July 2004 64 Cains 1. An
encrypting apparatus encrypting first processing data and second

processisng data CRIEPrd2ssRgws o REMHahiERr b1 QhidkItRe %;pgﬁ QfiofNGFoERb
process; 5 wherein the encrypting appar atﬁs starts e r?ptllongﬁ{o(%ég%g{;g%of

the secontalls0gRSGHREr PRiggalieliore encrypting process of the first
processing data is conpleted; :
The application program 46 calls the cipher program 47 .using the
key K, the initial value IV, the plaintext data M, and the ciphertext data C as
parameters. The cipher program 47 inputs the key K, the initial value IV,
10  and the plaintext data M and returns the ciphertext data C. When the
cipher program 47 and the decipher program are the same, the cipher
‘program is called using the key K, the initial value IV, the ciphertext data C,
and the plaintext data M as parameters.
Thé cipher prog-ram. 47 can be implémented by a digital signal
15 processor and a program which is read and executed by the digital signal
processor. Namely, the cipher program 47 can be implemented by the
combination of the hardware and the software.
Figs. 40, 41, and 42 mainly explain cases for the encryptor, however,
the decryptor can be implemented in the same manner.
20 _ The encryptor and the decryptor shown in Figs. 40 and 41 can be
insta]lgd in an electronic device. For example, the encryptor and the
decryptor can be installed in all kinds of the electronic devices such as a
personal computer, a facsimile machine, a cellular phone, a video camera, a

digital camera, a TV camera. In particular, the characteristics of the

25 present embodiment can he effectively drawn in case of



t he encrypting apparatus nmekes the rrerm(rg? store the status of encrypting
process of the first processing data wh the encrypting 10 apparatus
starts encrypting process of the second processing data; the endrint 2004
apparatus returns the status of the encrypting process of the encrypting
apparatus to the status of the encrypting process of the first processing
data stored in the nory. when t.he encrypting apparatus restarts
encrypting WWQIF%&EQHY%% thgy dada aromplupel dranmals. nGrappaamlisatioassfar t s
encrypting process_of the first processing data before encrypting process
of the secdhd yrbedunenyitigfiactive vbemmueal pidves mdndata srenescivbe B4t us
of encrypting process of the second processing data when the encrypting
appar at us mdsralreserenorbepdéarypprdyceben oralfpicbes 6f data progessidtgddasm; t he
encrypting apparatus returns the status of the encrypting process of the

encrypt i ng papyr aters &oO tamelosd aind the dae heuUPbeNIneFRLeE SinlkedNgimsecond
processing data stored in the nenory when the encrypting apparatus

restarts eiNamply, ndhepeacsgronfaidehee doms O IS G B Eimaid 220 reaﬁge.
encrypting apparatus restarts encrypting process of the second processing

IR ST R e T F e N
data is seegnpaRbaiitBthe fiahBer of pieces of data to be encrypted/decrypted. For
example, the encryptdr and the decryptor are very effective for the server
computer Which requires to support many client computers, a base station or
10  a line controller which requires to collect data from lots of cellular phones,
Instead of parallel processing of encrypting processes and decrypting
processes, the encrypting process and the decrypting process can be
performed in parallel. |
Fui'thér, the above explanation shows a case of the combination of |
15  the encrypting unit (or the aecrypting umt) of the OFB mode and the MAC
-generator of the CBC mode, however, any combination of modes can he used
such as the OFB mode, the CBC mode, the CFB mode, improved mode of
these modes, and so on.
Further, the above explanation shows a case in which the MAC
20  generator performs encryption using the encryption key K, however, the
MAC generator can perform the data scrambling, the data calculation, or

other data processing.

Industrial applicability

25 As has been described, according to the preferred embodiment of the



5 3. The encrypting apparatus of clain1%y wherein the encrypting apparatus
starts encrypting process of the second Processing data by an interrupt. 4.
An encrypting apparatus of claim1, wherein said processing dat & Jusy 200

pl ai ntext data M i ncluding plaintext block data M (i =1, 2, 3, ...) and
sai d second processing data is plaintext data N including plaintext block
data NN Vv.=12. 3 ....),., the encrypting apparatus conprising: a

nmechani sm fngS?Iétcg?‘(ﬁI}j@)Ih %qﬁ’é%"cypgﬂggﬂ%?‘iﬁﬁﬁ ¢1hehe, pdnimtexs d@é{igNl\paIdthei ng
encrypting process of tﬁe pl ai ntext data M_ 15 an encrypting unit for
encrypting Tﬁ’étegld;}rﬁil%i © BREGPtHE Bragess 6f thephaintextphate Mkt PBudberddtea G ;
a feedback | oop for feeding back the ciphertext block data C, output from
the encryptieAEYRINIE RU9Cetfe Odnidiey sihertenti dathr Bughnabé estdbteck duriey the
wherein said nenory is provided in parallel wth the feedback Iine of 20

t he feedbadlectadpnantocsssoéthe hipheirtemrdagatChbl ock data C fed back when

sai d nechani smreceives a request to encrypt the plaintext data N and the
pl ai nt ekt bl ock datshés, , dedosdingt tenthey piedesulsegilwdinlatt e thleiphd St it
block data M so that the encryption process of any of the plaintext block

data of thievehtomtevioritias aahl besassigriddeth tlendabto bs dherBRSHMRIHAked
apparatus further conprises a selector for selecting and supplying t ﬁe

ci phert ext Higbhejseethpaodssingcetlsk pbF el deadhpgic i)fi@ﬁtie%fof:‘};ﬂ]g J@gdbaok
| oop to the feedback | oop in case that the plaintext” block 5 July 04 66
Yet further, according to the preferred embodiment of the present
invention, the confidentiality process and the integrity ensuring process can
10  be performed in parallel, which enables a high speed processing. Further,

the confidentiality process and the integrity ensuring process can be

performed by one integrated hardware.



data ML+1 is encrypted subsequent to the plaintext block data M, and for
sel ecting and supplying the ciphertext block data C, stored in the nenory
to the feedback | oop when processing of the first processing datalule2@dtts
and the plaintext block data ML+1 is eggrypted after any of the plaintext
5 block data of the plaintext data Nis encrypted. 5. The encrypting
apparatus of claim4, wherein the nenory includes: plural registers
correspon?ingnﬁo plural pieces of plaintext data; and a switch for

swi t chi ng Ia Blural registers corresponding to the plaintext 10 data to

b t.ed. 6, A ti t us. | aimed in clhaim1l, wh '
first  prdcessith HSFAPHLE APRAFTDR Enanymting el Dircesseasdecid sPRid dat o
M (i =1 . ' d ' data i | ai ntext data N
et uai ng PreCeine et <BRBRME AR T2 T2 1S, o o) “the encrypting.

i ng FIS™F PR | - Yt
nerypt the. pl A ReRRSror Sting datRe B nb Bl BRORS o %r L ha i ai ntext

data Msbefore cog e itgé &icrg?ﬁggfgﬁ?%ﬁ%ﬁ%ﬁ&@%ﬁ@g@%%&%@é B:ffefﬁe dat a

M 20 an encrypting nodul e f ting encryp as nodul e out put

bl ock dat @edond proeestingkddtaobefore diragptifighprdcetdofMmiliRsOBotssigCk

data T; output fromtheé encrypting nodule to the encrypting nodul e through
a feedbadlatd imeompdetelier ein said nenory is provided in parallel with the
feedback line of the feedback | oop and stores the nodul e out put block data
T; fed back whéhe encrypting apparatus makes the memory store the status of
encrypting process of the first processing data when the encrypting

10  apparatus starts encrypting process of the second processing data;

the encrypting apparatus returns the status of the encrypting process
of the encrypting apparatus to the status of the encrypting process of the
first processing data stored in the memory when the encrypting apparatus
restarts encrypting the first processing data;

15 the encrypting apparatus restarts encrypting process of the first
processing data before encrypting process of the second processing data is
completed;

the memory stores the status of encrypting process of the second
processing data when the encrypting apparatus restarts encrypting process

20 of the first processing data;

the encrypting apparatus returns the status of the encrypting process

of the encrypting apparatus to the status of the encrypting process of the

-second processing data stored in the memory when the encrypting
apparatus restarts encrypting process of the second processing data; and

25 ~ the encrypting apparatus restarts encrypting process of the second

processing data.



sai d nmechani smreceives a request to encrypt the plaintext data N and the S
July 2004 67 plaintext block data M +1 is not encrypted subsequent to the
plaintext block data M so that an encrypting process of any plPaiulit2004

bl ock data of the plaintext data N isggtarted; and said encrypting
apparatus further conprises a selector for selecting 5 and supplying the
nodul e out put bl ock data T, fed back through the feedback Iine of the
feedback | oop tQ the feedback | oop in case that_the | ai nt ext bl ock data
M+l is erer yptﬁ'@ﬁ SOBER}iRS 2pperatie of §f3d¥fbx1t, Wwhergin fﬂ'ﬁmPrgefwsmg

selecting and,s | yi ng the nod out put, bl ock.data Tl stored . in the
memory ¢ o dateis EShentesciatinad heseoPBaaTerating dats issesond plaintest  he

pl ai ntext plock data ML+1 is encrypted after any of plaintext block data
of the pl Ad-ext data Nis encrypted. 7. The encrypting apparatus of claim

6, wherein the nenory includes: plural registers corresponding to plural
pi eces of plaintext data;, and 15 a switch for switching the plural

Fogi sters 01T eRONldigplifs! hboALALE! BF cldlf 21! OwhrSRCIHE! Eflorybtidy ot hod

for encrypting a and second’ processi ng

conpri si nGinpafhtsk adthits SeritySAREYPEIREs RIFOARS Se@dnd Rftobbishg PAAGCEPI 410 dat a;
starting aﬁ encryption procggsgolfgw't he second_proce?gi ng da%a bef o?e
conpl eti ngnsraiptpt i on process of the first processing data; storing in

menory the status of the encryption process of the first

4, An encrypting apparatus of claim 1, wherein said processing data is
10  plaintext data M including plaintext block data M; (i =1, 2, 3, ...} and said
second processing data is plaintext data N including plaintext block data N;
(=1, 2,3, ...), the encrypting apparatus comprising:
a mechanism for receiving a request to encrypt the plaintext data N
during encrypting process of the plaintext data M;
15 an encrypting unit for encrypting the plaintext block data M; to
output ciphertext block data C;;
a feedback loop for feeding back the ciphertext block data C; output
from the encrypting unit to the encrypting unit through a feedback line;
wherein said memory is provided in parallel with the feedback line of
20  the feedback loop and stores the ciphertext block data C; fed back when
said mechanism receives a request to encrypt the plaintext data N and the
plaintext block data M., is not encrypted subsequent to the plaintext block
data M; so that the encryption process of any of the plaintext block data of
the plaintext data N is started; and
25 . said encrypting apparatus further comprises a selector for selecting
and supplying the ciphertext block data C; fed back from the feedback line
of the feedback loop to the feedback loop in case that the plaintext block



processi ng data when starting the encryption process of the 25 second
processing data; restarting the encryption process of the first processing
data before the encryption process of the second processing datahly2004
conpl eted by 5 July 2004 68 returning ghe status of the encryption process
to the stored in nenory status of the encryption process of the first
processing data; storing in nenory the status of the encryption process of

t he second, processing dat en the encryptjon of the fjrst processing
data is rétadeq:ls @%ﬁtqﬁe\g‘g&ﬁquﬁ@tttﬂéh@n@iﬁ%ﬁeﬁbrblﬁﬂéé@% f, amb feecond

The. 4t or eaclistingrang wupaliibe e sinbecet Movlo dai bucdaredin e Btins

o1 ocessi ndo dp e Back 180 SPREX TroPSerlb Ghntie, TG PRsrEC Rl bt &M
bl ai nt ext Boe pleiliet Bgcy Bhie Ml 5 hcp o balF B SEfRE SRt

of  Lhe encry s AanroF Hd FRiReY e Fots AIREFDRE 71 "dat & 1 mvol ves Stor ing

ci phertext block data C, to be used for encrypting plaintext block data M
+1 of the first plaintext data Min a nenory during or after encrypting

process of5.t he THeaémdrgpting Qiardaiscofdlaimhireheresh @hé hignbheimiladynt i on
process of the second processing data ‘

plural registers corresponding to plural pieces of plaintext data; and

a switch for switching the plural registers corresponding to the plaintext

10  data to be encrypted.

6. An encrypting apparatus as claimed in claim 1, wherein first
processing data is plaintext data M including plaintext block data M; (i = 1,
2, 3, ...) and said second processing data is plaintext data N including

15 plaintext block data N; (j = 1, 2, 3, ...), the encrypting apparatus further
comprising;

a mechanism for receiving a request to encrypt the plaintext data N
during encrypting process of the plaintext data M before completion of the
encrypting process of the plaintext data M;

20 an encrypting module for outputting encrypted data as module output
block data-Ti;

a feedback loop for feeding back the module output block data T;
output from the encrypting module to the encrypting module through a
feedback line;

25 ~wherein said memory is provided in parallel with the feedback line of
the feedback loop and stores the module output block data T; fed back when

said mechanism receives a request to encrypt the plaintext data N and the



20 involves encrypting at | east one plaintext block data of second

pl aintext data N after storing the ciphertext block data Cl1 to be used for
encrypting the plaintext block data M+1 in the menmory; and whériin2004
storing restarting the encryption procges of the first processing data

I nvol ves encrypting the plaintext block data Mi+1 of the first 25

pl ai ntext data M by inputting the ciphertext block data Cl to be used for

the pl ai ntpdaintdktoslocltadga W1 i hot e@ctybted suBRBRhantaRtHespRthteRe bisld ypt i ng
nodul e after encrypting the at |east one plaintext block data of the second

pl ai nt ext dutd dNsoSthhwlan A6 g Prodesseot mngt pragntert sldclsdath avfireee | n
claim8, wherein said first processing data 1s plaintext data: including
pl ai nt ext phaimtkxtodata MAis gartedi and, 3, ...) of first plaintext data M and
encrypting said first processing data using nodule output block 5 data Ti
(i =1, 2, 3, said eparypiing appatatusforthericonprised e; selbetoeifor ssebedting i n
menory of the status of the encryption process of the first processing

data ifvol SSBPBIM}HS thee medalee O@Ellﬁlﬁublml@c@atéaﬂ‘a fed beckpbrough tha
Gur 1 1. or Tasaende oy Fie TEFADISHe R 4D Beokiedback 0P Mo Cab(BFGA ar | ng
a1 cact SRl BER el Mox: inFaciaP EL SIRRBIeH 16 85 plapifet Hlark SAtE: or i ng
the modul g outpiuboRlegel fifbaa Bupbhy i HRSHhddRle oBSHYBIdRdor Phsid &
in the memory to the feedback loop when the processing data restarts and
10  the plaintext block data M;,; is encrypted after any of plaintext block data

of the plaintext data N is encrypted.

7. The encrypting apparatus of claim 6, wherein the memory includes:
plural registers corresponding to plural pieces of plaintext data; and
15 a switch for switching the plural registers corresponding to the plaintext

data to be encrypted.

8. A method for encrypting first processing data and second processing
data comprising:
20 starting an encryption process of the first processing data;
starting an encryption process of the second processing data before
completing encryption process of the first processing data;
storing in memory the status of the encryption process of the first
processing data when starting the encryption process of the
25 second processing data;
‘restarting the encryption process of the first processing data before

the encryption process of the second processing data is completed by



wherein restarting the encryption process of the first processing data 15
i nvol ves inputting the nodule output block data Ti to be used for
encrypting the plaintext block data M+1 stored in the nenory afxbily 2004
encrypting the at |east one plaintext Bgock data of the second plaintext
data N and encrypting the plaintext block data M of the first plaintext
data M wusing the encrypting nodule. 20 11. A decrypting apparatus

(rjrgfr{)?/st { odehirhf Sé%gﬁgcﬁg%ﬂgfgﬁgge% ﬁﬁfﬂﬁ%ﬁgéﬁt@iﬁfé Al o8 ”éféirggé i ng
. o .
horora th S%EQ%%H@%@SEH%?&? RS fHst %ftg"ceéﬁ@.%’n‘%'ata P ol et ot

before the decrypting I rst Ata is conpleted; 5
Jul'y 2004 70 t Istorieg iyphemgrytharstaus ofetheseridrgptiongpnpcesot thdeesdrad us of

the decrypting,praocess_of the first processjng data when the decrypting
process (ﬂ‘m%%gl%%gﬁ whepdhs snegyplen Oi(%§ﬁ§tfjﬁ'ﬁgﬁ’éﬁcetsﬁlélgdé@ﬂyﬁﬁﬁgﬂﬁgbar at us

returng tré?l status of the decrypting process 5 of the decrypting apparatus
to the status of the decrypting process of the first processing data

stored in the megmrtingvlen ehbe/ iR PRIdRY oithedesoRd encheption proddsadsssi ng
data is restarted; the decrypting apparatus restarts 'the decrypting "process

of the firsmpthessatiy abthe grirypaioniprogess ipthagfopediesennory Matgecond
processing,qat %ncryption process of the second processing data.

10 9. An encrypting method of claim 8, wherein said first processing data

is first plaintext data including:

plaintext block data M; (i = 1, 2, 3, ...) of the first plaintext data M
and encrypting said plaintext block data using ciphertext block data C; (i =
1, 2, 3, ...) output from an encrypting module;

15 wherein storing in memory the status of the encryption process of the
first processing data involves storing ciphertext block data C; to be used for
encrypting plaintext block data M;.; of the first plaintext data M in a
memory during or after encrypting process of the plaintext block data M;;

wherein starting the encryption process of the second processing data

20 involves encrypting at least one plaintext block data of second plaintext
data N after storing the ciphertext block data C; to be used for encrypting
the plaintext block data M;;; in the memory; and

wherein storing restarting the encryption process of the first
processing data involves encrypting the plaintext block data M;;; of the first

25; plaintext data M by inputting the ciphertext block data C; to be used for the
plaintext block data M;.; stored in the memory and using the encrypting
module after encrypting the at least one plaintext block data of the second

plaintext data N.



10 is conpleted; the nenory stores the decrypting status of the second
processing data when the decrypting process of the first processing data
is restarted; the decrypting apparatus returns the decrypting stalulp2@H4 t he
decrypting apparatus to the decryptingggtatus of the second processing data
15 stored in the menory when the decrypting process of the second
processing data is restarted; and the decrypting apparatus restarts the
decryptin rocess of the second_ processing data. 20 12. The decrypting
appar at us 18k clARpeneryphingr sagthpdeas iglaimed ose shainy 8,gutherein ppidsfirst

ci phertext data, and the second processing data is second ciphertext data.
13. The dégpfjﬁﬁﬁl%%éﬁﬁphgr extdatai m 11, wherein the decrypting 25

e I e e R Y
of 1.3 ™ Yoty WIS IhciSflpb 34 SSPBFORE0Me ARE U ORGP BIGRE,
groces?‘l ggia?@q)?(ié ICIZp@ertgﬁJﬁlgeeﬂ'OB bl?c&?gwhmlgext bl ock data D (]

1, 2, 3, ...), thé aecry appar at us rconptising: 5 a nechanism
for receiving ayh&euestorify d¢whombry %?tﬁé%@&hﬁ%th@aéf%g?%ti%h ;gsagéésbbfrary

timng during a decrypting process of the ciphertext ecrypting
unit for pheffrstpricdsbingdéata)nvoResteaagthefmbigle output block data T; to

be used for encrypting the plaintext block data My, of the first plaintext

data M during or after encrypting the plaintext block data M;;

10 wherein starting the encryption process of the second processing data
involves encrypting at least one plaintext block data of second plaintext
data N after storing the module output block data T; to be used for
encrypting the plaintext block data M;.,; and

wherein restarting the encryption process of the first processing data

15 involves inputting the module output block data T; to be used for
encrypting the plaintext block data M, stored in the memory after
encrypting the at least one plaintext block data of the second plaintext data
N and encrypting the plaintext block data M; of the first plaintext data M
using the encrypting module.

20 _

11. A decrypting apparatus decrypting first processing data and second
processing data comprising:
a memory for storing a status of a decrypting process; wherein
the decrypting apparatus starts the decrypting process of the second
25  processing data before the decrypting process of the first processing data is

completed;



ci phertext block data C, to output plaintext block data ML; a feedback | oop
for feeding back the ciphertext block data C, to be 10 used for_ decrypting
ci phertext block data C, +1 to the decrypting unit through a feédwdick004 ne;
wherein said menory is provided in parghlel wth the feedback Iine of the
f eedback | oop, and stores the ciphertext block data C, fed back when the

ci phertext block data CE+1 is not decrypted subsequent to the ciphertext 15

bl ock data Cl1 so, that the decrypting process of any of ciphertext bl ock
data of the ci ;Sh%rc@@;apm apgar@ugtlaak%teheamr@am straerthist staisaph et us

bl ock_dat BTy BEE PESER aiinenirst SEaBeaIng dalh wiieH the dedybhoe PIRGsss n

bl oc at . r ! i n case
ci pher t exOI0eRcE0pd PECE Y Brtaifisutdedis "and supplying. the. ci pher t ext

o ocessi ng dat o e Sebbils aBFHaR: HARhe e BRBETSTITIKrvpting Bigsshs ot oo
after gny 4ff thfeh&e&#ﬁgﬁgte arah¢to @Hé%tﬁhstcg}?tkch g?%ﬁ%ﬁ%@eég {)ﬁéhenemy

decrypted. 25 15. _ pting apparatus L: erern
i ncl udes: fisgt fbf@éesfsg% dher Stoped g TR HERDIY OvREH the d@c?fﬁﬁin@éar@b%éf ext

data; and 5 July 20 72 a swwtch for swtching the plura gi sters
cor r espondhedirsoptdressinghbith éx testahaéd; t o be decrypted.
the decrypting apparatus restarts the decrypting process of the first
processing data before the decrypting process of the second processing data
10  is completed;
the memory stores the decrypting status of the second processing
data when the decrypting process of the first processing data is restarted;
the decrypting apparatus returns the decrypting status of the
decrypting apparatus to the decrypting status of the second processing data
15  stored in the memory when the decrypting process of the second processing
data is restarted; and

the decrypting apparatus restarts the decrypting process of the second

processing data.

20 12. The decrypting apparatus of claim 11, wherein the first processing
data is first ciphertext data, and the second processing data is second

ciphertext data.

13.  The decrypting apparatus of claim 11, wherein the decrypting
25 apparatus starts the decrypting process of a first block data of the second

processing data by an interrupt.



16. A decrypting apparatus of claim1l, wherein said first processing 5
data is ciphertext data Cincluding ciphertext block data C (i =1, 2, 3,
... ) and said second processing data is ciphertext data D i ncl doiulg2004

ci phertext block data DD (j =1, 2, 3yy...), the decrypting apparatus
further conprising: a nmechanismfor receiving a request to decrypt the

ci phertext data D during a decrypting process of the ciphertext data C, 10

Gata T F 4% codh 9Ty BUpE ShPATABIA 4 GJabR § he Wit Sout i %ﬁt@%}%&é) Ats
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h% PF elgﬂlﬁgtrgﬂlgéstttﬂgt}%rgg{eﬁeg?ﬁﬁ?‘) ?’(}egit Qats D

started; and a selector tor selecti sup u out put bl ock

data T; fa@ﬁnllﬁfﬁhréﬂ?"t@ﬂﬁﬁgtd@l@irfgeﬁ_@'é@glr’}%t(iar;igﬁréﬁests*Eﬂ‘tflé% AR (@ the

feedback loop in case that the ciph '

bl.ock data C +, is decrypted

subsequent to af kieceyptines texit EbioPerf@inging thénded9ptingl ¢ebiés dfdthe
supplying the nodul e 25 output block data T; stored in the nenory when

processi ngipliertdrt HlocktdataCy to oasput plairtestt bheckcdatadvli;ext bl ock data Cl+1
.1s decrypted after any of the ciphertext block data of the ciphertext data
Dis decrypteda feedback loop for feeding back the ciphertext block data C; to be
10 used for decrypting ciphertext block data Cy,; to the decrypting unit through
a feedback line;
wherein said memory is provided in parallel with the feedback line
of the feedback loop, and stores the ciphertext block data C; fed back when
the ciphertext block data C;; is not decrypted subsequent to the ciphertext
15  block data C; so that the decrypting process of any of ciphertext block data
of the ciphertext data D is started; and
said decrypting apparatus further comprises a selector for selecting
and supplying the ciphertext block data C; fed back from the feedback line
of the feedback loop in case that the ciphertext block data C;; is decrypted
20  subsequent to the ciphertext bock data C;, and for selecting and supplying
the ciphertext block data C; stored in the memory when the processing of
the first processing data restarts and the ciphertext block data Cy; is
decrypted after any of the ciphertext block data of the ciphertext data D is
decrypted.
25
15.  The decrypting apparatus of claim 14, wherein the memory includes:

plural registers corresponding to plural pieces of ciphertext data; and



5 duly 2004 73 17. The decrypting apparatus of claim 16, wherein the nenory
I ncludes: plural registers corresponding to plural ciphertext data; and a
switch for switching the plural registers corresponding to the & he2@@dt

5 data to be decrypted. 18. A nethod fep decrypting first processing data
and second processing data conprising: starting a decryption process of
the first processing data; 10 starting a decryption process of the second

processi ng data,bgfore. co eti he decryption process of the first
P ocesei na: SRt Brorwitgiig Hipigrol Heeiem corsrsnandios dyihe: GDEFERESs of
the first cessing dat.a when starting the decrypting process of the
second prdt?géggl ﬁdﬂe&gygtj%dE restarting the decryption process of the first

processing data before the decrypting process of the second processing
data is conpleted by returning to the status of the decryption process to

the storedg.n r}erﬂgdty{)ﬁhgtaﬁpa}btdslmffdléﬁh PI oGafRsEnR sdRd ‘firs@??ﬁ%é'%% when

menory the status of "the decryption of the second 20 proces
the fisst dataiesiphrstedatdata € irdtididge diptrntbxt ddoek date C; (B =dec2yB} i Op
process of the second processing data by returning the status of the
decrypt i orangr saidssecond: processingddata recipherteatdsta Dfinchedingcoipbieptegtessi ng
data ~ Block data D =123, -, the decrypling apparatus further comprising:
a mechanism for receiving a request to decrypt the ciphertext data D
during a decrypting process of the ciphertext data C;

10 a decrypting module for outputting decrypted data as module output
block data T;;

a feedback loop for feeding back the module output block data T;
output from the decrypting module to the decrypting module through a
feedback line;

15 wherein said memory is provided in parallel with the feedback line of
the feedback loop and stores the module output block data T; fed back when
said mechanism receives a request to decrypt the ciphertext data D and the
ciphertext block data Ciy; is not decrypted subsequent to the ciphertext
block data C; so that the decrypting process of any of the ciphertext block

20  data of the ciphertext data D is started; and

a selector for selecting and supplying the module output block data T;
fed back through the feedback line of the feedback loop to the feedback
loop in case that the ciphertext block data Ci;; is decrypted subsequent to
the ciphertext block data C;, and for selecting and supplying the module

25  output block data T; stored in the memory when processing of the first data
restarts and the ciphertext block data Cy, is decrypted after any of the

ciphertext block data of the ciphertext data D is decrypted.



Is first ciphertext data C including ciphertext block data G (i =1, 2, 3,
...} and said nethod involves decrypting said first ciphertext data C
using a decrypting nodule: . July 2004 74 wherein storing in nénbily20#4 t he
status of the decryption process of thg first processing data involves
storing ciphertext block data C, to be used for decrypting ciphertext

bl ock data C,+1 in said nenory during or after decrypting the ciphertext

bl ock data C;; 5 wherein starting the decryption process of the second
processing data involves decrypting at |east one ciphertext block data of

be” used 1 07 dech o RPg PR ABIS ehEloBfckh WAEEIEIS MGRArY BIaReFng 1 he
ci por t ex DB EEet fespanling I BEA GG a-f@é%;'r?ﬁlvcf ci pher Loxt bl ook
ci phor t ex BIac ik AWREATEN BlUA] (SBRIR.Bfeditihe BS ciBRBreex:

Ci phergextda%@&bqucg%ﬁ?g_l of the first ciphertext data C using the

decrypting nodule. A decrypting nethod as clainmed in claim 18,
wherein: said first processing data is first ciphertext data C and
decry Processi ng data uses nodul e output block data T; (i

=1, St ! g%Ssaizg rfnlgﬂrhsﬁtdt arrdnarypBg iyist processing data and second processing
data comprising:
starting a decryption process of the first processing data;

10 starting a decryption process of the second processing data before

completing the decryption process of the first processing data;

storing in memory the status of the decryption process of the first
processing data when starting the decrypting process of the second
processing data;

15 restarting the decryption process of the first processing data before
the decrypting process of the second processing data is completed by
returning to the status of the decryption process to the stored in memory
status of the first processing data;

storing in memory the status of the decryption of the second
20 processing data when the first processing data is restarted; and
restarting the decryption process of the second processing data by
returning the status of the decryption process to the stored in memory-status

of the second processing data.

25 19. A decrypting method of claim 18, wherein said first processing data
is first ciphertext data C including ciphertext block data Ci(i=1, 2, 3, ...)
and said method involves decrypting said first ciphertext data C using a

decrypting module:



20 and wherein storing in nmenory of the status of the decryption process

i nvol ves storing nodul e output block data Tl to be used for decrypting

ci phertext block data C +1 of the first ciphertext data Cin a 2804
during or after a decrypting process ofr4t he ci phertext block data Cf;
wherein starting the decryption process of the second processing data 25

I nvol ves decrypting at | east one ciphertext bl ock data of second ci phertext

decr ypt | ng t he CPPHER SN 1B ReR ‘%;tﬁ'g°ﬁ§tu%%%@@éa§y$ﬁﬁﬁsﬁ%§a§%05004 75
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after 5 dwcﬁﬂgﬂ%tﬁgﬁiﬁfﬁﬁﬂomﬁa% hert ext bl ock data of the second

ci phertext conput er readdbl e storage medi um storing a

program for hawyReredn sﬁéﬁﬁfg tRE c&‘é?ﬁ%ﬁ@n Pr&BSss! SfF thh%gggﬁ ﬁ?gg%g%ﬁ%ﬁgt or age

described in any one of cl ai ms to"10. 22. A co
medi um st aniobes dtf@gpﬁn%fa@rlemwmgcipheﬁ@ﬁvmo%k 8 Bt Ls&dcRBeipherfeke
i

decrypting nethod described in any one of <clains 18 to 20. 15°23. The
encrypt i nglatpidradtarsstofing| thienciphevtbet dlock date % tybe needforeesrypting
the ciphertext block data C;.;; and
restarting the decryption process ofthe first processing data
10 involves inputting the ciphertext block data C; to be used for decrypting the
ciphertext block data C;y; stored in the memory after decrypting the at least
one ciphertext block data of the ciphertext data D and decrypting the

ciphertext block data C;;; of the first ciphertext data C using the decrypting

module,
15
20. A decrypting method as claimed in claim 18, wherein:
said first processing data is first ciphertext data C and decrypting
said first processing data uses module output block data T; (i=1, 2, 3, ...)
output from a decrypting module;
20 and wherein storing in memory of the status of the decryption

process involves storing module output block data T; to be used for

decrypting ciphertext block data C;;; of the first ciphertext data C in a

memory during or after a decrypting process of the ciphertext block data C;;

wherein starting the decryption process of the second processing data

25  involves decrypting at least one ciphertext block data of second ciphertext

data D after storing the module output block data T; to be used for
decrypting the ciphertext block data C;,; in the memory; and



is perforned using block cipher algorithm 24. The decrypting apparatus of
claim1l, wherein the decrypting 20 process is perfornmed using bl ock

ci pher algorithm 25. The encrypting apparatus of claim1, wher& klx?2Q04
menory stores an internediate encryptygg result of the first processing
data and an encryption key to be used for encrypting the first processing
data as the status of the 25 encrypting process. 5 July 2004 76 26. The

decrypting apparatus of claim 11 wherein the ores an,
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regi ster 9ata he ci phertext bl ock data Cerr] stored'in the nmenory 55 is
made to be selected by the selector 54 at timng of '

21. A computer readable storage medium storing a program for having a
computer execute steps for the encrypting method described in any one of

10  claims 8 to 10.

22. A computer readable storage medium storing a program for having a
computer execute steps for the decrypting method described in any one of
claims 18 to 20.

15
23.  The encrypting apparatus of claim 1, wherein the encrypting process

is performed using block cipher algorithm.

24. The decrypting apparatus of claim 11, wherein the decrypting
20 process is performed using block cipher algorithm.

25.  The encrypting apparatus of claim 1, wherein the memory stores an

intermediate encrypting result of the first processing data and an encryption

key to be used for encrypting the first processing data as the status of the
25  encrypting process.



conpl etion of processing the plaintext block data N err], and processing
the plaintext block data Merr][err][err] is started.
S July 2004
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26. The decrypting apparatus of claim 11, wherein the memory stores an
intermediate decrypting result of the second processing data and an
encryption key to be used for decrypting the second processing data as the
status of the decrypting process.





