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RESOURCES ON A SERVER BACKGROUND This invention relates to resource

aut hor i zawpor/093871 uncti on of a server conputer running onPETIESIMMHTRS IS 5
to manage and share resources with client conputers. Before a client
conputer is able to access a particular resource, the client should be
aut henti cated and aut horized by the server. One purpose behind the
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a client computer 1s able to access a particular Tresource,

the client should be authenticated and authorized by the
server. One purpose behind the authentication process is to
authenticate the identity of the client attempting to access
10 the server’s resources. Once the client is authenticated,
the server can perform the authorization process and
evaluate what privileges the client computer is empowered to

exercise over the shared resources.

BRIEF DESCRIPTION OF THE DRAWINGS
15 FIG. 1 illustrates an authorization system.
FIG. 2 is an authorization resource data structure.
FIG. 3 is a flow chart of a method for authorizing a
resource reguest.
FIG. 4 illustrates a resource request.

20 FIG. 5 illustrates a resource ingquiry request.

DETAILED DESCRIPTION
As shown in FIG. 1, an authorization system 10 includes

clients 12a - 12n that can communicate with a server 16



t hrough communi cati on paths 9a - 9n and a network 14. The network 14 can
i nclude, for exanple, the Internet, a |loosely adm nistrated consuner
net wor k, wolooogds7area network (LAN), w de area network (WaMusonr47et her
conput er network. The 5 server 16 nanages and comruni cates with resources
18a - 18n, including information resources, over resource links 19 such
as LAN. Thehiatoh neenmerelicesbar cestivarPa mclPudend i 4 exetsystedd . anthdar dwar e
resources such as nodens, printers, or scanner devices. 10 Each client 12a
- 12n may betussioclated wnthudespert iakempdet he | Teteiroreter edéndsals. For
exanple, the client 12a is associated with authentication credentials 11.
Each cli engdmiRastraizd abseuinsr associdt,ed Whthl sutdromiezabirgn (BRdent i al s
representing the authority or privilege level (s) to which 15 the.client is
assi gned. Wsdel dosa rrattechrkn (FAQ , Igr cltihenmt codPates ressocikat ethai t h
aut hori zation credentials 13. Each client 12a - 12n also is associ ated
W th a ¥essearveropenstizgrs aepresentringtans opeh atdmurides ¢Baentl@lesires to
perform 20 using the resource. For exanple, the client 12a is associ ated
with resoutceloperqtirdorhbtt epr esentideg , abveopesadiror t aiaksess a file
residing on a file system conmuni cate over a nodem print docunments using
t he printesuckesaurices, aheSoOnEonbdieloropesatiro8s cah include file

systems and hardware resources such as modems, printers, or

scanner devices.

10 Each client 12a - 12n may be associated with respective
authentication credentials. For example, the client 12a is
associated with authentication credentials 11. Each client
l2a - 12n also is associlated with authorization credentials
representing the authority or privilege level(s) to which

15 the client i1s assigned. As illustrated in FIG. 1, client
12a is associated with authorization credentials 13. Each
client
12a - 12n also is associated with a resource operation
representing an operation the client desires to perform

20 using the resource. For example, the client 12a is
associated with resource operation 15 representing an
operation to access a file residing on a file system,

communicate over a modem, print documents using the printer

resources, or some other operation.



WO 02/ 093872 PCT/ USO2/ 14775 Each client 12a - 12, can generate an

aut henti cation request which includes authentication credentials. For
exanpl e, wbioef93812a generates an aut henticati on request 3PCTiUsar/147n| udes
the authentication credentials 11. The 5 request 31 is directed to the
server 16 so that the identity of the client 12a can be authenticated by
the server wheBackstabénshing -ceApunicaidrenstwl bh bhehaariver-iover the
network 14. The authentication credentials 11 can include a nane and
password asswmeisat edivhtindhelesl rebhedRecatAldrercratienel 31s.10 Folre

aut hentication credentials 11 can be inplenented using a private/public
key pair suempas,thbdsentiSETh igenarptdkian kaythenii casisrciden@stPRL) . Each
client 12a - 12n can generate resource requests over the network 14 to

access thenhsesaurtedei8ehe =lfmehbioabagetdnachheaserver. Mer exanple, the
client 12a can generate resource request 32. The resource request 32

i ncl udes thep@dthoni zat d Drecferidest tab Ssdidranhiigh sar ensts ethdy dehlergerver 16
to determ ne whether the client has the perm ssion to access the requested

resour ce(9)f thhec20eatlt ok izat banactesdentdales 13 €a8 he-ddwhaernt ed using
an authorization certificate technique such as the nethod used in sinple

public kewdtabiashtiHgt émdnIRik) ond NwaddidiORebBe ot &S QML LGGYURST 32 can
i nclude information representing an operation to be performed using the
speci fi ed jreso¥he€authentication credentials 11 can include a name

and password associated with the client 12a. Alternatively,

10  the authentication credentials 11 can be implemented using a
private/public key pair such as those used in a public key
infrastructure (PKI).

Each client 12a -~ 12n can generate resource requests
over the network 14 to access the resources 18a - 18n

15 managed by the server. For example, the client 12a can
generate resource request 32. The resource request 32
includes the authorization credentials 13 which are used by
the server 16 to determine whether the client has the
permission to access the reguested resource(s). The

20 authorization credentials 13 can be implemented using an
authorization certificate technique such as the method used
in simple public key infrastructure (SPKI). In addition, the

resource request 32 can include information representing an

operation to be performed using the specified resource.



3 WD 02/093872 PCT/US02/ 14775 A client, such as client 12a, can del egate
its authorization credentials 13 to a second client. Using this delegation
t echni quewotaeIzserond client can access the server wth Pog/csames775

aut hori zation credentials as client 5 12a. The server 16 treats the
credentials of both clients equivalently. A systemadmnistrator 17 is
responsi bl e f ora maEhixgitng sutheasetMeaemtlB2andcat sde¢lesptecassl8a - 18n. The
responsi bilities can include adding/deleting the resources 10 18a - 18n
to/ from t heuskswietatlion Hredadnial stirAattor acaacoperdNrentranggengnihifaunct i ons
usi ng an-application program 20 in cooperation with an operating/system
(0/'S) 62 suehe@stion Wentomsudl 4 @csondheseept ogHaR:c2388 bReStored in
menory 63, such as dynami c random access nenory (DRAM and executed by 15

a central pepeessiiih whiel seaPUHubh:SUchias aneddtitlalRenlsi yn{ént processor.
The application program 20 can include a user interface 21 to provide a

vi sual sepuesentmid Gerelerans aukdod ivhat ceadbhai®@words 23tanditide-associ at ed
resources 18a - 18n. An application programinterface (API) 22 can 20
provi de a stang@rshwgnmuni cations interface between the application
program 20 and the authorization franework 23. The authorization franmework

23 includes a resopice adutinestzatdon7dakarsbpsied 1R (HRSAHRERI RS ruct ure)
26 whi ch
the server 16 and its resources 18a - 18n. The
responsibilities can include adding/deleting the resources
10  18a -~ 18n to/from the server 16. The administrator can
perform management functions using an application program 20
in cooperation with an operating/system (0/S) 62 such as a
Windows NT™ 0/S. These programs can be stored in memory 63,
such as dynamic random access memory (DRAM) and executed by
15 a central processing unit (CPU) 64 such as an Intel Pentium®
processor. The application program 20 can include a user
interface 21 to provide a visual representation of an
authorization framework 23 and the associlated resources 18a
- 18n. An application program interface (API) 22 can
20 provide a standard communications interface between the
application program 20 and the authorization framework 23.
The authorization framework 23 includes a resource

authorization data structure {(resource structure) 26 which

is used to establish a relationship between symbolic



is used to establish a rel ationship between synbolic 4 WO 02/ 093872

PCT/ US02/ 14775 resource nanes corresponding to each resource and can

i ncl ude owber/0pas3purce aut horization related infornati on. PCAUSeTOUINEe
manager 25 is a program nodul e that can comunicate with the application
program 20 over path 65 and 5 is responsible for creating and managi ng the
resource rgkbuetelreandls everepadhd29y ¢ ealcboremyubes ragshorsi bl e for

mappi ng resource requests 32 generated by the clients to the appropriate
resource relaued briar maiscomcaesessaryzdtdonsatlstyd thekampuest. The results
of the mapping operation 10 can be communi cated to an authorization service
27 by |SSuUi NgpraréeSOtHC anBgdicr ¥51r eguesirog4anvesdal pathnt3sanThe

aut hori zation service 27 executes a programthat is responsible for

det er m ni ngmwhiat bete thiecicldhentppacithiedn pyegerat 2d ¢her nesoucbeanéquest 32
is authorized to access 15 the requested resource 18a - 18n. The service 27
searches ilsheckpsatise: stdlcirebeinf amdl neelaigihgstibetdmwsuidee client 12a
has the proper authorization based, in part, on the authorization

credent i als: h3+aceompasyd N @atthe 20eS oL CaL so egyest B82spasBe &dmi ni strat or
17, acting as a policy author, can access the resource nmanager 25 to

gglnlstc Irggt R 1 hESOHE GErcStiglute 26 fasadited BySehe oflpattiOrkiozaheon
appropriate resource related information necessary to
satisfy the request. The results of the mapping operation
10 can be communicated to an authorization service 27 by
issuing a resource inquiry request 34 over a path 35.

The authorization service 27 executes a program that is
responsible for determining whether the client 12a that
generated the resource request 32 is authorized to access

15 the requested resource 18a - 18n. The service 27 searches
the resource structure 26 and verifies whether the client
12a has the proper authorization based, in part, on the
authorization credentials 13 accompanying the resource
request 32.

20 The administrator 17, acting as a policy author, can
access the resource manager 25 to construct the resource
structure 26 based on a set of authorization policies

related to the resources 18a -~ 18n. The policies can

identify what authorization levels the clients 12a - 12n



related to the resources 18a - 18n. The policies can identify what

aut hori zation levels the clients 12a - 12n 5 WO 02/ 093872 PCT/ US02/ 14775
need to aove2emsper f orm t he requested operation included iPaT/USa®147@50Ur ce
request 32. As shown in FIG 2, the resource structure 26 can be

i npl enented as a directed graph data structure such as a 5 directed tree
dat a struckedetoTheve esoyrecEostnr ¢ ureq 26 el pespanits tima udeglotnce space
representing the names of resources and groups of resources 18a - 18n. The
resource tékeruetunec@breqalsttdé8.a hi erarchy of nodes 50a through 50n. A
root node 50a provides an anchor point for the additional 10 nodes 50b

t hrough 50n. Eaehsho#te irs FASsoC|, atkd mddumre espective odannaee 5la

t hrough 51n and a node identifier 52a through 52n. For exanple, node 50c
has a nodempaemebied @f &' rodentedndrapmaitea dentictues H2ah efs ‘akey3". Each
node 50a through 50n can be addressed by its node nane, node 15

i denti Bi edirectadconbe ndtiotalicbatd. The: nesource struciudee 226 can be
constructed by resource owners, such as a vendor of resources, who can
defi ne t heoradepbaestid iensblacthspugh HSregknabng atidardrzat b@n sub tree.
The sub tree subsequently can be 20 inserted at an appropriate point in the
resource stesieides afy dhmpRobifCyeatitihess 1A% autBali zadd aressulRckr ee can

i ncl ude

structure 26 includes a hierarchy of nodes 50a through 50n.
A root node 50a provides an anchor point for the additional

10 nodes 50b through 50n. Each node is associated with a
respective node name 5la through 5ln and a node identifier
52a through 52n. For example, node 50c has a node name 5lc
of “modem” and a node identifier 52c of “key3”. Each node
50a through 50n can be addressed by its node name, node

15 identifier, or a combination of both.

The resource structure 26 can be constructed by
resource owners, such as a vendor of resources, who can
define the node identifiers 52a through 52n of an
authorization sub tree. The sub tree subsequently can be

20 inserted at an appropriate point in the resource structure
by the policy author. An authorization sub tree can include
a subset of the nodes in a resource structure. For example,
a sub tree may include the modem sub tree represented by
node 50c as the base of the sub tree and nodes 50d and 50e,

25 as the branches of sub tree. Alternatively, the policy
6



a subset of the nodes in a resource structure. For exanple, a sub tree may
i ncl ude the nodem sub tree represented by node 50c as the base of the sub
tree and wodem®B0d and 50e, 25 as the branches of sub treer/vhot/esmati vel y,
the policy 6 WD 02/093872 PCT/ US02/ 14775 author manually can insert nodes
into the structure 26 according to the resource owner's preference.
Manual |y aunskest ethmeddey can insdtidenddeysiassi gmed dyndmirealby by
application program 20. However, because the "keys" may be 5 internally
gener at ed andonbing da tkepubbowt @ ionalee’ keprpberencd.heMenmaylpe no need to
establish a trust nodel for the internal keys. The resource structure 26
supports aitisewted poidds’ caadéncivrby éaylveaadhynedtdyataaricadtyi bg as policy
aut hor, can 10 establish top down polices for accessing a resource w thout
needi ng t calkpbivdthier mregrah 2et aidsieskrhobethate rigsotkegss maytdrori zat i on
sub tree is structured. The term"nount point" is analogous to file system
nount poi ninaachalcioeseneparsisstdmot-ar texanphiel i avgde vald ksyapair,
"manuf acturer 15 diagnostics nount point" where the manufacturer of the
nodem cantipeoyimiey dselo akepots cestaildat Engride matddlorbkyth@ecessary to
access the diagnostic features of the nodem resource. Each node 50a
t hrough 50fntarddie wiysucture 26 al so can
The resource structure 26 supports a “mount point” node
where the administrator, acting as policy author, can
10 establish top down polices for accessing a resource without
needing to know the internal details of how that resource’s
authorization sub tree is structured. The term “mount
point” is analogous to file system mount point and access
permission. For example, node 50d is a “manufacturer
15 diagnostics mount point” where the manufacturer of the modem
can provide a set of polices dictating the authority
necessary to access the diagnostic features of the modem
resource.
Each node 50a through 50n in the structure 26 also can
20 be associated with a respective access control list (ACL)
53a through 53n that can include corresponding authorization
credentials 58 and authorization level 59. The
authorization level 59 refers to the level of authorization

needed to access a resource. In one implementation, the

25 authorization levels can have one of the four following
7



20 be associated with a respective access control list (ACL) 53a through
53n that can include correspondi ng authorization credentials 58 and
aut hori zawpan/obmvel 59. The authorization |evel 59 referecrawsohetevel of
aut hori zation needed to access a resource. In one inplenentation, the 25
aut hori zation | evels can have one of the four followng 7 WO 02/093872
PCT/ US02/ 147T8es val leLwr(el), QdneEdi{®), Edi)t Beyi€¢83r Rewi eider Nooe. (4) None.
The Omer |evel permits conplete adm nistrative access to the resource,
Edi t or per fhesOvead/wvidle recodss tonplete rsouiserafRend ewerspetai ts read
access to the resource, and 5 None, which is default/inplicit |evel denies
al | accessthe aesoesour delitAut bernzat imad/orétdet aposdd dns tbk t he resource
structure 26 can be controlled by the authorization level. To permt
editing a sebotree; Horiewcanpkemadsi mgpdorcdeket togthe hidssburedesandhangi ng
nanmes, identifiers and ACLs, the 10 authorization |evel of the node should
be set ®o0 NOamerwhiciThiss alstfhoikZatpbividr éderli aésid8 «dn arepsesenta a
digital certificate based on the credentials of the client desiring to
access therresoucee. Aorthoexaaplien todeliF0pohasonannAGhdbIesviutde a val ue of
"key3(key2=Owner)" indicating 15 that the authorization credentials "key3"
are del egabédutiourd¢ s autrhori zahtonl leevely ahe" Ouviesri and cholthel .
aut hori zation credentials of "key2". The del egation of credentials is

To permit editing a sub tree, for example adding or deleting

child nodes, changing names, identifiers and ACLs, the
10 authorization level of the node should be set to “Owner”.
The authorization credentials 58 can represent a
digital certificate based on the credentials of the client
desiring to access the resource. For example, node 50c has
an ACL 53c with a value of “key3(key2=Owner)” indicating
16 that the authorization credentials “key3” are delegated to
the authorization level of “Owner” and to the authorization
credentials of “key2”. The delegation of credentials is
shown by the arrow 54c. Thus, the authorization credentials
at node 50b corresponding to node identifier 52b (“key2”)
20 would be examined to determine authorization. The arrows
54a through 54n indicate authorization credentials based on
a delegation of authority from a child node to a parent
node.
As indicated by FIG. 3, the client 12a generates 100 a

25 resource request directed to the server 16 over the network
8



shown by the arrow 54c. Thus, the authorization credentials at node 50b
corresponding to node identifier 52b ("key2") 20 would be exam ned to
det er m newauwklgssrzat i on. The arrows 54a through 54n i ndi eatraseui41esi zati on
credentials based on a delegation of authority froma child node to a
parent node. As indicated by FIG 3, the client 12a generates 100 a 25
resource r@dquesit dis ectssuhetdo thhe, stowethel puopeses hef netamdok 1o8iMD 02/ 093872
PCT/ US02/ 14775 14. It is assumed that, for the purposes of the follow ng
di scussi ondithesslomntthE2&liisnabll2a tiz adirunbcadenwtidetdcheritsetiver 16
because the client has already been authenticated by the server through a
prior aut henstveatlorbgegsestthdlclTdet Siasesdureey rlecpre dutd2ntEb&ed)
i ncl udes authorization credentials 13 such as a signed digital certificate
and a resburtee operatd dimrbhigepecpfied dwheheichtent . rdquetshi 31. extasrpl e, t he
aut hori zation credentials 13 are set to "Dad" and the resource operation
15 i s sét tesdSete Moerast0 3ConfFiLgurdlt iiorludAbt eutiidwel 7-asour ce request 32 is
received by the server 16, the resource manager 25 maps 102 the resource
request tocrademstal<e Nameh(as ot hisrndadenti tier deid jamtaubhera zat i on
| evel based on the information in the resource request. 15 The resource
manager 25rtsanstat@srHi3oa 06SepE€Efied by the client. In this
example, the authorization credentials 13 are set to “Dad”
and the resource operation 15 is set to “Set Modem
10 Configuration”.
After the resource request 32 is received by the server
16, the resource manager 25 maps 102 the resource request to
a resource name (or other identifier) and an authorization
level based on the information in the resource request.
15 The resource manager 25 translates 103 a resource
inquiry request 34 based, in part, on the contents of the
resource request 32. As shown in FIG. 5, the resocurce
inquiry request 34 includes a resource name 41 corresponding
to the resource derived from the resource operation 15 of
20 the resource request 32. The request 34 also includes an
authorization level 42 representing the permission necessary
for the client to perform the operation requested. 1In
addition, the request 34 identifies authorization

credentials 43 corresponding to the authorization

25 credentials 13 in the resource regquest 32.
9



inquiry request 34 based, in part, on the contents of the resource request
32. As shown in FIG 5, the resource inquiry request 34 includes a
resour ce warme/og3B7zorresponding to the resource derived fPamuSaz147@S0uUr ce
operation 15 of 20 the resource request 32. The request 34 also includes an
aut hori zation | evel 42 representing the perm ssion necessary for the
client to perfpom ¢éhenpper atsiion tbquestvedusl mesaddes i maqueadie 3Eeqlest 34
identifies authorization credentials 43 corresponding to the authorization
25 credentrtal.s413tha tdeoumsouneegeeRiestoud2. defeWiNP/B3872) the
PCT/ US02/ 14775 For exanple, using the previous resource request 32 of FIG
4, the reseupceceanageriRh swileg3deser manitgtiatiefiyed heror édeur ce nane 41
is "Key3/ User config" derived fromthe resource operation 15 "Set Mdem
Conf i gur atde@plircé2dp&terdn 5.5 & stheModaesSarfygaubhosnzat (0N dweeel” 42 of a
particular resource node in the structure 26, and (3) "Dad" is the
aut hor iszatiisonher adesatsat v Adheareespondienglt d2t hé aapdhardwatd on
credentials 13 identified in the resource request 32. The resource manager
25 keeps tdeackrot AOdé nforumt isamrutehsad exb,t @nthe 31 eSpadiCei stahact ure 26,
including the resource nanmes and associ ated aut horization |evels. As
i ndi cat ed dwhbkEraBioh heradRasauate wRNEge e 2ondiagwas dshd 04 t he request
inquiry request 34 to the

authorization credentials 13 identified in the resource

request 32. The resource manager 25 ﬁeeps track of
10 information related to the resource structure 26, including
the resource names and associated authorization levels.

As indicated by FIG. 3, the resource manager 25
forwards 104 the request inquiry request 34 to the
authorization service 27. Upon receipt of the request 34,

15 the authorization service 27 searches for the resource name
in the resource structure 26 and evaluates 106 the
authorization credentials and the authorization level of the
client against the authorization information in the ACL at
the corresponding node. For example, using the resource

20 inquiry request 34 illustrated in FIG. 5, the authorization
service 27 would search the resource structure 26 and find
that node 50e has a node name 5le “user config” and a node
identifier 52e “key5”. Node 50e is a child node of the

parent node 50c as indicated by the arrow 54e.

10



aut hori zation service 27. Upon recei pt of the request 34, 15 the

aut hori zation service 27 searches for the resource nane in the resource
struct ur ewbe2ams7eval uates 106 the authorization credent iparasands7rhe

aut horization |evel of the client against the authorization information in
the ACL at the correspondi ng node. For exanple, using the resource 20
inquiry request£34nhtl tastiyated the BVr&ud;idrheénddchoes z@ omatséPgi ce 27
woul d search the resource structure 26 and find that node 50e has a node
name 5le "wsentceBf hgthantkead nadeccedenthd imrsob2zee" keysd . olNdde 50e is a
child node of the parent node 50c as indicated by the arrow 54e. 10 WO
02/ 093872 REHSB26%4715thd fadihe theauthe ofutthre iewalioat sonvigrliZdat es 108
that the client is authorized to access the resource based on the

i nf or mat i ofedurnishe 18Ck, stbessdha avphor i@ athorresenviceem@iagertdfr-ns 110 a
successful reply to the resource manager 25. 5 The resource manager 25 can
perform 11ghd he sepetat nenagefuestead byrtden clizenthebepauseiehe client has
been authorized. Using the resource request 32 of FIG 4, the

aut hori zat + Qi3I 69 2eWeul shi mavanse tie clodes hast heenlO resource
structure 26 and process the set of credentials "key5(key3=owner)" starting
at node 50g,+Hlil@w the arrow 54e to node 50c credentials
"key3(key2=owner)" and foll ow
Using the resource request 32 of FIG. 4, the
authorization service 27 would traverse the nodes in the
10 resource structure 26 and process the set of credentials
“key5 (key3=owner)” starting at node 50e, follow the arrow
54e to node SOC'credentials ”key3 (key2=owner)” and follow
arrow 54c to node 50b and refer to ACL2 “key2 (Dad=Owner).”
If the client has an authorization credential set to “Dad,”
15 he is authorized as “Owner” to perform the “set modem
configuration” operation.

On the other hand, if (at block 108) the ACL associated
with the node does not grant access to the client, then the
authorization service 27 searches 114 for a parent node

20 having an ACL with a sufficiently high authorization level
to permit the client to access the resource. 1f a parent
node is found, then the ACL and associated authorization

level and authorization credentials are forwarded to the

authorization service 27. The process would then return to

11



arrow 54c to node 50b and refer to ACL2 "key2(Dad=Omer)." If the client
has an aut horization credential set to "Dad,"” 15 he is authorized as
"Onner" twopetndasran t he "set nmodem configuration” operati @0T/USn2/14185 ot her
hand, if (at block 108) the ACL associated wth the node does not grant
access to the client, then the authorization service 27 searches 114 for
parent nodgo2®@ havi wgewmn ACL anthlhrazatidn deanticy RV ghPetsori zation | evel
to permt the client to access the resource. If a parent node is found,
then the AGkdandiadsoct atred cuirhdr rgatioh irfoyeptand butHer if4&ti on
credentials are forwarded to the authorization service 27. The process
woul d then ret upretror1li N0 20988721 PCTYNISCRRELT7BesBl bT ki nEdGakier e t he
aut hori zation service 27 checks credentials of the client against
i nf or mat i athath nbheaAGht dHodwe\eeristisf wi bl db del Lndprikedszareh results
indicate that no parent node exists with an ACL inherited at a 5
suf fi cientdyricdenautyhot gz adudrodieeshiont herelthaheauthéri zati on service 27
returns 116 a failure result to the resource nanager 25. The resource
manager i sadeniredati8n accesse ta7 théuresoliice died lmay toswiniteattéet he
denial to the client. 10 If a client with the authorization credentials
i denti fi edrahonecaganagatt 2Hpt ethd aeacvess ndrederodsat dpoied"118
access to the resource and may communicate the denial to the
client.
10 Tf a client with the authorization credentials
identified above again attempted to access the “mount point”
corresponding to node 50d, the client would be denied access
because node 50d only delegates the authorization level of
“reviewer” to its parent node 50c as shown by the arrow 54d.
15 The node 50c has a ACL3 with a value of “key3(key2=owner)”
indicating that the credentials are delegated to node 50b as
shown by arrow 54c. Therefore, referring to node 50b with a
node name 51b “DenPC”, the authorization level assignment of
“key2 (Dad=Owner)” at ACL 53b does not authorize “Dad” to
20 access the “mount point” node 50d.
Using the foregoing techniques a resource vendor, such
as a manufacturer, can define its own public/private key and
require the client to use the key in order to gain access to

certain aspects of the modem such as the modem’s diagnostics

25 feature. By limiting access to the diagnostics feature to .
12



correspondi ng to node 50d, the client would be denied access because node
50d only del egates the authorization |evel of "reviewer" to its parent
node 50c we 0ghmssm by t he arrow 54d. 15 The node 50c has aPACuBom47hs a val ue
of "key3(key2=owner)" indicating that the credentials are delegated to
node 50b as shown by arrow 54c. Therefore, referring to node 50b with a
node name AiihcrDen®Clid¢hess authikomerafiomieay elenasse gin@nt of
"key2(Dad=Omer)" at ACL 53b does not authorize "Dad" to 20 access the
"mount poiduthoradet 56a. fidsieng tkh@ 3f be egofauyet eglitPquescar¥tesour ce vendor,
such as a manufacturer, can define its own public/private key and require
the clientrdaxriseivhe. key in order to gain access to certain aspects of

t he nodem such as the nodeml s diagnostics 25 feature. By limting access to
t he di agnosti cghkeabuegoiny teXHNDD2A 0988 72 RETAUSDRL 147750 &t kéri zed
clients, the manufacturer can use the authorization framework 23 to

enf or ces custaacs ectbsbymuliegtld ctopdnsat Towes figrdgdiing deehnilkpies! can al | ow

authorization to be 5 shared across nmultiple applications including
di stri but eslystsyst emstt bpan spanfdicfre némi nbelmiatiister doingéngonai ns.
Furthernore, the techni ques can be applied to solve problens relating to
securi ng seimilcenrgatewaye ptatirorqmesft opntlhe amonsymeer matketprokiemsechni ques
al so can be used in the
relating to securing service gateway platforms for the
consumer market. The techniques also can be used in the
10 context of electronic business (“e business”) solutions for
either business to business or business to consumer service
applications, where the endpoints of communications are
inherently part of different administrative domains.
Although four authorization levels are discussed above,
15 it is possible to increase the granularity of the levels.
Various features of the system can be implemented in
hardware, software, or a combination of hardware and
software. For example, some aspects of the system can be
implemented in computer programs executing on programmable
20 computers. Each program can be implemented in a high level
procedural or object oriented programming language to
communicate with a computer system. Furthermore, each such
computer program can be stored on a storage medium, such as

read only memory (ROM) readable by a general or special

25 purpose programmable processor for configuring and operating
13



10 context of electronic business ("e business") solutions for either

busi ness to business or business to consuner service applications, where

t he endpowotog/ogds7zonmruni cati ons are inherently part of dipCfrarseni477s

adm ni strative domains. Although four authorization |evels are discussed
above, 15 it is possible to increase the granularity of the |evels.

Vari ous f eateurcempotet hehaystremscanabe neplwhent eda2fnby HeiIV@E@ L8 t war e,

or a conbi nation of hardware and software. For exanple, sone aspects of the
syst em cancdeerfophemeat &cthdtncoenpgeseriped@i@ye -execut i ng on programmmabl e
20 computers. Each program can be inplenented in a high | evel procedural or
obj ect ori ent edypeagtaptenmeniaanignagere owlgoimmitiecarersi eh & onput er

system Furthernore, each such conputer program can be stored on a storage
medi um sugdliasvingeadabmsy menory (ROM) readabl e by a general or special 25
pur pose programraebl e processor for configuring and operating 13 WO

02/ 0938&72 PCT/ US02/ 14775 the conputer when the storage nediumis read by
the conputer to performthe functions described above. O her

i npl enentations are within the scope of the following clains. 5 14 WO

02/ 093872 PCT/ US02/ 14775
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WHAT IS CLAIMED IS: 1. A method conprising: receiving a resource request
froma first requestor, the resource request including credentials and
i dentifyiwg 02893m2 operation to be perforned with respect POCTAUSOESOOS ce;
mappi ng the resource request to a resource identifier; searching a
resource data structure for a resource node based on the resource
identifier; and 10 determ ning whether the first requestor is authorized

to performthe operation with respect to the resource based on whether the
credenti al SfHAT tise CLRSEED CES r equest match a resource authorization

parameter associated with the resource node. 15 2. The nethod of claim1l
wher ein searching includes searching resource nodes each of which
represents B regometbodaporphniciindes a resource identifier. 3. The met hod of
claim 1l wherein searching includes searching a directed graph structure.
20 4. The net hodeafeivhiapn lrevwmrmgien negueb i Ayem & dda8itcESIPREu@St i ncl udes
receiving a digital certificate conformng to a sinplified public key
i nfrastruct tite. redHUNB02¢ Q9887 2 rRCTIUSE2F1adTBEi5.s Phe AEERBEEOINT] ai m 1
wher ei n mappi ng i ncl udes mappi ng
5 an operation to be performed with respect to a resource;
mapping the resource request to a resource
identifier;
searching a resource data structure for a resource node
based on the resource identifier; and
10 determining whether the first requestor is authorized
to perform the operation with respect to the resource based
on whether the credentials in the resource request match a

resource authorization parameter associated with the

resource node.

5 2. The method of claim 1 wherein searching includes
searching resource nodes each of which represents a resource

and includes a resource identifier.

3. The method of claim 1 wherein searching includes

searching a directed graph structure.

20 4. The method of claim 1 wherein receiving a resource
request includes receiving a digital certificate conforming

to a simplified public key infrastructure.

15



the resource request to the resource identifier and a resource

aut hori zation paraneter including an owner |evel authorizing conplete
access t owDhe/o9asspurce. 5 6. The nmethod of claim 1l wherei RCRAISPY/MI73 ncl udes
mappi ng the resource request to the resource identifier and a resource
aut hori zation paraneter including an editor level authorizing read/wite
access to %.he masometieod Rf Heimel hodevdin | mappinowhes Bide SramPt§Yi ncl udes
mappi ng 10 the resource request to the resource identifier and a resource
aut hor i zatiren rpacatet erequedtudiongha revoenes idevshifigutarstiszi ng read only
access to the resource. 8. The nmethod of claim 1l wherein mapping includes
mappi ng thesdeseunoehsepmEsiont patrhretesocincadideneif pereanevells resource
aut hori zation paranmeter including a none |evel denying all access to the
resour ce. Lithbthd zamghodmofetsd aaredsi hel tde ngeselregat i ng the credential s of
a child node to a parent node in the resource data structure. 20 10. The
met hod of claim9 in which the resource request is handled based on the
del egatsed &r eddits aleshod 6o A IGRN0I3FR2 L POT/TUSOZNTDA 77511495 MARP ISt hod of
claiml1l wherein the resource request originates froma client conputer
directed tthe erorece cegpratertovée geperwes kidentifier and a

resource authorization parameter including an editor level

authorizing read/write access to the resource.

7. The method of claim 1 wherein mapping includes mapping
10 the resource request to the resource identifier and a
resource authorization parameter including a reviewer level

authorizing read only access to the resource.

8. The method of claim 1 wherein mapping includes mapping
the resource request to the resource identifier and a
15 resource authorization parameter including a none level

denying all access to the resource.

9. The method of claim 1 including delegating the
credentials of a child node to a parent node in the resource

data structure.

20 10. The method of claim 9 in which the resource request is

handled based on the delegated credentials.

16



12. An apparatus conprising: 5 a nenory for storing a resource data
structure having resource nodes each of which represents a respective
resour ce wod20sch has a respective resource identifier amdT/iz02/e850urce
aut hori zation paranmeter; and a processor configured to: 10 receive a
resource request froma first requestor, the resource request including
credenti alig .an@hei denhéd yifmglanmopevia¢ioim tthebeeperter MaEWESEh respect to
a resource; nmap the resource request to a resource identifier; 15 search
t he resourad gdakaest oot ur elfientacoesetrcalinesdedbbsed Tirvfe resource
identifier; and determ ne whether the first requestor is authorized to
perform t hempeeat boar w trletwesrect to the resource based on whether the
credentials in the 20 resource request match a resource authorization
paraneter associated with the resource node. 13. The apparatus of claim 12
wherei n t He r efauppeadatiess smpygsuneg:conpri ses a directed graph structure.
17 WO 02/ 093872 PCT/US02/ 14775 14. The apparatus of claim 12 wherein the
credentsial s i rclmedera Gogittalricer vi Fpeaecs olsfter AERECEE R Y fi ed
public key infrastructure. _
resource nodes each of which represents a respective
resource and which has a respective resource identifier and
a resource authorization parameter; and
a processor configured to:
10 receive a resource request from a first requestor,
the resource request including credentials and
identifying an operation to be performed with respect
to a resourcé;
map the resource request to a resource identifier;
15 search the resource data structure for a resource
node based on the resource identifier; and
determine whether the first redquestor is
authorized to perform the operation with respect to the
resource based on whether the credentials in the

20 resource request match a resource authorization

parameter associated with the resource node.

13. The apparatus of claim 12 wherein the resource data

structure comprises a directed graph structure.

17



15. The apparatus of claim 12 wherein the resource 5 authorization |evel

i ncl udes an owner |evel authorizing conplete access to the resource. 16.
The apparwbDug/oeds7zl ai m 12 wherein the resource aut hori zatcarushewshs

i ncludes an editor level authorizing read/wite access to the resource. 10
17. The apparatus of claim 12 wherein the resource authorization |evel

i ncl udes a4.evitewerppevatusawttholbziing? wheatkignlteactedentigtshe resource.
18. The apparatus of claim 12 wherein the resource authorization |evel

i ncl udes armwaneel avelgtenyicegtalficateessnfdifning thearebuvkidded9. The
apparatus of claim 12 wherein resource data - structure includes the

del egati opufliax Kegotinteastautcdarrezati on level froma child node to a parent
node. 20. A systemconprising: 20 a first conputer associated with a first
requestor configured to generate resource requests with credentials; 18
WO 02/ 093872 PCTUSPRAL4TYS ofa cdedundl? compirisy theclradpPwgcsenory storing a
resource data structure with resource nodes each of which represents a
respects veautgsoirzes iandlews chirtdsidgsr espects v d avedoarteoridert i fier and a

resource authorization |level, and the 5 second conputer configured to:
complete access to the resource.

16. The apparatus of claim 12 wherein the resource
authorization level includes an editor level authorizing

read/write access to the resource.

10 17. The apparatus of claim 12 wherein the resource
authorization level includes a reviewer level authorizing

read only access to the resource.

18. The apparatus of claim 12 wherein the resource
authorization level includes a none level denying all access

15 to the resource.

19. The apparatus of claim 12 wherein resource data
structure includes the delegation of a resource

authorization level from a child node to a parent node.

20. A system comprising:
20 a first computer associated with a first requestor

configured to generate resource requests with credentials;

18



receive a resource request froma first requestor, the resource request
including credentials and identifying an operation to be perforned with
respect Wwo o0aopas3purce; 10 map the resource request to a PEIAIOTEIT7S
identifier; search the resource data structure for a resource node based
on the resource identifier; and determ ne whether the first requestor is
aut hori zed to pestoomitdrenpuperathobudind mreawygctteplrhe TESOMESSUr ce based
on whether the credentials in the resource request match a resource
aut hori zatdaen kevekbtuassddhatredowitd tddes esolir 08 voddr zaERFS&SREEWOr k over
which the first and second conputers communicate. 20 21. The system of
cl ai m 20 whewresipactheer esounce datlavhsth doture reepprises EAYEESt ed graph
data structure. 22. The system of claim 20 wherein the credentials include
a digital ieemntiifieat en¢anfrrspunget oubhstigsiifonedepabl i ankeype
infrastructure. 19 WO 02/093872 PCT/US02/ 14775 23. The system of claim 20
wher ei 5 t hedoesioubeputantdwriizatedntbevel includes a |level fromthe group
consisting of owner level, editor |evel, reviewer |level, none |evel.
receive a resource request from a first requestor,
the resource request including credentials and
identifying an operation to be performed with respect
to a resource;
10 map the resource request to a resource identifier;
search the resource data structure for a resource
node based on the resource identifier; and
determine whether the first requestor is
authorized to perform the operation with respect to the
15 resource based on whether the credentials in the
resource request match a resource authorization level

associated with the resource node; and

a network over which the first and second computers

communicate.

20 21. The system of claim 20 wherein the resource data

structure comprises a directed graph data structure.

22. The system of claim 20 wherein the credentials include
a digital certificate conforming to a simplified public key

infrastructure.
19



5 24. The system of claim 20 including the delegation of the credentials
froma child node to a parent node. 25. The system of claim 20 including

t he del egaDioe/93372 credentials associated with the first PegusSe/ot77i0 a
second requestor wherein the second requestor can request resources 10
using the credentials fromthe first requestor as if it were the first
request or. 226. Aneasybtére cOnrpriisi A whevnputtde readabt® nedi um t hat

stores computer executable instructions for causing a conputer systemto:
15 map a r esatoee zeedquesietd dancédsdasce lefeait iffioar the ngdr¢Wsponse to
receiving the resource request froma first requestor, the resource
request i nalowdiing iagedentiedis lavel,i ddhtof yiawplan ropeedt¥ okfted rbe perf or med
with respect to a resource; 20 search a resource data structure for a
resource nadme hased.on the resource identifier; and determ ne whether the
first requestor is authorized to performthe operation with respect to the
resource based on 20 WO 02/093872 PCT/US02/ 14775 whether the credentials
in the resaur.ce Treqeestemnttholain @§obnebudinhdiiez defoneFevelofaddbei at ed

with the resource node. 27. The article of claim26 including instructions
for credentials from a child node to a parent node.

25. The system of claim 20 including the delegation of

credentials associated with the first requestor to a second

requestor wherein the second requestor can request resources
10 using the credentials from the first requestor as if it were

the first requestor.

26. An article comprising a computer readable medium that
stores computer executable instructions for causing a
computer system to:

15 map a resource request to a resource identifier, in
response to receiving the resource request from a first
requestor, the resource request including credentials and
identifying an operation to be performed with respect to a
resource;

20 search a resource data structure for a resource node
based on the resource identifier; and

determine whether the first requestor is authorized to

perform the operation with respect to the resource based on

20



5 causing the conputer systemto have a directed graph data structure with
resource nodes representing resources including a resource identifier and
a resour cwoanbasri zation level. 28. The article of clai mPR&/USeZ4TE ng
instructions for 10 causing the conputer systemto have digital
certificates conformng to a sinplified public key infrastructure. 29.
The arti cl esofcreiaitime26reaet tidilisg innshe uce s ons-o grequeatishagch e conput er
systemto del egate the credentials of a child node to a parent node. 15
30. The artigdmmrefe ahahbr2tatiinel ddived hastcimtddng thorhe coestuitret he
conputer systemto delegate the credentials associated with the first
request or tode.second requestor to allow the second requestor to request
resources using the credentials fromthe first requestor as if it were the
first 20 requestor. 21

27. The article of claim 26 including instructions for

5 causing the computer system to have a directed graph data
structure with resource nodes representing resources
including a resource identifier and a resource authorization

level.

28. The article of claim 26 including instructions for
10 causing the computer system to have digital certificates

conforming to a simplified public key infrastructure.

29. The article of claim 26 including instructions for
causing the computer system to delegate the credentials of a

child node to a parent node.

15 30. The article of claim 26 including instructions for
causing the computer system to delegate the credentials
associated with the first requestor to a second requestor to
allow the second requestor to request resources using the
credentials from the first requestor as if it were the first

20 reduestor.

21



