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Met hod and Device for Authenticating MS that has an
R-U M by usi ng CAVEAI gorit hm BACKGROUND OF THE

WO DMERFIOON 1. Field of the Invention The presePCT/KR2005/000556
invention relates to the Code Division Miltiple Access
2000 (hereinafter referred tp as cdma2000) and Hi gh
Rat e Packet Data (hereinafter referred to as HRPD)
dual -node termnals, especially to a nmethod and device

P)gétlﬁll& Qﬁwdﬁﬁ&é {Tﬁ' Kﬁﬂié 1c%1tt MS m#hzﬁeﬁﬂ‘lﬁlﬁl?vl g%felfsmg

entit erelnater rred to as R U

usi ng Cel | ul ar Aut hentGAXE S Yoi ce Encryption

(hereinafter referred to as C‘AVE)aI gorithm 2.

Description ofthe Related Art The cdma2000 network has

been w del y aBRlCEGROUMND QRMHE ANVENEIONe worl d.

In this kind of network, a Chall enge Handshake

Aut hentication Protocol (hereinafter referred to as

CHAP) based on_the CAVEal gorithm has been adopted to
1. Vegldrof thadnvengian macy of the access terninals. This

aut henti cation system has perfect nethods on ill egal

attack-protecting. A Mbile Station's (hereinafter

rnﬁ@pf@@nt mvaatidereRtds\atlie Kyde(Prvikdyh Moldipld A cCé¥R2000

(nefliflofibiteRe 18 b P BnO Kind Bidl RalPadT Ty herpinafier

refércedito @mH)RR]B}; gealtmede yernTinelsaaspestallycta 4 orethodard device for

aut@«?%t?éeagl e Bﬁ@%aeﬁfb%gggﬁo Réxgl%@gb‘fel st rdr%ﬁ? th‘ of
(heraimpiien Tefeired to apRyr- IM)d?ry vHBg Siedhudar Antheaticaigmyand Voice

EndrpRoA)(hbfeinked bR &eSSCAVIE)eNEdeinh On. Accor di ng
to specific conditions, the netmork sends a nessage

i ncluding a segnment of random values to the M5 and the
date the SSD A data. After this
Iﬁ%ssc 3@’1@%&%&9&@‘%’5 the M5 and the AuC
rBspedma2®0), nethork feisuble wadelgrappdiedesomntesciallkfl over the
woﬂggg‘? pd rkl@Tﬁéﬁ%a QEQ eflah ke ! Rhhehfi€ation Protocol

gen [ate an

ER
(herehmalipnreamed es SITAR) Parcdoniie i\ ArbR Birey adopted
to ¥diefyote BRI abg dfet@baé‘&@ssl\ftérﬁnﬁﬂg LGV Qﬂ@emﬁbﬁfbﬂ/\'s)l'sitem has

e e, i BB SR TR BB SOl At
reférhed bebswdIR) pendsy kay wwtam%emvmgstlthm%ag@mbm the
M N5 MR 825860 Mfwork's Authentication Centre (hereinafter referred to as
AuC) respectively. The authentication process mainly includes such two
procedures as the update of Shared Secret Data (SSD) and the implementation of
authentication. Part A of the Shared Secret Data (SSD_A) is used for access
authentication. According to specific conditions, the network sends a message
including a segment of random values to the MS and the AuC respectively to
update the SSD_A data. After this message is received by the MS and the AuC
respectively, the included random values, the A-key and other parameters are
together input into the "SSD_GENEREATION PROCEDURE" to generate an
SSD_A through calculation. After confirming the correctness, the old SSD_A is
replaced with the new one which will be used as the key for the access
authentication. When an authentication is needed to be done on a terminal, the
network sends an authentication request message to the MS and the AuC,
including a segment of random values. After this message is received by the MS
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i ncluding a segnent of random val ues. After this
nmessage i s received by the Msand the AuC respectively,
W b@sagaonent i cati on results are cal cul ated i n PAEKRE05/000556
and the AuC by the random val ues included in the
message, the SSD A and ot her, parameters according to
the CAVE al gorithm The M5 $ends the authentication
result to the AuC. By conparing the differences

ancpfﬁt%‘l’q%ﬁtel%gt?ecgl%gﬁ i d ﬁfi'fh gﬁcétﬁﬁwersﬁ its Eltéec%il%ge@ Pethe MS and
o the pangdorn cVéﬂuftShlélC dedyincthe messages the SAD W and other

arﬁi%@ﬁézs a@i’@fd'lrﬁg %&A @/ﬁ; UlAVE b erideh. I’th MES M?ndﬁﬂfé htBentication
al gori | a SO [
tos{i OV nBINPETELEE THe TS AP oR: Dy bfatication

reswitd)e¢he IMStdaatbet lmﬁhénk%teql o deoradid omnetn lircdid 2@OM netweork’s
oo 00 HOPOFLD PV LIS UM S038 B TRABE4 R o s
andrths canrerpending IG AVERAgerithae r@ealsmnplem@ athedyIS and in this
casé 9&1\%0 Mﬁ%g% gloaa?l KRPR. Q‘flg‘@fglg%?|1§ %gag%?‘ggfﬁﬁ PbreddNRAGAYTIMV,
|G EsPeRdiael C gg’ga bre g QlsoNTaplgmesntad Bt - '3hy card.
In ﬂﬁg ras@othdi MS st andiedda VISt hes 3 R&J]_iMeHﬂghpREtsJJPacltetZData
<he§m A 5 bS8 g gkl B PSR neor
andahetshieseni gratialhy addlaedhnldoahrabwl bi@phhﬁlcm—la]? over the world. As
pre& iRt Cafel %Brre n&%d%ﬁﬂé@dca%ygb %raegﬁgbt BfBject 2

I'S specifled exp speci
(heraieafirrrrefartgdhto @%éﬁﬁP ifgbe recrrIsEukaniisakon g adapfed by the

HRP@J‘E&Q@?]{ NVl erdicatibA deneNdRld ko ®ahe QIFJJRP audishtidBtion,
but' nf ormatllgn excha e be ween then}. g cr| qH‘F]i b
cB9 draned; sRetyRiicy Bubh SPRAt APERlis y’t SYiFR a0 be
spetifrid Byptﬂmerpaﬂtmufart d)lﬁeramm HRPRonktveorit ahe thRRmMa2000
g SOOI ol BORES Bl By oo
theme dhe subscrihese pan slmr@uthe geviags goiongh tho dval-mpde terminals that

supfu@!botR ¥ E&MIDOGH ﬁefv%&raﬂ@thkmm K I]le‘i’i‘é’étegory of

t present, the operat arrle
SubgGHileT 8 ‘ihleymiaﬁb ICE-E? @g%l g]f é%ﬁ %l@afheo ollowing
secliéhs; L&)@:fepﬂ Rpédificaldy Qrvidied @&Dthes dusBthoder teténals refer to the
d %O%ﬁeﬁgggﬁs of all authentication and the generation
cang €Uent privacy keys. The SSD is derived
f Adrprebent; ﬁhek epérations teardRedubvt byrtie RAREM tdaed meaintyr kncludes
S SRR AR RRRAERER Ul SO0 PhoR D BOSPRY the

ara ﬁrocess starts e networ
calquiationnef pll ithepticiste AR dhe generatjen tof thessyhsequentquavacy

key§ Thé BSDOisURReE ﬂfé}ﬁ thél PACKd e 'tlie RIDIMAEGard N'WMeni the network -
sends an [?PBAT\ﬁhggD command (which contains a RANDSSD parameter), the
SSD update process starts. The network that the relevant subscriber belongs to is
the unique entity to update the subscriber's SSD, as shown in figure 3. When the
network initiates an SSD update process to a certain subscriber, the subscriber's
MS firstly stores a RANDSSD parameter and then generates a random values
RANDSeed. The MS transfers the RANDSeed parameter to the R-UIM card and
starts to perform the Base Station Challenge function. Then, the R-UIM card
generates a RANDBS parameter. The relatiohship between the RANDBS and the
RANDSeed is prescribed by the distributor of the R-UIM card. For instance, in
the R-UIM card, the RANDBS can be set to equal to the RANDSeed. The
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network initiates an SSD update process to a certain

subscri ber, the subscriber's M5 firstly stores a
WORNBEED1 par anet er and t hen generates a r andonP@EKRe®35/000556

RANDSeed. The MS transfers the RANDSeed paraneter to

the RU Mcard and starts ko performthe Base Station

Chal | enge function. Then, the R-U M card generates a

RANDBS par aneter. The r el ationship between the RANDBS

Mhﬁggs%wgﬁqﬁé derty egfgg Efélntféhtfn%et%é %Fi}il(?dﬁg&o rocess

to theRMOND Seat), okgenrated lwuedua ¥ WikeourANERRRIto th ﬁMNEB% d. A
Baseoegtét'id.r@ﬁor Zglagl%éh d@)%ﬁi&ﬁ(ﬂtc%)eﬁséRA nﬁlibcgg@UIN? dagé to ttr'iljnsmlt the
ner at e
Mﬁégmaa@aﬁeyt amcggb‘él&@ tq they E‘V%&%Dsged. A Base
?haﬁﬁdﬁésiihm Itha%M&mﬁmdmdtheausmnmﬁl Reldihdingartkde tRANDSSD
ransm [ t [ .
bR N SR TR s S bR
figuiend! (Iheng at BETRANMDSSEndaa ABINEIBS arespense ralne ap EHBS are
calc%%%lqgﬁﬂ{e RW%B&S% rdPHREE tl*?er Qﬁ(ﬁ%és OﬁESN% U ,\/]Im(iﬁgntlty of

ue an RANDBS r esponse val ue
Mpufersghe reledptionsackayen e@lhéiqi%ﬂmln@ ak8. agvéwe raggording to

corré‘sb@hﬁlfﬁgtlﬁﬂlcﬁﬁlﬁﬁ wied tht NLOINI Wendertedd igftod tdhmiul. t he

ul ati ons have

TRBP iy oS BBy AbS JROIRY D GG 1S WHah SorEeneriad new
SSDi xsahuen f@rﬂhe delavtal R-Uevingard] Aften redeevingy thor RASNDSS parameter
fron%Rtﬁlgqt&h%g tﬂ@%@{{%@{ gélal]%fe%qhé %%??ﬂi@r@'iﬁtﬁ tﬂ@"i’xe%v?‘@Sﬁ‘l M5d then

recelvin

sendRANDRIFEIBSdo cthe fYdm TheeMsregands the mmm&é&]ﬂﬁ% as the
paraﬁl%%r/%fr HBSCYh it $SDNe SRR a@lﬂdsetnh§ ntsende RIGTMIELRS The

R-Uﬁﬁr%ﬁipgmpagiéteths Tegsar el UEIRD SORHA A arplCULALcHL BY tsgl: and if
theytdre JﬁktLﬂhM saaie] .thd fSSIR ulidHM odessomiabesls; treenr ﬁ?aeSSRIWﬂl be
Storeﬁu ﬁﬁee EWt%é dg’t g)ﬁalﬁ&itgsréesucgeegr Qﬁé roSining
authmtmaasa asldulatienss 6 rdmjtqu A%BH%SJvaIuGSrareshﬁ@mnt the R-UIM
dlscarHF HERASH S ST BR yengﬁhs ﬁ{écﬁ%ﬁ%ﬁ& a8 YRS 1E LRDS.

ations, HBS val ues are di garel
Rugh %’U&F‘B@’ér 9EoeeR® MefRosIWosess dni anterptigal’s legitimacy

Ver1ﬁl’!dtﬁ>|nnl3tls basie, op@‘éatﬁdiﬁ%}e ilfushiagsd @ ﬁgurEhS aut henti cation

C a ter egiqt.i;mac

R R sehen R G Gaert sBrssbra b IS, FRULUPRTL asbic fone

randbingvaleeSRANDe TheMSetakiss theRANIThad tlaegdShe dsagythet ipputs of
[ udi 3 t

the CRVEABoriif! (NG Ri32d hlhit ?%agﬁgﬂacﬁﬁbﬂﬁ%arw% 1, then
the MS sends this parameterl to the AuC by an _Authentication Challenge
Response message, and the AuC compares the authentication parameterl with the
parameter2 calculated by itself with the same method. If they are just the same,
the authentication passes, otherwise, the MS is rejected €o access the network.

(2) The message flow of the existing HRPD network on access
authentication

The HRPD network's access authentication includies the following message
flow(as shown in figure 7):

an access network (AN) sends the Chap Challerage message to an access
terminal(AT), including the random values ; 701
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the CAVE algorithmto calculate an 18-bit |ong

aut henti cation paraneterl, then the M5 sends this
w@a0oaneder | to the AuC by an - Aut henti cati on OPGl/K&2@8/000556

Response nessage, and the AuC conpares the

aut henti cation paranmeterl wj,h the paraneter?2

calculated by itself with the same nethod. |f they are

just the sane, the authentication passes, otherw se,

thﬁle'\@cb%sr %rﬁ’#h?ﬂ rEcélv@rf Ctﬁésgﬁgg @‘flta%lﬁée ﬂq@gsag €and then

e exil
caleijates ﬁh@ @a&henhcartm PiRPDetRst lvm 'the geqaived Random values In the

g@t‘ét e ehedkption algshmrﬁmls‘ edle@Vid an NBEFASIE th! PWke Further

hown in %gure an access network (AN) ‘sends the
1088afYenge nessage to an access terninal (AT),
| Nceu démginah esendsn donChap URSsponse Imeéddpe acctrs AN, including

1nfé1§1ir1%tﬂrﬁg<l?%é%c e\:/ N ﬁ?ceésafD M@eﬁgai)g?é%ﬁg tﬁgﬁﬂthteﬁﬁ&tlon
parammrvlemmdm,rﬂﬁﬂal ues. | n the figure, the encryption
&lﬁéﬂ fREWip tl}é C‘l‘%ﬁ) ?r&rHCEBlS@T 46 LART sends a

anati ons; m na se ds . a

sponse
§ SAERESP oR@q}@smwssm Gt A -AAEsr Hﬁl%lﬁgo eA%rge parameters
mchﬁeﬂﬁﬁkheﬂc:ﬁ RekspohddAhpssapammm val ues, the

i T 'onréﬁaﬁfa "Sé?)o]ﬁg% TR | G ¢ Focal, pgssword

(ANN\A@nBsssavd%dchndsthAcA"Es PaReeoEb trenpst dyesarne)\ns pdf value to

calgnﬁie%ﬂb %ﬂtﬁ&ﬁoé@éf@g@ﬁ%&é@%ﬁél Hér?igf’igrsgl @%&Pﬁ&g@gap
h@esAhM%e qoaamresvaﬁswvomthemw Pagsmsier ahd Withe the

autﬁé—nt&aﬁ%ﬁ%ﬁet@fg 7ost the sanme) as input value to
LGl ot DAL RO PRSI S o L0, 2P
indp:ﬁhﬁg‘&hﬁrthé awthiehtithigormpidsesthec207 on par arret er 2; 706
g e bl 71 R YL USRS
parpmsmsz Hbe AN7ANA strdsauBieding AacessrRgiacamaseageltoi the AN to
rej%ﬂwegﬁggt@qefd:ﬁl ia.ujAd;gggt [ c%t [ ont par aneter 2, LheAN
t d\fter receiving the Radlus AccesSsSAcgépgchegs%Sgga e EX tseneds a Chap
Success message to the terminal, indicating that the authentication process is
successful; 709

And after receiving the Radius Access Reject message, the AN sends the
Chap Failure message to AT, indicating that the authentication process failure.
710

In practice, the voice service is normally provided by means of the
cdma2000 network and the high rate data service is normally provided by means
of the HRPD network. Therefore, the dual-mode terminals that support not only
the cdma2000 network but also the HRPD network will take up a sizable share.
Because the ¢cdma2000 network is generally established ahead of the HRPD
network, some subscribers of the HRPD network are upgraded from that of the
c¢dma2000 network.

The existing R-UIM cards only support the CAVE algorithm. For a
cdma2000/HRPD dual-mode terminals has an R-UIM, the R-UIM card is the
unique identifier of subscriber's legitimacy. Therefore, as the cdma2000 network
has been launched into operation and holds a lot of subscribers, how to realize the
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reject the access of the termnal; 708 After receiving

t he Radi us Access Accept nessage, the AN sends a Chap
wEamses®inessage to the termnal, indicating tPEl/KRR@®5/000556

aut henti cati on process is successful; 709 And after

recei ving the Radius Access_ Rej ect message, the AN

sends the Chap Failure nessage to AT, indicating that

the authentication process failure. 710 In practi ce,

HR]jIh %elevg%%es %?Eéléscgumgn@ﬁeftfgﬁl i)% %?%fgggﬁagglgpﬁﬁi QNI "Gards®
cdmmwwmrwldnqdmyemmk léfatﬂ‘ea lareo ivethe riHRPD network

constiastigi ore, the dual -node termi nals that support not
only the cdma2000 network but al so the HRPD network
will take up a sizable share. Because the cdma2000
network i s genefBIMWM ARYaDF T3Hie ANMEIHION t he HRPD
networ k, sone subscribers of the HRPD network are
upgraded fromthat of the cdma2000 network. The
Ani sbjenty ¢f WhM prasdst dnventgupper to tprevidkvE acdmal0AMHRPD

dual! Frﬂéidtaptwgp@%él i ?}1@}1@1 créﬁijeTg rtgffﬂﬁ‘faF c'ﬁ?srélﬂseQTM Mxisting

car € uni que, I denti

cdma(I09-R PRV earfegia.i thecy AVHhalesrigis, cacbe Wl fi S tsrminals
Hmhw&kaegegg%mhérﬁmﬁbﬁd into operatl on and hol ds a

t . b h t I t
S eSkickf henp PRt BRATe BT Hy E heea T i B fiyhl-mode
termreal dmngmmwmﬂhaﬂlﬁmm dlgomthnatomprisiegal | enge
PD Y E
§ g R ity S, SRl ot
cdma2QOPHRPH édﬁlaQ@@@/qlﬂFé[ﬁ &lsar Idasdidy Dol ﬁaﬁl‘lpﬁlﬁtlﬁg the CAVE

1 Bt{ﬁﬁl\éﬁ%% The ieid T ARtal DRplaSUs &e @%aindt bttt dul
ago ma2000 R—r M clgrlds fyl%.a ?2@ V% alrgorl t hm cgﬁyt%o e

and used for the termnals' HRPD network access
ahid ﬁ@zﬂt—modé It@mmﬁbﬁﬁrﬁnh eV Al h/fahmbIMSi@dBmammﬂne as a such

oy RS TACH D A RS SRS b bt o
the rhemoamyae Bthstduabnuede tenminadiim gdwmeant enna, a radio

dHﬁﬁumﬂﬁi/bdfq?ﬁ‘gﬂgﬁl RED: | 3 m@qﬁh't & Ll’?&'iessary for the

en Ity supportin

calcylatien of the awa\snac@r%to%mﬂat%fagm %Rﬂég%‘a‘f Uesigngluded in a
Chap @hhBéngdmestage;

the dual-mode terminal instructing the R-UIM card to use the CAVE
algorithm to calculate the authentication parameterl with th.e random values
RAND and an exsiting SSD_A in the R-UIM card;

the dual-mode terminal bearing the authentication parameterl by a Result
domain of a Chap Response message; and

The present invention is adapted to address the problem that no
cdma2000/HRPD dual-mode terminal has an UIM is in service by far or none of
the existing R-UIM cards can continue to work well after the ccdma2000 network
is upgraded to the cdma2000/HRPD network. With the present invention, the
convenience brought by the terminals that the R-UIM card is separatable from the
MS can still be shared by the subscribers, and the wastes caused by the
replacement of R-UIM cards can be avoided.

BRIEF DESCRIPTION OF THE DRAWINGS
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and the dual -node term nal form ng a NAl val ue
| MSBKS*doma n nane as a such way that a IMSI is stored

WO pooskg39R Ul M card, and the domain nanme i s St oPEUKRR005/000556
the menory of the dual -node termi nal in advance: the
dual - mode term nal extracting a RAND that is necessary
for the calculation of the authentication paraneterl
froma Random val ues included in a Chap ChaI | enge

fRanege shbRE ?%@rﬁ@%‘? frﬁEt‘ﬁ}é“ A ﬂh@sw ﬁEDQ ddaMmode

t'o> Uus to ca

termml hl@attutdmes e EdVaRes Eid aqmsfmautherethaél@a Q/fatlthms RAND
r@@ ?Hﬁétfdté’él aSHRvA chrtt &€ aﬁ*th\e‘h%é?t%rg inthe QI'RPDT%ﬁwork

al aring.the authenti para terI
m%i el e @%&Balpeég Qe RigEent Iy RHY
El:%ﬁtﬁ@mshbwelg% 8@% ststlcal@la]@;lilkaﬁige<mpafkﬂroa$s t he probl em
a ya r
e TOPEERRE Y ST P Dot fud BRI ttf'g%'ss

Elgure:ﬁrshowse S&Dmnlﬁrmtlbnapclemonhe c<dma2000 net wor k

Y EHQ&Paté@a@@VE%ﬁ?e%@étﬂﬁf’ gwork. Wth the
%usent %,

I'nvention, the convenie

roug th
IGHEG ASheWsHaa: accRes mutbpnficagion m%ssgafo Hoxy E@F g&%ﬁwd@ﬁe% for
the}qzﬁpgaﬁbte,tdry ate shared by the subscribers, and the

IR S e B ATV Sy 25, Hh
termiiedascardhag thwdreeprsser GanQfmtthfeH&BﬁmﬁWﬂkDRPD

dual -npde termnal that utilizes the CAVEas the access

aut henti cati on anrlthm F|ure2|IIustratesa Iow
AT RIBS 9 AR R BEDyE) PRy

by‘the dual-nDde tern1na| accordi ng to the present
re 3 shows the bas

vent.i on.. t [ o ch
Bhie rain gbiee %ﬂrh@ RIS FRIQR 1% 1aseps ﬁF@?@@@HRPD
dualanddé tealinal withahe deathttshBa; thEIRﬂJHiM EaﬁIQVRparSﬁlble from the
confirmati erat on; [ S S
MS R P ORI s kel 1pr e WobE2 IS SRS BPRD petwork
authenti dagioni ﬂcambm tmsatbe RE-IHM cmis lpgphbredastdan ﬂl@rCC’th%ZOOO

t\x)dﬁhg Qgﬂ? ent | v M g r@r?luﬁ)ﬁé@g%;ﬁ_é@m@goﬂﬁi&ﬁ TRAgad 8Bnéthits will
be gained at very little cost.

The present invention is based on the following facts: by far, the
¢dma2000/HRPD dual-mode terminals has an R-UIM are starved for on sale, but
there is no dual-mode R-UIM card that supports both the two networks'
authentication simultaneously. Even if the dual-mode R-UIM card that supports
the two networks' authentication simultaneously comes into beimg in the future,
tremendous wastes will be caused by replacing the large amount of R-UIM cards
served in the existing cdma2000 network.

The main idea of the present invention is to realize the dual-mode terminals
has an R-UIM can support the two networks' access authentication, and the
existing R-UIM cards can still be in service, by processing the parameters carried
by the message flow of the HRPD network and in virtue of the S SD update result
of the cdma2000 network. Thus, the problems above can be well settled.

To enable the dual-mode terminal to bear the characteristics of supporting the
mode that the R-UIM card is separatable from the MS, reusing the existing
R-UIM cards and supporting both the two networks' access awthentication, the

L

oLT4!ZLRSE2LTE
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term nal according to the present invention in the

HRPD network _ DETAI LED DESCRI PTI ON OF THE PREFERRED
WEMBOMBIVENTS The mai n obj ect of the present i NRPENKRRIWS/000556

is to realize the c-dm2000/ HRPD dual - node termn nal

with the features that the R U Mcard is separatable

fromthe M5 and no nodification is needed to be done

to the HPRD network authentication flow but to use the
fdf?ﬁb%%%ﬁ%ﬁl&ﬁ\"ﬁﬁ SO Hoblefht21 B AR PALRE IR ual-mode
terpminated beneflts will be gained at very little cost.

TRetpnegent i nvention is based on the follow ng facts:

E}/.far %} e cdma200 HRPD ual - de teism nal s has an

L Nped-for decying qngh rglsmULmE T e is no
dRadionmdéule-1U2M card that supports both the; two

t %Qégﬂglllar%é' w& it&sg isﬁ@]g S ncHE tc%ﬁsgxtéﬁ(lry Petjv:rye%ﬂ lga{seﬁih(?l digital
81gamls h?élldt REaanabeg signals, dhe @msqmsﬁm end peeciping phthenRFranalog
mgﬁﬁl% . tr emendous wastes will be caused by replacing

rge ano 8& R-U M cards served in the existing
C e P( he main i dea of the present

| RVigthé GNadter 'p@ode@ﬁhg 2it hetdua furroidas tiachidieg shhadma2000

h
serSlieiaHt T EatnerreaRaone e Bt b £ SPRTum sorqading and
de-spreadingg rmodulatllug m@abmdm@atm& Joa rad ditoa; sthcadlﬂaleﬂocﬂg/ chip

1m1{>]]|§ﬁleg?s§%%§§ ds;dtcgv“crtsgg (?\Hﬁo#i'%iﬁ Cgll‘r"rg]'zagfo?ﬂlﬁ g&%l}’ék %ﬂ!@fa&f in the
app Wétlsnohlb’éﬁso bl demainabebeame dhe tanmdicatrgn eMB‘V@et Fiodules,

traﬁéiﬁittlﬁ? decdi®idg Add p i&emﬁ% ohhtBie Ghwindeifased ﬁgh§1$ng3 controlling a
a

h h
o R ProSRES B T0e 1o §OT RS R eEE FAgY HELRAE, BT g nalso as
to muke tienh morkaobptihavelyo net works' access
aﬁiﬁﬁ?%&% gpe thefol | owi ng basic functions should be
enent e

each part of the dual -node term nal:
Aht prantica,dt shares ghey sme eotity withi the wdmaRQ00rcone ehin phigically,

but’ 1@?bﬁ‘oﬁh’@ﬁé FundiRAl & HROW ﬁet%%k"st rb@é’s@ﬁl pA%E a‘ﬁﬁ sigiling.
ks suc tg}%1 onverS| on b and d g

T %lsﬁﬁﬁ’laéﬁe HFR& SQTSS‘F%'FP&PQH t ﬂé ‘? a certain

timeg 081y bhg offthéme(thd-camal0g0 sognehip, amt fhe HRPD core chip) is in

the operating state.

Interface module

The interface module bridges the cdma2000/HRPD dual-mode chip with the
R-UIM. It can be either built in the dual-mode chip or designed outside but
interlinked with dual-mode chip. This module is not shown in the figures.

R-UIM that supports the CAVE algorithm 105

The R-UIM is used for storing the user's identity information and other
network parameters, etc.. It supports the authentication based on the CAVE
algorithm and complys with the China Communication Industry Standard
YD/T1168—2001 — “Technical specifications on the User Identity Module
(UIM) of the 800MHz cdma digital cellular mobile communication network” or
the 3GPP2 C.S80023-1 “Removable User Identity Module (R-UIM) for cdma2000
Spread Spectrum Systems Addendum1” protocol.

Memory 106
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cdma2000 core chip 103 It is the master processing

unit with the functions including the cdnma2000 service
wa@l2108/0839¢ndi ng and decodi ng, the physical chanP@i/KR2005/000556

spectrum spreadi ng and de-spreadi ng, nodul ati ng and

denodul ating. In addition, ¢he dual-nmode chip

i npl emrents tasks such as prOVISI on of a run platform

for the software in the application |ayer of the

gﬁg 'Hapaa{?}’en{b“?? hO&uE B (AP Pérgﬁﬁéli A SBERE ?la%e?scary to the

;7 ‘recelving processing on-t
tﬂmﬂhﬁéﬂﬂéﬁﬁlépgﬁapnng controlllng a pagi ng process and
Be®Mmo7!t controls every relevant nmodule in the
s tq, make t hem wor k cooperatively. HRPD

m nal
@#?@ne%%%ﬁ Pt actice, it shares the same entity
IA’deybozhﬂelO@drmZOOO core chip physicall Y, but it

Bola il b By Rl TPEEURE W 8 S RE R BoAIEs the

interface Eusptmu tlnai thhesaﬂmtermts wotktheAermingbr t ai n ti me,
Bﬁ{t¥rﬁﬁ fe fgeem (t he cdma2000 core chip and the HRPD

core |s n the operating state. Interface nodul e
Ry ‘Pﬁteéﬁléé@ e RYWeIgRPPLhe cdnma2000/ HRPD

Hyaadmﬁe sGEH Pk ta’ 4 heic e, htheadphbee and lver obghotild be

ual - de chip or designed outside but
SewFﬁtf ﬁ?’lg th dual - mode chip. This nodule is not

Bluoimg annoimalf ivgioee sall Rotdickss, hthie sisppeends tihgructions to  the
cdmw&?k&% c?h?#? m d‘ﬁ r € HRBh I\Aoﬁrec' 81‘@?(‘% ((e)?f? E]hé"té&%ﬂ Ll{égmtaﬁ $mach ine

nformation

interfapeamaderan oftthe KeyboaidhHI® sanchdhea b KLY Data Shitipigsacall.
Afte® NrdcBR/itA Ve aL'léJ:@'E | foi3truaiiéhsS offe! Mére%h% tcBﬁstﬁi'dt@ & signall ing

mesSHRacHAb O Sactt Henilore RboRed ALLAN 41050 850 thaunemory
modld )06 tot bemPlddithe edtablidhmiehalof dhé Idallaa:oopemtiwely with the
newiRRIPL ARUEE FE AR Fia Blo\LER Zj o P8 sl the
phoiBp el cangpiist voiee Sy seahto Abeeote ehip thiovghdbe migephane aand
codé'cﬁz@ﬂd modufAt @ heRTAHen TP gé*ir@nérﬁltferdetot BB Hefipbrka Meaﬂvﬂhﬁeg the
core| @y i aodu zftgss 335 deggdefs t etrgge?l]vg Iraglo cﬂ{ag%!al f eregtaln semds
them to the headphone. During this process, as the core chip's peripherals, the
radio module (102), the memory module (106) and the battery module (109)
provide necessary support to the core chip.

As for the authentication process based on the CAVE algorithm, following
main modules are involved: the cdma2000/HRPD dual-mode chip (103, 104) aand
the R-UIM (105) that supports the CAVE algorithm. The core chip decodes the
received authentication message and transfers the necessary parameters to R-U IM
(105) to the process. After R-UIM (105) receiving the authentication parameters
transferred from the core chip, it carries out the calculation based on CAVE
algorithm with the stored authentication information and then returns the
calculation result to the core chip. After receiving the calculation result from
R-UIM (105), the core chip constructs the corresponding message according to
the result and transmits it to the cellular network. During this process, the support
from the Radio module (102), the memory (106) and the battery module (109) is

also necessary for the core chip.
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I nformation display unit Keyboard 108 It is used for
information input. Together with the LCD, it conpletes

wao b@siosaoer f ace function that the user interactBCTKRR005/000556
the termnal. Battery nodule 109 Provides every nodul e
w th power supply. In additi@n, such units as a
m crophone, a headphone and so on shoul d be served for
the terminal. During a norrral v0| ce call process, the

uTg 3§1ﬁgﬂ)‘?}5h‘[ }—EE%%&: 'Ol?égc%c %goqoﬁg(ﬁng hh&v functions
shwdhm formeditt the eupm@ atS 0%6&@0%%@6(&)08)
amdM1ﬁ2aﬁ&PofﬁQ7@hép3Chﬁlléﬂ Beadd After recei ving

i LS 5 SR A BB e,
calﬁylgthﬁalﬁﬁﬁoﬁndal&lbememg %earloqud)ﬁsééd}&hlst mm:k»mtg) Ivalues can be
w5 R OE 0860 mERBRIG LG 1 ol i
prespatedsley o&éms,st dittis tﬂ?@eEﬂb}‘l@ canVeridei Qctgts\/gfoy@s jigto binary

?arﬁi@nﬁ) GILES e§sﬁ€y ) @Hé’@r}ﬁf@ aﬁﬂfén‘tﬁ@gﬁ@n As

foxﬁ?dgtanfdi:f ere, (lgen It smtte to

gglre %I%ﬁféﬁpﬁt %%n%ﬁancy must be
Slesadesn Eﬁhéacf]c%ﬁﬁ téﬁﬁﬁnéﬂ@ dﬂn@ thél &[NI-@LAN Hﬂ‘ESoliﬂﬁah@IE oflgenerating
o_the headphon ess
o %ﬂn@"% vBlEs JERrASr o 4 TP SbBRERIFR Yy 1BB)orGiged inside

theneore rchiprdadiprect{d) e acbss m@'rrbaalt recyiven the ag(la_k:'él)rough antenna
froﬂ{ fhn ﬁjeqw%?l? Gnd Blals IR Q% thd %dﬁ&ﬁm‘?ﬁ[«%&% Iﬁfhdﬁo“dﬁle ﬁﬂ&%esses

entication process
thef %gn@m g CREINEtAD the @@n\éﬂr%lon rb@twmthetb?éeb%ém@l Fmﬁél

thedq@ 2RI § Rl (03, adP4rarfsds tthe Frodkdded1fizhal I’d@tthe master
CAVE al gorit hm ecodes

ort hi
Prcetng llaufh% Rt Porrcrute S AL pEScRses B Chap
ChaBemggs afegsqpel diet finstibns Bf tHd bhiehid pattoarid heprasiessodule are

v the aut henti cati on
noﬁglﬁlgﬁ%tteggg%é ég%%s ro?lg h m %t he core chi p, it carries
o2dnsthest ¢1a¢ RuUAV] t@rpatmasw the awhenticatigoedlenlation: h t he
U@bﬁq H@W{Hec%hue& L AhRE R4t f@nolﬁﬂﬁlleﬁhlﬁi‘odgﬁ{ tstepfabove

and pﬁeﬁ%%?aa{sﬁﬁg i A Puthepga o TP Cho SIVE1HE C057 Ehihals the
"RERMTCAVECt Sorhifaindofor fsp@ctitheg RIEEMAGe @gnobdt nige tauthentication
calculation. :

3. The authentication calculation performed by the UIM

Regarding the random values transferred from the core chip, the UIMID
stored in the R-UIM card, the IMSI_S1 (part of the IMSI) and the SSD_A as
input parameters, the R-UIM implements the authentication calculation and
generates the authentication result parameterl.

4, R-UIM card outputting the authentication result

The core chip uses a Get RESPONSE command to instruct the R-UIM card to
output the authentication parameter].

5. Construction of the NAI value

NALI value is the username used in the HRPD network. None of the current
R-UIM cards supports the storage of NAI value.

To provide the NAI values necessary to the HRPD network, the dual-mode
terminals should operate as follows:

a. Storing the domain name information in the memory module
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the result and transmts it to the cellular network.
During this process, the support fromthe Radi o nodul e

w@ 1®@2)ps39the menory (106) and the battery nodul BCT/KR@F/000556
is al so necessary for the core chip. To support the
HRPD networ k aut henti cati oy, follow ng new functions
shoul d be perfornmed by the dual -nbde term nal (as
shown in figure 8): 1. Wilization of the Chap

T .

P FRSRCT IR IR ERERTHL IR FERERE RyBard and
reads thedtomaialnage indoimafigre fanptheaaemeny madude + andom

GPINE D BESad WEATE ek A Ug0E i in
follogangt dormaty ¢ IM§? YRy WW»C@H@H"@&%JS@%&X& 6%‘]:}%5 to
corrdspbadidigabdyeskirgrat and exthr act the r andomf val Uﬁs

essary tp.t E _aut hentication. As t
¢ 3rinaosh b0 Yauttsy e avenut hent s cat | on,
Blon §lhmpeRespomse tmbwsageps thetrospomse e thecassesseteminmaalsto the
T . .

Cha@;t?lb%fséﬁﬁé%% e pgm? ﬁgé mnTﬁé QHBeERD BInkHfcls2 B Thap

cessa aut henti cation i

Responpt emesags Wil dee tINALcOrRicBhisp obtaingd 2¢tough the approach
descABEE2DOYVE) Bhddhe QERINYREI &M Dasdradrdl1 t TR esthénpeftaeters are

romthe network and transférs. it to the radio nodulg.
flled 8 Ths bR IIPEn S sk s aganiding e the FpE gk pEIETF
RFClbe4 c PPPeCalienpet Hewdshnke Aathentinatioh gitoabesi a3 ABpdAug
199¢ he RF anal og signal, etc., and transfers the
processed signal to the master processing chip. The
‘garsmissioved $he § hapiRespassa mepsageand processes t he

THaRohélib SRERnIRSHRAChap' REsPOHIE hERR oL fto tIR AdtWRARGhrough
pa_rt an he r&glo rmdulﬁ?ére not illystra edlnéﬁ .

the r@diq giong thegarenna Thes fungtonspf feupiismacgpd yhe radio

mod@létpda&'ﬁ%ra?ibhﬂMSm%d i@rthe abgub;aiﬂdﬁlmg fignes) i nputting the

andom val yes that ks _obtain [o t te 0

ﬁa}ﬁaf% ? ﬁ@‘&%&%ﬁs‘r Bﬁ? oh?We Q%fl{\t/é)efgu& eena(LlJ“?Elj%Ptt|pC r;agolnnltCl gl ﬁﬁee\ffRPD

netwotivpetfhemed by thhiapcesaltesninakbacoRudingAvEhe pmesemidnyention, and
' : - lfﬁ% -y out the authentication

the S@%%ﬁ@%ﬁ %}ﬁﬁaiieﬁj e (%Stcc%yﬁ% catign cal cul ation )
Ipesten PRdd theyagaess oetwwkgwnds dbe Ghapr Ghallvreamessage, ie., the

ChalldmRSHEh ISR KE r RithehBc AR PESLES] Ch@lléﬂ%? %éwdssla edo i(;che haccess
e and the

tem%%jﬁc&%é%d'%ﬁ@gglt ggarRE UIOT\/I |t npl ement's t he

[auttéye RO ctiki avpessaecmirat iertraets ¢ 2geite frate the Random values as a
randSHIVRL! RANTS Fof RUmARIANEH %%cess and sends it to theUIM. ;

In step 203, theUIM calculates the authentication parameter 1 through the
CAVE algorithm with the SSD_A, the RAND and other pararneters and sends the
authentication parameter 1 to the access terminal.

In step 204, the access terminal reads out the IMSI from the R-UIM card and
constructs the NAI value together with domain name stored i advance.

The access terminal writes the constructed NAI and authentication parameter
1 into the Chap Response message, i.e., the Challenge Handshake Authentication
Protocol Response message, then transmits this Chap Response message to the
access network in step 205.

In step 206, if the authentication is successful, the access network send an
Authentication Success message to the access terminal



4. R-U Mcard outputting the authentication result The
core chip uses a Get RESPONSE command to instruct the
wOoR05MBI®ar d t o out put the aut hentication par anBCEKR2005/000556

Construction of the NAl value NAI value is the

usernane used in the HRPD_?ggmork. None of the current

R-U M cards supports the storage of NAl value. To

provi de the NAlI val ues necessary to the HRPD network,

I t

AP A nﬁbﬁ‘fﬁgéﬁéh? RS Re Rl Rfftentlcation
Fallufédn¢Sébge tththeragsews teppBb 855168 28edul e r eads t he | VBI

fromthe R-U Mcard and reads the domai n nane

i nf.ormation fromthe r dule. .c. The ster

b ety e tanias B ST it Sepeopal B Tsferemee to
certdih enitdimentigteasofhit sHovBl & amalenstoadrby thode akjileden the art

| t.e r S

that ﬂg};ga\lﬁl%t}g Sfl?lt]f?gmd%{d 8%@@921% 4 fgns ngegcge f1ePdn V%;chout departing

fronRbeppiritandeswpgofithe tmf@ntles pedséned by Hﬂee am@fergbd elaims .
termnal to the Chap Chall enge nessage fromthe AN
The core chip constructs the Chap Response nessage
with the NAI (which is obtained through the approach
descri bed above) and the authentication paraneterl
The ot her paraneters are filled in the Chap Response
nmessage according to the specifications of |ETF
RFC1994, PPP Chal | enge Handshake Aut hentication
Protocol (CHAP), Aug 1996. 7. Transm ssion of the Chap
Response nessage The core chip transmts the Chap
Response nessage to the network through the radio
nodul e and the antenna. The functions of the antenna
and the radio nodule parts are not illustrated in the
corresponding figure. Figure 2 illustrates the flow
chart of the authentication in the HRPD network
performed by the access term nal according to the
present invention, and the steps will be explained in
nore detail. In step 201, the access network sends the
Chap Chal | enge nessage, i.e., the Chall enge Handshake
Aut henti cation Protocol Challenge nessage to the
access
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termnal, including the "Random val ues. In step 202,
the access termnal extracts 32 bits fromthe Random
wo 2008083986 a random val ues RAND for the aut henP@TER2@S/000556
process and sends it to theUM ; In step 203, theU M
cal cul ates the authenticati ?%_ parameter 1 through the

CAVE algorithmw th the SSD t he RAND and ot her

paraneters and sends the authentication paraneter 1 to

W knal . In step 204, the access termni nal
rgg&?@g?ﬁ%ﬁéb%l fromthe R-U Mcard and constructs
the NAI val ue together with domain nane stored in

agdvapGRethbAFoRGEBRAtIE/IP HHobile! stffort H@viﬁ% Eﬁgggm by using a

NAl and. aut henti catj on par.aneter into t
Cﬁegﬁfﬁ%ﬁ%§ @Q%hqd Gom ’ilﬂjég@i?é’lsloihge Handshake
Ak thdiinigC at ﬁ@(Ng charcl nRespans ormealzattiont b€ authentication
transmts thi ap..Re nge .Nes .
vy o BB B8 ET AREFER DFECARF ChiubhEe ARSERR,
ainshrenting athieoR-UEMs werk e fude, thend” A¥Eeslgondhmoix cadeiate an
. Sg - ]
o e R A NI 2} St BT 28 fn e RUIM
caidet work wi Il send an Authentication Failure nmessage to

t PRIcARC BRSalt@eMiSRion parahRer?nd iWtifRatibg iarelp Response
i nhvent1 on has been shown and described with reference

meSHLCar t ai n enbodi nents thereof, it should be
understood by those skilled in the art that various

CQan@\E§ ngchfoar %c%?&ng%a%ﬂaﬁnnﬁyvﬁﬁ%r dfet Q156 et%}ﬁ}() of hardware
W't hou epartin remthe spirit and scope o he
strucrtumqmiacﬁdm@m@@ﬂi%wt@palw Bded cl ai msWHATI S

CLAIMED IS: 1. A nethod for authenticating a nobile

station haying an R: U M by using CAVEal| i t he

n%t hjgge c@ﬁ%’ﬂ iaﬁﬁorgfr@p§° o%ll:améx x é{@ﬁr?f& &%Ma?arps(’f the
hatdewes sstrycths  3alac Wimgleanodd @arduthatntondwat supports the CAVE
u@grﬁn%toeralfro a random val ues included in a Chap
v AR RN ﬁ‘ggggﬁ'e; instructing the RRU Mcard to use

the CAVE algorithmto cal cul ate an authentication

Par a’mﬁeﬂh i’Motdl aE&?rdfﬁg:'@o andiAN] SX%dldréRd tRSRATIM 418 of the
R- Ul car 8; pl aci ng the uthentl cat1 on, par.aneter .anld
hardyeie | Stuchiteols Pepagatelis, TRk Pb eP3rkS slige IS 2 teppnal that the

R-UBVh@dd 3¢ seitatabld Rol tat imcbileMigtieh.n the core chip of
hardware structure is a cdma 2000/ HRPD dual - node chi p.

5. The method according to claim 1, wherein the SSD_A necessary for the
CAVE algorithm in the R-UIM card comes from the cdma2000 network.

6. The method according to claim 1, wherein the identification is
NAI(Network Access 1D).

7. The method according to claim 6, wherein the NAI comprises a IMSI
stored in the R-UIM card and the domain name stored in the terminal in advance.

8. The method according to claim 6, wherein the NAI comprises a IMSI and
the domain name stored in the terminal.

9.. The method according to claim 1, wherein the instructing step further
comprises:
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3. The nethod according to claim1l, wherein the RRU M
card of the hardware structure is a single-node card

W0 bas/0gay supports the CAVE aut henticati on al BOF/KRRG5/000556
4. The method according to claim1, wherein the RU M
card of the hardware struct he is separatable from
ot her parts, i.e., is a ter#]nal that the R-U M card
i s separatable fromthe nobil e station. 5. The nethod

ac e " t he SSD A necessary for
thg)%fﬂbﬁgltﬁegr?t }t:‘%%bﬂM card cones from t%e

cdma2000 netvvork 6 The met hod according to claim1,

vw@r %e mh&tfoll %@%ﬂdﬁﬂégﬁi élﬁﬁn'ls wWiRkdihNeh Bl 68 ffuﬂﬂli?%r

he nmet hod according to claim®6, wherein the
COE’@ﬁﬁ?rses a IMBl stored in the RRUMcard and the

degevutingahe "SBIT RESPONBE" figidtional in advance. 8. The
net hod according to claim®6, wherein the NAl conprises

a IMsl and the donain nanme stored in the termnal. 9..
The et Acdnzc200HRPD cuel-aiodetermingl edpmptinimg:

C%@Eﬁféphé P& &E@Qi%é‘ 5{@ ﬁran&ﬂafﬂgg%&ib .ing the "RUN
unction net according to claiml, . |
dREimodHe foraecaiying spdiousighdls ahpeeating éﬁa&ﬁigﬁ@ls nto
ba%ébg?dggﬁaBESPO\ISE functi on. 11. A cdma 20?0/ HRPD

ua a r| sing: .an.a ..

o agonfaRPEL soft thimgontintdy 4f ghe BF Ople,fog reseiving
Rahdomredessviromn a BIRRD siegwmatks and converti ng radio

RGN, B BuBBRERGTE AR Soridhf P EARL B diidhtication
parﬂaanai@sbsfﬂmﬁ@ndwma weidk: a R-U M for supporting a

CAVEis n‘g %mdotnﬂ%tfeﬁr @UEH%UtJdnﬁg BDAMRIPEN §8ALHB88e modem for

t he .Ra and di spl ay
G MsasaRss TGk e OBty MBI Bokode. modem f or
di spl ayi ng nessages received fromthe HRPD networKk.

1%? e:I“rE?] Idg\%\éﬁ %Eg@rcﬁ% go ik lc Llelit e MREHIS'cBrd Q}%p'_s'%ags the
same entity with the ¢cdma2000 core chip physically performs function of the
HRPD network's processing of data and signaling, the software modules borne by
the HRPD core chip correspond to the HRPD network, at a certain time, only one
of the cdma 2000 core chip and the HRPD core chip is in the operating state, and
the cdma 2000/HRPD dual-mode chip's functions comprising those of the
software this chip bears except the one of the service data's coding and decoding,
the physical channels' modulating and demodulating.

13. The device according to claim 11, wherein the R-UIM that supports the
CAVE algorithm stores  user's identity information and other network
parameters and supports the authentication based on the CAVE algorithm which
comply with China Communication Industry Standard YD/T1168—2001 —
“Technical specifications on the User Identity Module (UIM) of the 800MHz
cdma digital cellular mobile communication network” or 3GPP2 C.S0023-1
“Removable User Identity Module (R-UIM) for cdma2000 Spread Spectrum
Systems Addendum1” protocol.

14. The device according to claim 11, wherein the antenna receives signal
from the network and transfers it to the RF module, then the RF module processes
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same entity with the cdma2000 core chip physically
perforns function of the HRPD network's processing of
W@l 2108/0832h si gnal i ng, the software nodul es bor nPCHKRR296/000556
HRPD core chip correspond to the HRPD network, at a
certain tinme, only one of tgg_ cdma 2000 core chip and
the HRPD core chip is in the operating state, and the
cdma 2000/ HRPD dual - nrode chi p's functions conpri sing
t f it t war [ i rs .e PLn;t N .
the, PR And, UinGels, 1! Brdclisd Mol 08 e Bl Mo chip
idephifiss cand preeasetss tharédhapaChalengel nessegrl 2nd ggnetpses random

valhB§ ne@é@s&lg/ LRI AAYE LiRtheh@ddlohlwithtiedRiol MaRieRdetddd by the
ports the CAVE algorithm stores user's

th up
Ch?ﬂﬁhaﬁﬁyg?ﬁ?eé?%-i on and ot her network paraneters and
supports the authenticati on based on the CAVE

"l R, e Gy Yo 1htn 2T PHERIT e Bl Bhip inputs the
rarslpec values nieoessannta the CAVE authenticafionbiwuthe R-UIY apfl instructs

t ¢d | € l -nobi | e conmuni cati on
then%?m%?ckzw%lplc GPFI’C%J %bgggéyﬁi %ﬁ%@gbl e User ldentity

Module (RU M for cdma2000 Spread Spectrum Systens

fg@.epv\ﬁé' dbvice faﬁb&@ﬁgg toldainl he, Wavice tl&filROfU ine ég,hﬂs gh@tahdom

, ef ei e antenna,recei al f.r

valligs fRteging bPE-Ereree chibqne faMEED Sittaran Sk BTG oy the
IMSbdSil ethpt ds epaesdthehes iIyESI aaddtiier &8P ek sas hepyr passsaers to
. Si [
imBie ARt (58 i ERASo PRI ISR HR1 Befdafty SRIHALARAABH recul
panagrediind .val ues necessary to the CAVE aut hentication

wi th Random val ues carried by the Chap Chal |l enge

sage.. 15. The device according to cJaim1l, K wherejn

(ke Tes élemepa?q%@mg En e Rnbo T dateie A e shi uges the Get
RESPOINBEEa@hbdaadt focibkirost the RAEINA- LAl ®onduipns tthe cluthebbieation

R- UItM to inmplement a "Run CAVE"' operation. 16. The
PR T accor di ng to claim11l, wherein the RU M

regards the random val ues transferred fromthe core

chy . [ I

CherTht “E%“%?Oﬁ@é Rt 5, il P ore Htpy MR B st
fropniheRt WM ¢ard; and) ieadnthe demati Rewe B ERMItionalrem thejmemory
modifk geNestRrtd the NAL helnkiis did finlae 98 M I dsmb@mate.

17. The device according to claim11l, wherein the core

chip uses the Get RESPONSE command to instruct the

Rt9Jl The aleslideoamording to hdaimutliemtliereini the core chip constructs the

Chap Response message with the NAI and the authentication parameterl which
has been written into the Result domain, and other parameters is filled in the Chap
Response message according the specifications of IETF RFC1994, PPP Challenge
Handshake Authentication Protocol (CHAP), Aug 1996.

20. An apparatus for authenticating a access terminal having an R-UIM by
using a CAVE algorithm, the apparatus comprising;

an access terminal for extracting a RAND that is necessary for the calculation
of a authentication parameter from a random values included in a Chap Challenge
message;

an access terminal for instructing the R-UIM card to use the CAVE algorithm
to calculate an authentication parameter with the RAND and an exsiting
SSD_A in the R-UIM card;



paraneter . 18. The device according to claim11,
wherein the core chip reads the IMSI fromthe RUM
W@ 2004/083%0l1 r eads the domai n nane i nformation freOT/KR2005/000556
menory nodul e and constructs the NAI value in the
format of | MSI @omai n nane 519. The devi ce accordi ng
to claim 11, wherein the cgre chip constructs the Chap
Response nessage with the NAl and the authentication
?r‘gci%ﬁg %ﬂndﬁ@l[ ﬁtﬂ rth getﬁ? g}ﬁgﬂel}lgé‘e{h({npﬁ%ﬁhﬁ&t E%%%hlhentlﬁcatlon
maﬁb@p&%pomﬁ@s@a@e@gaccor di ng the specifications of I ETF
RFC1994, PPP Chal | enge Handshake Aut hentication
Protocol (CHAP), Aug 1996. 20. An apparatus for
aut henticating a access term nal having an R-U M by
using a CAVE al gorithm the apparatus conprising; an
access termnal for extracting a RAND that is
necessary for the calculation of a authentication
paraneter froma random val ues included in a Chap
Chal | enge nessage; an access termnal for instructing
the RU Mcard to use the CAVEal gorithmto cal cul ate
an aut hentication paraneter with the RAND and an
exsiting SSD Ain the R-U M card; an access term nal for
pl aci ng the authentication paraneter and
identification Chap Response nessage.



