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- 1 DESCRI PTI ON DATA PROCESSI NG METHOD AND I TS
APPARATUS 5 TECHNI CAL FI ELD The present invention
relates to a data processing nethod, its apparatus,
its program a sem conductor gircuit, and an
aut henti cati on apparatus useful in the case of
conducting a transaction through a network using an IC
10 (integrated circuit) PRSFRIFFI@N a card or a nobile
term nal apparatus. BACKGROUND ART At the present
ti.me, conmuni cation systens using IC cards etc. for
transactions through the Internet and other 15 :
net wor ks BRFALDPROGESSYRGONETHODNARDC T8 APPAMANSRL i On
systens, a server receives fromfor exanple
‘reader/witers of IC cards or PCs (personal conputers)
processi ng requests using the 1C cards and perforns
user a ricagt | data encryption and decryption,
20 and ot her procéssing. In the above expl ai ned
connun'ﬁgtion Séi:en] however, it is envisioned that :
processTigPFEFERSt dnFgptionargdakgespée aodate emagessing
wi Il be received sinultaneously or in short tinme

ds. 198 apparataiscab bs pivgmm y er sémiscondbetabl i teit,

. efficiently - 2 -

and an authentication appératus useful in the case of
donducting a transaction througﬁ a network using an IC
(integrated circuit) bu_ilt into é‘ card or a mobile terminal
apparatus. |

BACKGROUND ART

At the present time, cémmu'nication systems using IC
cards etc. for transactions throqgh the Internet and other
netwo.rks are being developed.

In .s-uch a communication systetns, a server receives
from for example reader/writers of IC cards or PCs (perso;lal
computei:s) processing requests using the IC cards and
performs user authentication, data encryption and decryption,
and other processing.

In the above explained coﬁununication system, however,
it is envisioned that processing requests for a -large number
c;f IC cards wrill be réceived simultaneously or in shért time
periods.

In this case, the server has to be able to efficiently
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handl e such processing requests. Further, a server
soneti mes executes a plurality of application
prograns for processing for procedures relating to a
plurality of settlenment busrn2sses and performs 5
processi ng using selected application prograns in

WL LANSEon WHEOCLBE: L OFESILDE,! equest . Such
processi ng requests al 3o ave to be efficiently

i n the above. expl ai ned conmmunj catj on

handl h
Byt em PSSOl SO SRR G AT  DyA (R Eal Sty of

-.server has to 10 descri be codes- using key information

AP Licakion pragrans for ARORHEF HRY fiaY ProsesNdesf elating |

~operating the IC cards. Here, the key information and

dise raathIota L dse tolemen k fowsi nesntes band heenBomger
of the server if expecting security of transactions -

psiqupssing Gstagdseldotddapplacation pRegPats inl 88cordance
manager of the server produced and custom zed the ,

WRH eAki PPoRELSEA $508s & SRS opOe

service pgoviders.aeﬁt t%e nanageP o%g%he §€?§é§EStS also

PaQAUG a -ClIS i ZI pplication prograns in

tﬁ?% \?\J/aog% %\%/ef\}g‘ir#e%q{?é%é{%%% the problemthat the

| oad o tgg nanager becomes great. Further, in the

above EXPFaPRadtBcthrAbPOYs egpinppred cammunigatban system,
rograns of a plurality of credit card conpanies or

P . 1
- 5hRrePPRddcAddSEs PrOYragy cxemntied vl dheprasgneas e to

produced by the individual businesses and downl oaded
destihéb25cedes aus Lsd rigey emsanala tdeip foer Acee8sing3IC cards

and opaerational commands for operating the IC cards. Here,

the key information and operational commands can be known

only by the man:atgerr of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the manéger of the server
produced and customized the application programs upon
request. fx-:om the above service Providers.

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further,' in the above explained server, for example,
application p-rdgrams of a plurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses énd downloaded to j:he

server using personal computers etc.
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As expl ai ned above, however, when the above expl ai ned
server runs application progranms of a plurality of
busi nesses, it is necessary to ensure that the
processing of each applicati8n~-program not be

nmoni tored or tanpered with by another application

programs @x _1'%&&&&%0%@%0%?{;@, i whén %a%ofv%;tagplained

provi di ng i verse services e'transferring

RS0 [ ] i on.prograns. Further, individual |
é%si nesggg%déoég{'%%%t B rr%%?%&Pﬁﬂﬁ%?‘&&%ﬁ’“ﬁ‘b“essesr
the server, then debug themin accordance w th need.
Wied ¥ MESFIRATY iR FRTEES okl the Bppresaingnof each
prograns to the server or debug those application

IGRELIM RIRIrIMNOhdveveenitered oectaspeyediowith by
prevent programs 15 in the server frombeing illicitly:
Baeidregd applicatsicen twedtiame for realizing this, for
exanpl e, there is the technique of authentication
Pr 0CESBRNEHAS oiheharld) AHEH A% WHLAGHE LGl ding
server. Usually, such key information iI's storF in

NpW aratus 20 ersona L

CavoRRr S i ols o e BraBRRr B1 B Rt B RrR ppR} Lcation
illicit use and there is a problemin security.
Eﬁ?gﬁgpf‘the LSI form ng the above expl ai ned server
has a built-in CPU. The CPU soneti nes accesses a
menor yFugtiherdeipfividupd| bukipes2®s| dosndbas thedr
data fl ows over the bus provided between the LSI chip

. apdlégatinal pregrans $o that sdave@rcanhe \GeRf them in

acqordance with need.

When individgal businesses download application
programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using kéy
information when accessing the server. Usually, such key .
information is stored in the memory of a terminal apparatus
(personal computer), however, so there is the possibility
of illicit use énd there is a problem in security.

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

In such a casé, data flows over the bus provided between




by probing the bus. Wen the above expl ai ned server
perforns e-comercial transactions, personal

aut henti cation, and other highly 5 confidentia
processi ng, however, as expladned above, there is a
problemin security if the data is probed. Further

veyexpl ai [ IS _sonetipnes onprised of .

e R e
uns .a Iurqlit of 10 prograns relating to a

PEuP IR D e RAes provided by different
busi nesses. Wien those services handl e highly
conf i d¥hemathgAkese @rrdaitjac seaverepenf ormshereomsercial
the problemthat there is a possibility of the highly
&oamisderitiicals ,dgpteer soaradd dnthaachi datsidies saliBidither highly
illicitly 15 acquired or tanpered with by another

5 bosifieemtill pRetesbRAGE Hewevdeehd Bapialin@d B8ove, there
probl ens when using a conventional genheral conputer

28, al PeoRARKE i§X %le@u%?.q:g &Wﬂﬁe rdaé%l CCJ:.‘os n_é;?oebf’eh \8? t hﬁ.

basi c configuration genera

the co r 601, sho in Fl .133, a CPU 602 .
perforﬁggkﬁgfésipﬁgaggyﬁgefﬁ 2LRECT FEEVETs 1anFonatd msrs
a grogran1read froma nenory 603. The CPU 602 out puts
gAmBRgdrFedsofor sdngle rempwEerenory 25 603 to an

address bus 604. - 5 Further, the CPU 602 reads from
t he nehwryhég3casew at eingle computer runs a plurality of

10 programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibilify of the hj.ghly
c0qfidential rdata owned by each business being illicitly

15 acquired or tampéréd with bir another business.

Further, there have _been the following problems when
using a conventional general computer as the above explained
- comﬁuter .

FIG. 133 shows the basic configuration of a general

200 computer 601.

In tize computer 601 shown in FIG. 133, a CPU 602
performs processing using the instructions and data of a
program read from a memory 603.
| The CPU 602 outputs an address for ac';ce'ss in the memory

25 603 to an address bus 604,
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~This is expr

in it according to a control signal S602. The nodul e
A, nmodule B, and nodule C stored in the nenory 603
are processing units of a program having specific 5
functions. A debugger 605 chetks the operation of the
CPU 602 at the tine of devel opnment of a program It

uses a ' orari.l It the op tion .
of the E‘ééb%?z%&%&ﬁ?ﬁ?eren% s Fﬁ%ﬁ‘:ﬁﬁ? FEResY §@°€Wlte‘s
Q2,..and informthat 10 information to the program
X dtopseonding 19 sqenteed Ty9nal £89%ed that t he
modul e A has a basic function used by the nodule B or
t he nod#Eemedulgefe mesinlee B hand medudet netofrechdn the
basi ¢ function included in the nodule Ais highly
aemoryeAfBatre proswstvinkbuaitasef #prograhchadibfespecific
is a basic function, it is necessary t.0 provide an .
Eavictdioment  enabl i ng t he devel oper of the nodule B or
nmodul e C to develop its program- Asbone neanf_ for
this, gh j h fdistri .ng aJibrar
A aéﬁugéggdgpgeéﬂggﬁ eFﬁSdP§F§g|éﬁ§u8§e ?tﬁéEhGQZ

£ S o B, AL S AT o

u
relatively easy. There is a high possibility that the

- BPoteerrrgri-dlt hadtothe pregridicneofr het 6PHe 60E@pt read

confidential will end up becom ng known. Further, as
dnbeneal nbafisrmahiohasfc thedaPy 602,t hnd 2bfexanthat
the nodule A) is stored in the nenory 603 in advance 6
infodhathdhietot BA8 pHbHPaint dasedopkbrary, the

. devel oper devel ops

Here, in FIG. 133, it is assumed that the module A
has -a basic function used by the module B or the module C.

Here, assume that the routine of the basic function
included in the module A is highly confidential. In such
a case, since the module A is a basic function, it is necessary
to provide an env_ironment enabliing the developer of the
jmodule B or module C to develop its program. As one means
for this, there is the method of distributing a library.

This is expressed in an intermediate language b_ei_:ween

a higher language and machine language (normally called an

- "assembly language"), but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module A) is stored in the memory 603 in advance
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the software assuming that the basic nodule is present
at a specific location. Even wth this neans,
however, there is the problem 5 that it is not that
hard for the devel opers of t+h& viodules B and C to
read the nodule A stored in the nenory 603. At this

hi
R R T R R T gﬁg‘%ggé’eig??%ebps
t hi I e to _an asse y
(e SR e SO EIAE AOAT TET

easi | Further, there is the problemthat the
Frndid

Focatiompdul es B and C can tenporarily
halt the execution by the CPU 602 in the m.ddl e of

execut Egenofwithe thddumeansat howeeetoy thepaedls Hhagprdblem
their prograns so as to learn the 15 data handl ed or

tthatcdt ést nokt thatshabdapsrt e ewd Bdl s Lde 19{5 'n{cﬁi;zles_

processing routine of the programof the nodule A

BUGhBe 20 ral 1§l hRAuAOW g%&-gan B9 ¢8 hg% abo .

expl ai ned server handles key atad arglng t
an h se ur.it ata _set by e
8858 it @h%é h&s e@nmgcgéﬁﬁn&aPGPage of a

ICIt tarrperln or rmnltorlng A

-serV|ce pro
r ot it from|I
_?FY? bjlgbt the CEU fPesexecntesnt PBk there previtdelsafor

data processing nethod, sem conductor circuit, and
ﬁ?Bﬁ?ﬁﬁ%ngstthemﬁshehéléaegnhgepEQfannapaembiylmgngnage
accordance with 7 a large nunber of processing
Tegueettine can be analyzed relatively easily.

Further, there is the problem that the developers of

the modules B and C can temporarily halt the execution by

'the CPU 602 in the middle of execution of the module A at

the development stage of ﬁheir programs.so as to learn the
data handled or the content of the same and thereby.learn
tﬁe entire processing routine of the program of the module
A,

Further; an application program running on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider,
50 there has been a demand f&r protecting it from illicit
tampering or'monitoring.

A first object of the present invention is to provide
a data processing method, semiconductor circuit , and program

able to efficiently perform processing in accordance with
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A second object of the present invention is to provide

a data processing nethod, sem conductor circuit, and

program enabling a user to produce and custom ze an

application 5 programof the wser to be executed by a

server without allow ng the user _tobl earn Pl gEI y

con t nformtion. A third object of the.

p?e%é%?glﬁ%%l on |%r?%ef)?:b‘ﬂd’ée‘5uﬁ§*6 processi ng

met hod,_ sem conductor circuit, and programable to

pr event® EEERTNEPILAL AL NS PEGEPBS PRYEREAOR rigmtolprovide

bel ng influenced by anot her application program when
qeasebndmsthod, sewiitondnstarptir@iity adfd program

appl ication prograns. A fourth object of the present

ienakiman 4 uder pto\prieducde daid cﬂi@&ﬁ&ﬁié‘gaﬂeiﬁpﬂxcatlon

sem conductor circuit, and program 15 allow ng

torRial of €l a st W@&%@F&Eé&ﬁ!écprb rP Nwithout

accordance with need while preventing eac appJfl Cat 1 on

AR he BELR%ed Lo B ohR FosF drnfi ol tnd Gpmation.

the sag{e conductor circuit runs a plurality of
FBRESSR

applic 0°BI oGk £ . the Presgndhierensiophéspresrpvide
invention is to provide a data processing method,

£8 RARGHS idig vathod , svsiiemndat £ on cippaniat,usndantbgram
program enabling the content of access to a server or
sbier toepreveauc bachc ineliiviidualbappl ikaHilnC tRbdram from
accordance with rights to the sane. - 8 A sixth

- bbjiagt iaFlubacedesgnhnbinakt 'a%ﬂl':.%att(iow PHodBam when the

same semiconductor circuit runs a plurality of application

programs.

A fourth object of the present invention is to provide
a data processing method, semiconductox circuit, and program
allowing transfer of data between application programs in

accordance with need while preventing each application

program from being illicitly tampered with, monitored, etc.

by the user of another application program when the same
ser’nico:;ductor circuit runs a plurality of application
pPrograms.

A fifth object of the present invention is to pProvide
a.data processing method, semiconductor circuit,
authentication apparatus,; and program enabling the content
of access to a -server or other semiconductor circuit to be

restricted in accordance with rights to the same.
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a sem conductor circuit and data processing nethod
enabling the confidentiality of data to be maintained
even when transmitting highly confidential data
between the 5 sem conductor-cgreuit and a

sem conductor storage circuit through an external

bus. A LeNkh obj ect af the present invention is to -
provi dep‘S %‘é@é&g} 3% F E%eggi ﬁéea%g%ﬁ%?ﬁs”é?%’btl‘*% }shdo provide
confidentiality of instructions and data to be :
,r&i%%@@a‘ﬁﬁ%eﬁrﬁ“&& ahd datr wraresaing methed enabling
plurality of programs. An eighth object of the present
itheemenfidentinbityicl dataecbe doaduaintathedubten when
enabling the confidentiality of a programto be

rem At tiond ehi ghplp veash £ Aden €141 oh estbefwdb b prESENt
invention is to provide 15 a data processing

apRAldtinductds Bty a0 4 téeﬂ@&&&\i%t&é‘a?&a@?%&e hgir;:u'it

security of an application programrunning on _
ST LAVIT A, %rp%ﬂlgmr% e Li/gwen provi ding a service using
an | Cgor ot her 1 rﬁ\gg(ri)a ed circuit. D SCLOSURE OF THE
I NVENTLON 20 To g:,hi eve_the above expl ai ned obj ects, )
the dafaSSTiRtReRIGTTREHNe Broseats ipventipacks 6P phevide
invention is a data processing nethod perforned by a
gcflintanprocessing: @ppatatusc smaddiow witieh confidentiaglity
of processing requests, conprising the steps of:
géntnatirngtiobsnandgdatat tdaba mhin Bl nsld e $vden programs
execution order data show ng an order of - 9
ehenuékebutling Al plakhl) t9f ofoRTJgamMNg processing in

An eighth object of the present invention is to provida
a semiconductor circuit enabling the confidentiality of a
bProgram to be executed to be improved.

A ninth object of the present invention is to provide
a data processing apparatus, its method, and its program
enabling the security of an application program running on
the server to be improved when providing a service using
an IC or other integrated circuit.

DISCLOSURE OF THE INVENTION

To achieve the above explained objects, the data
processing method of the first aspect of the invention is
a data processing method performed by a semiconductor circuit
in accordance with a plurality of processing requests,

comprising the steps of: generating job management data

including job execution order data showing an order of
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Msicin-da

accordance with a processing request and status data
showing the state of progress of execution of the
plurality of jobs for each of the plurality of
processi ng requests, selecting 5 one job managenent
data fromthe generated pIuraIity of job nanagenent

ed d rule, selecting ajo
' to 1gﬁaf‘execufed é‘{ ei)’a nJ?lﬁ% g?’é‘f"c%gdﬁ’c‘%cﬁﬁﬂl?ﬂeln

Rrocess or.der data of the sel ect ed j ob managenent
aé)(rga“cfl’tlu atﬂi‘fé’%%?%’ét%&ﬁqdesbamdtﬂd’eﬁumglameshowmg
status data 10 of the selected job nanagenent data in -
dheostatee ofi Phoghessexfcekeont bin tdfattheoplulkaliftsy of jobs
data processing nethod of the first aspect of the

ifiore ptaichne £ thie tp 1l Sigpidro pldeetk ity sdifhegeger ééféctlng
j ob managenent data including job execution order” data

bhesHop NanageReHe’ d2fa CXRGH LHHAD lg%a ety ﬁlljutrgl?ﬁ:y of job

jobs formng  processing in acco nce Wt

s est status a sho he st .
'ﬁ% i ogr glg:s q:lélexsbeCS%IQP St HifE qiﬁ ?‘6‘[’1“9
eachbo% tg §¥urallt of proceSS|ng requests 20
RedPP FRePEnFecHEGE: Bexti Pagrd QB  Ehesstatus gdata and the
managenent data fromthe generated plurality of job
REAGEERERY BEdarbdatd of bherselbectad b mdmgdiesnit data,
the semi conductor circuit selects the job to be
executidgntht baledted tibb,shallupddtdnyNEhe&tatus data
processing 25 order data of the selected job

- cRNEREPEled6ba. job iandgdhent NEa 6£M € B RN L ' the

executes the sel ected
execution of that job.

In the data processing method of the first aspect of
thq invention, first, the semicon’ductorr circuit generates
job management data including job execution order data

showing an order of execution of a plurality of jobs forming

processing in accordance with a processing request and status

data shoﬁing the state of progress of execution of the
plurality of jobs for each of the plurality ef processing
request.s.

Naxt:, the semiconductor circuit selects one job
management dat:a from the generated plurality of job
management data based on a predetermined rule.

Next, the semiconductor circuit selects the job to -
be executed next based on the status data and the processing

orde'; data of the selected job mana_gerttent data.
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j ob.. Next, the sem conductor circuit updates the
status data of the selected job nmanagenent data in
accordance. with 5 execution of that job. Further, the

-data processi ng nethod of theofkrst aspect of the

invention preferably further conprises a step of

‘updat i the tatus.data of the sel.ected job

manage%r’ft ra5P8 Se‘t”n%?f“z‘é W T HE Fﬁﬁ%ﬁ&g%ﬁ@rﬁele‘:ted
data fromthe plurallty 10 of data nodul es. Further,

& -dat a processing method of the first aspect of the

i nventi on preferably further conprises a step of

sel ect Negton&heoseminaydretordetiaciitmnuplkda telsutdle tstatus
of data nodul es after updating the status data of the
dalteco€dthelse lkc texh detmAhagaman tFaathein &é@oﬂa&ﬂce w:.th
processing nethod of the first aspect of the

bReCOion gEeEgggplyijurther conprises a step of
deletlng the job nanagenent data when all jobs formng

t he £R8LNG. ordance W th Be pr n |
request fc'l nr sh %d% %roecf(eesc‘?[ft’e%me% Pfih%g%%ﬁwtlgﬁt:fsf’ec‘:
$%o§ﬁ33|ng ngthod of the first aspect of the

v RYBPRER BPaBFGEPHAPHEr TEERPPFsEOmRTdEES of Step of
receiving the processing requests froman integrated
wpdating the B tassdatagd the tsediestiasyjdhtieanagdeentethta,
for processing 25 for a procedure performed with the
then contlactdngconeujdbomanagensnbi dataofrafupahat plurality
i nputting and outputting data with the integrated
of rdats . modules.

Further, the data processing method of the fi:_t:st asp;ect
of the invention preferal_:ly further comprises a step of
selecting one job management data from the plurality of data
modules after updating the stat:us data of the selected job

management data.

Further, the data processing method of the first aspect

-of the invention preferably further comprises a step of

deleting the job management data when all jobs forming the
processing in accordance with the proceesing request finish
being executed.

Further, the data processing method of the first aspect
of the invention preferably further comprises a stei: of
receiving the processing requests from an integrated circuit
having a storage qnit storing data to be uSed for processing

for a procedure performed with the semiconductor circuit
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A sem conductor circuit of a second aspect of the
invention is a sem conductor circuit for processing
data 5 in accordance with a plurality of processing
requests, conprising an intenfiace for inputting the
plurality of processing requests, a storage circuit
f .0 mana t data incl udi ng job ‘
&%?ﬁ%?’%"??“g‘r‘ ath&é‘t %ﬁ‘&ﬁ ipRusties oRdeyatRietbhngrdata

Q8$agﬁ%t obs_form ng 10 processing in

ated ety request and status data

ShOMAn ‘a state of - progress of execution of the
pl ur al At Pemdiconsinstamdrigaadrtt odl aciseewind fagpect of the
generating the job managenent data for each of the

Hawyen tilowr als tay sefmitioIRRiticly JiAGHAS AN GrPVddiGd data
in the storage circuit, selecting 15 one jOb

| HnagesRdarddl %ifd0E 1%, Sane! exegq']tl 5 t% 43%%%3

managenent data, selecting an

{ e statusg data and .
%F%%Eé%?née  d2MEEeRbe Hon st iRl thgw
géc and datln% t he status data of the selected
ﬁéﬁg 32 f FHOZag6 GAFCULY £Rxt f¢oxring job

executi on of that job. In the sem conductor circuit of
PRRAGERBRYE d3pacineluding jol emneanticmendure datee showing

inputs a plurality of processing -requests. Next, the
%@n@rdercofcaxbcgemenabfsaJpmuﬁamaggneﬁtJaﬁsdab@mlng

i ncluding job execution order data show ng an order -

BPoces ex%g i heBoHadchlwi & htﬁ&:c%eéém?g }Qﬁﬂbg@ and status
processing in accordance with a processing request
Aéa MK HRtA- SPWE "Wrogress of execution of the plurality
of jobs, and a control circﬁit for generating the job
management data for each of the input plurality of proceésing
requests and storing it in the storage circuit, selecting .
one job management data from the generated plurality of job
management data, selecting and executing the job to be
executed next based on the status data and the proceséing

order data of the selected job management data, and updating

the status data of the selected job management data in

‘accordance with the execution of that Jjob.

.In the semiconductor circuit of the second aspect of
the invention, the interface inputs a plurality of pfocessihg ,
reéuests. |

Next, the control circuit generates job management

data including job execution order data showing an order
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a state of progress of execution of the plurality of
jobs in accordance with the plurality of processing
requests and 5 stores themin the storage circuit.

Next, the control circuit sel&cts one job managenent
data fromthe plurality of job management dat a. gkzt,

e eonduolonidf W tpEebert FHE WSS $dding j
be executed next 'ba%ed on ﬁ]?@t at us d‘_'f\lts% lgiopit-ﬂee ?Ong n
QRS E .der . e 0 nagemen .
giat a andﬁ%c)gg'? gsa?ﬁ%&sﬁ%ltﬁgeaéggggt %"1% 35:51_@: gfatfg%}:"“l“g

nte data in accordance Wth execution o at
FoB U S EER GRS (/SRR G (e BB IO 3 diobs
programto be executed by a sem conductor circuit for
18 gPGt?é?@ﬁ'?& Hath the plowadditce ofi progepkingl Tequests and
processing requests, conprising a routine for : =
§éeaeR ithen din rheagdmerage detravuirtcl uding job
execution order data show ng an order of execution of
a pl ur ¥ektty ehejabﬁtfeln&ﬂﬂc@iecﬁéﬁééﬁhléhefHHBﬂﬂgﬂgyément
with a processing request and status data show ng 2
HagastEabR Thehpauits el o2 SOH Wafallenkht Mt 11y O
jobs for each of the pluralfity o rocessing

[ ob .managenent

t] for selecting,one j
Gata TromeensREcRBRLrel IfaRar E§18F§Foﬁnfgaﬁ5§gﬁﬁfﬁdthe
d : ti f lectin the job to be execute
. tBabBA HRCPKEdsParEobRARd GRBS PraR0sess Agd the

order data of the selected job managenent - 13 data, ‘
RreeaerhRIf erdexedatnngft khesepdected Gbb madagement data
‘routine for updating the status data of the selected

jod ypdabescrthe status data of the selected job management

data in accordance with execution of that job.

A program of a third aspect of the invention is a
program to be executed by a semiconductor circuit for
processing data in accordance with a plurality of processiﬁg
requests, éomprising a routine for generating job management
data including job execution order data showing. an order

of execution of a plurality of jobs forming processing in

- accordance with a processing request and status data showing

the state of progress of execution of the plurality of jobs

for each of the plurality of processing requests, a routine

for selecting one job management data from the generated
plurality of job management data, a routine for selecting

the job to be executed next based on the status data and

_ the Processing order data of the selélcted_ job management
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data in accordance with the execution of the job. A

data processing nethod of a fourth aspect of the 5
invention is a data processing nethod perforned by a
sem conductor circuit running3an application program
for processing relating to a procedure using an
it.eqr at Lrcuit, wherein the sem conducfor circuit .
R éwf‘g%%%%%gnaéﬁss Fﬂgt‘f‘ti%ﬁeﬁ&c%ﬁ?’gJP di ¥ npeutine
rrespondence 10 between operation codes used for the -
%ﬁ PPLATIRG EBEr ahrtE der afe thee spAesgesk dabanapagement
and the'names of the operations, that is, the ‘
SedEatiro manardandmuidd: tihe eerwoimtucidHreto: rpob t
recei ve as input an operation describing program ‘
descri B dgtehpropesatingnfedhddefla FNdatdspect of the
program usi ng the operation nanes, and having the. . .
SOFBAIGHC Y oCidatidl tprAicisi i IR IHAEHHES by a
corresponding to the operation nanmes descri bed |r1¥he ,
-ak.l crishi rogr by vi_ew.ng t.he
o R i R R e R I hrp oy For
operation codes . t.o 20 define the processing of the
BSBFFES&Pgnr ﬁ&dﬁl&*ﬁﬁ OFdr Precedyre §aiRdh it ddniqgrated
met hod according to the fourth aspect of the
Fh¥sHttonvprErdRabhe Pepirendushom sdecuidyiqan thHew
correspondence instructing data further show the
correspondence hesteectihg dptmatindicadnimey autdeaypotidence
i nformati on used when the integrated circuit perforns :
betweenpepakra@idnC ebaspPaReingokO thROSPPARVALIR program
nanes and having the sem conductor circuit obtain the

€8Yop8tQEEREh@Nintegrated circuit and the names of the
operations, that is, the operation namés, having the
semiconductor circuit receive as input an operation
describing program describing the operations of the
application program using the opération names, and having
the semiconductor circuit obtain the operation codes
éorresponding to the operation names described in the

operation describing program by viewing the correspondence

instructing data and use the obtained operation codes to

define the processing'of the application program.

Further, the data processing method according to the

fourth aspect of the invention preferably further comprises

having the correspondence instructing data further show the

correspondence between the operation names and key

informatiqn used when the integrated circuit performs °
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corresponding to the operation nanmes described in the
operati on describing program by view ng the
correspondence 5 instructing data and use that

obt ai ned key information te 1def<ine the processing of
the application program Further, the data processing:

th.as f the_ invention

%?; ¥ era :%{ gfq ?%gboggrlrf}%l ses%r?é?\ﬁ ﬁﬁer?ﬁé"Qe’?ﬁIE%?]&?& Bpving

r cui ener ate job managenent_ data 10 incl uding |ob
q’s!‘ er"ti'%’ “[!’é’r %%tca‘-%%w RPEinrthe kay @X@%Gﬂ?%#@f
a plurali j obs forn1ng processi ng of the
é‘ﬁ’ﬁ'—l’iec%q"éi;fm dr dheampenation dmmes dedonibdd 1 atlke
of progress of execution of the plurality of jobs,
Splegaitidne deskertibing pregubadbieriebifigdtR ¢bersipbhence
data and the 15 processing order data of the job -

ngddata QHRCHR i I fifbd Gy %%&ﬁ to

FREageidi!
the status data of the selected job nanagenent

: 0 {i Qf _ t.hat ob. A
?gﬁia%%n&uct o?ie%%l}l {}eo?(%}% fa%?lzi‘scr?e% Onofﬂlﬁ%ra“kt)'

|nvent mi gonductor circuit for runnlng an
appllc eﬁro%ﬁ?n@?&? BEPFEeRing Pribedsiaty tha &qusth

a procedure using an integrated circuit,
éﬁﬁﬁf’?s‘?ﬁgﬂ}f dnyeaddos preferpblysfurthgr comprises having
correspondence instructing data indicating
ther sspdaduduetbet néepudpepanieen teoded wadtdenienb ddia
application programto operate the integrated circuit
indbudang pHabesx@buthenopedali data BhdWwingG APYRILLOBE

nanes, in interface for |nputt|ng an operatlon
éiﬁééﬁfbbﬁgoer%ﬁmallty of jobs forming processing of the
application progra;m and _status data showing the state of
brogress of execution of the plurality of jobs, select thé
job to bhe execui:;ed next based on the status data and the
processing order data of the job management data , execute
the selected job, and update the status data of the selected
job managemént data in accordance with the execution of that
job“.

A semiconductor circuit of a fifth aspect of the
'invention is a semiconductor circuit for running an
application program for performing p‘rocess‘:i.ng relating to
a procedure using an integ:_:ated circuit, comprising a storage
circuit for storing correspondence instructing data

indicating correspondence between operation codes used for

the application program to operate the integrated circuit
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‘describing the operation of the application program
-using the operation nanes, and a control circuit for

obtaining 5 the operation codes corresponding to the
operation nanes described.i gsthbhe input operation
describing program by view ng the correspondence

ructing data and using the obtained operation
5‘ é‘%’-‘sdgﬁ FQ PFPIRS ndhat tifo  opsnatdan gpmes, an
progran1 10 In the sem conductor circuit of the fifth

fagle for inpudfinen an lednatdcmeesapiliing erogram

'operatlon descrlblng progran1descr|b|ng t he operation

descird bamgl ithet iopreyatdgirn e Ui Gpipld Sl ipYodiiRusing
Next, the control circuit obtains the operation codes

theC OpeRSRAIN Mhnied ! %@&erﬁd%m@mﬂ®%xb%éﬁnmg

t he i nput operatlon descri bing programby view ng t

¢RL! e St Xt the cont.rq

c?récﬁlitgg%ggggt fe c{ébt gér%:l pe?’gll orl1¥% o I%Ptera ef h&anes
cessi ng,of .t he applicat.ion an 20 A

p?gﬁr % gf gih?t ArRBYe oPesA iR df%\?é’%t"?’&?g pregram by

programto be executed by a seniconductor circuit

YURRFRE thR sppresrendensrodnavrrstiper Hotai agd using the
processing relating to a procedure using .an

Phtajnatedperatibh, codepr tei Hgfiae thet preckasing of the
i nputting an operation describing program 25 .

-aestichtignaprogerati on of the application program

using - 16 names of operations for the integrated

Circuitn £H&lsdficoRBEERbE08: PAHEE of LRY! fﬂft{mogspect of
Vi ewi ng Correspondence

the invention, the :Lnterface inputs the operation descrlb:.ng
program describing the operation of the épplication program
using'the operation names.

Néxt r the control circ_uit obtains the operation codes
corresponding to the operation ﬁmnes described in the input
operation describing program by viewing the correséondex';ce
instructing data,

Next, the control circuit uses the obtained operation
codes to define the processing of the é.pplication program.

A.progra:.n of a sixth aspect of the invention is a

program to be executed by a semiconductor circuit running

‘an application program for performing processing relating
to a procedure using an integrated circuit, comprising: a
routine for inputting an operation describing program

. describing an operation of the application program using
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instructing data indicating correspondence between
operation codes used by the application program for
operating 5 the integrated circuit and the operation
nanes to obtain the operati d% codes corresponding to
t he operation nanmes described in the operation

| ARSkdd AL LU PN s (a)ﬂgl_ ait:ﬁé)dxt.l#gg 4Ly u%ls?%é"@t)f that is,

proce
cﬁglon rQ%ranl 10, A dﬁ%a processi ng nethod of a

s venaf A pEetedr 3 HPUHRR MBI Lng AFor T tRerdenge

net hod perforned by a sem conductor circuit executing

APsiateRg rta dpdigatingreat rrpnondency between

protecting each of a plurality of program nodul es

Peratd arheodpglyvisesd byrtip: eppadchyianfprayedh £o¥ operatz.ng

all ocated to the program nodule in advance in a

[thier dinittegyrated idiamalilts an® dind ddith i dH HHNE W%&am

linked with firewall identification information for

tthenbidatand Il @odds %@éesﬁ“n%ﬁgﬁ}q:c; &lfehe ,PD ri%gn}] Hames

nmodul e, and executing the rogr

SRS O LR e LTS5 S8  oine

processi ng ne
l.nvent i on rably further conprises a step of

EPFCHFHES Hhe Phiannad P ation GPdapnto AP processing
plurality of program nodules registered |inked with
ehethanappilieadion2progeam.f i cati on i nformati on and

prohi biting data transfer - 17 or data view ng anong

a pl ural dayaocprpcegshinymduhed ofeglsbeéﬁdh|habeétmbththe
different firewall identification

invention is a data processing method performed by a

obtalned operation c

semiconductor circuit executing an application program,

‘comprising the steps of: protecting each of a plurality of

pProgram modules. foming the application program by a firewall
allocated to the program module in advance in a plurality
of firewalls, registering a program module linked 'with
firewall identification information for identifying the
firewall allocated to the program module, and executing the
program module conditional on the registration being
performed.

The data processing method of the seve.nth‘ aspect of
the invgntj.on preferably fu;:ther comprises a step of allowing

data transfer or data viewing among a plurality of program

-modules registered linked with the same firewall

identification information and prohibiting data transfer
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i nformati on.. The data processing nethod of the seventh

aspect of 5 the invention preferably further conprises

the steps of: registering a program nodul e further

linked with downl oad key iLnfigromtion to be used when

downl oadi ng the program nodule fromthe outside of

t he sem conductor circuit to the sem conductor

an ccfﬁ“ta LR ARWB| & iz idkh | a P i tmadp ey

the program nodul e, using the downl oad key information

FeFigtanad | Jinkad witth tdid fexsgrtafinmond I tisdgnitdigRi ¢ftion

downl oad i s possi ble and downl oadi hg t he program

Amdiglrmathiem . j udgi ng that downl oad is possible. A

sem conductor circuit of an eighth aspect of the 15

i nvent rgd idatd PYEIEARING! fle thidC Uit tfh%r eV .a%?:e t of
h o alit 5i

application program protecting eac a plur

o[4 e ) |.ication program a .
PO AR P Pty Rt SR i e b, oF:
inaplurality of firewalls, registering a program
FRAICESFINGed REPF=28 PRFEAE [Eurdday figdecoipith download
i nformation for identifying the firewall allocated to
k¥ prégraatieaulte, benyserde vheinn gownd oadiogr Anenpdwigram
conditional on the registration being perforned. A _
pedyglanfobmathe mutwisheof @het SémioyRatbe8ri Sidcu2® to the
programto be executed by a sem conductor circuit for

- sedBcofdAEUbIFNG Féu PP RNICAhER RIQANANRg 80 Bb4E quest

routine for protecting each of a plurality of program
FOHULRS SPSHAR module, using the download key information

registered linked with the program module to judge if
download is possible and downloadihg the program module when
judging that download is possible.

A semiconductor circuit of an eighth aspect of the
invention is a semiconductor circuit for running an
application program, protecting each of a plurality of!
program modules forming the application programby a firewall
a].located to each program module in advance in a plurality
of firewalls, registering a program module linked with
firewall identification information for identifying the

firewall allocated to the program module, and exe'c.::uting the

program module conditional on the registration being

performed,
A program of a ninth aspect of the invention is a

Program to be executed by a semiconductor circuit for
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the application programby. a firewall allocated to
each program nodule in advance in a plurality of
firewalls, a routine for registering a program nodul e
linked with firewall identd fligcati on information for
identifying the firewall allocated to the program

r@’gmjf SeiAnd a routin for executing the program - 7
COndTT iR S ’t%’eprré’éﬁrgf“rfa PORTHSLRG @ routine for

performad 10 A data processing nethod of a 10th

cting 1pach e iRHFalityef pregreaminedwbesoforning
performed by a. sem conductor circuit for executing an
dihst ianndiore ipkary rmmaraootyy i sifigrdvel Stallso@ited to each
i ndependent|y executing a plurality of application
pregymas mprdilee tigd ddvdrideval |5 pIBei B8F 158 Abrddalls, a
advance a condition for allow ng communi cati on between

TR tARR :E'Sﬁtﬂé?g"ls(ﬂ'é}ﬁrr@@ ﬁ%&ﬁn{fﬁgdh'iécﬂl{ké&‘ %:Lth firewall

firewalI's, judging |f a connunlcatlon request
§ Helng] o { d| t.i a'n

ﬁ'ﬁnl clé"?%o;él%r oglglsz% gene 1°5’t s Y ‘%d'ﬁ:\i\@g‘t@ ying,the firewall

c on W th anot her application program and 20
JEGRLRG LG EEaRiam BerRLen T94 SppREaRr S executing

ro rarrs i n accordance with the comruni cation request
%henPFeagﬁngosiﬁé@ icengkittioniads anhdheegiegtienamtion being
condition. A sem conductor circuit of an 11th aspect
perfbemednvention is a sem conductor circuit which 25

“‘independent|y executes a plurality of application - 19

progr ansdpEat pebedshyngi ME8¥ALLS o 89N 8LRM 8sbBcRAVEN ¢
a condition for allow ng comuni cati on between the

2APLLERLHORs a data processing method performed by a

'semiconductor circuit for executing an application program,

comprising the steps of: independently executihg a plurality
of application programs protected by firewalls, registering
in advance a condition for allowing communication betwéeh
the application programs performedrthrough the firewalls,
judging if a communication request satisfies the registéred
.condiftion when an application program generates a request
for communication with another application program, and
executing communication between the application programs
in accordance with the communication request when Jjudging
that it satisfies the registered condition.
| A semiconductor circuit of an 11lth aspect of the

invenj:ion is a semiconductor circuit which

: inde_.pendently executes a plurality of application
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prograns performed through the firewalls, judges if a
comruni cati on request satisfies the registered
condition 5 when an application program generates a
request for comunicati on-wilBh-anot her application

~program and executes conmuni cati on between the

i n.accordance wth the.
3994 zE}?‘E:éat%l&n'%)n requesty lerne‘ﬁg%’r ngd TR T9T° IR 3fYaRce 2
the is red condjtion. 10 _The sem conductor. circuit
foiﬁ‘? Aehving gepErRiRati onkekean the #Paliegtion

of appllcatlon prograns protected by firewalls.

- PRegrans mpenformed dienahy the dintewalgist awdges if a

advance a condition for allow ng comuni cation between
ceemuin. cepiplarc ateopre it Ggrtansf ipey fithamathg e sl tdendition
firewalls. Further, that sem conductor circuit judges :

wheh aepmﬁﬂlcaaﬂlm BRUREn A4S thed St ESF

~condi tion ‘when an application program generates a

E%%%%E.Jaq{d.oll_}ur i ryn% H%@a&i%g%ggéF?rO?lpﬁ caf Idoexecutes

program 2 S

execut es catl bet Ilcatlon

SPERb IR Ao "”%‘%#‘a‘aﬁa%?l REE Rt omiea b o aratance
when %udglng that it satlsfles the registered

¥o ikl the rommupisgitdmnoreqres  shieraipdgingfthateit satisfies
invention is a 25 programfor naking a sem conduct or
thecoegisterede candddtione - 20 for independently
executing a plurality of application programs

prot ectrd bymitoadabtsr aireuitneff @hel 2Qithi Qipltt
_indepehdently executes a plurality of application programs
protected by firewalls,

Further, that semiconductor circuit registers in
advance a condition for allowing communication between the
application programs performed through the firewalls.

Further, that semiconductor circuit judges if a
co_mmunicatio'n_ request satisfies the registered condition
when an application program generates a reques-t for
communication with another application program.

Further, that semiconducteor circuit executes ‘
communication between the application programs in accordance
with the communication request when judging that it satisfies
the registered condition.

A program of the 12th aspedt of the invention is a

program for making a semiconductor circuit execute a routine
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i n advance a condition for allow ng conmunication
between the application prograns perforned through
the firewalls, 5 a routine for judging if a
communi cation request satisfpes- the registered
condi tion when an application program generates a

equest, faor £o nicatign with another. application .

5585 %&%epaerﬁ‘&‘cea{‘%uﬁ’ﬁec‘%&w%fe&?fﬂﬁ?gll%rf?ﬁ?rﬁnéﬁ%ﬁqtm
bet ween the application prograns in accordance 10 with
PrRegramfuRTetecssd byubirewpihs udgraytinatfox registering

‘satisfies the registered condition. A data processing

Ant hdyapiceq al Indidyient fiofr tald dwivan tdcmmuirsl o tiaira between
processi ng nmethod by which a sem conductor circuit or
theeapplidatiion Praigagi A pHeafiiried THROGRAS e firdhialls,
sem conductor "circuit downl oads a. program running in

hheoaeNhe0RdUCHQlgEhECHE &&m&sﬁf’émwer% Htisfies

havi ng the seniconduCtor circuit have a sof

u . ri .Qf, rality of .layers and -
RV ELUSE GERTY CRRbitsch PHdid A SrRn i Brogran
inforngtibn 20 correspondi ng tqQ each | ayer able_to be
JPRREBTBF PnEeWesitc SRFucesPuRRcafion i goaider
senm conductor circuit. verify downl oad signature
srpdination pepgramedand agcovtdasc&on exeguddwmd oad
request using the downl oad signature verification key
cofuwpunita bhontisntwene ithiengpp hisc 261 s wrlogatnsc it esicordance

~and havi ng the sem conductor apparatus - 21 allow the

wH6h &thedEoinfiGni Wkl 0Ad- 4 QML Whkd i g EnA P B FHADsfies
of . a layer corresponding to the downl oad signature
the registered condition.

A data processing method of a 13th aspect of the
invention is a data processing method by which a
semiconductor circuit or a semiconductor étorage-apparatus
accessible by the semiconductor circuit downloads a program
running in the semiconductor circuit, comprising the steps

of: having the semiconductor circuit have a software

structure comprised of a plurality of layers and having

.download signature verification key information

corresponding to each layer able to be viawed by the
semiconductor circuit, having the semiconductqr circuit .
Qerify download signature information generated in
accordance with a download request using the download
signature verification key information when receiving the

download request, and having the semiconductor apparatus
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verification key information used for that
verification conditional on the downl oad signature
information being 5 legitinmate. Further, the data
processi ng net hod of the 13thiaspect of the invention
further conprises a steps of' havi ng an

hen catlon ghat access_ nas

ST MELT on © cor g ‘g"ﬁﬁ gq%t £8 c\sl&ﬂrbt"%d a program
progran1a||omed to be 10 downl oaded bel ongs, having
Pie 2adWEh icoRbeFPoiAmtss the desmloachsimaimsl
request'to the sem conductor circuit, and having the
¥egrid&ataddon keap fafprma iz tised deoedhathsimifigation
information to generate the downl oad signature
cohdindicnal amd thiea Ripwnl dadb is idgatuisd it fi@miatiion being
information .15 to the sem conductor circuit. Further,.
ggg1¢ghgt@roce33|ng nmet hod of the 13th aspect of the
invention further conprises a steps of: having an
aut hen%‘h%@kégn épﬁ%aq;anﬁrggg i h exﬂétﬁ&&%é ¢! e 13th aspect
information ~oOf conductor crrcurt "an ng

uthenticatio ppar at us encrypt use the '

PR HRPr ROAERE o EUEIRER) FoAE L Sta HEORE i ngaie an
access master key information to generate downl oad .
aatheptieptinnmrrarainastorecaceess meehswhey fafiemation
key information to generate the downl oad signature
cofoespbhding?2boAas dayeandoc which acpirbgafama alldidwvred to be
aspect of the - 22 invention is a sem conductor

‘@bWAUbAdBAVHBIoAgE)f hiRhiAg thelaL¥h@ntqdatised a@ipaasatus

plurality of l|ayers, wherein the
transmit the download request to the semiconductoer circuit,

and having the authentication apparatus use that access
xgaster key informatior_x .to generate the download signafure
information and transmit that download signature information
to the semiconductor circuit.

' Further, the data processing method of the 13th aspect

of the invention further comprises a steps of: having an

aﬁthentication apparatus store identification information
of the semiconductor circuit and ﬁaving the authentication
apparatus encrypt use the identification information as.
plain text u;ing the access master key information to
generate download master key information and use‘thét
download master key information to generate the download
signature information,

'_ A semiconductor circuit of a 1l4th aspect of the
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sem conductor circuit is able to view downl oad

signature verification key information correspondi ng

to each layer, 5 verifies downl oad signature

information generated in acggrdance wth a downl oad
request using the downl oad signature verification key
i.nformati on when receiving a download request, and
IPVEREicRe 1iSs &y demgronda CdEFFite hawdng @ EQft RS

a programof a |layer corresponding to 10 the downl oad
stgnetuyre vompiiiced of leepluradrtyt iodh Layed's ,f eihetdediin the
verification to that sem conductor circuit or a
seniiconductor slidichie ds Giille aeCeSiewWdldowdldadE signature
sem conductor circuit conditional on the downl oad

SegnEiBhe i ohNkey MRhirdRmA%ide IR lsHRNS ntP t-Eh %ach 1ayer,
sem conductor circuit of the 14th aspect of

i"ﬁg’%é{%\% o\gg‘igade %‘Iig\‘x'a%%r% g%‘é%'r?n%‘lm%q é%%te’ra\{:eu fiies

orna i'on gener at
correspondin at | oad request using downl oad
SPEREIRPEC, BLER, cabPnIRey SPHRGEInErong RoeLgomidoad

that sem conductor circuit allows the issuer of the
gvonpbuger ¥gudficagiapwieyadnfopmadiam vhea kggedving a
correspondi ng, the downl oad signature verification key
dowoloadi paquestl, f andt hdllower thiecdsisaert oft thk download
sem conductor circuit or a sem conductor storage

fédqadst 86Ca8FhDLRALY §5obhamSSElﬁoméyakoﬁoebbggbhdlng to
condi tional on the download - 23 'signature

£8d O&gaﬁwg?bsaggaks%t bg@&%%c;éﬁéaﬂt REP i 62bkRBtion used

apparatus o aspect o

for that verification to that semiconductor circuit or a
semiconductor storage circuit accessible by the
semiconductor circuit conditional on the download signature
information bein.g _legitimate.

The semiconductor circuit of the 14th aspect of the

‘invention; when receiving a download request, verifies the

.download signal information generated corresponding to that

download request using download signature verification key

 information.

Farther, that s_emiconductor circuit allows the issuer
of the download request to download a program of a layex
corresponding the download signature verification key
information used for that verification to that semiconductor
circuit or a semiconductor storage circuit accessible by

the semiconductor circuit conditional on the download
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invention is an authentication apparatus used for
aut henti cati on when downl oadi ng a programrunning in a
5 sem conductor circuit to a sem conductor circuit '
having a software structure28onrprised of a plurality
of layers or a sem conductor storage apparatus
AASSh S ﬂyfékﬁ?&ti?%e'ﬂ&t‘m;g%é Hefadall L, storing
access master key 1 nfornmation %orrespohdlng to a
l'ayer 5%‘¥Hé¥'q?fr ram al l onwed to be 10 downl oaded
bei ongs,  tTansm tting ThEPRSHAEE dfefudsith #spagk of the
sem conductor circuit, and using that access naster

e et i3h aFhastdaatd am anrams towl wigmhdior e
information and transmtting that downl oad signature
ethendiication when sevnderdlicigoa @irogtidsm Amnligy in a
aut henti cati on apparatus of the 15th aspect of the
ispne atoingi cftiolrs lc AR HTites of hendeunard 9re @istluiltd Hfifing a
sem conductor circuit. Further, the authentication

SPEEWALES YIRS tATeC TompTA LY S ?é Pﬁh@aﬁtﬂf%%aﬁreerr’s or

generate downl oad signature nformat1 orf.

h i [ apparatus _transmts th downl oad
B SRy 2R o B, PR sraneRdPla RRLIAT A
rogram.of a 16th aspect of the invention is a program
?‘SmgSC’BQBEGf’&FW%%e Fteshngcaeress pagiterhkey dgfprmation

software 25 structure conprised of a plurality of

- PayEesropdipgi §Png lagar forwhitheaf progeanf willgwed to be

downl oad signature information generated in
deenldaded belongsdownhnaditefigsthvh@8wnload request to

the semiconductor circuit, and using that access master key
informatiop to generate the download signature information
and transmitting that downlocad signatﬁre information £o the
semiconductor circuit.

The authenticatiog apparatus of the 15th aspect of
fhe invention first transmits the download request to the
semiconductor circuit.

Further, the authentication apparatus uses access

master key information to generate download signature

- information.

" Further, the authentication apparatus transmits the

- download signature information to the semiconductor circuit.

A program of a 16th aspect of the invention is a program

_to be executed by a semiconductor circuit having a software

structure comprised of a plurality of layers, comprising
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recei ving such a downl oad request using the downl oad
signature verification key information of a
corresponding 5 layer in the plurality of layers, and
a routine for allowing the hgsuer of the downl oad
request to downl oad a program of a |ayer
correspondi ng to the down| oad signature verification
Rey oMieendaro varddying: davalops isdigpatnge daformation
sem conductor circuit or a sem conductor storage 10
gienegategc dos sidsiardapaeh avigdniac dosmdred ciegmeistt when
conditional on the download signature information
beiceg viiagi tshushi @ ddwhdiach iddiileeh Qisitigi kthef dawhibld
aspect of the invention is a sem conductor circuit

BayhB¢ued¥ed iFiRERIINNkeyC inFna®idnd@dda corresponding
i nput/out put processing circuit, wherein 15 the data .

BRPEFaEh oo Rl sl UL 0021 B PEbEIIR o pdhin

Lpput/out put processing circuit, and the data

?ﬁguﬁs&? LPE EReC dopm erly Fegugata trnpekniPamh phprogram
data processing.circuit in units of predeterm ned

aht & Eéﬁ@Fh§°§ﬁGSEQP§éP§ tpe thbandopolpadt gégbature
decrypts data input fromthe bus and outputs the sane _
verifitcdtianpkegeisformationiigsedimbpatial Merdftimation to

i nput/out put transactions through the bus in units of

thabusémicehddatari aRYLGOU! BYt at EaR$ashi@Rto¥8Rorage
Nc/ Nb=n where the bus width of the bus is Nb and tge

ditaul enttdld $i 0% %13( and g&ﬁlé&%%ﬁéér m@&i@%ﬁ?i&&gual

nor noreism - The sem conductor circuit o

1 £,85886h1 8L ! D LMD"} QB LIRYE 520D 24" PULS I3k e

A semiconductor circuit of a 17th aspect of the
invention is a semiconductor circuit having a data processing

circuit and data input/ocutput processing circuit, wherein

the data processing circuit inputs and outputs data with

a bus outside of that semiconductor circuit through the data

input/output processing circuit, and the data input/output

circuit encrypts data input from the data processing circuit

in units of predetermined data lengths and outputs the same
to the bus, decrypts data input from the bus and outputs
the same to the data processing circuit, and performs data

input/output transactions through the bus in units of m

-number of data input/output transactions when Nc/Nb=n where

the bus width of the bus is Nb and the data length is Nc¢

and the smallest whole number of n or more is m,’
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sem conductor circuit through the data input/output
processing circuit. 5 At this tinme, the data

input/output circuit encrypts the data input fromthe

data processing circuit in_ugigts of predeterm ned

data | engths and outputs the same to the bus. Further,

the data input/output circuit decrypts data 10 input

fr om t ABepsemisenduchens dircud tt o€ dhea 1gtdcespiesy of the
circuit. At this tinme, that data input/output

apyendtien ipepnfter asddat tputpdd toutwiltth ar basacttedde of the
t hrough-the outside bus in units of m nunber of data

seplitbaduitior IcdReRGH AhSoliyhWigie Na/dhbIim Rt
bus width of the bus is Nb and the data [ength is Nc

Eggcgggiggagfggﬁfthle nunber of n or nore is M

urther, i'n the sem conductor circuit of the 17th

aspect,of .the [nventjon, .preferably the data . '

i nput/%gt B% s lﬁ Brr lb?tc,lg%e'ﬁ‘pa‘b"t)é% fRRf £ircuit encrypts

ﬁﬁﬂigonduqtor storage circuit based on a first address
ButiafpodrPrt fxen thecdadpnprocesedng, cdspvwditt 4oy peits

first address to a second address so as to access the

sEnprredatiervinetdodage dengtrhs anduputpudk theosage to the

areas in which the data of Nc is stored and uses 25

bhat second address to access the sem conduct or

storage - 26 circuit. A data processing nmethod of an

18th apppeher! tHE data input/output circuit decrypts data
input from the bus and outputs it to the data processing
circuif.

At this time, that data input/output apparatus
performs data input/output.transactions through the outside
bus in units of m humber of data input/output transactions
when Nc/Nb=n where the bus width of the bus is Nb and the
data length is_Nc and the smallest whole number of n or more
is m.

Further, in the semiconductor circuit of the 17th
aspect of the invention, preferably ﬁhe data input/output
circuit, when accessing a semiconductor storage circuit
based on a first address input from the data processing
circuit, converts the first address to a second addres; so

as to access the semiconductor storage circuit in units of

storage areas in which the data of Nc is stored and uses

that second address to accesz the semiconductor storage
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invention is a data processing nethod perforned by a
sem conductor circuit when accessing a sem conduct or
storage 5 circuit when a sem conductor circuit and the
sem conductor storage circuibgare connected through a
bus, conprising the steps, of: encrypting data to be
witten in the sem conductor storage circuit in units
GirGiddet ermi ned data | engths and outputting the sanme
to the bus, decrypting data input from 10 the bus, and
perforkidgtaapaobapsihgumpmhoﬂraﬁSaatﬂemh aspeetgbft the
bus in units of m nunber of data input/output
Lh@8a&ebn0AS WA thiC PHoce SWIRIGE mdth ol peWrdirhed Hyha

bus is Nb and the data Iength is No and the snmal | est

vhaheonuibor &1 rdu Pt wihea eg%]lﬂ'é d%&ﬁiéoﬂ&&&@é?é%rage

apparatus of a 19th aspect of i nvention conpris

g recuit for storing .instruct s and .dat a
812683 R%Bn Bkt £ 4l SnSUOELR s LERLE U5 T I Rigotor
accessi ng, t he storage ci rcuit through a transm ssi on
FEatadrRacisrrit ke isrmastad A ronghos bus o mRIiesing the
plurality of programs to execute the plurality of
ptepsof: encyumidbctg datante diw wyiditeouin the eepdsemductor
between the transm ssion line and the storage circuit
sboraget tinguibeih NaNbes sof Prdddtemfithdd@lad=ONagRrths and
circuit to one of a connection state and

ShESRE0LRY| e SEAME £3SEth HuLD LYYy %ia%allnﬁ%t from

connection control circuit for' generating - 27

pat 0159k Séﬂ o £briiff rSLtéolﬁghtéQSttr%”% LRgLon Lions

ahd t orage circuilt Anecti o
&xaét?gl? ghe bus in units of m number of data input/output
transactions when Nc/Nb=n where the bus width of the bus
is Nb and the data length is Nc and the smallest whole number
of n or more is m,

A data processing apparatus of a 19th aspect of the
invention comprises a storage circuit for storing
instructions ‘and data of a plurality of programs, a
compqtation.circuit for accessing the storage circuit
through a transmission line and using the instructions and

data of the plurality of programs to execute the plurality

of programs, a connection switching circuit interposed

between the transmission line and the storage circuit for

setting the transmission line and the storage circuit to

one of a connection state and disconnection state based on

a control signal, a connection control circuit for generating
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di sconnection state based on access range defining
data defining an address range in the storage circuit
able to 5 be accessed while the conputation circuit is

-executing the plurality of. @gograns for each of the

plurality of prograns, an address in the storage

ci.rcuit for which the conputation circuit issues an
dhesontrplesignahdfer ceentrel grogednthentrapemiagion line
i nformati on whi ch which programin a plurality 10 of

Fnsh rtdies ateragemitatiidn i rang toff ;2 exeoEdnin astchan and

i nput/output interface circuit for inputting and
clitspuinricut-i dintstatid hddwl Gpidddd D rariges UWdFidimy Hata
the transmssion line and inputting and outputting ’

dRIFA ningh A @ dite A difge tin'?‘ttl'f@tsq:dyé&@ i it able to

apparatus. 15 Further, i'n the data processing

f the 1 ect.of the_ invention )
BRPACAbURCY yhils Bh oBRBSERFTG' SErPRLFIL Y s apting the
tﬁe cgntrol si gnal indicatin% to set the _transm ssion
PirRE34M4Y: AE REQFERRS S 8RER; Of hepphucpldty of Rrograms,
when the address in the storage circuit for which the
2p 2ddpacatinthe sdvinade sdacudt foresbichothetcdmputation
inside the address range corresponding to a program
béroygiéxéesued adehicredsbyeuesatcani exegmtdely Rrdtdiram
data and generates the control signal indicating to
$8btEhOti hgNSA¥ESMARiIbhNGh AR whiEh SEAEGEEN Cid CAJEI:Ltdﬁlity

a di sconnection state when it is not 25 inside tha

880583 B9¢he" Ner s i gonduct or, .circuit
o?dg 23fﬁﬁasggét°§§P“E%§E?§v€% F%ﬁq;ésaeggﬁfggﬁﬁﬁcf¥%i an

circui,t for executing a. . .
lnpug/ouLput inter aéh circuit for inputting and ocutputting

data with the computatidn circuit through fhe transmission
line and inputting and outputting data with the outside of
that data processing apparatus. |
Furtherf in the data.processing‘apparatus of the 19th
aspect of the invention, preferably therconnéction control
circuit generates the control signal indicating to set the
transmission line and the storage circuit in a connection
state when the address in the storage circuit for which thé
computation circuit issues an access request is inside the
addreés range corresponding to a program being executed
defined by the accés$ range defining data and generates the

control signal indicating to set the transmission line and

.the storage circuit in a disconnection state when it is not

inside that address range.
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program conprising a first transmssion line, a

storage <circuit for storing instructions or data for
executing the 5 program a conputation circuit for

oper ating based on the i nstggictions read through the
first transmssion line from the storage circuit, a
first connection swi-tching circuit for setting the

first Fpakbarssaorenicendngtencckrenblect @ rZith dspect of
one of a connection state and di sconnection state 10
bheedngan&ibnr 4 aosemdkosdgezbr aireadtd foanegeichiing a

~switching circuit for setting a second transm ssion

brBgraf|t sbilprekihfah FeWseORSHAEARs8ibAVLL ndNd al Reorage
first transmission line in one of a connection state.

éﬂﬁcuﬁ!ESEQP”%ngi’H Si@é@:@ééf&’ng%,[a RAGOTY tzC%Q(IErCQJtJ.ng the

S|gna nnectlon contr or

out utting the s control truc :

FeBE et SREPYERRECRe EORI b0 RRECCPORALIPERPARS on the
CIrCUIt when outputting the first control_ signa
InstEructinpscoppectheongl the Finsy transpiasige line from
switching circuit- and outputting the second 20 contro
thgnatorager atrengteoanirsbnebonehbioncendtching circuit
connection switching circuit when outputting the first
font settshgnehei pstsuctiagsdissonetihanaha the Ekbghge
connection switching circuit. Further, in the

SEFLEPEAYE LR SE'E WonnWotlile 208hbe %%%ﬁg%%r@cém, state
I nvention, the second connectlon swtching - 29

it is gonngected,throu e second transm.ssi.on
éﬁé&& %n E o?aﬁ%ngﬁﬁgra e gf £ne® ou?gl 8“8?c?ﬁ°n

se duct r
sw{néhihg Cf&Cﬂlt for settlng a second transmission line

outside of that semiconductor circuit and the first

"transmission line in one of a connection state and

disconnection state based on a second control signal, and
a connection control circuit for outputting the second

control signal instructing disconnection to the second

connection switching circuit when outputting the first

control signal instructing connection to the first
connection switching circuit and outputting the second

control signal instructing connection to the second

connection switching circuit when ocutputting the first

control signal instructing disconnection to the first
connection switching circuit.
Further, in the semiconductor circuit of the 20th

aspect of the invention, the second connection switching
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circuit. Further, in the sem conductor circuit of the
20th 5 aspect of the invention, when the conputation
circuit reads instructions fromthe storage circuit,

the connection control ciccyayt_outputs the first

control signal instructing connection to the first
connectiqn switching circuit and outputs the second
EaREMAt disgrannardad dhnaypal dbehfeqarsh trensgitsedon line
second connection switching circuit. A sem conduct or
&Praustoshge apparatpecatofthe heutsidef orhe semiconductor
sem conductor circuit for executing a program

chepniiti.ng an encryption/decryption circuit for

storing encrypted instructions or data of the
pr ogr afureneky PihNghéo sddlidohBubeoPUbR¥uli it 8¥IRHR 20th
first transm ssion |line outside of that sem conductor ‘
' it . app u a in . :
SRREUK, ob Ve HUBAR AP S The oo d R LB Fhouit reads
first transnission line fromthe stqrage_ apparatus, a
"_c%ﬁ%ﬁtlg%mﬁsc' Fet FLFoFtBEPfg&r Fg s fhst coRneStign
the 20 decrypted instructions or data, a selection
ePRELPL qigrcuieoadputg thetfiarst goatrel sigmhilegtirgeting
between a second transmssion |ine outside of the
cemechilant bp thecfirsandonhbetionpeiwdtchingi bdutichit and
based on a control signal, and a control circuit for
Sutpits i ik lseddifl 86heeblogi §ha L Uids tMf-ihd disc@hnection
signal for instructing to disallow comunication - 30
bstege nsé@@nﬁeEBHQeEE\%ﬁﬁrgﬁi'tgﬂihhggiilggiﬁ:he

conmputation circult the coffputation circuit is
perfo_r;[n Q&nicondudtor circuit of a 21st aspect of the

invention is a semiconductor circuit for executing a program,

comprising an encryption/decryption circuit for storing

encrypted instructions or data of the program, encrypting
data to be output through a first transmission iine outside
of that semiconductor circuit to a storage apparatus, and
decrypting encrypted :i.nstruc-tions or data input through the

first transmission line from the storage apparatus, a

computation circuit for performing computation using t:hé

decrypted instructions or data, a selection circuit for

selecting whether to allow communication between a second

transmission line outside of the semiconductor circuit and

the computation circuit based on a contrel signal, and a
control circuit for outputting to the selection circuit the

control signal for instructing to disallow communication
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linked together a data nodule, first key data used

Réycuatafesr pbopdng Ay roedpiermingdnsigrade: greas a
. anot her data nodul e, and using the second key data 20

| m‘aﬁ%a?ﬁda%trsvﬂge@c’é?%é'}fgﬁﬁgéi SREHACE BRAGERGTARG °

processing using instructions or data of the program
A.data processing apparatus of a 22nd aspect of the
invention is a data processing apparatus conprising a
storage circuit for storings ?n predet erm ned storage
areas a plurality of application prograns each
conprised of a. plurality of data nodul es including
betvessi fher second dxensudssiobi Adngr ends Sheg compuitadd.on
for communicating wwth an 10 integrated circuit to
piecude sghidevithe apdpaitatiog wdragdteils gabrdoximdwnmigng

bebclgkidgaugling idatautRdeng bR BRECSH Rlie PLORYYEMJ ;
to that data nodul e, and second key data used for

t f t d
oS! &7 a0, §268e8i ot UBpLREHL EACaCHERN bablor of whe
sem conductor circuit performn oceSS|n rel ati qg,

1BVEREAP: 1o AR PERCS 2a30g SRR ELs dngha storage

managenment data in that processing, u3|ng the first

pluraipbpdofigapplibatidat progeane eachr enspeises of a
with the integrated circuit. Further, in the data

PLALESS LR ARRA Addudk st DRc24AUngd5PeEés &ing Noutine data
|nvent|on preferably the storage circuit stores as a

per Ormg%égcgsagagsysue&ﬁgggfgét Bo PREQQ%iﬁngai%ﬂ an

or me Ing the data no prog

routi ne for_deleting . )
management data showing linked together a data module, first

key. data used for using another data module in processing

- according to that data module, and second key data used for

" transferring data with the integrated circuit in processing

according to that data module and a semiconductor circuit
performing processing relating to a service based on a data

modules, viewing the management data in that processihg,:

using the first key data corresponding to that data module

~to use another data module, and using the second key data

c'_orres_ponding to that data module to transfer data with the
integrated circuit.

Further, in the data processing apparatus of the 22nd
aspeé.t of the inveni:ion ' p;:eferab_ly the storage circuit
stores as a data module at least one of lqg data of processing

performed performed using the data module, program data
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regi stration of the data nodule fromthe storage area,
and program data show ng a routine for defining the
storage area 5 for storing the application program
Further, in the data processing-apparatus of the 22nd
aspect of the invention, preferably when processing
accordance wth another data nodule is_to he
E?@Hﬁf‘go“ B?“té“?efﬁ’& sRgdetsring the datpeedule in a storage
sem conductor circuit uses the 10 nanagenent data to
abeai npEpgramkdatdashowdngespaptitiget fort Heleting
predeterm ned data nodule and the first key data
regisspanilongof othéedathanodial @ sl thearstarsam tdwea, and
other data nodule fromthe predeterm ned data nodul e

PEbEYaR XELtH HhovaWY al + ORI N8 Ed N At hangeehs Wed+dgd area
key data matching. 15 A data processing nethod of a. |,

£3¢ dsf-}égﬁﬁ%eeﬁet Qgglh.a\c’a%gbhog’rbarﬁmd ata processing

nmet hod by a m conduct circuit for
t t ed { 1
ok R, v b P BB et Sl i B g2ne

st or age CIrCUIt conprising the steps_of: when the

. IFRPG eoéoth?renwn‘éwrxesprﬁfsrehéfewhpﬁearefzsﬁagég in

areas a plurality of application prograns each
aorpridsede ovithpanotherydata datinlevdul te bacbuepnged by
processi ng routi ne data describing processing

& QldniRemd it GO BIHEA],| REeWséMi8BndBEEEE ad Bfcu Tt MHdd the
to providing a servi.ce and stores nmanagenment data 25

éﬂbﬁtnﬁééat99989€£1ﬁ Eﬁ&ét”ﬁgy|aatE'EékrﬁgﬁoﬁaEﬁg to
for using another data nodule in processing

USG
ta? ?ﬁés’%%é‘”&ﬁmé’.‘"dtﬁaég%o 318 ”RQ“’tﬁe 20ds2erepdakey
corresponding to the other data module a_nd uses the other
data module from the pfedetermix;ed data moduie being executed
.conditionﬁl on the obtained two first key data matching.

A data processing method of a 23rd aspect of the

invention is a data processing method whereby a semiconductor

‘circuit for communicating with an integrated circuit to

perform processing to provide a service transfers data with

a storage circuit, comprising the steps of: , when the storage

circuit stores in predetermined storage areas a plurality

of application programs each comprised of a plurality of

“data '.modt':lles including processing routine data describing

processing routines for communicating with an integrated
circuit to providing a service and stores management data

showing linked together a data module, first key data used
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transferring data with the integrated circuit in
processing according to that data nodul e, having the

sem conductor 5 circuit perform processing relating to

a service based on the data mdules, having the

sem conductor circuit viewtHe managenent data in the
processing relating to the service and use the
forsukengdanatberr dapandodyleéoin pabeessvilugeint scogsgdance
anot her data nodul e, and havi ng the sem conductor 10

~witButhatsdathemsdaday KAy datandokegsdandi Ggelofblae

data mbdule in processing relating to the service to

transEetriAgtdath Wit e ROLGEEeE d LM t AP BRDAFsing
of a 24th aSpect of the invention is a program "to be

%é&&y{lﬁﬁgbiéo REd! §2§9 “&£8u1§' Gl inf OEhQO“EH%S%hQ%r
n-Pnf egrated crfrcuit’'to pe orn1process

for providing services and transferrlng data w

Steragk PerfgmﬂtPreSﬁﬁﬁgsnﬁelﬁﬁéﬂgt Fe 8t a?-szjéce. PEEPF on
stores in redeterm ned storage areas a plurality of
bive | data mgdulgs . ohayingetbe semiconducdr iparid iview the
of data nodul es 20 including processing routine data
mEesagehent) gabaeisi the ppoteseingoretatingi €at thg sekhice
an integrated circuit to provide services and stores

AR AgEST P e 08 Az € hrea# Ngati NkSErd aﬂ& argdahaggRdUh8dule

first key data use u3|ng ano he he dat a nodul e

L R Rl Eipcnctor

Int rat d circui n P OCGSSIH%@&CCOTdIng to

® r U 2F3 oFATHGSRPREERY| hig thd%data

relatlng to the
module in processing relating to the service te transfer

data with the integrated circuit.
A program of a 24th aspect of the invention is a program
to be executed by a semiconductor circuit for communicating

with an integrated circuit to perform processing for

_providing services and transferring data with a storage
circuit, comprising, when the storage circuit stores in

. predetermined storage areas a plurality of appl_ic‘atioh’

programs each éomprised of a plurality of data modules
including processing routine data. desecribing processing
routines for communicating with an integrated circuit to
provide services and stores management data showing J.inked
together a data module, first key data ﬁsed for using another

the data module in processing according to that data module,

" and second kéy data used for transfer of data with the
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service based on the data nodule, a routine for
view ng the managenent data in processing relating to
the service and wusing the first key data
corresponding to that data-nmpgule to use the other
data nmodul e, and ‘a routine for using the second key

Ea correspondl to that data nodule in processing
é"-‘slg'-r Hic Prosessing ecceading the that data

|nte rated circuit. . 10 According to the above

E?ﬁ‘r_lglenea esine frqwmf@wmmtghprbcblsemggrela'emg to the
can be achieved. That i's, according to the first to
servdcashased of tltdneiaﬁa/ﬁnbﬂtﬂ.&, bt rbGtDRE SEHF eurieaung the
provi de a data processing nethod sem conduct or

' mhhagehendNdakaodhaprabbssia 1§eqakhﬁ56%5'¥haegkg%qhe and

processing in accordance wt | ar ge nunber

egeﬁssmgﬂﬁgueéﬁ dﬁeg%df{@ﬁé&&ﬂ? f ourtt 1 pdastathD:dule

aspecCts of entron rovi de

ata_process t m conductor circuit, and
ooﬁ?g géﬁaﬁ%ﬁ%ﬁng E@e?°98iﬁroaﬂg argonking Epsnisdngn the
appl i cation programof the user to be executed by the
sererd heyndatai apsrasprendinguter thathdataymodule in
confidential information. According to the seventh to
pEocdsatpectelatinpetoi bhensepnicet tostpansfbredhea with
provi de a data processing nethod, 25 seni conductor

fhe Cith tegontedr 8graaiabl e to prevent each 34
application program from being influenced by another

appl i Qﬁié%ﬂ@%@rﬁﬂ@%éw%}%ﬁ@é&rﬁéggn@finvention,
application :
the following effects can be achieved.

That is, according to the first to third aspécts of
the invention, it is possible to provide a data processing
method, semiconductor circuit, and program able to
efficigntly perform processing in accordance with a large
number of processing reqaests.

Accdrding to the fourth to sixth aspects of the
invention, itis l:;ossible to provide a data processing metl'_lod '
semiconductor circuit, and program énabling a user to produce
and customize an application program of the user to be
executed by the server without informing the user of highly
confidential information.

According to 'Ehe seventh to ninth aspects of the

invention, it is possible to provide a data processing method,

semiconductor circuit, and program able to prevent each
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‘prograns on the same sem conductor circuit. According

to the 10th to 12th aspects of the invention, 5 it is

"possible to provide a data processing nethod,

sem conductor circuit, and-pgggram nmade in :

consi deration of the above explained prior art an

all ow ng.the transfer.  of data anong application

BPBIRGAELPR RECEFAENEETM bR ifdedn EAMEREaS SYeARther

each application programfrombeing 10 illicitly

fRRpécadien progpaniwhen runrdngdy plusatity eheppdrication

application programwhen running a plurality of

Bpptremtsi on theogaaes semitbaduarersedreaiduct or

circuit. According to the 13th to 16th aspects of the

i nventA8Bordihgito RASSLBLE HP1 PERU et 48E3the invention,

‘processi ng nmet hod, 15 sem conductor circuit, .

24t DgNpbeaibel EBPBLALYIAL 8NHach' BULALLA0NE hltnod

restrict the conteht of access to a sem conductor ’

gircuit of ,a_server.etc. in accordancg.mmth its i

FTGhe R ALEEPE RETEBE Ene2 R REQHE2oPAIGs B £ONEH defre tion

i pvention, 20 it js(?ossjble to provide a '
nFRe Y e kained anientart @nst addiowj neetthed talginsfer

to maintain the confidentiality of - data even when

o¥ atesta tamony kipgill icooindn gandgrmsdding abefosemcd R th need

sem conductor circuit and sem conductor storage -

whileliprevdi Old SdckXapplibabisn BRogesAr kbl bRiAg

19th '"aspect of the invention, it 1s - 35 possible’to

D Ok 1 R AR JYPE EE L%Mﬁ,uét%bg@%tg:’gs@'& 3h3ther

the confidentiality of "instructions an

‘application program when runnirig a plurality of appliication

- programs on the same semiconductor circuit.

According f.o the 13th to 16th aspects of the invel_'xtion,
:Lt is possible to provide a data processing method,
semigonductor circuit., authentication apparatus, and
program able to restrict the content of access to a
semiconductor circuit of a server etc. in accordance with
iﬁs right.

According to the 17th and 18th aspects of the invention,

‘it is possible to provide a semiconductor circuit and data

Iﬁrocessing method able to maintain the confidentiality of"

~data even when transmitting highly confidential data between

the semiconductor circuit and semiconductor storage circuit
through an external bus.

According to a 19th ‘aspect of the invention, it is
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bet ween prograns when executing a plurality of
prograns. According to the 20th and 21st aspects of
the invention, 5 it is possible to provide a

'sem conductor circuit able tg. inprove the

confidentiality of the programexecuted. According to
the 22nd to 24th aspects of the invention, it is

‘possible to provide a data processing apparatus, able to

met hod, and program able to inprove the security of

maiapaincaheoBohfifeagialityNBENGns8Bract@bner ankdedata

providi-ng a service using an IC or other integrated
Kéthabh - pBEEEEmPEWRBLPLLEN . PindHE PRAVYLNGEFLE plogtaths .
view of the overall configuration of a cofmunication
syste ??éo%&:{./ﬁ?ﬁ%j H{Erﬂ 0 1?{ a‘i‘xﬁez P%ﬁ é‘%g)eﬁ]t\?\s,al‘rsgvﬁlné Ii%r\]fen.tion .

FI G or “explarning

~gconfiguration of a SAM. ¢chip shown in FIG 1. FIG 3. is
’atfhﬁgft’?ﬁﬁ%ﬂ’fﬁl gBkPHP}i@&ﬁn?oFe’&ﬁcP BFtQR ciEcpaftqable to

shown in FIG 1. 20 FIG 4 is a view for expl aining

impeeviat Fon genfidenthaldisyorfgbhanproghamnekschited.3.

FIG 5 is a view for explaining information stored in
an extrra@tdimsyioytbé 24ei EAN 4tth hspeais off HdéGintention,
FIG 6 is a view for explaining service definition 25

12hls6p 83 858 WM pirBVEHE a Bta t3Bpr&b&s s Ing apbat# $ Oethod,
expl alning the processing in a SAMchip using the -
arfd PSS 'a[ﬂfé R 4 tii@x%v%at&ea@%c%giitgrt of an application
program running on a server when providing a service using
an IC or other integrated circuit.
 BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.
- FIG. 2 is a view for explaining the software
configuration of a SAM chip shown in FIG. 1.
FIG. 3 is a functional block diagram of an IC of an
IC cérd shown in FIG. 1.
FIG. 4 is a view for explaining information stored
in a storage unit shown in FIG. 3.
FIG. 5 is a view for explaining information stored
in an external memory of the SAN; unit shown in FIG. 1.

FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.
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program shown in FIG 5. FIG 8 is a view for

expl ai ni ng conmands used in a 5 script program FIG

9 is a functional block diagramof the SAM chip shown
in FIG 1. FIG 10 is a viewgfor explaining. the data
stored in a storage unit showmn in FIG 9. 10 FIG 11
is aview for explaining the format of IC card entity

-data gERErat’edspp VHREWSARECRKPLafndng]hiss pxosemsdng in a

transition chart of the IC card entity data shown in

" FAH chip w$ihg lthe sexwiicmvdedi nd tyiloni Mabgeadptacmdlsﬁlpt

routine: 15 of an |IC card procedure managenent task
plroyrainn shbGn i® FIE.G5.14 is a view for expl ai ni ng
the overall operation of the comunication system

shown Frgkl & i3 angéwlﬁokSeﬂp!hﬁﬂhharc%ﬁﬁ ﬂH@'%@eEPQn a

over al | operatl on of the conTuni cation system shown

FIG 16 is a view for explaining
geﬁ% o%mprot ocol between an IC card and SAM

chi p. E is a functl onal bl ock_di agram show ngw
nor e ]Jgém i 137 Fational iRirdr skiagiam ghip
'shown in FIG 9. 25 FIG 18 is a view for explalnlng
ahevpeinnBdE-oft .use - 37 of the SAMchip. FIG 19.is
a view of the overall configuration of the

FIG. 10 is a view for explaining the data stored in

~ a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.

FIG. 12 is a state transition chart of the IC card

~entity data shown in FIG. 11.

FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. iO.
FIG. 14 is a vieW'for explaining the overall operation

of the commuhication syétem shown in FIG. 1.
' FIG. 15 is a view for explaining the overall operation

of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

- specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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conmuni cati on system of an enbodi nent of the present
invention. 5 FIG 20 is a view for explaining the
software configuration of the SAM chip shown in FI -G
19. FIG 21 is a functional. Bhock di agram of an IC of
the 1Ccard showmn in FIG 19. FIG 22 is a view for
g}x{gl ai ni r}%fi nformation stored 10 in the storage unit

Ve FBf shin. FIG 23 is a view for expl ai ni ng an
external nenory of the SAMunit shown in FIG 19.
FIG 2FIG d%ievafwiewqd dihe ngerbdlf confifgotanndnl 6f the
managenent data shown in FIG 23. is FIG 25 is a
foomatundinadl t il dy Siaagramma doidb SN IdE @hoWrddbnt
FIG 1. FIG 26 is a view for explaining tasks
exRentadpy the CPU shown in FIG 25. FIG 27 is a
flow chart for explaining the operation 20 for

downl 0g4iNg 53N ;aPRI LGat | rogram f.romt'tgr%g sonal
1929 4%?

conput ef to an’%x ef"n%lW %egnﬂgreﬁgﬁd\ﬂﬁ’ﬁgn o YaEeG
28 ifs a flow chart for__explaining the operation of
Eretdgpratiiere odc e FRAMh R isbamno A EFG-ahShown i n
FIG 19. 25 FIG 29 is a view for explaining the
oper at F&f - dati 1y a DRctiopdubilockofiagrappbifcani D0 of the
program FIG 30 is a view for explaining the overall
bPecatrdoshown in FIG. 19. '

FIG. 22 is a view for explaining information stored
in the storage unit shown in FIG. 21.

FIG. 23 is a view for-expiaining an external memory
of the SAM unit shown in FIG. 19.

‘FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block diagram of the SAM chip
shown in FIG. 1,

FIG. 26 is a view for explaining tasks executed by
the CPU shown in FIG. 25.

FIG. 27 is a flow chart for explaining the opération

for downloading an application program from the personal

~computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

~FIG.519.

FIG. 29 is a view for explaining the operation during
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of the conmunication systemshow in FIG 19. FIG 31
is a functional block diagramshow ng nore 5
specifically the function bl ocks of the SAM chi p shown
in FIG 25. FIG 32 is a vigw for explaining another
node of use of the SAMchip. FIG 33 is a view of the
overall configuration of the 10 comrunication system
gregHtdrBo st apPlice thoaserogrameention. FIG 34 is
a view for explaining the software configuration of

t he SAWEGhi 30 simoanviewH @ eXplainGng3bhesovefalltdpemdtion
bl ock diagramof an IC of the 15 IC card shown in
6EGtha3 cominGn i@ tisna syisten’ @hofmPlial Frag tilve
information stored in the storage unit shown in FIG

35. Fl 3734S [ e alya .
Sov "USFERACES, I EAREERE,CEARRR TN i, moe

P, sel’ d ‘
GUOLEELLUIRERE BB chioN b ki 2hspl HRown n
ngéa ggTown in FIG 37. FIG 40 is a functional bl ock

gr of the SAM chip 25 shown in FIG 33. - 39

FIG 41 is a view for explaining tasks executed by
t he CHEGho¥h 1% alvdew(for explaining another mode of use

of the SAM chip.

FIG. 33 is a view of the overall configuration of the

communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC cérd shown in FIG. 33.

FIG. 36'is a view for explaining the information stored
in the storage unit shown in FIG. 35,

FIG..BT is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for explaining AP sglection data
shown in FIG. 37.

FiG. 39is a vigw for explaining inter~AP communication
data shown in FIG. 37.

FIG. 40 is.a functional block diagram of the SAM chip

shown in FIG. 33.
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FIG 42 is a view for explaining the functions of the
settl ement processing routine task shown in FIG 41. 5
FIG 43 is a flow chart for explaining the processing

of the inter-AP communicatiofgtask shown in FIG 41,

FIG 44 is a view for explaining the inter-SAM

communi cation task showmn in FIG 41 FIG 45 is a view
for exBFainfhgiehd wievaferopspheinhngibagkst pgecuted by
comuni cation systemshown in FIG 33. FIG 46 is a
thacCPUnahowhoik FEI&gr 4M.showi ng nore specifically

the function bl ocks of the SAM chip shown in. FIG 40.
FIG 4F1Gs 42 i<W kieweEplabipDgiadng Netie Bdc®ionSOE the
15 of:the SAM chip. FIG 48 is a view.of the overall

- $oPtigneat BRoREskhRg ESMH&C%bﬂnsﬁM%e%OfEI%” 41.

enbodi nent of the présent invention. isa - .,

vi ew f. ni.ng.t he_ sof conf ratl on
t he SAI‘IC\;F chip § ovvng?‘n %a ﬁ\é\? Iﬁ’@q 'Eggl{:he pr°°ess"n9

functional block diagram of an authentication unit of

| of pHhe ntRtershRgopnrunpsrrian; saskppbgraniendng-i AL -

FIG 48. FIG 51 is a view for explaining the function
of thdI@5 Hditimla avidrentoxr aexphaiming shlveninhefEAM
50. 40 FIG 52 is a view for explaining the function

~ cmnidrei caloirmh oeslspr skewsi &g BDEt §bown. in FIG 50.

FIG. 45 is a view for explaining the overall operation
of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
épecifically the function blocks of the SAM chip shown in

FIG. 40,

FIG. 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
éommunigation system of an embodiment of the present
invention.

FIG. 49 is a view for_explaining the software
configuration of the SAM'chip shown in FIG. 48.
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application

program shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. SO.
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FIG 53 is a functional block diagramof an
authentication unit of a software devel oper of a
handler 5 |ayer shown in FIG 48. FIG 54 is a view
for explaining the function g§ the downl oad
processing unit shown in FIG 53. FIG 55 is a
functional block diagramof the authentication unit

of t heFHanagéridra HeSAR T IRpPiaidting e Funakiopg of the

"FIG 56 is a view for explaining the function of the

dovnload processing unit shown in FEG. §9- FIG 57 is
a view-for explaining the external nenory of the SAM
unit simen 58 £5G #énctbokd G bi8ck Sdhagramnt benah

bl ock di agram of the SAM chip shown in FIG 48. FIG

APthénbithevohNanitf 8¢ gXBbeithhd HBG=2BBELR! b®Na hahdler
downl-oadi ng an application programfroma personal ;

{%%?Pt ok 20 g¥kerpgl nenory shown in FIG 48. 20
_ 6 : .

IS a view for éxplaining processing for a

trans | O sjng an | C card of, the co ni_catiqn
Syot ol ot 1P o ie fo @URIAiTAng (RhR ECRGHLM G the

di agram showi ng nore specifically the function bl ocks

- dpvnlradmreaepsingwanin shewr &p B8G..531 FIG 62 is

a view for explaining anot her node of use of the SAM
chi p. FIG. 55 is a functional block diagram of the

authentication unit of the manager of the SAM chip shown

in FIG. 48.

FIG. 56 is a viey for explaining the function of the
downioéd processing'unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48,

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48.

FIG. 59 is a flow chart for explaining the operation
for downldading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a fiew for egplainiﬁg processing for a
transaction using an IC card of the communication systemA
shown in FIG. 48.

FIG. 61 is a functional block diagram showing more
specifically the fqnction blocks of tﬁe SAM chip shown in

FIG. 58.
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Q! ééﬁh&aiaaeiaadgﬁgéﬁﬁpgﬁ%@gg{mgga N Eg OCF’U and

FIG 63 is a view for explaining a nodification of

t he comuni cati on system shown in FIG 48. 5 FIG 64

is a view of the overall configuration of the

conmuni cation system of an gppodi ment of the present
invention.. FIG 65 is a view for explaining the

software configuration of the SAMchip shown in FIG

64. 10FFFG 63618 2 aridvefidn rexpdsligiimon gnotdeax madeglof use
menory of the SAMunit shown in FIG 64. FIG 67 is a
¢fintheoaaM bhibpk di agram of the. SAM chip -shown in

FIG 64. FIG 68 is a view for explaining the relation

bet veerrdd &¥ei&Ph) vhels £6F 8RbLaiihg ANHoQXEEERBion of
menory shown in FIG 66. FIG 69 is a view for

external nmenory sho is a

L O SRR s SR e

wite operation of the external nenory by the bus
eyl eather syishem of perBedipent ¢H zbeaprﬁéﬁnt
chart of the operation shown in FIG 25 71. 42 FIG
irgrestbowi ew for explaining a read operation of the
external menory by the bus scranmble unit shown in FIG

FIG. 65 is a view for explaining the software
configuration of the SAM chip shown in FIG. 64.

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functional blodk diagram of thelSAM chip
shown  in FIG. 64.

FIG. 68 is a view for explaining-the relation between

the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. €9 is a view for explaining the address space

between the CPU and external memory shown in FIG. 68.

FIG. 70 is a functional block diagram of the bus

scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of the external memory by the bus scramble unit shown in

FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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67. FIG 74, is a flow chart of the operation shown in
FIG 5 73. FIG 75 is a view for. explaining swtch
processing of a scranble key in a scranble key
managenent unit shown in Flg 70. FIG 76 is a view

for explaining swtch processing 10 of a scranble key

in a scrambl e key managenment unit shown in FIG 70. ,
FIG 79Ifs A3vigvdfGiedxErniormkpining i tigadhgrsiration of.
scranbl e key in the scranble key managenent unit shown
the exterzal némerE bysthe buyi sordnprlexplid hogpn in FIG.
switchtimng of a scranble key in the scranble key
@®mnagenent unit shown in FIG 70. FIG 79 is a view

for explaining pipeline processing by a pipeline
procesgi@g £ORlY Ql £ Y8 cRILULE RhE! lEﬁpeZQtioaosﬁé& :ﬁgm.

is a view for explaining the overal |  operation of t
nmuni cati on system shown in FIG 64. FIG 81 is a

uncti onal bl ock di agram showi ng nore- specifically

‘the f i op_b] ocks of the SAM chip shown in FIG 67,
Fig, s

25 FI 15 \F W8 FRX prXPhrhind ot Wk kchppEogRSSsing
‘use - 43 of the SAMchip. FIG 83 is a functiona
%fo%ksq¢@@¢bﬂqb¢Yai@oﬂpgp§pmble key management unit shown

in FIG. 70.

FIG. 76‘ié a view for explaining switch processing‘
of a scramble key in a scramble key management unit éhown
in BFIG. 70.

FIG. 77 is a view for explaining switch timing of a

scramble key in the scramble key management unit shown in

"FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 is a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG..70.

FIG. 80 is afﬁiew:for'eXplaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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used in electronic settlenent formng a related art of
the present invention. FIG 84 is a view for

expl ai ning the software structure of a conputer of -

FIG 83 and an enbodi ment of,4he present invention

FIG 85 is a view for explaining the types of IC cards
handl ed by the conmputer shown in FIG 83. 10 FIG 86

PE £hei 8AMr ghibxpl ai ning the storage state of the

menory shown in FIG 83 before witing. FIG 87 is a

vi ew fBEIGexBBaiai agftthetiboaigblstht diagtamhefnanmeppputer
shown in FIG 83 after witing. FIG 88 is a view for

8¥pHaini PetBLoRDE S6PONERERE ASrmEiYeLrdfted art of the
application prograns and types of IC cards shown in

B5t&eefé infLic i8R is a view of the configuration of a

conputer according to an enbodi nent of the present

i ion. FlG 90.i i f. t.h fi i f e
| bdgnerfE: 58 B R yiev Lot et b g sher s b S 3 tructure

view of the configuration of a fetch judgnent circuit
chotncPrrrter 96 Fifa 832apd anypehedéperkppsi fhggpresent
fetch access range defining data showmn in FIG 91. 25
m@&ngBons a view of fetch inter-AP call relation - 44
defining data shown in FIG 91. FIG 94 is a view of
the c@ld gBmtisoa view fRA@xplaining the types of IC cards
handled by tﬁa computér'shown in FIG. 83.

FIG. 86 is a view for explaining thg storage state
of the memory shown_in FIG. 83 befére writing.

-FIG. 87 is a view for explaining thé storage state
of the memory shown in FIG. 83 after Qriting.

| FIG. 88 is a view for explaining the correspondence

between the appiicationjprqgréms and‘bypes of IC cardé sﬂown_
in FIG. 84.

'FIGf 89 is a view of thé configuration of a COmputér
according to an‘embodimentrof'the present inﬁention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a viéw of the cohfiguration of a fetch
judgment circuit shown in FIG. 920.

FIG. 92 is a view for expiaining fetch access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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judgnment circuit shown-in FIG 90. FIG 95 is a view
for explaining read access range 5 defining data
shown in FIG 94. FIG 96 is a view for expl ai ning
read inter-AP call relationggefining data shown in
FIG 94. FIG 97 is a view of the configuration of a

ite. ju nt _circyit shown.in FIG 90. 10 FIG 98
A%f&nﬁpghgg ERRVR A M- % -access range defi ning
data shown in FIG 97. FIG 99 is a view for

“expl ai Ffflg #fi Le pnvéewApLcihe cppfinuoatdoni pifng deiadl

shown in FIG 97. FIG 100 is a view for explaining
andghen teptiodudtntshovn dh FIE.p9O@sent invention. FIG
101 is a view for explaining another enbodi nent of

‘the present9snygnhi olewFEGr &981a8ndnY 8¥Walf akbess range
configuration of a sem conductor chip of a first

gg@ggiﬁsnaagg gﬂgwgrgﬁeg&g 2Q@ginvention. FIG 103 is a

view for explaining the sof tmare configuration of the

sem c ct chip shown :
V|eM/?%ﬁgexp a+ﬁ|§gvfﬁ8 £8ﬁf?ﬁgiﬁf?bﬁgofeﬁdstﬁ?ﬁﬁPP call
%ﬂ?Le shown_in FIG 102. 25 FIG 105 is a view of the

T ?ﬁhangadatQSShggﬁléBnEﬁ@toP4eh|p of a

second enbodlnent of the present invention.
FIG. 97 is a view of the configuration of a write

judgment circuit shown in FIG. 90.
FIG. 98 is a view for explaining write access range
defining data shown in FIG. 97.

FIG. 99 is a view for explaining write inter-AP call

- relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of the:ﬁresént invention.

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
seﬁiconductor chip of a first eﬁbodiment of tﬁe présent
invention.

FIG. 103 is a view for explaining the softwaré
configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program modulé éhown in FIG. 102, |

‘FIG. 105 is a view of the configuration of a
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FIG 106 is a vi ewfdr expl ai ning the configuration of

a program nodule shown in FIG 105. 5 FIG 107 is a
view for explaining the unit of encryption and
decryption perfornmed by the gncryption/decryption _
circuit showmn in FIG 105 and parity data. FIG 108 is:

a view for explaining key information table held by
FeLERRPUGEPD n‘Fﬁl‘eBr 9gt pofecprduprbeddmpantnof| the1psesent

10 FIG 109 is a view of the overall configuration of

WebkifRcati on system of the present enbodinent. FIG
110 is a view for explaining another SAM chi p which

the SAMIGhi06 hioswa i vidw God CxEDIHAINE at1eS dbhPiguration
FIG 111 is a view for explaining another SAM chip 15

o 2 Mt digr Vb T SR | T P 1) Communi cat es

with. FIG 112 is a functional block diagramof an IC
card showohn £LG F }ﬁg ' vi ew f .
expl ai ni ng" t he ne?b:i%/‘pgﬁgv\%ﬁ}%%n ' '@t fz‘.m% O%Irﬂ‘cmt”‘m
' view for explaining the software structure of
%ﬁ?’e%m‘flpm%% qTmed BY e eMqTyRtEondesTyRi R,
expl ai ning the storage areas of the external nenory

St S Fiewe o FIG 305 mnd paritwewdst®. expl ai ni ng
an application 25 program AP shown in FIG 115: - 46
FI G FIE. 108 id awier foxptmphaiminddkey prfoomhatien table
application el enent data APE shown in FIG 116. :
held by the encryption/decryption circuit shown in FIG. 105.

FIG. 109 is a view of the overall configuration of

a communication system of the present embodiment.

FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.
FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.
- FIG. 112 is a functional hlock.diagram of an IC card
shown in FIG. 109,
FI1G. 1;3'is a view for explaining the memory shown

in FIG. 112.

FIG. 114 is a view for explaining the software

- structure of the SAM chip shown in FIG. 109.

FIG. 115 is a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.
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FIG 118 is a view for explaining the processing of

the SAM chip showmn in FIG 109. 5 FIG 119 is a view

for explaining the commands used in an |IC card
operation macro command scrigt _program shown in FIG
118. FIG 120 is a view for explaining the AP

managenent storage area shown in FIG 115. 10 FIG

121 | FEEvilW fir xplew fion edpl dimina denenipes aiff ethe
data shown in FIG 120. FIG 122 is a view for

apppl cak on tdibensdit | datd | XPE 19530Wns #n VEBW f116.
explaining the APP table data shown in FIG 120. 15 ,
FIG ¥ a1eind iDRalew | Q6K SiAdBNR e pdMddlihg of
shown in FIG 109. FIG 125 is a. wé{vz(/;for expl ai ni ng
s kM Y ag%wn Fita fdored in the menory shown
in, FIG 1 FI G 16|saV|ewfor expl ai ni ng the

f or matg .20 | Ccard [ data 73- FI G 12 is .

a Vi ewrg)rtlgigpllﬁ il ﬁ'd‘et"ﬁéfe :fl’%’ |%’t? used

entlt status data shown in FIG 126. FI_Ci 128 is a
%ﬁaf’f"réf OPREAS1OBCRIFHY PEFRBRALECE Yt IPROFIRB a7 lown

procedure managenent task. 25 FIG 129 is a view for

e F1I& nild® + he processing which - 47 the SAM chip

performs when accessing processing or data defined by

ot her Fagpl 1eat ien aclvdeiintfodaleapABEnifga aher AN GRinagement

storage area shown in FIG. 115.

FIG. 121 is a view for explaining the AP management

. table data shown in FIG. 120.

FIG. 122 is a view.for explaining the SAM ID.
B FIG. 123 is a view for explaining the APP table data
shown in FIG. 120, |
FiG. 124 is functional block diagram of the SAM chip
shown in FIG. 109.

FIG. 125 is a view for explaining tasks, prograns,

and data stored in the memory shown in FIG. 124.

FIG. 126 is a view for explaining the format of the
IC card entity data 73 x.

FIG. 127 is a view for explaining the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the procaséing pérformed
by the IC card procedure managemént task.

" FIG. 129 is a view for explaining the processing which
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with a routine defined by application el enent data APE
when executing a job at step ST4 of FIG 128. 5 FIG
130 is a view for explaining the processing which the
SAM chi p perforns when accesgj ng processing or data - -
defined by other application elenment data APE in
ccordance. with_a routine defined by application: :
%P"é in PEEfOFRs WhRRcAEFRESANg oBracessbpg STy data
FIG 128. 10 FIG 131 is a view for explaining the
rkingd ypertheiroappdicakécvoahenentitdata ARER dm showrdance
in FIG+*109. FIG 132 is a view for explaining the
wiver & rontdmeat defiinet bieameliewt Lo | slenferst AL AWE when
in FIG 109. FIG 133 is a view for explaining the
QHéAitig .a_ 4db BESTs 8D FOR MR NG FHE | NVENTI ON
Next, enbodi nents of the present invention will be :
expl ai D 18 0 d draw ngs. - .
Fi Tt TbodPbekt TRAS Bk infa Al S Prdtelting wnicn
ool t. correspondi 20 to the first to sixth
HE S RGN b (Hegeas 110 PiAces ting Rx data
-overal] confjguration of a conmunication system 1 of
defd bynPthapAprbitatien slawent dat@ APE iheaccordance
communi cation system| uses a server 2, IC card 3,
wadhdar podbinerdefindd hyerappidlcadonpuiedened® BatASEPE when
(application service provider) server 6, and SAM - 48 :
eksenitiagapp Hobataito s tapd W) MBI, ti@gommuni cat e
through the Internet 10 and perform settl ement
ProcegeGNA I is a view for explaining the overall ocperation

of the communication system shown in FIG. 109,
FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109.
FIG. 133 is a view for explaining the prior art.
BEST MODE FOR WORKING THE INVENTION

Next, embodiments of the present invention will be

'éxplai'ned with refez_:ence to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding

- to the first to sixth aspects of the invention.

‘_E‘IG. 1 is a view of the overall configuration of a
communication system 1 of the presént embodinment.

As shown in FIG. 1, the communication system 1 uses
a server 2‘ , IC card 3, card reader/writer 4 ; personal computer

5, ASP {(application service provider) server 6, and SAM
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processing for other procedures using the IC card 3
(integrated circuit of the present invention). 5 The
SAM unit 9 has an external nenory 7 and a SAM chip
(sem conductor circuit of thg present invention) 8.
The SAM chi p 8 has the software configuration as shown

n FlG 2. shown in FIG 2, the SAMchip 8 has,
e kﬂﬂﬂ%ﬁﬁ@?*hmdqlcﬁhrlmﬂat tHEd agemmunica i through
har dware) - | ayer, OS | ayer, |ower handler |ayer,

&g Hevteaxrnet &0 IaagcbmeraﬁmA%émmenT&wq:ﬂdwésiwdéﬁr
| ayer i‘ncludes a driver layer. Here, the AP | ayer

pineclestenen falr eatHer gydddifeARising AR Zc At AR -3
defining procedures for use of the I'Ccard 15 3 by :

& hedighatid GYHRA 1, 15_2,
(and %3 shown in Eilg% Q{.heOt;ll%rsJ?H%;I ayer, Jnﬁ

appl i [ and AP dt
hi ghe?ﬁE Qﬁﬁdﬂi&a%i}iﬁ §r 8 pr%g?ﬁ%%lm 73ﬁ‘€% i ?W Chlp
flrevvalls EW 2Q T eappllcatlon program AP -1 is
(§ePrSeRIBGteT) SiEFuiky M, the Presente igamntindn &-abl e
~data écorrespondence i nstructing data) 201 and script
pr ogr Bh® (YBEcAROR haje ddd bokgwaregeanfigitasioneds ishown
an external nmenory 7. The application programAP -2 is
igeFI@ed2by a later 25 explained service definition
tabl e data (correspondence - 49 instructing data) 202

and sK#igHowal GH 30d.0Rer #hlkOBAM chip 8 has, from a bottom

'layer towérd a top layer, an HW (hardware) layer, OS layer,
lower handler layer, higher hangiler iayer ' -;nd AP layer.

The lower handler 'laryer iﬁclude_s a driver 1ayer.'

Here, the AP layer includes application programs AP 1,
AP_2, and AP 3 defining procedures for use of the IC card
3 by credit card companies or other businesses 15 1, 152,
and 15 3 shown in FIG. 1.

In the AP layer, the application px_‘dérams AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
ei:plained service definition table data (correspondence
instructing,dai;a) 20. 1 and script program- (opération
describiné program) 21_1 stored in an external memory 7.

The application program AP 2 is defined by a later

.explained service definition table data (correspondence
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descri bing program 212 stored in the external nenory

7. The application program AP -3 is defined by a |ater
expl ai ned service definition table data
“(correspondence instructing,data) 203 and script

program (operation describing program) 21 3 stored in
the external menory 7. The SAM chip 8 is connected
oMt ineeBitaior2Q_2 hmd Mdeipietprajitam t (opdea Akh
server 6. The ASP server 6 is connected through the
demstceriteiingl o)l @iAld ttdifed St LOANPA AhdRESy 7.
i ncl udi:-ng a personal conputer 5 of the end user and
personalk & 4! 1 g%@%' .63 0ofc.
businesse596?5%§&%§32?&§hd 15f§2%%%% S%ﬁﬁﬁ%% Eﬁnﬁnﬁiﬁer
f e nnect ed rou a serial port or

B3 Rael Mg BN rr i il (e afondprce
scard reader/witer. 4 realjzes for exanple wireless
iBStEucting datad, R8s o Rdich § EFPth @109 dlopg rasion

with the 1C card 3. Operational commands to the IC ,
desrgibinggrregpam e 21pacedoged dm the @ teamah 13 emery 7.
generated and anal yzed at 20 the SAMunit 9 side.

Ther eFbeeSAhehiprdl isatemeetédrthrowsi SOBEST WHHE Srthe
5, and ASP server 6 interposed between themonly act

Etbeshet¢ &be.CQBMRRASAGP LEERARSE.CPRLCRLY Rerdd@ 6 is
payl oad portions and relay the sane. They are not

cbRANOEYEd tH: &I Wild 9 tLndeci ¥ Ald QN Ph- 97 i
aut hentication, 25 ang ot her actua n%pefa?|g¥s°$r¥%ﬁ%§nal
abfafatdsds indfuail§ PESANaCARYLEE 400 4020 Yaer
can .
and personal computers 16 1, 16_2, and 16_3 of the businesses
15_1, 15 2, and 15 3.

The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4. The card reader/writer 4 realizes for

example wireless communication corrésponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side ‘ Thereforé,' the card reéder/writar q,
personal computer 5, and ASP servei 6 interposed between
them only act to store the commands or response content in
data paylcad portions and relay the same. They are not
involved in encryption or decryption of data, authentication,

and other  actual operations in the IC card 3.
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downl oad the | ater explained script programto the SAM -
chip 8 to custom ze their application prograns AP 1,

AP 2, and AP 3. 5 Next, the conponents shown in FIG

1 will be explained. [ICCayg 3] FIG 3 is a

functional block diagramof an IC card 3. As shown in
FIG 3, the ICcard 3 has an IC (integrated 10

ci rcui'{“}e RerFRrlceeonprters sterhgel @Rt S8dahd 3 can
processing unit 51. The storage unit 50, as shown in
@ laad the dadteor sgplained 56tipseprdyram ctedite GAMIchip
conpany: or other business 151, a storage area 55 2
8iskenl dys toriisé NEbsi & SRpp BiCa €iod SpSbSraNE RPER, SRB 2,
used by a business 153. Further, the storage-unit 50
s ges key information used for judging the access
riight to, the storage area 55 key information used for

j udgi RgL.JihecREC right to the, age area 552, and
key i nforifar ?%ng'%g%%ﬁ%;?s js?]‘a’&'f‘n’g“?ﬁg‘zg 'éﬁée§§ ¢#¥ghpined.
to th a rea storage area 553. That key

[ nform%ﬁ%g ""ﬁsed for nutual authentication,

encrypti on _and decryption of data, etc. Further, the

st or ag&unid 150 as ifaned-iomadt bflioskt iddmgramfod mat iTh wfrd
the IC card 3 or the user of the IC card 3. 25 Next,

“and

3the SAMunit 9 will be explained in detail. - 51

[ External Menory 7] . :
As shown in FIG. 3, the IC card 3 has an IC (integrated

circuit) 3a provided with a storage unit 50 and processing
unit 51.

The storage unit 50, as shown in FIG. 4, has a storage
area 55_i used by a credit card company or.other business
15 1, a storage area 55 2 used by a business 15 2, and a
éto:age area 55_3 used by a business 15_3.

Further, the storage unit 50 stores key information
used.for_jnging the access right to the storage area 55;1,
key information used for judging the aécess right to the
storage area 55 2, ahd.key'information used for 5udging the

access right to the storage area storage area 55 3. That

key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identification.
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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FIG 5 is a view for explaining the data and prograns
stored in the external nenory 7 shown in FIG 1. As ,
shown in FIG 5, the external nenory 7 stores service
definition table data 201 agd I.C card operation nmacro
command script program 211 of the business 151.
Further, the external nenory 7 stores service
def i nifEdennad Memery X1 2 and | C card operation nacro
command script program 212 of the business 152. 10
Furt h@&IG.t Beigxd erine framendyplaistisigethecdsitacand programs
definition table data 20_3 and I C card operati on nacro
st@irER! ¢ 1t Ahd) ey eAG=ANmEDb S 1 hdisiessrd 53 . The
service definition table data 201, 202, and 20_3 have
the s . r I I i.0 .
axes K N8 FES. kU RE axd fl.f. &ﬁg&gaﬁg%%%%é sgefrevr:l.ce

macro conmand script “prograns
it t: Si OMIQN NBCLO __C nds., Further, the '
dgglrl vhltlg:g'o eft{é%llt% o!in!; Etaab e—lde?tnép %,caﬂ?_f’,per PBb MASHEY
| C card operation macrq_command _scri pt, prograns 20

coppang) scripk Programe 2.1, ef dhe busdinass dd_iln t he

external nmenory 7. The scranbl ed data and prograns are
descr BrBFbarat theeghwronlpmemory fhetpreseservice
enbodi nent, the script prograns 211, 212, and 213 are
defddutédnusabdet Hatpergorahndomuuicardl oparhtlionl@adro
and 163 shown in FIG 1 by the businesses 151, 52
cgﬁmandaﬁdrlﬁa Bedgaaa dewpl ezdete! BL@4YalssNg sSAM chip
Further, the external memory 7 stores service
definition table daté 20 _3 and IC card operation macro
command script program 21 _3 of the business 15 3.
The service definition table data 20 1, 20_2, and 20_3

have the same format.

Further, the IC card operation macro command script

programs 2] 1, 21 2, and 21_3 are writtén using common macro

. commands.

Further, the service definition table data 20 1, 20 2,
and 20_3 and IC card operation macro command script progréms
21_1, 21_2, and 21_3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21_1,

21 2, and 21_3 are produced using the personal computers

16_1, 16_2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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to the external nmenory 7. Further, the service
definition table data 201, 202, and 20_3 are produced
by the manager of the SAM unit 9 upon 5 instruction
fromthe businesses 151, 1532 and 153. FIG 6 is a
view for explaining the service definition table data

h in EIG 6, the seryice defjnition_table
%Qa-t-]%' %’(ﬁ ﬁg\&s% Biiad %Ee.o‘ﬁc’g’éf‘?/?%%‘xt %’é"‘é?ié neResSAM chip 8
{operati on nanes), 10 addresses, service nunbers

dpErareote Rk MemaEy, Version information, and key

i nformati on. The "service type elenent” shows . the nane
assi gitrther t Kheszexvice glediinddd. dny tah2eapta &0 ign20 2,
program of the business 151. The service type el enent
arsd #0_iJexe pretutedvbgnehe imsifgsr B e WSS £ 9 upon
nunber of the service which the application program .

- fs#hecbusi ness 16l G UsCssdd) ié‘QPffﬁ%ﬁ and 15 3

enbodi nent, as shown in FIG 6, "Rc", Wi™, —and
"W uge : vice type elenments. of .the . .
servi ?reﬁde? i ﬁ?%’f gt?fgt% a%% éd%elaa"iﬁn%%Preegﬁg?{&f:ﬁgd?glﬁbuon
éaliﬁ busi,ne 51. In the present enbodinent, the IC
¥ Fdari%d macro  command script program 211

define service content conbining a plurality of

servi &8 ehpEneiv B s Gandhectpaviset definptdont hable data
| ater explained IC card entity data (job managenent
2@aflabagentriass od berubte typgelendata $6pEraeion names),
conmbi ning services - 53 corresponding to a plurality
adiireasesse sed cel ambless {(cperation codes), key version

information, and key information.

The "service type element" shows thé name assigned

“to the service provided by the-application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of the business 15 1 caln use.

In the present embodiment, as shown in FIG. 6, "Rc",'
YRA", "Wd", and "We" ‘are used as the servic‘e‘ type elemeﬁts
of the service definition table data‘ 20_1 corresponding to
the business 15 1,

In the present embodiment, the IC card operatiop macro
command script program 21_1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity daté (job maﬁagement data)

so as to be able to provide a service combining services
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For exanple, a service conbining a service for reading
data fromthe IC card 3 and a service for witing data

in the server 2 can be defined in the I1C card entity
data. The service nunber ingshe service definition

table data 201 is an operational comuand issued to

the IC card 3 and analyzable by the I C card 3 when
TRTFLTIRA MY 2L &Y V3 RIUFA BTG eRf berTice LEYPrR selaments .

The "address"” in the service definition table data 10
201 i A arenpille adwwsisrearonbioingad sambiatd fgrt peading
procedure relating to the correspondi ng service type

il tenefton stist A@tadde3 40y ¥ e§Siwivd fOF Rti € ngi Bata in
the service .definition table data 201 shows the

SH defvedf 4 ek @e ddridd@rimtind Hseth e, oy ayi §ipg.
that service. The "key information” in the servite ;
def i nighion stahl IS, .t y i nfgr.mtion us
when ruSea on iR th the Ferd MAHRA U Eile
. 20 storage area

%gorjfﬁa J1an used V\her{_ﬁ.g)cc ssing th

£ 85—t hédd ERLRFAGHEN and jifped ko pie ECpgard
the service definition table data 201 is set. Further,

3 anghanalygpbledeyithe il qansd 8 whea performing a service
i nformati on used when accessing the storage area 552

papvided By3ghesbsetine2s A tlher, in the service

definition table data 20 3, - 54 key information used
when #heesaddgesbe $hOth@esdr@dcadSdefinition table data

20_1 indicates the address at which data relating to a
procedure relating to the corresponding service type"elémént

is stored.

The "key version information" in the service

. definition table data 20_1 shows the version of the key

information used when providing that service.

The "key information" in the service definition table
data 20 1 is the key infb:mation used when providing that
service.

For example, key iﬁformation used when accessing the
storage area'SS;l of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20 1 is set.

Further, in the service definition table data 20_2;
kéy information used when accessing the storage area 55 2

of the IC 3a is set.

Further, in the service definition table data 20 3,
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of the 1C 3a is set. Next, the IC card operation nacro
command script- program 211 will be explained. 5 The
script program?21 1 is a programfor defining the

appl i cation programof the kysiness 151 running on the.
SAM chip 8 and the procedure of processing perforned
by the I1C card 3 when executing that application
kPygtaferration psedcwherndodensing tle expbragedarea 55_3
| ater, as shown 10 in FIG 7, the SAMchip 8 uses the
afrtheel@edanisisattable data 201 and script program
211 to generate IC card entity tenplate data 301, an

i nput Mate, ieckiSleatdd PEIULLdHRcl Wdindend 2sct ot
data bl ock 33-x3, and conputation defining data block
BAsgrais g fOruiie 1 At £,d @l ating to the 15

business I51. FIG 8 is a view for explaining the :
comma for .describing the | C card_oper.ati on

macr oqggeml%% pg:c#’?:f)’f’raﬁ‘r %&g%ss B progeam Sy ?T%.l“l'*ﬁg the
t he commands, commands for. the SAMchip 8 itself 20 :
aé?p:hg‘f’i‘/'é’rf”l PFognast ofotherbusinegsilh Ioampning on the SAM
relating to operation of the IC card 3 are given the
qhigs 8 |agyd dhe' procedurkeprf pheceessing perfermied by the IC .
selectively used in accordance with the application.
deord ek adh@e edearutdmg M apaAtiddid die Prdgptdon of the
ICcard 3, it is "I", for a service 25 type el enent

decl aral £10d pridfsent embod{féne, HBkB14840d 125z, as sh
declaration fromthe 1G card 5, ith?s Hgrd der, as shown

i E&b@ W1 {fe SAM chip 8 uses the service definition table

data 20 1 and script program 21 1 to generate IC card entity

template data 30 _1, an input data block 31 x1, output data
block 32 x2, lpg data block 33 x3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG, 8 is a viewrfor explaining the qgmmands used for
describing the IC card operation mécro command scfipt
programs 21 1, 21 2, and 21_3.

In the commands, commands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, thé second letter is selectively used in
accordance with the application. For example, for an issuer
setting declargtion of the IC caxd 3, it is "I", for a service .

type element declaration, it is "s", for a simple read
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declaration to the ICcard 3, it is "W, and for a
service type elenent conputation definition, it is
"I F". The commands used for describing the script
programs 5 211, 212, and 2134 nclude an SC command, SO
conmmand, SI command, SL command, SF conmand, C
éégﬂand . CS command, _ CR command, and CWcommand. The
BRARHAR ifrom EhARA PRt Bar  hid s B nufietra eimpleewrite
maxi mum nunber of IC card entity data which the SAM
derprrabion ctm PhoEk@ razidnd t diedss!'fW" ,Fendefarpheservice
when the SAM chip 8 can sinmultaneously process 1000
t¥be ae tement t t yortkah 8a ti&GC ALY i tBolpsLE i Pedvpn The SO
command is a command for declaring the data bl ock for

form nhd honMdnud widle Fohoaks32XBihG Wﬁécgckhﬁt pPograms
3 e datg;

data read fromthe |IC card is storéd anong t

106k 20 et s SORA AL B MRRR £8T fana, 7

processimg usi ng on the

| ai he Ccard entjty data, For exanple, when the
cea aa'ch'og#é ?O'?nba’lcg' a#bté FPRARL CL 2P stor i TR,
data read fromthe I1C card 3 in the data block 1,
R s99mend s and G smane S| conmand is a command for
decl aring the data block for formng the input data
bl ock T®e HIC iqempaingh itsha caaimanido dee lwiinige rthien rivadbdrC of
card 3 is stored anong the data*25 bl ocks provided in
thiremSalitnahi fuBbebest (1 bakdl SgtPEPCRSEd Rhichd@heUSARKhip

the IC card 3 based on the later explained IC card
8 can process simultaneously.

For eicample, when the SAM chip 8 can simultaneously
process 1000 IC card ent;i.ty data, "SC:iOOO" is described.

The SO command is a command for declaring the ‘dai;a
block for foming the ouﬁput data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later exi:lained IC card entity
data. |

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 3 in the--data
block 1, "S0:1" is described.

The SI conﬁnand is a command for déc;laring the data
block for forming the input data bloﬁk 31 x1 in which the

data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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BRE: ep

entity data. For exanple, when the data blocks 1 to 10
are provided, when storing the data to be witten in
the ICcard 3 inthe 5 data blocks 2, 3, "SI:2,3" is
descri bed. The SL command iss@ command for declaring
the data block forning the |1 og data bl ock 33x3 for:
storln ta relating to_an operatiqn anong
PR&"Gal e gcﬁgrﬂ‘rg Pasgd PR the datecheypdajped IC card
erfornln% processing using the IC 10 card 3 based_on
8xplained 1 C card entity data. For exanple,
when the data blocks 1 to 10 are provided, when
st or i nfor lexdmpl alawhennthdelatat hlbkhekl 40 18laxe provided,
descr.i bed. The SF command is a command for providing
vhendataridy thewatorid e WheteenPihath@NTdedd M M in the
data bl ock 34x4 describing the definition of the :

- agtatbesckst peey, t hgrseryices Hupa hLEFENtS rel ating

to the IC card 3/ The content of the conputation
definipg, 34x4 becomne he pre:processj ng
|nfornat|on o %ﬁ§§$ cardcomﬂﬁpi %?fy %%}g ﬁﬂeééf data

?i?ng €°§mfﬁ%s d f or declarlng t he |ssuer ﬁg;t%gg log

busi ness defi ned by the Cl conmand becones the IC

daka) nedating Senan jarewsEtidre ampigl the atat = bilicck sdpravided
- 57 The CS conmand is a command for declaring

i e a$fuship 8 when performing processing using the IC

card 3 based on the later explained IC card eﬁtity data.

For example, when the data blocks 1 to 10 are provided,

when storing the log data in the data block 4, "SL:4" is

" described.

The SF command is a command for providing the data
block forming the computation defining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the Ié card-
entity data.

The CI command is a cpmmand for declaring the issﬁgr
of the iC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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operation of a plurality of services to the IC card 3

by citing service type elenents. The CS command can

al so declare a function defining processing anong
service type elements. 5 Fogs,exanple, it is possible

to declare "CS:"Rc"+"Whl+"Wd"". Based on the content

of the_ CS command, service type elenent designating

i nf or MEPRIPS SemmERd &5 o cemmanick for derlarihg sdowddiangous
order information are determ ned. 10 The CR conmand
gperationt ofseopdudafldtycad beewitke tbCther dC3daida3 by
desi gnat ed data bl ock when the relation anobng service

typengl ssEni Se itypacél6réh 620 Thehesd rnHABAH dBso Mlclare

- descri bed). For exanple, when storing the data read

AT ohébEoh Qe fih SR BridedsihG %gﬁ‘%%%ée Jype elements.

"CR SO 1="Rc"" is ‘déscri bed. conman eclaresg
to wri d red, in a desigphated data bl ock to the
IC car%gﬁ %%%ﬁsigé ?EI%fi%%sﬁﬁgﬂﬁ g%rg?ﬁgaf?pe

eLEMRNt 5. s NoL..4ef i ned. For exanple, when witing
dé?a g?ofeﬁcrﬁIWﬁe data block 20 2 in the IC card 3,
"CWSIl:2="W"" is described. The CF command decl ar es

t he d&tased sk e adamient oforbbet £5i comwentgnservice type .

spanni ng services. For exanple, when describing
ebemen ttdonigont bng Lo s & ithes TN chka Shtdayadata

bl ock 1, "CF:CES FUNC=SF: 1" 25 is described. - 58
dnd thesced dEnProfd A DhoSkndtlGs LRsChsDEiRedt . fOr

The CR command declarés to store data read from the
IC card 3 in a des_igna.ted data block when the relation among
service typé elements is not defined (when SF command is
not desgribed)‘.—

For example, .when storing the'd..':lta read from the IC

card 3 in the data block 1, "CR:S0:1="Re"" is described.

The CW command declares to write data stored in a

'_,designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stored in the data block
2 ‘in the IC card 3, "CW:SI:2="Wc"" is‘de‘.scribed.

The CF command declares the data block describing
computation content spanning services.

For examplé.,' when describing computa.tion content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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exanmple, ""W"=If ("W">10) then ("W"-10;
"WI"="W"*0.08+"Wd")". This fornula expresses the
operation of subtracting 10 fromthe value of W when
the 5 remaining nunber of sesyices W is larger than
10 .and adding a nunber of points corresponding to 8%

~of We as cunmulative points to W:l..[SAMCh‘qiqf 8 FIG 9

is a fEREHSRal e ¥ 4 tayPAecks 1t has Sipsenibed1ingit, for
shown in FIG 1. As shown in FIG 9, the SAMchip 8

~ BEImpAeASPSWelsEu'Pal'>dA) i bhenface unit 60, external

menory e€onmuni cation interface unit 61, bus scranble
WHWE" 620 ; FRddeNNotNDe0Bgewdr it OPhi® i fo9fula expresses the
encryption/decryption unit 64, 15 storage unit 65,
8pdr&bibRbos THELEAMEENLE 80! Bram! BHBCLa1GS! 3F2RL when the
modul e. The ASPS communication interface unit I's an
FEhELH 286 MRk ' . LAl t f data wth the . ...
SERSLAZEG siafen e BERMLCAR YO Ut Yhrler PhinatS g Apding

o] ication interface unit. 61 .is _an interface used .
¥ Hrohe 5% RPiths GO TANAINY (£9 63 o e A%l SHERGAFLve
7., The bus _scranble unit 62 scranbl es output data and
PRSP i nput data when inputting and outputting

data 25 through the external nenory comrunication

i nt er M Ghdp 8159 61.

FIG. 9 is a functional block diagram of the SAM chip
8 shown in FIG. 1.
As shown in FIG. 9, the SAM chip 8 has an ASPS

communication interface unit 60, external memory

'communication interface unit 61, bus scr.ambl-e uhit 62, random

number generation unit 63,‘encryptidn/dearyption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

The ASPS communication interface unit 60 is an
interface ﬁsed for input and output of data with the ASP
server 6 shown in FIG. 1.

The eifernal memory communication interface unit 61
is an interface used for input and ocutput of data with the
external memory 7. |

The bus scramble unit 62 scrambles outpu£ data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit




10

15

20

25

The random nunber generation unit 63 generates random

nunbers used at the tine of authentication processing.

The encryption/decryption unit 64 encrypts data and 5

decrypts encrypted data. Thesgtorage unit 65, as

expl ai ned | ater, stores tasks, prograns, and data used
the CPU 66. The CPU 66 executes a predeterm ned

program (program of the present invention) to execute

the | ater explained 10 script downl oad task, script

i nt er pFa A3nsirm asmbeangengrasher anbh Ghgengusites random

managenent data production task) and |C card
npxberdunsedanatigthentimaskf (apobhanbhgaetboh pabaessing.
managenent task),. and other tasks. Next, the tasks,

progr are MErFst fos) dseypPiddanild 64 ok st dlBa and
will be explained. FIG 10 is a view for explaining |,

a B SenlEP9E and data stored in the storage
é@&§% . %g ﬁg% 845data

uni t765 wn in FIG 10, it stores a script
downl qgd task 69, script interpretation task 70,
ent ity i ATPEASS TP LS5 na s 1P Tainal daheRedtoFes tasks,
management task 72, I C card operation macro conmand
RYIIARHr Rfdrdaba jused g theGREEGef i nition tabl es
201 to 203, ICcard entity tenplate data 301 to 30_3,
| C carthe@BY b6l sxaches, aapredptierdihadbpoolraidl (pwkogram
out put data block 32-X2, |og data block 33x3, and 25
oyt girevertelinvagtinil tb aslediftedhe Bhted Néxplained
scri pt downl oad task 69, as shown in FIG 7,
script download task, script interpretation task, entity
generation task (job management data production task) and
IC card procedure management task (job management data
ménagement task), and other tasks,.

Next, the tasks, programs, and data stored in the
storage unit 65 will be explained.

FIG. 10 is a view for explaining the tasks, programs,
and data stored in the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
71, IC card procedure management task 72, IC card operation
macro command script'programs 21 1 to 21 3, service
definition tables 20_1 to 20 3, IC card entity template data

30_1 to 30_3, IC card entity data 73 _x, an input data block

31 x1, output data block 32 x2, log data block 33 _x3, and

computation defining data block 34 x4.
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downl oads the service definition table data 201 to 203
from for exanple, the conputers of businesses and

loads themin the SAM chip 8. The script

interpretation task 70 uses ghe_ service definition
tabl e data and script programto generate the 1C card
entity plate data, an input data bl ock, output data
bIock,Tﬁ%gsﬂﬁfatbﬂeﬂk}OaﬁdtééhpQPat#enSUeWhningFaﬁta7,

bl ock for each business. 10 The nunber of data bl ocks
devielaadd tbe eecriibesHr€isitisnntabper Hatsl 20l L to 20 3
linmted: Wien the entity generation task 71 receives
from, for erumpPbe, thBecOHPPuserY¥ebrObaABiABELLY and loads
production request, it conducts polling with the IC

eRéA 3n thensfftnghabeg the 1C 15 card entity data used’

“for processing of a procedure between that IC card 3,

t he card, e dat a

Gorr esHRraER Y TR Btk e 1Y Frde hRcsfevics

%%%d entity g$ate data becones the class, and I C card
At iRytiont able [dat o8Rd 8QTriRt PEegreR 5P gpmerate the

cl ass. 20 The processing for generation of the IC card .
Entaand endiidplate datnt yageimput idata ddlock], wultputtedata
explained in detail later. The |IC card procedure

bioige et datsk blddkseandheonpatatidh defFEneagddarhi bYock
data 73-x present in the storage unit 25 65 to execute

U190 GRESH NMWud Dieds Procedure between the 1C card - 61 -
3 and businesses 151 to 153.

The number of data blocks generated for each business

is not particularly limited.

When the entity generation task 71 receives from, for

-example, the ASP server 6 an entity production request, it

conducts__ polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card egntity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processiﬁg for generation of the IC card entity
data by the entity generai-:ion task 71 will be explained in
detail later.

| The IC card procedure management task 72 uses the one
or more IC card entitj( data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card
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In the present enbodinent, a plurality of processing

for procedures perforned between a plurality of IC

cards 3 and the businesses 15 1 to 15 3 proceed

si nul t aneously. The IC card (?foﬁcedure managenment task

72 executes the plurality of” processing for

procedures in parallel. The IC card procedure
frapndehurineasks725dd| ebed5tRe 1 C card entity data

73-x when the series of procedures have been

conpl eIrdthd CpddgenE aatssdigeri, H’l@ﬁugaqaﬂﬂ W@@&@%s;ng
managenent task 72 will be explalned in detail later.

Ebﬁ ?EBEQHuE&QggéEEoHédt Qe%&éeﬂrﬁ bﬁ]ﬁ%l?% tla% $6" Bk das

oad task 69 from for exanp e external

h Qr age. u 15 The ser Vi
|on£§a% Ss a?afgei FS ) >3 EocFﬁBuPlﬂvigﬁge°“51Y
scrlpt downl oad task 69 from for exa t he
ext er mare W#F&ﬁ&%ﬂﬁﬁeﬁavagﬁén‘é{%ﬂg €13 gxepres the
The I1C card entity tenplate data 301 to 303 are
pweabityl ©f phecessing forcppoeedures imska¥8liad.
used as 20 tenplates (classes) when generating the.1C

- card erHe t3C deiml procedfuridh mapaoeadnic task! IR Agletes the

the respective businesses. The IC card entity data

TScartd HRIAWREADY3! ReyREL I te %@@H@?r‘:@%ﬁuﬂs have
using the ICcard entTty tenplate data to 30 as

ﬂéHn St éasses as an instance of the 25 classes.

nput data bl ock 31 x|, output data bl ock

' | og- data bl ock 33- x3 and conput ati on defining
dataﬁﬁ &3 fg

rocessing o 'IC card procedure management
task 72 will be explained in detail later.

The script programs 21 1 to 21 3 are input by the script

‘downloa_d task 69 from, for example, the external memory 7

to the storage unit 65,

The service definition table data 20_1 to 20 3 are

~ input by the script download task 69 from, for example, the

extez.:nal' memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to. 30_3 are
generated by the script interpretai:ion task 70 and used as
f:emplates {(classes) when generating the IC card enfity data
7,3__x of the procedures relating to the respective busine's ses.

The XIC card entity data 73 _x is generated by the entity
generation task 71 using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

classes,
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34x4 are generated by the script interpretation task

70. Next, the ICcard entity data 73-x wll be

expl ained. The IC card entity data 73-x is generated

using IC card entity tenpl atgzdata of a correspondi ng

busi ness already generated by entity generation task

71 in e SAM chip.8 en for exanple the SAM chip 8

recei vgj"ea BESCe tﬁgbigﬁﬁe%_xior°BFBEES‘§?F@ bkeoly 32_x2,

the IC card 3 and the application program 10 of a
adrnitark &3 _iéss and mantpe tasH are defiGing |da ta block

is aview for explaining the format of the |1C card . -

S _ixdy adet @ehdoateth ghdkie isediid® ihkerdie datical dtask 70.

entity data 73-x has managenent pointer information

80, enNeky,| Bhenfordmid @htikyy dhta98i kYl fIBS explained.

“information (status data) 82, IC card™type infornmation,

S coomiboac! ¥REaLRRRRY A2RR093 0o BLACR L i 1c

processing order inforngtion (processing or

_ i i nf ; 86, . K / :
P 5130 A e SRA R BORIGS PRPLPREE T eady

.80 s %F bj directional pointer for managing the IC
Pt

gargre Ydgh&ityzgenpratiens taskgdluant ths SPMe chip 8
entity IDinformation 81 is used for .a request
¥hen exanpd cothe GRAcH ipr8 itecedates APprocessing request

confirmation 25 of the state of progress, deletion, _
Borthmaesiimf uaifagriiRs 1€ dxird Sfafd eROSHHHLL &t 16n Pidgram
|C card entity data 73-x. The entity [ID information
84 al ppebetapRenad BhYiRe¥a! ¥eoRll YRR tht BErver 6.

FIG. 11 is a view for explaining the format of the
IC card entity data 73_x.

As ghown in FIG. 11, the IC card entity data 73_x has

management pointer information 80, entity ID information

81, entity status information (status data) 82, IC card type -

information 83, service type elément designating information

84,_ processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirectional pointer for manéging the IC card entity data
73 x in the storage unit 65.

The entity ID information 81 is used for a request
for generation of IC card entity data. 73 x, confirmation

of the state of progress, deletion, or the rest of a series
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 tife M@i&@@tw@lcﬂn&ézﬁé 0%%}&*@ 925:9

| . 25 processing

end user. The entity ID information 81 corresponds to

the descriptor when opening a file in a general file
system 5 The entity status information 82 shows the
state of progress of a prpqgﬂqre relating to an IC

card 3. The basic states of the IC card entity data 73

x include, as shown in FIG 12, the state of
pEdeecaesgingrusine sheghficard ndidar dates7dhkciThdentity
IC card 3 can use (RS), the state 10 of processing by

Ehi thfohmatibhcl paBsalbdssies ad asthlh Malusaifiwen to the
(Al'), the state of processing by which the IC. card 3

auihaBbircargs tehﬁég!\/!:ﬁhk.ﬁférﬁé%lont B¢ sbatespbnds to the
processing for reading data fromthe IC card 3 (R

: a f Ssi oL PLin ta.Ln the
AREERGeRE fioR, crBhPRRCE PRIL Ik BERELAT 2118 WSten.
processi ng for, investigating the busjiness, the '
procesi%ﬂge?ﬁ?t¥h%t%ﬁmfch?%°g%an°%u$%eﬁ??ﬁﬁtEh?hétﬁée of
card 3, the processing for the IC card 3'to
REPHERER cafeat pEoSAfinER| pedating peoawrsitngatdr 3.
reading data fromthe 1C card 3, and the processing
for 20rhe baisig sitates oft the IIC card ehtddy daparfilB txoinclude,
jobs. A "job", as explained later, is a unit of
P @ORW N FIEOr 1M ithe 80a 66 & pPbcEYBENY I fYY: ifivestigating
determ ned by the IC card procedure nanagenent task

a nt L¢at |
Be SR ERE! kRdee

et ween t card and

8, EREA T e VI L S SRR AR EDS e

above- nent i oned

-card 3 (Al), the state of processing by which the IC card
3 authenticates the SAM chip 8 (A2), the state of proceséing

 for reading data from the IC card 3 (R), and the state of

processing for writing data in the IC card 3 (W).
In the present embodiment, the processing for
investigating the business, the processing for the SAM chip

8 to authenticate the IC card 3, the processing for the IC

- card 3 to authenticate the SAM chip 8, the processing for

reading data from the IlC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

.A "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual aunthentication

processing between the IC card 3 and SAM chip 8.
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basic states are, as shown in the state transition
chart of FIG 12, managed divided into post-startup
(after issuance of conmmand) states and conpl et ed
(after receiving response)_ Sf at es. Specifically, the

~ state of processi ng usi ng the I'C card entity data

73-x is managed by the instance generation (IC card
enti t yFetheyenin sthepretat e, e diosdntst ardnpidénimg the
10 RS conpleted state, Al post-startup state, A

Eaniph i eat $6At Eiméd\ o aHe Interta tStat, ethézaBGV@LﬁEﬁé:Loned
state, R post-startup state, R conpleted state, W

BOsic St8stsd 818t €as WHOER! £hCtheSiel€e EPLhiPEI8ACERart
(I1C card entity data) deletion state. The 1C card t ype

gTef 40 for, 1 eci f

%ﬁufgﬁnesséf g‘sag%#ge%tﬁﬁ’g?gcar %os‘i'heé?f:g ‘(T}@tt% 135uance
formati is set with information defined by the’

th eFmand] ?faﬁﬁé apgveeTRHe Femh R itE b‘FCEFU@P&n?ﬁFPMSE)

the tine of generation of the IC card entity data:

states 20 The service type el enent designating

informati on 84 shows the service type elenents of the

servi Gpeasffiined iy, tiHe sorte cof dafocidsiony tudimy ddia 1C

used in processing using the IC card entity data 73

dard s 1385V datal YBExeL 8 Rt adgles gn %Elanﬂnéﬂgﬁﬁga&éﬂgrgézon

25 is set ‘with one~or nore service type el enent

%Egggteﬁ'ﬁl n)ﬁgatg éﬁ@rﬁ%ﬁ%el rhé P%st startup state,
above-nentio scrl pt program at of
&eggrrn}gieggdo;tat.thae 1‘\9 p(i:oasgig s.et?atu!:tt:tYp s%ta%e,%i( completed state,
A2 post-startup state, A2 completed state, R pést«—star.tup
state, R completed state, W post-startup sﬁate, W conipleted
st_ai;e, and instance (IC card entity dataj deletion sfate.

The IC card type informatién 83 is information for
specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined By the CI command in the above-mentioned script
program at the time of generation of the IC card entity data

73 x.

The se;:vice type element designating information 84
_shows the service type elements of the service defined in
the service dé,finition table data used in processing using
the IC card entity data 73 x.

The service type element designating information 84

is set with one or more service type elements designated
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The processing order information 85 shows the order of
execution of services (jobs) used in the processing
using the IC card entity data 73-x, that is, the
state transition shown in FIG 12. That is, the
processing order informatiof585 uses the service type
el emrents to show the order of execution of jobs

tgprﬁ&sw@bmaha ahethésaﬁowe.ﬁ@ﬁwme&fsébfp& G hm at
10 Here, the jobs, as exp ai ned ear ier, correspond

%&}ec’%’;}&c Opﬁl} |1‘(;¥tsl°ﬂ T d % g&g egllrtgtryeéﬁ | zedneyx
h
o e, SR i U o

only readrng with no nutual authentication, 15 the

YPr sEesytagnortigenviadirba) 85s¢d igethei PrOCESSimg using
Further, in the case of reading and witing with.

the J& caadthehitgadatan731ya phatess| nthersleate transition
information 85 is set wth "RS->Al->A2->R->WLf. The

. HRGESH TR der. information 85 is set with the 20

order of jobs shown in FIG 12 corresponding to the

- orderpuafy §§th19§§.!&@141§1&% Qaiﬁﬂowawsnc&, uses the

command in the ove- ment ironed scri pt program

ener at C card nt| data 73-x.
B Lodel afenen 67 e pBfRvabile St PEomrofEtingB gobs
server 6 side with managenent data for performng
cpr&espenidng e thes héglpheppea@apa%mfr theddCa cpzdy 3.
For exanple, the pre-processing information 86 is set
-Here, the jobs, as explained earlier, correspond to

- tha RS, Al, A2, R, and W shown in FIG. 12. Specific operations

on the IC card 3 are realized by the order of processing

designated using the jobs. For example, for processing using

an IC card 3 with only reading with no mutual authentication,

- the processing order information 85 is set with "RS->R".

Eﬁ._rrther, in the case of reading and writix;g with mutual
authentication, the processing order information 85 is s’_et
with "RS->A1->A2->R->W".

The processing order information 85 is set with f:he

order of jobs shown in FIG. 12 corresponding to the order

of service elements designated in the CS command in the

above-mentioned script program when generating the IC card
entity data 73 x.
The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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with points of a conputation fornula of a service
designated in the SF data bl ock. 5 Further, when an
inter-service conputation function is not defined,

the pre-processing information 86 is set wth the
request ed processi ng chargeesFor exanple, in the case

of settlenent, the state relating to the anount of

char or nber . of i_nt iven 10 etc. is set. The
upsolsﬁg?g-‘rhoecelgicr?grq 0 ti%\?%r—é"set with data of

the processing_result of the IC card entity data 73-x
requi FOF SFaPREeaAhe PR ngd-dnformation Bf ipeset
case of settlenment, it is set with data show ng the
witlspeanés af aprompnbatrabnefernwla lof sesetehentdesiguated
a routine for processing by the I C card procedure
imardgeramtddtas bisskshown in FIG 10 relating to a
plurality of I1C cards 3 using a plurality of IC card
ent it yuddhadr|3whenVahl iReeeXBkaivied céRphitathionC#utlction
procedure managenent task 72 is for exanple

: A | n t e . : £t M

SR et oael M G Do a ¥l ld” SR Tl o 3dset
t. ocessin erformed .by the I C card procedure

T it FEARREeR PEogag g IS PRargsr The | & car d
procedure managenent task 72 sel ects one |IC card

entit fodaexapple.f dn &hecgepagofheekéiemppseetbpngtate

relating to the amount of charge or number of points gi&en

etc. is set.

The post-processing information 87 is set with data

of the processing result of the IC card entity data 73 x

required at the QSP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73_x
will be explained.

The IC card procedui:e management task 72 is for example
donstantly being starfed up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed
by the IC card procedure_management task 72.

Step ST1:
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out of the plurality of 1C card entity data 73-x

present in the storage unit 65. 5 The nethod of

selection of that 1C card entity data 73 x may be to

successively select I1C card entity data 73_x present

in the storage unit 65 or-té7assign a priority order

and select by priority in the order of the highest

pri or i), SJT2: - The | C card proce

Panaga s 16 YRR eocadal dCpapfBhinl! E58FL 1P qetegts one
tity data 73 x . selected at step . STl has already .

Tesrad fr"ttéd:yuﬁf.é%gﬁ—jxugﬁirnﬁ"?ﬁ&“?? the nejleprocessing

started up, it proceeds to the processing of step STS,

o 19F ihesh B I 3G gned entidee dadimarided present

proceeds 15 to the processing of step ST3. Step ST3:

ifhetheC stzomhge oueiduréd managenent task 72 judges from

the entity status information 82 shown in FIG 11 of .

- the HReCaiedthRid idfy sddletidnX oFelthaitedcatagieRn®ity data

which state 20 of the state transition chart shown in

73 G mhe¢ bRetdr Qe&ssidvelflalidlia re L2k &HHE%X%?%-Q 73 x

isin and decides on the Job to be executed n rom—

th j d I nf. ti 85. At this ti th
ESPSAR R ThP OTIG i BR 88 Y 3aareRed RikeH e Pt der

of execution of jobs using the service 68 elenments
ang spheckby ANiAE Gefitntbe grrdemiod bhe highesk prrdiorddy -
earlier.

Step STZ2:

The IC card procedure management task 72 judges if
the job of the IC card entity data 73 _x selected at step
ST1 has already been stafted up.‘When judging that it has
been started up, it proceeds to the processing of step ST5,
ﬁhile when judging that it has not been started up, proceeds
to the processing of step ST3.

Step S8ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73 x selected at step ST1 which state
of the state transition chart shown in FIG. 12 tﬁe processing
relating to that entity data is in and decides on the jbb
to be executed next from the procgssing order information
85.

At this time, the processing order inforﬁation 85

defines the order of execution of jobs using the service
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Step ST4: The I C card procedure managenent task 72
starts up 5 the job selected at step ST3. The IC card
procedure managenent task 72 executes the job using
the data blocks relating to that job in the
above-nentioned i nput data aock 31 x|, output data

'block '32_x2, log data bl ock 33 x3, and conputation

QhEQ Q %alﬁotﬁgogérége%(gdﬁ i 'Dl% f:arl‘glet %Ea as

proce ur e managenen 1'SSu
% .1 C card 3 in execution of a job, uses
?e c%aﬁ &RENt corresponding to that job as a
key to Search through the service definition table 15
dat a t?EWt3T4h  t he service nunber corresponding to
that service el enent (operational conmmand of IC card
3 abl eThe I@ecamd|precedyre mandgamnt Pask AR tdierrts up
the I C card procedure managenent task 72 uses the ;
the aj dedsebeyted atnPesptorgssue a comand to the IC
card 3. 20 Further, the I C card procedure managenent

task #he 1S XA ﬁi’:gggdﬂﬂe Neadd fdméht Wik ¥9Yexecutes the
information is required for accessing a storage area
t d the seIV|ce
ol? r"g%bl]é%dl ng ?3'3@% h%?o oD ‘fel%"ejd}% e"r}b‘_’{gﬁ'd? H the
rvice definition table data and obtaln the key 25
¥ T P | DR R B 081 ATl ot G Grdngdata. block

Further, - 69 the IC card procedure nanagenent task
%%eslqm@taﬂwgoquw 8BnmeBi, oantdocpepibatiomtdefining data
authentication with the IC
block 34 x4.

At this time, the IC card procedure management task
72, when issuing a command to the IC card 3 in execution

of a job, uses the service element corresponding to that

job as a key to search through the service definition table

‘data to obtain the service number correspending to that

service element (operational command of IC card 3 able to

be analyzed by the IC caxrd 3). Further, the IC card procedure

" management task 72 uses the obtained servige number to issue

a command to the IC card 3.

Further, the IC card procedure _managerdetxt task 72,
as‘ explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element correspbnding to that job to search through
the serviee definition table data and obtain the key

information corresponding to that service element. Farther,
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card 3, encryption and decryption of data, and other
'proceSS|ng and obtain the right to access a
predeterm ned storage area of the IC card 3. Step
ST5: Step ST5 is perforned when the I C card procedure
managenent task 72 issues-aé%ommand to the I1C card 3
and is waiting for the processing result of the IC

R B cald Wishdditd Gardhdmln®C %tqg evrzaﬂ@@% L %zg

72 receives the proceSS| g resul romthe I car

thi e | C car data.73-x
&g%F%IOInC%(?aP& rocelirsd %anagerreﬁt"cf“%§ﬁ"7fll} d%t%?s Ic
the, .15 entity status information 82 of the IC card -
Ba & ERCEYPRELPn apghectyptaon ot fatap; angypthex
the present enbodinment, the | C card procedure
PROFEFEHOR aﬁ\ﬁ'sl@brzuplertﬁ@r magbitodes scrgstor a»redetermned
plurality of 1C cards 3 present in the SAMchip 8 in:
sgaraldeclar2@ wifi thesdliCeetairdg 3i.n order the IC card
entity data 73-x for the plurality of IC cards 3.
Ther ekeeg, srtbe SAM chip 8 can sinmul taneously proceed
with the processing even when receiving processing

r equegté f g&sgﬁgcggm aa' Afed tRh U;é' jﬁ£¥do£>r1>ge8§£gs

ver a peration o
omnmlc temsho

nERRPAMRES. CAPK 724 12R0%E: & CoSRERY bPokher 5F Sard 3and

.expl aining the overal
is waiting for the processing result of the IC card 3.

When the IC card procedure management task 72 receives
the.processing result from the IC card 3, it sets this in
the IC card entity déta 73_x.

Step STé6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73_x
shown in FIG. 11;

- In this way, in the present embodiment, the IC card
ﬁrocedure managementltask 72 performs processing for a
plurality of. IC cards 3 present in the SAM chip 8 in parallel
ﬁhile selecting in order the IC card entity data 73_; for
the plurality of IC cards 3. Thereforg, the SAM chip 8 can
simultaneously proceed with the processing even when
ieceiving processing requests for procedurés using a
plurality of IC cards 3.

Next, the overall operatién of the communication
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operation of the comunication system1 shown in FIG
1. Step ST21: 5 The businesses 151 to 153 or a party
requested by those businesses produce script programs
21 1, 212, and 213 describing processing for
transactions perforned by- 7#e-busi nesses using the IC
card 3 for exanple on the personal conputers 161

%"Szﬂeﬁ@r%oll\'ﬁghl p Ir[)idl?é'e%s} s;l?grw 14 rg‘féﬁr ni : Ihgnrr?gglg:r

dat a 3 corres nd| t.o .t he

bus néagssT g ggg 1 A5Rre Vs udioor ofhl aigifg the overall
definition table data 201, 202, and 203 15 produced
qReratdensEs the aoqmmuad gatione syatemmdl showsy jiny FIG. 1.
Further, the script prograns 21 1, 21 2, and 21 3
produ@@@paﬁT§ﬂsp ST21 are downl oaded from t he per sona
conputers 161, 162, and 16_3 through the Internet 10,:

ASP gV biis@nedde sSAN cLhrua gsta bheaephetgahceqa@an:)ed by
7. That 20 downl oad processing is managed, as shown in

thlcGe buddhddies dcﬂ:tced%‘éﬁl ?ﬁ:d P oA hhe 2§AM o 2nd
Chlp 8. Step ST2 The scrip nterpretatldh ‘t ask

SAM: chi p _shown _.in G uses.t.he seryvi

oA MRl shasihetny Eox, BRSRoRa B f%med by
ener at e the IC card entity plate data, Jnput -

"g'ﬁtlauﬁ?-'&%ﬁseﬁd‘tsdmﬁg thed braEe 3 £y FATPIR SBkth%ﬁ&rsonal

conmput ation defining data bl ock for each busi ness.
computers 16_1, 16 2, and 16 _3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20_1, 20_2, and 20_3 corresponding
to the businesses 15_17 to 15 3.

Step ST22:

The service definition table data 20_1, 20_2, and 20_3
.produced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 3

produced at step ST21 are downloaded from the personal

computers 16 1, 16_2, and 16 3 through the Internet 10, ASP

server 6, and SAM chip 8 to the external memory 7. That

- downleoad processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.
Step ST23:
The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service definition table data and script

program to generate the IC card entity plate data, input
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The generated data is stored in the storage unit 65
of the SAM chip 8 shown in FIG 9. 5 Step ST24: The
user is issued the IC card 3. As showmn in FIG 4, the
storage unit 50 of the 1C 3a of the IC card 3 stores
key information used for tragpsactions wth the

- busi ness the user contracts with. 10 Note that the

ser _.and .a busi ness_may al so contract w_th_each other
G Pl REEFRRE (R Biogly 39 dien RSk | Reet net
10 etc. Step ST25: For exanple, when the user uses the
geErsdiadti o gRfiigring slag-a dlasgke Fout lpache bpadin@sishr ough
the Intternet 10 to try to purchase a product, the
serveTh2 igeqgestedydadas disng toegdedin ther stghtaglkeunit 65
Internet 10 to the ASP server 6. Wen the ASP server 6
Jfe e/ &AM dNIGE 85 G aqesic. fg.om the server 2, it
accesses the personal computer 5 through 20 the
I nt er RQlap1@poflgurt her, as shown in FIG 16A a
processi ng request issued by the card reader/witer 4
for t ICcard_ 3 .is transm tted through the personal
conpuggf SNt & A& uefo%ﬁﬁn EAgﬁrge ver 6 to the SAM
chip 8. Step ST26: 25 The ASP server 6 outputs to the
SAM chEpsBoyR dnt FIG- - 472ther siegagemnil Rl of the IC 3a
entity production request stores information

 of the IC card 3 stores key information used for transactions

with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
request issued by the card feader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8. |

Step ST26:

The ASP server 6 outputs to the SBM chip 8 an entity
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showi ng the issuer of the IC card 3. Step ST27: 5 \Wen
the SAM chip 8 receives an entity production request,
as shown in FIG 16B, it conducts polling with the IC
card 3. Step ST28: The entity generation task 71 of
the SAM chip 8 judges 104 f7Xhe nunber of the |IC card
entity data 73-x present in the SAMchip 8 after the

ﬁpgdggtigg pallipg is within the maxi num nunber
defined by thé SC command of the script program | f

Wi t hi ngt I roceedstot
pr ocess] ng gﬁ%(lﬂe%r%{i%ﬁ q49stgiteqgs e’rfbfcsmf’?%t’”‘m
rocessi 15 Step ST29: The entity generation task
O¥HRg | Fg‘éslﬁﬁﬁ‘%ﬁ ofuthfelS caxdcird entity plate
data to use based on the information show ng the
i ssuerSt#p t$®2TC card 3 stored in the entity
production request for exanple and uses that 20
speci fWlesh | €he 3AM ertiip V8 pteadeni vikad aarf Gergeinss Qi:ﬁ)dlhﬂ:i&
card entity data 73 x. This corresponds to the
SEe aqsersqrcﬁrd 98 #REWNIER, i Gonbikctd gelﬂ%g wfth the
The SAM chip 8 outputs to t he 'ASP server the éntity
the IC card entity data 73-x generated at
]g(?e%é’gdf . Step ST31:

Step S5T28:
The entity generation task 71 of the SAM chip 8 judges

if the number of the IC card entity data 73_x present in

. the SAM chip 8 after the end of the polling is within the

maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the processing.

Step ST29:

The entity generation task 71 specifies which
pﬁsineSS' IC card entitj plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
épedified IC card entity plate data to generate the IC card
entity data 73 x. |

This coﬁresponds to the instance generation shown in
FIG. 12,

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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The 1 C card procedure managenent task 72 of the SAM
chip 8 investigates the services which the IC card 3
can wuse. This is processing corresponding to the job
RS shown in FIG 12. Step ST32: The I1C card procedure
managenent task 72 of the-SA® -10 chip 8 authenticates
the legitimacy of the IC card 3. This is processing

. , f < , 1 _
LIERIUNCLD ek IR gplefibin s S50 snoo.

the S 19..6hip 8. This is processing correspondi ng
to thg\éje%%@s‘hom in FIG 12. By steps ST32 and

ST33, the 1C card 3 and. SAMchip 8 nutuall§
aut herftit di% 8d¢h BRAIGGIU T managemssdortdsk d iaf thep SAM
16C. Step. ST34: The I C card procedure managenent task

GIAR(8 tHwespiMaatep the asrviges whichs thw alamayta¥ yoan
for the procedure wth the IC card 3. 25 This is :
ygeocessi ng corresponding to the jobs Rand - 74 W
shown in FIG 12 and FIGS. 16D and 16E. Further, the _
| C camthiy QGEpHbReEBAAGERBRrebBSKd{AgUE8Sthe job RS shown
in FIG. 12.

Step ST32:

The IC card procedure management task 72 of the SAM
chip 8 authenticates the legitimacy of the IC card 3.

This is ﬁrocessing corresponding to the job Al shown
in FIG. 12.

Step ST33:

The IC card 3 authenticates the legitimacy of the SAM

chip 8.

This is processing corresponding to the job A2 shown

in FIG. 12.

By steps ST32 and ST33, the IC qard 3 and SAM chip
8 mutually authenticate each other. This corresponds to FIG.
leC.

Step ST34:

The IC card procedure management task 72 of the SAM

chip 8 reads and writes data necessary for the procedure

with the IC card 3.

This is prodessing corresponding to the jobs R and
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a conputation formula specified based on the
pre-processing information 86 of the IC card entity
data 73-x to perform5 predeterm ned processing for
conmputation using the data read fromthe I1C card 3.
Step ST35: As shown in FIG 946E, the 1 C card procedure
managenent task 72 of the SAM chip 8 outputs the

rqcessin ulf.of 10 step ST34 to the ASP server
‘g%‘é’b ’é%s%féFo 2 ARG EGS ¢ hkeh @ndy %P5y ocedur e

managenent task .72 deletes the IC card entity data

73- x. BRrthey aithedIaimand paecedyragranagement task 72 uses
communi‘cation 15 system 1, it is possible to generate

3 leonpd tedridre fibrtipldaspecifBed Haedaahthe geosprgrdsEing
a procedure occurring with the I1C card 3 and to have

it iia sl 96 wediie TRNageI Rt {@pkdat? UP& e perform
plurality of ICcard entity data 73-x to -

r . .i | .t;e
PIBLSROS YOGS Seh ISP ShRUISNDN LE(yg AL

' ti ion system1, since it is sufficient to
%%Jr]gﬁteheﬁq{ a%:rac? entity data 733 actually used for

the processing of the 1C cards 3 in. the storage unit
65, i ttE® §dSSible to use the storage areas 25 of the
storage unit 65 efficiently. - 75 Further, according

t o t h&saghdentix FNGon16¥st tine IC aesrdhovwcddurd @ankyement
since the 1C card procedure managenent

task 72 of the SAM chip 8 outputs the processing result of

step ST34 to the ASP server 6.
Step ST36:

For example, the IC card procedure management task

72 deletes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

13 _x for each processing for a procedure occurring with the

IC card 3 and to have the IC card procedure managemgnt task
72 use the plurality of IC card entity data 73 x to
simultaﬁeously proceed with proceésing for a pluraiity of
IC cards 3.

Fﬁrther,-according to the authentication system 1,

since it is sufficient to store the IC card enfity data 73 3

actually used for the processing of the IC cards 3 in the

storage unit 65, it is possible to use the storage areas

of- the storage unit 65 efficiently.
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task 72 manages the states of execution of the JObS
processed divided into post- startup states and
conpleted states, it 5 is possible to start the
execution of one job, then start the processing
relating to another job in t/se-state mhile wai ting
for data fromthe IC card 3. Therefore i s possible

to eli t he used r.ansf.er of ata

Wi th E‘[#}af% cat dcv%cilh %ugch Te alutt te’tca%} q:

Fur t her, rding to the authentrcatron S sten11

T nE ik 3 e stneapthe 45 saddserPEeduse Management
showing the type of service provided by each

Rk {ésmanaggs ﬂse statessef pxesutjsa ef diendobstrrocessed
nunber of that service used in the IC card 3, and the
d&gﬁd@#cﬁnﬁpimwstnﬁmhntmpr%ﬁaﬁésﬂaqp:ﬁbmﬁtﬁtadnaﬁaEES it
This is held in the external nmenory 7. Therefore,
igomsiiete 16d §addholekiemat e $sf Wnd MRESAMKE Rsigart

. can produce their own applrcatron prograns for running

e i o By 4 " A ﬁ hil
andlgls anJﬁ%omnloa henr roug e gi ip into -
external_ 20 5$ t ion. .That is,
o EREMR T AeEle T Srey S PhPRREPER; 1€ s possible

oper.ational comrands for d|rectly operating the IC
edipingte e waidhtimeorprnaedt byl transfeRef glata with

t he busi nesses 151 to 153, these businesses can

thes Ighicard Feithmowglappie dattieamedy dgr.ans. Furt her,

when 25 a business custom zes its application program

it doFarthier, Arcdiedég @okmhe blaehkayicatebrbkiyetenr 1,

card operational commands, so the |oad on the

thieS isBe%S desS delFili®AeH: table data describes a name showing

the type of service provided by each business, that is, the

service type element, the number of that service used in

the IC card 3, and the key information used when providing

that service. This is held in the external memory 7. Therefore,

businesses 15 1 to 15 3 not developers of the SAM chip 8

can produce their own application programs for running'on

the SAM chip 8 by the script programs 21 1, 21 2, and 21 3

- and download them through the SAM chip 8 into the external

- memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC card 3, or other highly confidential
infomation to the businesses 15 1 to 15_3, 1_:hese businesses
can customize their own application 'progfams. Further, when

a business customizes its application program, it does not




10

15

20

25

Further, according to the authentication system 1,
since it is possible to define conputation content
spanning 5 a plurality of services, it is possible to
provi de diverse services conbining a plurality of
services in a range of servVbces executed
sinultaneously Wi th approval at the IC card 3 side.

Mk Gy t thentiga |on SYSLE

i BB n B R SR A S0 (5 RRRREELRT omidhas,
nd. out p i th the IC car 3 and the | og data

caﬂHH% iéﬂﬁl%p #ﬁﬁ] nqgg;is Ayahtensdc i onal bl ock

di agram showi ng nore specifically the function blocks

of th&FIAMEh REWHERT tr5 the Authegtigationysyisten 1,

FIG 9, the SAMchip 8 is connected through an

simae dd isupo98ibde atp ASES neoppmputation coptefiticpanning

unit 60, external menory comunication interface unit

D plurti i 5€ o Wikiels 634 68NFESLIMIRCEC GSFSFdé Uliverse
unit 63, 20 encryption/decryption unit 64, storage

ddivi b Ah{RAPG ph{}:atlfi%ﬁ%l\é %zﬂr;%e%“%\w d Tl ot

17, for exanple as shown IinFIG s al so

ossible to ¢ ct. a ard |/ E_ uni 91 conn d
R RS B ot e "'it*br?ﬁiprrfr‘{ & g 1C
uni t 92 outside of the SAM chip 8 25 and transfer
3it¥lqhe 1C card 3 by a noncontact system- 77
t hrough an antenna 92a of the RF reception/
t r ans Fugdib@r ,uRicdcordidng to the authentication system 1,

by introducing the concept of a data block, the data- input
énd output with the IC card 3 and the log data can be easgily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 8.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61-, bus
scramble unit 62, random number generation unit 63,
enéryption/decryption unit 64, étorage unit 65, and CPU 66.

rIn the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18,‘it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF
reception/transmission unit 92 oﬁtside_ of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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Second Enbodi ment The present enbodi nent is an

‘enbodi nent corresponding 5 to the seventh to ninth
aspects of the invention. FIG 19 is a view of the
overal | configuration of a conmunication system 101
of the present enbodinent - A3 shown in FIG 19, the
comruni cati on system 101 uses the server 102, |IC card

o Ud be0sAE8ENE I9GbE Se REE ' L Ouni
card ({eader /witer 104, pe?songgaggﬁgﬁ?égpﬁg%}@%%%% unit

- daapplication service provider) server 106, SAM (secure

application nodule) unit 109, personal conputers 1161,

1162, and n%l 653, .andtaut hentication units 1171, 1172,
and 1&?&—6—%%%&3&—(9’ through the Internet 110 and
perform 15 settlenment processing or other processing
for alheoPE8EFBt eRbedinent ¢ apdenbodimrt Samnafnonding
109 has an external nenory 107 (sem conductor storage
6 ths tsepfentie Yo adavtth iaspEnitiso)f thed iSARNHiion .108 -
(sem conductor circuit of the present 20 invention).

.25 The'18AMiohis &0%ibas oth@neobléaae 1CeBhiFddu2hit9Bn of a
shown in FIG 20. As shown in FIG 20, the SAM chip

oM.t ) r | ayer,
Mt e SO0 U S LRl e
and - 78 _AP | ayer in

ltﬁgter%?géerg‘%g ifhag,gl;?rlb?yt%é communication system 101 uses
the server 102, IC card 103 (integrated circuit of the pJ;:esent
invention), card reader/writer 104, personal computer 105,
ASP (application_service provider)} server 106, SAM (secure
application module) unit 109, personal computers 116 1,
116_2, and 116 3, and authentication units 117 1, 117 2,
and 117 3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure

using an IC card 103.

The SAM unit 109 has an external memory 107

 {semiconductor storage circuit of the present invention)

and SAM chip 108 (semiconductor circuit of the present-
invention) .

The SAM chip 108 has the software configuration shéwn‘
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the -

bottom layer toward the top iayer, an HW (hardware) layer,

os 1ayer,‘lowe; handler layer, higher handler layexr, and
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- The [ ower handler layer includes a driver |ayer.

Here, the AP |l ayer has application prograns AP 1, AP

2, and AP -3 defining procedures using the IC card 103
by the .5 credit card conpani es or. other businesses

1151, 1152, and 1153 shown ¥& FIG 19. In the AP

| ayer, the application prograns AP 1, AP 2, and AP -3

n .0 h | er layer are provided between
A?hgﬁ%%?tEhfgﬁéﬁaﬁﬁgeﬁVV(firemalls of the present

i nven 'on% . 10 ThEESA chiB 108.i s connected through

a SCSfPBorP¥ert RanELREr ha¥erefBoltdeshe ASEVEE YaYer-
106. The ASP server 106 is connected.through the

| nt er HeFe1 1Ehq BPAlawer Rpistappbicatien papgappardk Uk, AP_2,
i ncluding a personal conputer 105 of an end user and
apdr 88n 3l defipdngr protetiurésc2siagd thé63C &5rdf 103 by the
‘busi nesses 1151, 1152, and 1153. The personal conputer
ct8fitf car@xeiipaniés AOBEBCHEHusiReo888 B1Ser) all 5Pt and
or USB port to a Dunb type card reader/witer 104

11Bescandwheaderhyr i tgr 104 realizes for exanple
wi Tel ess commruni cation corresponding to the physical

20 | eyel,.wi he 1 C card 103. The operationa

cormabist il A& e, PR 8P Lt ot ot R U A 2 o PBa?

tae |C card 103 are generated and anal yzed at the SAM
20fh #F.19 9714 dehe trghgnhandinr daver pegderPyireer between

ersonal conputer 105, and ASP server 25 106 between

théw g fixewalld ssFUr € itmvaidmafidshe paesesyioaseent78n) .

content in the data-payload portion and relay the sane

and The SAM chip 108 is connected through a SCSI port,

the Ethernet, etc. to the ASP server 106. The ASP server

106 is connected through the Internet 110 to a plurality

- of terminal apparatus including a personal computer 105 of

an end user and personal computers 116 1, 116 2, and 116 3
of businesses 115_1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 104. The card reader/writer 104 realizes for
example wireless communication correspondiné to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and

analyzed at the SAM unit 109 side. Therefore, the card

reader/writer 104, personal computer 105, and ASP server

106 bett-_:een them only act to store the commands and response
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~application progranms ~2

are not involved in the encryption or decryption of

data, authentication, or other actual operations in

the 1C-card 103. 5 The businesses 1151, 1152, and

1153 use their personal conputers 1161, 1162, and

1163 to produce the appltcéi-on prograns AP 1, AP 2,

and AP -3 and downl oad the produced application

t u ' ' j .t 2
e R S R e e e
07

usSi nesses

afhORBUCALERR " shERXLELOOL  IBIDLY 10T 8ol hLE dava,

I'me, since tne
no relation with each other, the storage areas, in the
aEfP@PﬁéFaﬁéRBryQEO?tRﬁérécFHélaBBFFEEFPBﬁ bPoﬁPﬁnﬁC gprd
1, AP 2, and AP -3 can be downl oaded to are decided in

- 198.advance and whether one has the right to downl oad

to such a storage area is verified by the SAM chip
108. Thethesinabsés LDB dppliBa2| candgrbPS aBbudd theiP -
2, and AP -3 are being executed, the firewalls FW

pb8sbhhtt cbgutbiransier 1and1¥i 8w RAq01 16a8aLaNBRIdhEE the
o) AP 2, and AP 3. WWen

AP T
Mé%% LE ﬁﬁﬂ !iﬁa{)i B oqy R Lnd"Botm1088%¢h

agg -3°10 ﬁ%@ i C%Ip‘i B%Qihé sUthéntcaron ani £s €

117 1,d 117_2, and 117 3, as eéplarned Iaterh perform
PHAtHSPaBPRENERELPPORTRIFAME NEN SARAR hFRe 188 DB blGRE on

the downl oad 25 signature verification key ]
unpptar kv dn, 1&8¥c2,-agd 1NéxB, threungbnpbaechtd chipnlPB to

FIG 19 wll be :
predetermined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
115_3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
AP 1, AP 2, and AP 3 can be downloaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
and AP_3 are being executed, the firewalls FW restrict the
transfer and viewing of data among the application programs
AP 1, AP 2, and AP 3.

When downloading the application programs AP 1, AP 2,

and AP 3 to the SAM chip 108, the authentication units 117.1,

117 2, and 117 3, as explained later, perfofm mutual

authentication with the SAM chip 108, produce the download

signature verification key information, etc.
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explained. [IC Card 1031 FIG 21 is a functional block
diagram of the IC card 5 103. As shown in FIG 21, the
IC card 103 has an IC (integrated circuit) 103a
provided with a storage unit 150 and processing unit
151. The storage unit '150; &% shown in FIG 22, has a
storage 10 area 155-1 used by a credit card conpany

or ot jektbushaessmpdiahtsasAbRhagR RE82 185gi¥felaby a
busi ness 1152, and a storage area 155 3 used by a

o iEﬁ%S 1153. Further, the storage unit 150 stores
y informati on used for judgi ng the exi stence of the

right to the storage 15 area 1551, key information

used £&f Faddi A§3dhe access right to the storage area
1552, and key information used for judging the access

ri ght FEG-t Rd éﬁo@a@@%ﬁ%@f%é@loqﬁ&{iam iaff dheatliCogard
is specifically used for nutual authentication, :
ledcryption and decryption of data, etc. 20 Further,

the storage unit 150 stores identification information

of thesl SheandiAOBIor 2€,Cehd 183chsqriodexis sheISAM
unit 109 will be explained in detail. [External

(LFEBEa AR cELGy 2 1070 SIS LY Vg 150
aggoggoggsgkgg %gittggl§torage areas of the externa

The storage unit 150, as shown in FIG. 22, has a storage
area 155 1 used by a credit card_cdmpany or other business
115 1, a storage area 155 2 used by a business 115 2, and
a storagé area 155 3 used by a business 115 3.

Further, thé storaée unit 150 stores key infofmation
used for judging the existence of the right to.the storage
area 155 1, key information used for judging the access right
to the storage area 155 2, and key information used for
judging the access right to the storage area 155 3. That
key information is specifically used for mutual
authentication,“encryption‘and decryption ofrdataf etq.

Further, the storage unit 150 stores identification
informationAof the IC card 103-or IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memory 107]

FIG. 23 is a view for explaining the storage areas

of the extexnal'memory 107.
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menory 107 include an AP storage area 1201 storage
area for storing the application program AP -1 of the
busi ness 1151, an AP storage area 1202 for storing
the application programAP -2 of the business 1152,
an AP storage area 1203 fo81lstoring the application
program AP -3 of the business 115 3, an AP nmanagenent

stora anager of _t AM_chi p
108 ﬂgdgﬂgﬁ%y I N ron storag “aréa” iﬁgtih ekternal

lic on_p an1AP 1 stored in th AP storage 10
51'1%? s“’[cLb‘%ﬁr iaé‘e&PoFt&rﬁ‘H&r atfety gP_E)rS&’S e area
nDduIes Access to the AP storage area 1201 is
fpxsetraing ket perlicadien rragranThR_Appfi Ehej bysiness
program AP 2 stored in the AP storage area 1202 is
-136nr, i sedABfstoyrge arday 180 @r Hgr astomihy ahe application
Access to the AP storage area 1202 is restricted by .
pikbgrahl ARV2ldf FWe’buihfieaBplisad | i APOGESFASE arda 120 3
stored in the AP storage area 120 3 is conprised of a—
u 0 r €S, e O,kh P
fgk E@bk&ﬁ Ehg ng?gbggggblg ogé%& 2P BOoF Fhé buﬁrness

storage area T 20 firewa

175 Pt #%?h%?ﬁfﬂfe”?%?}%%%sf#‘% 121, FoPa Y GRd Reader
y

out si de of t he SAM unit 109 to the external nenor

ofothe 1M el 08Bofang @ kryginfrrBaties SHITAgR) agschl22.

~application programcan 25 be freely determ ned by
't he CBhe cxpohidiakiduprmaesam APG2 sEaredein thwe AP storage
application prograns AP 1, AP 2, and AP -3

area 120_1 is comprised of a plurality of program modules.

Access to the AP storage area 120 1 is restricted by the

 firewall FW 1.

15

20

25

The application program AP 2 stored in the AP storage
area 120 2 is comprised of a plurality of program modules.
Aecess to the AP storage area 120 2 is restricted by the
firewall FW 2.

| The application program AP 3 stored in the AP storage

area 120 3 is comprised of a plurality of program modules.

- Access to the AP storage area 120_3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum uni.t downloaded for e:tample from the outsidé
of the SAM unit 109 to the external memcry 107. The numbexr
of fhe program modules forming each application program can

be fr_eély determined by the corresponding business.
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stored in the external nmenory 107 are scranbl ed. They
are descranbled when read into the SAM chip 108.
Further, the application prograns AP 1, AP 2, and AP

-3 are, for exanple, produced by the businesses 1151,
1152, and 1153 using the peszsonal conputers 1161,

1162, and 1163 shown in FIG 19 and are downl oaded

t hr oug S chiR:108.to the external y 10
ncces upEiEE: Yo SRel R PR piba g AR JREVEY sl e 3
restricted by the firewall FW4,_ Note that_the
SECFERalt s TBR eXteRrsl PRRSrYahl7roFe scorrRigEndThey are
the firewalls FWshown in FIG 20. The AP managenent
dessramblade yhep) repgy dstohshgp8aMechimnd@Brent data

130 shown in FIG 24. 15 The nodul e managenent data

130 rFEgrshers the appdilce tiangsrofrddee AR Agr Am 2pdiddaP 3
downl oaded fromthe personal conputers 1161, 1162, and
ak&G3fbR af¥mple, Podhced P il budighRalsds115 1, 115 2,
verification key I nformation (downl oad key - -
LAf 9k EBKI QU4 i ' : ha kS
aéown?oa o?lggp%ggrg%?%%ﬁ%}eE¥§Bgrgg%eéggtghd?%Foﬁéland

he. nodul. e ag nt .data 130 havi,n e d oa

1B RaElPE™ &P FLBar 18 2Re) F A1 JPNRLPEfeHebhepupBAtha, A

i n_advance. Further, the nodul e managenent data 130

It
chip 1A8 #edthe extemamdsmemor¥elf¥ogr am nodul es

executed by the SAM chip 108 83 and the execution
si gnakoresgetof that ABminygemeént neteoxagye area 121 is

.restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management steorage area 121 stores the module
management data 130 shown in FIG. 24,

The module management data 130 registers the module
names of the program modgles downloadgd from the personal
,c.omputers 116 1, 116_2, and 116 3 in advance and the download
signature verification kéy information (download key
information of the present invention).

That is, download of a prégram module is allowed
conditional on the module management data 130 having the
download signature verification key information registered
in it in adwvance.

Further, the module management data 130 has the module

names of the program modules execufed by the ‘SAM chip 108
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registered init. That is, the right for a program
nodul e to be executed by the SAM chip 108 is obtained
conditional on the nodule 5 nanagenent data 130
havi ng the execution signature verification key
information registered in-ig&3in advance. The nodul e
managenent data 130, as shown in FIG 24, shows the

| d f the fi Ll .number of  the. fi LI
e R G S oS 8 PR FRE Y B AT ROUBTEXCY: FBRRFR=TOOn

identification information of the present invention),
regartersdui8sdt-address | ength, downl oad signature
verification key information, execution signature

veri f Thati bv Kdye righér fer ipprogrammddide ntorde grecuted

each program nodul e of the application prograns AP 1,
bpPtBe SAM ARip318BoliedobkathedAPoih8isionaljeoar ehe module

1201, 1202, and 1203. Here, the firewall nunber shows

mhh@gBneher dakat #80 hhvengl thlYewlL6RisRCEE§nEGuLBAL
program nodule is restricted. The start address shows

. _addres . ea f i '
veREILaLioR ML Ipf-haRs A, EpO1RNSPA°RRE 1] Blirance.
| engt fj sho he address |length of the storage area
for e readele ptigdusys il iange eheBmR FFRe 24,
downl oad signature verification key information is.
shauskEhei gpsraaPPBdensedof okhehfiseyahl ypember of the
verification 25 performed when downl oadi ng a program ‘
fipewadl t e otghctiey StMess8o- thhdigrafifant aotindecXfiraahll
menory 107.

-identification information of the present invention), start

address, address length, download signature verification
key information, execution signature verification key
information, ana module name for each program module of the
application programs AP 1, AP 2, and AP 3 stored in the AP
stﬁrage areas 120 1, 120 2, and 120 3.

Here, the firewall number shows the number of the

 firewall by which access to that program module is

festricted-
| The start address shows the start address of the |
storage area for which access is restricted by that firewall.
The address length shows the address length of the
stﬁrage area for which access is restricted by that firewall.

The download signature verification key information

~is the key information used for the signature verification

performed when downloading a program module through the SAM
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The execution signature verification key information
is used for verifying the signature information given
to a program nodul e when executing that program
nodul e by the 5 SAM chip 108. In the present
enbodi nent, for exanple, eah - program nodul e is given
signature information showng its |egitinmacy Wen
-t hat .ppogram module_has been_illLjpgitly nodified or
o3, 2PRa R Fhe" P E R BREPeY, 0se {he executs on
signature verifjication key information to verify that .
10 siﬁhﬁt%ﬁ%F??ﬁ?ﬁrﬁﬂQQﬁFQQ?(ﬁﬁﬁ¥Q%ﬁﬁqﬁ9q &Gt AREOFmafLion
~that program nodul e. The nodul e nanme is the nane
igsysgdefiorovemifypnagthm sbdphtureThafprepakabor gavepnto
storage area 122 stores the 15 encrypted key
al progiahi 8addl & whise de @t reg el th ridigr ans r@dagde dyedhe
1551 of the IC card 103 shown in FIG 22 by executian
sAf1 ERepapesi ChL | e PrAE SR ARbbdilnlit N FHMPLREAmPA%, each
i nformati on K-C2 used when accessing the storage area

pisagafl ﬁaﬁﬁlbcisa{ﬂvéWs§88§’ﬂukg_ FhPorfige PnCEREHLAG" i s

e applicafion pro e encrypt

key.infor jon K- used-when accessing the stora
16581 0ag% " oWhoRe Chet Braares Sndnierhes bocp, f1718%81y

execution of the application program AP-3. The key ]
nodifiadidnhamperedwitdy, ikds Roegible enhupgpiljezscpfion

the key information K-X - 85 Access to the key
sighatuaei varifocattonr kayl?dfosmation to verify that

ram

-signature information to confirm the legitimacy of that

program modula.
The module name is the name assigned to that program
module.
The key iﬁformation storage area 122 stores the
encrypted key information K Cl1 used when accessing the

storage area 155_1 of the IC card 103 shown in FIG. 22 by

" execution of the application program AP 1, the encrypted

key information K C2 usc_ad when accessing the storage area
155_2 of the IC card 103 shown in FIG. 22 by execution of
the application program AP_2,- and the encrthed key
information K _C3 used whén accessing the storage area 155_3
of the IC card 103 shown FIG. 22 by execution of the
épplication program AP 3.

The key information K C1, K C2, and K C3 are encrypted

by the key information K X.
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all owed only by the manager of the SAM chip 108. [ SAM

Chip 1081 FIG 25 is a functional block diagram of the

SAM chip 5 108 shown in FIG 19. As shown in FIG 25,

the SAM chi p 108 has an ASPS communication interface

uni.t 160, external nenory- gemaunication interface
ouni t 161 bus scranble unit 162, signhature processing

uni t hen tion roceSS|ng 10 unit 164,

encry |8ﬁFd Cr bF gﬁYuﬁ °f8§t1§PoF§@§aﬁﬁ|Frféalzz

CPU 167. The SAM chip 108 is a tanmper-.resistant

one bXSHb e SiARREa tiforkhienS8M sbdPudio8-160 is

an interface-used for input and output of data with

t he ASPAM]Ehgpr 681106 shown in FIG 19. The externa

menory conmuni cation interface unit 161 is an

i nt er FaGe 2Seils fOrfunytiforaild bAWCRUEiagrdat 8F WEHhd Szhe chlp

external nmenory 107. The bus scranmble unit 162 .

198" apblas ieUFRd. data and 20 descranbl es input data
when inputting and outputting data through the

o HEWR Yn cgggunhgatfgﬁ as exp?é?lﬂg &afég% asHS

si gna ure processing unit
produces a signature and verifies a signature when 25,
c&B%HP&&&FFrQ“aFr“&&ﬁFEPG&t 154 tpA69r a RFERFBAShTERETY
Internet 110 - 86 in the external nenory 107 and when
corpupicaficheinppkifegei ypit 161, bus scramble unit 162,

signature processing unit.163, authentication processing
unit 164, encryption/decxyption unit 165, storage unit 166,
and CPU 167.

The SAM chip 108 is a tamper-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19.

The external memory communication interface unit 16l
is an interface used for inpﬁt and output of data with the
external memory 10%. |

Thé bus scramble unit 162 scrambles output éata and
descrambles input data when inputting and outéutting data
through the external memory communicatioﬁ interface unit
161.

The signature prqceséing unit 163 as explained later
produces a sign;ture and vgrifies a signature when

downleoading an application‘progfam through the Internet 110

L
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program The authentication processing unit 164 as
explained |later perforns nutual authentication with
the other party when downl oadi ng an application
programthrough the Internet 110 to the externa
menory 107. The encrypti on/gkecryption unit 165
encrypts data and decrypts encrypted data. The storage

.uni.t 166 for .exanpl e re he key 10.infqrmation K, X
P e B rPA P eTET ) ARSI SrertEand S BbpTgoption
C3 stored in the key information storage area 122 of
PrRE*3Bove- nenti oned external nenory 107. The CPU 167
execut es tasks as explained |later based on a
pr edeTeenantheptbgabie ppograasbhagt heipr b&énas explained
invention) 15 and executes a designated application
lategr parfbraecantandtecauthehtexatiibhowieh the babks. party
FIG 26 is a view for explaining the tasks executed

wh¥n!dSnRB34dE{y ANSaghP¥8atioh lp@o_?g:@m theo&fh Ty Intej_:net

executes the downl oad 20 task 170, systemtask 171,

148 1ASKnAT2.k0LRgnaLRb L NgoRr esent [ nventon), and

settlenment processSing roatine task 173. The downl oad
task 170, as expl|

ained |ater, perfor processi for
down! B SRETHRELOR FCTFYBHE IR GHt Him 19 ARBVELRSase and
the SAM unit 109 through the SAM chip 108 to the 25
degr¥phal enepppyedodata.g7 The systemtask 171 is a
task for performng driver
The storage unit 166 for example stores the key

information K X for decrypting the key information K Cl,
K-C2, and K _C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 executes tasks as explained later based
on a predetermined program (program of the present invention)
énd executes a designated application program in accordance
with execution of the tasks.

FIG.726 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 1;?'1, AP task 172 (program of the present
invention), and settlement processing routine task 173.

The download task 170, as explained later, rplerforms

processing for downloading tan application program from

outside of the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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managenent, operations unique to the IC card 103, and

ot her processing. The AP task 172 conprehensively

manages the execution 5 of the application prograns

AP 1, AP 2, and AP -3 perforned when the SAM chi'p 108

receives a processing reque8t from the ASP server 106

or el sewhere outside of the SAM chip 108. The

settl n essi_ng utin 73 deci whi.ch
of thate B REaH %%s%r Sitane o H3K B8 BEERERRing hE ver

10 use en for Ie t he SAM chip 108 recej ve
mBPaURRS Iy PRAGBE CPBI AP HGR (o (WP TE CaFQ H0H. mnshother
the ASP server 106. Next, exanples of the operation
P&EFPCERE 1EFmmuni cat i on sySten1101 wi Il be expl ai ned.

[ Operation for Downl oading AP to External Menory] 15

FI G ZRej AP gtdslodt Zhepmpieheaspivaly magnades dpjer atkegmtion

of downl oadi ng an application program AP -1 fromthe :
offethenapplioaplbar ptd§tasBon® 1) &t @, khd AH [ performed

external nenory 107. Step ST101: The personal

wheRPhE sAMO LniRoWnsel Q EePvelda té)%%%@s%ingzg‘ehﬁegﬁe from
SAM Chlp 108 a omnloa request designating the nodu

h be, downl oaded h
PR, it BB ipe e oaiproBhe 100

downl cad task_170 runni ng on the SAM Chl 108 shown_25
i n FI Ehe2gepiieBrRE ﬁﬁ?ﬁﬁ?3a99h€ﬁPFéE?|5ﬁshﬁlﬁ3tﬂ%°1des

88 authentication unit 1171 connected to the persona
wbé;qbupgr the application programs AP 1, AP 2, and AP 3 to:

use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the cperation of the communication

‘ system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation

- of downloading an application program AP 1 from the personal

computer 116 1 shown in FIG. 19 to the external memory 107.

Step ST101:

The person'al computer 116 1 shown in FIG. 19 t:;ansmits
to £he SAM chip 108 a download request designating the modulé
name of each program module tor be downloaded through the
authentication unit 117 1. |

Step ST102:

The download task 170‘ running on the SAM.chip 108 shown

in FIG. 26 performs mutual authentication with the
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1161. Further, when each others legitimcy is
confirmed by the nutual authentication, the
processing of step ST103 is perfornmed. 5 Note that,
in the present enbodinent, it is possible to use
various techni ques as the-teghni que for that nutual
aut henti cation, but for exanple the follow ng

i,que .i.s_ used. h of th t heptication unjt

ST R IR L Togthapatedd Fheaidl it dohouter
i.nformati on of the SAM chip_ 108, .that is, the SAM | D
IhdnEwntbes: XheRe feclatityf sadedt tag oY s fRPEdpmed
Further, the authentication unit 1171 encrypts the SAM
bypthe mpbuadt anthentheatien: i the mreeessdayg aff ertemt 58103
15 and transmts it to the SAM chip 108. The SAM chip
is0peaForymetls the received encrypted SAM I D by the

mut ual aut hentication master key and conpares it wth
the SAMEbDehhthoidSthd SStdsent ferBElidit:, iilt G@NbosREDble
the legitimacy of the authentication wunit 1171.

ug,t.he er . : ]
et rIPHS FRchAsales of hs WA Anl d e R HRleas
information and trapsmits it to.the authentication .
apfhenti e tloRcbhl TRaR eammts e Eoliph it pstd e is
received encrypted SAMID by the nutua
uggdhenti cati on naster key and conpares it with the
SAMID it holds itself. If matching, 25 it confirns
t he | Bgthi aficyhef athkeSibbahipn1G8it-189 1 Shmg SMOGhip

108 hold identification information of the SAM chip 108,

that is, the SAM ID, and the mutual authentication master

key information.

Further, t:hé authentication unit 117 1 encrypts t::he
SAM ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encryptéd SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself..

If matéhing, it confirms the legitimacy of the authentication

unit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transmits it to the authentication unit 117 1.

The authentication unit 117 1 decrypts the received

-encryptéd SAM _ID by the mutual authentication master key

and compares it with the SAM-__ID it holds itself. If matching,

it confirms the legitimacy of the SaM chip 108.
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The downl oad task 170 judges whet her each nodul e nane
| designated by the downl oad request at step ST101 is
regi stered in the nodul e managenent data 130 stored in
the 5 AP nmanagenent storage area 121 of the externa
menory 107. Step ST104: Th®&9 dewnl oad task 170, when
judging at step ST103 that it is not registered, ends

the p Ssi wi t hout performng the downl oad
procegggﬁgéb&EPre when judging that it is 10

regi st ered, rfQrnms the processing of step ST105.
Step StT ?“'gﬁ‘éa u"t*?’ﬁé‘ﬁtli"ccgtjiléﬁeﬁn?’ ethey earh madulig,pame

SAM ID'as plain text using the A P nmaster key KEY-A
degigapdes: byt fbe download segnestr etvetepi 6%d0dnikey.

information. 15 Further, it transmts that downl oad
reggesdemred ier thecatdohe keynagdmemttdota Ar3GigRatad 6dn the

i nformati on produced using that downl oad signature .
Apehhhhgahbal Keyrhgboarahi oM toF tdi SAMeGHAY Hedory 107.

Step ST106: 20 The downl oad task 170, when receiving

the dgpul,oagiggignature verification key information

at step ST105, judges if the received downl oad

si gn re,verification key _infarnation. patches w th

t he %ﬁﬁl%%‘ﬁdsﬁ‘%%?ﬁ elé,gr i RN ’-“ﬁe?g?%‘ﬁﬁ SElos, that
.of the corresponding nodule name in the 25 nodul e )
1ﬁalr§dg€ﬁeﬁ?gagggr$§@_end@@he processing without perf orming

the downlocad processing, while when judging that it is
registered, performs the précessiug of step ST105.

Step ST105:

Tﬁa authentication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it tranémits that download signature
verification key information or signature information
produced usiﬁg that download sigqature verification key
information to the SAM chip 108:

Step ST106:

The downlocad task 170, when receiving the download

- signature verification key information at step ST105, judges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

module management data 130.
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Further, the downl oad task 170, when receiving the
signature information at step ST105, uses the downl oad
signature verification key information of the
corresponding nodul e name in the nodul e managenent
data 130 to judge the 5 | egb0iacy of that signature
information. Step ST107: The downl oad task 170

Pr OCeEdls !N Hal AeCs 'ogglgfgsksa% SEdR YRSl LY e

that they mat'ch at "ste when judging 't

t.he signature |nfornat|on is le tlnate 10 an
e SHEIAF AN GE ShsEs S %ﬁqéi%wn%ad
downl oad task 170 specifies the address in the

searerve wemdifjcasropdree spdindmad-ios Pﬁetih%dm:@rerﬁm@dmg
desi gnated at step ST101 by view ng the nodul e
mphdgemante in dheamddolandadsygaheatisdate P3IG®gr@njudge the
nmodul e fromthe personal conputer 1161 to the :

1A iR addrass ¥idnaurd anFdrmavady.y 107.
[ Operation for Execution of Application Progranmi FIG

28 is | rt for explaining the operation 20 b
ste gha p g p y
whi ch th% %K Chlp 108 shown in FIG 19 executes the

! Step ST111: t
chip 188’ PReBLo8e” FapkJao bEbroEEcle: She sroprasing of
appllcatlon progran1AP -1 for exanple fromthe ASP 25
sdepy ST 106 Where IaHgiagk thrs dheunmritch @t séeex &I or

the - 91 ,
when judging that the signature information is legitimate

and ends the_processing'in other céses.

Step‘STIOB:

The download task 170 specifies the address in the
exﬁarnal memory 107 corresponding to the module name
designated at step STldl'by viewing the module management
data 130 and.downioads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart for,explaining the operation
By which'the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step STI111:

When the SAM chip 108 regeives a request for exe;:_ution

of the application program AP 1 for example from the ASP

. server'loﬁ, the AP task 172 shown in FIG. 26 executes the
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processi ng of step ST112. Step ST112: Before the AP
task 172 executes a program nodul e of the application
program AP 1, it can obtain execution 5 signature
verification key information corresponding to the

modul e names of the progran?hodule by referring to the
nodul e managenent data 130. Step ST113: The AP task
Pngeg§g§gtgg eXxepulsh@hosi gnature 10 verification key

i nformation obtained at step ST112 to verify the

l egit y he signal information of that program
rmdulbgag ﬁ9§15', it judges if the progran1n0du|e has
been illicitly altered % ered wwth, 15 Ste
ST114BoGRER. Fhe AP Fask 173 CEPrRtes ﬁtP§P€§a§T_‘L‘f§"le of
that the signature informationis legitimte, it
throeppdd cabivhe ProgsessaPnd ofi tsicep a5 n melceﬂ'»méh

it judges it is not legitimate, it ends the
sﬁgﬂ@&&&engeriﬁléhepoﬁmaﬁb1nIh&mHRﬂbmsbotiéspmadmngsto_the
the program nodul e for which the signature information

mbBa% 18684t & e €hb Gyt 40 bldilefby Nt - #ited tol BRe module
program nodul e may al so be executed by the CPU 167

ri ng Execution of Appllcatlon Prograni -
Step ST113:

' F a2 S a subroutine in the program 25
<HUgHaHR 1

‘The AP task 172 uses the execution signature
verification kéy information obtained at step ST112 to verify
the legitimacy of the signal information of that program
module.

That is, .it judges if the program module has been
illicitly altered or tampered with,

Step ST114:

When the AP task 172 verifies at step ST113 that the

s

-signature information is legitimate, it proceeds to the

. 'prodeséing of step ST115, while when it judges it is not

legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program inddule for which
the signature information has been judged to be legitimate.

Note that, the program module may 'al.so be executed
by the CPU 167 shown in FIG. 25 as a .su_'broutine in the program.

[Operation During Execution of Application Program]
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FIG 29 is a view for explaining the operation for
execution of an application program Step ST121: Wen
the AP task 172 executes a code in a program-nodule 5
t hrough the processing shown in FIG 28, it judges
whet her the code to be exegmted next is a.code
instructing data transfer or data viewng with
anothgg gran1nndu|e Ste §T 22 £n t he A .tasg
172 j Eli§es??hif th&*8BaEoroFBIBXBLNP IR 10PRERFIQBECT
not instruct data transfer or data viewwng wth
expeukédpnpPégrameRpdication prega&dds to the processing
of step ST124, while when it judges that it does
i nstratept 88123ane, proceeds to the processing of step
ST123. Step ST123: 15 The AP task 172 executes that
code. WwhShafheSAP24a s N 2ABkba6ked @ chbae axapt&yram module
‘perforns error processing wthout executing that

| r 84 i P Of2g N | aihich
T e

0 |s i ew for I |n|n the overal I
t ﬁe°8 ¥n|c§tﬁgﬁ°§$s em 101 "Sh&wi |n ﬁp%?%%gklgg dilea
ST131: The busi nesses 115 1 to 115 3 or a party

traggéereqr dstpy vipyiagy E]’éltﬁe§§€§hﬁfroﬁ'68€§a{“hé‘°d“le

application prograns AP 1, - 93
Step ST122:

When the AP task 172 judges that the code to be executed

next does not instruct data transfer or data viewing with

‘énother program module, it proceeds to the processing of

step ST1é4, while when it judges that it does instruct the
same, proceeds td the processing of step ST123.

Step 5T123:

The AP task 172 executes that code.

Step ST124:

The AP task 172 for example performs error processing
witﬁout executing that.codet

Next; the overall operation of the communication

system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG.719.

Step ST131:

The businesses 115 1 to 115 3 or a party requested

by‘these‘businesses produces the application programs aAp 1,
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AP-2, and AP-3 for enabling the businesses to perform
processing relating to transactions perforned using
the IC card 103 on the personal conputers 1161, 1162,
and 1163 shown in FIG 19. 5 Further, the manager of
the SAM chip 108 generates 98he nodul e nmanagenent data
130 shown in FIG 23, scranbles it, and stores it in

HEh@ oxhRf Ml IHEY YorkiA i ngf GheSbiddneHie SRR ifeAld 3,
progranms APT1l, AP-2, and AP-3 -are 10 downl oaded

o a n 1171, 1172 and
?ﬁg egggféon % cg%p%ngggT %énsfﬁ%ﬁf aﬁﬁiff%ﬁn %%1
i%% Chl 108 At tSIS tinme, the processi
ced T04.m Erfighereonat SpupREers T 4o S o srbdte 3
The user is issued the I1C card 103. As shown in FIG
shown f@ FI&-ad@-unit 150 of the IC 103a of the IC
card 103 stores the key infornmation used for

t r ans Eoritbes , byhehaansgerwofh thiee saNthapt 1ng generates
busi ness. 20 Note that, the user and a business .may

thkSfodanel dfagamea! gaeh 1500868 e, I i, Elambles
etc. after issuance of the IC card 103. Step 'ST134:

Eor af RS e sV ﬁh%hu_.sg&tg%g%ﬂ roggf»%%' conput er

105 to access the server fhe I nternet
110 tgtep9§T132:

The application programs AE;l, AP 2, and AP 3 are
downloaded through the authentication units 117 1, 117 2,
and 117_3 from the personal computers 116 1, 116 2, and 116_3
to the SAM chip 108.

At this time, the processing explained using FIG. 27
is performed.

Step ST133:

The user is issued the IC card 103..

As shown in FIG. 22, the storage unit 150 of the IC

103a of the IC card 103 stores the key information used for

- transactions by the user with the contracting business.

Note that,.the ﬁser and a business may also conclude
a contract through the Internet 110 etc.‘after issuancé of
the IC card 103. |

Step S8T134:

For example, when the user uses the perscnal computer

105 to access the sexver 102 through the Intérnet 1i0 tor
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try to purchase a product, the server 102 sends a
processing request through the Internet 110 to the
ASP server 106. The ASP server 106, when ‘receiving a
processi ng request fromthe server 102, accesses the
- personal conputer 105 throlfyir the Internet 110.
Further, the processing request for the IC card 103

tr§SHE hibyeR e GApPoaRRUC {NK ideiivel0402] SeddsnS %h:tabégsing
t hrough the personal conputer 105, Internet 110, and
t hi 108. T w0
EibeaR WBrohdh, el IReathleto B8 ib RSP SHavel 1088
ttl t [ ti task. 173 | d
wi th THE BPOSBEIRRG LaUbER TRt dl AP S asRest

executes that selected application program The

- EgpEctbe seTyes d0Redagsesger| theopegsanalceopputes LQS

t he execution of that application programis then :
thephghntlie Inder8&t3610ThEusAheehi phéOBrovepstisgt mequest
result of execution of the application programto the

£88Pther ver ch@d 1298 Assaxpl Bynedeabayd, rasaerdivegtbe 104
the conmuni cation system 101, as expl ai ned using FI G

27 j ' ' t iheat i
147508, YA P Sl gy Kibormer

wnl oader,. of the applL.ic¢atipon gram all ows the
L3N PBaIRSF FREVEBORDEaF POl iRy SHUSRRORI §000 25 an
aut horized storage area in the external nmenory 107, it
95 Step ST135: _

~The SAM chip 108 selects an applidation program by
the‘settlement précessihg ?outine task 173 in accordance
with the processing request redeived‘at step ST134 and
executes that selected application program.

‘The processing explained using FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of

- the application program to the ASP server 106.

As explained above, according to the communication
system 101, as explained usiﬁg FIG. 27,.éinée the SAM chip
1087uses the authentication.units 117 1, 117_2,7and 117 3
to authenticate the dpwnloa&er of the application progrém
and allows thérdownload of the apélicatioa érogram only to

an authorized storage area in the external memofy i07, it
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IS possible to prevent an unauthorized party from
illicitly exchanging or tanpering with an application
programin the external nmenory 107. Further,

according to the connunicgt% n system 101, 5 when the
SAM chip 108 runs a plurali € of application prograns,
since data transfer and data and code vi ewi ng anong
iappbissabilentprpgsesrst arcunasthbelieddhyatbe fromevdlllisitly
FW1, FW2, and FW3, it is possible to prevent
HARIBINP o taapRriagPhieAl AR P DOEAMR I PRARIHY in the
illicitly interfered wwth 10 or tanpered wth by
ahen q&gliéaﬁhgn program Further, it is possible

to I nmprove t confidentiality of each application

progr urther, according,to the communication

Dot e A hes dep R iR Ao EhA, CAPRERSgE B, Y5 tem 101,
executing an application 15 progra by verifying °
whea Bhe ﬁ‘%ﬁhbﬁ gi0& s plogr bty ?%%P%l?%ﬁt%ﬂ‘ &Fograms,
with, it is possible to avoid identity theft or other
siiinidec ida tac tterdpsfed emdadaitial aodt kpdeanpewddgnatmieng
application program Further, according to the
appIidatian piogyanenatalresPbibyed anpriltd Fiwaellls FW 1,
application programby a plurality of program

FP2U! 884 # 3 S O3S BbEsim dRYbeadeht SPoESLEIRG of each
nenory 107 Tn units of program nodul es.” Furt her, :

©_acgording to the co ni cation.system 101 b .
a r%catl n Pﬁogram rom %ﬁ%PFnliX1c %gyhlhﬁﬁ§¥ered with

_ orm ng € “usSual "scra g on ig
confidential 25 key information used for operations

| og, tappexed, Wi thoby; gnothgr application program. Further,

it is possible tc improve the confidentiality of each
application program.

Further, according to the communication system 101,
asrexplained using FIG. 28, when execuﬁing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered with
application program.
Further, according to the communicationrsystem 101,

by comprising each application program by a plurality of

‘program modules, it is possible to download to an external

memory 107 in units of program modules.

Further, according to the communication system 101,

by performing the usual scrambl;ing; on the highly confidential

key information.used for operations on an IC card 103 to
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encrypt it and storing it in the external nmenory 107,
it is possible to inprove the security |evel of that
key information. Further, according to the

conmuni cati on system 101, 5 since the application
program perforns encryption®@nd decryption at the

time of code access by a bus scranble function, it is
PRSSIHY Gt Qo eMHiny idPAlH ad @kt IAMentdSf &b N it
the external menory 107 frombeing illicitly analyzed
i%I?méMﬁﬂr%|E3‘ﬂdﬁ&dﬁ&fﬁﬂéNHQSHﬂﬂijﬁléﬂéi5@¥Wéﬂaﬁ3ﬁg§
108. FI.G 31 is a functional block diagram show ng

. ifically the function blocks of the SAM chi
FSmEiH 1 "F @ 25, As shown in FIG 31 the SAM
chip 108 is connected 15 through an internal bus 19Q
to t hEUEEBETeoRTTRTEAPPoNC thee FPRRUNdfRt1Pgo SYStem- 101,
external nmenory conmuni cation interface wunit 161, bus
sdaamiihe @ppl irecticm prpegriagn peadopss enanyiptiorgmnd
storage unit 166, and CPU 167. Part of the functions
defcxtyipdisingmat whe pricecsd rRepdenisiccedd b3 aahths scramble
aut henti cati on processing unit 164 shown in FIG 25
fantidn | 38diBYpob8ineaEd| Pretditr G apphiddtidie pAgram
chip 108 shown in FIG 31, for exanpl e as shown in

: .‘.=.’1::|c:>.(1§"ed3 éT ittheai ‘Ex@e&%?go?%gl%:rﬁt tél.:br?gm?ac E:fg.gx% 9"’1&‘1‘:&:5!15[5

uni t 1_ connected _ I bys t 0 an
a%x%&%pztflﬁlg Q{ttcrg ?Qﬁﬁgsi\gftggé{t t 3 ZpSgtt:eSégfngo fo}.' ht eSA.‘MM chip

108,

FIG. 31 is a functional block diagram showing more
spedifically the function blocks of tbe SAM chip 108 shown
in FIG. 25. |

As shown in FIG. 31, the SAM chip 108 is connected
through an internal bus 190 to the ASPS dommuniéation
inte;:‘face unit 160, external memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functions of the signature processing uﬁit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus_ 190 to an RF

'.reception_/ transmission unit 192 duts_’ide of the SAM chip 108-
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and transfer data with the IC card 103 by a noncont act

system t hrough an antenna 192a of the RF

reception/transmission unit 192. Third Enbodi nent The

present enbodi nent is an enbodlnent corresponding to

the 10th to 12th aspects of %7he invention. FIG 33 is

a view of the overall configuration of a

aRdEYahSfbrda Sy SN 2Rd 1f bha P8Ik £BHEEHhERAL. syiStem

shown in FIG 33, the comunicati on system 201 uses

th oA ghe ¥ ardQ%%ma o0 b20%he ¥ GdRPASIINY i sndiQbion

personal conputer 205, ASP (application service

%r%¥ﬁ%%g) server 206, SAM (secure application nodul e)
personal conputers 216 1, 216 2, and 216 3,

and aut hentication units 217 1, 2172 and 2173 to

comuihizte EPROGAmRNEhe | nternet 210 15 and perform

settl ement processing or other processing for

pr oce@hecpuesanttenbodinenty iz03n qtrﬁeowmlqomnmsdmg

an external menory 207 and SAM chip 208. The SAM chip

t20&hlea 4. Otthe t2012wdr a speftisgwfatthen ishantial. in FI G

34. As shown in FIG 34, the SAM chip 208 has, from

the pegtonyl gyep H\éﬁr dft RBel GRANES coﬁ@lﬁ\%‘atlon of a
(har dwar e) Iayer OS layer, |ower handler [ayer,

R LT UGS 20ANDARYAYGL S ol Nl e 25

ayer nclu ayer

As shown in FIG. 33, the communication system 261 uses
a server 202, IC card 203, card reader/writer 204, personal

computer 205, ASP (application service provider) server 206,

SAM (secure application medule) unit 209, personal computers

216 1, 216 2, and 216 3, and authentication units 217 1,
217 2, and 217 _3 to communicate through the Internet 210
and perform setflement processing or other processing for
a procedure using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 has thé software configuration shown
in FIG. 34.

As shown in FIG. '34, the SAM chip 208 has, from the
bottom layer toward the top 'laYer  an HW (hardware) 1&ye_.r,
0s 1ayér, lower rhandlier layer, higher i_l'andler layer, and
Ap 1afer in that order.‘ o

The lower handler layer includes a driver layer.
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Here, AP Iayef i ncl udes application prograns AP 1, AP
2, and AP -3 defining procedures using the IC card 203
by the credit card conpani es or other businesses 2151,

- 2152, and 2153 shown in Flg. 33. 5 I'n the AP | ayer

the application prograns AP’%, "AP 2, and AP -3 and
t he hi gher handler |ayer are prOV|ded bet ween them
Wi t h HereyallPs 1agerThieciAMeshiappd G&aits on0 preeiraths AP 1,
~through a SCSI port, the Ethernet, etc. to the ASP

Az elantDar BASRISR \Wocelud ds%_ﬁaormﬁctﬁd card 203
tﬁ?ough the Tnternet 210 to a plurality of term na

bgpﬁﬁéq*e’*&?% e 5 B SR8, Bl e R0t 6 T2

el q% gp3|nesses 52, and 215 3. The persona

conmpu 5&?w%cn exaﬁpl ,- I's connected 15 through

the serial port or USS port to a Dunb type card '

r eadetPuERe AP A eTThdhen ARPLA SAER PR PERST 20 ARa! AR 2,
-for exanple wreless conmuni cati on corresponding to
anide Afh¥savdl theehdghert hatdbetr Caypex 208 prdeided between
operational conmands to the IC card 203 and the 20
thempaidh Facestad s gw.t he 1 C card 203 are. generated

and analyzed at. the SAMunit 209 side. Therefore,

the cand sh@adfs W.r'!bbeEszgénnggli:éﬁn%hrSﬂﬁHuEe':‘?aC%Q5gort

and ASP server 06 |nterpose bet ween t hem onl
ﬁ rentet%e c%mmq:ds Iespanse cgg h: §5 at a ver
g porti ons "an r SEhESENSE, g?
|nvolved in the encryptlon or decryption -
6 1s connected through the Internet 210 to a plurality
of terminal apparatuses including the personal computer 205

of the end user and personal computers 216 1, 216 2, and

 216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected

through the serial port or USB port to a Dumb type card

reader/writer 204. The card reader/writer 204 realizes for '

example wireless communication correspondi'ng to the physical
level with the IC card 203.

The operational commands to the IC cafd 203 and the

‘response packets from the IC card 203 are generated and

-analyzed at the SAM unit 209 side. Therefore, the card

reader/writer 204, personal computer 205, and ASP server
296 interposed between them only act to store the commands

or response contents in data payload portions and relay the

~same. They are not involved in the encryption or decryption
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of data, authentication, or other actual operations in
the 1C.card 203. The busi nesses 2151, 2152, and 2153
use the personal conputers 2161, 2162, and 2163 to
produce the application 5 prograns AP 1, AP 2, and
AP-3 and downl oad the produ2®d-application prograns
t hrough the authentication units 2171, 217 2 , and
o%laatandat,%euﬂhlcshgoﬁaA'\/behaehépf%aéeuﬂ et Aidied in the
storagé areas in the external nenory 207. At this
F B, SblRGe the businesses 2151, 2152, and 10 2153

ave no'rélation with each other, the storage areas in

the external . menory 207 whe e t he t|on rans
AP 1, e@sw#?—é >c3n "%Zﬁie%_g rsonal
predetern1ned Whet her the Z have the right to domnloaq ~
copputess 316 hg2l@rbagnds2iey 3 iheproduchetisappiigation
208. 15 Further, the transfer and view ng of data :
paoorgmish@aradpl iapat ;O0rngl &g 3nandP dbwndRaz] thied piediiced
are restricted by the firewalls FW The authentication

appiltieatioh pRddrams thibugh/Ehe 3 thedtiidard dnahiRi ts 217 1,
perform rmutual aut henticati on MAth the SAM chip 209,

2&‘70@" eﬁ'tlcg 9%' %agné \%I}%tﬂgrhetﬁl éﬁi% ‘iﬁ)‘ﬁ'c@g ;Jﬁ:@ﬁetemlned

i nf-of mati on, —etc. Ing a ation

rams AP 1,0 AP 2, and AP._- 3 to th Mchip 208.
ske¥aae Rreesmitn thes G RR=I ReReEY3 207 | | e
explained. 25 [IC Card 203] - 100

At this time, since the businesses 215 1, 215 2, and

215 3 have no relation with each other, the storage areas
in the external memorir 207 where the application programs
AP 1, AP_2, and AP_3 can be downloaded are predetermined.
Whether they havel the right to download to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP 1, AP_2, and AP 3 are restricted

by the firewalls FW. The authentication units 217 1, 217 2,

~and 217 3, as explained later, perform mutual authentication

with the SAM chip 209, ﬁrod—uce download signature
verif_ication key information, etc. when downloading
application programs AP 1, AP 2, and AP 3 to the SAM chip
208.

Nextr, the componénts shown in AFIG. 33 will be
expla-ined.

[IC Card 203]
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FIG 35 is a functional block diagramof the IC card
203. As shown in FIG 35, the IC card 203 has an I C
(integrated circuit) 203a provided with a storage unit
250 5 and processing unit 251. The storage unit 250,
as shown in FIG 36, has a ¥¥%rage area 2551 used by a
credit card conpany or other business 2151, a storage
area g2 356G by fanB¥sonaispideR, ddlgrad &t OFREEIC card
area 255 3 used by a business 215 3. Further, the 10
APrage unit 250 stores key information used for
judgi.ng, the existence of a right to the storage area
2551, key. . infar i.on ed.for_judgi access

o THE e ég;(kﬂﬁs%é %ﬁ%#u%daphﬁﬁbﬁﬁhﬁ¥%n

right er§torage' area Key i

sed for ;ydging an access rL%@} to the storage area
ésfs%E.-G% KEAFTH O Ao proyifeds paths f caFPyRdR dtp$H250

mut ual aut hentication, encryption and decryption of :
afwd pregessing tyrikt 2%k storage unit 250 stores the
identification information of the I1C card 203 or the

user Tie sherh§eaatik 268, 29 sNewh, in FIGSARL s 2 korage
will be explained in detail. [External Menory 207]

dilda 235 i15 vked BY BOErS&QItakaagc&ﬂﬁalﬁ WAL BusiHess
the extérnal nmenory 207. As shown in G 37, the

AL UCARP] AN DL Yoo P P 2 H:325 S 37/5/%S Bna

stordge ar e -

a storage area 255 3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging

the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

area 255 2, and ké.y information used for judging an access

right to the storage area 255 3. That key information is
specifically used for mutual authentication, éncryption and
decryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in defail.

[External Memory 207]

FIG. 37 is a view for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

Vmemory 207 include a storage area 220 1 in which the
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application program AP-1 of the business 2151 is

stored, a storage area 2202 in which the application:-
program AP -2 of the business 2152 is stored, a

storage area 220_3 in whi.chghhe application program AP
-3 of the business 2153 5 is stored, and an AP
managenent storage area 221 used by the nanager of

appd 1SAMCR progsanThRR_Appfi £hei buspregrafilapllist steged,
in the AP storage area 2201 is conprised of a
apketraRgryaseap?d@r Animoti ds . theheggds dadide paBgram AP_2
storage area 2201 is restricted by the 10 firewall FW~
of. theebapfihiesat 2a5_pr agr awoABd? at exedags hBeaAP20_3 in
‘storage area 2202 is conprised of a plurality of

wﬁ&@ﬂr%ﬁbﬂﬁ@pﬂ&&atleacggsgkgmth@ époﬁteﬁégﬁuéiﬁésgzﬁas 3
is restricted by the firewall

;l.@pglt %%gl ogngr 9dr ag égaagﬁaggq:egtopa%[ é SEE I:l.agsed by

area I'S conprise | Ura pr ogram
S. to the AP storage area 2203 S

tﬂ%s???@?&ﬁ % Fﬁ? SpM, ehdP 2B 3. In the present

enbodi ment, the above program nodule 20 is the

m ni nDhe APRL oAk o BRPgram &Rafpstoredmn theodBs s¢eorage
of the SAMunit 209 to the external nmenory 207. The
anaab220  »f i$ heoymwolsexin o U lpdsidadriniyn g fepebgram modules.
application programcan be freely determ ned by the

AEeLESSPENEhagabUstLEBSg§e E¥ehhepo ihfsaﬁaétgﬁét@a by the
progranms AP-1, AP 2, and AP -3 225 stored in th

fggggggglFﬁegpry 207 are scranbled. They are - 102 -

The application program AP 2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall E'W_é.

The application program AP 3 stored in the AP sforage

area 220 3 is comprised of a plurality of program modules.

. Access to the AP storage area 220 3 is restricted by the

fJ.rewall FW_3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progi:am can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

store_d in the external memory 207 are scrambled. They are
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descranbl ed when read into the SAM chip 208. Further,
the application prograns AP 1, AP 2, and AP -3 are,
for exanple, produced by the businesses 2151, 2152,
and 215 3 using the personal computers 2161, 216 2,
and 5 216_3 shown in FI G~ 3%2and are downl oaded
through the SAM chip 208 to the external nenory 207.

déeeesmbied RiehP rEREP RN Ithe! GAdJenapr20R] i
restricted by the firewall FW4. Note that the

Firewghb$pEW Len & 1i'é\é’t§'?|n§9§§¥\éx$ﬁ eﬂﬁkpf,o NWEESPON[a e 3

the firewalls FWshown I n managément — —

storage area 221 stores e AR selection d 1

Fea BE PRRRR TS hPRERel By e IR et et Ay L Y 2,

37. Here, AP selection data 231 and inter-AP .
MLCatiSdRe ey peysopalycompufers 24f 4, 216_2, and

regi stered in advance at the tine of setting up the

23 A\VISc Ishewp0dn FIG-h@3, anide axRe dowadoiadied ddimeudl thel SAM

i nter-AP conmuni cation data 232 can only be rewitten

 chyipt esmaRaghe ektethaSAMenbiry 208.. FIG 38 is a view

for explaining the AP selection data 20 231. As shown
in Fl fecd8s EBetﬁB_ﬁ@lﬁﬁhhggmgﬁtasggéaéapﬁ§eath@ll@s

card type information and AP identification

r%% QL R hogg %ﬂéegékgg?§geﬁw Ehe | C card type

ormat1 on~shows e oFthe 25 IC card 203

shown__in FIG 33 and, for exagﬁle, is - 103
Note that the firewalls 1, FW_ 2, FW_3, and FW_4

correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, régistered.in advance at the time
of setting up thé'SAM chip 208. Further, the AP selection
data 231 and inter-AP communication data 232 can onlﬁ be
rewritten by the manager of the SAM chip 208.

FIG.VBB is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selectiqn data 231 shows
the IC card type information ana AP identification |
information linked together.

The IC gard type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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identification information of the credit card conpany
performng the settlenent for a transaction using the
IC card 203. The AP identification information, as
shown in FIG 34, is identification information of the
application program oper‘atlior?g at the AP | ayer of the
SAM chip 208. FIG 39 is a view for explaining the

idehei fABata @l infairmat idal @f23he Bredilt! SJarP company
conmmuni cation data 232 shows whether 10 conmuni cati on

peiRoeming FWR! iseAH1UhePtOFAS ARahsa¥idn ¥ ng Fhe 1C
shown in FIG 34 is possible Specifically, this shows
chl-gt B@scomuni cation request to an application
programat a row itemissued by an application
progr at _a.col Jdtemshown, in EFIG 39 i 15,
D T ounheohenifientstigaflone NSoLHAERe afFoRPP¥GUAS: FIC-
by the application program AP-3 to the application
36 obF aﬂeﬂﬂuflic@télqlbmgP%EFlandlﬁTﬂﬁi 2pPpl bea ke egiogram
to the application programA P-2 is rejected. 20
operaténg as thewdP lafle® oF7 thieh SAMP cheipa@@®ent
storage area 221 has an inter-AP communi cation

st or agecar 89 233aUgedw EBk éﬁﬂmumhiﬁ?i ehe( ihéBstap of
data) with an application program [SAM Chip 208] 25

cgﬁ%ﬂggaiﬁog fjuggt bggal bl ock diagram of the SAM chip

The inter-AP communication data 232 shows whether
communication among the application programs AP_1, AP 2,
and AP_3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at é row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communiéation request by the
ai:plication program AP;B to the application pi:ogrém AP 1
is allowed, but a communication request to the application
program AP 2 is rejected.

Furthér, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with .an appliéation
Program. |

| .[SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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208 shown in FIG 33. As shown in FIG 40, the SAM

‘chip 208 has an ASPS communication interface unit

260, external nenory comrunication interface unit 261
bus scranble unit 262, signature processing unit 263, .
aut henti cati on processing’ tt- 264,
encryption/decryption unit 265, storage unit 266, and
U8 A6hm The B c3d p 208 is a tanper-resistant

nodul e.  The ASPS comuni cation interface unit 260 is
an 10 dtprdacadisets f oo, il 0 QP Wodhfats, Wdes
the ASP server 206 shown in FIG 33. The externa

. [ ' [0t ni j

R SOOI AR el d SO et e Tihad Idllony 1
external nenory 207. 15 The bus scranmble unii 262
A GATERR AR A0 P 6O D R o= FI L1 B2
inputting and outputting data through the external
T HIED ATt i Whteriee apthenpicatiign procesring
external nenory 207 stores data in a 20 scranbled

wtidt @64Thensrgpationddproypsibnguuit t2 653 s tasagephai be2i66,
‘later, produces a signature and verifies a signature
aiercpugl@gtl oadi ng an application programthrough. the
Internet 210 to the external nmenory 207 and when

execur’l‘.h%g SAY Qﬁﬂlﬂ %d qry azﬁ:ag{pw—ql@si'st]a%% module.

The ASPS communication interface unit 260 is an

- interface used for input and output of data with the ASP

server-206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memory 207.

Thg bus scramble unit 262_scramb1es output data and
descrambles input data when inputting aﬁd outputting data

through the external memory communication interface unit

261

That is, the external memory 207 stores data in a
scrambled state.

The signature processing unit 263, as explained later,
produces a signature and verifies a signature when
downloading an application program through the Internet 210
to the external memory 207 and when executing an applicat:ion

program.
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The aut hentication processing unit 264, as expl ai ned

| ater, perforns nutual authentication with the other
party when downl oadi ng an application programthrough
the Internet 210 to the external nmenory 207. 5 The
encryption/ decryption unit 185 “encrypts data and
decrypts encrypted data. The storage unit 266 stores

the deha aegHbhedcheiohhProlb 9588 MiOf240e LPd:tfidined
The CPU 267 executes |ater explained tasks based on .

l;QeQ ‘ p{:@@%%@ ﬁﬁgugi O%%&Qi@?{:ﬂg% 0.311!1{1 el %Stﬁ'{gr party

I nvention) and executes an application program
si gnated iLn accordance .with execution of  the tasks.
vEBR S R g G PP SRR AP Rinip Stk £ BB Baln G B ernet
the CPU 267. 15 As shown in FIG 41, the CPU 267

2L9cL8t tbeq cgbRRPsdgmepeay 297 system task 271, AP
task 272, settlement processing routine task 273, ;
i nt er The enaryption/decrypkioniunih® 65 mrarryg/iM data and
conmuni cation task 275. The downl oad task 270, as
dexpipiteednkayprtedpdaatarns 20 processing for
downl oadi ng an application programfrom outside of

t he Sf%@i:érgé)ec) dd¥ 0¥ Etﬁgrgél\/{:ﬁg'o@ag@%:écﬁlfxt@i kfcn: the

external nenory -207. The systemtask 271 is"a tas
LEQLEL N9, 8" LYE! cpffBYggement , operations unique to

p?ﬁe ?% cgra Zbé, or o?%gf 25 processing. - 106

The CPU 267 executes later explained tasks based on
a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by

the CPU 267.

As shown in FIG. 41, the CPU 267 executes a download

- task 270, system task 271, AP task 272, settlement processing

routine task 273, inter-AP communication task 274, and

inter-SAM communication task 275.

TheAdownload task 270, as explained later, pe:fforms
processing for downloading an application p'rogram from
oﬁts_ide of the SAM unit 209 through the SEM chip 208 to the
external memory 207.

| The system task. 271 is a task performing driver
management, operations unique to thé IC card 203, or other

processing.
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The AP task 272, for exanple, conprehensively manages
the execution of the application prograns AP 1, AP 2,

and AP3 perforned when a programrequest is received

by the SAM chip 208 from._theASP server 206 or ot her

pl ace outside 5 of the SAMchip 208. As shown in FIG
42, when the SAM chip 208 receives a processing

r eque¥iher APataslg 272 t erl €xamplie 203 nnueharnwl velSPmanages
server 206, the settlenent processing routine task 273
thiel @ixecutdent idf qdid Gpplilcatinn pFogiamseARP1, AP 2, and
corresponding 10 to the IC card type information

AENG $aGdrimdd dhdi OF §3Ug1m TGRSl Basedcel vkl P the

s€élection data 231 shown in FIG 38 and sel ects and

SHPEHIES 2080 AR LRGN RLOEATD AR Jo e Phadlibutaide

responding to t icatio .
infor ion. .15 e inter-AP communi cation task 274
‘ﬂgﬁ%ﬁggﬁmgﬁmﬁﬁﬂéghﬁon anmong the application prograns.
FIG 43 is a flow chart for explaining the processing.
of th@si ghewrapnc Effunid€at MhANt £8R SAM chigpe20Bhgecelves
explanation will be given illustrating the 20 case of
at lpe-casisioggt iremussdy rehadRngl tios $hiendCa ceardni2@i3c £riomn the
request for witing data in the AP 2. Step ST201: Wen

2A3P 8RRWeEARDEN PhEJEEHLPEndn b GhireREiGil AbutSSieTask 273
comuni cation request for witing data to AP-2, the 25

oB&%S%%ﬁEagn%gfihgﬁigﬁzngb§m9€igﬂHEFQﬂmiA&OLorre3ponding

to the IC card type infomatj.on included in that processing
request based oﬂ the AP selection data 231 shown in FIG.
38 and selects and executes the application progfams AP 1,
AP 2, and AP 3 corresponding to that AP identification
information.

The inter-AP communication task 274 manages

communication among the application programs.

FIG. 43 is a flow chart fér explaining the processing

of the inter-AP communication task 274.

Here, the'explapation will be given illustrating the
case of the application program AP_1 issuing a communication
request for writing data in the AP 2.

Step ST201:

When an application program AP 1 being‘ executad issﬁes
a ‘communication reqﬁest for wrifing data to AR_Z; the

processing of step ST202 is pexrformed..
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Step ST202: The conmuni cation request issued at step
ST201 is received by the inter-AP comuni cation task
274. Step ST203: 5 The inter-AP communi cation task
274 views the inter-AP comunication data 232 shown
in FIG 39 and judges if "t B87 application program AP
-1 can communicate with the AP_2. Step ST204: Wen
the iBtep- éﬁzognnunlcatlon task 274 judges at 10 step
ST203 that communication is possible, it executes the

pr OCe&ﬁla”&o&lfnuﬁ&%ﬁt%ﬁoée%ék% %Qﬂe&t agogﬁeEOtSTZbﬁ. is

ends the proceSS|ng In this exanple, from

t he .appl cat AP -1 can.co at, MAth t he
?ﬁﬁeivp% b ¥hé pr& esyg"lgl Pngnlf gng %s gxecuted
Step ST205: Under the control of the i nter-AP

conmuAtert £8R%B4ask 274, the. application program AP

-1 wites data in the inter-AP comruni cati on storage

ar ea ZB8 LoRwrAR com@undzatignStapk SFAGLieThcthqtigytesp AP
conmuni cation task 274 notifies the fact of the data :
cofinag iwaitioan datat R82aghbwaatin0FIRL 0G8aaMAP j2dgeSt |f the
ST207: The application program AP -2 reads data from

abgqlaitll%ebréersﬁmn hCahhoRomkhAhaaatal @3 tR32nkeN AP | 2.
accordance .w t'h

Step ST204:

When the inter-AP communication task 274 judges at
step ST203 that communication is possible, it executes the
processing of step ST205 while when it does not, it ends

the processing.

In this example, from FIG. 39, the application program

- AP 1 can communicate with the AP 2, so the processing of

step ST205 is exeéuted.

Step ST205:

Under the control of the inter-AP communication task
274, the application prggram AP 1 writes data in the inter-AP
éommunication'stOrage area 233 shown in_FIG. 37.

Step ST206:

The inter-AP communication task 274—notifies_the fact

of the data being written to the application program AP 2.

Step ST207:

The application program AP 2 reads data from the

_inter-AP communication storage area 233 in accordance with
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the notification received at step ST206. Due to this,

comruni cati on between the application progranms AP_|

and AP -2 relayed through the firewalls is conpleted.

5 The inter-SAM communi cat ijgyg task 275, as shown in

FIG 44, in accordance with need, can for exanple

start up the _ inter-SAM comuni cation task 275 of an

tagvratif isehioguracee vest athe tsRVSTRAA% 208 and i ssue a

renote command to the inter-SAM conmunication task

275 oPugh&re Shischicpmp@dicatiosubetaesonthe eppldiration

i ssued by the inter-SAM communication task 275 of the

p%/e.unah:qoma tand P intu@laeld ttoieagh Gdld dideaskl 1A/5 s

of the SAM chip 208x to request that the SAM chip

SeRrute at | east part of the processing assigned

to the SAM chip 208 when for exanple the processing 15

| oad g tﬂ‘?t%%ﬁﬁ' Mi%%’@?t%%gfvén%é %h%%]”f?h FIG.

suitably —performthe processing he over

4aperatl on of t he co ni c |on sfystem 20 wn th
'GI33SHTIBES 25 A ee\ﬁ Up the

expl ai ni ng the overaII operatl on 20 of the .

ipderrSPdtbcrepusisabirpoiaghddd PR I GAMghipR@fx outside

ST231: The busi nesses 2151 to 215 3 or a party

ofethie SAdOch 1y 208esed Hissuecs Yemateodaceasdtc theiiorter- SAM

prograns AP -1, AP 2, and AP -3 for those businesses

chaniahbarTonr @aeksi2ns ber tAat ARS ahlipoRPswsi ng the 1C

- card 203 on the personal conputers - 109

Such a remote command is issued by the inter-SAM

¢ommunication task 275 of the SAM chip 208 to the inter-SAM

‘communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processing

- assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large a;nd it cannot suitably
pexform the processing.

Next, the oveiall operation of the communication
system 201 shown in FIG. 33 w:ill be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

Theﬁbusinesses 215_1- to 215 3 or a parf_y requested
by these businesses prpduCe application programs AP 1, AP 2,

and AP_3 for those businesses to perform processing for

,tlransactions using the IC card 203 on the personal dompilters
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2161, 2162, and 2163 shown in FIG 33. Step ST232:
The application prograns AP 1, AP 2, and AP -3 are
downl oaded t hrough the authentication units 2171,

2172, 5 and 217_3 fromthe ypgy sonal conputers 2161,
2162, and 216_3 to the SAM chip 208. Step ST233: The
user is issued the IC card 203. As shown in FIG 36,
2316e Y,C21§32 ofanch@L6C e hpwr0dn FIGst s the key

i nformati on used for transactions with a business

whi chsttlep 88@32has contracted with. Note that the
contract between the user and a business may be

concl weed apbllacaits snapeogebmisharl €,card 2203ndhneugh are
the Internet 210 etc. 15 Step STZ34: For exanpl e;” when
dBuAIRadiRP idiiSddh Y LRAMGHSONAL orl WHAUL120G | G17_

access the server 202 through the Internet 210 -

S ro uct the server 202 S roces
R EL03 bl S Ber ol Rokbrsra A fh LA €208 5 2%6_3
206. 20 Vhen the ASP server 206 receives a processing
tPe&ﬁ@% cOH #98server 202, it accesses the persona
conmputer 205 through the Internet 210. Further, the
proce§¢engSE@gdest for the IC card 203 issued by the
card reader/witer 204 is sent through the persona
conputrke d8er liet éseakd2tfie 1I25card ABB.server 206 to
the SAM chip 208. - 110

As shown in FIG. 36, the IC 203a of the IC card 203
stores the key information used for transactions with a
business which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 etc.

Step ST234:.

For example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

210 and purchase a product, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.
When the ASP server 206 receives a processiné request
from tﬁe server 202, it accesses the personal computer 205
through ehe Internet 210. Further, the processing request
for the IC card 203 issued by the card readef/writer 204
is sent through the personal computer 205, Internet 21b,

and ASP server 206 to the SAM chip 208.
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Step ST235: The SAM chip 208, in accordance with the
processi ng request received at step ST234, selects
the application programby the settlenment processing
routi ne task 273 and executes the selected
application program In thet¥kecution of that
application program any conmunication perforned
bet weategp@ET23%t:i on prograns is perforned by the
i nter-AP comuni cation task 274 as shown in the
above-mRNtgeN M i 90843 -in Hecdh@anet? 38 th eSS ing
208 outputs the results of execution of the

jGation . r Q. t server, 206. As .. .
exg 'éasiq% éé i '%blgi\[/egc? ag{:ncsgtre&)l %zt%o?’t e Cohii %ﬁ‘ceaté}p&’nhcat"on

system 201, .as sho in FIG 34 and FIG 37, the
B ’iaé"a?trvor{dﬁsa tPrecegsing poptime fagk 273 and

"restricted from accessi ng each other by firewalls, so

grequtas; dig|sekasiad vaml igadticaEmggambgr ans from
being illicitly nonitored and tanpered wth. Further,
it 1sIposhiebleseratimor ofe thiad applfiicadivna piricgrain ,catlky
-application program 20 Further, according to the

; ; _ Fﬂ%ﬂhﬁ%%q programs is
conmuni cation task 274 shown in G 41 using ‘the AP

PR o, BRCIR R ol R T, T o

in FIG_, 43, i cat] t licati
i8] SPLRbe e BRI~ D8 1o At cal | oned range. - 111

Step ST236:

The SAM chip 20B outputs the results of execution of

~ the application program to the ASP server 206.

As-explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, AP_Z,'andNAE_Brare festricted from accessing
each other by firewalls, so it is possible to prevent
application programs from being illiéitly monitored and

tampered with. Further, it is possible to improve the

- confidentiality of each application program.

Further, according to the‘communiéation system 201,

by the inter-AP communication task 274 shown in FIG. 41 using

the AP management storage area 221 of the external memory

= 207 shown in FIG, 37 to perform the processing shown in FIG.

43, communicatidn between épplicatipn programs is allowed

in a preallowed rangé.
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Therefore, it is possible to provide diverse services

by synchroni zati on and cooperation of a plurality of
application prograns. As such a diverse service, for
exanple, there is the 5 _aytqmatic selection of
application prograns by the settlenment processing
routine task 273 shown in FIG 41. That is, while the
sanme FThoepferecokputnbiossibdiet tatprévide shitdmgm mervices
processing differing in settlenment protocol according

‘byosyhehirogientibnt had Coopedta2isdn of bheluyedicly bF

the I1C.card 203 is known, the correspondi ng
apphlicagtibanprpgegmamn can be automatical |y determ ned.
-Therefore, by registering the settlenment processing at

the | gye : e Lo [ [ d
575, BhChyoh AL PRI SR G 05 Q| e ehe

I ndi Lication,programcan be 15 '
PR e SrfscRaba, fFnaRP DGR LiE™ RESTZANE PYad®Sn t he
devel oper of the application programcan be Iightened.
sehti pRRnt PEBFERRd g0 FOHE RSN ASFCc AU Bosheye dm FAE. 41.
since the information stored in the external nenory
That is, whidebtbhe bpmehdeved ofr entbutatibn2é2ngentthe for
- SAM chip 208 20 shown in FIG 40, there is
sebbléedenti protyswihl defpeetinfjoinaBakyiemehtoprbliecol
out side. Further, according to the comrunication
ad¥8t8ihg0lo tRY ib&udfF oVt st & 4§ I2HLr 1 Whe type of
comuni cation task 275 shown in FIG 41, it is
POsskb O, fLSper t he gcessing 25 .lL.oad_of .the, SAM
CBECEEhE-ho20s R RE Rihhn, BhE°SRErERpPRa fRCaBR13 S c O

her chi ps. erefore,

program can be automatically determined. Therefore, by -

registering the settlement processing at the level of the

settlement Processing routine task 273, the type of the IC

card 203 and the éorresponding application program can be

automatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, acco;:ding to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FiG. 40, there is confidentiality with respect to
analysi.s f:.r:om the outside.

Further, according to the communication system 201,
by the-piovisibn of Ai:he inter-SAM communication task 275
shown in FIG. 41, rit is possible to disperse the processing

load of the SAM chip 208 to other SAM chips. Therefore, when
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nmounting the SAM chip 208 in a store server etc. which
has to sinultaneously handl e processing requests for
settlenment processing froma plurality of term na
apparatuses, it is posstbhﬁ to use the function of
the inter-SAM conmuni cati on § task 275 to inprove the
settl enment processing capability wusing a plurality of
ngnptdhgp $h20 SAMFEEiLp4808sin 4 wiitermrvsneitai aduizi has
showi ng nore specifically the function bl ocks of the
t8AdAminl paR8B8ushpandTe brOce4@ingOrdGueBowFrd N sklt@lement
46, the SAM chip 208 is connected through an interna
pRHEedenkortBR ASFH.£9 | SO i A fAGR tHlds 26Q is
external nmenory conmunication interface "unit 261, bus

PSFEPEILC o 5 AQESARN 58 CEE YR i caion

fupctigns of the sigpature processing unit 263 apd. .
€aHRnRAS] EQ ABRTGVECEDE: A CNPRoDRPERGRASH AT FaPabaRi tY
are for exang[e realized by the CPU 267. The SAM chip

usppIshoRAurALELE of6SAMochdrangl8.as shown in FIG
47, may al so connect the card I/F.unit 291 connected
20 t oFIGe 46t esnal fonst28Nal obhackFdiageahi shéwing more
transm-ssion unit 292 outside of the SAM chip 208 and

sp&aNEia103t 8h¥l FinkBEon K168 S LOIHY MRG0 shown

system t hrough an antenna 292a of the RF
ifiCFgRtigp/transm ssion unit 292. Fourth Embodi ment 25
Thi s enbodi nent is an enbodi nent corresponding to the

i 11%5 shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

.The SAM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

to the internal bus 290 to an RF reception/transmission unit

292 outside of the SAM chip 208 and transfer data with the

IC card 203 by a noncontact system through an antenna 292a

~of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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13th to 16th aspects of the invention. FIG 48 is a .
view of the overall configuration of the
comuni cation system 301 of the present enbodi nent. As

shown in FIG 48, the coqn;_i ation system 301 uses
the server 302, 1C card 30 r]l(?{:ntegrated circuit of the
present invention), card reader/witer 304, persona
13dp e rl 806 ,a spalift § ayfp| titeatinorergsroni.ce provi der)
server 306, SAM (secure application nodule) unit 309,

per SomalG.caBpikes v bf $he2ovdia3l 8dhfiqardtideSef the
aut hent.ication units 3171, 10 3172, 3173, 3174, and

cohhrur{idddient ifﬁé&m RAPYAUSE DA sdrlte MiffiMe

nt.
i nvention), a he ICE (in-circCuit enulator) 318 to

COMMUALCBhS AN 24eth L 1 | S ot G ANISYELOR 961 uses

customze software of ,  per '

ettl ement rocessi sjng the 1C card 303, etc. 15
SheeseriraaZ 586 dard 3034 atfchfioupy of the present
(sem conductor storage circuit of the present
inyeaddicat), cagd saptden/priver(3e4i mexisenat eimpuker G305,
the present invention). The SAM chip 308 has a
ASPf tlappd icatfioguservoespebvid@r pssahoan 3106 FISAM 4Qecure
As shown in FIG 49, the SAM chip 308 has, fromthe -

appIflcaltaydl modu1ed WRRY 303YEeherdonEl CRapINRLS) 316 1,
ayer, OS layer, |ower handl er | ayer, higher handl er

ST AR 9 40 o LRl Rt B e .
317_2, 317 _3, 317 4, and 317_5 (authentication apparatuses
of the present invention), and the ICE (in-—-cij.:cuit emulator)
318 to communicate through the Internet 3i0 and devélop or
customize software of the SAM chip 308, perform settlement
processing.using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SaM chiﬁ 308 (semiconductor circuit of the present
invention).

The SAM chip 308 has a software configuration such
as shown in FIG. 49,

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW (hardware) layer, OS

layer, lower handler layer, higher handler layer, and

‘application (AP) layer in that order.

The lower handler layer is a layer defining the
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processi ng not dependent on the application program
and corresponds to the transport |ayer, network

| ayer, and data link layer in the OSI protocol. The
lower handler layer includgs,a driver layer. 5 The
driver layer is a |ayer perform ng processing

relating to the operation of the LSI. The higher
Pragdissingayet dependepdr odefthe agpilieatjooc gsoigngm and
dependent on the application programand corresponds
codraspayds kbotiké tiEibpgdiet Nagiesonktwday R 1laver 1 Gaddldata
protocol. Here, the OS | ayer corresponds to the first
1id¥enagler Ghe thee il praeRisaon, the lower handl er

| ayer, “driver layer, “and higher handl er |ayer

corre n t ond _| ayer _of .the_present
Coveninan foks! REnafEe  $okBE ol ndk oo HEITRY 1oyer.
third | ayer of the present invention. The AP |ayer - °

i ncl udBs BREVEppLA¥SEi 37 Pr dG¥ s PRPTEIMAPILPTIRASAPNY
defining the procedures for use of the IC card 303 by
redadiingc &od thenppeiradignd oft ke BSJi-nesses 315 - APl
315 AP2, and 315 AP3 shown in FIG 48. 20 In the AP

| ayer thehkigheki hahdbarplageanisAR layAP defiAaffigAPhe3
and the higher handler |ayer are provi ded between
pBedkwihlg depwakibs tF¥h( itheeWpbhs cakibiepRbe2aR! and
invention). In the software configuration Shown in

bk sé%ndgh%o é}f’%r@%gr gggiﬁ%ﬁg’%hgho%ﬁés itQQngﬁgitf hGyb? in

eac Sl ness, _ e conten
Oggtgkggggglproce55|ng using the IC - 115

Here, the (¢S layer corresponds to the first layer of

- the present invention, the lower handler layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and -the AP layer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP_2, and AP _3 defining the procedures for use of the IC
card 303 by credit card companieS‘ and other businessés
315 AP1, 315 AP2, and 315 AP3 shown in FIG. 48.

in the AP layer, the application programs AP 1, AP__Z,
and AP___;B and the higher handler layer are provided be'l.:.ween
them with firewalls FW (firewallé of the present invention).

In the software configuration shown in FIG. 49, the

AP layer defines processing specific to each business, for

. example, the content of é.-ettlem_ent processing using the IC
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card 303. The processing for directly operating the IC

card 303 is defined by the |ayers of the higher

handl er |Iayer on down. The SAM chip 308 is connected

wth the ASP server 306 5 ough a SCSI port, the

Et hernet, etc. The ASP server~ 306 is connected through

the Internet 310 with the personal conputers 305,

<A 30816 The3pg8ces8ifg, fanH i3St 1y hpepartsioralthe IC card

conputer 3161 is used by the business 10 315 AP1 of

30 wpplefaiedbprtlgs aayls e tie hiyhdNeh M e £ M dyer

308. The personal conputer 3162 is used by the ' _

dsdadass 315 AP2 of the application programAP -1

executed by the SAM chi p 308. 15 The personal conputer

3163 | -th Usi ness 15. AR3.0f .th

appl i (%#?%ﬁp?iéé?a%ogé% 1(?%%(%%6}%%% "W B eS%ﬁ/Pcﬁ?ﬁver_ 306
08. The personal conputer 3164 is used by the '

tglo u\é} & %{e%lgl%%tf' g'lpl? MHErefReE + ®%Revel op a hi gher
handl er |layer 20 and | ower handl er. |ayer including

t he diihfeASPaperveroRAs ia Fpmhedbedfthheu@iMhdiInternet
308. The personal conputer 3165 is used by the

Fh iddt ey peofsdried Wity SRSt IBAl6 1S, I1e 2, 316 3,
sof tware devel oper 315 SUP having the right to nmanagé

e SSAMmehizas )8 as a whole. 25 The busi nesses 315

API, 315 AP2, "and 315 AP3 use the 116

The personal computerr 316_1 is used by the busin;ass
315_AP1 of the application program AP 1 executed by the SAM
chip 308.

The persdnal computer 316 2 is used by the business
315_AP2 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316_3 is used by the business

315_AP3 of the application program AP_1 executed by the SAM

- chip 308.

The personal c;:mputer 316_4 is used by the software
developer 315 MID able to develop a h'igher handlér layer
and lower handler layer including_‘ the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316 5 is used by the manufacturer
of the SAM chip 308, that is, the software 'dreverl.oper 31$_SUP
having the right to manage the SAM chips 308 as a whole.

The businesses 315_AP1, 315 AP2, and 315 AP3 use the
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personal conputers 3161, 3162, and 3163 to produce the
application prograns AP 1, AP 2, and AP -3 and

downl oad the produced application progranms through
the authentication wunits 3171, 3172, and 3173 to
storage areas allocated 5 i il %dvance in the externa
menory 307 through the SAMchip 308. At this tineg,

Péestusl nesspstetsd 2PE, 1315162, aidl 38453 ABS Bréduce the

parties with no relation with each other; so 'the

SHPI DELt 26RASTbyrdhe /XL ng) zmrm:ya%% Iaﬁd\ﬂﬁbﬁnlwa the
10 appl.ication progranﬁ‘AP 1~ AP 2, and AP -3 can

O e Pl G PO Pl ARARE htlfhit%%a%ha% ton

AT, S, A o8 LIS T e

and AP 3, the firewalls FWrestrict the transfer and

W AFRRCR nrthe exkesnalhmenopli 847 sShrorolr the #EMichip
AP 2, and AP 3. The software devel oper 315 M D

Bwnl oads a predeterm ned programinto the SAM chip

308 through the 20 authentication unit 317 4 in

accor danahis tinkeedHed HusSn¥ses 191 rahersihandier ang
| ayer and | ower handl er | ayer includinhg t'he drt ver

/AR S Ll R Td SRR Bl e
1.%%6‘ ps{t%%et fa rgrr}aeads R qaméx teq':nta € mseéll\c/alr%rhlii%'fgotso tw hthe
appli;::ation programs AP_1, AP 2, and AP___3 can be dov_mloadéd
are detemiﬁed in advance. Whether or not one has the right
to download to such a storage area is verlfled by the SAM

chip 308

Further, during execution of the application programs

AP 1, AP 2, and AP 3, the firewalls FW restrict the transfer

and viewing of data between the application prbgrams AP 1,

AP_2, and AP 3. | |
The software developer 315 _MID downloads a‘

predetermined prbgraﬁt into the SAM chip 308 through the

authentication unit 317 4 in accordance with need to

_customize the higher handler layer and lower handler layer

including the driver layer shown in FIG. 49 of the SAM chip

308 etc.

Further, the software developer 315_SUP downloads a |

-pfedétermined program into the SAM .chip 308 ‘through the
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aut hentication unit 3175 to custom ze all of the

| ayers shown in FIG 49. The authentication units 3171
to 317_5, as explained later, nutually authenticate

and produce downl oad signatg&ﬁ verification key
information etc. with the SAM chi p 308 when

downl oadi ng a predeterm ned programfromthe persona
sohhenticagiféd upiBlB57t 5 thecGibbabip 308. ofhehe layers

personal conputer 305, for exanple, is used by the

shbenh oh the.l focard 303, that is, the end user. 10
The per.sonal conputer 305, for exanple IS connected

t hrougfy@ aﬁﬁfﬂé’ﬂtﬂﬂél&{ u g%spgge‘r_} Ocd )é%eeftﬁigined _

reader/witer 304. The card rea witer 4 realtzes

exannl g M reless, co tion correspqndi

HRker ALY BGLRS5HE TR Ersahy Sy v o d1gRa cure
tional commands to the 1 C card 303 and t he

VREHAHCBE R Us LPEORPARORCoERr dviddn theoSHlr@ e 498 when
and anal yzed at the SAM unit 309 side. Therefore, the
19#%#0¢@a@@r¢wpre@¢témM1n@@rsnmgramoﬁpmmetheoﬁeraudal
ASP server 306 interposed between themonly act to
sigretéhe IDEMBNES 206 B £ESEINSSA (R BRI 3081 the data
payl oad portions and relay the sane. They are not

Fnvol viarh ik ddih 8N Worpd 4t Hos J9&dy RLIAH RS, dﬂ  Jised by

aut hentication, or other operations in the 1C

G ol N tﬁé_ﬂexé Gt G4, ey 2t g;&#ged%“‘“e“ .

ebuggi ng ogram r unni‘ng on

118 The personal computer 305, for example, is connecﬁted
t‘hrough a serial port or USB port to a Dumb type card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC caz.;d 303.

ﬁ?he operatipnal commands to the IC card 303 and the

response packets from the IC card 303 are generated and

‘analyzed .at the SAM unit 309 side. Therefore, the card

reader/writer 304, personal c;c.maputer 305, and ASP server
306 interposed between them only act to store the commands
or résponse contents in t_hle data payload portions aﬁd relay
the same. Tbey are not involved in the encryption or
decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugging

‘a program running on the SAM chip 308.
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Next, the conmponents shown in FIG 48 will be

expl ained. 1 C Card 303 The IC card 303 stores the key
information etc. 5 necessary for the settlenent

processi ng using the SAM chip . 308. Authentication

Units 317 1 to 317 5 FIG 50 %38 a functional bl ock

di agram of the authentication unit 3171. 10 As shown

in Fl G Ne&t,t hheadbhpbhiettlsl @hownl in3Fkfcel 4Bagidl be
storage unit 3501 and processing unit 3511. As shown

| _xphGinetd. the storage unit 3501 stores a SAM I D,

mut ual aut hentication master key information K, and
access ster .k information KA. 15 The SAMID is
identifrc&gggg—gégornation of the SAM chip 308. The

mut ual apt henti cation_master key information KiI is,

as explgﬂﬁeaclSF§9,39§e6tP6FSg§ &r keyngnforgation etc.

aut henti cation key information K2. 20 The access
mRecesspey farokhat sehtkement prptessiny dsirgy thes SAM chip
used for generating downl oad.signature information .
. 368d when downl oading a programin the externa

menory 307. The access master key information KA is

“key i nf saBRbheNcaBe6R/SOARLY sl 91 7d9WpL08¢8Hng to the

external nenory 307 a 25 programotr the AP | ayer of
the soffy@resst {¥CLUEEn8Ei bAS1 1148k "diagram of the

'aﬁthentication unit 317 1.

As shown in f‘IG. 50, the authentication unit 317 1
has a storage unit 350 1 and processing unit 351 1.

As sho‘wn‘in FIG. 50, thé storage unit 350_1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information K1
is, as explained later, used for generating mutual
alu'thentication key information K2

The access master key informatioh KA, 'asrexp'léined
later, is qsed for generating download signature information
.use& when downloading a program in the external memory 307.

The access master key information KA is key iﬁformatiOn :
necessary for downloading to ﬁhe external mémory 307 a.

program of the AP layer- of the software structure of the
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SAM chip 308 shown in FIG 49. The processing unit
3511, as shown in FIG 50, has a mutual authentication
unit 3521 and downl oad processing unit 3531. 5 The
nmut ual aut hentication unit 352 1, as shown in FIG
51, when downl oadi ng a progratPte the external nenory
307, encrypts the SAMID as plain text using the

a t t |.O er ,key information KL to
gg%grg?gﬂtﬁgg ﬁ%?hglggggﬁéhtﬁéation key information K2
and us that nutual 10 aut hentication key . _
i nf or mat TOPROCEBF LA WA £ adt-heht iasusharn in FiGe v bhas
chip 308. The downl oad processing unit 3531, when :
ViR B P theptigpbien oitide 352t dr and dewnlyad(Ofroeessing
shown in FIG 52, encrypts the SAMID as plain text
usriy 352 access master 15 key information KA to
generate the downl oad key informati on K -DA.. Further,
the dowHe®ashtiaaCe68haALEAALISRINUS 882t Be oWl AAf in FIc.
key information K DA to generate the downl oad
stgn ' ' 1tg, Lt chi ps4 '

NaJHEE AV SEREA QY a@%o_tgrr%g:{s% ghgnﬁkgﬁﬁgl%%%y 307,

308. The authentication units 3 ar e

' det b the ab | ai |
SRR P R w iRt R mtaat

ggggent of the access master key information KA

hentication Pagteknfe anirinakion Higtosyenerate the
functional bl ock diagramof the 25 authentication
@ tuxy agthentigation key information K2 and uses that mutual

authentication key information K2 for mutual authentication
with the SAM chip 308.
The download processing unit 353 1, when downloading

a program to the external memory 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key .informa'tion KA to generate the download key information
K DA. Further, the download pz;ocess':i.ng unit 353 1 uses the
download-key information K_bA to generate the download |
signature infémation and transmits it to the SAM chip 308.

The authentication units 317_2 and 317 _3 are
configured the same as thé above explained authentication
unit 317_1. However, for'exaﬁple, the conltent. of the a_cé.es's
master key information KA differs for each authentication
unit.

FIG. 53 is a functional block diagram of the

authentication unit _ 31'7_4 .
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As shown in FIG 53, the authentication unit 3174 has
a storage unit 350 _4 and processing unit 3514. As
shown in FIG 53, the storage unit 3504 stores a SAM
I D, nutual authentication naster key information K1,

5 and access master key infork#ion KA and KM The SAM
I D, nmutual authentication master key information K1,

and access sMsherikayd Nfgd el %Me‘?{iﬁﬁ?tél%é UM 9317 4

t hose expl ai ned above. The access mast]?r Sy I _

[ td [ Vadfprimation 10 for do i hg
a%ﬁg@ aérr‘?é(}f- %lﬁe&hﬁ haeéfdlhgna Cie R e i) ‘;W#é f%’x%?
handl er _| ayer including the driver |ayer of the

sof t war é‘sstsﬁi?&'hrlé' g‘fl‘ﬁhé@smh&i%%@g%w i3POc/dGstores
49 to the external nenory 307 or SAM chip 308. The
pro SR TRy gwitteads anthgatinahAonnmas Ber Sgey hirsfodiBation K1,
mut ual authentication unit 3524 and downl oad _
pregckswigRps wRitea5 by Tingd omtatdlomakzhamid @i on unit

3524 is the sane as the mutual authentication unit

3521 exmhai sagt I, FhGtual authentewnlead RLRELSSKRY

unit 353_4, when downl oading 20 a programto the ~

€4 inFoidla tARAP KL 3Rhd aSce2AMhalst o Qef&nfog:ﬂ{art&% > KA are
the SAMID as plain text using the acCess master ey

i [ B0 t nerat.e the,downl oad key

[ % %r mat |eon%SK@h.q%5%\.% 1;%11Pefjh3b&g\ﬁnl oad processing

unit 3534 encrypts the downl oad key i'nformation K -DA

‘as pl ai AESGCIRT RFSERT kR dedorngtinaii ipdey information

information KMto generate the downl oad key - 121
for downloading a program of the higher handler layex and

the lower handler layer including the driver layer of tﬁe
SOftwa.;:e structure of the SAM c_;lip 308 shown in FIG. 49 to
the external memory 307 or SAM chip 308.
The pr’ocessiné unit .351_4, ‘as shown in FIG. 53, has
- a mutual authentication unit 352 4 and download processing
unit 353 4.
The mutual authentication unit 352_4 is the same as
the ﬁutual authentication unit 352 1 explained in FIG. 51.
The download processing unit 353_;4, when downloading
a program to the external memory 30.7,-,5;9 shown in FIG. 54,
encrypts the SAM__]fD as plain text. ﬁsihg the access master

key information KA to generate the download key information

. K_DA. Next, the download processing unit 353 4 encrypts the

download key information K__DA as plain text using the access

niaster key information KM to generate the download key
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information K -DM Next, the downl oad processing unit

353 4 uses the downl oad key informati on K DM

to. generate the downl oad signature information and

transmts it to the SAM chip 308. 5 FIG 55 is a

functional bl ock di agram of- tipg aut henti cati on unit

3175. As shown in FIG 55, the authentication unit

317 has ,a st e unit 350 5 and. processing unit 351
%5 TP 2@?46 Ne¥t. | FRestoynlead mroastsing d’r‘é’st 353 4

10 a SAM I D, nutual authentication master key

i pSGEehcp siorenl cagh kexc daformadtion KePM oo gemisirartek Ahe

KM and KS. The SAM I D, nutual authentication master

. kelpwndicadratignatiite anfloamaessnnasietrikeymi 0§ oitedd Gthe SAM

KA and KM are the sane as those expl ai ned above. 15
Tdigc@ass master key information KS is the key
i nformati on required for downl oadi ng a program of the

308 shosic"i ROFTG 146t R Chiber hi kg YRR
SAM. ¢hi The elAe Sing unit 3515, as shomn in
Fﬁafgggglﬁgs 1°%0Y8 gggk-authentlcatlon unit 3525 and

downl oad processing__unit 3535. The nutual
aut hent PEafheruAPRt FE§2 85; sthaeauthenticahtomunit 317_5
aut hentication unit 3521 shown in the above-nenti oned

Fhes 81storagmeundtnBbAdSprodepsprgsaang 863t5350hsn
downl oadi ng - 122

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication.master'keyrinformaﬁion'Kl;
and access master key information KA, KM, and KS..

The SAM ID, mutual authentication maéter key
information K1, and access master key information Ka énd
‘KM are thersame as those explained above.

The access master key information KS is the key
infoimation required for downloading a program of the 0S
'1§yEr of fhe software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.

The processing unit 351 5, as shown in_FiG. 55, has
a mutual authentication unit 352;5_and download processing
uhit 353_5, |

The mutual authentication unit 352 5 is the same as
the mutuwal authentication unit 352_} shown in the
above-mentioned FIG. 51.-

The download processing unit 353 5, when downloading
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a programto the external nmenory 307, as shown in FIG
56, encrypts the SAMID as plain text using the
access naster key information KA to generate the
downl oad key information R _DA. Next, the downl oad
processi ng unit 3535 encryptsiihe 5 downl oad key
information K -DA as plain text using the access

TaS piodsaih 1t QIR LAAR- K Q48061 3¢, the dounl oad JRY. se,

i nformati on - xt, th | oad’ processing u

3 CI ViRt s wnl oad key information K -DM as

pl‘l:égxl%nr 1't%eq:xg't tﬂllf"siérﬁ‘gie—_t e aascé’gsasuhé?ﬁ‘é:r UehrS s RAGT mgster
t enerate the 10 downl oad key i nformati on K -DS

NgS?g’, 1pferBgir PRl pbe Gangtafe thet desBEoaddiey Honformation
downl oad key information K -DS to generate the
d&uiPoalexitgnbherdowmk eadaticoresaichat nansnB53 Shemcigpts the
the SAM chip 308. In the present enbodi nent, the
adowalbadakepni nfbisatibors K/ Db aslp¥aimtéxtld8ith0tRe access
information in the storage units 3501, 3504, and 3505

| Radteec ey InFoemaien KMELS YRnkSaRke tHes hﬁ)%qgab% kaey

outsi de factors or forced open, this is detecte

out si de fact or _ _ detected®
roreendtinh kg K9y, TRt TRl Hifheaflald i 353 5

SéQ%Uni% 3%% [g?te&nal gbnon¥ 307] FIG 57 is a view
f P CE¥BIFSi MPRgPHB SRS, kg ipformatiopnE BY: asnpilain text
menpry 307. As shown in FIG 57, the storage areas of
t HE1Bqt EPRarccess mpasker Jogy i farma bipmKS ttor ggoegade the
3201 in which the - 123 '
download key information K DS. Next, the download processing
unit 353 5 uses the download key information K DS to generate
the download signature information and transmits this to |
the SAM chip 308. -

In the present embodiment, the authentication units

317_1, 317_4, and 317_5 store information in the storage

units 350 1, 35();__4, and 350_5 in a secure state. When these

units are destroyed by ocutside factors or forced open, this

is detected by a detection unit and the information stored
in the storage units 350__1, 350_4, and 350 5 is deleted.

SAM Unit 309

" [External Memory 307]

' FIG. 57 is a view for explaining the storage areas

of the external memory 307.

As shown in FIG. 57, the storage areas of the external

memory 307 include an AP storage area 320 1 in which the
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application program AP -1 of the business 3151 is

stored, an AP storage area 3202 in which the

application program AP -2 of the business 3152 is

stored, an AP storage area 3203 in which the

application program AP -3 of fta®e business 5 3153 is
stored, and an AP managenent storage area 321 used by

tge gpna er_of the SAM SBLp 308. The ,application

program AP oM PRFER AFdhoiadhe bugdeess 84 53J0i g stored,
conprised of a plurality of program nodul es. Access to

t A8 AP storage arem 32012 dw ediichcitde bypillieation program
firewall FW1. The application programAP -2 stored in

t A®_APoft thagbusiness3305 i2s icomporad] @h APMIsWodlddey area
of program nodul es. Access to the AP storage area

3208_Bsineshick gt RppgiitatidepebhrEW 2p 3% f NGhe business

application program AP -3 stored in the AP storage

aneg 3293 & éon&P rér?c? %no %Bagggrgéanéhlé g &1%%8% rz-i{jl%]aa 321 used

nodutes. Access. to the ge area

rest gi.ct by the_ fire W 3 n the present
eﬁ%og#ﬁﬁﬁg?agﬁg §§o§é9p rgﬁfﬁnaake 20 is the

m ni murg uni t downl oaded for exanple fromthe outside

of the S1IRPIiTYYLR RURgTaR BPnd| skeredyingthe AR storage
nunber of the program nodul es form ng each ’
apprRc3E P oh 1% oemprised 4k o pdeivplddieofi pedghpnt hedules.
correspondi ng business. Further, the application
ProgessstAPthie AP 2tomagdeARrda 320S10i8dr&Btih8ted by the
external nenory 307 are scranbled.” They are - 124 -
:firewall FW_1.

The application program AP 2 stored in the AP storage

area 320_2 is comprised of a plurality of program modules.

- Access to the AP storage area 320 2 is restricted by the

firewall FW 2.

The application program AP 3 stored in the AP storage
area 320__3- ig comprised of a plurality o:f program modules.
Access to. tixe AP storage area 120_3 is restricted by £he
firewall FW 3 .

In.‘the present embodiment, the above program module

is the minimum unit downloaded for example from the outside

: of the SAM unit 309 to the external memory 307. The number

25

of the program modules forming each application program can
be freely determined by the corresponding business.
Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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descranbl ed when read into the.  SAM chip 308. Further,

the application prograns AP 1, AP 2, and AP -3 are,

for exanple, produced by the businesses 3151, 3152,

and 3153 using the personal conputers 3161, 3162, and

3163 shown in FIG 48 and ar&Z2downl oaded t hrough the

SAM chip 308 to the external nenory 307. Access to

t e a r 3 i Sy.:1€ icted by

{ Re=fFraBRRHiRh SRANCIRLE! Che S Shabr30R 1 " r 2
FW3, apd FwW4 corrzsgond to the firewalls FW shown

in FIG-28""%he RBRAYEMEAPR RIS A2 1308P 52 orail AP_3
the AP_ managenent data 330. The AP managenent data

33be; nEPHdREAmRle oxiERiuced by hv bosimesgsls 315 1, 315 2,
authentication key information K2 (or nutual 15

aamdedl bcat nsnngather peeyonal ocompubarkKlpleand 316 2, and
downl oad signature verification key information K -DA

KEME/] 3 asHo¥bVEn Feee, 48 hendoxbb 0a8whl §8aLd! €hrough the SAM
verification key information K DVA is key information :

fonipyes08ytoothbCek88ih MR YnOty 1 9675 gnature
i nformati on generated using the 20 downl oad key

i nf or mgf L QI ek wnl oad signature verificatjon

oy nstaand H ol M Rt € MG S pea B s
verifyin e legitimacy of the signature information
g’%ﬁ‘f‘g’t%%ec&g%gt fet ¥R bhF%eY- information K - DM

25 The downl oad signature verification key information

- 125 Note that the firewalls FW 1, FW_ 2, FW 3, and FW_4
correspond to the firewalls FW shown in FIG. 49.

The AP management storage area 321 stores the AP

‘management data 330.

The AP management data 330 includes for example the
SAM_ID, mutual authentication key information K2 (or mutual
aufhentication master key ihformaﬁion K1), and download
signature verification key information K DA, KDVM, and KDVS.

| Here, the download signature verification key
information K;pVA is key information for verifying the
legitimacy of £he siéhature information generated.using the
download key information K DA.

The QOwnload signature verification_key information

K DVM is key information for verifying the legitimacy of

-the signature information generated using the download key

information KLPM.'

The download signature vérification_key information
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S
~descranb

.data 25 ough t external menory conmuni cati on
i nt erfa%éé‘ﬂﬁnl#‘}?lE %S%]

K _DVSis key information for verifying the |egitinmacy
of the signature information generated using the

downl oad key information K _DS. The downl oad
signature verification key information 5 is key
informati on used for signatud@bverification perforned
when downl oadi ng t hat program nodul e t hrough t he SAM

R Bus398 By HReBthatth B0 300 bt Bl B0Bey o

58 is a“functiona ocC I-aqgr
1%h§O%Sh8“@ in Fl 48, .As shown in_FIG 58, the SAM
c )it aEEAMUPTRETF ER it dde Gemnload key
360, external nenory comunication interface unit o
382EopHatierakuPe-unit 362, encryption/ decryption
unit 363, storage unit 364, and CPU 15 365. The SAM
chi p 30Bh¢sdownhnpdrsigsatuaat vapilfiieatidhekdpPfnformation
communi cation interface unit 360 is an interface used
f e KeypihfarsatibpUised fal 8ighhBub8& A i GRINVG pdPformed
shown in FIG 48. 20 The external nenory conmunicati on
| Wheh f A6An UBAEiR§ 1tnhE ﬁﬂobESﬁrﬁa&ﬁlasggr%g h'gﬁgtgggdchip

out put of data with the external nenory

ﬁ@"@&efﬂgiéxéggn%gr,gggl £5 syyput data and

es | nput t rnputting and outputting

FIG. 58 is a functional block diagram of the SAM‘chip
308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
cbmmunication interface unit 360, external memory

communication interface unit 361, bus scramble unit 362,

réncryption/decryption unit 363, storage unit 364; and CPU

365,

The SAM chip 308 is a tamper-resistant module.

The AS?S communication interface unit 360 is-an
interféce used for input and cutput of data with fhe ASP
server 306 shown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and output of daté with the
gxternal memory 307.

The bus scramble unit 362 scrambles output data and

_descrambles input data when inputting and outputting data -

through the external memory communication interface unit
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361. The encryption/decryption unit 363 encrypts data
and decrypts encrypted data. The storage unit 364
stores data used for the 5 processing by the CPU 365.
The CPU 365 executes various processing including
execution of an applicatiorm gr¥gram by the SAM chip
308 based on a predeterm ned program (program of the
pB&dent invention) in the formof tasks etc. 10 The
CPU 365, for exanple, executes a download task 365a

for perERENLAL PHRESATI - L 09 Jrodram

nmodul es througlﬁ?{)he |Z?§rgﬁ%{%é§8%§?é,g?r?§‘cd‘&%a‘fsoé‘§“ and
operation of progr dul es by the downl oad task
3§§§§%P%thn @pgggﬁkg%a‘be explained. 15 FIG 59 is

a flow chart for explainigg t hat downl oad operation.

In the TBPI 8tPRB9enBBaLtNBAE, staEeexdnbnarsed Gpr| the
given of the operation when a business 315 API
dewhRreassnpr byr &hent8U 8656f t he application program

AP -1 shown in 20 FIG 49 and FIG 57. Step ST301: :
The perThaaCPUOBPSt exedidbédssharionsd piéredSihdaislitding
a downl oad request designating the nodul e nane of each

PEREEAELEAMYE Ant SpPLi S2¥HLR AR CRMBY | HSAM Eh i
appl i cation 25 p?%lgram AP- 1"t hrrough ?he aufj\#;nlt:llL aatqsolr?ased

Ugh ty ﬁﬂ-géeté%fﬁgatpfog]r?gn (programl of the present invention)

in the form of tasks etc.

The CPU 365,ifor example, executes a download task
365a for performing processing for downloading proéram
modules-through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315_AP1 downloads
program modules of the application program AP 1 shown in
FIG. 49 and FIG. 57.

Step ST301:

The pers‘dnal computer 31'6_1 shown in FIG. 48 transmi-ts
a download request designating'the module name of each
program module to be downloaded comPriging the épplication

program AP_1 through the authentication unit 31'7-___1  Internet
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~authentication unit 3521

310, ASP server 306, and ICE 318 to the SAM chip 308.
Step ST3M2: The nutual authentication unit 352 1 of
the processing wunit 3511 of the authentication unit

. 317_1, as showmn in 5 FIG 51, encrypts the SAMID as

pl ai n text using the nutuat B&4fhentication master key
information Kl.to generate the nutual authentication

keyvo | NKep B i00x Kipe St&ﬂds‘gé@ﬂér hg, N diddaM chip 308.
o] 0 u&%

the processing 1

3511 ofg,the ntication unit 3171 perforns nutual
authemﬁ%ﬁﬁiéﬁ?é?th the downl oad task 365a of the CPU

365 of the SAM chig 308 using the nutual - : )
aut hentTaPprsiagcluthen bieatiom wei tydnd, 412k the RTegessing
ST302. Step ST3M4: 15 Wien the nmutual legitimcy in

torel gl 1 aef hthe | authentbfasiap 8BOB1TE Lords rekeeyn in
the unit proceeds to the processing of step ST305,

WG e Siheenaatyptist thedSAMt DB ¢ gesisi textSueAn§T8A& mutual
20 The downl oad processing unit 3531 of the processing

i #heibtilo Ot i S GnBgitdie NEd F Al kb foB Il €1QdhdFhte the
FIG 50, as shown in FIG 52, encrypts the SAMID as

R T e S A
Step SEHY shdfds:

'i'he mutual authentication unit 352 1 of the processing
unit 351 1 of the authentication unit 317 1 performs mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 368 using the mutual authentication key
'in-formatiot; K2 generated at step ST302.

Step ST304:

When the mutual legitimacy in the mutual

authentication of step ST303 is confirmed, the unit proceeds

- to the processing of step ST305, while when not, it ends

the processing.

Step ST305:
The download processing unit 353 1 of the processing

unit 351_1 of the authentication unit 317 1 shown in FIG.

50, as shown in FIG. 52, encrypts the SAM ID as plain text.

using the access master key information KA to generate the
download key information K DA.

Step ST306:
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The downl oad processing unit 3531 uses the downl oad
key informati on K DA generated at step ST305 to
generate the downl oad signature information. Step
ST307: 5 The downl oad processing unit 3531 transmts
the downl oad signature infoppgtion generated at step
ST306 to the SAMchip 308. Step ST308: The downl oad
t ask 365a of the CPU 365 of the SAM chip 10 308 shown

in FI GTB BRI RERFRTHPSI Y éﬁé_\;leHSﬁsc&PFoﬂownload

key information K DVA shown in FIG 57 to judge the

| sgy t infieymagionh¥_BAwaepatatednatustepnfBsfht tongenerate
received at step ST307. ‘At this tinme, the downl oad

t tlsék @6®alpadgesighatuhe idbumhatdlonequest has been

made at the AP | ayer based on the 15 nodul e nanes

recei veshb gy $tep7ST301 and specifies the download
signature verification key informati on K DVA. Step

STS09: e | hoh 1 bG5S BLo 16D STEOEH3Y pfngm O

signature in ornatl egl |nate proceeas

f ST310 :
e‘%%l‘%“f‘ﬁ%geﬁ$‘r6§%§§1§lﬁggng? EraToo=Ths oot baa PRLRIS0S to
365a of the CPU 365 of the SAM chip 308 shown in FIG

sehe M ehip: AR8address in the external 25 nenory

307 corresponding to a nodul e nane designated at step
129 ~Step ST308:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 uses the download signature verification
key information K _DVA shown in FIG. 57 to judge the 1egi,timacf
of the download signature infomatioﬁ received at step ST307.

At this time, the downloéd task 365a judges if the

download request has been made at the AP layer based on the

'module names received at step ST301 and specifies the

‘download signature verification key informatiomn K DVA.
Step ST309:
If it is judged at step éTaos that the download
sig‘natﬁre information is legitimate, the task pi:oceeds to

the processing of step ST310, while if not, it ends the

- processing.

Step ST310:
The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 correspondi-ng to a module name designated at step




10

15

20

C 25

ST301 by view ng the nodul e managenent data 330 and
downl oads the program nodul e received fromthe

personal conputer 3161 to that specified address on
the external menory 307. Note that when the software

~devel oper 315 M D 5 downl oadg,gr.ogram modul es of the

hi gher handl er |ayer and |ower handler |ayer shown in
FIG 49 to the external nmenory 307, at step ST305,

S Hobi | gy g theimedule srnagepenitsdate aed dwnloads
the routine explained using FIG 54. Using this, at
StheppEFFOEM rdrdu o welaesioresi franutte: persomaili compstéd 316 1
generated. Further, at step ST308, in the SAM chip

8 tHAte spdwHieall sddiEdiich Mald fd:aaidddl kR¥ory 307.
informati on K DVM shown in FIG 57 is used to verify

the do%'t%a‘il'ﬁ%ﬂtg Qe &hd %fogfvﬂ% O vEdHae 319 et he
sof tware devel oper 315 SUP downl oads 15 a program

dul.e of the OS |ayer .sho iR FLG .49 to the
kil klbarin P B et Tkl phidlr 2aver ana
explained . using FIG_56 is used to generate the :
JoliaroBarAle= AREFRaTPONn 10 BEC 85 §or Fhe, Sxtexta], memory
ST306, the downl oad signature information is
ger atte s tapuSTROS5, dthesdawrdreeh kayn inferpatdmm dhiOM is
308, the downl oad signature verification key

geherarisidoby KhdDYSushaeneipl Hed hding PHEd 540 Veih§\this,
“the downl oad signature information. Note that the

aef kwahe sd20%l, 0Rsles ddlmi1¥ald adndtRralln foafhatsen 1S

access nmaster key information to downl oad 25 the

BRACATMIpLELREL! e FebBVi3dd, e cRY! BARAUnIEHYY, the

‘download signature verification key information K_DVM shown
in FIG. 57 is used to vérifyrthe download signature
information.

Further, when the software developer 31S_SUP domloads
a program module of the OS layer shown in FIG. 49 to the
external memory 307, at.steé ST305, thelroutine explained
using FIG. 56 is used to generate the download key informgtion
K DS. Using this, at step ST366, the download éignature
information is generated. Further, at step ST308, in the
SAM chip 308, the downloéa signature verification key

information K___DVS shown in FIG. 57 is used to verify the

- download ,signéture information.

Note that the software developers 315 MID and 315_SUP

can use the access master .key information KA to download

the program module of the AP 1ayer'.to the external memocry
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307. Further, the software devel oper 315 SUP can use
the access master key information KA and KMto
downl oad program nodul es of the higher handl er |ayer
and | ower handler layer 5 to the external nenory 307.
Next, the processing for a.tyggsaction using the IC
card 303 by the communi cation system 301 shown in FIG
48 will be explained. FIG 60 is a view for

¥aining the overal | operation 10 of the
conmuni cati on system 301 shown in FIG 48. Step ST331
The buFiurddses 36 dof 3¢ clewelppdr rHJUSURdDY use the
t hese busi nesses produce application prograns AP 1, AP

Zcadh ARsTdiokeyhRACoRHSLNBASKS d4rid K L6r bRHD68aSHAEgram
for 15 transactions using the I1C card 303 on the

RERSAPNA SOPRE! REghed idnd BdD 2 alld 230 §ol§29mahaigkqayer

48. At this tinme, downl oad procéssing expl al ned using

FlG,, 59 j erf Qrned, ST332: 20 The application
pﬁoog%haemeﬁ%%ah&?or%?%_% are downl oaded t hrough

the authentication units 317 1, 3172, and 317 3 from .
the pef&dital %Twmﬂf%if@l,f%ﬂ@z,t%%m Fime A IC
chip 308. At this tine, the processing explained using .
[agd 5Py thee gasmpuniicatikgy system 301 shown in FIG. 48
will be explained. | |

FIG. 60 is a view for explaining. the overall operation
of the cbmmuni_céltion system 301 shown in FIG. 48.

Step ST331:

The businesses .315~_1 to ‘315__3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP_3 for those businesses to pe:r;'form, processing for
traﬁsactions using the IC card 303 on the personal computers
316_1, 316_2, and 316_3 shown in FIG. 48.

At this time, download.pr.ocessing ekplained using FIG.
59 is performed. |

' é#ep ST332:

The application programs AP 1, AP 2, and AP 3 are

: downloaded through the authentication units 317 1, 317__2-,

25

and 317_3 from the personal computers 316_1, 316_2, and 316_3
to the SAM chip 308.
At this time, the pro_ceséing explained using FIG. 56

is performed.
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Step ST333: The user is issued the I1C card 303. The IC
card 303 stores the key information used for
transactions with a business which the user has
contracted 5 with. Note that the contract between the
user and a business .. may. bgggcancluded after issuance
of the IC card 303 through the Internet 310 etc. Step
ST334: 10 For exanple, when a user desires to use the
per sondteRoRFA3: 305 to access the server 302 through
the Internet 310 to purchase a product, the server
302 i sThes usepr deedsismed rtbeudSt calndo3@3 .t he | nt er net
310 to the ASP server 306. Wien the ASP server 306
recei v&hed I QARSI s803R_S thEd k0 Dl nSAie uHedl for
it accesses the personal conputer 305 through the
UL Bl Wil BChuskREsR ARESH! B! FELEHad Uodfifacted
| C card 303 issued by the car reader?WW|ter I'S

3§1through t he personal conputer 305, Internet 310,

ASP server 306 to the SAM chip 308. 20 Step

ST335 The SAM chi p 308, in accordance with the .
proces PG thakhe sraterriubabverBptheay aiseT spret tRugipess

~application programby the settlenent processing
gt breceasiuded akéeyt 2ssupncsepEctd %ﬁépct-'wa%tii% through

program 25 Step ST336: - 132
the Internet 310 etc.

Step ST334:

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet
.310 to'purchas_e a product, the server 302 issués a processing
request throﬁgh the Internet 310 t§ the ASP server 306.

When the ASP servé: 306 receives a processing request
from ﬁhe server 302, it accesses the personal computer 305
through the Internet 310. Further, the processing‘request

for the IC card 303 issued by the card reader/writer 304

is sent through the pérson&l~bomputer 305, Internet 310,

~ and ASP server 306 to thé_SAM chip 308.

Step ST335:

The SAM chip 308, in accordance with the processing

request received at step ST334, selects an application

program by the settlement processing routine task and

executes the selected application program.

Step ST336:




10

15 -

20

- 25

The SAM chi p 308 outputs the result of execution of
the application programto the ASP server 306. As
expl ai ned above, according to the conmunication
system 301, by the authentication units 3171, 3172,
and 3173 holding the accessamster key information
KA, the authentication unit 3174 hol ding the access

mast er _key _ji.nformati KM, the authenticati unit .

3175 3T F6% FER COBs oEBEES B8P FRESLIaCloR RS ELon of
and, as _expl ai ned above, perforning processing for

dn PERI 1R td oy FFesmaTode dhep AEF wervenr &dfal nenory
307, it becones possible to downl oad a program

nodul edsi expdadnednabowet, h acicgiding ten the cesomndarddEcon
with the software hierarchy shown in FIG 49. _
ERenei03®.1 | by ThHROSHItHed Hi Ui Minids W1autinordized, and
party fromillicitly exchanging or tanpering with™

2199 ARTANEL ThES AR elS REHULEY it r2il k2308 ne

* Further, according to the comunicati on system 301,

as,.expl.ai ned earli.er h u ntigation units 317.1,
TR AR pR T a1 Bl (A, Ybdtls gilver! ey
t.he storage _units 3501, 350-4, and 350 5. Wen such a
gREPIma o M_e&?%@“@%%@ﬂ%l“%@&7_& hojidkig the
open, this is detected by a detection unit and the
scoesd masternkeyninfornatieonrK8e andi tas 35qilalesd above,
and 3505 is deleted. Therefore, illicit wuse of the

bey fornd heaprogessaagl Eorddowinlacidiggt @ pPieoghii mitdyle to
308 can be avoided. .25 Further, according to the

CAETERIERhEAN eSS ™91, it b3domes possible to download -
a program modules in accordance with rights given in

accordance with the software hierarchy shown in FIG. 49.

" Therefore, it is possible to prevent an unauthorized party

from illicitly exchanging or tampering with program modules
to be executed by the 'SAM chip 308.
Further, accorxding to the commﬁnication- system 301,

as explained earlier, the authentication units 317.1, 317 4,

and 317_5 store information in a secure state in the storage

units 350_1, 350_4, and 350 5. When such a unit is destroyed

by an external factor or foréed open, this is detected by
a detection un:it and the stored inférmation in the storage
units 350_1, 350_4, and 350_5 is deleted. Therefore; illicit
use of the kéy information uséd for dowhloading to the SAM
chip 308 can be avoided.

Furth_ei: , according to the communication system 301,

i




10

15

20

25

when the SAM chip 308 operates a plurality of

application prograns, since data transfer or view ng

of data and codes between application prograns is
restricted by the firewalls FW1, FW2, and FW 3,

illicit interference or tanpesgng with 5 the

processi ng of each application program by anot her
agglicg%ion program can be prevented. Further, it is -
pOER pHae $RM et c20% hePekr et ya oplusehi by prf cappdacatio
program Further, according to the conmmunication
HEPEFBD , singe «atfd grdnafencr adsviog odhdartegrad codes
by a plurality of 10 program nodules, it is possible

tloe tovenh Gabiticed theore prekgiransTe B0r¢/s 8P ctdd W dh¥ T Firewalls

~nodul es units. Further, according to the comuni cation

et eMERO0L, Badanerypinng difei hedbExr6AREI Sletahde 8 with
i nformation used for operation of the IC card 303 in

TR BRSO IT oF e SRt SELU R RRs Bkt Mnbleg]

security level of the key infor ion. Further,. ] :
RERL A T PERETPI G EE RO SR TR pREASE| Lf ie possibla

program can execute encg%gtion and decryption 20 when
2 chanre dhs ssFreny eachmprl icpktonpregram. j s

_ possible to prevent an application programstored in

the eFuarbhelr ,nawmordifig ficorbHeeigwmmdricition aned yeed3ol,
etc. while processing of the SAMchip 308 is halted.

BYG i dighiri rig redd1o i p 10 s s GOF R a0 B NY PiLal 2By of
specifically the function blocks of the SAM chip 308
iﬁ:@@ﬁ-am hddules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,
by encrypting the highly confidential key information used

‘for operation of the IC card 303 in addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

il:xfort_nation.

Further , accérdihg to the Interpet 301, the
application program can execute encryption and decryption‘
when accessing codes by the bus scramble function, so it
is possible to prevent an application progr_:ajti stored in the
external memory 307 from i:;eing i_llicitly ané.lyz‘ed etec. while
prbcessing of thé SAM chip 308 is halted.

FIG. 61 is a functio.nal. bleock diagram _showing_more

specifically the function bquks of the SAM chip 308 shown
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in FIG 58. As shown in FIG 61, the SAMchip 308 is
connected through an internal bus 390 to the ASPS
communi cation interface unit 360, external nenory
conmuni cation interface 5 unit 361, bus scranble unit
362, encryption/decryption yy4 _ 365, storage unit

364, and CI?U 366. In the SAM chip 308 shown in FIG

61, for exanple as shown in FIG 62, it is also

e &% e ¥ connect the card I/F unit 391 connected

to the internal bus 390 to an RF 10

r ecept Asn/shoams fins FIIGn Hdi,t t3e?2 Sa chdp G086t Hes SAvinected
chip 308 and transfer data with the IF card 303 by a
heAUYAGn SitHeafall i @D EREARMRN SO Zbndfud it tdn
reception/transm ssion unit 392. The present

PR LAiR0%60 1 'H:figé:kr%a‘r?. : Qﬁlozig'oc\!gmm&ﬁ' 83Pi8h"Efkerface

embodi nent. For exanp e above expl al ned

enhodi,pent,, the ¢ of .do oadi n oqr nodu| es ‘
FRa pRE 2l Gl Ml #8510 PRrBE S P B0 R wnse
SAM chip. 308 to the external, _nmenory 307 was :
PoPys terage Bt A4 &06hE“®3h 34Renti on can

simlarly be applied using the function of the above
expl ai AadthewBhaghinsR0868hoenchn WHER. dolwn| Trxliggpample as
program nodul es fromthe personal conputers 3161 to
3bon tia FIGLOMGRge iNiits A4d pdddbIaVtehidqonifi:t the card
Further, in the above expl ained enbodi nent, the case
figFoﬁln?.%gWQdJ RDnhnlR tdld RN itheAlindd A1t Hudl Bbd T3 ki» RF
0r -
reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
through_ an antenna 392a of the RF reception/transmission
unit 392,

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

: é.omputers 316_1 to 316_5 through the SAM chip. 308 to the

.external memory 307 was illusﬁrated, but the present

invention can similarly be applied using the function _of
the abc-wer explained download task 365a even when downloading
program modules from the 'per_sonai computers 316 1 to 316 5
td a s‘t?orage unit 364 in the SAM chip 308,

Further, in the above _expla.ined embodiment, the case

of providing the authentication units 317_1 to 317_5 for
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the Internet 310 at the personal conputer 3161 to 3166
side was illustrated, but as shown in FIG 63, it is
al so possible to provide the authentication units 317
1to 317 5in the SAMchip 308 and all ow access to the
authentication units 3171-tp33175 to the
correspondi ng personal conputers 3161 to 3165. Fifth
E%rg) nent The esent. enbodi nent is an enbodi

F HPoTRR S the ﬁ%twwa%tW%gtb%ﬁéloﬁ "Fhte 3166
invention. to FIG 64 is a view of the overall
e giaatiblnstrated, donnas cshown by EEG 483, oitthe also
present enbodi nent. As shown in FIG 64, the '
oAb batticopreystentié lawistem tidrwet e wari 0317 @ ears17 5
403, card reader/witer 404, personal conputer 405,

ASP (1D AL HHiY 398" Wneeall 6% dekksSCEY eﬁhéoa@utﬂén&%uon
(secure application nodule) unit 409, personal

4
%g 41‘;’1-1 ‘}1‘?%321%—?5%4??% ct%cjarq%o ni %gggh%g%kg pters

rnet nd perform settl|l enment processing or
:{ihéee* gtroé%gsﬁ%g for a procedure using the IC card
403. 20 The SAM unit 409 has an external nenory 407
and SABLfbh Embediment SaM chip 408 has a software
configuration shown in FIG 65. As shown in FIG 65,
t he SAWhehppese8thembodinent dshent embbdiment ovexrtegponding
top | ayer, an HW (hardware) |ayer, ,25 OS |ayer, |ower
Rrandier 17terandiighdr putey dRwle iaithntikid.

FIG. 64 is a view of the overall configuration of the
commpnicafion system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM {secure application module)} unit 409, personal computers
416_1, 416 2, and 416_3, and authentication units 417 1,
417_2, and 417_3 to communicate through the Internet 410
and perform seftlement érocessing or othe: processing for
a prpcédure using the IC card 403,

The SAM unit 409 has an externalimemory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM chié-408 has, from

a bottom layer toward a top layer, an HW (hardware) layer,

0S layer, lower handler layer, higher handler layer, and
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AP | ayer. The | ower handl er |ayer includes a driver

| ayer. Here, the AP layer includes application
progranms AP 1, AP 2, and AP -3 defining procedures
for use of the IC card 5 403 by credit card conpani es
or other businesses 4151, 41%3¢,- and 415 3 shown in
FIG 64. In the AP layer, the application prograns AP
1, AP 2, and AP -3 and the higher handler |ayer are
BHEOBAHKF bet ween themwith firewalls FW 10 The ‘SAM
chip 408 is connected through a bus 419 using a SCSI
port, (ke Bowemd@anddes layerhdnidRdesy wedri@r Miayer.
ASP server 406 is connected. through the Internet 410
to a Heteyl thy AH 1hger Nedl@@ea applies tiwel pbggans AP 1,
personal conputer 405 of the end user and personal

QFTRUL Iry 4Bl dle"—fﬂ:].&? bt Ford REsdUSE NASSEec card
415‘1 415 2, and 415 The personal comput er 405,

f r

2 YRS RreroBBL s Y OURB BN Aladfftoct, 1o 2,
car er/vvrlte.r re izes for exanple wreless
C’&‘fﬂlﬂ[ﬁ%aegst to the physical 20 |evel

‘with the IC card 403 QOeratlonaI commands to the IC

card 463 &he MRsipuere thecrePIirAsicrherrgreRsdRROB, AP_2,

are generated and anal yzed at the SAMunit 409 side.
Enet &F013c antdhéheahilgherndkandietclayddlarepgsonided between
conput er 405, and ASP server 406 interposed 25 between
tHhem eilth FGirdwaldlsOorw .t he commands or response - 137
The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of the end user and personal computers 416 1,
416 2, and 416_3 of the businesses 415 1, 415_2, and 415_3.
The personal computer 405, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 404. The card reader/writer 404 realizes for

- example wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card 403 and response

packets from the IC card 403 are generated and analyzéd at

the SAM unit 409 side. Therefore, the card reader/writer
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response.
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content in data payload portions and relay the sane.

They are not involved in encryption or decryption of
data, authentication, and other actual operations in

the 1C card 403. 5 The businesses 4151, 4152, and

4153 use the personal conmputgefs 4161, 4162, and 4163

to produce the application prograns AP 1, AP 2, and

AP -3 and downl oad the produced application prograns
tFRRRIHE tHe dakhamykead geakians 4] refEy Aheghme. They
417 _3 through the SAM chip 408 to preassigned. 10

sty gget areaslvad tive endeyrpialonteiordedptilin tdf data,
time, since the businesses 4151, 4152, and 415 3 have

R HiRdred i Qe Mdd h BC R thidiehothB? 8p8ka8CoALERA thd fdCcard '
external nenory 407 where the application prograns AP
LoAP-2, and AP -3 can be downl oaded are decided in
aébance 15 and whether one has the right to downl oad

to such,a storage ar IS ified he SAM, chi

s08.  FPREpSiifEee T Ik & ARG or qnddrheS pae thfbgrsonat
the application prograns AP 1, AP 2, and AP -3 are _ S
TR e 416y 1 181007 eilid 41EuR B PaREiNcgolRe ARk hication
the application prograns AP 1, AP 2, and AP -3 to the
Pavasians £08.1 t BP_2ut lead iddRat3 emdidawn 0B thig pryduced
and 4173, as explained |ater, perform nutua

aipip1dRiai thiadin pRowtafs tdharcauyl €he mutiten tileoiicm bhets 417 1,
downl oad signature verification key information, etc.

%%g'll@(,t aan@@lsl'_o‘_'y LHHJ:Q:u@ng tHOWAM RfikCa0t 2 Idrdissigned
storage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, and

415 3 have no relation with each other, the storage areas

in the external mémory 407 where the application programs

AP 1, AP 2, and AP 3 can be downloaded are decided in advance
;md whether one has the right to download to such a storage
area is verified by the SAM chip 408.

Further, the. ﬁransfer and viewing of daté.' amoné' the
application programs AP _1, AP 2, and AP 3 are restricted
i)y the firewal—ls FW. -

When downloading th_e application programs AP 1, AP_2,

and AP_3 to the SAM chip 408, the authentication units 417 1,

417 2, and 417 3, as explained later, perform mutual

authentication with the SAM chip 408, produce the download

signature verification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be



10

15

20

25

explained in detail. External Menory 407 FIG 66 is a
view for explaining the storage areas of the external
menory 407. 5 As shown in FIG 66, the storage areas
of the external nmenory 407 include an AP storage area
4201 for storing the appldicgadg an program AP -1 of the
busi ness 4151, an AP storage area 4202 for storing

t he |ication program AP-2 of the business 4152, an
ﬁf@ta%?’!fg‘g it & for storing the 10 application
program AP -3 of the business 4153, and an AP ,
manage fetteraadr Memogye 40421 used by the nmanager of the
SAM chip 408. The application program AP | stored in
the Al FISt.oredgds ar @ded2@bri explaphitgd the atphagel idneas
of program nodul es. 15 Access to the AP storage area

L kHes Lasdvr=at g7 firewall FW1. The
application program AP-2 stored in the AP storage

ar ea 4%%—gh.b§ncmic§e@60f the R.Jégxaalg}et %r%%fgég ?{é’l@gnexternal

modul es. - Access to the AP storage area

GRS Db A0 R e 408, P B e

conprised of a plurality of program nodul es.. Access \
E@rldcats on prageanidy MobFhebrgiperst 4P b, @McAP storage
firewall FW3. 25 In the present enbodi nent, the above

pregr 420m@dfibe $86ring the application program AP 2 of the

business 415 2, an AP storage area 420 3 for storing the
application program AP 3 of the businesé 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP_1 stored in the AP storage
area 420 1 is comprised of a plurality of program modules.
Access to the AP storage area 420_1 is restricted by the

firewall Fﬂ_l.

The application program AP 2 stored in the AP storage _

area 420_2 is comprised of a plurality of program modules.

Access to the AP storage area 420 2 is restricted by the

firewall FW 2,

The application program AP_3 stored in the AP storage
area 420 3 is comprised of a plurality of program modules,
Access to the AP storage area 420 3 is restricted by the
firewall FW_BJ

In the present embodiment, the above program module
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is the m nimum unit downl oaded for exanple fromthe
outside of the SAMunit 409 to the external nenory
407. The nunber of the program nodul es forni ng each
application programcan be freely determ ned by the
correspondi ng busi ness. 5 Furdder, the application

‘prograns AP 1, AP 2, and AP -3 are, for exanple,

prodyced by the businesses 4151, 4152, _and 4153 usin

TR Ghe SHABCHPH EAawniended fior. exal eoSremoRhe| opEside
FIG 64 and are downl oaded through the SAM chip 408 to
t¢e tha SR undidnd0P $07thelepterssl tmendry AM407. The number
managenent storage area 42la is .allowed only by the
mﬂﬁ&@@rpﬁbgthmlﬁﬂﬁﬁriﬁgfdﬁﬁidg/dHMh appeRahltibW grodbif can
that the firewalls FW1, FW2, FW3, and FW4

WY rasRond drdAeiddd W'dh% %Uﬂ%ddi:ﬂ %usﬁ&eéé

The AP managenent storage area 421 stores the nodul e

nsSe R Al R e ne s

S SRSt Phab gl Cat%w"ﬁ”eo%ﬁ% Al 15 2,

application prograns AP 2, and AP -3 and AP nmanagenent
P U5 J ey ithe mersenadn siompviess 43P _dre 4165 2, and

explained |ater, scranbled by the bus scranble unit
¢&§J31ﬂﬂﬂ¥ﬂ5ﬂﬂ(ﬂﬁQJ S0@ngsiang doern loaderbthdomghK the SAM
When read into the SAM chip 408, they are 25

S AUY ad e @xitensr aehlogvkap 7K.

Access to the AP management storage area 421a is
allowed only by the manager of the SAM chip 408 by the £ irewall
FW 4.

ﬁote that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 65,

The AP management storage area 421 sfores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAH
chip 408 for'managing'executioﬁ of the application programs
AP 1, AP 2, and AP 3.

In the presentemﬁodiment, the application programs
AP 1, AP 2, and AP_3 and AP management data 421 stored in

the external memory 407 ére, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip 408 using the

.scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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- 140 SAM Chip 408 FIG 67 is a functional block

di agram of the SAM chip 408 shown in FIG 64. As
shown in FIG 67, the SAM chi p 408 has an ASPS
communi cation interface unit 460, bus scranble unit
461, signature processing umdg 462, authentication
processing unit 463, encryption/decryption unit 464,

_storag% ggié.46ib and CPU 466. The SAM chip 408 is a
t anper i dule. 10 Here, the CPU 466

corresponds to the data processiq&bc[rcuit of the )
presen® ity &dt i8rd fHRGlelanad hleck dipgram ofii the63AM chip
corresponds to the data i nput/output circuit of the

. AlEs esltowmviantiIsh. 6Aurt her, the SAM chip 408

corresponds to the. 15 sem conductor circuit of the

presenfas RWRWn Qn, FIR.| &7t henheeXSher eRlip A8 Wad04n AsPs
corresponds to the sem conductor storage circuit of

'Wﬁwiém\i%&&ceﬂaﬁi@%d:owis%%@le unit 461,

interface unit 460 is an Interfdce use I nput an

qut put, of data w t.h the .ASP 0 server, .406 .shown in .
st Rl A i 6% AP T Srr s =ing
be witten in the external penory 407 and descranb| es
deit f8dd erohYPHiRnidecryrition it 464, sharage unik 465,

“external nenory 407 stores data in a 25 scranbl ed

amgk §PU 466.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while thelbus scrambie
unit 461 corresponds to the data input/output circuit of
the present invention.

Further, the SAM chip 408 corresPOnds to the.
semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage

-circuit of the present invention.

The ASPS communication interface unit 460 is an

interface used for input and output of data with the ASP

server 406 shown in FIG. 64.

The bus scramble unit 461 scrémbles déta to be written
in the external memory 407 and desérambles data read froﬁ
fhe exterﬁal.meﬁory 407 .

That is, the external memory'4b7 stores data in a

scrambled state.
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141 The processing of the bus scranble unit 461 wl |l

be explained in detail later. The signature

processing unit 462, as explained later, produces a
signature and verifies a signature when 5 downl oadi ng

an application programthrough the Internet 410 and

when executing an application program The

aut henti cation processing unit 463 as_explained |ater
perforﬁ?ewEFﬁﬁﬁsé&PﬁeﬁFig&FiGHSWFFHaFPéeoPHéF A&l yill be
when downl oadi ng an application programthrough the
lexpdradated Hh 4eGaid tledeaxt ernal nenory 407. The
encryption/ decryption unit 464 encrypts data and

decr ypirhcetfgyatetle GrlcbesBitigchai 0B ANhE dbSldDled later,
exanpl e stores the data necessary for the processing

YrddiedPd ‘L@%nalt%r@%n?ueé@f%i%e‘aufs&gnta%m when
application prograns AP 1, AP 2, and AP _3 while :

' th I 407
SRS BRSO LT, IO LHE BiSecaec 410

corresponding tao the services of the SAM chip 408. 20
Rt ¥ edﬁ‘%’&\é@éﬁ%@'bﬁ&ﬂ’r&%?s“é‘c%ﬁﬁl’é‘“unit 461 wil |

be explained in detail. Note that, in the present

enbodi fbst authentisatapnyprocessing vodtsdfdnbseceypilpined
461 when accessing the external nenory 407 is '
Alaltiest patrefch rmeu muttioa 1D @s thendiitad-ion withl the odheal party
be applied in the case of inputting and outputting '

when downloading an application program through the Internet
410 to the external memory 407.
The encryption/decryption unit 464 encrypts data and

decrypts encrypted data.

The storage unit 465 for example stores the data

rnetl:.essary for the processing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP_?, and AP_3 while acces_siﬁg- the external memory 407
through the bus scramble unit 461 and performs various
processing corresponding to ‘the services of the SAM chip
408. | |

Next, the processing of the bus scramble unit 461 will

" be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accesszsing the -externéi'
memory 407 is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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the bus 419 fromthe external menory 407 using t he
- S heg SR EPpsdeS

- 142 data with the outside by another SAM chip 408

through an /O bus etc. The bus scranble unit 461

encrypts the data input from the CPU 466 using a

predeterm ned scranble key K, then wites it through

the bus 419 in the external jnemary 407. Further, the

bus scranble unit 461 decrypts the data read through
h & e isia hy @nothes an

Space] 10 The encryption block |ength of the

@r}mﬁ &@tc.al gorithm used by the bus scranble unit

461 is made Nc, while the data bus width of the bus

419 i STMdBuNthzl'amlil‘ee uhdld @6l ngnceip lthe dagai ileput from

the case where Nc is a whole nultiple of Nb, that is,

Fneepg M@%&n% A P rmih 0L 8rhhBl & mﬁ, &JUERES writes
space of the CP 6 (address space in SAM chip 408)

d,th dr.ess a d e u I o unit
e L e A
also referred to_ as. the exte nal ddress '
space"F“&F&PéP §he Pys: neTanl ?lTﬁFBPP (I9SF s the data
scrambling 20 of the address. Therefore, the bus
Fepshishzought the busdihdixen thp| extespal saemery AQHh using
address CPU ADR input fromthe CPU 466 (first address:
dhet Berpmdden tkeyn Ke nido wn tipom tzn idd doe $heVERUABDR 60f
the external nenory address space (second address of

t he ZS{QHQQQQE spaegqlon) u3|ng a predefined map f
(address

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made N¢, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multiple of
Nb, that is, a wheole number n (=Nc/Nb).

Note that the address space of the. CPU 466 (address
space in SAM chip 408) and the address space used when the
bus scramble unit 461 accesses the external memory 40?
{hereinafter also referred to as the "external memory add:r.‘ess
space") differ due to the addition of parity and scrambling
of the address. |

| Tﬁeréfore, .the bus secramble unit 461, as shown in FIG.
687, converts an address CéU___ADR ;i.pput from the CPU 466, (first
address of the present invention) to an address MEM ADR of
the external memory address space (second address oflthe

present invention) using a predefined map £ (address
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- 143 conversion algorithm. The bus scranble unit

461 uses the address MEM ADR to access the externa

menory 407. This map f, for exanple, as shown in FIG

69, is defined only when the address al, which is an
address CPU ADR, is 5 "al .md3Nc/ Nb=0O'. For the other
address a2, the external nenory 407 is accessed by f
(a2-(a2 nod Nc/ Nb)). Here, "x nod y" is the renminder
Fereriianiadgorihs - THke ks seragbdes ganddp46lymises the
461 reads and wites 10 data with the external nenory
4@idres suMEM ASR ttre aswersyspttihen extliegmiel] evegioryNa07Her e,
when Nc/ Nbo=n and the smallest whole nunber of n or

nmor e i Thils hie MUSoshatiyle UakisHhdn RArFIE %9, is defined
transactions accessing the external nmenory 407 through

Ay JHAS +hkD Al d RAUL /n@ulﬁa?xmist ey %@e%ife@}.s Pu WMk, is

preSent invention) in units of m nunber
t,ransacy i Gonfli gur,ati on,of Bus, Scranbl e Unit

3e3 SRRLNUE wodo O A T Qe BUR-2RlAD P olll brternal
scranbl e unit 461. 20 As shown in. EIG 70, the bus .

Zepgy A0hiles aeressed By &ndAfstEdnmed Ned3Re))

decryption unit 432, address nanagenent unit 433,
scr anbHerrey " Kamadevwinis ubhe vauaindey taftey chicsiding x by

~unit 435, pipeline processing control unit 436, work

wenory 437, and control unit 438. 25 The encryption
unit 431 encrypts data input fromthe

That is, the bus scramble unit 461 reads and writes

data with the external memory 407 in units of the encryption

‘block length Nc.

Here, when Nc/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the’
bus 419 {(data input/outpuﬁ transactions of the preéent
invention) in units of m number of transactions.

{Configﬁfétion of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unit 461.

,AS shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryptioh unit 432, address
management unit 433, scramblé key managemgxit unit 434, paritj
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

. The encryption unit 431 encryﬁts data input from the
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- 144 CPU 466 using a predeterm ned scranble key K
The decryption unit 432 decrypts data read fromthe
external nmenory 407 using the predetern ned scranble
key K. The address managenent unit 433 converts the
address CPU ADR i nput froq]Hm% CPU 466 to the address
MEM ADR expl ai ned above. The scranbl e key nmanagenent
unit 434 manages the scranble key K used at the
&RY A6 orsing ta 4xedetemdaediscpanble keiyt K432 and
suitably switches the scranble key K The parity
pr oc es Siheg deirypt3iona s tpdBRt Yedatptiso dathe rédalia firdm the
be witten in the external nenory 407 and verifies-
teheardt haa;;? affedidiqfatR Raddi-anine Odehitle key
menory 407. 15 The pipeline processing control unit

6 divides the processing of the bus scranble unit
461 into a plurality of stages and controls the

syste o that the pipeline rocessing i s perfaqrmnmed

1S it 8%, pO8ragaonBRREcnBR Ferbrds 4 F P e tie g address
t he processing of the 20 bus scranble unit 461. The .
ETVLAOR dmnut g ai rihee KRS (4681 Foc hrer giddirelss MEM _ADR
processing of the bus scranble unit 461. [Wite
erplatined bowet.ernal . Menory 407] FIG 71 is a view
for explaining the operation of the 25 bus scranble
unit 4@hewBeRainbe eCRUy4RBnSHEMABNENuRLE 464 WAhLESs the

-scramble key K used at the encryption unit 431 and decryption

unit 432 and suitably switches the scramble key K.

" The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 and verifies
the parity data added to data read from the external memory
407.

The pipeline processing control unit 436 divides the

_pr¢¢essing_of the bus scramble unit 461 into a plurality

6f stages and controls the system so that the pipeline
processing is pexformed in units of stages.

The work memory 437 is used for the processing of the

“bus scramble uﬁit 461.

The control unit 438 comprehensively controls the

‘ﬁproce_ssing of the bus scramble unit 461.

‘[Write Operation to Externa‘l‘Mem_ory 407]

FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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145 - data in the external nenory 407. FIG 72 is a
flow chart for explaining the operation shown/ in
FIG 71. Step ST401: 5 The CPU 466 outputs to the bus
scranble unit 461 the data DATA to be witten, that
is, "d32", and the address. J .ADR, that is, "a3".
That data "d32" is witten in the work nenory 437
shown in FIG 70 of_ the bus scranble unit 461. 10

2 sothe e rpahdientey At ess management unit
433 showmn in FIG 70 uses the address "a3" to find
t he naF¥G( aF (&3 arfdowNchakb) £9r, expbeiningt the ngpefation
(a3-1) and uses that map f (a3-1) as the address MEM
Abbwd iderBxt erhal nenory address space. 15 Step
ST403: The control unit 438 shown in FIG 70 uses the
addr esssedEM#R f (a3-1) obtained at step ST402 to
read fromthe external nenory 407 the encrypted data

bl ock nd.wite js.in.th rk

437. 2 %%Us??&?%gtﬁegéyg?%%éﬁn? IS it el the
Fl G 70 decrypts the data block e ({Xi k6 X2 read :
A5 IR CF B Y STy (2t erer AtBarhe A 415 qedress
(X1, X2). Further, the parity processing unit 435.
lf's?éjé}l[?%l pehat visiat'®3Hdded to the data 25 bl ock e

((X1, X2}) for parity processing, then wites the
. That data "d32" is written in the work memory 437 shown

in FIG. 70 of the bus scramble unit 461. .

Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map f (a3-(a3 mod
Ne/ Nb)) , that is, the map £ (a3-1) and uses that map £ (a3-1)
as the address MEM ADR of the external memory address space.

Step ST403:

The control unit 438 shown in FIG. 70 uses the address

MEM ADR f (a3-1) obtained at step ST402 to read‘from the

e#tefnal mémory 407 the encrypted daté.block e ({X1, X2})
-and writes this in the work memory 437.

Step ST404:

The decryption unit 432 shown in FIG. 70 decrypts the
data b;ock e ({X1, X2}) read from the work memory 437 to

generate the data block {X1, X2}. Further;rthe parity

7processing unit 435 uses the parity data added to the data

block e ({Xl, X2}) for parity processing, then writes the
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- 146 data block (X1, X2} again in the work nenory
437. Step ST405: The control unit 438 rewites the
"X2" corresponding to the address "a3" in the data

bl ock (X, X2) corresponding 5 to the address read
fromthe work nmenory 437 and;gready decrypted to the
wite data "d32" to generate the data block (X1, d32}
and wites this in the work menory 437. Step ST406:
TRREDPIPGk pfBtesEt hpepin imssthr irrk demory 43Tty

10 data of the data block (X1, d32}. Step ST407: The.

encrypt$teep 8¥40531 encrypts the data bl ock (X1, d32}

read fromthe work nmenory 437 using the scranble key
K. 15 $iep dokdifsl Tnd tCaB8r ebwitlitbs488e WX2 €ScdPre S8bRding
bllock (X1, d32} at the address MEM ADR f (a3-1) of

t68 thd aHRRbLsIEAREY i@%h,@nga%@ﬁ:cb]pqsﬂlt,yﬁg ?t@orr?s;t:%réding

generated at step ST406 in a predetermned area o

ext e I nory 407 0_Not.e that, the cont unjt_.438

FEbGRRE] R R, ol Aoty i e o Eh g o ey

"a3-1" befare encrgftin the data block at step :
[Pgd gz the witte dptia ed3ehctadepremtse kb dpfa block

~the wite data, then encrypts it and wites it in the

ebdtler 32 et Wwagges Ahipydn dhehivork memompdsidl e to
reduce the nunber of

Step STA406:

The parity processing unit 435 generates the parity
data of the data block {Xl, d32}.

Step STA407:

The encryption unit 431 endrypts the data block (X1,
d32} read from the work memory 437 using the scraﬁble key
K.

Step STA408:

- The control unit 438 writes the data block {X1, d32}
at the-addiess MEM ADR f (a3-1) of the external memofy 407
éﬁd writes pa;ity data generated at stép ST406 in a
predetermined area of the external mémory 407.

8ote that the control unit 438 judges if the address
ﬁéxt input from the CPU 466 is "a3-1" beforerencrypting the
data block at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, then encrypts it -and writes it
in the external memory 407.

Due to this, it is possible to reduce the number of
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147 steps in the case of witing to successive
addresses. Further, even when witing data of a data
length Nbo in the external nenory 407, the control

unit 438, for exanple, pads data by the data of

(Nc-Nb) to obtain data of thegdata 5 [ ength No, then
encrypts it and wites it in the external nenory 407.
That is, a_storage area of a data length Nc in_the
SiEhar ri‘gfﬁ)r‘i)a%)?ﬁ Fibing &P SHSTASF YR Addrestta
length Nb. 10 [Read From External Menory 407] FIG 73

i s a vilawther egyes nhep yniddggodetat ofn af daka tlemgth Nb
external nenory 407 to the bus scranmble unit 461.
HrGthéZextsemndl nemokgr40T othe)xqahreiriINngni had38 efidr example,
operation. 15 Step ST411: The CPU 466 outputs to the

Ras dabbg ¥Rkt a4fd shenddids £oCBHLAPR daBa P ke data
read from Step ST412: When Nc>Nb, the address

rﬁgg@ggmﬂ; ldn 433 N . 7 S |§1He

address a'B'%%%nfl nd‘%&ﬁg r:r'“aé; i Ee‘@’%ﬁ ??Loééi%f\lc tﬁ’ﬁernal
t hat is,ﬁ)tjwe map f (a3-1), and uses that map f (a3-1) :
NN address MEM ADR of the external menory address

space. Step ST413: 25 The CPU 466 shown in FIG 67
uses t FRatddtess BhorAgR area of a data length Nec in the

external memory 407 is assigned even to data of a data length

Nb.

{Read From External Memory 407]

FIG. 73 is a view for explaining a read operation from

the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read
opératibn.

Step S5T411:

The CPU 466 outputs to the bus scramble unit 461 the
aﬁdress-CPu_aDR "a3" to be read from.

Step ST412: |

When Nc>Nb, the address mﬁnagement unit'435 shown in
FIG. 70_gse§ thé address "a3" to find the map £ (a3—(33'mod
Nc/ ﬁb)), that is, the mép f (a3-1), and uses that map f
(a3-1) as the address ME‘.M_ADR.of the external memory a;ldresé.
Space.

Sﬁep ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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- 148 f (a3-1) obtained at step ST402 to read the
encrypted (scranbled) data block e ({d31, d32}) from
the external nenory 407 and wites this in the work
menory 437. Step ST414: 5 The decryption unit 432
shown in FIG 70 decrypts -thas data bl ock e ({d31
d32}) read fromthe work nenory 437 to generate {d31,

}.- Eyrther,. th arit ssing unit_ 435 uses
e phisined ol sk R02 Bonitosn she( paptybted
d32}) for parity process!n%, then wites the data

} dafagPlockgs {331 hd3%d0 k Exempithey $xternal

Step ST415: The control unit 438 fetches the data
Te8Rry ddr eswbnaiitgst dhtilse iGPHhADRoY&3heimprivhd3dat a

block {d31, d32} read fromthe work menory 437 and

al readgtdpceypiead 15 and outputs the sane to the CPU
466. That is, it fetches the "(a3 nod Nc/ Nb) +1" th

data ipRet H&c eiah%ki@%zo%w&lsihtﬁg.gb; AR the

[ Managenent of Scranbl e Key] The scra

L R e PR

decryption unit 432 as follows. The scranble key .
gERggetend 9adi-t 9484 -nEyribera therPardky REpcpssisgeupit
address in the external nmenory 407. Therefore, it is
A88ecysesy the perdty grrakpddpdotosthenthéa’blkekse @id31,
exanple of the nmethod for this is shown bel ow

d32}) for parity processing, then writes the data block {d31,

d32} again in the work memory 437.

Step ST415:

The control unit 438 fetches the-data "d3z2"
corresponding to the CPU ADR "a3" in'the.aata block {d31,
d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod Nc/ Nb) +1" th data

in the data block and outputs it to the CPU 466.

[Management of Scramble Keyl

The scramble key management unit 434 shown in FIG.
TOtmanages a SGrémble key used in the eﬁcryption unit 431
anﬁ decrypfidn uﬁit 432 as fol%ows.

3The.scramblé key mahagement unit 434 may use a

different key for every address in the external memory 407.

- Therefore, it is necessary to hold a plurality of scramble

keys. One example of the method for this is shown below.
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- 149 The scranbl e key managenent unit 434, as shown
in FIG 75, stores a plurality of scranble keys Kl
K2, and K3. It switches the key used according to the
address fromthe CPU 466 and outputs the sanme to the
encryption unit 431 and 5 -daaygyption unit 432.
Specifically, when accessing the address "al", it uses
t he scranbl e ke , _When accessing.th ddress "a2!
1 uedBe RErSb AR RepaRoneRI AL Yoo SS P RE VR FTG-
address "a3", it uses the scranble key K3. 10

1 Fores aspdwraility) ef serambbe chepetl i 02 ciand k3. It
434a in the scranbl e key nanagenent unit 434 perforns
pwidedwimn Fheskay uvhed keyodisiifrgy Honghehaddrass fincmtite CPU
address input fromthe CPU 466 and outputs the

@B @l icitputslthe danid) @ oS @haiMen@ @it ibn! nlifte 431 and
encryption unit 431 and 15 decryption unit 432. That

i JiB% 1433 ude encryption or decryption of a
paddi ng address nunber by Ks, finding t he excl usive
R (X utatlon her,,the . o
sor smbEReTNE: AL e PR AT 8 58 ERF AR Ty Sy 4t uses
predet er m ned Iocatlon of the bus and_ input the
beaferambde E&¥r &dpomlery apseﬁﬁénad&hssédﬁggaéd "agy
the CPU 466 through that bus. In this case, since the
usggt Fhieuscrambileg ke 2i, ngndheheor agigessiiog ithet pddress
same as the bus of the bus scranbler, control by a
frasor,y itonisesl the 3&rbﬁba&e3eyexessary. The | ocati on
for holding the scranble

Further, as shown in FIG. 76, the computation circuit
434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from the CPU 466 and outputs the computation result
as the sceramble key K to the encryption unit 431 and
decryptiop unit 432.

That- computation may include encryption or decryptiecn
of a padding address number by Ks, finding the exclusive
OR (XQﬁ} , or other computation,

Fui:ther, the bus scramble unit 461 may hold the
SCraﬁblé keys at a predeterm—ihed location of the bus and
input the scramble key corresponding to the acidress issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

becomes necessary. The location for holding the scramble
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150 keys may be anywhere inside or outside of the SAM

chip 408, but if outside of the chip, to ensure the
security of the path to the chip, the key is
encrypted by . a transport key . .and decrypted at the

“time of arrival at the bus d&tanble 5 unit 461. The

bus scranble unit 461 holds the transport key in the

YRP fy LRGS0 SO 2 LNISGPUS BEESRUA s,

ach address input fromthe CPU 466, if continually
g&%e i RYE3108 P4 thegghdds, tonensyes e sporgitys&F the
of the. scranbling of the address area being anal yzed
Ppthpéedithg sbip .t ithe kEledef encrypiteds byaslteanepdr: key
not a constant one. It is nmade variable by a
‘asdhdegigpaads Aewthee tawef of @taiplad. athahst bablsedéaible
managenment unit 434, for exanple, 15 causes the

ganer akionrd Bud FHUMBINTRG tMagl REYEE! Afle Ubrarddifort key
SAM chip 408 or the like so as to generate a scranble

%ﬁﬁéthgh%o%r @@b}.g‘rﬁaxrgaw%'o'f waggd only, be known by

bus scrambler, so the problens of delivery of the
key, hroni zati o etc.. . d ot, ari se. 20 Further, .
Che scER e BRE STRARIAER t AP - APt  flen 1hehanging
scranbl e key used for every access to the externa
Ferofgrambie kavt fP¥ eash agdrpsspinpydafyomhihet FEU 466,
key for encrypting data already in the externa
#Enoeytifyablyl dadvessinreat byprthéhdaddyens; e possibility
sane.. 25 Therefore, for exanple, the scranble key is
Hpgdakedf the scrambling of the address area being analyzed

by spending some time. "J_L'herefore, the scramble key is not

a constant one. It is made variable by a technique as shown

. below for example.

The scramble key management unit 434, for example,
causes the generation of a random number when powering up
the SAM chip 408 or the like so as to generate a scramble

key. The scramble key basically need only be known by the

"bus scrambler, so the problems of delivery of the key,

éynchronization, etc. do not arise.

Further, the scr%mble key management unit 434 switches
the scramble key used for every access to the external memory
407. In this case, it is ng’cessary that the key for encrypting
data_ glready in the external memory 407 and the currently
held key not be thé same ..

Theré_fo;:e, for example, the scramble key is updated
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151 - as shown in FIG 77 and FIG 78. [1] : The
encryption unit 431 inputs the data "d3" from the CPU
466, while the bus scranble unit 461 inputs the
address "al" fromthe CPU 466. 5 [2]: The bus scranble
unit 461 accesses the addresgs; "f (al)" of the
external nenory 407. [3] The data "e ({dl, d2}). is

read . fromthe address ! al )" of the ext er nal nmenory

R&7 TN EESpth or’f“%ﬂﬁ 4§é3 10 [4] : The

decryption unit 432 decrypts the data "e ((dl, d2})"

to gendddteThaeenzrypticon undd] 431Anputs therdatehd3" from
scranbl e key managenent unit 434 selects the scranble

ey IKIPU Wi6d e whiid ed atiey (M sO s difsinib 143 Zinife 16l Nfhputs the

decryption using the scranble key K1. 15 Further,

hAWelssN ¥ a1 FeidPiiiRd dBy tdyy data "d3", and the data

"(d3, d2}" is generated. .[5]: The bus scranble unit T

461 ch es e r gg!gl e 0 I T

scranb?ggkeggQ %g a%g %gﬁﬁégbg Ege%%ﬁ? q%b deress
or.e addr sses or val ue O gener ated by :

?%né@Sﬁ) I‘PSJ; hee FEtREGH Wera echni ques. [6]:

The encryption unit 431 encry S the rewitten data

" (d3, &éi" Thaedatac'e dr'ais| Eerd fromcthe address

the data "e ((d3, d2))" [ 7] The data "e ({d3, d2})"

'€ eildt'enfathehexbednal sme@Sxryf 4Gl §d tﬁetd&nn&ptxﬁnﬂunlt

menory 407.

- 432.

[4] : The decryption unit 432 decrypts the data "e ({dl,
d2})" to generate the data "(dl, d2}".

At this time, the scramble key management unit 434
.selects the scramble key Kl; while the decrypﬁipn unit 432
performs decryption using the scramble key K1.

Further, rewriting is performed by the data "d3", and
the data "{d3, d2}" is generated. |

- [51: Tﬁe bus scramble unit 461 changes the scrambie
key from K1 to K2. The scramblé keys K1 and K2 are values

of fimers’, values stored at the addresses, or values

'.generated by random number generation or other techniques.

[6]1: The encrirption unit 431 encrypts the rewritten
data "{d3, d2}" using the .changed‘ scramble K2 to generate
the data "e ({d3, d2})".

[7] The data "e ({d3, d2})" is written at the address

"f (al)" of the external memory 407.
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- 152 [Parity Processing of .Parity Processing Unit

435] When writing data into the external nenory 407,

the parity processing unit calculates in advance the
parity data of the data before encryption and wites

that parity data 5 in the_external nenory 461 al ong

wWth the encrypted data. Due to this, when sone sort

of physical .trouble ogcurs_in the ext ernal. me

207, 0APEEFLY( BRBEPEALARL AE BAZitY PRpsereing: UBREq43F)
the tine of readout, whereby nore secure execution of

a progWhﬁPbHEé#éngd9§ﬁbﬁet°1@h§uPﬂh@rpa&u@emeryhéOT. the
addition of the parity data, even if the Iength of
pheiphapnotexsingdutite chdrgllatet ihadmgicgthd piexty data
are the sane; the address space of the CPU 466 and

8¢diass qakacBefbrthen@Xlptidh ARMKYi4eE Wl |t RBeVSty data
conpletely match. This'is because for exanp €, when

Wh' tl:hgg eﬁttegcgglagl%%ﬁn :]1%7" gl ﬂgg Uﬁtﬂattﬁ gxrc t)%td dtata

sane tinme as wi ortion

the dabs T 4o te'%im?a“ TR OB TR i%éﬁgm%b%fcwrs'

‘The ar|t¥ dat a |s stored at any storage area.in_the

&t EhRapxtpEnalymemery, 40d, drfapie tAEPesedoMity. etc.,

‘case. 20 The parity data is placed i medi ately next to .

thasdbs detsntadiad bhechiong pifi mgathetcovhesgbyidione secure
plain text. In this case, the bus scranble unit 461
éradatibfa d8ta pkregrdh) béioheenpokBebaddress 'If (al)
" of the external nenory 407, then reads ~the parity

data | @bt Lfora&@%@%eeﬁadﬁ&osa& faNS sg!b.!it ldh 2P, even

this case, thé bus scranble unit 461 doe ave t'o

. PE Al Tength of the plain text and the length of the encrypted

text are the same,‘ the address space of the CPU 466 and address
sﬁace of the external mémory 407 W.ill never completely match.
This is because, for example, when writing at the address
*al" the data '"dl“. , at the same time as writing the Nc portién
at £ (al), it is necessary to write the parity "pr}.“ (size

Np) of the data "dl" somewhere in the external memory 407.

- The parity data is stored at any storage area in the éxternalv '

' ~memory 407 in for example the following case.

The parity data is placed immediately next to the data

obtained by é‘m_:rjpting the corresponding plain text. In this

case , the bus scramble unit 461 reads the data "e (dl)" from
" the address "f (ai) " of the external memory 407, then reads
-the parity data "pl" from the address "f (al) +Nc¢/Nb". In

. this case, the bus scramble unit 461 does not have to perform
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- 153 any special calculations other than the map f

of the address. Further, in addition, the external
menory 407 has secured in it in advance a storage
area exclusively for the parity data. The parity data
"pl" is witten in that exclhgsive 5 storage area. In
this case, the bus scranble unit 461 has to perform

rocessing, based .on .t he ity .addr ss na
B RSh agen I b BBhet it hadren g of thg padress.
in the_external nmenmory 407. Wen the parity processing
uni t 488rHReEct 3naagditigniotherexterpahanenoryie407 has
processing of the CPU 466 etc. to prevent illicit
pecgeedi iy Lt dirhadianaeon ptogage adNed entdlaisitvely for the
content of the parity processing is not particularly

pabitedatd Prraelpsei ¢ aaessigyr b € petdienHcesRkiciasive
Control Unit 436] 15 In the present enbodi nent, for

S¥3PRLE a¥Dder ThhenicoRLEQl %fxet Bﬁspgﬂﬁ%ﬂiep{xﬁg%s%ﬁlghas

control unit 436, for exanp , proceSS|ng

g unit 461 |s dj vid h ral it
e TR L L R gt%ssg‘ nge fp.
units so as to enable, the access tine to th Y o
Bhe Panlt¥eddks Jp¥ aéssgéﬁtFPBn’F-PhEhEP%ﬁ%ﬁsﬁo fe (al)
shortened. That is, when not form ng a pipeline, at
jrathet épternad meqqrredoﬂor processi ng one encryption
block is required for one access of the nmenory from
t he CRihelbGtHe gdiei 89X pafdiids sitRind t4Q35 detkets a parity
exanple, if formng a pipeline for the processing
error, it halts the processing of the CPU 466 etc. to prevent
;i.llicit processing of the data or program. Note that the
content of the parity processing is not particularly limited.

[Pipeline Prdcessing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 is divided
inte a plurality of stages ah,d a pipeline is formed using
the stages asrunits 50 as to enable the access time to the
external memory 407 as seen from the CPU 466 to be shortened.

That is, when not forming a pipeline, at least the
time required for processing one encryption block is required
for one access of the memory from the CPU 466 to the external

memory 407.

For examplé, 'if forming a pipeline for the processing
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- 154 performed by bus scranble unit 461 in
accordance with a read instruction of data of the
address "al" issued by the CPU 466, for exanple, when
the CPU 466 requests data of a higher address
continuously fromthe addregss"al"” by program codes 5
etc., if the bus scranble unit 461 reads in advance
the data of the address "f (al+Nc/ No)" after the .
Be¥fezwediby hys scramhle ppisi 46t imascprdance vith a read
over head of the encryption and decryption processing.
Eostanetpbe, off dedasiodethegatideesas dallieieswrdnbyhehe CPU
10 tinme for the nenory access is ignored, encryption
ab6cathr «hainpls, RRIJmOtRRICPD 446 e da¥ahofS higher
with triple DES or the like, 1 clock is required for

:i. . m addradsty R ; codes
288rboUNdoRti RRGHY L a0 JNe 1@\%&,@&% d

.Issues Instructions designating the

tal +l " d tal +2" for.readi ta_.15.consecuti vel
#B5i he i B PoreRbry e AT e i e e daca
rgunds of decryption becgne Pecessaé%ﬁaand t hree S
F otke afdreaful f etprtHicad® ) pratlee agddress £ (al) ",
pi peline processing is not. perforned, as shown in 20
Fr G s ops sihl e cte | okbiming terthe oveRtbesgh ofs dhes enlgeyption
first read instruction, the data "e3 (dl )" redd from

ahd detceyphioneppoyedBingsi ng the address "al" is
decrypted three tines to obtain the data "dl" which

IS thetor Nkdmp De | hef (BSh4D8erihgXthe 3EL8E @ROLEChhen the
three clocks, the data "e3 (d2)" " read 25 fromthe

EXhETPEL PROVEUndRY 45LDGsDE 2GALESS, "8hdlyption of each
‘data is perférmed in three rounds such as ﬁith triple DES

or the like, 1 clock is required for one round of encrypﬁion,

and Nc/Nb=1,-the'CPU 466 issues instructions designating

‘the addresses "al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and thfee clécks are required for decrypting each
data.

If pipeline processing is not performed, as shown in

~FIG. 79A, three clocks after the CPU 466 issues the first

read instruction, the data "e3 {(dl)" read from the external

| memory 407'using the address "al" is decrypted three times

to obtain the data "dl" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "al+l" is
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- 155 decrypted three tines to obtain the data
"d2".which is then input to the CPU 466. Next, after

anot her three clocks, the data "e3 (d3)" read from

the external nenory 407 using the address "al +2" is
decrypted three tines to obggsn.the data 5 "d3" which

is then input to the CPU 466. That is, all of the data
“dl", "d2", and "d3" i s input to the CPU 466 nine
dPEERRtaf threhtimms g Taias thRedtRcTd2Y affich is then
i nstruction. As opposed to this, in the present

énbovti herthe (GRY 466 .pNpwki, nefpeucmth@r cdmteelcloriks, the
436 converts the decryption processing of the

detaypéB o(dBNY trd3® £ fhe &l i UV GREFIY 407 WYikRy the
stages as shown in FIG 79B using each round as a

§&égéss D‘@l-‘-@“ thé Sde@f}\;é] H¥sde NaRths WY lo%ﬂz;:u; RS data
hree 15 clocks fr i ch the CPU 466 first issues a

a 34 %§§& £g|gﬂ%nfQLBaget?akﬁﬁceEgeiggndlng to the

dres subsequently
data G respondl g to the er gse §|+I and. . '
are m’%fﬂ s’tfc’cé‘g‘g' o8I the St 88" evary FHe I(ls Eﬁ‘P“t
Due to this, all of the data "dI" "d2" and "d3" is

toiddie £BU; 466 arine 64 orkseaEterktha OREt 46fciTxuegdihe first
first issues a read instruction. Note that, when the
Ol 4bgstegqueses. data of the address "a2" far from

the address "al" after "al", the data on the 25

pi ggl 2 dpSp skt o sl egh pad i:hetwétﬁr@éeﬁbeem_ﬁséﬁﬁ the
pipeline processing control unit 436 converts the decryption

processing of the decryption unit 432 into pipeline

‘processing in three stages as shown in FIG. 79B using each

" round as a stage.

‘Due to this , on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruction
for the data corresponding to the address "al" to be input
to the CPU 466, subsequéntly data Cc?rresponding to the
addresses "al+l" and "al+2" are input sucéessively fo the
CPU 466 ;avery clock.

- Due to this, all of the data "dl", "d2", and "d3" is

‘ihput to the CPU 466 five clocks after the CPU 466 first

issues a read instruction.

Note that, when the CPU 466 requests data of the address

"a2" far from the address "al" after "al", the data on the

pPipeline is discarded and the data of the addresses "a2",
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- 156 - "a2+1"... is packed in the pipeline. [Address
Scranbl e by Address Managenent Unit 433] When the SAM
chip 408 repeatedly accesses specific consecutive
address areas in the external nmenory 407, it becones
possible to predict to a cehtgin extent that this is
a subroutine or array. If an array or other data, it
beconmes easy for an attacker to obtain beneficial
{aftll'cal #8rpapkedopnr &hengipedéhedat a by focusing
the attack on it. To avoid this, in the present

enbodi (addresbesadanbis B ndarbegwnsﬂagaﬁeﬁiibﬂﬁé 488

SAM chip 408 is passed through the bus scranble unit
461 anghéRerRddsRESREP a@@ﬁefépggtédlf 33cbss BBLCshOcific
scranbl e the addresses as well so as To nmake it

] . s.to,consecutive areas i he.
BoRsLOufaLe RuBxERlh ALRESSihOChRIBREMLLLT BORARY' Hg7 ) 1e
t he 15 above:nent|oned f. I'f not scranbling the .
BEPESE oS T HELonER PrBOLEhoEam B EALBNRYEERE Lhaksthis
secured for the parity data. For exanple "Va E [ CPU .
13 @ eRrepbine ox argay = £ ap)amyay oriqiher dats, tifebecomes
alignnent size of the parity data. Next, the overal
ey didmnoh tthekeantunebbainrberf ixyist e njot(lk istsadWmEoirn the
FIG 64 will be explained. FIG 80 is a view for
apetatindigside) odgcal by opecasing thé ibeaspnsnnigation
system 401 shown in FIG 64. Step ST431: The
busi negs e Al Lntia 448 _Ene pAe A ¢ LrbRWEINd +h2 %dress

t hese busi nesses produce the application prograns
']:}us between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

"433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the

external memory 407. This scrambling corresponds to the

--a.bove—menfioned map £f. If not scrambling the addresses, the
‘ m;ip f becomes a map of only the areas secured for the parity
data. For example "Va € [CPU address space], £(a) = (1+p) a".

" Here, p is the alignment size of the parity data.

Next, the overall operation of the communication

- system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation
of the communication system 401 shown in FIG. 64.
Step ST431:

The businesses 415_1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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157 AP 2, and AP -3 for the processing for

transactions performed by the businesses using the IC
card 403 for exanple on the personal conputers 4161
4162, and 4163 shown in FIG 64. 5 Further,. the .

manager of the SAM chi p 408igenerates AP nmanagenent

data 421, scranbles it, and stores it in the externa
nenpry 407. Step ST432: The application prograns AP _1,
B8'3, "andARo3. S5 Kbl BEAGRAPSRACPY IARgRCHEnS Perfoimed
authentication units 4171, 4172, and 4173 fromthe

by S dusimpsses susirgd  the @ cand 4083 forpekhmpdaNen the
chip 408. Step ST433: The user is issued the IC card
PéBsdhalheohpubérsnel6Clcadl6 493 shdr4s6tBeskeyn in FIG.
information used-for transactions by the user wth

¢he business contracted with. Note that, the contract

bet ween the user and a business nay al so be concl uded

after 4 e t A7 dyeu t
é%f S t
Interﬂgﬁa%%%&étége %ﬁ% 4%%?'@%? exandpé? %ﬂ%ﬁggﬁ%”a es
er _uses the perso computer 405 to acgess the . :

AR S Sstnen b R Ahh e 3t 6o Aforgs 1t in the
purchase a product, the server 402 issues a processing
ecterpb FeRe¥BpudP/t he | nternet 410 to the ASP server
406.

Step ST432:

The application prégrams AP 1, AR_Z; and AP 3 are

downloaded through the auﬁhentication units 417 1, 417 2,

- and 417 3 from the personal computers 416 1, 416_2, and 416_3

to the SAM chip 408.

Step ST433:

The user is issueﬁ the IC card 403

The IC of the IC éard 403 stores the key information
used for transactions by the user with the business
contracted with.

Note 1;hat, the contract between the ﬁser and a business

may also be concluded after issuance of the IC card 403

through the Internet 410 etc.

Step ST434:

For exémplg, wheﬁ'fhe user uses the personal computei
405 to access thé server 402 thrﬁugh the Internet 410 to
try to purchase a product, the server 402 issues a processing

xéquest through the Intermet 410 to the ASP server 406.
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- 158 Wen the ASP server 406 receives a processing

.request fromthe server 402, it accesses the persona

comput er 405 through the Internet 410. Further, a
processing requesting relating to the IC card 403

issued fromthe card readerfiwsi ter 5 404 is

transm tted through the personal conputer 405,

| nter 4l8*ﬁ2&%,ASP serégr 406 to the SAM chi p 408.

Step STA%B: AVCENES 208 EBFEtYTo R PRPSgiR NG Eeghest
program in accordance with the processing request

frer the serverpi0dp STsresneetdaurersdnl sompatetr 405
application program In the execution of that

- &ppbught the Imbgraet 41@. SAMtlshi p ol @doaes sdxigereguesting

menory 407 conmuni cate based on the processing of the

2boyei AgRid eRedI s raEaThkaudal #rdtd theSt 88 25436 r /IS iter
The SAM chi p 408 outputs the execution results of the

28R i catLONsRE LA hLLEE ARE §3E¥Sﬁaiogogglé?$rsloi55,

a functional block diagramshowng nore s rcally

$hEe5HRE hEHounBiRePcogTe ROSSHE, ERR, SAg50ner" 4bE

connected through an internal bus 490 to a card I/F

unit 4%%eP AP 33omuni cation interface unit 460, bus
scranble unit 461, encryption/decryption unit 465,

st or ageheinFAM 4eiip af0B GReledbon@samaappbicahion program
functions of the signature processing unit

in accordance with the processing request received at step
ST434 and executes that selected application program.

- In the execution of that application program, the SAM
chip 408 and external memory 407 communicate based on the
processing of the above-mentioned bus scramble unit 461.

Step ST436:
The SAM chip 408 outputs the execution results of the

application program to the ASP server 406.

FIG. 8l is a functional block diagram showing more

: SPecificaLly the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. 81, the SAM chip 408 is connected

through an internal bus 490 to a card I/F unit 491, ASP

j_communication interfade unit 460, bus scramble unit 461,

encryption/deCryptioﬁ unit 465,;storage unit 463, and CPU
466.

Part of the functions of the signature processing unit
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159 462 and aut hentication processing unit 463 shown
in FIG 67 are for exanple realized by the CPU 466.
The SAM chip 408 shown in FIG 81, for exanple as
shown in FIG 82, may connect the card I/F unit 491

. connected to 5 the internalisbus 490 to an RF

reception/transm ssion unit 492 outside of the SAM

Lp_4Q8_apd transfer data with the .1C,card, 203 b
18k e an sk b AR AP GO AP E AR  HoaEY BpoPReTReETC -
reception/transm ssion_unit 492. As expl ained above,
aécarai fgrt sxempleonnnhieadi by the SHYt 4RF401, by
gi ving the above-nentioned functions to the bus.
scr anTee @AM chdp 408 tsteoW@ANNCRTIG. 4038, folheexapbaviasyshown
effects are obtained. That is, according to the
LANPDG| C82 | Qiay YSdmiedOlthe idadd IYES Wnfdlte 400 sbanecied to
exanpl e confidential data 15 relating to processing
HRENInE8EnhE £a504883tbNaANREXLEELBL i oHP ERAN AP EsiBndunit
secure state. Further, according to the comuni cation

tem 40 Y. r e Ssi f. S..; |

$02 S0 oS D ol IS R ol o DBt it ehe
the SAM chip 408 to access 20 .the exterpal menmpry 407
1T FOATRE R TeRaCt G Arg o an aAtehna 492
conmuni cat i on s¥§ten1401, _by giving the bus scranble
ohi tha cBF areaepEjonkransmnispion unpssdPBie to i nprove
the reliability of the data read from the externa
menor VA OxxpPoiked t bdwdpdacentding to the communication

system 401, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following

effects are obtained. -

That is, according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external
memory 407 in a secure state.

Further, accoxrding to the communication system 401,

by forming the processing of the bus scramble unit 461 into

a pipeline, it is possiblelfor.the“SAM ghip'403-to access
the external memory 407 at a high speed.

Fu?ther,-accérding to the communication system 401,-
by giving the bus-scraﬁhle unit 46i-a7parity function, it
is possible to improye the reliability of the data read from7
the external-memdry 407.

Sixth Embodiment
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160 The present enbodi nent is an enbodi nent
corresponding to the 19th aspect of the invention.
[Rel ated Art of Present Enbodinment] First, a conputer
for executing a transaction business .5 program using
an 1C card of a related arti1eb the present invention
w il be explained. FIG 83 is a functional block

di agr of a conputer ,.501 used in elegtronic )
sett] CHRRPTRSSNY SFRPAIREAE L7 hEmBGAIBERt FRTEREPERAINT
10 As shown in FIG 83, the conputer 501 has a CPU
Epothedfishyaspgctanf thandnveation-circuit 504. The

CPU 502, nenory 503, and conmunication circuit 504

are cofRebabedtbdrt P PdetenbuBmnbdimdie] CPU 502 and
communi cation circuit 504 are connected 15 to a CPU

addr espi bsis, Héomplite CHES 5@ MGNE AR tEUH bAkSness
the operation of the conputer 501, operates based on

bASEME! 1898gOhnATCPLABAATE SLOEETa tAd! BRL TBEDLHe 5h3esent
and” accesses the nmenory 503 during 1ts.operation. 20

I njcatipn cireuit 504 communicates with the
}%§%§€gg§0g£g§ $ ee§8%%5%?ééysten1or noncont act
system_1In he cog&gct type, the I C card 508 and the
commurfi Tt i &h 127 ctrcsanal Plosheliagrdy of Rieomarter

-contacts. Further, in the noncontact type, the IC

T vsed tmdelactronhonsettleonent ef raufelsbadaart of the
‘connected through el ectronmagneti c waves or

- present invention.

As shown in FIG. 83, the computer 501 has a CPU 502,

- memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication circuit 504 are connected
ﬁo a CPU address bus 507.

The CPU 502 comprehensively controls the operation

of the computer 501, operates based on instructions of a

program stored in the memofy 503, and accesses the memory
503 dgring its operafion.

The communication_circuit1504 communicates with the
IC card 508 byrthe contact system or noncontact systeml-In
the-cbntact tfpe, the IC card 508 and the communication

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

‘circuit 504 are connected through electromagnetic waves or
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- 161 light etc. The data received fromthe IC card

508 through the conmunication circuit 504 is

processed by the CPU 502 in accordance with a program
stored in the menory 503. Further, 5 the data obtained

by the processing by the CPU gpP2_is transmtted

t hrough the communication circuit 504 to the 1C card
508. Further, the CPU 502 wites the results of
sktgherel€- generated by communication with the IC

card 508 in the nenory i0.503. FIG 84 is a view for
expl ai Moy daétea soddearesd oomd | e A aand 508 Hid oY the
shown in FIG 83. In FIG 84, the bottommost |ayer is

t \Simrta LVRE Eoh Y BFcuit 9041 Bz phecdassiabe CREPEOPEN 02 in
of the CPU 502 shown in FIG 15 83. Above the

@é&{!@& é@mrtﬂ a Igpé#ééﬁ&s{%\%r& ?Mé qx?e&rlo 565'.\/ rther,

l'ayer. The communicatfon ayér has positione

it communj cati.on driver |ayer fqr cantrglli t he
CHATHE TR ISR Y S R RIS (o (T (Y o2 2
The 20 program of the communication driver |ayer is

USRI St cthrovahy thacammunicaieinn yoivgile 39k to the

conmuni cation driver layer is an operating system
(@B)cdrzy¥0d or provi ding the program-form ng the
foundation for the operation of the CPU 502. The OS

| ayer Ffxrthdy,0thdecPUhR0Divgiasds Rl reaules 6AR}ettlement
| ayer with higher

generated by communication with the IC card 508 in the memory
503,

FIG. 84 is a view for explaining the software
cdnfiguration of the CPU 502 shown in FIG. 83.

In FIG. 84, thé bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 shown in E‘IG.

B83.

Above the hardware layer is positioned a communication

- driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the -CI;U 502. The
program of the communication driver layer is usualiy stored
in a nonvolatile mémory.

Above the communication driver layer is an operating ,
system (0S) layer for proviciing the program .forming the
foundation for the operation of the CPU 502. The OS layer

provides the highest application (AP) layer wiﬁh higher
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162 concept services conpared with the | ower |ayers.

For exanple, the |ater explained function "get card

type ()", "read card data ()", and "wite card data

()" are exanples. Further, above the OS |ayer is an AP

| ayer defining 5 the specifijge functions (services)

realized by the conputer 501. The AP | ayer has, for

exanpl e, application prograns MAIN, AP1l, AP2, and

REBCep T‘Fl’é‘”pﬁ%% ERRPEXEEM Heth they hpwas RYRES FPmer@mple,
iven illustrating the provision of settlenent or

@bﬁegatﬁn exphatred dnalsiony "gled t&rdatyip$00 'as "mead card

application program For exanple, in the OS |ayer and

ARthay¢r, ahd fuftteobtakdr ddekem napg bkampype.of the

IC card 508 is defined by "get card type O". 15 In

the OSphaygeranghéPe! ayer (Z)St 08y L¥PEs oéntﬁﬁ 1&year gefln:l.ng
508 can be speC|f|ed by calling up this f unctlon For

%ﬁgm£§8§f§§SMCEfgﬁﬁ_yggélsr&aé% )t Ilre??e.ldyél#ﬁe Y the computer

cards that 1s return
gg# E °f§£h§ func ion for the gC card .are

ge ¥FE 38 58T FEFBRAfpI %PP iR PrggTrams
the Ty Se BICcard 508 is wused, the return val ue of

VALN, c8B1t BP2exabdtPBR-of the function "get card
type O" becones "2". Further, in the OS | ayer and AP
| ayer, Ttir el preeseltrepbodinett nethasexpbahabhiononildrbe
reading data fromthe internal 25 nmenory of the IC _
gavdnS08lustrating the provision of settlement or other
transactions using the IC card 508 as the application
program.

For exampie, in the 0S layer and AP layer, the function
for determining the type of the IC card 508 is defined by
"get card type (}".

In the 0S layer and AP layer, the type of the IC card

508 can be specified by calling up this function. For example,

assume that there are three types of IC cards 508, that is,

Types A, B, and C. The return values of the function for

the IC cards 508 are defined as in FIG. 85.

For example, assuming that the Type B iC card 508 is
used, the return value of the result of _e_xeqution of the -
function "get card type ()" becomes "2".

-Furti‘;er, in the OS layer and AP layer, ';read data (*rp)}"
is defined as the function for reading data from the internal

memory of the IC card 508.
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- 163 Here, 11*rp" is simlar in concept to a pointer

in the C language, 11 * " shows that the foll ow ng
variable is a pointer variable, and "rp" shows a

specific location in the internal nenory of the IC

card 508. Wen "*rp" 'S indipaged, this 5 shows the
content of the "rp address” in the nenory of the IC

card 508. Assune now that_the internal menory stores

data &STEhowdTPh EFGEiBElar in ipgncent tesanPaantrsrin the
"l rp=102H', the return value of the function "read
diai!-anqﬂapye" 'Vet shewsitdbttthediwl idwirggy vhaipbiei b$ e pointer
read the data of the '1102H address"”. Further, in the
Qadiadle aBddAPrpBydHows W sp8cilfiia 1ddamiondat 8he iternal
defined as the function for witing data at a

SR %@dﬁ{@sl&: @aw%omtm r@fpﬂisoflﬁ&fcat%&arﬁus

508. "*wp" is simlar to the concept of
*11 0 th
U i G ESEE, il obrehe ik OF e

i_ndi cat e%p% specific add ess,. . of, the ternal mem org .
o FAEY artPf B8 ‘Wi'e’r'r Ehe ﬁ“s“e’i | PEPEFY fhares data

content of the wp address of the internal nenory of

e showmde 336 . 6ndicated. |Iwdatall is a variable

20 in the wite data. Assune now that the nenory of
t he | CFoatiier03f saoswsinkaitthasts "sipeliORH ;| EhelBretileneyalue
if 11wp=102H11 and 1lwdata=73H"' and executing the

N ehieO FunWtilon talead ‘dita WI)Ha) bbbom@s STHEMY idhd it is

FIG 87, the data of the V102H address" of that

5 " 1
@gg%,%; oS krgewaﬂ%%et AP 3%@ the i E@w&@d&@g on

Further, in the 0S layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of -the internal memory of the IC card

508. Here, "*wp" is similar to the concept of a pointer in

the C language, "*" indicates that the following variable

is a pointer variable, and "wp" indicates a specific address
of the internal mexﬁory of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

‘ —'memOry of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if '_‘wp=102H"' and.

"wdata=73H" and executing the function "write data (*wp,

.wdata)", as shown in FIG. 87, the data of the "102H address”

of that memory-is rewritten to "73H".

The application programs APl, AP2, and AP3 shown in
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164 FIG 84 define operations for transactions,
relating to different types of IC cards 508. The
correspondence is shown in FIG 88. In FIG 84, the
application program MAIN is executed 5 first at the
time of startup of the computer 501. The application
program MAI N uses t he above-nentioned function "get

type, Q" to deternine the type of the 1C_card 508
S e reR AnF SRR elating Lo
corresponding application programin accordance wth
(HE RRR o ETPRE b IO Canda 508. dFAFRESPBRdEncent & (rhown
correspondence table showmm in FIG 88. If inmagining a
sint JgRG.orB8 n which | C cards 508 of the Type A, Type B,
and Type C are handl ed by different businesses, the
appl i cain exanr Qgr,aﬁﬁe%plﬂggtiaﬂcg:?&frﬁﬁ MEIIP OiLiE @tk dBMa ted
15 the individual businesses. Further, the storage _
Fi6a% e ¢l 4Ll B & e i) 308 e
shared by the application programs API, AP2, “and AP3.

The ;appl,i.catiqn ro use portions assigned .
REDIT LR, pElore BaTCsgs £He APoVe ishtonsg Eypotion

programs AP1, AP2. 20 and AP3 are produced by the
iR CaTS tBBS AbsstR dehprmingtihetypenefethe Ly card 508

‘error in a program an application program of another

Hesiche Ty £HbA el ants aosk execitesnlthe s naspanding

by -an illicit program of that business, or a storage _
aped iicatiilon pPEogAiath 568 acdorndanee wieh Thaottype of the IC
al l owed access is illicitly accessed.

card 508 determined based on the correspondence table shown .
in FIG. 88.

If imagining a situation in which IC cards 508 of the

' Type A, Type B, and Type C are handled by different businesses,

the application programs APLl, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the IC card 508 are shared by the
application.programs AP1, A?Z,land AP3. The épplication
programs use portions assigned to them in advance.

As explained above, the application programs APl, AP2,
and AP3 are produced-by the individual businesses, but
sometimes there is an error in a program, an applicétion

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which cne is not

allowed access is illicitly accessed.
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165 - [Enbodi nent of the Present Invention] FIG 89 is
a view of the configuration of the conmputer 551
according to an enbodi rent of the present invention.
As shown in FIG 89, the conputer 551 has a CPU 552, 5
menory 553, communication €iresit 504, judgnent
circuit 560, and switch circuit 561. Here, the CPU

552 cor onds to the conputation circuit of the
pr’esentfx’lgﬁg"e‘ﬂﬂ%? ?‘ﬂettﬁ%ﬁf%%b‘f‘?”e ds to the
storage circuit of the present invention, the 10 _
communiHti &P deraniievwof thereapbigirabiqmet the computer

communi cation circuit of the present invention, the
| B8y reetordingi to 560 embodpeamidsof othdpraserectimrention.
control circuit of the present invention, and the

SWi t ch 204 rehdvn 56l FOW.r @NORAS LOmpheegOBBECHASNa CPU 552,
switching circuit of the present invention. 15 The

Q?éb&@} %@Scégxﬁunﬂéa@igg%iﬁié%hg rhlfddrﬁ‘éﬁﬁ ca%zilit 560,

judgnment circuit 560, and communication circuit

,g%ﬂyegéf%tﬁchiééug'e5£}%JdaIa bus 506 corresponds to
the transm ssion ime of the present invention. 20

Further, the switch circuit 561 is_connected through
a menofiPTtn HMCHEPRD JrFSrRRdS dips the) qamutatien
CPU address bus 507 has a nenory 553, judgnent

G¥Feenit sdothemresmntudnyanitdongi theimerggy 58drerrxesponds
toit. 25 Wien the CPU 552 accesses the nenory 553 or
dpethephetatage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corfespon’ds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connéction switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment éircuit 560, and communication circuit 504
connected to it,

?he CPU data hus 506 corresponds to the transmission
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553..

Further, the CPUraddress bus 507 has a memory 553,
judgment circuit 560, and communication circuit 504

connected to it..

When the CPU 552 accesses the memory 553 or a peripheial
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- 166 device outside of the conputer 551 etc., the CPU
address- bus 507 transmts a CPU ADR show ng the
address. In FIG 89, the conmunication circuit 504 and
I C card 508 given the sane reference nunerals as in
FIG 83 are the 5 sane as- tj@mse. explained in FIG 83.
Further, the CPU 552 has the software structure as

_ | Ai ned aboye usi FIG 84. That is, as_.the
AR 1C0 TRFFLAR O e TEDUGS: SHg 9o - drhR GBH aridress

define processing for transactions relating to three
tBpesSGf txansmiks S0 PU_APR showing hseaadairelss .and C,

are used. The data received froman I C card 508

t hr ouglid PG .c80ULhe atonmmtidtidn T4 cud tp50dea8d4dIbycard
the CPU 552 in accordance with a programstored in

58 BRI thed sakid! $886rentlenEidd Pa PVl RAAFE 1 B8 are the
proceSS| ng by the CPU 552 |s 15 transmtted to the IC

%Qm & g&l% |ogh circuit 504.
urt her, Iﬂ% CP vvrltest e result of settlerrent

he |G card 5
rerory TaHert TR SRY i AL e £ S A sy 2o

~dat a b_us 506 and menory data bus 562 between the

ahiogte IR | nfiéct EBAtsiar AHahR) applkication
judgnent result signal S560 froma judgnent circuit
50 qwer (AR1 siARR) wfd tARS pravssntwhiicly elefiin® processing

for transactions relating to three types of IC cards 508,
that is, Types A, B, énd C, are used.

| The data received from an IC card 508 through the
communication circﬁit 504 is processed by the CPU 552 in

accordance with a program stored in the memory 553. Further,

‘the data obtained by the processing by the CPU 552 is

transmitted to the IC card 508 through the communication
circuit '50l4 .

Further, the CPU 552 writes the result of settlement
éenerated by communic;.ation with the IC card 508 in thé memory
553.

The switch.circﬁi.t 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection state based on a judgment .resulil: signal S560
from a judgment circuit 560 (control signal of the preseht
invention).

Fuarther, the CPU 552 executes the instrucﬁions (cod’es)
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' program of the application programs AP1, AP2, AP3, and MAIN

25 Further, the CPU 552 executes the instructions
(codes) 167 of the progranms of the OS | ayer, program
MAI'N, and application prograns APlI, AP2, and AP3
shown in FIG 84 fetched (read) fromthe nenory 553.
The CPU 552, in accordance wetzh -t he execut.ion of those
5 instructions, generates an instruction type

i uctin Si L S a, executin instrycti .
<t b Reshantd 4R tna B2 2By ed St aun Magiapand Sppidcation
instructig& signal S552c and outputs these to the
iRFRgREE &FloufP2568ndHRP3, shawn| g tFif & figtrhed (read)
instructing signal S552a 10 is a signal indicating

vilrsimh drheprientornyf 583 fetch instruction, read

instruction, and wite instruction the CPU 552

execut ethe tRUSS52 hanf 8b6brdasté UeitOhieSeRBcution of those
instruction for the CPU 552 to fetch the instruction

Q%le %e@%@e@ata% it’l%r%%ioLs type r:i.%%d:ructing
instruction isan instruction for the CP 552 to read

it hhreaegh the .dat us _5Q06. J;gg
gﬁé@?ﬂbfﬁ%n Vs%gﬁgﬁgg u%??&#s grqf%ggcgég 2%§§2b’ and
wjte data through the CPU data, bus 506. Further, -the
EcRBTPRTAEP 3 ﬁ%-&ﬁét“f%@%%ﬁﬁ?‘%@%“% Sgétzé’ W pptputs
show ng of which programthe instruction being
dheset &9 et padgmeniszigendkgS60n t he instructions of
the application progranms APlI, AP2, AP3, and MAIN, and
OS progeass thbownstRubkion8éype IheteabkedgARignal S552a
i nstructing signal S552c shows which

is a signal indicating whether which of the fetch instruction,

read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instruction for the
CPU 552 to fetch the instruction codes through the CPU data
bqs 506.

The read instruction is an instruction for the CPU

552 to read data through the CPU data bus 506.

The write instruction is an instruction for the CPU
552 to write data 'through the CPU daté" bus 506.

Further , the exécuting AP imnstructing signal S552b
is a signal showing of which program the instruction being
execu'ted by the CPU 552 belongs in the instructions of the
application programs AP1l, AP2, AP3, and MAIN ard OS programs
shown in FIG. 84.

'The called AP instructing signal S552c¢ shows which
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25 program of the application prograns APl, AP2, AP3,

and MAIN - 168 and OS prograns the program nodul e of

the call destination belongs when a program nodul e

bei ng executed by the CPU 552 calls up another

program nodul e. Further, thejgBU-552 halts the CPU

data bus 506 and 5 its operation when as explained

|ater the switch circuit 561 enters a disconnection
sBRFeOSNRRPITRAR FRRPRrdrat madtls s fihg cfdl destination
expl ained in detail. The judgnent circuit 560
gbrépREEsWhe LAl Imaurane ;mgpidule] bed ngneke@atad Hep cthe €PU 552
the instruction type instructing signal S552a and
exallti ng ARothekr pebigrgmsmgdaleS552b i nput from the

CPU 552 and the address CPU-ADR input through the CPU

addr essp@peheP;/ thentbessiPhabies aphle OtbULS LA NbEst 906 and
the switch circuit 561. 15 FIG 90 is a view of the

CPEE L Ol AP 5 A SRV B
ggéla?ggelecti n circuit.570, %tch judgnent circuit

TS| RagHERPPREFENPE B¥3%°and write j udgnent
circuit _573. 20 The _selection circuit 570 connects the
swi tch Bemat ¢ otlm el pdgmentl chrcehe $€9 nwhbl sbg7enplained in
5752, and 5753 based on the instruction type
idetautti ng signal S552a input fromthe CPU 552 shown
in FIG 89. 1 Specifically, the selection circuit 570
connect'thd Mudgment circuit 560 generates a judgment result
signal S560 based on the instruction type instructing signal
S552a and executing AP instructing signal 8552b input from
‘the CPU 552 and the address CPU ADR input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89,

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
judgment circuit 572, and write judgment circuit 573,

The selection circuit 570 connects the switch 574 to
one terminal of the terminals 575 1, 575_2, and 575_3 based
on theAinstrﬁction type instructing signal S552a input from
the CPU 552 shown in FIG. 89.

Specifically, the selection circuit 570_connécts the

switch 574b to the terminal 575 1 when the instruction type




25 switch 574b to the terminal 5751 when the

instruction type - 169 instructing signal S552a
indicates a fetch instruction. Due to this, the fetch
judgnment result signal 5571 output fromthe fetch
judgnment circuit 571 is outpute% hr ough the term na

5751 and switch 574 as the judgnent result 5 signa

5 f .the J; ircuit. 560 taq t Wi.t C .
RS AR T eeRel Shids cAtes & (Rd W bruction.
connectﬁ. the swiitch 574 to the termnal 575.2 when

the i nsPPEcEPofPigpe theniekelt IngITegharesydsysignal 571

indicates a read instruction. 10 Due to this, the read

| qugmEBk frem fhe Siedell JEdgmentiineutt Gl he owtmht through
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judgnment circuit 572 is output through. the term na
562 &edmiwalcl57574 and beijtcthgFadt ascthlel jusighealt result
S560 fromthe judgnent circuit 560 to the switch

Ckhigdbll 58%0 ¥5pﬁuEhge?udbﬁﬁn%eEﬁQﬁhQ% §i6C ol tRé0 switch
connects the switch 574 to the termnal 575_3 when the

I RS EUGH @g1type instructing signal S552a. indicates a
wite instruction. Due to this, the wite judgnment

result si | S573 ou&gu&.fronlthe.mm' e |ud nt .

ci v oui 1PBTERPE i BE LBRE40BIE - 50t b 1P RFRAF LG /ey switoh
and switch 574 as the hud‘nent result signal 5560

f P ot tRethaaGRERENRL EdPL258Beno thRe LBRLEBRiENS SYPE

561. The fetch judgnment circuit 571 uses the executing
APnstnuctingi aggsagndb58852hdicatkedaAPendsinatringion.

si gnal Sb52c, _ '

Due to this, the read judgment result signal S572
output from the read judgment circuit 572 is output through.
the terminal 575 2 and switch 574 as the judgment result
'signal S560 from the judgment circuit 560 to the switch
circuit 561,

Further, the selection circuit 570 connects the switch
574 to the terminal 575_3 when the instruction type
iﬁstrqcting signal S552a indicates a write instruction.

Due to this, the write judgment result signal S573
6ﬁtput from the write judgment circuit 573 ié output through
the terminal 575_3 and switch 574 as the judgment result
signal S560 from the judgment circuit 560 to the switch
circuit 561.

The fetch judgment circuit 571 uses the executing AP

instructing signal $552b, called AP instructing signal S552¢,.

and address CPU _ADR input from the CPU 552 to generate the
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25 and address CPU ADR input front the CPU 552 to

generate the 170 fetch judgnent result signal S571

and outputs this toward the term nal 5751 of the
selection circuit 570. FIG 91 is a view of the
configuration of the fetch. jjyggment circuit 571 shown

in FIG 90. 5 As shown in FIG 91, the fetch judgnment
circuit 571 has a storage unit 5811 and judgment unit

5 .?f*f.h Reomegt Fesplitt s3gnels S§ds apke ougpafsathdgs toward
range defining data 5841 and fetch inter-AP cal

r &hgt iteandapiln S7§_dars 3Be FelefitdoherdircaditesFOr.ange
defining data 5841 defines the addresses in the

menory 538.aotessi bl eivkedft BReCBbNEDdurhtisnee8t tAE8 fetch
the fetch instruction for each case where the CPU 552

| guayRent 04 RLAE 878 Sholhe iFSFi@yeboand application
progranms MAIN, APl, AP2, and AP3 shown in FIG 84. 15

FI G 92,4LS ey f exgkai ping.the fetgh access .
range ﬁgffﬁ?ﬁg %%tgig84§?'Tﬁgecg gﬁ% 3@ ?Eglflrcult 571
rection in FIG .92 ans of the

dj . Eo tgg_ progr C he OS
Ié?graaﬁﬁofﬁgeaﬁﬁﬁicgg'eﬁBBP gPHﬁﬁm%ﬂFN?“lﬁPF?ZA?Z,
and AP3 shown in FIG 84. 20 The "FROM' in the row
(hori zofbal Jterrge tiwht SHhs! strres dhe fedcbsecgesshaange
storage area in the nenory 553 where storage of the
- pefiningfdatme5684r i eapbfidinl ooterrAR salldltalmtdionflHefinin
"FROM' in the row direction shows the start address :
data 58. '
The fetch access range defining data 584_1 defines
the addresses in the memory 553 accessible when the CPU 552
is executing the fetch instruction for each case where the
. CPU 552 is executing programs of the 0S layer and application
programs MAIN, APl, AP2, and AP3 shown in FIG. 84,
FIG. 92 is a view for explaining the fetch access range
defining data 584 1.
The column (vertical) direction in FIG. 92 shows the-
- programs of the 0OS layer and the application programs MAIN,
AP1, AP2, and AP3 shown in FIG. 84.
The "FROM" in thé row (horizontal) direction shows
the start address of the storage area in the memory 553 where
- storage of the program of the corresponding column is
allowed.

The "FROM" in the row direction shows the start address

‘of the address range of the memory 553 where the program
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25 of the address range of the, nenory 553 where the
program - 171 of the corresponding colum is allowed
access. The "TO' in the row direction shows the end

address of the address range of the nmenory 553 where

the program of the corresponging colum is all owed

access. For exanple, the application program APl is

al Ifovf\.Ed access to the range of the_addresses 112000H"

t 85 ZPPFEPTEPSPREARFO APLERS. ithaliered RAFRFSAP cal |

rel ati on defining data 5851 shows the conbi nations of
progr angheo" RAl chnpkbgr apvndiueetion Oshdwe hthayehd address
called fromor called bel ong when a program nodule is

caf| tbeupdikenst hanGBUoES 2hiesmamoeitt 588 whéféChhe program
instruction. FIG 93 is a view for explaining the

f efcbhenterroBpealiingebaiuffl 98f hDiBRedah8ca821. 15
The colum direction of FIG 93 shows the progranms of

the (Bﬁ'@i‘eéxéﬁkgl PLAL& AL L OD; RLPgrams VALN ﬂ? ,.AP%QJSO
and AP3 shown | %FG §4b§1ﬁ1’é Fow difection o 11;}‘-@3 wed
shows_thg pr.ograns of tr]_gﬁ]CBJZ%yer and application ]
STOOT i CRATHE SRBI9S 4%, thin FATToROF CRORANn Epy LFERE" of
The intersecting positions of the colums and rows

sHRS BERPFEr 533 pr ogr am nodul e of a program of the
corresponding colum is allowed to call up a program

modul e The fetprlogremofAR raldoredapdnd dgfioingTHati o885 1
i ndi cates o

shows the combinations of programs to which program modules
which may be called from or called belong when a program
module is called up when the CPU 552 is executing a fetch
instruction.

FIG. 93 is a view for explaining the fetch inter-AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the 08 layer and application programs MAIN, APl, AP2Z2,
and AP3 shown in FIG. 84,

The row direction of FIG. 93 shows the programs of
the OS5 layer and application programs MAIN, AP1, AP2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows
show whether a program module of ‘a program of the
corresponding column is allowed to call up a program module

of a program of the corresponding row. The "o indicates

that call up is allowed, while the "x" indicates that callup
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25 that call up is allowed, while the "x" ‘indicates
that callup - 172 is not allowed. For exanple, a
program nodul e of the application programAPI is
allowed to call up a program nodul e of an OS program
MAIN, and application program2AR3, but is not allowed

-~ to call up a program nodul e of the application program

AP2. The j ud nt unit 582_1 judges if the address CPU
Ef#c*‘ﬂ‘g?er% in the address range of the nmenory 553

defl ned by the "FROM' and "TO' of the colum shown in

FI G 9For sedmirdspo fd RFHPIEe™ FP@dpﬁng r&mthad Pé’ﬁtlé&a&}‘:’n

the executing AP instructing signal S552b based on

i graat REhgisARIstadicid neplsli gipala $oodrasmn chealidiee £ an

CPU ADR input fromthe CPU 552 shown in FIG 89 and

tdre drdffaneC QESIN | AP {1 iidid ol Hird gl ArERd Hut0Ms not

the storage unit 5811. 15 Wen judging that it is

[

S e T A R T R

|A|1gruct| ng connection and outputs it toward the '

term nal 5751 of the selection circuit 570 shown in

FIG 90. 20 On the other_hand, when judging that it _is

not i ndhfddndopsntnaRif Rigehiudass ftadgh%rﬁd?ﬁﬁﬁs £33y ADR

generates for exanple a fetch judgnent result signal

557 inalgdegt ttinndhedpddopsscranae (oF cthd merbxyt5ha sdfiined

toward-the termnal 5751 of the selection circuit 570

$yOWhd N'ER OE" Hhd "TO" of the column shown in FIG. 92

corresponding to the program indicated by the executing AP
instructing signal S552b based on the executing AP

instructing signal S552b and address CPU_ADR input from the

CPU 552 shown in FIG. 89 and the fetch access range defining

data 584.__1 read from the storage unit 581_1.

" When judging that it is included in that judgment,
the judgment unit 582_1 for example generates a fetch
Jjudgment result signal 8571 instructing connection and

outputs it toward the terminal 575 _1 of the selection circuit

570 shown in FIG. 90.

On the other hand, when judging that it is not included
in that judgment, the judgment 1'.1n:_i.t 582_1 generates for
example a fetch judgment result signal S571 j.ns{:ruct-ing
disconnection (break) and outputs it toward ‘the terminal
575_1 of the selection dircuit 570 .shown in FIG. 90.

Further, when a program module of a program being '
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25 Further, when a program nodul e of a program being

173 executed by the CPU 552 calls up a program nodul e

of another program the judgnent unit 5821 judges if

that callup is allowed by the conbinati on shown by

the fetch inter-AP call rel aygon defining data 5851

shown in FIG 93 based on the 5 executing AP

instructi si.gnal Sb52b and called AP instructin '
sﬁﬁﬁsr’%ésn‘g% —'%*??pﬁﬁ’“f BEA G < 300 SR Maske GF gyother
and the fetch inter-AP call relation defining data
5B599FeRd Fhenmivdenenbrugétupf2_baiudgewenf| tigtngallup is
that it is allowed in that judgnment, the 10 judgnent
uallo#8dlby drhee xmmblimagdoar aheendby¥ etloh fiatd@eAtter-AP call
result signal 5571 instructing connection and outputs

t BeSatOvAl defIRihQIdA 62585 Sl sHowanS@irect 9aNpakedUbh the |
570 shown in FIG 90. On the other hand, when judging

t8gbchtihg ﬂ@tlegkm@ém%tsés éi‘aésf,i’@giﬁ?&tc 1184 ap

Judgnent unit 5821 gener or exanpl e Fetc

nt,result si 571 instructi C ection ,
LR L83 Rl ata DB er R onlf Fon | G GRISRRCSRO in
selection circuit 570 shown in FIG 90. The read
itGrett At dhe SprehydedermaPegadlt FRYapponodefining data
instructing signal S552b, called AP instructing signa

FE8IC1 verd ofier sthant FNBRI¢ nputt f5&Int he CPU 552 to
generate the read judgnment result signal 5572 and

out put SHHen Sjuidapimigd thhe ieris ralldh? iaf thhe jelgabhen the
circuit 570. FIG 94 is a view of the configuration of
thead®ate unit 582_1 for example generates a fetch judgment
result signal S571 instructing connection and outputs this
toward the terminal 575_1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 1 generates for

example a fetch judgment result signal S571 instructing

disconnection and outputs this toward the terminall 575 1

‘of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal S552b, called AP inst:ifucting signal 55520,
and address CPU_ADR input from the CPU 552 to generate the

read judgment' ;ésult signal S572 and outputs this toward

- the terminal 575 2 of the selection circuit 570.

FIG. 94 is a view of the configuration of the read

judgment circuit 572 shown in FIG. 90.
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25 judgnment circuit 572. shown in FIG 90. - 174 As

shown in FIG 94, the read judgnent circuit 572 has a

storage unit 581 2 and judgnent unit 582 2. The

storage unit 5812 stores the read access range

defining data 584_2 and readiygter-AP call relation

defining 5. data 5852. The read access. range defi ni ng

data 5842 defines the addresses in the nmenory

accessidf SHIER IMFEPU 3b2 the wsad ivdgrent e%-'th‘llt 572

instruction for each case where the CPU 552 is

ekaguri ptopragranttob8ling @sd| jydgment wppti$82i2n 10

progranms MAIN, - AP1, AP2, and AP3 shown in FIG 84.

FIG 95rhe stoifye faiiexXPdRi i sigotde 1R dradd EsScdsddfange

defining data 5842. The colum (vertical) direction in

Fi&x i 9Png RRWa 5B2 2P409 r:@ﬁ hebpeabQd Ay %&%‘%q.otnhﬂeflnlng

application prograns MAIN, 15 AP, APZ2, AP3 s

[ o84, The "FROM |ntherow(hor|zontal)

dﬁ?tg%ﬁ%ﬁ—%homs the start address of the storage area

in the rm:?deSS where storage of the proramof t he :
FFGCc BFERES Tande| doktning data 6 defiipgg the

row direction shows the start address of the address

rafeesies Ha i memeay i9d accessibder ahﬁnqthpthU 552 is

corresponding colum is allowed access. The "TO'" in

terequivingl recteah Shobisud tisore ntba deli s Scade twieers deles SCPU

range of the nmenory 553 where the program

552 is executing programs of the 0S layer and application
programs MAIN, APl, AP2, and AP3 shown in FIG. B84,

FIG. 95 is a view for explaining the read access range
defining data 584 2.

Tl"lg column (vertical) direction in FIG. 95 shows the

programs of the 08 1ayer and the application programs MAIN,

~AP1, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row {(horizontal) direction shows
the start ad&ress of the storage area in the meméry .553 where
sf:.oracje of the program of the corresponding column is
e’gllowed. :

The "FROM" ‘in thel row direction shows the start address
of the address range ;:)f the memory 553 where the progrém
of the corresponding column is allowed aécegss

The "TO" in the row direction shows thé end address_

of the address range of the memory 553 where the program

of the corresponding column is allowed access.
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25 of the corresponding colum is allowed access. 175

The read inter-AP call relation defining data 5852

shows the conbi nati ons of prograns to which program
nmodul es  which may call fromor be called from bel ong

when a program nodule is cakkhgd_up when the CPU 552

is executing a read 5 instruction. FIG 96 is a view

for explalnlng the read inter-AP call relation

def i ni ni*BatFaagsioterndP cerlibmrelation lebining data 585_2
shows the programs of the OS | ayer and application
pshgwanthe/&idhbiARi iR of pPognamARS sikdwh pirobghGm fddules
The row direction of FIG 96 shows the prograns of

i € thay afa BN loxC Bbi €81 DEQUF A4S Bldig ARbn APBrogram

and AP3 shown in FIG 84. The intersecting positions
Q£o&@fe09§uggiléaduﬁoﬁﬁeﬁeéhéh@ﬁb“@@é L &l QQig (2 read

nodul e of a program o cor respondi ng co
a%*ggg caII up a program nodule of a progran1of
e correspondlng row. The "o" indicates that callup
is allqued, ngje the "x" indicates that callup_ is
not - al I'oW&d. 990t ‘f’cﬂgm Rt igEny jthyyewead inter-ap
the address CPUADR .is included in the address range |
alherebabign 5®%f=ellei$me@at@y5851@2 "FROM' and "TO' of
the columm shown in FIG 95 corresponding to the
pr ogr amMtendiclatned diyrddicl @x efItFTE, A% shvsld WHd rtg:ograms
si gnal S552b based on the executing AP
of the 0S layer and application programs MAIN, APl AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 96 shows the programs of
the 0S5 layer and application programs MAIN, AP1, AP2, and
AP3 shown in FIG. B4.

The intersecting positions of the columns and rows
show whether a program module of a progrém of the
corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o" indicates
that callup is allowed, while the "x indicates that callup
is not allowed.

The judgment‘unit'582_2 judges if the address CPU ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. '95
corresponding to the program indicated by the executlng'AP

instructing signal SSSZb based on the executing AP

instructing signal $552b and address CPU ADR input from the
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25 instructing signal S552b and address CPU ADR i nput
fromthe - 176 CPU 552 shown in FIG 89 and the read
access range defining data 5842 read fromthe storage
unit 5812. Wen judging that it is included in that
judgnent, the judgnment unit158§22 for exanple
generates a read judgnent 5 result signal S572

A Bt e o U ead A2 inang

FIG 90. On the other hand, when judging that it is
ngatan8BAdedrepd frae fhegsboragemenjtds®En2. unit 5822
generates for 10 exanple a read judgnent .result

si gnal &2 judgimgttingt dischnnacdliwied bivalfa@udgment,
outputs it toward the termnal 5752 of the selection

Cthé Yjddgmeh t5Have 542 F Eo
nDduFL of a progran1béingrggggﬁﬁ?%gggﬁrgﬁggégﬁﬁ%lZﬁggbment

callgiup g . anot her 15. progr he, ..

PSem = R PSP TR L AP e A Puttes 1t

by the nbi_ nati.on.s by the read inter-AP call :
S MR RGP aot T 539 LRoWETSrHen arasidedTnshoun
the executing AP instructing signal S552b and call ed

A iREEr %4 ng signal S552c input fromthe CPU 552

shown in 20 FIG 89 and the read inter-AP call

" rel ati ¢n 4bki ather danad,58b6&n rpatyifng rhakei stior age Ltiuded
'581-2. When judging that it is allowed in that

j el gerest: | jddiine ) #1,0 OERRN 1) drentS A i 1015 82X dherates for
generates a read judgnent result signal 7$5
'éi?zi:ﬁ;ﬂfé 'J‘%M%ﬂn@h@%ﬂ@gﬁ;t}ﬂ B572 instructing
disconneétion {(break) and outputs it toward the terminal
575 2 of tﬁe selection circuit 570 shown in FIG. 90.
Further, when a program module of a prrogram being
exacuted by the CPU 552 calls up a program module of another
Pprogram, the ﬁudgment unit 582 2 Judges if that callup is
allowed by the combination shown by the read inter-AP call

‘relation defining data 585 _2 shown in FIG. 96 based on the

executing AP instructing signal $552b and called AP

~instructing signal S552¢ input from the CPU 552 shown in

EIG. 89 and the read inter-AP call relation defining data

: 585 2 read from the storage unit 581 2.

25

Whenr judging that it is allowed in that Judgment, the

judgment unit 582 _2 for example generates a read judgment

result signal S572 instruc{:ing connection and cutputs this

ﬁoward the terminal 575___2 of the se‘lectién c¢ircuit 570 shown




25 toward the termnal 5752 of the selection circuit
570 shown - 177 in FIG 90. On the other hand, when
judging that it is not allowed in that judgnent, the
judgment unit 5822 generates for exanple a read
judgnent result signal 5572 imgtructing di sconnection
and outputs this toward the termnal 575 2 of the
sgleg&&ongsircuit 570 shown in FIG 90. The wite
juﬁgnenf Cifcuit 573 uses the executing AP

instructi n%ﬁii nal S552b, called AP instructing signal
S552¢  adE &?ﬁ@% bpod Apfhem pudgringnthat Tpds58ettallowed

"~ generate the 10 wite judgnment result signal S573 and

i0

15

20

25

obepthatt findgmenty dthe hgudgmen hain€5382f2 tpenerates for
selection circuit 570. FIG 97 is a view of the

CeRfmpLé a4 | P8adfl jadgmehtt Leshilid08BGhal CS5 2 inStBucting
shown in FIG 90. As shown in FIG 97, the wite

1o 99 A ° _ .
J&ﬂga@aﬁeeusﬂlanéséu%%gtg?g?g% 2&%@%&5% tefhima s 2 |

judgnment unit 582_ stores the —

Wit enaceeps L ange. defini at.a 5843 ggggmw' e

i nter -%P ca%lz rgﬂga?l o%“h%?’??m?n%ﬁ‘a%? as s 'I‘éée wite
access ran%%fdeani_ dat a ;584 3 defines 20 the ‘

addr esSe¥ it J 553 r50dds 38| BSRfchhe exepefring AP
552 is 'executing the wite instruction for each case
vHEs erugeingpdonsl $352k e aalileyl PPogrstmmaifincheig@Bal S552c¢
| ayer and-application prograns MAIN, APl1, AP2, and

ARY shibdwes s (HUCAIR inpuE f38m $he CPEBVWSERI LeXjérmératg the
the wite access range 7

write judgment result signal S573 and outputs this toward
the terminal 575 3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
judgment . circuit 573 shown in FIG. 90.

"As shown in FIG. 97, the write judgment circuit 573
has a storage unit 581 _3 and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584 3 and write inter-AP call relation defining
data 585_.3.

The write access range defining data 584_3 defines

the addresses in the memory 553 accessible when the CPU 552

is executing the write instruction for each case where the

' CPU 552 is executing programs of the OS layer and application

. programs MAIN, AP1l, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

def inihg data 58 4 3.
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25 defining data 5843. - 178 The colum (vertical)
direction in FIG 98 shows the prograns of the OS

| ayer and the application programs MAIN, API, AP2,

and AP3 shown in FIG 84. The "FROM' in the row
(horizontal) direction shows;pgthe start address of

the storage area in the nenory 553 where storage of

the program of the corresponding columm is all owed.

The "F qoiume (vewtdiaaddt dameshkdmn LhcFEEar®8 shows the
address of the address range of the nmenory 553 where
tpreograys arf the 06 laperind dhendpplieatilon pBogthnsaehIN, -
access. The "TO' in the row direction shows the end

&Pl pswp2 pfaddenpsl ddiasien ranaer®f gde nmenory 553 where
the program of the corresponding colum is allowed

access.qpnkhe pdate ;i - |_.r.el ati fining data
5555 TEeonaoh &L (e Worf Hrioriolieal) e ednl Fibws
RLOgram dgles \ '%F‘_na%callor be called from

belorg FieRtdrs7 s fottPEr9T &6 1o fpmRrery: fe3 where
CPU 552 is_executing a. read instruction. FIG 99 is a :
VRFass g margaa of ithe igrraespendding calaminis
defining data 5853. 20 The colum direction of FIG 99
sHderadche prograns of the OS |ayer and application
prograns MAIN, APlI, AP2, and AP3 shown in FIG 84.

The roWhei rEROMOMAOEhEIXow 99 reheNEnt oWl @8ea8Ea PE address
the OS layer and application prograns MAIN, API, A22,

¥ the address range of the memoxry 553 where the program-

- of the corresponding column jis allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules

which niay call or be called from belong when a program module
is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-AP

call relation defining data 585 3.

The column direction of FIG. 99 shows the programs

of rthe OS layer and application programs MAIN ,‘ AP1, AP2,

and AP3 shown in FIG. 84,

The row direction of FIG. 99 shows the progx"ams of
the OS layer_and application programs MAIN, AP1, AP2, and

AP3 shown in FIG. 84.
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25 AP3 shown in FIG 84. 179 The intersecting

positions of the columms and rows show whether a
program nodul e of a program of the corresponding

colum is allowed to call up a programnodule of a
program of the correspondi ng;4ew. The "o" indicates 5
that callup is allowed, while the "x" indicates that
callup is not allowed. The judgnment unit 582_3 judges

i f the HeRIrtRtexmrihbr pesitiangief ithe molwtpesand rows
range of the menory 553 defined by the "FROM' and

" §ipw ofhe hket 04 uproghanmodutd G f 98 dffogodt e5Potké ng

to the programindi cated by the executing AP

| G6t £ &shoNEi Ag Frllundb 32D aDA8REd OFo LAEL BXRE %tRbEBgéEm module
i nstructing signal S552b and address CPU ADR i nput

f& O tPEoEFLn S5 a@@%é&%@fﬁ?%mt 2 hlg}ew Py Gf3dtes

range defining data 5843 or age un

5 15 Wen judging . that. it is included in tha

Pt it Hidendn, e s W teiinpRes that callep
gener at es wite judgnent result signal S573 .
i*%f??ﬁt?*é}?ﬁﬂmection and outputs it toward the

term nal 575 3 of the selection circuit 570 shown in

FIG 9Fhedudgmens wsnhtr58R0d judges jddghegaddaesstCPY ADR
not included in that judgnent, the judgnent unit 582 3
gendmatlesiddrin ehanplkidrasw khaghUdgnend n@icty 553ndéfined
S573 instructing disconnection (break) and outputs it

treRdMer gragimlnue&-w& Yhed 1L THAN Gid Gid. P

shown in FI G

corresponding to the program indicated by the executing AP

. imstructing signal S552b based on the executing AP

 instructing signal S552b and address CPU _ADR input from the

CPU 552 shown in FIG. 89 and the write access range defining
-data 584_3 read from the storage unit 581_3.

When judging that it is include& in that judgment,
the judgment unit 582 3 for example generates a write
judgment result signal S573 instructing connection and

outputs it toward the terminal 575_3 of the selection circﬁit

‘570 shown in FIG. 90.

~ On the ot_h'er hand, when judging that it is not included
in that judgment, the Jjudgment unit 582_3 generates for |
example a write judgment result signal §573 instructing
disconnection (break) and 6utputs it toward ‘the terminal_
575_3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a prbgram being
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25 Further, when a program nodule of a program being -

180 executed by the CPU 552 calls up a program nodul e

of another program the judgnent unit 582_3 judges if
that callup is allowed by the combination shown by

the wite inter-AP call relLajggn_defining data 5853

shown in FIG 99 based on the 5 executing AP

i nstructi si.gnal Sb552b and called AP instructing
stHRart %%3’%6 EhanGRUT 3 ¥t G TR 3pregwmm naduly of ggother
and the wite inter-AP call relation defining data
Seeagramd theniwdenen braget UP82_38j@dgetenf| tiigtngallup is
that it is allowed in that judgnent, the 10 judgnent

Ll Tokd® 13y fthle esABRhatdencsRORA l?yV’!ﬂiet i BRLr-AP call
result signal S573 instructing connection and out puts

thd Ba t WRI b # ! |5 g%/ Llggn bh
570 shown in :’[F}Fi:.é{g?é;i(')&{}ﬁ 5% %gsq{]“;rpﬁgng&%cv\hg% }0%38 the

gcrr]ikeén]fdim ttjggsfé[ogener 15 Jsgrfaoi1a§5e§<éﬁpﬁ"ég é?l\if?‘é AP

' .j ud ment, resul t sug\& 8573 instructing disconnection

?ﬁh%?t?ﬁ%?ﬁ 529 iRy i 5o v @PYi554eshown in
selection circuit 570 shown in FIG 90. Next, the
FGectBDrnd the vrite dntprbaPesplii neliatidn défining data
sel ection. circuit 570 connects the switch 574 to one
i85 I nesrdvifinaing t5i4b s tdrdmiy wnidk B3 Hased. on t he
instruction type instructing signal $552a fromthe CPU

552. Spdeinf Eﬁ_&b'ﬂi? ¥heo ibad Rtilwad @R EKQ@ judgment, the
instructing signal S552a indicates a fetc

Rl QﬁittBQZEslfgk'gﬂample generates a write judgment

result signal S573 instructing connection and outputs this

toward the terminal 575_} of the selection circuit 570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed

in that judgment, the judgment unit 582 3 generates for

example a write judgment result signal S573 instructing

disconnection and outputs this toward the terminal 575 3

‘of the selectiqn circuit 570 shown in FIG. 90.

Next, the selection circuit 570 will be explained.

The selection circuit 570 connects the switch 574 to

one of the terminals 575_1, 575 2, and.575_3‘based.on the

instruction type instructing signél 8552a from the CPU 552.
Specifically, when the instruction type instructing
sigﬁal $552a indicates a fetch insfructibn, the selection

circuit 570 connects the switch 574 to the terminal 575_1
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25 circuit 570 connects the switch 574 to the termna
5751 - 181 and outputs the fetch judgnent result

signal 5571 as the judgnment result 5560 to the switch
circuit 561. Due to this, the

connecti on/ di sconnection of-tBe switch circuit 561 is
controlled by the fetch judgnent result signal S571. 5
Further, when the instruction type instructing signa
udaonkEntat sheafesal ndgmeoti vasulbessghatt 561 as the
circuit 570 connects the switch 574 to the term na
576dgmantodpul s S560 teathé UdgneiH cieculi s690aud ¥ this,
as the judgnment result 5560 to the switch circuit 561.

Dﬂﬁet@oﬁﬁéétléﬂﬁdiQGSHHBSEibﬁnéﬂ'§ﬁ9n9§§£&ﬂnc9£cgbﬁ 561 is
switch circuit 561 is controlled by the read gnent

r 5 t her, mh n. the nst ruc
t?%gk%%§%§§2%¥ngﬁél5ﬁ§¥£5%g§ i cat esLaSl 't % §871.

instru t he sel i-on CIrCUIt 570 connects the

o t ch EvateF e Ehn R SUC bl on SRR SREE Fagkipgosignal
wite judgnment result signal 5573 as the judgment .
r33ga 1 %‘g{s‘eali%s theradflt s truetien pothe xeleotidon seircuit
t he connection/di sconnection of the switch circuit 561

i 570 comnegitisetheswitcwSi7det tdgmeatrminsli 575 i PYanld outputs
5573. Next, exanples of the operation of the conputer

Sie rghdl\/ijkﬂdghén@( pkauledsighal s§5EX AP kBeOfudgment result

“Qperation] Next, an exanple of the operation ere the

GBS t@kﬂ@&wtéﬁ@d@t@ﬁ 5k Ue RS
process of execution a progran1n0 uIe of’ t he
%Jcprlr{epc J'_c?,{‘ &S rnnec F):'L]'cugjl ngf the switch circuit 561 is
controlled by the read judgment result signa1785'72.

Further, when the instruction type instructing signal
35523 indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575 3 and outputs
the write judgment result signal S573 as the judgment resultl
8560 to the switch circuit 561. Due to this, the
éonnéctidn/disconnection of the switch circuit 561 is
contrelled by the wr.;ite Jjudgment result signal S573.

Next, examples of the operation of the comf)u'ter 551
ﬁiil be explained. |

[Fir'ét Ex‘ample of Operation.]

Next, an example of the qperation where the computer

551 executes a fetch instruction in the pr.oc'ess of execution.

- of a program module of the application program APl and

designates the address "2100H" of the address memory 553
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25 designates the address "2100H of the address nenory
553 - 182 will be explained. In this case, a CPU ADR
i ndicating "2100H" flows on the CPU address bus 507,
and an instruction type instructing signal. S552a
indicating a fetch instructi and an executing 5 AP

i nstructing signal S552b indicating APi are out put
from the CPU 552 to the judgnment circuit 560.

Firkhdre exmlaidghent unit 582 1 shown in FIG 91
judges if the address "2100H' is included in the

addr esIn rige cadO0H' dew WEHde:Ettﬂﬁ% MR "> Flows on
defined by the 10 "FROM' and "TO' of the col um shown

ithd CPU 24a£QE5 GRPBE7N Yand Wi BA s8PL P8R PP s trycting
§552 g%%ress 6%%?

executing AP I nstructing signa b and

ADR inp ron1 he CPU 55 fetch access _range .
n.rin S552pathanie ing FroR AU Y B fhdecuting

sto e unlt 581 15 Further, .the judgnent unit 5821

té%l%lfn@t shanptd§RaAP ?‘%gb??t%?@n%‘? $¥q output from

|nstruct| connection and outputs it toward t he .

ttdveniGFY fopfthehgusgmemt o reiuddyiSe0-570 shown in

FIG 90. Further, the selection circuit 570 connects

t he swFugithe2() ¥hé tjodghenteumirab827i1shomneibherc. 91

instruction type instructing signal S552a indicates a

Heldges 24e the Hidesd MeUuobH"UdGMEALILGR tinSithRAladdress
5571 instructing connection is output through the

%%El ! inQid o 0% q:lg,l tn 2R HRS o‘ifhethleugt%%% ‘5%%”'(1tef§. %%alby the

tothe switch

"FROM" and "TO" of the coluz_nn shown in FIG. 92 corresponding
to the APl based on the executing AP instructing signél S552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584_1 shown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
jﬁdgment result signal S571 instructing connection and
outputs it toward the terminal 575_1 of the selection _éircuit
.570 shown in FIG. 90.

Further-, the selection circuit 5'70 connects the switch

574 to the terminal 575_1 since the instruction type

- ins_tructing signal S$552a indicates a fetch.

Due to this, a fetch judgment result ‘signal s571

instructihg connection is output through the selection

circuit 570 as the judgment result signal S560 to the switch

 circuit 561 shown in FIG. 89.




190

15 -

20

25

25 circuit 561 shown in FIG 89. 183 Further, the

swtch circuit 561 places the CPU data bus 506 and
menory data bus 562 in the connection-state to allow

the CPU 552 to access the nenory 553. Note that, in

the above expl ai ned case, whggzrthe 5 address CPU ADR

i ndi cates "3100H', since that address is not included

in the address range "2000H' to "2FFFH', a fetch

j udgnerfiunthan + ey i i t98Y Linentirty §61n g ldicsso rbfer (QRSH data
is output fromthe selection circuit 570 to the

dwig G0& iarglimenchy] dabac bue EB2Sint bRe S#bhdcEibRUbtate to
561 -sets the CPU data 10 bus 506 and nenory data bus

A2 dw e, il FEnnestd e 4 aliks :&éiu v the CPU

552 from accessing the menory 553 eration of

- Second garMigle N 1D 84 # gcpo 1?%%‘24% rat' rLhe

the case where ‘a progran1nn € app |ca

HEEAR A, it ool ST S raé%&r is

instruction w || be explained. In this case, the :
SedcEPFAYdRs ihihe rddrgssitpnge 88868 " st iZFFEAY arfetch

the called AP instructing signal S552c show ng APl
arslgmerputrefsudrh tsignell FYA timsttrmatdady jdidgrantectddn is
circuit 572. The judgnent unit 5822 of the read

jound g Eroinr thétse bd@t Vo WEL ddifi f 60 B! Ehe ARvLEth circuit
rel ati on defining data 5852 shown in FIG 96 and

sedgepuel 8 ek, f LA ERELAR2c1Pcdlt 561 AddOWethe cPU data

bus 506 and memory data bus 562 in the disconnection state
to pr.event the CPU 552 from ack:ess‘ing the memory 553.
.{Operatior.l of Second Example]
- Next, an example of the operation in the case where

a program module of the application program AP2 calls up

-a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case, the executing AP instructing signal 8552b

- showing AP2 and the called AP instructing signal S552c |
showing APl are output from the CPU 552 to the read judgment

~eircuit 572,

' . The judgment unit 582 2 of the read judgment circuit

572 views the read inter-AP call relation defining data 585 2
| shown in FIG. 96 and judges if a call from the AP2 to APl

. is allowed.

Further, the judgment unit 582 2 generates a read
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184 judgnent result signal S572 instructing

connection and outputs this toward the term nal 5752

of the selection circuit 570 shown in FIG 90. _
Further, the selection circuhs570 connects the switch
5 574 to the termnal 5752 since the instruction type

i pstructing signal;8552a indicates a read instruction.
DéRdgmenf; Easy Feg#igpadgfbi? imnstructingatosagetion and
instructing connection-is output through the .selection
chutpmts SBiastokvardutyaehérmesal t 535 ghabf SERE se1é&beion
switch 10 circuit 561 shown in FIG 89. Further, the
sedteli€i 5T0I §hbkd SRt BIEheg§PU data bus 506 and
menory data bus 562 to the connection state, whereby

the CPUpodh&AN ﬁ%cgéfeébggﬂ%q%i%sg?O%r}?ﬁq%c% g:akeswitch

hand, in the above case, en the progra
h ligation pr A22 cajgsu rogram of

A 26 TR Etniiad 80 25 008 0 B BREA e
read inter-AP cal|l relation defining data 5852 shown
PTG 31922 L aF 7547 chtdieapd 3 oread inshpection.
al lowed. Further, the judgnent unit 5822 generates
t he red®e20:9 ddyrenta rread tiwigperit SEUlnstigretl RH72
di sconnection and 25 , outputss this toward the term na
Fieiwictivey sehrevddtoion ol s oot tpdl Ocistmvgh | théd| £2188tion
Due to this, a read judgnent result signal S572
circuit 5?0 as the judgment result signal S560 to the switch
circuit 561 shown in FIG. 89.

Further, the switch circuit 561 sets the CPU data bus
506 and memory data bus 562 to the connectioﬁ state, whereby
the CPU 552 can access the memory 553.

on the other hand, in the above case, when the program
module of the application program AP2 calls up a program

of the applidation program AP3, it is judged from. the read

inter-AP call relation defining data 585 2 shown in FIG.

_ 96 that a call from the AP2 to AP3 is not allowed.

Further, the judgment unit 582 2 generates the read

judgment result signal S572 instructing disconnection and

-..oﬁtputs-this toward the terminal 575_2 of the selection

25

‘circuit 570 shown in FIG. 90.

Due to this, a read judgment result sﬁ‘.gnal 5572
in—strﬁcting disconnection is output through the selection

circuit $70 as the Jjudgment resuit signal S560 to the switch
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i nstructing disconnection is output through the
selection circuit 570 as the judgnent result signa
S560 to the switch 185 - circuit 561 shown in FIG 89.
Further, the switch circuit 561 sets the CPU data bus
506 and nenory data bus 562 §gsthe disconnection state

.to prevent the CPU 552 from accessing the nmenory 553.

5 As expl ai ned above, the judgnment circuit 560 and

STHECHE PP ushowB 1iReFEF ni $2- t he connection state

between the nenory 553 and CPU data bus 506 based on

dat a deéfurideer n tdhady awidchi aiacadtdB6l esattd KIRACHU data bus
programin accordance with a program being executed

506 hendChkbRbry dOtdNRU£I 6L, NI P SAARMCPIOY SFfhte to
bei ng executed by the CPU 552 can be prevented from

[ T ¥ Y i ' r ' f her
T R P 52 ok e g e By 055
hi gh security_can.be obtalped. apon appli cation .
progr a(r%ss ev %aﬁﬁgﬁ °evﬁpﬁggﬁl$%“%&%8ggf:ﬁé‘%a5§%a“d switch
pl.ural,t f application prograns. The present .
icr?\fé?ﬁ*r%ﬁﬁgéi% ming thg trReRtitRFEatehrrern the menory
enbodi nent. For exanple, in the above expl ai ned
SRso@neb RV tdata duse S5@6 biddedtomidsdtavhimfindtk in advance
judgnent circuit 560 stored 20 fetch access range

def apcngddaca ®8UH edd phogiba iARES tddtdWi®h a program
defining data 5851, read access range defining data

P g Sabdtd L by RHLIdpy eg3t | on defining data 5852,
wite access range defining data 5843, and wite
inter- &Berefore, an application program being executed by
the CPU 552 can be prevented from illicitly accessing
instruct-ions and data of another application program stored
in the memory 553 and a -high security can be obtained among
application programs‘ even when the CPU 552 is executiﬁg a
plura;ity of application programs.

| The presént invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case was illustrated vhere the judgment circuit 560 stored

fetch access range defining data 584_1 r £fetch inter-AP call

relation defining data 585 1, read access ranée defining

data 584_2, read inter-AP call relation defining data 585 2,

. write access rapge defining data 584 3, and write inter-AP

call relation defining data 585 3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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call relation defining data 585_3, but as shown in
FIG 100, 25 it is also possible to use an I C card 558
storing such data 186 in a state encrypted using key
information K In this case, the judgnent circuit 560

holds the key information_Ky g pd_decryption program

590, accesses the IC card 55 through t he CPU data
bus 506 and conmunication 5 circuit 504, reads the

- f#RchA atatssergnyptedfnaing Wayaisgarmatiéwtkh

inter-AP call relation defining data 5851, read access

range ded ithing diodes, 342 juddAdntNicdircARtC 860 helldsi @he key
defining data 5852, wite access range defining data

58480 rm@BLoM K t £ndi NAEE+ PP £5h £8§@£ﬁ|0§‘9@|efé8bQQsQ§t fhe IC
5853 from 10 the I C card 558, and uses the same

590 andﬁ€e€§+%€%?ng$%o e&%% %ﬁggegéﬁggﬁ$esero hidhtion

RN G0 sEa0 e FREohaaant SeBoe MRt LAAg Haga 5841,

't hrough the conmmuni cation circuit 504 and CPU dat a

, b’{%t%entﬁfoﬂ?rf‘ealfhagﬂ@mwa detirimpdatactdpt , meast agcess

the judgnment circuit 560 using predeterm ned key
irfngeeddiming clata R84 e2r yptadl TelossAP amlt ogehartion
the nmenory 553, and have the judgnment circuit 560

et reinty @xeaUSES t 2 WAY Ele atypbisORaife Tl Tuhka 584 3,
menmory 553. Further, in the above expl ai ned

AP AR ,lﬁé&%%aﬂ@%m fdémn'g:&"dgég 585 3 from
outputting to the judgnent circuit 560 dn executl ng
Ahd T G e WAl TR LER | &b A ted using a
predeterminled decryption program 590 and key information
K.

Further, the present invention may store the above

decryption program in an encrypted state in the IC card 558,

read this through the communication circuit 504 and CPU data

‘bus 506 into the judgment circuit 560, decrypt this by the

judgment circuit 560 using predetermined key information,
store the decryptéd decryption program in the memory 553,
gmd have i:he jt_xdgmel.ﬂ:. circuit 560 read and exécute the
decryption program from the memory 553.

| Furthé‘r, in the above ekplained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

: 560 an"executing AP instructing signal S$552b-and called AP

instructing signal S552c, but these ‘signals may also be

gene_ta'ted,\ as shown in FIG. 101, bj{ the judgment circuit
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instructing signal S552c, but these signals may al so
be 25 generated,, as shown in FIG .101, by the _
judgnment circuit 187 560 nonitoring the CPU address
bus 507. Seventh Enbodi nent The present enbodinent is
an enbodi ment correspondi ng ¥§ the 20th and 21st
aspects of the invention. G 102 is a view of the
configuration of a seniconductor chip 631 of an

&b mandrhoriing Hehe GRIE mddieredisnb07As shown in FIG
102, the sem conductor chip 631 has an interna

menor y Se¥an SinvEntiodimetiti t 633, switch circuit 10
634, judgnment circuit 635, selection circuit 636, and

CPU 63fhelBeekBher &@Lo@ﬁﬂ@ﬁﬂ 832n efMblifllett ré‘d&!ﬁe%dlng
switch CIrCUIt 634, judgnment circuit 635, and CPU 637

t 40.. 15 Th t |
e Sragiedn o ERLARIA B 10, Rl o e

connec t n address bus 641. The i nternal nenory
. 632, ﬁ%gm@r?? &Sy euvi st the CEPEigEFaLAem: Siindct ed

to a signal line 642, Further, the internal nmenory 632
isemiGongue togh kddge $3LEE ererhadiment ¢f £hauPsent
Further, the switch circuit 634 is further connected
uhwemghoan external data bus 644 to an external nenory
660. Further, the selection circuit 636 is further

As shown in FIG. 102, the semiconductor chip 631 has

an internal memory 632, switch circuit 633, switch circuit
634, judgment circuit 635, selection circuit 636, and CPU
637.

The internal memory 632, switch circuit 633, switch
circuit 634, judgment circuit 635, and CPU 637 are connected
to a CPU data bus 640.

The internal memory 632, judgment ciréuit 635, and
CPU 637 are connected to an address bus 641.

. The 1nternal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642,

Further, the internal memory 632 is further conhected
to an internal data bus 643.

Further, the switch circuit 634 is further connected

. through an external data bus 644 to an external memory 660.

Fﬁrther, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

661.
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connected through an external data bus 645 to a

debugger 25 661. 188 Here, the seniconductor chip

631 corresponds to the sem conductor circuit of the

first aspect of the invention, the CPU data bus 640
corresponds to the first trafggg ssion line of the

first sem conductor circuit, the programnodule PM1
corresponds to an instruction for executing a program

.of thellfFerst thepsemispndnetprvehibofi3lt herraspends to the
menory 632 corresponds to the storage circuit of the

f femicapgductorotitrbeitnv@rificofirsiteapel637f the invention,
corresponds to the processing circuit of the first
ashecCPUf dhba by eedo Wortdspsd Ao LG t83Rsmission
corresponds to the first connection switching circuit

oiihd eca:é | ¥isd FASRAC Ee&&ekhaulc%ﬁnéi:?%aﬁ hetl?éM trgorr]?ram module

circuit 634 corresponds to the seco cbpneﬁl
Swirt £ hi j pt.of_the first aspect of the.
Pveht TORESTRe G 1T RS e AESSRio% 8 Prggram
copnectign control circuif 15 of the first aspect of :
t%ﬁ ?egffﬁ , aFRe<tePtcthnivrertiirre3the oirkeppalsmemory

to the third connection switching circuit of the

833 tcextreponds t b they afidnage heanitteofaltheefbrgt aspect

660 corresponds to the storage apparatus of the first
ashddte igfvertedmy ehbi GRYU 631 ddrerealginuigietbehe processing
corresponds to the 20 external apparatus. of the first

asnesii ©f of hend NFepst oasapegeréb efhe tPRveh 81GL, | iRE S42tch

corresponds to the thir transm ssion i ne of the

SERAFEIES helURobITT) e LS: A SUULSE e ening
.Circuit_ of the first aspect of the invention, the switch

circuit 634 corresponas to the second connection switching
-circuit of the first aspect 6f the invention, the judgment
circuit 635 corresponds to the connection control circuit
of the first aspect of the invention, the selectioﬁ circuit
636 corresponds to the third connection switching circuit
of the first aspect of the invention, the extérnal memory
660 corresponds to the storage apparatus of the first aspect
of thé invention, and the debugger 661 corresponds to the-

external 'apparatus\ of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

 transmission line of the first aspect of the invention, while

the address-bus 641 corresponds to the fourth transmission
line of the first aspect of the invention.

Furthe_-r,' the judgmen't- result signal S635a corresponds
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line of the first aspect of the invention. 25 Further,
the judgnent result signal S635a corresponds - 189 to
the first control signal of the first aspect of the

- invention, the judgnment result signal S635b

corresponds to the second_cg%?rgl signal of the first
aspect of the invention, an he judgnent result

signal S635c corresponds to the third 5 control signa
ottot rhef frisgts taspadirodf stibaalnvEnthen firkkGaspedti sfathe
view for .explaining the software configuration of the

sefiveatd ot 0EhehiRd§Rdn & NeuEyL1 éié%allﬁﬁésﬁl&Jﬂfégﬁgnds to

103, the bottomost | ayer is the hardware | ayer,

t AL deodd aon@ssg\ﬂa;f%@qgg% fﬁfrstk,h LSt %%“&wg%rention,

chip 631 shown in F ove ar dwar e

ARSI SRR S Sa A e Rlangl o e i

communi cation driver layer for controlling the 15
comtirPlafighalTRE bhegEfansst asrectonfubheainyantipper

| ayer is usually stored in a nonvolatile nenory.

Above tHREGcobk®Binisari vhedr forrekxpyaining abhepsofitwage
system (OS) |ayer for providing the programformnm ng
téenfigundaibanofotheheenpebatiiieBodf chilp 6811 SRBWHCLAN FIG.
chip 631. 20 The OS | ayer -provi des the highest

apppication (AP) layer wth higher concept services
conpared with the | ower layers. Further, above the OS

l( zgs\r” ICIZ% ?&Fg‘g}{)gggf%eggf?%gb%osg:rfafgz@ gisf i:l%e fhl“zlﬂrc wia(?r:rtlaslayer ' '

that is, the hardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
;n it a cbmmunicafion driver layer for controlling tﬁe
communication. The program of ﬁhe communication driver layer

is usually stored in a nonvolatile memory.

Above the communication driver layer is an operating

is,Ysi_:em (08) layer for providing the program forming the

foundation for the operation of the semiconductor chip 631.

' The OS layer provides the highest application (AP) layer

with highef concept serviCes compared with the lower layers.
Further, above the OS léye; is an AP layer &efining

the specific func'tions (services) realized by the

semiconductor chip 631. The AP layer has, for example,

application programé AP1, AP2, and AP3 realized by the
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sem conductor chip 631. The AP | ayer has, for exanple,
25 application prograns AP, AP2, and AP3 realized. by
the - 190 program nodules PM 1, PM 2, and PM 3 shown
in FIG 102. - The internal nenory. 632 stores the
program nodul e PM -1 of thejagplication program APl
shown in FIG 103. FIG 104 is a view for explaining
the configuration 5 of the programnodule PM 1. As
sRERATAR Ppduleg PM ke BMogranrdoBM| 8 PWP¥nj §n FIG. 102.
conprised of a plurality of function nodules. FIG 104
shows The igdwernedicmempotryi 632 aripricsethel progueetodifle pM 1
function nodules FM1 to FMn. 10 As shown in FIG

164, th8eappsicaeibANpL6geah Ab1t BRowhead 9iGea§630f
the function nodules FM1 to FM n is an unl ock

i nstrucg{@n, 140i{g éh@ ééjfof %&%ﬂ%lﬁf Iéhe cggglguratlon

i nstruction. Her e, OCk |on

|n§t ction instru 'ng M? a | at er explalned j udgment
C|rc%#? B589 fo h%?éu#ﬁep§ ftch circuit 633 in the
connection state until the next unlock instruction.

Furt her®s ZPeU ok FHet riRdi othe PrepFammedyleoPM 1 is
instructing the switch circuit 633 to switch to the 20
drgepFiRed dhaspiurality ofifupietdioncmptdubes. iBIG. 104 shows
i nterposed between the CPU data bus 640 and the '
ithe casle wiat ve Hitsi 6 45 mphilics Wb Eal ntinbedt £ Eah N REdules
ei ther the connection

FM 1 to FM n.

As shown in FIG. 104, the instruction (code) at the
head of each of the function modules FM 1 to FM n is an unlock
instruction, while the tail instruction is a lock
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next unlock
instruction.

Further, an unlock instruction is an instruction
instructing the switch circuit 633 to switch to the
disconnection state.

The switch circuit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch circuit 633 becomes either the connection

state or disconnection state based on the judgment result

signal S635a input from the judgment circuit 635.
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state or disconnection state based on the judgnent
result 25 signal S635a input fromthe judgnent
circuit 635. - 191 The switch circuit 634 is

i nterposed between the CPU data bus 640 and externa
data bus 644. The switch ci+ awiit 634 becones either

. the connection state or disconnection state based on

t he jud ntcesplt. 5 sig S635b i nput fromthe

| Udgnentie, Prifihesireetk Pan i tn e Tes detneon the CEU
monitors the address bus 641 and signal |ine 642.

WHBk 2t hESafdPe28ds pFtarnadt glatabpush644CPU 637 to the

address bus 641 indicates the address where the
progranThedaWétéhﬂQirsustoﬁaﬂihébdﬂﬁsiéﬁﬁﬁdﬂﬂtﬁ&ﬂﬁﬂdﬁection
10 632, and the instruction type instructing signa

S683e0ukpdiisbynhBetEBH 62AtbobhBadsbanthe! HRBGRAAL result
indicates a fetch instruction, it generate$S a

| YdgABRNt 5B88H! i ngh¥N#konOtRA .gha%%w Eg@c&%ﬂ%sﬁsi.on-

In other cases, It generates gnment resul t “Si'gha

S635a i r i ng di sconnecti.aqn. 15 The judg t )
circui tﬁi%S:Hg&lﬂ%u % ctlhréwjuﬁtdgﬁgnfmf’égﬁf? Ll%‘? @E‘P‘eﬁ%é’d‘s 641
to the swifch circuit 633. Further, when the judgnment
cFPLLFI et es Whey ddhpaddbess signadnsutseds by the
instructing connection, it generates a judgnent

r&8¥| 37T e dthesgaBlress thus t64lg i2dlidiatesn thet addrasd where
outputs it to the switch circuit 634. Further, when

tthes jpigyent modele tPB3D genetaied fn tHEUIRBErALSUhbmory

signal S635a instructing disconnection, it generates
%632//gRaNthé nitruditd A e IR JIRITHTY B¥gnal s637a output
by the CPU 63f to the signal line 642 indicates a fetch
instruction, it generates‘a judgment result signal S635a
instructing cbnﬁection. In other cases, it generates a
judgment result signal S635a instructing disconnection.
The judgment ciﬁcuit 635 outputs the judgmént result

signal S635a to the switch circuit 633.

Further, when the judgment circuit 635 generates a

- Judgment result signal SGBSa_inStructing connection, it

generates a judgment result signal S635b inétructing
disconnection and.outputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a

Judgment result signal S635a instructing disconnection, it

geherates a judgment result signal S635b instructing

. connection and outputs this to the switch circuit 634.

. Further, when the judgment circuit 635 generates a
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connection and outputs this to the switch circuit 634.
25 Further, when the judgnent circuit 635 generates a
- 192 judgnent result signal S635a instructing
connection, it  generates a judgnent result signa
S635c instructing invaliditydgl sconnection and
outputs this to the selection circuit 636. Further,

when, t he 'ud% nt circuit 635 generates a judgment
ré&ﬂQF%ﬂ%; A5 g itsasidag iqamns€qtion, it

" generates a judgnent result signal S635c instructing

v gengirakeso in dardamerdn dremmltutssiginhils SI63 Sich 6 reti reeit iGiy
circuit 636. 10 Further, when a function nodule in the

prhogadridingyld skidnhdct iow had Uﬂtﬁﬁt@_ Bh29CHo the selection
i nstruction included in another function nodul e bei ng

exeegd lBret he CPU 637 during execution of the
program nmodule PM 1 shown in FIG 104 by the CPU 637,

the jud e tputs.a jud n 15 result
si gnal %ggge?ﬁsggﬁétgﬁg ggﬁﬁgg?Foﬁkfggggeggad98Herates a
ci.pguit 633 cofgitlona op.the instruction at the head -
of gncaf PRR FURLIRD ngtietdng digpopneatdien, it
(that is, when a branch instruction designating the

| ASEPHEtPEnaadudaRenEagesiltheignal c§686acinekruoting
is being executed). 20 As explained using. FIG 104,
svatidihe/headeotienchnflunotponsnbhiiketbagshanssnbethion
instruction (disconnection release instruction of the
fetstubBpeB6. of the invention) positioned at it, the
judgnment circuit 635 outputs a judgnent

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function module being executed by the CPU 637 during
execution of the 'program module PM 1 shown in FIG. 104 by
the CPU 637, the judgment circuit 635 outputs a judgment
result signal S635a instrﬁcting connection te the switch
circuit 633 conditional on the instruction at the head of
the called function module first starting a fetch (that is,
when a branch instruction desighating the instruction a£
the head of the called function module is being executed) .

As explained using. FIG. 104, since the head of 'éach
function module has an unlock inStruéﬁioh‘ (disconnection
release ir_ag.tructiqn' c;f the first aspect of 'thé invention)
‘positionedat it, then_ljudgment circuit 635 or-Jtp'.uts‘ a judgment
result signal S$635a i’hstructing connection to the switch

circuit 633 based on the unlock instruction until 'i;he next
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result signal S635a instructing connection to the

switch 25 circuit 633 based on the unlock instruction
until the next 193 |ock instruction (disconnection

start instruction of the first aspect of the

invention) is executed. At thiggtime, as explained
earlier, the switch circuit 634 is issued a judgnent
result .signal S635b instructing disconnection, 5 while

t HE Fe FRST3IF tdore i seomnes tion dary daghomctiosulaf the
signal S635c instructing invalidity/disconnection, so -
afirspaspepthalft the tingeatdoali ds eikedutasdPUMBEHIE time,
t he debugger 661 or acquisition of the CPU i nterna

stat explaiaednea®l i e, 0hth @ wERdh0 34 raid &3 4064SSiilred a
Therefore, the function. 10 nodules FM -1 to FMn

ShawBmka +-F 4 .G t c f, . ragr,am

ok e i e e T e R

660 or depugger 661. Furt . when a_ functjon

wogire HAS SEIAEn ke o 3B 2ol LFuRd 4 i dpagyt mesule
t he CP? 6%; executing a branch 15 instruction included :
i A+ ERBL hEP3PEncPRER bR KR LEdE k¥/ dEpEogapation, so a
executing the program nodule PM| shown in FIG 104,

- whemperaEY hakt pErkhe ePexetion ¢Hrthet ABY 63hbyt tiee debugger

instruction positioned at the head of the function
ndall er afqubaitiahl ofieshenaPUointébaajludgaent 6nFolimbtion
635 outputs 20 a. judgnment result signal S635a

| fibéih UEKd NQPEli G0 AL tdt) pds@ i@ .S Wkt FireCUitheS Fanction
Further, in this case, the judgnent circuit 635, for

eﬁf@&@i&s‘ ﬁ@' Sttg thOReéﬁ‘Li:R”ir?fFiE? ng cgggogrbe accessed
perforns predeterm=med error processing..
from the program modules PM_Z and PM 3 present in the external
memory 660 or the debugger 661.

| Further, when a function module in the program module
PM 1 is called up Sy the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction other than the -

instruction positioned at the head of the function module

of that call destination, the judgment circuit 635 outputs

a judgment result signal S635a instructing disconnection

to the switch circuit 633. Further, in this case, the judgment

‘circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal S635c¢ from the judgment

circuit 635 indicates invalidity/disconnection, the
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Wien the judgnent result signal S635c.fromthe

~judgnment 25 circuit 635 indicates

i nvalidity/disconnection, the 194 selection circuit .
636 invalidates the HALT signal S66la input fromthe
debugger 661 (operation halt 19aquest of first aspect
of the invention) and does not output it to the CPU

637 re, the signal. S66la.is .a signal .
aetes PR o L e itil 10T eed kit Hianat spetpdnput
CPU 637. Wen the judgnment result signal S635c from

th §°fﬂu‘a*g%€ﬁ!°ugae.rc€ﬂ (openatdiosphalt request of first aspect
invalidity/disconnection, the selection circuit 636

i afathgainyenbao@PUandt dpral netabusputead teqibet CPU 637.
signal S661b and CPU internal status rewte 10 request
sHgna| €B61HALWPHighadnE6beadebuggsighifl andtd@8%ingOh
output themto the CPU 637. Here, the CPU interna

stahpsrasfdnaeguest pﬁggaﬁérg»éﬁah oEStReSEPPAE37OT
requesting informati on showi ng the internal status of

the CPQH@Q?th%ggggﬁggayrgg&ﬁﬁpgggﬁ%%%ﬂﬁﬁﬁ?%@%&ﬁau%judgment-

request signa IS a Slgna reques

rewite oé i nf orpatj on show ng. %2 .internal status of
LFEECBEE 6535 TR0 RREDT Hh YRLTOL W/ SHECRBRPG AR the

result signal S635c_fromthe judgnent circuit 635

i $ReakEen 2pineni b 634 chnvrtidakes t tee sEPUcinbarnal status
circuit 636 outputs the HALT signal S66la input from
tread obeqes t 66lgnal t $86 1P hnd 37PU Whebet el | sidgtest rewrite
result signal S635c fromthe judgnent

request signal S66lc input from the debugger 661 and does
not output them to the CPU 637.

Here, the CPU internal status read request signal S661b
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S66lc
is a_signal for requesting a rewrite of information shohing
the internal status of the CPU 63?.

On the other -hand, when the judgment result signal
5635c from the judgment cirxcuit 635 indicates
validity/connection, the selection circﬁit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
637.

When the judgment result signal S635c from the judgment

circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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circuit 635 indicates valid.ity/connection, the

selection 25 circuit 636 outputs the CPU interna

status read request 195 signal S661b and CPU interna
status rewite request signal S661lc input fromthe
debugger 661 to the CPU 63Z. jkwrt.her, the selection
circuit 636 outputs the CPU internal status signa

S637d i.n é romthe CPU 637 _in accordance with the
PIFRLCr RELP AR (PG daFeragdeSEabhgrewEsta Faanat signal
debugger 661. The CPU 637 outputs the address of the
iﬁﬁéaﬁainnﬂﬁofyossﬁheodeh@gggnrées-mmsﬂ&Araﬂuﬁav. Further,
instruction type instructing signal S637a show ng the

t ¥be sklebkeibnstlinenieneBei sgtpdtexenut edut @ntBenal status
signal line 642 and in accordance with the sane

PSLGRBIBSHBPAESSHHE £5oR0Ad P BTG Qe AUWAY % the
the. programnodule PM 1 read fromthe internal nenory

- 6 {5 { it [ it 633 dat a .b
COEo ALt S B0 el SO OB P s

1?6 xternal nmenory 660 to the address bus 641 and the

i ASTfuction type instructing signal S637a to the

signal line 642 and" in accordance with the sanme

per f or TP IFCe 837 et by thee addaessuef | s itk miatlamemory
of the program nodules PM 2, PM 3 read fromthe

e&32 rmithee pddye860buar 64 arich d nestireratdlond aypeblif st2@cting
644, switch circuit 634, and CPU data bus 640. Wen a
HAlgnsl 0568 7568H6wi g | BIRelt ti e 8P Nehdei $8ELEELDON being
circuit 636 fromthe debugger 661, the CPU 637 halts

e cPRE] atd q{hé)fsi%lcagn@?’%ﬂZ and in accordance with the

same performs processing using the instructions and data
qf the program mcdule PM 1 read from the internal memdry
632 through the sﬁitch circuit 633 and CPU daﬁa bus 640.
Further, the CPU 637 6utputs the address of the

external memory 660 to the address bus 641 and the instruction
type instructing signal SGé?a to the signal line 642 and
in accordance‘with the same performs processing using the
instructions and d;ata of the‘-program modules PM 2, PM 3 read
from the external memory 660 through the external data bus
644, switch circuit 634, and CPU data bus 640.

| When a HALT signal--SGGia is input through the selection

circuit 636 from the debugger 661, the CPU 637 halts the

‘operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

"interxial status read request sigrial S661b through the
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Furt her, when the CPU 637 receives as input a CPU 25

internal status read request signal S661b through the

- 196 selection circuit 636 fromthe debugger 661, it

outputs an internal status signal S637d incl uding

informati on showing the intgggal status in the CPU

637 designated by that signal S661b through the

selection circuit 636 to the debugger 661. 5 Further,

mﬁ%ﬁei’ﬁém@%‘-m#lFe‘é%ﬁ Vvierom sthe, digbugaeny 6§int dinglutputs an

status rewite request signal S661c through the

strternah states tsBRRY GA T dedimdjgey iGFbrmattion showing

rewites the information showi ng the internal status

othé him teinAB S talvust be €0NICHY 689S4898GRELEY BPathat signal

signal S66l1c. Due to this, 10 the operation of the CPU

656115 1Y i 9 QUGgal; : -

661 uses théﬁhkf% §¥5%5F1g§61a |ﬁj:g?ﬁb?%ﬁﬁgg%e#ggﬁ#ﬁéssl'

debuggi ject .to cqntral . .the operation of.the CPU

637, rmﬁn%%lr)ésle’t h“éﬁ%rbe%? i%luo h%%ﬁ?a%s’r%“‘i? CPU
status read request signal S661b and

the i nternal
TR SrabiR CourLte s LR onal Reohe theoesly the

- 637 by the CPU .internal status rewite request :

sTRFtioys ¢l ropik 63 fapresths debuager 66bn bt téerites
sem conductor chip 631 will be explained. 20 [First
Esbeapine cgfma@pigma tshandineo thex dmtleenadosthdes blifethasepru 637
where the debugger 661 outputs to the selection

Gy ehiel coBfenbaiddighierddbl, thaRakiglPlP661FUbpue to this,
internal status read request signal S661b, and
the operation of the CPU 637 is controlled by the debugger
661.

The debugger 661 uses the HALT signal S66la in
accordance with the debugging object to control the operation
of the CPU 637, monitors. the operation of the CPU 637 using

the internal status read request signal $661b and internal

status signal S637d, and customizes the CPU 637 by the CPU

internal status rewrite request signal S66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.
'[First Example-of Ope?atiqn]

" For example, consider the case where the debugger 661
outpqts to the selection circuit 636 one of the HALT signal
sé6la, CPU_interhél status read requeét signal SGGib, and
CPU intérnal'status rewrite request signal SGGlc.

In this case, when the CPU- 637 accesses the internal
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CPU internal status rewite request S|gnal S661c. 25

In this case, when the CPU 637 accesses the interna

197 nenory 632 through the CPU data bus 640 and

switch circuit 633, that is, when the switch circuit

633 is in the connection stahg, _due to the judgnent

result signal S635c fromthe judgnent circuit 635,

the selection circuit 636 becones the 5

i ATEPTHI $37 drleimectha FRI data bvs 6149 sodeswiibph circuit
circuit 636 does not output the HALT signal S661a,

GRB i vhaving$ , sthetruhersaikategiestiti 633 i sSH6 Mhe abfinection
CPU internal status rewite request signal S66lc to

thea €& &dd . tdhenel pidgnéhe LAebeDgcsi 1 CEHHOE ALERSEhe
the CPU 637 10 and cannot access the internal nenory

63Lighd e’ 4 t h h / not
acce%gllﬂg Cﬁ%ﬁ@n? g?’n algflrereﬁgb??/c 63§H é{]}'ecgﬁg ﬁ%nbémﬁes the
M 633 e di sco ction, state,
S G o diied G 408 R i LAl R epomi e
3%#§§|t 635, the selection 15 circuit 636 becones the .
PEF MV RBEPIEERG HALT sigpahS66da), ehY dntamnali status
636 outputs thé HALT signal S66la, CPU .interna
FeadiFammst sjonnl §66Ak, 86816PUahutePualnsbatnl rewrite
status rewite request signal S661c to the CPU 637.
THeguefsdr s igrs dHRIggdaio Gflile xpU NBBT Lt or and set the
20 operation of the CPU 637, but since the switch

Ci rcui rne3dfore, BhbhgeBug§§epEEE lc@hrﬁi@%%ce%@%ﬁb CPU 637
access the internal menory 632. [ Second Exanpl e of

Ry <i']:.ta'n‘i.){EJt access the internal memory 632 either.

On the other hand, when the CPU 637 is not accessing.
the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

signal S635c from the judgment circuit 635, the selection

circuit 636 becomes the validity/connection state, and the

selection circuit 636 outputs the HALT signal S66la, CPU

internal status read request signa]. S661b, and CPU internal

status rewrite request signal S66lc to the CPU 637.
Therefore, the debugger 661 can monitor and set the

operation of the CPU 637, but since the switch lcircuit 633

¢ is in the disconnection state, cannot access the internal

memory 632.
[{Second Example of Operation]
For example, consider the case where the CPU 637 is

adcessing the external memory 660 through the switch circuit




10

i35

20

25

For exanple, consider the case where the CPU 637 is

25 accessing the external nenory 660 through the
switch circuit 198 - .634 and external data bus 644.
In this case, due to the judgnent result signals S635b
and S635c fromthe judgment giggcuit 635, the switch
circuit 634 and selection circuit 636 becone the
connection state, 5 but due to the judgnment result
sPdfarndsesterppd datachuschlduit 633 becones the

di sconnection state. Therefore, the internal nenory
632 canfotthies Mdeeft@mH&guMthai:esﬁiﬁt B iYiels S635b
644 and 645. As expl ained above, i'n the sem conductor

cang $635¢c fhibmtdie §REqnBher BakcAREDEYS 63&@%1% BlYeuit
data bus 640 are in the connection state, external

a688SSnd " SN L bEi SX 1 &I AAl: dad % lﬂé GQ%ea 9 é?:tla.%nn Qate
al |l oned. Therefore, according to sen1con dactof d
LS SSIb eto |abl ct the .
S*F%’Sr%?ne 52 uf“e piﬁg“‘i’% sf'%?‘é@ ﬁl?ﬁ gégﬁm thenspy tch
632 froglééi; cit access f[on1out3|ge of t he _ -
SThF¢dh Pecomes Ehe dircemreetirr Jaks pThenafore, the

maintain the confidentiality of the program nodul e PM

Hnierpapbrnepery ¢ A cannohdbe catcengedt Sromhthe 68iternal
the process of execution of the program nodule PM 1
Hatda douFht 2046 3ndadd®t be nonitored and anal yzed
fromthe outside. Further,, according to the

sem condGh il fhidd Ghbvd ! id Stﬁlp%éﬁ&z{cﬂx&éﬁ/l | Clé‘l 631,

confidenti al progran1n0du|e PMI from.belng

%ffﬂgﬂé@rﬁﬁégiﬁ%ﬁ anl\éli endCPU data bus 640 are

in the Vconnection state, external access from the external
data buses 644 and 645 is notrallow.ed.

Therefore, according to the semiconductor chip 631,
it is possible to reliably protect the program module PM 1
stored in the internal memory 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

~ to maintain the confidentiality of the program module PM 1.

Further, according to the semiconductor chip 631, the

process of execution of the progi'am module PM 1 by the CPU

637 cannot be monitored and analy#ec_i from the outside.

Further, according to the semiconductor chip 631, it

‘is_ possible to prevent a confidential program module PM 1
- from being illicitly accessed from program modules PM 2 and

"PM 3 stored in the external memory 660.

Eighth Embodiment
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PM 3 stored in the external nenory 660. 25 Eighth
Enbodi nent 199 The present enbodi nent is an

“enbodi nent corresponding to the 20th and 21st aspects

of the invention. FIG 105 is a view of the

. configuration of the sem copddctor chip 6131 of an

enbodi nent of the present 5 invention. As shown in
FI G 10? the seni conductor chip 6131 has an ] _
encrypt I BR/RERTSIHt isbpodimant 151am enhedimant soragisponding
6135, selection circuit 6136, and CPU 6137. The

efker ¥pei dAtHeandpRilsk sspects 6f3thendnCRutEe87 10

are connected to a CPU data bus 6140. The judgnent

Ci rcui tFEA35108di £P) 6ildW &af etRONBEALLGura©idn S£IERSES
bus 6141. The judgnent circuit 6135 and CPU 6137 are
ceaneebREuctOrachignglshi s §34gmbgélﬁaﬁ£h85 thBCpresent
encryption/decryption circuit 6134 is further
CORPELEEGnt hrough .an -external data bus 6144 to an
external nmenory 6160 Further, the sel ection circuit

6136 i further. gecigg rough an external _data
bus 6145 (6% deﬁugg / 619 SS9 PRI, @ 6131 has

sem conductor chip 6131 as well, the software
s7 GOCEHR HpBMAecAyPtdon 65 eal b6k Tydapentaircuit 6135,

Here, the sem conductor chip 6131 corresponds to the
selection circuit 6136, and CPU 6137.

The encryption/decryptioﬂ circuit 6134 and CPU 6137
are connected to a CPU data bus 6140,

The judgment circuit 6135 and CPU 6137 are_connected
to an address bus 6141.

. The judgment circuit 6135 and CPU 6137 are connected

~ to a signal line 6142,

Further, the encryption/decryption circuit 6134 is
further conneéted through an exterﬁal data bus 6144 to an
external memory 6160 | |

Further, the selection circuit 6136 is'fuither

connected through an external data bué 6145 to a debugger

- 6161.

: Note that in the semiconductor chip 6131 as well, the
software structure éhowu in FIG. 103 is similarly applied.
Here, the semiconductor chip 6131 corresponds to the
semiconductor circuit of the second aspect of fﬁe invention,

the external data bus 6144 corresponds to the first
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sem conductor circuit of the second aspect of the
invention, 25 the external data bus 6144 corresponds

to the first 200 transmission |ine of the first

aspect of the invention, the external nmenory 6160
corresponds to the storage_apggratus of the second

aspect of the invention, the programnodule PM1
corresponds to the instruction for executing a program
stppnemiéssiennting mfcithef fineti aspact @f thieeinvention, the
encryption/decryption circuit 6134 corresponds to the
epstgphabmeeoryp6l60 corcaspondist be Eksostonaga@Chpphratus
the invention, the judgnent circuit 6135 corresponds

toft ke §Q66ﬁ&|a§ﬂ>ééﬂléf0f:héh§n§§ﬁ€£§n ASPRE L pPby I:Qﬁ module
i nvention, the 10 selection circuit 6136 correspon S

thut e SSlantd AL Gy eu%t mg&wagg@c{p eg;n%%%ftmggfn a‘t Bogram

i nvention, he CPU 613 corresponds

co atlon c rcuit ext er nal a bus 6145
cd??é%pon S ! ??%9%%0% d£€?aﬁ%“?%§+?ﬂv éh%e of the
second aﬁgb;t of the invention. 15 First, the externa
FRIHOTYP B W FIYREL A prireielt 6334 (FrAFeTRPTIS taothe

the external nenory 6160 stores the program nodul es

PR YIEM on/ derr Mt Bon | eixdwi pref crhe ermstidemgpet¢tieof the
case where the program nodule PM 1 has confidentiality
viiderbiei dd | Ushe ajweigmeite Tdier Q00K | 6IEIE | Adrd fedride to the
nodule PM1 is encrypted and stored in. the externa

D6 16 E6G culifte S0 BN SedeRkl ﬂEpeEEogf aph o &5+ VL2 the

and PM 3 may be encrypted or not. 106 is a view
fsgle%oq{ % Q%u%esi%fé%éé"éf:&{‘ds to the selection circuit

of the second aspect of the invention, i:he CPU 6137 |
corresponds to the éecond computation circuit, and the
external data bus 6145 éorresponds to the second transmission
line of the second aspect of the invention.
First, the external memory 6160 will be explained.
As shown in FIG. 105, the external memorj.y 6160 stores
the program modules PM 1, PM 2, and PM 3.

In the present embodiment, the case where the program

~module PM 1 has confidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

"stored in. the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may be encrypted or not.
FIG. 106 is a view for explaining the configuration
of the program module PM 1.

‘As shown in FIG. 106, the program module PM 1 is
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of the program nodule PM 1. 25 As shown in FIG 106,

the program nodule PMI| is 201 conprised of a

plurality of function nodules. FIG 106 shows the

case where it is conprised of n nunber of function

nodules FM 1 to FMn. As Qh%%g_tn FI G 106, the heads

of the function nodules 5 F to FMn are set with

| D nunber designating information designating the ID
nAfFgIEL seth e £] ® muntdd e sif ghat ¢ tijon imtsiulent | @US_a1€6 shows
not encrypted. Here, an ID nunber is information for

| ddvet cagenthere terieepppei BedfdNatA@bdP Y Punbbion modules
expl ai ned later,, when the 10 encryption/decryption

Cipc Ul O Fdn decrypts the function nodules, it is

used for specifying the key information to be used

for thag.d t.i F t the tail ds of th

ot one VRS EREoT 44 ke oS o thePiRoblon Kocunes
| pst ugti ns designating the ID nunber 15 as "#0"

(Thstr Rt ek Fﬁght TR nynker slesggnnfing information

instructions do not use keys, that is, are not :
eflesigradinaTkbef dRcoiwhersdulfbe, IBsnumber deskEgGating

107, are encrypted in units. of block data of
piedtrurchined datanokeagthgptdle bl ock data 1 to n

have parity data 1 to n added 20 to them The

encryptieré degs yob | @imsd ¥ Cik {04 3Am Y9=Tage! e
encrypts thg function nDduIeslshomhaéfg%HCi 1%§E%Flf¥éng a

: pé@ﬂfgg%a%%?ﬂggftm\ééiélp O e UL N nEJtilEE.JI:]I?eg )Eli.:a(:"trtgfle ,l when the

nmenor
encryption/decryption circuit 6134 decrypts the function

modules, it is used for specifying the key informat_ion to
be used for that decrjption.

Furthez;, at the tail ends of the function modules m;l
to FM n are pléced instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not enér_ypted) .

The function mOduleg  as shown in FIG. 107, are
encrypted in units of block data of predetermined data
lengths. The block data 1 to n have parity data 1 to -n added
to them.

The encryption/decryption circuit 6134, for examéle,
encrypts the function modules shown in FIG. 106 of thé program
module PM 1 to be written in the external memory 6160, as
sho_wn in FIG. 107, in units of prede.te_x.'mined block data.

At this _time . the encryption/decryption circuit 6134
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.shown in FIG 107, in units of predeternined bl ock

data. 25 At this tine, the encryption/decryption
circuit 6134 202 encrypts each function bl ock using
any, key infornmation and sets at the head of each
function bl ock unencrypted (phghn. text) |ID nunber
designating instructions (information) designating
the LD ngnber for identifying the function 5.nDduIes-
asSISEET T SR ARG hRn kgookGusing. afyr kbgr infbemation and
encryption/decryption circuit 6134 generates and -
hdt¥fs® tHe they hemcbofaeach fahbeibhIPl66RMINehErfhEed (plain
108 showi ng the I D nunmbers designated for the function
mieRH s Rk eyurdmerc | ded ikghd iy NBtd @i e fﬁi?@&qnatdion)
aspect 10 of the inv$ntion) andq;fy |Pfngg |8n uﬁ:r
e iy atfiin dﬁﬂﬂé - ..
{:ﬁirt her, V\hg]ng:thrﬁeﬁg)ncrypt ilgn%/{gcrfgﬁlcs ;51 181:;1«3(3%%10;1
eg&g d s shown in o
Sgﬁe%%?su%gar it )%&g%t%fa%fggﬁﬁ% "lﬁt"g@ F&%'Z:é)r:gdisagr es
' data 15 |inked w e cor ondi ng
LF?&"S‘%“P&*P&% hEll’gx?gf’ﬁé{Pt’*ﬁBPrﬂP?rBEGePnAplrhpstt 6A84
the encryption/decryption circuit 6134 generates
pIFPEFa48ca 286 Pﬁ&?stﬁéeshﬁYt@nﬁbrméttba lthbdle 61303 shown
and parity data becones a predeterm ned val ue.

- FEPHARG -, 1PReshawimptheriiiaanbpikaiesi gridtdd 034120 function

obtains key information for the function nodul e input
fmodulehe(kéyegpabiﬁyﬂagyiﬁgggmgg%¥éfg%thghgeggxd aspect

information table 6190 shown in using as

oy the LRaneLes) sk ORBY oL I LR RS, cncryprsng

designating instruction &

the function modules linked together.

Further, when the encryption/decryption c-:ircn-zit 6134
encrypts the block data, as shown in FIG. 107, it generates
parity data for the block data and stores that parity data
linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generai:es pParity data so that the sum totai of the block
data and -parity'data becomes a éredetemined value.

Further, the enc;'yption/decryption circuit 6134
ob'tains key information for the function module input from
the external memory 6160 by viewing the key inférmation lta'ble

6190 shown in FIG. 108 using as a key the ID number designated

.by the ID number designating instruction at the head of that

function module. Further, the encryption/ decryption circuit

6134 uses that key information to encrypt that function
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function nodule. Further, the encryption/decryption'

circuit 25 6134 uses that key information to encrypt

that function - 203 nodule in units of the

above-nmenti oned bl ock data. Further, the
encryption/decryption circuit 34 decrypts the
function nodul e, then judges % e Tegitimcy of the
parity data corresponding to that function nodule. 5
Amdi ke tinppuni s jofiging abovegidn tiiresd iK1antk Pl .
that decrypted data to the CPU 6137. On the other
hand, i fFyatthgimg thd enorQitilYidddiBiRidnt dﬁ%éﬁié'&i34

operation of the CPU 6137 or perforns predetermn ned

eIdedrytar agid MindWidh Wduid N ¢ :&‘%%IQ g
embodiment, the data l.ength 10 o tﬁ{ ek gt S i nacy

t Rg: fo 1he functio y_ be the
sarreq:g{reaga??&%}]en ta“I'hé:uf L?fgﬁ?éﬁ{lncﬁ cté’uq'thag@"ﬁi‘é’r‘ht“wule-
a ment,_.resul t nal $6135 instructing

A e i SR Rsidamata, F oheputs that
sel ection circuit 6136 when the CPU 6137 15 is

ag(?é:%d( f3fackaifecCPY 1 n§p the mtfticdehand), if judgz.ng
program nodule PM 1. Further, judgment circuit 6135

géfret atnat dgaidgmerte, n@shhltsﬁ;ﬂmlop%:hﬂﬁdxﬂﬁi:'rﬁﬁélm 6137
validity/connection and outputs it to the selection

corcpef6ting pRedetbemPRdd6b3to20prdcBaLiAgcessi Ny
(for exanple, fetching) a confidenti al progran1nodu|e

T AL LSS RS B T
0yg rtﬁg%lock data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confidential program.
module PM 1.

Further, judgmént circuit ‘6135 ge:.;xerates a judgment
result signal S6135 instructing validity/conneétién 'and.

outputs it to the selection circuit 6136 when the CPU 6137

7 is not accessing (for example, fetching) a confidential

program module PM 1.
The judgment circuit 6135 monitors the addresses and
instructions output by the CPU 6137 and flowing over the

address bus 6141 and signal line 6142 and, based on the same,

- judges if the CPU 6137 is accessing the program module PM 1.




10

15

20

25
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address bus 6141 and signal line 6142 and, based on
the sane, 25 judges if the CPU 6137 is accessing the
program nmodule PM 1. - 204 Wen the judgnment result
signal S6135 fromthe judgnment «circuit 6135 indicates
i nval i di ty/di sconnecti on, thgkéqjection circuit 6136
i nval i dates the HALT si gnal la input fromthe
debugger 6161 (operation halt request of 5 second
aspect dtharhghenindgnient) rasdl icegnadt SOL8P Hrdm the judgment
the 'CPU 6137. Here, the HALT signal 5616l1a is a signa
| nstractt EL3D dreipeirsd |3640alilaitte BRYAHEE i { e
CPU 6137. Wien the judgnment result signal S6135 from

- theaJdstgrmte: G 'daWd 9433 sIAPLA48S maLT signal. S6161a

i nval idity/di sconnection, the selection Circu

[ ' t interngl_.status .read.request
s{i\éﬁlﬂ Teihy Bﬁ‘gen g%fﬂ <% G164 Craratipaum regm@sy of
[ nald$616lc i nput _fraomthe debugger 6161 and does .
b TEREFEM Yo thee 18pengior) 85didpes ppé omtput it to
internal status read request signal S6161b is a .

sit§RaCPle§d8dti Hgrenf sheaHABR shgnalgSEhélai Akeanalignal

status of the CPU 6137. The CPU i nternal status

r dnstrectiquesd segpakaBilflhaltstReSbgashti8AUsst kAd cpu
rewite of the informati on showing 20 the interna

" seaBAs of the CPU 6137. On the other hand, when the

judgnment result signal S6135 fromthe judgnment

SR e R O MR-
circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
rread request signal $6161b and CPU internal status rewrite
request signal S6161c input from the debugger 6161 and does
not output them to the CPU 6137. |

Here, the CPU internal status read request signal
56161b is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signél 8616lc
is a signal requesting rewrite of the information sﬁowing
the internal status of the CPU 6137.

On the other hand, when the judgment result sigﬁal
56135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 outputs the
HALT signal S616la input from the debugger 6161 to the CPU

6137.
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HALT signal S616la input fromthe debugger 6161 to the
CPU 25 6137. 205 Wen the judgnent result signa
S6135 fromthe judgnment <circuit 6135 indicates

val i dity/connection, the selection circuit 6136
outputs the CPU internal statys. read request signa

- S6161b and CPU internal statuS rewite request signa

5 S6161c_i nput fromthe debugger 6161 to the CPU 6137.

Fur t her Whemghggjusignient vesultisigh3d S41PAifrdehEPlhdgment
internal status signal 56137d input fromthe CPU 6137

| reiouktd A5 viindicdtes GRUILHiJINS /Mnnddtilbh J 4k selection
request signal 36161b to the debugger 6161. 10 The
CRULAchiA: @EIB ich gt N & rROGRE S AL 1844 egﬁ [&5S

of the external nenory 6160 and to tnhe ;ﬂlgnasaﬁ:%ﬁaéiS request
6 142nA skgih UG d insfructing signal S6137a .
shov%\} ng the type d %Ut %gg?ﬁ% %usc a‘ltc')‘nsgﬁgf'%éggxﬁﬁﬁ‘l’%ﬁt signal
a i.N, acco nce it t he sanme, perforns processing
oSS T TG R chin teiiaa 506 Fe SHRGPEG Ry Kotk ther
P¥%é, PM 2, and PM 3 read fromthe external nenory :
6 FRLEGEROPNELEINEENG] 36 eutnies ahil GRH internal status

‘encryption/decryption circuit 6134. \Wen the CPU 6137

r 8dgnpds S§3 37dpanpulie fHoNT thieganll 658161a hbcewdhAnile with
selection circuit 6136 fromthe debugger 20 6161, the

opbraCPUninterhal CRtabhs7rbadhaby8dstFi G, s8H8ILCRY the
6137 receives as input the CPU internal "status read

ragga?5e§igmgh.8616lb through the selection circuit
6136 Tromthe debugger 6161, it outputs

The CPU 6137 outputs to the address. bus 6141 the add:ﬁ;ess
of the exte;nal memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordance with
the same, performs processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data bus 6144 and

- encryption/decryption circuit 6134,

When the CPU 6137 receives as input the HALT _signal
S616la through the selection circuit .613_6_ffom the debugger
6161, the roperation of the CPU 6137 is haited.

Further, when CPU 6137 receives as input the CPU
‘interrnal status read request signal S6161b through the
selection circuit 6136 from the debugger 6161, it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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the internal status signal 56137d i ncluding :
informati on 25 showing the internal status in the CPU
6137 designated by 206 that. signal S6161b through the
selection circuit 6136 to the debugger 6161. Further,
when the CPU 6137 receives jr5§ U internal status
rewite request signal S6161c rough the selection 5
circuit 6136 fromthe debugger 6161, it rewites the

i iR hetiennk i Gl tthedudiertial stlatats.oof dieudRU 6136 to
6137 by the content designated by the signal 56161c.

Dushe aldhhiggyer tdissloperati on of the CPU 6137 is

controlled by the debugger 6161. 10 The debugger 6161
uses theuiAhE:Si ghah §ﬁé6é?Utﬁ£§fgﬁﬁggghgg ¢ azqg?(aasernal

debuggi ng obj ect to control operation o

613 e IOt Q5. eration of U 6137 ysi ,
e Pekadel PEaRBERTh Bl 96 Fi eestal phe RLection

I nt.er nal t signal 56137d, and custom zes the CPU
1§16f§%tb35§ﬁ§%6ﬁ8 Fﬁﬁeﬂﬁ&ngﬁétﬁéﬁﬁew#¢t6eﬁ@qﬁe§tthe
signal S6161c. Next, exanples of the operation of the -
seRtOSHAtdCsr sheHipdskbaninternal d65tus |df Hthe CPU 6137 by
expl ai ned. [First Exanple of Operation) 20 In this
ekhsplentendpdeatigoatetihbycahe whghalt Be16RY. H4d7to this,
wites into the external nenory 6160 data of. the

prhgrepesatibs &V theVdeu 82 39XPL abnetro 11y @:RP 93 Eebugger

outputs the wite data through the CPU
6161, '

The debugger 6161 uses the HALT signal S6l16la
corresponding to the debugging §bject to control the
operation of the CPU 6137, monitors the operation of the.
CPU 6137 using the internal status read request signal 786161b
and internal status Signa1'36137d, and customizes the CPU
6137 by the CPU internal status rewrite request signal
S6l6lc.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

{First Example of Operation]

In this example of operation, the case where the CPU
6137 writes into the external memory Gi 60 data of the program
module PM 1 will be explained.

The CPU 6137 outputs the write data through the CPU
data bus 6140 tolthe encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134
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data bus 6140 to the encryption/decryption circuit

6134. 25 Further, the encryption/decryption circuit

6134 207 encrypts the wite data, as explained

earlier, using key information corresponding to the
function nodules in units _ofpghl ack data and wites

the sane through the external data bus 6144 in the

ext er nal ry 6160. 5 Further, information relating
t&ﬁﬁﬁ?ﬂ&%?ﬂq% datayses rsplapeednepypirsn Msing key
added to the key information table 6190 shown in Fl G
168formation cogpesphadindghentheifund il Modulienitin anits
judgnment result signal S6135 showing 10

| fabildrkydats conheontiiten thet Bams ctifdudl) tHd @iternal data
6136, and the HALT signal S616la, CPU iInternal status :

rbag Bequesh thedBakeSAdflRemdpy EPELI Nternal status
rewite request signal S6161c 1ssued fromthe

sel ecti PRy ehEEYUI {0 BIA0 not, qutput. to the CPU .
6137. 15 Eurt ér,n3|nc%ﬁ% %eé%%%%?é%ﬂ%?iégethY information

e pted.on the external ta bus 6144, even if the '
eﬁ%ﬁn}a = FRESBT %1<J4‘ﬂn ""issagg?&ct’fct thedrghdpfammation table
cgg%identiallty of the program nodule PM-1 is not. :

| B5PY phevRninEXAfpl 08F Operation] .20 In this

exanpl e of operation, the case where the CPU 6137

r eads L&%tthkﬁit#mﬂinthhujudgmédtaqﬂnquiﬂn&ﬁﬁﬂﬂdnﬁﬁﬂﬂé a
fromthe external nmenory 6160 will be expl ai ned. Due
tudgmeat! rasaltciigial SSEEI5 hyhdithgPU 6137,
invalidity/disco'nneqtion to the selection circuit 6136, and
the HALT signal S6l6la, CPU internal status read request
signal S6161b, and Cl?ﬁ internal status rewrite request signal
86161c issued from the selection circuit 6136 are not output
to the CPU 6137.

Further, sipge the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

{Second Example of Operation]

In this example of operétion , the case whe.;re' ﬁh_e .CPU
6137 reads ir.xnstructions or data of the program module-PM__l
from the external memory 6160 will be explained. |

Due to a .read ihstruct':i'on iésued by the CPU 5137,
instructions or data of the program module PM 1 are read

from the designated addressr of the external memory 6160 and
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instructions or data of the programnodule PM 1 are
read 25 , fromthe designated address of the externa
menory 6160 and - 208 output through the externa
data bus 6144 to the encryption/decryption circuit
6134. Further, the encrypttoglgecryption circuit 6134
views the key information t 8Pe 6190 shown in FIG
108 based on 5 the ID nunber shown by the |ID nunber
desttpnd ithgougdt thet estesenlatiathebheadl1aft eaclthe
function nodul e i nput and obtains the key information
C encayparidnideceybltabnl DiRviher 613furt her, the
encryption/decryption circuit 6134 decrypts the

instr UCE‘hQEﬁeQr Gl @nlc ?—ggt&%gmdgﬂ t'er nal r%g%geéﬂ&/ views

6160 using thaf key i nfofmation |n
d e for ro eSS|ng Further t he
p%%%t%ggrocesgg £33P §¥?§cf BHR 18, EIGyt p0B based on

thﬁoqﬁgﬁ%ES{CPU data bus 6140 to the CPU 6137. At

RS e sphauB Rntthe 1B ymandesigpatting iBstruction
ment result signal S6135 indicating -

n§8 @ttt §hai Beadnett fapht Sundbice| wedubea thpaeti 4n8138Btains

and the HALT signal S616la, CPU internal status read

r tgeekey $nfomha G646 lior oach &Rl hdit €5 NEtha €1 b USumber .

rewite request signal S6161c issued fromthe

sel ect | M € £ Ui $he I3 AfE M/ U R ik 18 L6 CFM 34

6137. Further, since the wite data’is not encrypte
O@eéggﬂ xﬁ ﬁgq bus 614.4 . even [f_the externa
dat 6 I%, 2 ST Vb F]afh from the external
confldenéié% of 'the program
ng that key information in units of block
data and then performs parity processing.
Further, the parity processed data or instructions

are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a

- judgment result signal S6135 indicating

invalidity/disconpection to the selectibn circuit 6136, and
the HALT signal S6l16la, CPU internal status read 'request
signal S6161b, and CPU internal status rewrite request signal
‘S6161c issued from the selection circuit 6136 are not output
to the CPU 6137. |

Furthé_r, since the write data is not encrypted on the
external data bus 6144, even if the external data bué_ 6144
is illicitly probed, the -confideritiality of ‘the program
module PM 1 is not lést.

As explained above, according to the semiconductor
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nodule PM1 is not lost. 25 As expl ai ned above,
according to the sem conductor - 209 chip 6131, even
when storing a confidential programnodule PM1 in an
external nenory 6160 outside of the sem conductor

chip 6131, the confidential of the program nodul e
PM1 can be held. That is, n a confidentia
progranrnndule PM1 stored in the external nenory
6£53P §1l3dces¥en when et@Plhg 18 HonftiklemdlAC hroyram module
circuit 6136 prohibits the debugger 6161 from

cEMinivatn egteirnhlthem&RY 616W outibh b HISSkhl %o‘il@uctor
prevent the processing of the program nodul e PM

-behip e1sgyt Eﬂelgoﬁflagﬁtggyl %Bfo ‘:Rge?gbggam moé}l&.l Y pm [ 1

nmoni tored by the debugger Furt Ince p

pearessl fg1ls perforned after decrypting data and
|nstruct|ons read fromthe external nenory 6160, when
unsui t fornatron is used for 15 the

decrypt1 fhecustdenkial proarem madule®M 1 stored
destroyed or tanpered wWith, this can be detected by :
the Pafi eytepratousneny aFH6@ Ui s abtgesiead tbyi the dbe 6137,
present invention is not limted to the above

ekdpe aiedei-teirpodiinentit 80360prekIPLS, tHd) dePRgAEVE161 From.
expl ai ned enbodi nent, the case was illustrated in

vésbradnud e Kitryg Mﬂ.ftﬁrﬁﬂélm bakhe £J9Q is %bd{ﬂlé:ltgh%revent

108,, that is, the key i nf or nat i on,

j m%c& 41 o l3n Mgf:}m Iléocf‘ulse ‘P Q.Lssbepineg executed

by the CPU 6137 from being illicitly monitored by the debugger
6161.

Further, since parity processing is performed after
decrypting data and instructions read from the externell
memory 6160, wh.enrunsuitable key information is used for
Fhe decryption or when the data and instruétions are
destroyed or tampered with, this can be detected by the parity
p;r:-oceesing and suitably dealt with. |

The present invention is not limited to the rabove
explained embodiment.

For example, in the above explained embodimeni_:, th'e.
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the key information, was held
in the judgment 'cireuit 6135, but it is also possible to
e.ndryp{: the key infermation table 6190 arnd store it in the

external memory 6160.
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~explained with reference to

~application nodule) uni

encrypt the key information table 6190 and store it in

‘the 25 external nenory 6160. - 210 Ninth Embodi nent

The present enbodinent is an enbodi ment correspondi ng
to the 22nd to 24th aspects of the invention. Next,
this enmbodi nrent of the prese?ﬁ invention will 5 be

8 attached dr awi ngs.
FIG 109 is a view of the overall configuration of the
communi BankbnEpbotiémed@1 of the present enbodi nent.
As shown in FIG 109, the comuni cation system 701

uses t hPheepyesen®anbddit@nt 793%n GbdisRMY Wrkb&bonding
704, 10 personal conputer 705, ASP (application

SebViRe phawi ¢er }24t§e5¥FEcg%90fa@ﬂesﬁq¢ér§gcur e

comunrcate f hrough
the I nt REt 7 0_a tfor ttl ement proceSS|ng
or othéﬁépgbceé3|neg?§$1%9 ?B%%dﬁh%apﬁﬁﬁ?ﬁ)t*EF?Q?%%Fdwlll
Tﬁ i n %rated circuit of the present 15 invention).

8 éﬂ?}ﬁ red7vdthgreiepraeeste nkhapphitached ofiravwings .
present i nvention) has an external nmenory 707 (storage

ci rcui tFHF- tHR9 pieseriewnvaht tlon)owch I9AM et izydbtion of
(sem conductor circuit of the present invention). 20 :

Thiee SAthistm pcd OB8on | £y SBER SBEL Yof t €1 08 Serdt @nbdinent .
anot her SAM chip 708a (ot her sem conductor circuit of

the przseaifowdVaDtEfs) 109ThQ:1§‘;A‘I\Ad;IRdLHu. i Yystem 701
exanple, as shown in FIG 110, is connect ed w th

apald S\ SPLY S0 ,19f’c card 703, card reader/writer 704,

personal computer 705, ASP (application service provider)
server 719, and SAM (secuﬁe application module) unit '709A
to communicate through tﬁe Internet 710 and perform

-settlement processing or other préqessing for a procedure

using the IC card 703 (integrated circuit of the present

-invention) .

The SAM ﬁnit 709 (data processing apparatus of the
pPresent invention) has an external memory 707 (storage
cirguit of the present invéntion) and SAM chip 708-
(semiconductor circuit of the present invention).

The SAM chip 708, if necessary, transfers data with
another SAM chip 708a (other semiconductor circuit of the
present invention) . The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 71A9a

' different from the SAM chip 708 or, as shown in FIG. 111,

is connected to the same ASP sexrver 719 as the SAM chip 708.
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different fromthe SAMchip 7 08 or, as shown in FIG
111, 25 is connected to the sane ASP server 719 as the
SAM chip 708. - 211 The configuration of the SAM chip
708a is basically the sane as the SAM chip 708. Next,
t he conponents shown in FIG 1Q9_mﬁ|| be explained. 5
[IC Card 703] FIG 112 is a ?unctional'block di agram
of an IC card 703. As shown in FIG 112, the IC card
703 hasThR renfignragianecdfctheuSdy ZhBp POBxi iledbakibally
a menory 750 and 10 CPU 751. The nenory 750, as shown
| ehiel Gam13s Ithe gaMt ehage70area 7551 used by a credit
card conpany or other service business 7151, a storage

area_75fade!)s elobiolpSRENES xRS 825675210813 fy e

storage area 7553 used by a service 15 busl ness

FULLRgE neljne nmenory 750 stores key data used for

jugglng an access right to the storage area 7551, key

data wu or .| g | Nng an access .right to the storage
area 75 gs é%ﬁﬁ i gldata used for judging an access

right to the storage 20 area 755_3. That key data is :
used fofIfuttld ititshdvmicddongd, blggkaddagrapt bfnaandC card
decryption, etc. Further, the nemrory 750 stores

i d@Atification information of the IC card 703 or user

of the I C card 703. '

As shown in FIG. 112, the IC card 703 has an IC
(integrated circuit) 703a provided with a memory 750 and
CPU 751.

The memory 750, as shown in FIG. 113, has a storage
area 755_1 used by a credit card company or other service
business 715 1, a storage area 755_2 used by a service
business 715 2, and a storage area 755 3 used by a service
business 715 3.

Further, the memory 750 stores key data used for
judging an access right to the storage area 755 1, key d_ata
used for judging an access right to the storage area 755 2,
and key data used for judging an access right to the storage
area 755_3. That key data is used for mutual authentication,
data encryptioﬁ and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained éarlie.’r, has an external
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Next, the SAMunit 709 will be explained in detail. 25
The SAM unit 709, as explained earlier, has an
external 212 nenory 707 (storage circuit of the
present invention) and SAM chip 708 (sem conductor
circuit of the present invepjion). (Software _
Configuration of SAM chip 708]1 5 The SAM chip 708 has
the software configuration as shown in FIG 114. As
sHEMR*¥n 7R’ (stexagenheisamithpf tbe haesehtosmvhetion) and
bottom | ayer toward the top |ayer, an HW (hardware)

| §pMr chipS708y dremi.cwedubsnd| eirbayer ofhtglepraaagdter

| ayer and AP 10 | ayer. The | ower handl er |ayer include
aidvenetiohpyer. Here, in the AP |ayer, application
progranms AP 1, AP 2, and AP-3 (application prograns

of the psgg ' ' [ 'n!gﬂgr ced for use

of the .FC cgﬁr%%%i%%?%S%ar c%‘rﬁﬁ%ﬁ‘g@ or

ot her ' es /1 7152, and 7153 shown_in FIG

109 ar tc;ﬂ.r?(léa ou%‘%g;?%nhﬁ othS ReERHAF S fFonfigiration as
707. In.the AP ] ayer, the application progranms AP 1,
A IR FRS: 3lL8y the higher handler |ayer are

provided between 20 themwth firewalls FW [External
Menor y A AhawnGin FIG.s 13 4yi divef SAMerplipi MOAghake from the
storage areas of the external nenory 707.

bottom layer toward the top layer, an HW (hardware) layer,

0s 1%yer, lqwer handler layer, higher handler layer and AP
layer.
The lower handler layer include a driver layer.
Here, in the AP layer, applicai:ion programs AP 1, AP 2,
'and'AQ_B (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other businesses 715_1, 715_2,-and 715 3

shown‘in FIG. 109 are read out and run from the external

- memory 707.

In‘the<A§ layer, the application.érograms<AB_1,.32_2,
gnd AP 3 and the higher handler layer are provided between
them wifh firewalls FW.

[External Memory 707]

FIG. 115 is a view for explaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

memory 707 include an AP storage area 7220 1 in which the
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As shown in FIG 115, the storage areas of the

external 25 nmenory 707 include an AP storage area

72201 in which the - 213 application programAP -1 of

the service business 7151 is stored, an AP storage

area 72202 in which the appligation program AP -2 of

the service business 7152 is stored, an AP storage

area 72203 in which the application programAP -3 5 of

t RPPddction priogeem AP53 of ther edrvane bnshRess 715 1 is
managenent storage area 7221 used by the nmanager of

t ¥¢o3AN, cRnpAPOStordge ap@EhiT2d0 an i AWidR ARe dpplication
stored in the AP storage area 72201 is conprised of a

| pregramphei nedepkueakibky s Leat ¢ | g] a

AgE (rgdata nodul es of the pre%s}éﬁtg%%%éi Zggmg. %%;E.QEOQQ&’ an
Agee r g rea,72201 is . restricted b
CReFPobiat el T2 FR B i e roeshmyae_2
in ttg_?eég %Eorgge. ._areq12202. is conprised of a

| ater explarne Bfﬁ?ﬁ??tavsoﬁ 15pptaxred i srdcre A ragagguent
APE. Access to_the AP storage area 15 7220 2 is :
r 85PFeEATEY T4l roseddry manpgeraof ithat 534 chip 708.
program AP -3 stored in the AP storage area 7220_3 is
conpr i sEkk GfPRLicrtterore pplogiraedAp| Iirsitéied dfn the AP storage
application el enent data APE. Access to the AP storage
aapea T220 B is$ dagprisdebidn thecki £PabinEWd1u21ily of
the present enbodi nrent, the application el enent data

AR 1 Sod Bfoll &1 Se £Nad £ 50Nl O [ PRARLE {0
outside of the SAMunit 709 to the ext e"r?'tr%{rprrenor?/ present
vedtfonIUREL O APPLLLHE NS HPLIAH 5,

orm ng each —
restricted by the firewall FW 1.

The application.program.APuz stoxed in the AP storage -
area 7220_2 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220_2 is restricted by the firewall FW 1.

The application program AP 3 stored in the AP storage
area 7220 3 is comprised of a later explained.pluiality of
application element data APE. Access to the AP stOrage'area
7220_3 is restricted by the firewall FW 1.

In the present embodiment, the application element

+ -data APE is the minimum unit downloaded for example from

25

outside of the SAM unit 709 to the external memory 707. The
number of application element data APE forming each
application program can be freely determined by the

corresponding service business.
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application programcan be freely determ ned by the.

25 correspondi ng service business. 214 Further, the
application prograns AP 1, AP 2, and AP -3 stored in

the external menory 707 are scranbled. They are
descranbl ed when read into thg ,SAM chip 708. Further,

the application prograns AP 1, AP 2, and AP -3 5 are,

for exanple, produced by the service businesses 7151,

7152, afd®=rher u5he pRHE qedrisonprogoaps A S1,78012, and AP 3
7162, and 7163 shown in FIG 109 and downl oaded -
t it tire (@M exdirinmal) o riyh g 09X heeN 3br&RBIEY . '8hey are
Next, the application prograns AP 1, AP 2, and AP 3

1@esdranrtd 2K pihdio @éad) ideAithe SRR ‘éhige 78g€ Or nore.
application prograns for each service business in the

SAM  ThenapRbiCaih 0 | 1. _AP nd_ AP, -3

( her ei _na%lt er al'so regpg:lﬁ%rg%tq%ngrﬁa%?ép g %ﬁeg\n anf AP_3

F 11 each _conpri s identification data AP ID

f c%r?e. d‘éﬁ%‘ i ?’S‘?”‘r@ T hé’%ﬁﬁe&ggi’fcﬁhﬁ R ERnPusisessasE715_1,

h@g%;ﬁomﬁn t he_ nunber of the application : :
r. 3REa ke ukdngo e persopal gepiHuberni16_1, 716 2,

p;ggranl and one or nore application elenent data

APES

286 TReshaent it iREG i Gl Uatnal ABwhDoasledethiough the SAM
different for each service business. As shown in FIG

- 1¢Bipt Re8appl that erbeth&IEHémsay a70APE i s conprised of
data APE SI ZE showi ng the data size of

Next, the application programs AP 1, AP 2, and AP _3
will be explained in detail. |

There are one or more application progra.mrs for each
service business in the SAM.

The application programs AP 1, AP__2, and AP 3
(hereihafter also referred to as AP) E.Lre,; as shown in FIG. .
116, each comprised identification data AP_ID for

identifying the application program AP, data APE, NUM showing

 the number of the application element data APE included in

that application program, and one or more é.pplication element
data APE. |
The :_i.dentifj.cation data AP_;_ID is set to be diffe:eht
for each service business.
As shown in FIG. 116, the applicat;.ion element data

APE is comprised of data APE_ SIZE showing the data size of

~that application element data APE, identification data

APE_ID for identifying that application elémént- data APE,
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that application elenment data APE, identification data
25 APE ID for identifying that application el enent
data APE, - 215 - and the data proper APE PL. Here,
the identification data APE ID is conprised of dat a
APE TYPE showi ng the type of jthe application el ement
data APE and the data INS NU shovm ng the
identification nunmber (instance identification nunber)
o@%é‘hﬁpﬁqt@aﬂr@ﬁere%ﬁﬁ- data APE within that type.
The data INS NUMis managed by the end user (service
busi nes#prei, déheFodenkhfipbetivhain th AMDNID Ga iRprised of
el emrent data APE is the file system configuration, the

daha:aABEET‘fEEEbgaamg 1Qh" 2'¢v8Rdkh a
becomes "T". Due to t e y? oE Ehg %gﬁéﬁéayyyk element

p iab t p f e on eI e
u%grsr;bl éﬁgug n? %f/‘ L="t SEPdéﬁF rhpgla? ittty ﬁPEd? Ll%ﬁ‘éatlon

naI 707 sho |n FIG 115 stores the 15
2l

aéove ex;Sf'al ST REH bR oy rambesd e4pthe appdication
AP 3) encﬁégt ed by the encryption key data K AP :

ihis Ehabdyps + Foe sintia EHE| NUM is managed
program package APP. As the encryption key data K - AP,

eh¥r fpei endkegedalaerdi¢é chuninéss) eside appl i cati on
programis used. 20 Next, the types of the application

el enentFamtexsdiile o)l dr neh Ui Il tG onl 0 st £ Qfata APE

expl ained. FIG 117 is a view show ng an exanpl e of

the @pldiaal 598 tef! EORAL g€l &5 APE L HaLL ApRD

area. As shovvg in FIG % the AP area(i?tg]r?gs‘hégobecpmes
aﬁf'e?énd the data INS NUM becomes "1". Due to this, if the

same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE 1ID.

The external memory 707 shown in FIG. 115 stores the

above explained application programs AP (AB_l,‘AP-Z, and

- AP_3) encrypted by the encryption key data K AP outside of

the SAM unit 709 as the application program package APP.

‘As the encryption key data K AP, encryption key data
differing for each app;ication program is used.

Next, the types of the application element data A?E‘
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an example of the application
element data APE stored in one AP ﬁrea,

.As shown in FIG. 117, the AP area stores card access

key dgta, filé system configuration data, SAM mutual
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-application el enent

25 key data, file systemconfiguration data, SAM
mutual - 216 authentication key data, inter-SAM key
package key data, |C card operation nmacro command

- script program (processing routine data of the

present invention), a nenorysfgvision key package,
area registration key package, area deletion Kkey

pag e..service registration key package, service

dgl‘gf‘lg’o‘ﬁ"ﬁs 1g8ckgyedatAg ﬁ@t?éséﬁh‘deGRelya@ﬂa@me KksPFclata,

as _the application elenment data APE. Next, the . _

appl FREL| PrE i matna caRBaskoweriptFpfogrdd 7 (pibbessing

be explained. 10 o Card Access Key Data The card

atewtinkegatiat af | Shé her&eyndaimvarserbdor éiméﬁ3¥¥CHi ision
0o t%e

wite operation with respect to the nenory 75

| ke apslckige, FiFddefeqKeyre & thenSP %&@l@a\/ﬁed bé/retcfh edeletion

| ater explained IC card operatio cro coman
S P ang ' .dncluded . in the same type of

e hags Slhee e B o0 SBR UK ek At eagice

o Fil e stem Configuration Data The file system '

S%’tn .%h?%t’ﬁeafn 5?‘3?9?0?“@%%&%?“*{%Ikﬁﬂe@altégK.déPﬁ.é,ls the
negative data, and genre data. 20 - The log data is .
f 65e’faar'r'p‘l‘%é"ci%’t]te’é“‘iﬁ’ft tdrEiARBry of use of the
application el enent data APE, the negative-data is
for ex¥epite &kei applépaitibor abément odatd AP slivvh @NdIG.
the genre data is for exanple the record of execution

dfl7 MWid1SAM explained.

o Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by the' later

explained IC card operation macro command script program

_ is also included in the same type of application element

data APE as the card access key data.
o File System Configuration Data

The file system configuration data_, for example,

includes log data, negative data , and genre data,

The log data is for'ez.cample data of the history of

use of the appli_cation element data APE, _the negative. data

'is for example expiration information of the IC 'card,' and

‘the genre data is for example the record of execution at

the SAM.

For example, the file system configuration selects
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25 For exanple, the file system configuration selects
217 the type of the file access (record key
designation sort ring) and, if a record key, sets the
record size, nunber of records as a whole, record
signature version, record _shgpature method type,
record data size, and record signature 5 key. Further,
when witing data fromthe outside in the file
syBeek¥Pr: odethgnfids anoener (recepedfbey désighghibdnr sort
verification etc. Here, a "record" is the mninmmunit
ofing) i andg/ i€adi mgcokdf kbg, dakts EhSAMLMEWALi za, number
Aut hentication Key Data 10 This is al so used for
mifusbcovibeaki gakhelebetugs ' Q0s S =,
SAM nut ual authenticat{onkegdﬁg?%éQEﬁﬁgyé atd§eﬁ3€e Srd

, ' rr ndi.ng._ application el enent
o ES BTt L Er b, (R a0 TR S Pesstafonature

) | nter- SAM Key Package Key The inter-SAM key

o e Ve Wt RS Rl Kl eean tRePUkRARS 1n the file
exchangi ng card access key data or other data after :
i T ereant destongter irhethento et m di@perigriaimre
Macro_ Conmand Script Program 20 The IC card operation
MRt koo etei plexe ogr dmecominearsatde: Mididim unit of
service business itself and describes the order of
prmicteisey frgeadieg i o) £11d kadZ card 703 or
transactions with the ASP server 719. The IC Card

oper at D BAM Mtk A0 HRHEAG/daR o RELABLES Set in the
SAM unit 709,

This is also used for mutual authentication between
APs in the same SAM.

The SAM mutual authentication key data is l;ey data
used when accessiﬁg the corresponding application eiement
‘data APE from another AP in the same SAaM or another SAM.

o Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
ﬁsed when exchangiﬂg card access key data or other da_ta after
inf:er-—SAM muf.ual authentication.

o IC Card Operation Macro Cqmmand Script_Program

The IC card operation macro command script prograin

is generated by the service business itself and describes

-the order of processing relating to the IC card 703 _oi:

transactions with the ASP server 719. The IC card operation

macro command script program is set in the SAM unit 709,

‘then analyzed by the SAM chip 708, wﬁereby the correspohd_ing
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25 then anal yzed by the SAM chip 708, whereby the
corresponding 218 - IC card entity data is generated.
0 Menory Division Key Package The nenory division key
package is data used for dividing the storage areas
of the external nenory 707 oL, ; o5 _nenory of the IC card
703 before .a service businesS'starts to run a service
using the I C card 703. o Area Registration Key Package
THE &9@sl enfiider gleiten ilsegepackagd.i s data used when
performng area registration in a storage area of the
menory olBleabrivhbikTsiondrdP3phekage a service

busi ness starts running a service using the IC card

7103, 0 BheanCRLel! 8vKEYoRAEkp Y5 (AOLE" 181 4 LEI AL OF).:

The area del etion key package kage

b II enerated in_t fron1the card
a§%g§§9g§5%&g %a §9°,5877i 28 Eﬁﬁlﬁf aFpah Reyory 707 or

(Internal The service registration key
package °EG§£‘éd%?L' o?a’zc} it bafiarg apprrracrohusinment starts
data APE of the external nenory 707 before the -
sEPVFER BusPR¥isesuairg thani@gear@0782rvice using the

I C card 703. The service registration key package is a
packageo whted Regis tea taihofdy @ddbaggenerated in the

SAM from card access Kkey data. o Service Del etion Key

Packagerié nifsdatedPser Atid ) key package is data used when

pPerforming area registration in a storage area of the memory

of the ‘IC card 703 before a service business starts running
a service using the IC card 703.

o Area Deletion Key Package (Internal Generation)

The area deletion key package is a pacicage which can
be automatically generated in. the SAM from the éard access
key data.

o Service Registration Key (Internal Generation—)

The service registration key package is used for
registering application element ciata APE of the éxternal
memdry 707 before the service business starts running a
service using the IC card 703.

The service registratipn key package is a package which

can be automatically generated in the SAM from card access

key data.

o Service Deletion Key Package (Internal Generation)

The service deletion key package is used for deleting
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25 The service deletion key package is used for

deleting 219 application elenent data APE registered

in the external nenory 707. The service del etion key
package is a package which can be automatically
generated in the SAM from car,d ,access 5 key data. o

Key Data K - APE The key data -APE is used as an
encryption key when setting the application el enent
d&PP LAmR tigrf fedementk dptdaARE KegAPEeredaisi ghedekebrnal

‘setting application elenment data APE 10 for every AP

amegmore 707 .t he above explained | C card operation
macro conmand script program (hereinafter also
referreghtOsasv@ceS 0 be_ expl ained i
detail. The scr?ﬁ? %%%g%gﬁélgégn%rogr%nw or X RITHidy which
1 ppLI g ans_ AP 1 AR -3 of the
sorirHy! SRLbRR.LoBt Pledbzsead 3] %%ﬁﬁf’ﬂgcﬁﬁdt Agcess -
glcgi? 708 and procedures of processing perforned
¥h € card 703 when executing the application
progranB In the present enbodi nent, as expl ai ned
later, AsKeRmta I APEFI G 118, the SAM chip 708
perforns processi ng based on the script downl oad task .
769 andTserkqy dalterprdiFatisonsedsks ZiOeRBHyHeNenakey when
fromthe AP managenent table data and scri pt program

tdettihgate appiliyateshl sldndltt @aatiaOnte . pPiHe 38L tafce data
bl ock 731 xI, output data block 732 x2, log data b LK

‘ 713_91&?!5: is assigned for setting application element data APE

for every AP area.

Next, the above explained IC caxd operatioﬂ macro
command script program (he;einafter also referred to as a
script program) will be explained in detail.

‘The script program is a program for defining
application programs AP 1, AP_2, and AP 3 of the service

busim_ass 7151, 715 2, and 715_3 running' on the SAM chip

708 and procedures of processing performed by the IC card

703 when executing the application'programs.

In the present embodiment, as explained later, as shown
in FIG. 118, the SAM chip 708 performs processing based on-
the script download task 769 and script interpretation task
770 and generates from £he AP management tabJ.e data and script
program the IC card entity template data 730;1; input data
block 731_x1, output data block 732 _x2, log data block 733 x3,

and computation defining data block 734 x4 used for
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25.- and conputation defining data bl ock 734x4 used
for 220 procedures relating to the service busi nesses
7151, 7152, and 7153 FIG 119 is a view for
expl ai ning the commands used for describing the IC
card operation nmacro command ;sgyipt 5 prograns. In
the conmands, commands for the SAM chip 708 itself

565 rglatingoko drhe ervicedbus ossses T 5eh, 715 2,
the first Ietter "C'. Further, the second letter is
s@nsktiifel3 used in 10 accordance with the
application. For exanple, for an issuer setting

decl ar aFizan afiot ke th(iaﬁzdf3Q3ex*>la§i§iﬁ 'th&Oboftmands used
decl aration of the application el enent APE (serV|ce

t ¥pe dRlseFEBlk ndeThdr 30 Qa) far.a.s

read declaratP%ﬁ fromthe FC#% gt?§§ TRETP s oM ngoﬁcrlpt
P gggﬁs 15 wite declaration to the IC card 703, it

is " and for an application elenent data APE

_ are ? n the first letter "S", while comuands

conput definition, it is "F' . The comands used

for des ?l IAFPMANGS | ForPrggsafier Yiza SAM phip, 788ditself
7213 include the SC command, SO command, 20 SI

cBRFeFHVeR) the ffirelt 1srttemmiEid, W@hle0ﬂﬁmmdnd€5relat1ng to
conmmand, CR command, and CWconmand. The SC conmmand

| eparabiveneE dhe ACi agrahmmu&begieén tHe ALt IR ter vCv,
nunber of IC card entity data which the SAMchip 708

can pr oGesthét MURANSQUSHY - 1etter is selectively used in
accordance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaration of the application element APE {service type
element declaration), it is *s", for a simple read
declaration from the IC card 703, it is "R", for a simple

write declaration to the IC card 703, it is "W", and for

an application element data APE computation definition, it

is "Fvw,

The commands used for describing the script programs
7-21_-1, 721 2, and 721_3 include the SC command, SO command ,
sI command, SL commahd, SF command, CI coremand, CS command,
CR command, and CW command.

The SC command is a command declaring the number of |
the maximum number of IC card entity data which the SAM chip |
708 can process simultaneousl_y. |

When the SaM chip 708 can simultaneéusly process 1000
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25 When the SAM chip 708 can simultaneously process
1000 221 sets of IC card entity data, "SC.1000" is
descri bed. The SO command is a command for declaring
the data block for form ng the output data bl ock
732x2 in which the data rea@ tromthe |1 C card 703
w Il be stored anong the data 5 “bl ocks provided in
the SAM chip 708 when perform ng processing using the
| €& PL738 Ivaged evtitre dakaer "8gplladoedis| Segakfbed.
entity data. For exanple, when the data blocks 1 to 10

are pro¥hdedo cmhﬁanatﬂélﬁgc&hﬁaﬂétﬂofeagciéﬁﬂiﬁh€héchata
card 703 in the data 10 block 1, "SO 1" is describ

ThRoSk £6RTESEI S ALHD Gt f Qétget?’i&él’c ;‘galé_;lf% daf 2, $nich the

bl ock for forn1ng the i nput data b

t t en_i .C.card 703 is stored
aﬁgﬁadﬂlﬁgd % Es p]f%v—'itdéeglgrfﬁ fics Rrd pmenmghe data
erforn1 15 proceSS|n using the 1C card 703

ggg% onpfﬂelag?efneﬁh?aﬁﬁ@d +E:E§§d"bﬁ%ir9rﬂ%F%in§or

exa when the data blocks 1 to 10 are provided, -
rrg eSERg P4 that 3C corde? 8 based pn thwe la€esaetplained

703 in the data bl ocks 2, 3, "SlI:2, 3" is described.

2TC Thrrdlerbitmndats. a command for declaring the data

bl ock form ng the | og data block 733 x3 for storing

the | oForiakambakat kliéh tthella 0RY BN 15001G Lig r#’@é@:.ded
bl ocks provided in the SAM chip 708 when perfor

wssﬁidlg.r%s vk Whea Lgaga:ft::xgorz 43, %eg:a%ﬁ IIBE igt fle data

explained IC card entity
‘block 1, "S80:1" is described.

The SI command .is a command for declaring the data
block for forming the input data block 731 x1 in which the
data to be writtem in the IC card 703 is stored amohg the
data blocks provided in the SAM chip 708 when pe.rforming

pProcessing using the IC card 703 based on the later explained

. IC card entity data.

For example-, when the dat-a blocks 1 to 10 are provided,
when storing the data to be written in the IC card 703 in
the data blocks 2, 3, "SI:2, 3" is described.

The SL commanel is a command for dec]_.ar:i.ng‘ .the data
block forming the log data block 733  x3 :Eor storlng the log
data relatlng to an operation among the data blocks prov1ded

J_.n the SAM chip 708 when performing prqcessing using the

IC card 703 based on the later explained IC cérd entity data.

For example, when the data blocks i to 10 are provided,
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25 For exanpl e, when the data blocks 1 to 10 are

provi ded, 222 when storing the log data in the data

bl ock 4, "SL:4" is described. The SF command is a
command for providing the data block forning the
conputation defining data bl ggk 734x4 5 descri bing

the definition of the relation between the application

el ement data APE relating to the I1C card 703. The
cUﬁFBnF’tBFJ-PHetbenﬁeﬁaﬂﬁgﬂ #efthendatatblothck, TSHx4" is
beconmes the pre-processing information of the I1C card ‘
edesecyibeda. 10 The C command is a command for

declaring the issuer of the IC card 703 (service

busi nesBle Sihecélhan@PESid Vditnd e S5 U S5 DYSL

defined by the CI conmmand becones the }i%‘cg%rd t&yg‘?‘e data
1 91 o&BEL BR4 .entity. data. (15 T

co m’r{éﬁg [ %HEQ% o%nﬂ’r‘?a n‘a&%)‘?é%igjéﬁg r ‘%1%%11’2}% I ?%ﬁae olg]gog‘s 734_x4
0 i f.a pkurali of services to the |IC card

W EHBING, e NagE farbiopiof e (TRLaiAN dptenen the

el enent data APE (service type elenents). The CS
c%?éih%ﬂ%hﬂn FLPeRt I dptn %P‘%/m#ngeﬁq ity IC card 703.
processi ng anong application elenment 20 data APE

desi gndthed apntent i YARE-d¥mpedia tehommdef iniing slata block
possible to declare "CS: "Rc"+"W"+"WI" it. Based on
74 _cohbecmes the 22 -gaotuidind Enbordgei 8Aads Mie IC card
information of the IC card entity data and

entity data.

The CI command is a command for declaring the issuer
.Qf'the IC card 703 (service business).

The datg specif&iﬁg the service business defined by
the CI command becomes the IC card-type information_bf the
IC card entity data.

The CS command is a commandr for declaring simultaneous

operation of a plurality of serxvices to the IC card 703 by

' citing the name APE N of the application element data APE

(service type elements). The CS command can also declare

a function defining processing among application element

data APE designated by the name APE N.

For exéﬁple, it is possible to declare

. "CS: l!Rcfl+lchll+llell " .

Based on the content of the CS command, APE N
designating information of the IC card entity'data and

processing order information are determined.
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processing order information are determ ned. 223 The

CR conmmand decl ares to store data read fromthe |IC

card 703 in a designated data bl ock when the rel ation
anong application elenent data APE is not defined

(when SF command is not desgri,bed). 5 For exanpl e,

when storing the data read fromthe IC card 703 in

the data block 1, "CR SO 1="Rc"" is described. The CW
conmandThecFBr egmmandr declapes ¢ ostore dataleségdaf £6n the
data block to the IC card 703 when the relation anong
apfl readi 303elinnendedaynatll H5t8H0b166kI WREn dReFPElation
exanpl e, when witing data stored in the data block 2

| Bmbhg kfpTaEdtif oGt AreaiEh i3 AtCHLBSed Mfnen sF

CF command decl ares the data bl ock escri bing

COBRMHAAL! P8 £OP88LSPA ) ng services. Fgqr exanple,
when descri bing conputatioh content 15 spanning

servic oin t he SF dﬁ%glbrock 1, CF:CES FUNC=SF: 1" is
descri bed. FUrther, TP SEUAng gt idata keat famdihe IC
in ia, or, exanple, ""W"=If ﬁ"Vt">10) then ("W"-10; :
"SREL (R A Jde Wt blogks 1f of GRE 80 ekPrBeE Bsis hdescribed.
operation 20 of subtracting 10 fromthe val ue of W

when t e &hhigrmmpnd) giedsdransfs der wirdgs \#atas dtr@el in a
than 10 and addi ng a nunber of points correspondi ng

toe Bilgrof tahb cistac WDk itée thel MtScat@ Y43 Mot . thdSrelation

data stored in the AP managenent storage
among application element data APE is not defined.

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="We"" is described,

The CF command declares the data block for describing
coniputation content spanning services.

For example, ivhen describihg computation content
spanning services in thé SF data block 1, CF:CES_FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, ""Wc"=If ("Wc">10) then ("Wc"-10;

WA =YHe 0, 08+"Wd") ". This formula expresses the operation

of subtracting 10 from the value of Wc when the remaining

number of services Wc is larger than 10 and adding a number

- of points corresponding to 8%_ of We as cumulative points

to Wd.
Next, the data stored in the AP managemeht storage

area 7221 of the external mémpry 707 shown in FIG. 115 will




10

15

120

25

25 area 7221 of the external menory 707 shown in FIG
115 will - 224 Dbe explained. Access to the AP
managenment storage area 7221 is restricted by the
firewall FW4. Note that, the firewall FW4
corresponds to the firewall F)shown in FIG 114
FIG 120 is a view for explaining details of the data
stored in the AP managenent storage area 722. The AP
n%ﬁh ingdyr age area 7221, as shown in FIG 120,
stores the AP managenent table data 73001, 73002, 10
and 73088cesendgenbat AbamanabeinbatpEesealel AY-8RL 70B) jis
and the APP table data 73101, 73102, and 73103 (usage

aldeawirigtedaby @hel F8 RR@38NEW RVention). Here, the AP

~ managenent table data 73001, 7300_2, and 73003 and

the AP | endat a ZalQ: 2 apd 73103 1 i
examl o oror higl orkd ErpkdHl 8 cdBrtiparde kS Hie

clai. rther., the_AP mapagenent table data 73001,
7?5’58‘2?‘9‘3% Y B8 40t FAGATELAS! & dat a 73101, 73102,

and 731Q_can be rewitten only by the nanager of the :
SAM chfp¢70820 FF muigp ﬁﬂﬁa@&%@inimldﬁm-@ 780@he data
7300_2, and 7300_3 are defined for each application
pFbgFash AP. ther RRenanagendPP stbragdasred 31921, 73102,

and 73103 are defined for each SAM nutua

aut hentThatibmaagethidnt. stbkGge d2dai M ViWsh@uwn in FIG.

expl ai ni ng the AP managenent
120, stqres the AP management table data 7300_1, 7300_2,
and 7300_3 (management data of the pPresent invention) and
the APP table data 7310_1, 7310_2, and 7310 _3 (usage allowing
data of the present invention).

Here, the AP management table data 7300 1, 7300 2,
and 7300—3. and the APP table data 7310_1, 7310_2, and 7310 _3
are for examp1:e pr..-'eregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,

7300_2, and 7300_3 and the APP table data 7310 1, 7310 2,

and 7310 _can be rewritten only by the manager of the SAM

‘chip 708.

The AP management table data 7300_1, 7300_2, and 7300_3
are defined for each applicatioﬁ program AP.

Further, the APP table data 7310 _1, 7310_2, and 7310 _3
aré defingd for each- SAM mutual authe;ntication keyr.data;.

FIG. 121 is a view for explaining Vthe AP management

table data 7300.1. The AP management table data 7300 2 and
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25 table data 73001. The AN managenent table data
73002 and - 225 7300 3 have the sane format as the AP
managenent table data 73001. As shown in FIG 121, it

shows the identification data APE I D

i nternal /external designatingadgata IEl, 5
identification data SAMID, identification data AP ID

k dat.a K CARDA (second key data of the present

| 99eP dve #s S&;weafkr@gﬂwfwgtﬁ%wneaewe@ft table data
present invention), data SET APP, data FLAG I P, and
da?@0ELAG STR |inked together for each of the nane APE

-N of the -viewed application elenent 10 data APE used

in the ACshawh dpeFBG| A2 INRELOshOWEBEHE Sdentli FRCAGLAM data
The nane APE -N of the application elenment data APE is

{APE NEDE D66L8ALL/6RtEPR B CAYS £6nd BORY | 8244 Ok £] ement
dat a APE) provided by the application program of the

' : ' . A .and. _7,.153.,_The,na
ACEr Lo Dok Mrersald ob, SRR tloabibnaticalilE, wey
n er.. o Ser Vi whi ch t he |icati on program )
oc?g%%\c és%é%gc Se%%’éﬁgﬁé%% \in u%%%r%’fest?fét invention),
identification data APE IDis identification 20 data
dieY i ta JLitaN thixtteresx dpka gfptheripresent invention),

i nternal /external designating data IEl is a flag for

Ha 4 PERL ARPI, rdp e FRBEN IRhstthb dathFIARE SR dtiskasd tvgether
entity (internal designation), or whether reference is
MBge eakchOGT atlod heineSAVE( RXé£rild viewedNappPildation element

data APE used in the IC card operation macro command script
program.

The name APE N of the application element data APE

"is the name assigned to the service (application element

' data APE) provided by the application program of the service

]

businesses 715_1, 715 2, and 715 3. The name APE N is an
identifier viewed instead of the service number of the
service which the application program of each service
business can use.

Here, the identification data APE ID is identification
data of the a_pplicatioh element data APE.

The internal/éxternal designéting data IEI is a flag

for differentiating between whether the APE exists as an

entity (internal designation), or whether reference is made

- from another SAM (external designation).

The identification data SAM ID is identification data
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25 The identification data SAMID is identification
data 226 of the SAM at the other party transferring
data when the SAM chip 708 is perform ng processing
relating to that application elenent data ARE. FI G

122 is a view for explaining,the _SAMID. 5 The SAMID
is 4 bytes of data and has a concept of a net nmask
simlar to a TCP/IP. The net mask can be set in bit
ufft $her§AMoatnphe, other partyatkanafeshing datfl €hen the
122, is classified into three types, that is, an A
cBa¥schBpcl7@8sislPerfdrhingapsockusihgr reDatiRgnNtSAVhSL
to which the sane net mask is allocated, one type of

kepplatatisfdel8heAUt Haka ABRhentication is

~sufficient. In the present enbodi nent, for exanple,

the sa eryvigse: busi s allocated the sé t
msk. 15 h B 1458 PR 48¢ alfalfing e B B
i ndi cateed b "255, XX, XX, XX", the higher 1 byte is

assi gne'%‘% %‘?’éﬂﬁe’}?ﬁ %éﬁytﬁlﬁé ‘?% a B3 Ry Tengept of
class, and the |ower 3 bytes are assigned val ues for :
DT b yPaR (T IRE il i TCEXWP b dihen giekgmask £aat be set in
cl ass. Here, "XX' can be set to any value. That is, 20

tiict mevibmsk of the A class can be used to define the

- 16777215 SAM I Ds belonging to that A class. Further,

the B ar@sstmipleskchat imddi adlsk] Bg shdah, 2R5F3&. X¥02, is
the higher 2 bytes are assigned predetermn ned val ues
fNasPLeidyi 104 Ml r &L BSFpe fNdet N i@,weén A class, B class
and C class. Further, between SAM's -to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
for_ example, the samé service business is allocated the same
net mask.

In FIG. 122, the A class net mask is indicated by
"255 XX, XX XX", the higher 1 byf.e is assigned a predetermined
value for specifying that class, aﬁd the lower 3 bytes are
_a_s'signed values for specifying the i,nd.;i.vidual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,
the net mask of the A class can be used to define the 16777215
SAM IDs belonging to ﬁha_t A class.

Further, the B class net mask is indicated by

. “255,255,XX,XX", the higher 2 bytes are assigned

25

prédetemined values for specifying that class, and the lower

2 bytes_ are assigned values for specifying the individual




10

15

20

25

25 2 bytes are assigned values for specifying the
i ndi vidual - 227 SAMs belonging to that class. That
is, the net mask of the B class can be used to define
the 65535 SAM I Ds bel onging to that B. class. Further,
the C class net mask is indigayed by 5
" 255, 255, 255, XX", the higher 3 bytes are assigned
P et.erm ned val ues for specifying that class, and
PREYF elbiging o' hag ihinr hatod srolkhepaat park of the
the individual SAMs belonging to that class. That is,
theclrss neak ke wird E%I@%gi%nﬂb% 05235 t JAMeIPmebehenging
255 SAM | Ds bel onging to that C 10 cl ass. The
identhdt cBitebmsslata AP ID is identification data of an
appl i cation program executed by the SAM of the other
party tmanset ! itk data adehd e iihdiQhdsd by
perform ng processing relating to that application
el 4 ! ; dge t CARDA ] dat a
us‘g@%ﬁﬁﬁﬁéﬁr' ]%%Jgglfﬁ ?:ﬁ lt?]ﬁtekg menor yé%%%;%?gt he
I 03 en,the SAM chi.p.708 perforns proc in :
n S et T8 Al lap el Byfng MEat SRS apraq e Hower
§:¥) ata K -SAMis key data used for transfer of 20

AR 1 aaoraned alvRgehor peiiving thegindividual SAMs

“performng processing relating to that application

dedmnainghte Weet clirssaTha$Els Affhe sedanaskarf the B class
speci fying the APP table data 73101, 73102, and 73103
wsad Hey ivesset] )tovtiest itriee t5AM 2 55higaM M P aidIdning to that C
processing relating to that application

class.

The identification data AP ID is identification data

of an application program executed by the SAM of the other

party transferring data when the SAM chip 708 is performing-
processing relating to that application element data APE.

- The key data K CARDA is key data used for transfer
of data with the memory 750 of the IC card 703 when the SAM
chip7708 pétforms-processing relating to that apélication
élement data APE.

The key data K SAM is key data used for transfer of

‘data with another SAM when the SAM chip 708 is performing

processing relating to that application element data APE.
The data SE$+A?P is data for specifying the APP table

data 7310_1, 7310_2, and 7310_3 used (viewed) when the SAM

chip 708-performs processing relating to that application

element data APE.
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25 el enent data APE. 228 The data FLAGIP is flag

data showi ng whether to disclose data managed (hel d)
by the SAM chip 708 to another SAM chip 708 etc. The
data FLAG STR is flag -data showi ng whether to allow 5
data managed (hel d) by the _SAMgchip 708 to be held by
another SAMchip 708 etc. In ﬁIG. 121, the APE -N
"Service Al is the access key of the IC card 703

def i nedTB§ fab2aPpRECEP| 4A Hlagr datanshonang SWeEH8r to
The key data of the "Service A" is set to be 10 not
disskdoee, dabta cemmaged e(heBije bybthanSARPER DAt 70 to another
program of another SAM or another application program

obaMhehspnB0o8AMeckurther, the "Service C' is the
access key of the IC card 703 defined by that

appl i cagqy 5 i.s assigned ,the
AhOBRLDFLAD, Sweﬁ? tfﬁ%édééw‘c‘; |Sas?§1“tgh‘éﬁﬁg€e’a drp3liow

net mask of the |ater explain

0f " Servi G ‘WIS disclosed to an application

st hariied, dheton) By e SR Suip, e 35 ko ol dky appthes
t [y tinme, the SAM nutual authentication key is :
" .chipig8 eteyriher, whether or not another SAM

can hold the key data 20 of the "Service C' until the

next usk iBlGetl@lni fde AMFN "SesviidecA"wWhsnthbeaotbgs key
SAM next uses the "Service C' on the card, it is not

Fek elsar IC taon0dt 203 ddesi wed o CEIRS Sapeli cRE2bH pFSFFam in
the -SAM The access key of the Service B is obtained

Nefad I Y. TN KUY M end VelaviBA hRe; SAMLE D, pe

not disclosed, so cannot be viewed by anr application program
of another SAM or another applicatiorn program of the s%une
SAM.

Further, ‘t'he "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an applidatiox-l
program on the SAM having the sm;xn "43,17,19,%XX". At this

time, the‘ SAM mutual authentication key is "TTl..., TTn",

- Further, whether or not another SAM can hold the key data

of the "Si_‘:.\rvi-ce C" until the next use is determined. When

»  possible, when the other SAM next uses the "Service C" on

25

- the card, it is not necessary to obtain the card access kéy

again from the SAM. The access key of the Seérvice B is obtained

not from that SAM, but from the SAM having the SAM ID

. "43,13,137,XX". As the mutual. aﬁ_thentication key between
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25 "43, 13,137, XX". As the mutual authentication key
bet ween 229 - SAMs, "SS1... SSn" is used. Wether or
not the access key of the "Service B'" can be held
until the next use is determ ned by a flag designated
by that SAM 5 The "Service hog" indicates the file
in which og data to which %e SAM | D of

"43,13, 137, XX" is assigned is stored. The "Service B
L8fMsi s"ERd .sanES8 \Misetisgdsk as the "Service B', so
t he nmutual authentication key uses "SSl. SSn”.

Here, Afffethéleoflatét i hdldakng dedf c&a%enub'é&lvﬂ-‘.@ B" can
aut hentication key. In this exanpl e, pern1SS|on for

ABE ARSI Gt I éﬂgiﬁ
defi ned |nr€1tqhg§%$:tp§bll§éel gata 731 %élbﬁe ot eqsdgﬁﬁ‘/gnatea‘

w@g E Eﬁﬁ managenent table data on that other SAM
CVIeWs. 123 is a view for explaining the APP table

dat a 73101 The APP table data 73102, 73103, and

7310 hat®®tReTEife Pobadl irdicrteprrhafileain wisich log
1. As shown in FIG 123, the APP table data 73101 :
stdtm, torvhichchhepPhMcER| off B43nbht 1A BX'NPEs assigned is
identification 20 data APE | D and whet her that

aPpphredt i The ¢lSmmnicel ® LofPEisathdesama BAMNEt MaskOhs the
executed from anot her application program (another

b i-endd @r £l iHe d&tt%a&PELthEah%é%EBheke&hsﬁéEP"ss1

tabl e data 7310 1shown in FIG 123 shows for

Ss.ﬁ{'v' C!?e:.Eial t@ﬁlé eégégglé szpg“?iségck for each mutual

authentication key. In this example, permission for
accessing the "Service B log" and ﬁService B" is defined
'in the APP table data 7310 of the other SAM which the AP
ménagement table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310 1.

The APP table data 7310_2, 7310_3, and 7310 have the
same férmat as the APP table data 7310 1.

As shown in FIG. 123, the APP table data 7310_1 shows,
Ifor each application element data APE, its identification
data APE ID and whéther that application element data APE
can be regd, writtgn, or executed from another application
program (anotherrapplication element data APE). |

For example, the APP tablé data 7310 _1 ‘shown in FiG.
1é3 shows for the "Sérvice B log" tﬁat reading is possible,

writing is possible, and execution (deletion) is impossible.
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25 writing is possible, and execution (deletion) is

i npossi ble. - 230 Further, the AP rmanagenent storage
area 7221 of the external_nennry 707 shown in FIG

115 for exanple stores AP selection data show ng the

| C card type data and AP IDJ4qked together. 5 The IC
card type data shows the type of the IC card 703

shown in FIG 109 and for exanple is identification

data duitheror dhia Aapgregepent sdorege ngese’22dnoft the
for transactions using the IC card 703. In the

prdsgriale myachape Q7 tdheunC itaRIGpais ifar recinplel Gtores
command scri pt . program defines (describes) init a

I LIRS Ma O HHIW Y R NARAFE tyledldta and ap 1D

-plurality of application elenent data ARE. By

nefh&ed v ddtex 1 N the later explained ICcard entity
dat a (job management data), it is possible to provide

a servij i_ni Ser v, 5 correspondi n a

pIuraIi V2 g?pgppf$g: %Fe ﬁ?sd§%§ = r%%e IC card
a. service conblnln the service of r eadi ng -

%t%’aspf’ﬂm indic &3Pda?‘6§°‘%\ﬁd‘a%eséﬁ\&%%“%¥fwfﬁ+?@ data

data to the server 702 can be defined in the IC card

et ithe ¢aedit zard) companyt perfARERiINgoseittd egenti Eor

nunber is an operational conmand issued to the IC card

E@anzad tdoins tieinge theallyzedridy 703e | C card 703 when
performng a service provided by the service

busi neggegnd &%seﬁeﬁbo&ﬂﬂeﬁéSgthJ e éQPh'c&?éfmon macro
program AP-1 is defined by t

command script program defines (describes) in it a service
content combining the name APE N of a plurality of

application element data APE. By reflecting this in the later

~e:l:pla:i.necl IC card entity data (job management data), it is

possible to provide a service combining services

Acorr35ponding to a plurality of application element data

APE.

For example, a sgrvice combining the service of reading
data from the IC card 703,and- the service of writing data
to the server 702 can be defined in the IC card entity data.

Further, the APE N or its service number is .';tn

operational command issued to the IC card 703 and able to

be analyzed by the IC card 703 when performing a service

provided by the service businesses '7'15_1., 715_;2, and 715_3.

The application program AP_1 is defined by the AP

- management table data 7300_1 and a predetermined IC caxrd
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25 managenent table data 73001 and a predetermned |IC
card 231 operation macro conmand script program

stored in the external nmenory 707. The application
program AP -3 is defined by the AP nmanagenent table
data 73002 and a predeterm IC card 5 operation
macr o -conmand script progra ored in the externa
menory 707. The application program AP -3 is defined
lopdratidn maanagerniind abkeptdairogi3dsBopad im the external
predeterm ned | C card operation macro comrand scri pt
Rlea@rmgiored in the external 10 nmenory 707. [ SAM
Chip 708] The SAM chi.p 708 is connect ed through a SCsi
port, Thlaee aE%?g.E:Q%E_b h’ ’%SE.SS Ee\f;::’l‘.ned gt Ig‘fohp

ASP server 'S con relg ntern

to a Elu%@blt% d%ﬁgeﬁﬁﬂ naléggparatuses lncludl?% A rd

conputers 7161, 7162, and 7163 of service bu5|nesses
PPeratipmmagye cpmandraer jRE faearasonpered inothe faxternal
exanple, is connected through a serial port or USB .
pemoryo 78 7Dunb. type card 20 reader/witer 704. The

card reader/witer 404 realizes for exanple wreless
‘comuniThat hpPlEeatesAoPpEbEgainoabN8 RBY 8k€dhed! ByCkhe AP

wth the IC card 703. The operational commands to the

hbmGgefe A3 t%ie BETROASB0PACKGLS & bQ@dQE%rann%ﬁr Yc’%@Bra

are generated and

operation macro command script program stored in the external
memory 707.
[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,

~the Ethernet, etc. to the ASP sé:_:ver 719, The ASP server

- 719 is connected through the Internet 710 to a plurality’

of terminal apparatuses including a personal computer 705
of an end user and personal computers 716_1, 716_2, and 716_3
of service businesses 715 1, 715 2, and 715_3.

The personal computer 705, for example, is connected

-through a sexial port or USB port to a Dumb type card

reader/vir’iﬁer 704. The card reader/writer 404 realizes for

example wireless communication corresponding to the' physical

level with the IC card 703.

The operational commands to the IC card 703 and
résponSe packets from the IC card 703 are generated and

analyzZed at the SAM unit 709 side. Thei'efore_, the card .




25 anal yzed at the SAM unit 709 side. Therefore, the
card - 232 reader/witer 704, personal conputer 705,
and ASP server 719 between themonly act to store the
commands and response content in the data payl oad
portion and relay the sanme_agg; are not involved in

" the encryption or decryption of data, authentication,

10

15

20

25

or other actual _operations in the I1C card 703. The
pEFadrR, wEbRRTt 204, Rersonal xcompaten 680 Tarmnd RSP oserver
the | ater expl ained script programto the SAM chip

7080 thetwestnothea ohiy aopt iteasitore ptlog icdmiaiid sl andPré@sponse
and io AP 3. FIG 124 is a functional block diagram
ofori ten S5AM Ciliep dafd8 pliawad potit@onl@8d A818P0¥Rel Bame and
FIG 124, the SAM chip 708 has an ASPS conmuni cation

AL FE b Ivd®0in EXEE Oy Y o Wf Oi’r(?f] data,

interface unit 761, bus scra e unit 762, ~ran

761, bus_s¢ T A5 S aridort” 4
P SRRELA P ot dbdnd? s BT S S T ey O oaa

!fﬁjartanper-resistant modul e.  The ASPS conmuni cati on
interface unit 760 is an 20 interface used for input

and output of data with the ASP server -719 shown in

FI G 160%e Persemadr mempwdiassy Tdémiuni’d® 2on angk §iiféade can
unit 761 is an interface used for input and out put
olowidicadiithle Lhteexérgphainednsyip® program to the SAM chip
'7‘08. to customize the application programs AP 1, AP 2, and
AP 3. |

FIG. 124 is a fun;:tional block diagram of the SAM chip
708 shown in FIG. 109.

As shown ir'z_FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory -
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
inﬁerface used for input and output of data with the ASP
server 719 shown in FIG. 109.

Thé exte_rhél memory commufxication interface unit 761
is an interface used for input and output of data with the

external memory 707.

The bus scramble unit 762 scrambles output data and
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25 The bus. scranble unit 762 scranbl es out put data
and - 233 descranbles input data when inputting and
outputting data through the external nenory
communi cation interface unit 761 The random nunber
generation unit 763 generat es;4 5 random nunber used
at the tinme of authentication processing. The '
encryption/ decryption unit 764 encrypts data and

I ripr dpdka whee ispmthiequmind 288 pulting data
expl ai ned | ater, stores tasks, prograns, and data
tdehugh tthe LG L Iieridyy Clbmitli catdeni dhtidiFfddd ainit
expl ai ned script download task, script interpretation
t7ae3k, entity generation task (job managenent data
production task), and I C card procedure managenent

task (ol TARAGETRRLHL! B QQQ?@E”Ln;ngSI% o n%&Q%eF a

t asks base on predeterm ned prograns

rese |nve n asks, progranms, and
%gtn q st oregotn’ St‘?‘fia%t %?35%""% ﬁ’%t a"i%lse'gﬂﬁgaﬁ’eon processing.
explalned FIG 125 is a view for explaining the :
tasks, ThPogPaREPtianddagriptioreenih 16k enerines wWita and
765. 20 As shown in FIG 125, it stores a script

easkypred dadai.pt interpretation task 770,

entity generation task 771, I1C card procedure
nmanageThats tasdgd 4aitl BEARE ORSIHine 1alaer, Os EQPER G sks

. script progranms 7211 to 7213, AP managenent ‘tabl e data

$268+ahe, 73RA3 daABPual Bydeha é840%660 7310_3,
| The CPU 766 executes the later explained script

download task, script interpretation task, entity generation
task (job management data production task), and IC card
procedure management task (job management data management
task) or other tasks based on predetermined programs
(programs of the present invention).

Next, tasks, programs, and data stored in the storage
unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,

‘and data stored in the storage unit 765.

Aé shown in FIG. 125, it stores a scripi: download task
769, script interpretation task 770, entity generation task
771, IC card procedure managemenﬁ task 772, IC card operation
macro cdmmand script programs 721_1 te 721_3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310_1 to 7310_3,

IC card entity template data 730_1 to 730_3, IC card entity




16

15

20

25

25 IC card entity tenplate data 7301 to 7303, I1C card
entity 234 data 773-x, input data bl ock 731-xl,

out put data bl ock 732x2, 1og data bl ock 733x3, and

conput ation defining data bl ock 734x4. The script

downl oad task 769, as shown 344y FI G 118, 5 downl oads

t he AP managenent table data 73001 to 73003 (if

necessary, the APP table data 73101 to 73103) , for
FAGRId3 5 D thdatanblivek B sdoroubPel cia ta bl Reks732_x2,
and loads it in the SAMchip 708. The script _

i Fedita liask (733 xp70andesomphutabioncdefining data block

~definition table data (if necessary, the APP table

d&34 x43101 to 73103) and script programto generate
the 1C card entity tenplate data, input data block
out put TlRf &dHiAK down1RGdlAlAKDHERK, ANAHIPYLAFHIN 118,

defining data block for each business. 15 The nunber
Qo 1G04 2nd 88 fi0fe SAG ViyC ;
busi Ness | s not g???%%ﬁ%&ﬁ&ﬂbﬁrﬁ ?% 2 \—ll\égh—?hgc’eﬁ? 3 f
ener.at.ion sk 7 r exanpl receives an entity
SRR HEE N trb TR B ReBosd bar i) for Srample,
performs polling with the IC card 703, then generates
FFrhEheceerpytent Pfyeashasesviee Jeesiness tard loads it in
processing for the procedure between that |IC card 703

dhe S&M/ichdpb7¥iBhess using the IC card entity plate
data corresponding to that service business. At this

time, the kEriptdifkerpyeph@ién €akR HP00EBEs! BRe service
class, and the IC card entity data is

definition table data {(if necessary, the APP table data )
7310_1 to 7310_3) and script program to generate the IC card
entity template data, input data block, output data block,

log data block, and computation defining data block for each

business.

The number of the data blocks generated.for each
service business is not particularly‘limited;-

When the entity gene;ation task 771 for exampie
receives an entity production request f;om the ASP server
719, it performs polling with the IC card 7l03 . thén generates |

the IC card entity data to be used for the pr6CESsin§ for

‘the procedure between that IC card 703 and service business

- using the IC ca#d entity plate data corresponding to that

service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an instance of that class.
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25 generated as an instance of that class. 235 The
processing by the entity generation task 771 for
generation of the IC card entity data will. be

explained in detail later. The |IC card procedure
managenent task 772 uses onez3zd or nore I C card entity
data 773x present in-the storage. unit 765 to execute

the processing for. a procedure between the IC card

703 and"hhPRERALIDRY HBesevtityigeneration| haske?71 for
present enbodi nent, the plurality of processing for
pIerexrtien pef fidrerd lrerdeenttity dhtrakwily bé étpltaiged in
10 703 and the service businesses 7151 to 715 3

pleoceell Batedt aneously. The | C card procedure.

managenment task 772 executes these plurality of

processiyy Ao, aﬁ.rcp the |
procedure nanéaenent tas 772 é%g%“iﬁé 1g%%§Qé$ﬁj°ne
ent i 173, X n S s _of procedures have
bccragen t%/l hi Shed. rdl'het\{%r%eg%t%SHo X RS AP g Hikege
qg t task 772 w be explained in detail later. :
Q’@; ’FQflPFBC?ElegaF%rl ARFOPFIFR bejpeen

scri pt domnload task 769 fromfor exanple the externa
o cagA 93 sndr tHei pernicet buairegses 755 1 The TH5_3.
managenent table data 73001 to 73003 are input by the

scri pt Isothé qackdeastk efib8di memtf, othe pdnlad ittheo £ iiddd sing
menory 707 and stored in the storage unit 765.

for procedures performed between the plurality of IC cards
703 and the service businesses 715_1 to 715_3 proceed

simultaneously.

The IC card procédure.management task 772 executes

 these Plurality of processing for procedures in parallel.

The IC card procedure managemént task 772 dele_f.es the
IC card entity data 773_x when the series of procedures have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 1 to 721 3 are input by. tt?e
script downl‘oad task 769 from for example the external memory
707 and stored in the storage unit 765.

The AP management table data 7300 1 to 7300_3 are input

" by the script download task 769 from for example the external

memory 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310_3 are input by the




10

15

. 20

25

25 The APP table data 73101 to 73103 are input by the

- 236 script downl oad task 769 fromfor exanple the
external nmenory 707 and stored in the storage unit

765. The I1C card entity tenplate data 7301 to 7303 are
generated by the script inteypretation task 770 and

used as the tenplates (cl ‘asses)” when generating the

IC card entity data 773x of the procedures relating
tenint derpiload bask T69sExom Fog ¢ample tdwt ekyednsd memory
773x is generated by the entity generation task 771

- WNGaddiestdradrih efid tstdreigd aira wlates 10 7301 to 7303

as for exanple the class as an instance of that

cl ass. ge qumétrcﬁﬁﬁlm‘ygsxg :i;l:i | daQut B4l qat L:)I3%CI§ are

732x2, |og data bl ock and conput atron defin

: bl 4 d h
%ﬂe{ Zr pr g“%;t %Aﬂi(as{r r%%)ﬁ 1%‘}3%! %ac;sa\{) §7é’nﬁrﬁ, used

dat 773x wll be exp Ia| ned. The IC card entity data
i) s s = e C&ﬁsmé) othen gegeratingorhe I6card antity
t he SAM chip 708 using the already generated -
detresifohdi Rf It anpassiines plediadiagt koofthehservice
servi ce business for exanple when the SAM chip 708
becdnessse20 fromthe ASP server 719 a processing .
request for processing “using the IC card 703 and

appl i cahieorc paear st Dfy Wata W?dﬁh%réﬁﬁ@ﬁhﬁ?& YC€he entity
busi ness. FIG 126 is a view for explaining the format

Sgnta@:%tlog tas i 9%.' L¥198t @hg 7]?’0 c¢ard entity template data
730_1 to 730_3 as for example the class as .aﬁ instance of
that class.

The input data block 731 _x1, output data block 732 x2,-
log data block 733 _x3, and computation defining data block
734 x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773_x will be explained.

The IC card entity data 773_:; is generated by the entity
genération task 771 in the SAM chip 708 using the already

generated corresponding IC card entii:ylplate data of the

service business for example when the SAM chip 708 receives

from the ASP server 719 é processing request for processihg
using the iC qard 703 and app-lication program of the
predetermined service bu‘sines‘s.

FIG. 126 is a view for exi:laiping the fqmat of the
IC card entity data 773_x. |

As shown in FIG. 126, the IC card entity data 773 x
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25 As shown in FIG 126, the IC card entity data 773x
- 237 has managenent pointer data 780, entity |ID data
781, entity status data (status data) 782, I1C card
type data 783, APE N designating data 784, processing
order data 785, pre-processiyyg.data 786, and
post - processi ng data 787. The nmanagenent pointer data

80 is a bhidirectional _pointer for_nanaging the IC .
}%"@ﬁ‘laigf"?e&é‘t Bointeridaty d8G.oeafd tyntP daba Tk, entity
entity ID data 781 is used for requests for ]
Fdidret idartaof(st@tuardata) i 182 dACacdFd- kypeoddta i3 oIAPE N
of 10 the state of progress, deletion, and other of
tdees ixpTE thih O fdab=20 O89S | fESdesisifial Rede? Gard sy, ty

data 773-x. The entity |ID data 781 is also a return
);aa.léi@nt&e@%igi QA th0 7t aRd pUSRprLRe 8k ¥1a't§ G

81 corresponds to a descriptor en opening a file
inag ral fil stem .15 The egihty _stajus.data.

782 sh%&% ?ﬁga§F§?§¥oP°6P5§Fe§§%ao?5Phésp?g%égﬁfsg%1°nal
rel.ating to the I C card 703. The basic states _of the :
PeidteF &0 mPnggingr e IChcptdeentdt¥ndaha 7PLe 1n the
127, the state of processing for investigating the
s¢orFrges Witc{60he |1 C card 703 can use 20 (RS), the
state of processing by which the SAM chip 708

aut henfheaessitheIDCdaaad7303ié Aigedt Berstagaests for
processing by which the IC card 703 authenticates the

5ANeehIp 0A0B £( A2) card! BALSLP! Balh PYACRSSLBALE Phation of
reading data fromthe IC card 703 (R, and the state

@ﬁepggg%ésio%gpi:g&r%gt,i Hglg@.tl.gni, Nand other of the series

of processings using the IC card entity data 773_x. The entity

ID data 781 is also a return value to be given to the end

-user. The entity ID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773_x
inélude, as shown in FIG. 127,- the state of processing for

investigating the services which the IC card 703 can use

. (RS}, the state of processing by which the SAM chip 708 -

* authenticates the IC card 703 (Al), the state of processing

by which the IC card 703 authenticates the SAM chip 708 (A2),

‘the state of .processing for reading data from the IC card

703 (R), and the state of processing for writing data in

the IC card 703 (W).
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25 the ICcard 703 (W.. 238 1In the present

enbodi ment, the processing for investigating the
servi ce busi nesses, the processing for the SAM chip
708 to authenticate the IC card 703, the processing
for the IC card 703 to au[hgghlgate the SAM chip 5
708, the processing for readi'ng data fromthe IC card
703, and the processing for witing data in the IC
card 788 tber peepent bmbpdimenA,"” tbd"praseszphgi fied
later, is a unit of processing for which the order of

%Q%tﬂn.@&th&gd Hhel Feid oY bukenksset) €¢hbdpRbeeedihg for
managenent task 772. Note that, A and A2 conprise the

t
Lk kg v

%%?%‘%%%1’1%609”%9 St R GEenElra b g SR ohsp

are, as shown in the state tranS|t|on chart of FIG

798, FhrapEacEPSiBEJEPRt BeRdiREdaka dfram dheJq samst 703,
i ssuance of command) and conpl eted (response received)
sndt &he pSpeeisbiogl fpr wirdtingt detef ipr tbesICngandi g3
the IC 20 card entity data 773x are managed by the

© . costespengemer goben (1 C card entity data generation)

state, RS post-startup state, RS conpleted state, Al

post - Sﬁ“%é@"“i@ Coxpla LD BiGk Stial & urd? of processing
post-stariup state, "A2 conpl eted 'state, R post - startup

§B§t %h%RHC%ﬂgl Sgﬁgrsgf}t SXecueggB iga &%2:%&%&8 by the IC |

card procedure management task 772,
Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SaM chil:; 708.
Further, in the prgsent embodiment, cénsidering the

communication time on the Internét 710, the above-mentioned

basic states are, as shown in the state transition chart

of FIG. 127, managed divided into states after startup (after
issuance of command) and completed (response received)
states.

Specifically, the states of processing using the IC

- card entity data 773_x are managed by the instance generation
+ (IC card entity data generation) state, RS post-startup state,
‘RS completed state, Al posf:-—startup state . Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed sté.té, W post-startup state, W completed

state, and instance (IC card entity data) deleted state.
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25 state, and instance (1 C card entity data) del eted

state. - 239 The IC card type data 783 is data

speci fying the service business issuing the IC card

703. The IC card type data 783 is set with data

defined by a C command in t above-menti oned scri pt
programat the time of generation of the IC card

entity data 773-x. The service type el enent

desi gnaffihfgl @ &axrd78¥ipe ot 78 B 6 sAfa ba PRI g bhe service
data 73001 to 73003 and application elenent data APE

ddfuishigek sisn itdwmiAgP thablme dahrd #3801 to 73103 used in
processing using the IC card entity data 773-x. 10 The

servi cerhypecebamaniyIes ygpat ztﬁg dg?;gﬁ@éﬁgi é%?e#égined |
t ‘

one or nore application el ene

byt he .in.the above-nentioned scrip

b3 P cCHRER sl chR® RO e et photnacF epapsogzan at
eﬁhgt¥.data 773-x. The processing order data 785 shows

t heSord8F 8f gsngraticrrorfothectti sasd( pobityudeda A73 x.
the processing using the IC card entity data 773 X, :
that isThehgesvice Eymaselementhdesigma€ity d2¥a That shows
is, the processing order data 785 uses the name APE

- theAR hanagphieot! talsl € kartan? 300 B t0PE300 Shaw bBBlication
order 20 of execution of jobs corresponding to basic

' a ‘ i di e ' N
ogbembh 6Ndath AbBeabEifandid08, Fﬁ%ﬁet%{‘? JAcﬁjgéiz?§h(’J_1 to

expl ai ned earlier, -correspond to _
A9 Bt BTG B Bl o

The service type element designating data 784 is set
with one or more application elgmént data APE designated
by the CS commat.nd in the ,above-.—mént_ioned script prograﬁ at
the time of generation of the IC card entity data 773 x.

The processing order data 785 shows the order of
execution of services (jobs) used in the Processing using
the IC card entity data 773 x, that is, the state transition
shown in FIG. 127.

That is, the processing order .data 785 uses the name
APE_ﬁ of thé application element data APE to show the order
of execution of jobs corresponding rﬁo basic operations of
the IC card 703.

Here, the jobs, as _ex'plained‘ earlier, correspond to.
the RS, Al, A2, R, andW shown in FIG. 127. Specific operations
on the IC card 703 are realized by the order of processing

_desig_nated using the jobs. For example, for Processing using
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25 designated using the jobs. For exanple, for
processing using 240 a IC card 703 with only reading
with no nutual authentication, the processing order
information 785 is set to "RS->R'. Further, in the

case of reading and witing wggph_nut ual _

aut henti cation, the processing order information 785

is set 5 to "RS->Al->A2->R->W. The processing order

i ff B FAET0 0¥ 88 theonly repdinghel th pgarutial edhendigation,
in FIG 127 corresponding to the order of service
eltbgeprocessiggavederninfior@8téionniAl in bhe to "RS->R".
above-nmentioned script program when generating the IC
CEnetthed, edhi thedahae/48- ¥eadifgPARAPHLELERHNGith mutual
information 786 is set fromthe ASP server 719 side

WalikhERR2GETERE ,d 50F i i :
the 1C card ent i'tsﬁgglg:rc#?%lﬁ ggraggxgﬁngﬁgﬁg%ﬂgn%ggs set

p%g-pﬁgggiingngéggﬁation 786 is 15 set with points
oFoa

a conmputation tornmula of a designated service in
the SF data bl ock (application el ement data APE). ) :
Furt her’) W%ﬁ“éﬁs?*ﬁir‘!%i%m n§5f difceednwith the
is not defined, the pre-processing information 786 is
serdetii of iokes rehpwntioy EFCocddi ngrekapgeding Eor the order
exanple, in the case of settlenent, the state
ref atenygice e¢hemembsndesfgitedeinrtipdi Of Sc@hwSndeis. the
is set. The post-processing information 787 is set

Vbbb elahient Dbnéd &s HFRHETY Y P Whlelhn §bnbBatiGgCehE IC card
entity data 773x '
entity data 773 x.

The pre-processing information 786 is set from the
ASP sérver 719 side with management data for performing
processing using the IC card eqtity data 773 x.

For example, the Pre-processing information 786 is
set with points of a computation formula of a designated
service in the SF data blocki‘ (application element data APE) .

Further, when an inter-service processing function
ié not defined, the pre-p;oceséing informétiqn 786 is set
with the requested processing charge. .

For exaﬁple, in the case of settlement, the state
relating tp‘the amount of charge or points given etc. is
éet.

Thg posﬁ—proqessing information 787 iS'set-with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example,rin the
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25 required at the ASP server 719 side. For exanple,
in the - 241 case of settlenent, it is set with data
showi ng the existence of a normal end to the
settlenent. Next, a routine for processing by the IC
card procedure nmanagenent _taghk 772 shown in FIG 125
relating to a plurality 5 of IC cards 703 using a
pIurahﬂéy of 1C card entity data 773x will be _
e%Br&i Hedetitenratead b 35 ettt datageiewing ddie pristence
is constantly being started up on the CPU 766 of the
Sakl @hnprmad endwho theFsé&ttlédent) FIG 128 is a flow
chart of the processing performed by the IC card

pr oceduex tprageitihe RGKpFtédesSifg B A& 1d ri':,%J:It:ﬁpf:éﬁgduree
procedure managenent task 772 selects one |1C card

eﬂ&h&?eﬂéﬁa kX 77T s Yl ﬁﬂ%t e dexy EEB&?@%'X”Elu%thy

out of the pIurallty of IC card entity dat a

pLesent e_unjt t hod, of

5? B cak s PhachPHAe PlieiFituart T8 SR dagatity data
eSS|y selec JC card entity data 773x present :
% gf% }Wedor to assign a priority order

20 and select by priority in the order of the highest

pri ori tEhe IGieardprogedune nahagemet toslU? T2 is constantly

managenent task 772 judges if- the job of the IC card

- dming sttt p 38l e CRU Beof T IsAM ey €AY shown

been started up. Wen judging that it has
in FIG. 124.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure maﬁagement task 772.
| Step ST701:

The IC card procedure management task '772 selects one
IC card entity data 773 x for executing the next processing
Qut of the plurality of IC card entity data 773 x pres‘_ent
in the storage unit 765. |

The method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
present in the storage unit 765 or to assign a priority rorder
and select b_{r priority in the order of the highest priority.

Step ST702:

‘l’he‘ IC card procedure management task 772 judges 1f
the job of the IC card entity data 773 _x selected at step
ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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25 started up, it proceeds to the processing of step
ST705, - 242 while when judging that it has not been
started up, proceeds to the processing of step ST703.
Step ST703: The I C card procedure managenent task 772
judges from5 the entity stabys informati on 782 shown
in FIG 126 of the ICcard entity data 773x sel ected
at .step ST701 which state of the status transition
cHEALSSKBER 19PEmY that ihdas acdsbrag seartedgn oproceeds
that entity data is in and decides on the job to be
efecbedrresessiom pife spepc8§83IPRg order 10
information 785. At this tine, the processing order

i nf or ma$tep FBBO3cdefi nes the order of execution of

- jobs using the service elenents set in the service

defini tTRe taklfdprdcasureXRhahjeefa {48t 775 5
ST704: The IC card procedur e nanggeﬁent task 7727§td%|%S from

StR&t én‘EPi& h&éﬁhg C}.r?fioiélﬁ 9%1 S}E?P i;glr)éwcr)xs d'glltT g&%? gf the

procedur e Tranagenent ta uses

t tqQ.that, job,in the t data block 20 731 '
FE U et kR 17 a5 L e s b B TR b cling tate

copput ation defining data bl ock 734x4 expl ai ned above

(RF nthe ttatys transitier ehart|showntin FEGLi hE2 the

| C card procedure nmanagenent task 772, when issuing a
dorereRsing thelatingr to 788at neekceyitdodta is in and decides
on the job to be executed next from the processing order
information 785.

At this time, the processing order information 785
defines the order of execution of jobs using the service
elements set in fhe service definition table dafa as
explainéd earlier.

Step ST704:

The IC card procedure management task 772 starts ué
the selected job at step ST703.

The IC card procedure management task 7?2 uses the

data blocks relating to that job in the input data block

731 x1, output data block 7132 _x2, log data block 733 x3,

: and computation defining data block 734 x4 explained above

- 25

~using FIG. 125 to execute that job.

At this time, the IC card procedure management task

772, when issuing a command to the IC card 703 in execution

. of a job, uses the service element corresponding to that
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- 25. of a job, uses the service el ement corresponding

to that 243 job as a key to search through the AP
managenent table data 73001 to 73003 to obtain the

servi ce nunber corresponding to that service el enent
(operational command of |C_cayd 703 able to be

anal yzed by the IC card 703). Further, the IC5 card
pr.ocedur e managenent task 772 uses the obtained

sdPPi B8 2rtfbd S6arshukhrorghnbbel AR managemands $abde data
Further, the I C card procedure managenent task. 772,
ad38QplatactBA}j hdorpbtain3thetmmrwiae nniberatberesponding
required for accessing the storage area of the IC
chodtHdBxmemsinse Hl drem tS{bpeeatebRHENEoRRAKE PONH A rd 703

“to that job to search through the AP managenent table

dabBe 78808et anL3923aaB¢ RV BENCLPE #6Y) | NEQEPRLLE ONthe 1C
corresponding to that Service elenent.” Further, fhe

I r o n pept 4 772 uses.that ke .

| SrEQ I RUREHE B HBIRLRTAR ok 90 LB p S B g Hervice
the 1 C card, 703, encrypt and decrypt the_data, or '
ﬁgfy%?ﬁ1é%th%?u%r%cﬁgéﬁﬂ@gaﬁﬂ et e 7%t to

access a predeterm ned storage area of the IC card

703. Fwpthemosthest kG aprd pracgshnie meshasnsnt Haglc 772,
card procedure 20 managenent task 772 issues a

coheapd atoednesigy @G Y03, avteen key\viaifidrh #iin tiBerequired
processing result of the IC card 703. Wen the IC card
[t efitticts SIMACENE Nd t d B ied QHCI MRS 1d N&LRI OFEHS] Nikes
result fromthe IC card 703,"it sets this in the IC

aHd Lide dt_aiéngng'ﬁ%rreépondi'ng to that job to search

through the AP manage;né_nt table data 7300_1 to 7300 _3 and
obtain the key information corresponding to that service
element. Further, the IC card procedure management task 7172
uses that key information to perform mutual authentication
with the IC card 703_, enci:ypf: and decrypt the data, or perform

other processing and obtain the right to access a

-p:!:édetermined storage area of the IC card 703.

Step STTOS:V

Step ST705 is performed when the IC card procedure

‘management task 772 issues a command to the IC card 703 and

is w'a:i.tirng for the processing result of the IC card 703
When the IC card .proceduré maﬁagement task 772 receives

the processing result from the IC card 703, ‘it sets this

- in the IC card entity data 773 _x.

Step ST706:
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25 Step ST706: - 244 The IC card procedure managenent
task 772 updates the entity status information 782 of

the IC card entity data 773x shown in FIG 126. In

this way, in the present enbodinent, the ICcard 5
procedure managenent task 772;ggl ects in order the IC
card entity data 773x for the plurality of IC cards

703 presgnt _in the SAM chip 708 while perform ng the

pr ocessi ﬁgero'# cﬁ?éiepﬁPEFPgPF?ym%a@@ﬂ%’at ka0 I T2hupdates the
parallel. Therefore, the SAM chip 708 can

si AbFtE¥estiatyspinfectation 782 of othssiOgecev@nedfity data
when receiving processing requests for procedures

us? hgd_x phowal inyFDdE. [ 26éards 703. FIG 129 and FIG

130 are views for explaining the processing defined

by anot et &pid | J Ofh & okl 4N _gccqrda
with a routine dﬁ ned by apph catt?on e ,13;}5;&{};& card

ARG &4 E{&"M]gp CGEeSSi,N ata performed by the
M ch?cgg%g%en exec u%s%gsl:{lzj g‘ﬁq'gF%& &P 2F9eE F%etiﬁ‘é card

S

ahowe Qi in Fl 128 Step ST741: The SAM chip

7%81, vﬁ | élq;é"xggat—?‘n °br the RitrplitnefadCorandec78 thresent
pr,eda‘er'm' ned application elenent data APE, 1
spECiPeSAYNChER| TR MY pPegtanming tbe processingNfor the
application el ement data APE in that application '
pPOFrai tIuIthdC carals (798 Sme piafriadd Qe There®a3ie)d the SAM
witing, and execution of that application el enent

g pp
dehdpAPER can simultaneously proceed with the pProces sing aeven

when receiving processing requests for procedures using a
plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the
processing defined by another applicatibn element data APE
in accordance with a routine defined by application element
data APE or pProcessing when accessing data performed by the
SAM chip 708 when executing a job at step ST704 in tﬁe above
explained FIG. 128.

Step ST741:

The SAM chip 708, while executing processing in.
accordance with predetermined application element data APE,
specifies an application progfam for use (access) and

applicatign element data APE in that application pfbgram.

Further, that use specifies one of reading, writing,

‘and execution of that application element data APE.

Step ST742:
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25 Step ST742: - 245 The SAM chip 708 judges if the
application elenment data APE specified at step ST741
is present in that SAMchip 708. If judging that it

_is not present, it proceeds to the processing of step

ST743, while. if judging thatyjht is present, 5

proceeds to the processing of step ST745. Step ST743:

The SAM chip 708 views the AP managenent table data '
73001 toTl"i%OW&}H‘Iés'Hb?Icﬂq@Q% ifhetheppinpddidajion element
program bei ng executed to acquire the key data K - SAM

colr ez PRl ispgcifietoathetqETIgIondi pres@iyiide that SAM chip
(application el enent data APE) and uses that key data

K 7GAM 16 furlging udlatiuithaat hod! peBseWt! Nit (%%&Q'eo the
708a having the application el errent data A

Ubocd SIhGE ik ep Bri7ly 3l e YU ENY B8, 108 708 £,
aut hecnt [ catgg eache%t her"’ egit c:('g/1 % ﬁﬁOS tlsaﬁresen
a {1 of step ST743, i1he SAM 7

o’%’g% ﬁao?he prit oceSS|sﬁd‘%f°ft5tse FS'ISF%J‘}ISDH not, it
proceeds to step ST751. Step ST745: 20 The SAM chlp_
708 vi e Shé Rpahanagenent table data 73001 to
7300_3 corresponding to the application program being

execut edhen§A qliipe I OBhorileere dhiea AR mBAklgement table data
corresponding to the service (application el ement data

AFBPO_1Furet H00_fD ledrye spRpldieat it telee B idalta APErogram
belng executed to acquire the key data K _SAM corresPQnding'
to the corresponding service (application element data APE)

and uses that key data K SAM to for mutual authentication

with the SAM chip 708a having the application element data

APE to be used.

Step ST744:

If the SAM chips 708 and 708a authenticate each other's
legitimacy in the mutual authentication of step ST743, the

Al

SAM chip 708 proceeds to the processing of step ST747. If

- not, it-proceeds to step ST751.

Step ST745:

The SAM ch1p 708 views the AP management table data
7300 1 to 7300_3 correspondlng to the application program
'being executed and acquires the key data K__SAM corresponding
to the service (applicatiqn element data APE).

Further, for the application élement data APE to be

used specified at step ST741 as well, the SAM'chip.708
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to be 25 used specified at step ST741 as well, the SAM
chip 708 246 simlarly views the AP nanagenent table

data 73001 to 73003 corresponding to that application
el.ement data APE to acquire the key data K - SAM

corresponding to the correspay ng service
(application elenent data APE). 5 Further, the SAM

ares .t he_two ac uire ata - SAM

Scrar%b]P f’?%e"ﬁhﬂﬁe?ﬁe‘nﬁﬁ 'bq"?g’g gﬂ jgft{)_tlh*@ 7300_3
processlprfg_l of step . ST745 that the two key data K - SAM

g | ﬁetff%egsasc%we elementodataiARE §p acquire
step ST747, while when it does not, it proceeds to
stide weysiatake BAR I e SphndBAlG thingearﬂesﬁaﬁdiﬂga&vice
the AF managenent table data 73001 to 7300_3
C oappdpeiadiitgh ted dnfth tARdL AEN 15 program speci fi ed
at step ST741 and specifies the APP table data 73101

to 7310% | e
A dsed  REeEI P ES, Bt B PR e 83, EhETERD dERired

]SS i | ~of 20 the application elenment data
%Y?gd%b Kr accessed) based on the APP table data

73101 tg 73 ified at step ST747. Specifically,
g Fﬂgﬂ:ﬁr ﬁ?%f‘or readi ng, witing,
g g g

When the SAM chip 708 judges at the processing of step
ST745 that the two key data K_SAMmatch, the routine proceeds
to the processing of step ST747, while when it does not,
,it proceeds to step ST751.

Step S5T747:

The SAM chip 708 or 708a views the AP management table
data 7300_1 to 7300 3 corresponding to the application
pﬁogram specified at step ST741 and specifies the APP table
data 7310_1 to 7310_3 c’or;r:esponding to the application
element data APE used.

Step S8T748:

The SAM chip 708 or 708a judges the chéss right of .
the application element data APE to be used (accessed) based
on the APP table data 7310_1 to 7310_3 specified at step
ST747. |

Specifi,c_élly, it judges the right for reading , Writing,
apd,executing the applicatidn element data APE to be ﬁsed.

Step ST749:




and executing the application elenment data APE to be
used. 25 Step ST749: - 247 \When the SAM chip 708 or
708a judges at step ST748 that there is an access
right, it proceeds to step ST750, while when it does
not,.it proceeds to the processing of step ST751. 5
Step ST750: The SAM chip 708 or 708a uses the

appl i catj,on e ata _APE specified at step ST74

for theaﬁéébgﬂ%gg%$4 gﬂ' g% % 4 udges, agT piep §€749
The SAM chip 708 or 708a does not use the application
eldfdntthere P Rageserightst dF Prepedsy tche bepad®750,
specified at step ST741. Further, when executing a job
Euwhﬁhﬂ)W§EﬁﬁitﬂﬂQQH3nQﬂMnﬂi1@qﬁa§eﬂ§iﬂa<Ehe1%&pddﬁﬁing of
the SAM chip 708 transfers 15 data with the IC card
7@&%epn sAEWwr.dance with the routine defined by the
application el ement data APE, the SAM chip 708 vi ews

the AP gRaadaf®Blp.table data 73001 to 73003 shown in
FIG 125 to acquire the key data K CADR correspondi ng

t t hat t AP d th t key ’
. dgta SOTQE%%%F%IBI‘J(% accesst79§% ﬁﬁﬁﬁ n ; S a %-ement

.10

i5

20.

.25

7?% Next,, .the overallﬁﬁ%eratlon of the
3#6 5 FERCdFirehrroBteRowE At EPE. theougppe geecified
explained. FIG 131 and FIG 132 are views for
e%ﬁl&ﬁﬁpngTﬂﬁé

Step ST751:

The SAM chip 708 or 708a does not use the application
~element data APE specified at step ST741 for the usage
specified at step ST741.

Further, when executing a job at step ST704 of the

above explained FIG. 128, when the SAM chip 708 transfers

data with the IC card 703 in accordance with the roﬁtine

defined by the application element data APE, the SAM chip

5

708 views the AP management table data 7300_1 to 7300 3 shown
in FIG. 125 to acquire the key data K . CADR correspondlng

to that application element data APE and uses that key data

- K CARD to access the memory 750 of the IC card 703.

_Next,'the overall operation of the'csmmunication
system 701 shown in FIG. 109 will be explained.

FIG. 131 and FIG. 132 are views for explaining the
overall coperation of the communication system 701 shown in

FIG. 109
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overal | operation of the communication system 701

"shown'in 25 FIG 109 - 248 Step ST721: The service

busi nesses 7151 to 715 3 or a party requested by

t hese service businesses produce that script prograns
7211, 7212, and 7213 describipggthe processing 5 for
transactions performed by the service businesses using

the ICcard 7 or exanple on the personal conputers

716 i, B2, 7163 shown in FIG 109. . Further,

t he manager of the SAM chip 708 produces the AP
managenemte S e qmthnsazEEsa 74500 3oc Jilse Spondian gairty
10 the service businesses 715 1 to 715 3. Step ST722:

- Theeqresharh daneriiesaderdiatea btk ds s/ FRQUMOHIGRT script

at step ST721 are stored in the external nenory 707.
Fynidiafamd 21sar, p21peQ0aabs 77213, adede fi R L i
produced at sfep ST7Z1 are dowitoaded fr&ﬁ??he giég%SSLng
PHZORHan U SebF 1602, \d_ 7163 t Rhrough t he .

I nternet 710, ASPi’s?er \Q/%}u e%‘lg,g %ﬁ% %%\7?%%? Ipin)"ﬁ)‘g“?soset*ﬁémIng

or pal 707, Th ing for {hat
ail S R B o8 B P retha b apters 7161,

SgfLi do d task 769 in _the SAM chip 708. 20 Step
S%g‘fg-&’Tﬁgysgﬁﬁp@ iShoEm idt §Gon108sk 770 in the SAM
.chip 708 showmn in FIG 118 uses the AP managenent

t abl e dEB&tReD01the mMBOHSr mfdl ther SAM iy B produces the
generate I C card entity.
AP management table data 7300 1 to 7300_3 corresponding to

the service businesses 715 1 to 715 3.

Step ST722:

The AP management table data 7300_1 to 7300 3 prt‘)duced
at step ST721 are stored in the external memoxry 707.

| ' Further, the scr;'ipt progranms 'i'21___1 , 721 _2, and 721 3

produced at step ST72_1 are downloaded f:fom the persdnal
computers 716_1, 716 2, and 716_3 through the Internet 710,
ASP server 719, and SAM chip 708 to the exteinal memory 707.
The processiﬁg for that download, as shown in FIG. 118,\-i.s
xﬁanaged by the script download task 769 in the SAM chip 708.

Step ST723:

The écript interpretation task '770 in the Sm chip
708 shown in FIG. 118 uses the AP ménaéement table cia;ta '73‘0(5-_1
to 7300_3 ‘and script program to generate iC ‘card entity.
template data, .an input data block, output data block, 1.og

data block, and computation defining data block for each
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tenpl ate data, an input data bl ock, output data bl ock

| og 25 -data bl ock, and conputation defining data bl ock

for each - 249 service business. The generated data

is stored in the storage unit 765 of the SAM chip 708
shown in FIG 124. Step ST724;,45 The user is issued

the 1C card 703. As shown in %ﬁ(i 113, the nmenory 750

of the IC 703a of the I1C card 703 stores the key data
ustREYHPetPapinessons by the user with the service

busi ness contracted wth. Note that, the contract

bet ween Thre gesmsradiedl datar 1isCetot@dbuai 0RE SsEBYagl Sthit 765
be concl uded after issuance of the IC card 703

t R Uigife t 0 | P85 RSG Tokbeit Gin BRP. SLIR5: For exanpl e,

when the user uses the personal conmputer 705 to

access tfig, sefpel,.702 through the Internet 710 to ,15

try to purcChase a product, the server 702 issues a
process%%%!re uest t.hrough the Internet 710 to the ASP

ser ver L USRfed S AESREE &bevdC 7R dOSives a

processing request fromthe server 702, it accesses -
t he per &n&hodgngin ELGz08 13y hithgghembeyl A68r pét the0IC 703a
Further, a processing requesting 20 relating to the IC

- c@fdthe3I€ ssamtl M0B30atbhescilial kegadathWisé@Ifod4ransactions

transmtted through the personal conputer 705,

| biyerthal wélkd; watth ABR $Rrvke’ bl stifekhe cofVh-GlRicRa’ 08 th .
Step ST726:

Note that, the contract between the user and a service

business may alsc be concluded after issuance of t'he.‘ IC card
703 through the Internet 710 etc.

Step ST725: |

For example, .whe-.n the user uses the personal computer
'7-05 to access the server 702 through the Internet 710 to
try to pﬁrchase a product, the server 702 issues a processing
request through {:he Internet 710 to the ASP server 719.

ﬁ’hen the ASP server 719 receives a processing request
f:fom the server 702, it accesses the personal computexr 705
-t‘h'rough the Internet 710, Further, a processing request.ing :

relating to the IC card 703 issued from the card reader/writer

704 is transmitted through the personal domputer 705,

. Internet 710, and ASP server 719 to the SAM chip 708.

Step ST726:
The ASP server 719 outputs to the SAM chip 708 an entity

production request. That entity production request stores
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The ASP server 719 outputs to the SAM chip 708 an

entity 25 production request. That entity production
request stores 250 data showing the issuer of the IC
card 703. Step ST727: Wen the SAM chip 708 receives

an entity production requestaght_perfornms polling

wth the IC card 703. 5 Step ST728: The entity

ggg§£ati n task 771.of the SANIChiE 708, after

fi ARshi HRCTHRI pbiei F85uetiREsthe FTheesxdbl30of the IC
card entity data 773x present in the SAMchip 708 is

wi t hi n tHeemeS& i nunber defined by the SC command of

the 10 script program If wthin the naxi nrum nunber,

it procd@ds tlee tSAM iGGe SE08 e it a1 dthi Widoddction
not, it ends the processing. Step ST729: The entity
genequds ©)) 18Skefdrmd Wo EXENP! | f§ sppsed

on the datha sf}!!cf)evvi ng thg;i ssuer %ftlt?% gcﬁzc;adr%g??‘
stored gggﬂiyﬁfﬁgjty producti on request, which

service buSiness 1Ccard entity tenplate data to use

and usegqthat .specified .1.C card entityfpl ate data to
gener at & FehETE A IERERA YD Fack 774 of SheTHAM chip 708,
corresponds to the instance generation shown in FIG

1 .teglé) dirdehing the salildmg 7oRlans ddt theo numbeaSRE the

-server 719 the

IC card entity data 773_; present in the SAM chip 708 is
within the maximum number defined by the SC command of the
script program. If within the maximum number, it proceeds
to the processing of step $T729, while if not, it‘énds the
processing. | |
étep ST729:
The entity generation task 771, for exémple, specifies,
' based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service business(]

Al

IC card entity template data to use and uses that specifiea

- IC card entity plate data to generate the IC card eantity

data 773 _x.

This cor;esponds to the.iﬂstancé generation shown in
FIG. 127,

Steg STfBO:

The SAM chip 708 outputs to the ASP server 719 the
entity ID of the IC card entity data 773 _x généz.;ated a.j: step

. 8ST729 at step ST731,
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‘aut hent i cat 1 6n-obatRESFe

entity ID of the IC card entity data 773_. x generat ed
at step 25 ST729 at step ST731. 251 The IC card
procedure managenent task 772 of the SAM chip 708

i nvestigates the services which can be utilized by
the 1C card 703. This is procdsking corresponding to
the job RS showmn 5 in FIG 127. Step ST732: The IC

708, alt s <o cae REoT gt o laadpionk Frskol 18 0k ehe sau

Thiss;: i acessi,ng corresponding to the job Al shown
108 T G55 ditae SR SR et hidrogan be uiilized

ayt henticates the legitimacy of the SAM chip 708.

TS the Focasd ¥P%orresponding to the job A2 shown

15 in FIG 127. According to steps ST732 and ST733,

the | C 8hig i83prandsSihychopréSBondingitsatle/ job RS shown
authenticated. At this tine, as explained earlier, in
adeoFdancda2m.th the application el enent data APE

bei ng ‘executed by the SAM 20 chip 708, the AP

nmanagengpbpt ghkgodata 73001 to 73003 shown in FIG 121

“are viewed, the key data X -CARD i s acquired, and

t hat ke a K.CARD is used for the nutual

fndote IHES BAFGRIE O E AT 18 ofs the SAM
of . the b card 703.
chip 7

authenticates the legitimacy of the IC card 703.

This is processing corréséonding to the job Al shown

in FIG. 127.
| Step ST733:

The IC card 703 authenticates the legitimacy of the
SAM chip 708. :

This is processing corresppndiné to the job A2 shown
iﬁ'FIG. 127. ﬁ

‘According to steps ST732 and ST733, the IC card 703

' and SAM chip 708 are mutuélly'authenticated.

At this time, as explained eariier, in accordance with
the application element data APE being executed by the SAM

chip 708, the AP management table délta_7300_1 to 7300'__3 shown

in FIG. 121 are viewed, the key data K CARD is acquired,

and that key data K_CARD is used for the mutual aui_:heritication

' between the SAM chip 708 and CPU 751 of the 'IC card 703.

Step ST734:

The IC card procedure management task 772 of the SAM
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Step ST734: 25 The I C card procedure managenent task
772 of the SAM 252 chip 708 reads and wites data
required for the Procedures wth the I1C card 703.
This is processing corresponding to the jobs R W
shown in FIG 127. 5 Furtherz52he 1 C card procedure
managenent task 772 uses the processing formula

SRAELI | t he. . presprocessin ata of the IC

car g FIer??ﬁt %%%a %39%5% S ﬁg{é”sl fﬁ%“ﬁ’g?‘g #%’édﬂf‘? RN FRAures
IC.card,703 to performthe predeterm ned conputation
prwégt&%}i?g.lél(?%deﬂ%n& The 1 C card procedure

managenment task 772 of the SAM chip 708 outputs the

pr ocessiThg sr &8 finoasssinghceTyedpondihg toASResyole R, W shown
719. Step ST736: 15 For exanpl.e, the IC card procedure

mdmaFd®entl27ask 772 deletes the IC card entity data
773-x. As expl ai ned above , according to the

ConnuniFﬁktﬁ&r,Sﬁﬁbeﬁb7gﬁrangr§é@HH9Etngggeﬁﬁnt task 772
configuring the application programAP using a

PLdedl ithd RiorRRlsl et Fg%a‘%'lsﬁgﬁgcigggtdg ARE and t;,a%J ng

t he AP managenent tab ata a e dafh
cPerobroaaea Bttt e Wecthi Bary BrBRu: datporda x and
Ssgggciﬁeugggg gggdlgiggr%hzogb card 703 to pefform the
predetermined computatidn.processing.

Step ST735:

lThe IC card procedure management task 772 of the SAM
chip 708 outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

For example, the IC card procedure management task
772 deletes the IC card entity data 773 x.

5

As,explainéd above, according to the communication

. _system 701 and SAM unit 709, by configuring the application

prégram AP:using a plurality of application. element data
APE and using the AP management'téble data and APP table
data to definé the computation contént bf the application
-element data APE, it ié. possible to provide diverse sert‘rices
‘using the IC card 703.

Further, according to the communication system 701,

it is possible to use the AP management table data and APP
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Further, according to the communicati on system 701,

25 it is possible to use the AP managenent table data

and APP 253 table data to flexibly realize

utilization of application elenent data APE in the

same SAMand utilization of- 2&3pl-i cati on el ement data

APE between different SAMs while maintaining a high

s ot Vo By ; cording to.t.he communi cation, .
caras Yord B elehurdt Hetiite Rit1iFERANY Bh aPRBRcation

between different .SAMs, since nutual authentication
i §t168\ﬁf‘&r PaFan §Fv%e &R Pt/;@ S&ARE SAM; and psidippsiey of
i nprove the security of the application progranms. 10
Fappidratiesopdpngntodaite A8Enbeitweenodifferemt768aMsbyhile
allocating a SAMID of the sane class to the
appintatindngpaobighs setuktheéysane servi ce business, it

is possible to prevent conplicated mutua

aut hent reatheh, PAEEESALRY £50Phe PELRRRELL LLOE d_sys tem 701,
bet ween application el enent data APE of 15 application ‘
PRREKAAEi ARG LPE1SaTR; BYSI n eLBRYLLLIDLEN; FRE

bur den o% %anggengg?lgy Eggﬁgﬁ?ogﬁggi%%Ea%ﬁL%?%Eeg§%% rent
0 e SAM chip. Further, according to the

ol TS Lt A o en SO s e ormegehetupen the

IC card entity data 773 x_for 20 each processing for

YRR dut BB cRRFFIRLe wEe hinpEoYE the gsgosrityl afivehehe

| C card procedure managenent task 772 use the

prephbl¢ation pguamsentity data 773x to

si mul taneously proceed with processing relating to the

pl ural iRurtied C fifddiSding to the communication system 701,
by allocating a SAM ID of the same class to the application
programs of the same service business, it is possible to
prevent complicated mutual authentication processing from
b'eing performed between appiiéation element data APE of
‘ap'plication programs of the same business and thereby lighten .
the burden of management of key information and processing

1

of the SAM chip.
Further, according to the communication system 701,

it is possible to generate IC card entity data.. 773 _x for

'each processing for procedures occurring with the IC card

703 and have the IC card procedure management task 772 use
the plurglity of IC card entity data 773 x to simul taneously
pr@ceed with processing relating to the plurality of IC cards
703. |

Further, according to the authentication system 701,




703. 25 Further, according to the authentication
system 701, 254 since it is sufficient to store the
IC card entity data 773x actually used for the
processing for the 1C card 703 in the storage unit

. 765, the storage areas of thexmsiorage unit 765 can be

efficiently utilized. 5 Further, according to the
aut el i;gat Lo stem. 701, _as fi]o in FIG 127,

since the %tga%]"eéséllo 1%‘%(%%&?5?1’:%1& e\ggg, cardeaidy dgta 773_x
the | C.card procedure nmanagenment task 772 are managed
di%‘f%ﬁjﬁﬁ%t”é&ﬁg&%?&?taﬁog?aﬁe%gaﬁfcr dhepEt gdrd 703 in the
states, after starting to execute one job, it is

pStaIIge ¥oito76bar the hetorape seianp bér thaosberagebunit 765
the state waiting for data fromthe IC card 703.

Tieanefoer ef fiitciienylgssithllg zddd el inmnate the wait tine

due to the transfer of data with the IC card 703

t hr oughrFukenkit, enbebrdify EY" LR au AEGANG; N :
aut henti cation system 70%, 15 thaclau AP walnd{]%réergté}{sgi)% 701, ‘
dakask3RAli hoprde003-Aesgrihe in them nanes showing the . =
typeg of servi ceso%r o‘\/issge(f%bf/:htehgg?g]a?v Lfdfe%%g’tf?’bé’f jobs
busi wbh [ the APE N, .the nunbers of

oBFeHER38a. by ?%et Bs TR REPRANCe Mpnagenent tagky 772 are
used when providing those services. These are held in
oBappgedy divided i pbpy Pret-stastapostatesr ahdecompleted
busi nesses 7151 to 715_3 not the devel opers of the
SAlRtREp Z68etanteutiogi te ekbeiteovficaPppbi Cati 28 possible
prograns running on the SAM chip 708 by producing

10 stoiptamt aWeapodéddbing2idr MMULhearl3oBNéh the state waiting
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for data from the-IC card 703. Therefore, it is possible
to eliminate the wait timé due to the transfer éf data with
the.IC card 703 through the Internet 710.

Further, according to the authentication system 701,
the AP management table data 7300_1 to 7300_3 describe in
them namgs showing the types of services provided by the
individual service businesses, that is, the APE N, the
numbers of services used in the IC card 703, and the key
data used when providing those sexrvices. These are held in
the external memoxry 707. Therefore, saervice ‘bu'sines‘ses 715 1
to 715_3 not the developers of the SAM ;:hip ;'i.OB can customize
their own application programs running on Ehe SAM chip 708
by producing scfipt prograﬁs 721 1, 721_2, and 721_3 aﬁd
downloading them through the SAM chip 708 to the externél

merory 707. That is, service businesses 715_1 to 715.3 dan-




downl oadi ng them t hrough the SAM chip 708 to the

external 25 nmenory 707. That is, service businesses

7151 to 7153 can 255 custonize their own application
prograns W thout the service businesses being

i nformed of the key data or- gpgyational commands for
directly operating the I1C card 703 or other highly
cqgllqenlla% data. Further, the service businesses 5

A0 HOT T SPELE SN AR P EPIEaRe vidont Shelservice
commands  when custon12|ng t he application prograns,
sPUHAIRr Reingdnfampmet dfudiheedeys data iqghtograthtional
Further, according to the authentication system 701,
siqrrmagwlyp ficrt idinresrhiiye idpeapaiimignGhe TcUicRlrd Y70 or other
services 10 can be defined, it is possible to provide

- dihigheg SRIME IR EAIDIdH 10 @‘lﬁltll'i%ﬁ] | theO k38 WeL Bhidihesses

10

15

the range of services which are executed Si MUl t aneous

Widdna kv C LU Lher
acco?ding toq?hgkgﬁpﬁeng??a?%gacg?c? %Qﬁ. tyengl, commands_

on sys

duci t.he co t of th .data bl ock, the data
.|npu% e ?%m121 %%FEaFF&lF etigPIP¥e9EaRg -t F8 thg load on

iga can he eg%% managed. 256 Clainms: 1 . A data
pro€e§8FNGfe &“&éﬁﬁérﬁédlbyhﬁengéwlconductor

circuit executing an application program said data
processFﬁgthBFhoﬂceen@;nglh@ tthve asttdyemtdication system 701,

since computation content spanning a plurality of services
can be defined, it is possible to provide diverse services
combiﬁing a plurality of services in the range of services
which are executed simultaneous with allowance at thé IC
card 703 side.

Fu:_:ther, according to the authentication system 701,
by introducing the concept of the data block, the data input
a_nc_l output with the IC card 703 and the log data can be easily

managed.




protecting each of a plurality of program nodul es
formng said application pro

allocated to

t he progran1ﬁ§

:

ram by a firewall
ule in advance in a

plurality of firewalls,

regi stering a program nodul e

| i nked with firewal

identification i nformati on for

Claimsifying the firewall allocated to the program

nodul e, and executing said program nodul e conditiona

on satd réyi sBRBRi oPURGSTF PGS f oRFEACAA R@rformed by a
Sgéoces ing nethod as set forth in claim1, further

HEPPREOR SHERULY SR HY it ARR IR e O P QAR
oo T B o P S e HPRigaLne the steps of:
tranaret S Gk BB RS Bneie Rt aPEr ST Er g mgrntes

RS Pp 20 ShETPTLLCH L ] Lonne fiillocacea to

tl?%t.elblgctgj%%%n o%@?d&?é U T el ldn il 5 faérgdnﬁt;aa{ﬁg’@f I8l NGa11s,

registering a progr further

| nk%@/m'étfbriq{zg}/\maoagrkﬁhhnf@Bafaiéonliﬁk&@ Usech V\’]{}ﬁn_»ewall

downl oadi ng the program nodule fromthe outside o

1 G h SEME COMIUCEH O orifd F L T £ Sal b RO LORAUGHY  firewall
circuit and, 257 when receiving a dowl oad request for

aBPb&h O H AMHD Qi &y raisingsiad d gawnl oad key
information registered I|inked with said program

moduleadamtjidge siafi ddoprbaadmi Smofassi béen@nflional on said
downl oadi ng the program nodul e when j udgi ng
registration being performed.

2. A data processing method as set forth in claim
1, further comprising a step of allowing data transfer or
data viewing among a plurality of program modules
registered 1linked with the same firewall identification
information and prohibiting data transfer or data viewing
among a plurality of program modules registered linked with

different firewall identification information.

3. A data processing method as set forth in claim
1, further comprising the steps of:

registering a program module further linked with
download key information to be used when downloading the
program module from the outside of said semiconductor

circuit to said semiconductor circuit and,




that downl oad is possible. 4. A data processing nethod

as set forth in claim 3, further conprising a step of

not downl oadi ng a program 2&pdul e when sai d downl oad

key information corresponding to said program nodul e

is not registered. 5. A data processing nethod as set

f or t hwhen clreicmiv3ngf ua t kemwndomgr | séageat sty opaid program

perform ng nutual authentication with a sender of
medi e downs bad reyuéstdewnlewhf kel t Henfegiatiairy gggistered

sai d_sender, then judgi ng whether said download is _
1poked hiwd the, saldax osirede sBPHgl frettitodi Bdogetl & ofpRnipgad is

claim 3, further_conprising the steps of; registering, .
PASHHobF afifoddPer i erd ey Itihﬁxeﬂr\?\ﬂfﬁmké%Pd‘%W oFHgRi oiidaing

used before execution of said program nodul e and using

that PRERLPHE of TR LT r esponding to a program

nodul e for which an execution request is received to
judge if said program nodul e has been altered or

tanpered with, .and, when_judging.that it S been )
‘alteréd orZ}éﬁ%%%e%roﬁ?§ﬁ#n%xg%gpgg $& éﬁg§ £B8ER°9E" clain

pr ogr am
S?ﬁggkgpﬁg5%o f%é*ﬁ P OtE h89w§$?§§%%%0%tQmogram

_ urthe&ﬂconprléfkgga_s eps o
m34@1d NYnanPlsQ Ba@dH%HQﬁ?Lﬁbgaﬁgfb9H999850%0r§%%b%%%ing to

clrcult provi ed out si sem condaduct or
s&ld G dgram module is not registered.

5. A data processing method as set forth in claim
3, further comprising a step of ©performing mutual
authentication with a sender of said download regquest to
confirm the legitimacy of said sender, then judging whether

sald download is possible.

6. A data processing method as set forth in claim
3, further comprising the steps of:

registering a program module further linked with key
information wused before execution of said program module
and

using said key information corresponding to a program

‘module for which an execution request is received to Jjudge

if said program module has been altered or tampered with
and, when judging that it has not been altered or tampered

with, executes said program module.




scranmbling by said sem conductor circuit said program
nmodul e, then wite it in said sem conductor storage
circuit and descranbling b§5%aid sem conductor circuit

a program nodul e read from said sem conductor storage
circuit. 8. A data processing nethod as set forth in
claim: 3, Pudater REePRRTSING TABNGHePS GTet wheRtRatl claim
ggllcatlon program defi nes processing of a procedure

3 BT i SARFrat IR & EFRS 1 transferring data

mnth ai d sem gonductor circuit rypting by said
seni cBEPTEPPc uft ?F?%Fa%eymogﬁf%rﬁﬁflgh 760G pPguctor

oper ati on, of ald i nt.e t ed c UIt se ond ke
Rt o S SUSME § QU Sa YoneEddaCEBn Conductor

Cstorq?e circuit and storing by sald sen1conductor
¥iFtUit said second key information in said

senm C %nlrl&t c_)Lné:[l B’ycu%aild Sexﬁigéﬁéug{%eé%k@ﬁeg%ﬁ% ?Jsrogram

set stl' wherern sai I ntegra Cl I cul

mdc 1 un&ﬁ@h Jﬁr gsargd. l&%afﬂd%m%aaﬁémg s%trag@ 28 reuit

set” fort aim 3, further conprising the st
259 executlng by said sem conductor circuit a
plurality of application prograns corresponding to a

pl ur dddtafb1 iRigovhHess: 9f RGN RS oY QVi fhiik a program
procedures perfornmed wusing said integrated circuit

mAN DAL MG Bk 1SRG rSEreRRAUG t dHaeUidi rduit .
plurality

8. A data processing method as set forth in claim
3, further comprising the steps of,

when said application program defines processing of a
procedure using an integrated circuit for transferring data
with said semiconductor circuit,

encrypting by said semiconductor circuit first key
information used for operation of said integrated circuit
by second key information and storing it in said
semiconductor storage circuit and

storing by said semiconductor circuit said second key

information in said semiconductor circuit.

9. A data processing method as set forth in claim

3, wherein said integrated circuit is mounted in a card.

10. A data processing method as set forth in claim

3, further comprising the steps of:




of said program nodules form ng a sane application
program by the sane firewall. 11. A sem conductor
circuit for running an appP?cation program said
sem conductor circuit protecting each of a plurality
of program nodul es form ng said applicatiaon program by
a fi rewauting o sedd semesondicdgrapifrsddlte 3 plurality of
advance in a plurality of firewalls, registering a,
apR B o duPECETARRd WPERCFPPBRANE  itdentd fi BAPFBRItY of
i nformation_for identifying the firewall allocated to
PERE- oy r anf noBGPESIREES exBEGVLAGNEai §LFFEGHEREND AR ormed
conditional on said, registration being performed. 12.
u%%%n?%?dﬂd]dbﬁe&racﬁer%ﬁig%%&n orth in claim 11,
whi ch al |l ows dat.a transfer ar data_.view ng anon .
pl ur &5 G J¥ ant dlﬁeé[blcroégtuﬁté’lreoci]? 2 \%it jurality
he_.sanme firewall, identifjcatjon | r [
ob i, Prodsen Rormdrn  orilld 2, bahe N gBbig a8 progran

I ld . ram nodul es registered Iinked with
blﬁiﬁezrgegn © ?J{lrlge\r/\‘h%%]l' identification informati on. 260
13. A semiconductor circuit as set forth in claim 11,

which registers a program nodule further linked with
downljgad kay i nklkrahieRtbe be sedwhen downl ea@inNsy  an

t he

application program,

said semiconductor circuit

protecting each of a plurality of program
modules forming said application program by a firewall
allocated to each program module in advance in a plurality
of firewalls,

registering a program module linked with firewall
identification information for identifying the firewall
allocated to the program module, and

executing said program module conditional on said

registration being performed.

12. A semiconductor circuit as set forth in claim
11, which allows data transfer or data viewing among a
plurality of program modules registered linked with the
same firewall identification information and prohibits data
transfer or data viewing among a plurality of program
modules registered linked with different . firewall

identification information.




program nodul e from the outside of said sem conductor
circuit to said sem conductor circuit and, when

recei ving a downl oad requegﬁofor sai d program nodul e,

uses said downl oad key information registered |inked

with said programnodule to judge if download is )
possibte afd ASWAFORAVAECY hEigcodtard frod6lte S in claim
iud%inghthat downl oad i s possible. 14. A sem conduct or
181 r¥R#tPas set forth in claim 13, which does not
domnload.a{g ogr am nodul e when

i d | oad .
irﬁcn?ﬁﬁ%%ﬁ‘%%?r@spéﬁ@ﬁﬁ&@to éy%wolggﬂ?gﬁndﬁﬁékﬁg with
B RER, T B TR L BE A | BBnT8hoing ne
pRULRERtI LRI 00 WeLLY, a sender, of g sald doun) pad. Leduest.ceor
o"confirminé |€égiti macy of  sal sender,” 1 hen judges

c%@ﬁf@rté%gi(?o%? I(!h?c 95 S <,‘i3111flﬁancﬁ sem conduct or

circuit as se n clarm whi'ch: registers a

progrigffrodube; bunkher inked w tPetgr%]ysti HQr B !’Lagfrogram

used before execution of said progr nodul e and 2

m&$€Pe Sai dskey Epfar mbianegar r geRoNdin¥e i t8 B OF @M stered
nodul e for which an execution request is received to

1intege wiifthsasgi dr @HePafD b uhas theefuabt erigd @bwnload is
tanpered with and, when judging that it has not been

p@é%ﬁdliiﬁﬁ &id tadmer i thhe @xetes nfdid PRAGEEAM
noaul e.
judging that download is possible.

14, A semiconductor circuit as set forth in claim
13, which does not download a program module when said
downlcad key information corresponding to said program

module is not registered.

15. A semiconductor circuit as set forth in claim
13, which performs mutual authentication with a sender of
said download request to confirm the legitimacy of said

sender, then judges whether said downlcoad i1s possible.

le. A semiconductor circuit as set forth in claim
11, which:

registers a program module further linked with key
information used before execution of said program module

and




17. A sem conductor circuit as set forth in claim 11,
wherein, when storing a programnodule in a

sem conductor storage ci r%g]rt provi ded outsi de of

sai d sem conductor <circuit, said sem conductor

circuit scranbles said program nodule, then wites it

i n saisksepdtdndart dnfstowdgenciewuiesphdiingigo a program
sem conductor circuit descranbles a program nodule
mediake f fom vhighsam @rfdtion sTRuRE: ci?cipreiygd Ao Judge
. sem conductor circuit as set forth_in claim 11, _
ifneeRd ST JRapple c #eSorPpRdgraNrYefi s tampered with

processi ng of .a procedure usin rated circuit

, ninte
andr YhansPBAPLRg dRek Wi diessart tzéﬁ?eoﬁ Esrsa or tampered
circuit, -encrypts first key information used for
WhRr aRF ST S %’a]r%l E?J?ﬂ%‘iﬂr%\t"éciiyuc]ier'cuit by second key
information and storing it in said sem conductor
storage circuit and stores said second key information

in saifd sem conduct ar Sl cull, a9 B folrth in claim

2
sem conducfor™ €l rcuﬁ?ﬁas set 1%8}1{2% in cfsai m 1T,

lgne‘g}iéfbﬁ?i d integrated circuit is nmounted in a card.
0. semconductor circuit as set forth in claim 18,

Mherghﬁﬂ§agq°§q épogduggegrgﬁrCﬂbﬁﬁlgxefﬁtQ§ &emiconductor

plurality of applicati rograns corresponding to a
st Tty Qb ol deried RIRCEHY €Hf  said  semiconductor

circuit,
said semiconductor «c¢ircuit scrambles said program
module, then wrifes it in said semiconductor storage circuit and
said semiconductor <c¢ircuit descrambles a program

module read from said semiconductor storage circuit.

18. A semiconductor circuit as set forth in claim
11, which,

when said application program defines processing of a
procedure using an integrated circuit for transferring data
with said semiconductor circuit,

encrypté first key information used for operation of
said integrated circuit by second key information and
storing it in said semiconductor storage circuit and

stores said second key information in said

semiconductor circuit.




provi di ng procedures perfornmed using said integrated
circuit and protects a plurality of said program

nodul es formng a sanme appPfcation program by the

same firewall. 21. A programto be executed by a

sem conductor circuit for executing an application .
progriin sdi dSprbgpPR@eopdr icdiregita adubkhe Forth in claim

rotecting each of a plurality of program npdul es

1% or WioEe 5 2P b pl e T e P rogi @bd byl 2 MAyHeRehyn a card.

all ocated to each program nodul e i n advance in a

plurality of firewalls, a routine for registering a

progr nodul e Iinkgg with firewall idenalf%c t.i on 1aj
i oratht | oft 1 5P BRI PV hig HRGULE raPF tal 1D0Ht ed 1aim
1 he program nodul e.. and.a routine far executing said
%Td@%%

Hodit & %ﬁWﬁEQWQﬁﬁﬁO?nF%ﬁﬁu ‘egi stration being

per f oé’zggs(gltezsz' : Aé pr %gflﬂ‘g]tallscr}éeglc{ﬁrt rhé%’aféa .irgrgl’ é)rrograms

furthér ~comprising a rou oW n ransf

| S\ ral i a
SRR 2 AR S g Rage e b e
pr &8N Ad cat QR iR L OPr 3R d PT QRiRIL | Nga 88t @ integrated
transtfer or data view ng anong a plurality of program

Pl essfgegi stered linked with different firewal
identification information.

protects a plurality of said program modules forming a

same application program by the same firewall.

21. A program to be executed by a semiconductor
circuit for executing an application program,

said program comprising:

a routine fo; protecting each of a plurality of
program modules forming said application program by a
firewall allocated to each program module in advance in a
plurality of firewalls,

a routine for registéering a program module linked with
firewall identification information for identifying the
firewall allocated to the program module, and

a routine for executing saild program  module

conditional on said registration being performed.

22. A program as set forth in claim 21, further
comprising a routine allowing data transfer or data viewing

among a plurality of program modules registered linked with




263

the same firewall identification information and
prohibiting data transfer or data viewing among a plurality
of program modules registered linked with ‘different

firewall identification information.




