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This invention relates to a nethod of network
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networ ks, such as | EEE 802.11. 5 In a wreless
environment with overl apping networks (i.e. network
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nefl%/\oe?lﬁ W&gﬁ%nn?%mwg%%le SAYSEH U some cases they are
10 conf i guheﬁbnmmzﬂxmznemli;elesi OisteBI8 Suppoit Yhegreelodiadioadcast, or
resoErce reas%nﬁ? . or g, MI's .may not be 3 | e tb%
deb'@Re §f ety %‘T ‘?t SR Stige HFEHT OF 5% PPl n
ar faminhl (A tb derdet nbi@rlt §¥verap@iddan aReRwitaethctdds Point they
beacoH&#r om t he access paqi nt. does no praqvi de much

i nVBHIAEKT trFoRrsstitc henae aldy their aptverk selectign. dpsvees ot

t OmBARRRY tor AEIVOYdnt2 p3&)i@&Cthis QkYornketibH (Biless responding to an
standardi sation is expected to add sone additional

15§ npérmatienoisaussiotitected é’ER}JGF]P( torads eipActwPkHilentippEmd indeed, in

80gnlelcabeb Rl of &Hﬁgtﬁ):d ndtQYR g,l’ for QRGriQfantl IPaQilﬂégd'u%treasons
roblens wth these state o he art "techni ques is

s h&kerefarey Mrfs s gletbeaable tp é@f9¢tra8 @vailsblepging af@achment in a certain
neérgzlﬂ bl(ﬂléﬁﬁ]iﬂgrg tl?eqmrmﬁlo(ﬂ M&i 1111 %E&c&% 1he acp%F gomt does not

probe/ response nessages, together Wi t P possi
r eprovdi nych mfgoanomdbovahariasdsteeisiidsab the Instworlntotshigport network
fu s . of .

20 gelljercﬁ%rla ﬁgﬁér% gtg (gaéc}l%ab P1¥ 1S exgéc%%‘to Mg(ﬁsro?lé%&ﬁ@gaé hnﬁ%}%ﬁggﬁ Shout
dosswoiditpredadrewinsh [EER 802er1r(ﬁaskf GItohleu); i Hhvaverk eme dfohe current

acprlogl\e/:r%s tvvr[?l thesgaldt%to?th% (a:uq tecgnlques 18 thgton%’afc’nly%eessa%gs egg Pe%llillred to

complete a neighbourhood scan, e.g. many IEEE 802.11 probe/response messages,

together with possible re-tuning to scan all available channels. In the future IEEE
25  802.11y system, the number of channels may expand considerably and this current
technique does not scale well in terms of the time taken to achieve the complete scan of
all possible neighbours.
In accordance with a first aspect of the present invention, a method of network
selection for a wireless user device in radio communication with a first access point of
30 one or more networks, via at least one of a plurality of access points, the method
comprising sending a network selection request from the wireless user device to the
first access point; wherein if the network wishes to initiate a response from another

access point in the same or another network, the first access point forwards the network



In accordance with a first aspect of the present

i nvention, a nethod of network selection for a
waweehesss user device in radi o conmuni cati on WE&TGB2007/050344

first access point of 30 one or nore networks, via at
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whPRHD 2gsicy TR nReeqts PuMe¥uclys et HRFT kY briPly toy RS
Caps®itidns hitvihdBoch PAYESEn thdihicSesyBint! H&he HRREL Whh the user
nmessages fromthe user device is reduced and the user
15de¢ﬂ€@hﬁh?mﬂ@céﬂm@“®b obtain a service froman access
poi nt Vﬂbi‘éﬁblysa RREn bméd @1 @b Wikiesd REGIARC idattadlii® 1d Be
restrictions having been placed on that access point,
or thW@Tkéﬁ]éCtWﬁﬂ@We foraihis fg@@rdesl By deiirgteceraspanttadi o
co&g Ewgggéghﬁbly a token provided by the

mﬁre er device is attached to the network
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or cost. For example, if the user device wants to know of availability of resources for a
voice or video call that it plans to make, or if it needs to handover because it is moving
25  outofrange and has a particular requirement, then the user device can specify the
criteria relating to a preferred roaming partner, QoS, bandwidth and cost and receive a
response from the access point which is best able to match these.
Preferably, the associated network of the first access point forwards the network
selection request to more than one neighbouring access point, in the same or another
30  network, simultaneously.
Preferably, an access point that is able to communicate with the wireless user

device responds directly to the wireless user device indicating the level of support that



network. This may include quality of service,
avai | abl e bandwi dth, roam ng information or cost. For
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Figure 1 illustrates a scenario show ng the typica
depl oynent of apparatus for carrying out the method
of t he B}eé%@ﬁlit invep et adgrpsserthgupr ebloms wlpeleayesa fiomayser devices
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with the access point which had the strongest signal when the user device first switched
on, or came within range, but that access point may be barred from the network which
the user device needs, so the network request is passed on to another access point.
Also, the wireless communications may be unreliable, giving rise to the possibility that
these requests and/or responses may get lost during transmission. This invention
extends the standard procedures of request/response protocols to provide extra
functionality in a more secure manner and to reduce the amount of over the air
signalling for neighbour cell discovery.

Conventionally, a wireless user device has to transmit multiple messages,
covering all the possible channels within all possible neighbouring cells. Although this
solves the problem of determining the most suitable network access point and cell, it is

not an efficient mechanism, subject to long latencies and does not scale well. The



15 the nethod of the present invention. The present
i nvention addresses the problens which arise from user

wa@lea7aeH33 having to send | arge nunbers of requRGI/EBaNA/050344

5

10

15

20

25

30

recei ve correspondi ng responses over air, wthout any
certainty that the access point with which the user
device is comuni cating 20 being able to provide the
desired service. The user may have radi o comunication

W pdierdtRPloR R HSsARE RladWRised by Rfcdte r&fub &) 9Bfh a8dsa0@e scaling
when the user device first switched on, or cane

wi PSP ange, but that access point may be barred from
the netwRMccMliGhor hdprelSBhvEaRMh GRoAERERircRG debRe to send a
network request is passed on to another access point.
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| ong | at.encj es and does .not scale wel], The WO .
2007/ 148533 PER CEIHO G505 @ateﬂamﬁﬂowgﬁb frapsopis rpstt 2 to its

MESERALKcES paids ansacy Ry 2ie PRA¢skAID Y tREIEFbik.4, WhRick Ban be the
adds to the scaling problem The nechanism of the
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Megs o b Qlifkdr&ht GUHHAN En@é;l%ﬁﬁ)%seoi)linﬁ‘}t be BardmitRB tughhe access
BS, asking the access point to inform 5 its

nePYhibl ot ReighiberngracedsePeint o P asiag enenses Trlyorpadesd plf three of

re&g&ygd&g&gr é%??gﬁ%ﬁhkﬁﬁﬂ‘d!reCtly- Typi cal ly,

this I's done through the reception of multicast ‘

f rames. InFhe 2, the nebsegssedesnice s shawmiwhese detghi Pheeviradsedevice,

£ 0ot B find1 § YRR L 13‘“{& Eushid ARG SIURNELYs pdib BN HB i il

ang opﬁ?%e respgn fng ﬁ%lg ibour accesss%élnté{glc F ity

enpdsking grettheisos, syéinal pairyese tragkdant key (PEYYest grogp temeoral key

servi.ce to be identified and for the neighbourin .

ac{:(%"fsﬁé) F’)I%lle mne{e(s)s Gk 1t Rs A B %n i ot méssage 9?‘[0 FaclSs point 3,
containing a locally generated unique token. Fig.3a shows an example of the request
18 message content including the token and Fig.3b shows the same for the response 23
message content. In the request message there is a header 19, token 20 and requests 21,
22 for information of type 1 and type 2. In the response message 23, again there is a
header 19 and token 20, along with blocks 24, 25 with information of type 1 and type 2
respectively. The inform message is forwarded 13, 14 by the access point 3 to the
access points 5, 6. If these access points 5, 6 decide that it is useful, or indeed possible,
to transmit information back to the wireless device, they do so using either a unicast or
multicast message 15, 16 including action or beacon and containing a suitable hash of
the neighbouring access point identity (#BSSID) in a particular network (SSID),

together with the token, so that the wireless device 1 can correctly identity the message



10 respond to it directly, w thout sendi ng nessages
back through the first access point. In this manner,
w@2@70$aa8 | oop i nformati on exchange i s establ i BEEGB2007/050344
between the wireless device and its nei ghbouring
cells. Fig.1 shows a wireless device 1, or termnal,
which transmts a request 2 tg its current access
point 3. This request 2 is processed by the network 4,
WhisfaHefeRRind @hel iB@htitylSt tBa NBighfuyRIcKss fooint &1d. ThedGH@&Scan then
poi nts shown, or one or nore of these access points
magserEte Eh its Prseaied Ady onfier adtinmhagk theipformation gisiigdhasame
ey cRod AR At fok afd otrlganHQ)Hnéch@n AL G8BWith p@ﬂffa;enabas%anon
nelghbourlng access point 5, u5|n8 responses 7,

or idewfifed droa) the pevessepoptt ideptifan B$31Ddie ﬂ@dlemlegiwrfgﬁr b%SID
sthe ”etw"lgéf %ﬁver{tlﬁn %1 1dega ccfﬂgﬁleﬂﬁlésda‘gﬁta%@ HHaE &Qndaﬁhﬁﬁ IEEE
in nore det al e W rel ess device or termna
coBedt suibmept At enginserilg sohutipewhich retdheesahfclem@epﬁ qver @e air
ty | n
B a‘ﬁl irlg 1}16:%3:‘2{ Ssglg E?eg\é{(deﬁ) Q%%%_ﬁ%)gadg%gg ﬁ{]ﬂg%%eiae?}tgg Hn&i%rc‘tﬁrét )}[0 be able
( C-IbK)lmln’ﬁhfethwamelhIE sﬁs1git&1\]dlll(ge{espe¢1alafrt8mdt$t)arafﬂ_imtbcaﬂmv the radio
nesegﬁ?l &s 16 ggtr)]ete 1? % goa d% (r:“ ralaseert d gt on?s’?gruar(l:c%n SO 1&5 r&%g rﬁetwork and
10exmm@ﬂsmoﬁmbh@yﬂﬁmm¢shms&Brmm&sbge content including

t he tok d, Fi g. 3b. sh . f th
1 oL RS gt o A S 6 L CESpanel o,
a HeadegroupInfofrtdion isgRodad tb ﬂftuﬁﬁdl@s 2iminal2e fidformation received

i nfor t|o of t and t the response
me8énheby Olh@saqf%f)eﬁhéweaquﬂe 3%%?& QF’SWT%HPQ‘H EREIPNID,
al pRYidvd tohndARek Poiafk, aloivd bk haMnemaBhd Bferfis of WRRic do the
and type 2 respectlveIY The i nform nessage i s

15 f oW%ﬁlP%i‘éiéVli%(l eqppligy coiel) fa¢ ksd bylgnging of existitgwirelgss dggees)-
POERs$ adminBerathk dBIB@i%@Hf@ﬁl@a@I%ﬁ ( ? IcPYsSTERE $2de&isHs 1ﬂf91%at10n)
it is useful, or indeed possib 30 to transm t
i nearbepssehaitspdnagysl t he wirel ess devi ce, they do so
usi ng efﬁerh%{wo?k P a‘fs%slltlang e allk Lét%@ﬁ(ta‘cg@§ SRS w:l'tﬁln t%%potentlal
i ncludi ng action or beac and containing a su
hagdel.gkhictihgloaé b@hmmgrwln@}l wewe set qeoirmpurclydeith hetlgfhbourhood
(# rt network (SSID), together

20 ﬁ%ﬁﬁi%g%ﬁi §ﬁ§ék§ﬁé?ﬂ?he wi rel ess device 1 can
correctly identity the nessage WO 2007/ 148133
PCT/ GB2007/ 050344 5 and determne the identity of
t hat nei ghbour access point 5, 6. The term nal can
then associate with its preferred AP 5 after getting
back the information, using the sane



nmessage format as for the original connection 11, but

with a different base station identified fromthe
w@ewea$s1pdi nt i dentifier, BSSID and t he networRCT/GB2007/050344

identifier, SSID. 5 This invention provides a

consi derabl e advantage to the standardi sation of |EEE

802. 11 equi pnent. An engi neeri.ng sol ution which

reduces the nunber of over the air signalling

nmessages i s regarded as a kgyamgyance in this area. It

Is inportant to be able to mnimse the anount of

signalling (especially broadcast) traffic to allow the
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A Rl o e Ko e R A D R R
al JevidehbBbymE KoatGaRase ROk Irom thetdpdnie spat ent i al
pool, achieving | oad bal anci ng whi ch woul d not occur
purely with nei ghbourhood 20 reports (e.g. |EEE
802. 11KkA 8Rthod atdbkdind¥O #HQ 1/ WAGA 3 tHCh/piR2a %& BROBAdess Bser
CLAIMS 1. A nethod of network selection for

15 wi feticedsatiashsd tey ﬁvuné@vorlﬁseﬂeaa%req%hbﬁﬁw édt foeswawc{ y the first
f'&%&3%6&9&§m@9b&ﬁm§%u%§ﬂxﬁﬁsnDre networks, via at
| east one of a 5 plurality of access points, the
met hod conprising sending a network sel ection request
fr om t hﬁﬁ‘y&}{oﬁ lagc% d1 t%rcla%ﬁw o %la‘n?2t\k)}?erélh {h%tne%?lgﬁectlon
pol nt ; erein | e network w shes t initrate a
r e@pmswclmd@rrﬁw@mh@s redpting $esthp sdrpice tha Wlﬁ@ssmdmce would like

20 an%t(;%%&n 81{11%{ k‘l(CCests:})glnft an{ds {s as&%ﬁ%ﬁ%e&%hpt forwards the
network sel ection request to one or nore nei ghbouring
access points, in the same or anot her network;

\Nhil‘ el M InIethoH¥1cco(>];d1rt1gh‘[% aplyg Ipl% gcﬁ)rlflgrcllaﬂ , \%ﬁgrgl%%he associated network of
the first access point forwards the network selection request to more than one

neighbouring access point, in the same or another network, simultaneously.

25
5. A method according to any preceding claim, wherein an access point that is able
to communicate with the wireless user device responds directly to the wireless user
device indicating the level of support that is available from the associated network of
the access point for the service request from the wireless user device.

30

6. A method according to any preceding claim, wherein the response is delivered
via a unicast or multicast message delivery method, and includes the token provided by

the wireless user device in the initial request,



10 points is able to communicate with the user device,
t hat nei ghbouring access point sends a response

walRoogasdig3to the wirel ess user device; and whePEI/GBRIVE/050344

7.

Wi rel ess user device chooses the nost suitable
network fromthe responses sent. 2. A nethod according
to claiml, wherein a token7provided by the w rel ess
user 15 device is attached to the network sel ection
request before it is forwarded by the first access
point to neighbouring access points. 3. A nethod

accardifga E&o‘f&ﬁg 'EB re@édﬁig'ﬁlém WIRFEh ﬂletﬁ%l%tdé@lr cl‘evwe is

sel ect1on request udes requi renents relati ng t

ond 6ita ptop] £moblie phwnee:iremy wistass devicespporting the k@rorz@tc air

int

ohtain fromany access point and its associ at ed

rk. 4. A nmethod according to any preceding claim
wherei n the associ ated network of the first access
poi nt forwards the network sel ection request to nore
t han one nei ghbouring access point, in the sane or
anot her network, sinultaneously. 25 5. A nethod
according to any preceding claim wherein an access
point that is able to communicate with the wreless
user device responds directly to the wirel ess user
device indicating the | evel of support that is
avai |l abl e fromthe associ ated network of the access
poi nt for the service request fromthe wrel ess user
device. 30 6. A nethod according to any preceding
claim wherein the response is delivered via a
uni cast or nulticast nmessage delivery nethod, and
i ncl udes the token provided by the wireless user
device in the initial request, WO 2007/148133
PCT/ GB2007/ 050344 7 7. A nmethod according to any
preceding claim wherein the wireless user device is
one of a laptop, a nobile phone or any w rel ess device
supporting the appropriate air interface. SUBSTI TUTE
SHEET ( RULE 26)

SUBSTITUTE SHEET (RULE 26)



