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CONFIGURATION AND VERIFICATION BY TRUSTED PROVIDER

CROSS-REFERENCE TO RELATED APPLICATIONS
(0081}  This application claims the benefit of U.S. Patent Application No. 13/784,278,

filed March 4, 3013, the disclosure of which Is incorporated herein by reference in its entirety.

BACKGROUND

[B0021 A data center is a facility that houses computer systems and various networking,
storage, and other related components. Data conters may, for example, provide computing
services o businesses and individuals ag o remote computing service or 1o provide “software as a
service” {e.g., cloud computing). The computing resources provided by a dala center may
include various types of resources, such as data processing resources, data storage resources, data
communication resources, and the like,

(0637 To facilitate increased uiilization of daia center resources, virtualization
technologies may allow a single physical compoting machine 1o host one or more instances of
viriual machines that appear and operate 3s independent computer machines 10 3 connecied
computer user. With virtualization, the single physical computing device can create, maintain, or
delets virtual machines in a dynamic manner. When a customer of a data center requests a new
virtual machine instance, the data center may provide a virtual machine management service that
identifies a “slot” for executing the new instance. Cusiomers may sometimes reguest a virtual
machine instance with a particulsr configuration. In some cases, the configuration may include

saftware and data that is provided by the customer or by a third party supplier.

BRIEF DESCRIPTION OF DRAWINGS

10004] Throughout the drawings, reference nurnbers may be reused o indicate
correspondence between referenced elements. The drawings are provided to illustrate example
embodiments described herein and are not intended 1o Bmit the scope of the disclosure,

{0005] Figure | is a diagram illusirating a mechanism for providing a configuration
verification service in accordance with the present disclosurg;

{0006] Figure 2 is a diagram iHustrating an example computer sysiem that may be ased
in some embodiments,

{00077 PFigure 3 is a diagram illusirating s mechanism for providing a configuration

verification service in accordance with the present disclosure;

-t



WO 2014/137939 PCT/US2014/020025

{808 Figure 4 is a diagram illusirating an audit record in accordance with the present
disclosurs;

FOO08Y  Figure 5 is a disgram iHlustrating a mechanism for providing a configuration
verification service in accordance with the present disclosure;

(8818] Figure & is a flowchart depicting an sxample procedure for providing a
configuration verification service in accordance with the present disclosure; and

(8611} Figure 7 is a flowchan depicting an example procedure for providing a

configuration veriflcation service in accordance with the present disclosure.

DETAILED DESCRIPTION

(8012} Hardware and softwars technologios for utilization and verification of tusted
platforms are generally described hersin, Embodiments of systems and methods ave deseribed for
validating by a computing resource service provider that a computing resource is in a known or
desired configuration. For example, 2 confirmation may be provided that a viriwal machine has
booted ints a known configuration. In various embodiments, 2 computing resource service
provider, such as a data center, may act as a trusied third party that interacts with load and
configuration processes o provide a trusted thind party validation of & configuration. In some
embodiments, the third party validation may be provided by a process executing in the data
center. For example, 3 load verification service or a configuration verification service may be
implemanied that interacts with the boot process and can be gueried out-of-band. The load
verification service or configuration verification service may be responsible for provisioning 8
reguesied virtual resource, setling vp 8 boot-loader, and interacting with the virwal resource. The
boot-ioader may communicate with the load veriBcation service or configuration verification
service o record or audit the detected configuration. The values provided by the boot-loader are
typically write-once and are only 10 be resst by rebooting the system. The load verification
service or configuration verification service may also generate and provide cryptographic
checksums of loaded files, The load verification service or configuration verification service may
provide the checksum values and the boot configuration to an authorized party, allowing the
authorized panty to determine the integrity of the boot configuration of the virtual rescurce
without depending on their own verification methads.

{B033] Figure ! s a disgram illustrating a system 100 including a mechanism for
providing a load verification servics or configuration verificalion service in accordance with the
present disclosare. In the present disclosure, a load verification service may also be referred to as

a third-party verification service or a configuration verification service, The terms may be used
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interchangeably. Referring to Figure 1, system 100 may include virtval machine instances 110
and 120 that may execute, for example, on one or more server computers 130 and 140, It will be
apprecisted that some embodiments may involve additional virtual machine instances that may
be instantisted on additional server computers in system 100,

(8141 Figure | also illustrates a public network |50 that may include one or more
computing devices such as computers 160 and 170, According o one smbodiment, virtual
machine instance 110 may be configured to provide computing services 10 a computer user (ot
shown} of public network 150 via a gateway 190 and computers 160 and 170, For example,
virtual machine instance 110 may provide a set of remole acoess enterprise applications o a
group of users who may, for example, be ermplovees of an enterprise cusiomer.

[0615] A customer, user, administrator or any compuling resource in system 100 may
request 8 resource instance with a particular software configuration. In one erbodiment, a
canfiguration verification service 180 may be provided that inlerscts with the boot and load
process. The requested virtual resource can be provisioned by system 180 and configuration
verification service 138 may be configured to interact with the virual resource, For example, an
instance manager {e.g., 2 hypervisor or a Dom{} can identify the files loaded onto the virtual
machine during boot, track the detected configuration and report s Hst of files or send the files
themselves 1o the configuration verification service 180, Similaely, the boot loader used 1o
iaunch the instance may be configured to communicate with configuration verification service
E880 10 wrack and report the detected configuration. In an embodiment, the instance manager or
configuration verification service 130 may provide an audit of loaded fides and generate a
checksum, Configuration verification service |80 may provide the audit resulis and checksum
values 1o an authorized party, allowing the suthorized party 1o verify the integrity of the boot
configuration of the virtual resource, By providing the configuration venification, system {00 can
efficiently provide a rusted confirmation of s particular configuration. The trusied confinmation
may be reguesiad directly by a customer of the data cenier, by an administrator of the data
center, a provider or vendor of a particular software product, or any computing resource within
the data center such ag server 130, Server 120 may also send a request on behalf of itself or on
behalf of other servers,

88161  Various aspects of the disclosure are described with regard to certaln examples
and embodiments, which are intended 1o ilinstrate but not 1o Hmit the disclosurs,

{8817} A data center may provide one or more services accessible via the Internst such
as various types of closd-based compoting or siorage 1o a distributed set of clicnis. The data

center may host various resource pools, such as collections of physical and virtualized computer
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servers, siorage devices, networking squipment and the like, needed (o implement and distribuie
the services offered by the data center. The data center may also provide private and isolated
sections of its data services in which a customer may Jaunch computing resources in a virtual
network defined by the user, In soms smbodiments, different parts of the functionality of the
network interface virtualization service may be incorporated within several different cooperating
software components and/or devices, such as modules of hypervisor or operating sysiem
software running on various hardware platforms of the provider network, router software on edge
daevices, and the like.

{0818] In one embodiment, the data center may provide customers with ons or more
instances of virmalized computer resources and/or storage resources, cach of which may require
network addressability to allow the customers to interact with the resources.,

{0818]  Figure 2 illustrates an example computing snvironment in which the
embodiments described herein may be implemented. Figure 2 is a diagram schematically
Hinstrating an example of a data center 210 that can provide computing respurces 1o psers 200
and 200b {which may be referred herein singularly as s user 2007 or in the plural as “the users
2007y via user computers 202a and 202b {(which may be referred herein singularly as ™2
computer 227 or in the plural as “the computers 2027} vis a communications network 230, Data
center 210 may be configured to provide computing resources for exeouting applications on a
permanent or an as-needed basis, The computing rescurces provided by data center 210 may
include various types of resources, such as data processing resources, data storage resources, data
communication resources, and the like. Each type of computing resource may be general-purpose
or may be available in a npumber of specific configurations. For example, data processing
resources may be avatlable as virtual machine instances. The instances may be configured to
execute applications, including Web servers, application servers, media servers, database servers,
and the Bke. Diaia storage resources may include file storage devices, block storage devices, and
the like.

{80208 Each type or configuration of computing rescurce may be avatlable in different
sizes, such as large resources—consisting of many processors, large amoonts of memory, andfor
large storage capacity—and small resovrces—consisting of fower provessors, smabler amounts of
memory, andfor smaller storage capacity. Customers may chopse 1o allocaie a number of small
processing resources as Web servers and/or one large processing resonrce as a database server,
for example,

(80211 Data center 210 may include servers 216a and 216b {which may be referred

herein singularly as “a server 2167 or in the plural a5 “the servers 2167} that provide computing
.
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resources availabde as virteal machine instances 218a and 218b {which may be referred herein
singularty as “a virtual machine instance 2187 or in the plural as “the virtual machine instances
2187}, The virtual machine instances 218 may be configured 1o execute applications, including
Web servers, application servers, media servers, database servers, and the like. Other resources
that may be provided include data storage resonrces {not shown), and may includs file storage
devices, black storage devices, and the like,

[8822] The availability of virtualization 1echnologies for computing hardwars has
provided benefits for providing large scale computing resources for customers and allowing
comnputing resources to be efficiently and securely shared between multiple customers. For
example, virtualization technologies such as those provided by VMuware or other virtualization
systems may allow a physical computing device w0 be shared among multiple users by providing
each user with one or more virtual machise instances hosted by the physical computing device,
A virtual machine instance may be a software emulation of a particular physical computing
system that aets as a distinet logical computing system. Such a virtual machine instance provides
isolation among muliiple operating systems sharing a given physical computing resource,
Furthermors, some virtuglization echnolegies may provide virtual resources that span one or
more physical resources, such as a single vivtual machine instance with multiple vistual
processors that spans multiple distinet physical computing sysiems.

{06231 Referring to Figure 2, communications network 230 may, for example, be g
publicly sccessible network of Hinked networks and possibly operated by various distinet panties,
such as the Internet. In other embodiments, communications network 230 may be a private
network, such as, for sxample, a corporate or university network that i wholly or partially
inaccessible o non-privileged vsers, In still other embodiments, communications network 230
may inciude one or more private notworks with aceess to and/or from the Intemet.

[8024] Communication setwork 230 may provide access o computers 202, User
computers 202 may be computers utilized by users 200 or other users of data center 210, For
instance, user computer 2028 or 2025 may be a server, a deskiop or laplop personal computer, a
tablet computer, a wireless telephone, a personal digital assistant (PDIAY, any e-book reader, a
game console, a set-top box, or any other computing device capable of accessing data center 210,
User computer 2022 or 202b may connect divectly o the Internet {e.g., viracable modem or a
Prigital Subscriber Line {DSLY. Although only two user computers 202a and 2023b are depicted,
it should be appreciated that there may be muliiple user computers.

{86257 User computers 202 may also be stilized to configure aspects of the computing

resources provided by data center 210, In this regard, data center 210 might provide a Web
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interface through which aspects of is operation may be configured through the use of g Web
browser application program execcuting on user computer 202, Altlernatively, a stand-alone
application program execuiing on user computer 202 might access an application progranuning
inerface {APT) exposed by data conter 210 for performing the configuration operations. Other
machanisms for configuring the operation of the data center 219, including deploving updates o
an application, might abso be wiilized

(88261  Servers 216 shown in Figure 2 may be standurd servers configured appropriately
for providing the computing resources described above and may provide computing resources fisr
cXeculing one or more applications, In one embodiment, the computing resources may be virmal
machine instances 218, In the example of viriual machine instances, each of the servers 216 may
be configured 1o execnte an instance manager 220a or 220b (which may be referred herein
singularly as “an instance manager 2207 or in the plural as “the instance managers 2207} capable
of executing the virtual machine instances 218, The instance managers 220 may be a virual
machine monitor {(YMM) or another type of program configured 1o enable the execution of
virtual machine instances 218 on server 216, for example, As discussed above, each of the virtual
machine instances 218 may be configured to execuie all or a portion of an application.

(88271 I should be appreciated that although the embodimenis disclosed above discuss
the context of virtual machine mstances, other types of implementations can be stilized with the
coneepls and technologies disclosed herein. For example, the embodiments disclosed herein
might also be wtilized with computing sysiems that do not niilize virtual machine instances,

[BB28}  In the example data center 210 shown in Figurs 2, a roster 214 may be wiilized
o interconnect the servers 216a and 216b, Router 214 may also be connecied to gateway 220,
which is connecied 1© communications network 230, Router 214 may manage communications
within networks in data center 210, for exampls by forwarding packets or other data
communications as appropriate based on characieristics of such communications {e.g., header
information including source andfor destination addresses, protocol identifiers, ete.) andfor the
charscteristics of the privaie network {e.g., rouies based on network topology, ste). I will be
appreciated that, for the sake of simplicity, various aspects of the computing systems and other
devices of this example are ilustrated without showing certain conventional details. Additional
computing systems and other devices may be interconnected in other embodiments and may be
interconmected in different ways,

(88357 1§ should be appreciated thal the network topology tHustrated in Figure 2 has

been greatly simplified and that many more networks and networking devices may be utilized ©
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interconnect the various computing systems disclosed herein, These network topologies and
devices should be apparent to those skilled in the art,

{6838] It should siso be appreciated that data center 210 described in Figure 2 s mersly
itusirative and that other implementations might be vilized. Additionally, it should be
appreciated that the functonality disclosed herein might be implemented in software, hardware,
or a combination of software and hardware. Other implementations should be apparent 1o those
skilled in the art. It should also be appreciated that a server, gateway, or other computing device
may comprise any combination of bardware or software that can interact and perform the
described types of functionality, including without limitation deskiop oy other computers,
database servers, nebwork storage devicss and other neiwork devices, PDRAS, tablets, celiphones,
wireless phones, pagers, electronic organizers, Internet appliances, television-based systems
{&.g., using et top boxes and/or persopal/digital video recorders). and various other consumer
products that include appropriate communication capabilities. In addition, the functionality
provided by the iHlustrated meodules may in some embodiments be combined in fewer modules or
distributed in addidonal modules. Similardy, in some simbodiments the functionalny of some of
the itlusirated modules may not be provided andfor other additional functionality may be
avaiiable.

{8031} The capacity of purchased computing resources provided by data center S8 can
be scaled in response to demand. In this regard, sealing refers to the process of Instantisting
{which may also be referrad to herein as “launching™ or "creating™} or {erminating {which may
also be referred 1o herein as “de-sealing”™) instances of computing resources in response ©
demand. In this manner, the capacity of resources purchased by a customer of data center 210
can be sealed on-demand.

{8032 Auio scaling is one mechanism for sealing computing resources in response 1o
increases of lulls in demand for these resources. Auto scaling allows customers of data center
210 to configure dua center 21 1o seale thelr purchased computing resources according o
conditions defined by the customer. For instance, rules may be defined for scaling up capacity in
a particular manner o response 10 the occurrence of specified conditions, such as a spilie in
demand. Similarly, rules might also be defined to scale down capacity in a particulay manner in
response o the occuwrence of other conditions, such as 3 lull in domand. The mechanisms
disclosed herein for launching vinusal machine instances might be vtilized when instances are
manually launched by a customer or when instances are launched by an auio scaling component

int data center 210,
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{8833]  Data center 210 may also be configured with a deployment component (o agsist
customers in the deployment of new instances of computing rescurces. The deployment
component may receive a configuration from a customer that inclodes data describing how new
instances should be configured. For example, the configuration might specify one or more
apptications or sefiware componenis that should be installed in new instances, provide scripts
andfor other types of code to be executed in new Instances, provide cache warming logic
specifving how an application cache should be prepared, and other types of information. The
deplovment component miilizes the customer-provided configuration and cache warming logic 1o
launch, configure, and prime new instances of computing resources,

{8034]  n many cases, a cusiomer of a data center, or 5 software or data supplier o a
data center, may request verification that a specified computing configuration has not been
modified or jampered with, For example, a customer may wan 1o receive assurances that a
specified operation sysiem has been losded, In some smbodimenis, a cusiomer may want o
receive assurances that g particsiar software application has been loaded and has not been
tampered with, A data center providing, for sxample, cloud computing services, may be in an
advaniageous position to provide such assurances. The service provider or data center typieally
gwns and operates the computing infrastruciors while the content provider may only provide
software andfor data o the service provider or data center, Many softwarefdata suppliers such as
content providers who disiribute software and content to daia centers and cloud-based services
may request assurances that computing services provided by the data centers and cloud-based
servicss meet certain oriteria such as data-load integrity, ability 1o handle certain data, and the
fike,

{6835  In a cloud-based service that provides vintualized services, the position of the
service provider with respect the software/data loading process places the provider in a position
to provide trusted services by and for a client. Many crganizations and businesses rely on the
computing resovrces provided by a service provider to provide computing and information
services (o support their day-to-day operations. The computing services provided by service
providers are extremely inportant (o businesses as the continued and reliable availability of the
computing servioes are imponant to the business’s ongoing operations. Security 15 an wnportant
concern not only for service reliability but also for the protection of a customer’s valuable and
proprietary information. I is thus necessary that customers be able to trust the reliability and
security of the computing services provided by the data conter. For example, if a customer
requests installaton of 8 specified operating svstem, the cloud-based service s trusted 1o launch

a virtual machine with the specified operating system. The trust that is assumed when a cusiomer
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signs up for cloud-based services may thus be leveraged o allow for ransfer of that rust, by
fevering the reputation of the servics provider, o third parties via the trusted services provided
by the service provider. For example, the service provider can audit and verify a customer’s
software configuration and provide a unique identifier for the configuration tatcan be waed as a
credential 1o g third party verifving the integrity of the configuration. The service provider thus
takes on the role of an auditor with respect (o the services provided by customers who host their
sofiware on the service provider's resources.

{0036] In one embodiment, a cusiomer may request an instance and request that 3
particulr software configeration and data be deploved. A server operator in the dats center may
be tasked with loading a customer’s reguesied software and data on the instance. Furthermore,
the cusiomer can request that the data center provide an audit certificate. The audit ceriificaie
may in some embodiments be a digital certificate, but it can be appreciated that any type of
certificate, electronic or otherwise, may be provided. The audit certificate may then be presented
10 o thivd party to verify what was deployed. Since the thivd party trusts the servics provider, the
aundit certificate may be accepted a5 confirmation of the deploved sofiware andfor data.

{B637]  Thus in various embodiments, the service provider may act as a trusted party
that verifies what was deployed and provide a means for providing trusted venification of the
deployment. In some embodiments, a cestomer thal uses resources operated as 2 service by a
service provider may use the sbove described audit certificate mechanism to confivm to Hs users
that the instance is utilizing software that is loaded and verified by the service provider. For
gxample, a cusiomer who provides digital video or music services may provide specialized
media player software to His users for rendering the video or music files while preventing
unauthorized copying of the files. In order to provide assurances 1o the video or music provider
that the usess are using legitimate rendering software that has not been tampered with, the service
provider may provide audit cenificates (o the video or music provider 10 atiest that instances of
the rendering software that are hosted on the serviee provider's computing resources have been
foaded and verified o 2 known configuration.

{G038]  Thus, as the ownerfoperator of the computing hardware that deploys the
software and data, the service provider can audit the deployed software and data using
verification methodologies such as computing a configuration integrity venifier. In one
embodiment, a checksum of the loaded sofiware and data may be computed. A checksum isa
value compuied from a block of data that can be used to detect changes or ervors in the data
during transmission or storage. 1he integrity of the transmitted or stored data is checked by

recumputing the checksum and comparing i with a stored checksum that represents a checksum
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of a known or expected state of the files used o launch the instance. In other embodiments, other
verification methodologies can be used such as hash functions and fingerprints.

(68397 Since the custpmers of the service provider may only be willing to download
data 10 or otherwise interact with trusted users, the configuration integrity verifier provided by
the service provider can provide such trust by providing a reliable data integrity mechanism. In
this way, & rust model as desoribed hereln may provide a wust mechanism between thres
partics—the service provider (the trust provider}, 2 customer of the service provider (the trust
reguesiord, and an end user of products oy services of the custamer of the service provider, In ane
embodiment, the service provider, who typically owns and operates the computing hardware,
may receive g software configuration that a cusicmer provides, The service provider may record
or andit what is Joaded on a vintual resource requesied by the customer using a dala integrity
mechanism such as a checksum. The checksum may be provided by the service provider io the
customer when the software configuration is loaded or otherwise when requested by the
customer, such as before the end user interacts with the virntual resource. The service provider
may also provide other information such as templates and an audit log including names of loaded
files. The customer who requested the instance with the software configuration does not need fo
provide any additional verification 1o any thivd-panty reguestors since the service provider can
provide ail the verification needed by the third-party requestor.

(60481 In an embodiment, the asdit information can be sent from the service provider to
the third-party requestor, thus aliowing the third-party reguesior to rely on the audit and
checksum information directly from the service provider. The third-party requestor may verify
that the checksum and other information received from the service provider matches what the
third-party requestor expects. In some embodiments, the third-party requestor may provide a
detailed set of information for instantisting a virtual machine, such as the hard disk image, boot-
{oader, boot-loader configuration, bardware configuration {e.g., processor and memory), and the
like.

(88411 A checksum is one example of & data integrity mechanism that may be used in
the embodimenis disclosed hersin, As mentioned, any mechanism for verifving data integrity
can be used, such as a hash function or a fingerprinting algorithim. In one embodiment, a public-
ey infrastructure (PKD may be used, In some embodiments, a trusted platform modude function
may be included with a computing device. The trusted platform module may include an
endorsement private key that aniquely identifies the wusted platform module and thus the
physical host. The trusted pladorm module may also include crypiographic functions. The

hardware manufacturer may sign the comresponding public key to guarantee the integrity of the
<10
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trusted platform module and validity of the key. Trusted platforms may leverage the featurss of a
trusted platform module to enable verification. For example, at boot time, the host {e.g., the
inslance Manager; may compuie & measurement list consisting of bashes of the software
involved in the boot sequence (2.5, the BEKOS, the boot-loader, and the software implementing
the platform)}, The measurement list may be securely stored inside the host's trusied platform
module. To provide confirmation to configuration verification service 184, the service may
challenge the host with a nonce (2.8, 8 sequence used to sign a cryptographic communication)),
The configuration verification service 180 may reguest the local trusted platform module o
creale a message containing both the measurcment st and the nonce. The message may be
encrypied with the wrusted platform module’s private key. The host may then send the message ©
the configuration verification service 180 who may then decrypt the message osing the privaie
key’s comresponding public key, thereby authenticating the host. The configuration verification
service 180 can then store the verified st and send the verified Hst or information based af ksast
in part on the venified list to third-party requestors. By checking that the nonces match and that
the measurement list corresponds 0 a configuration that is deemed (o be trusted, a third-party
requestor can ientify the platfors on an untrusted host. By using o trusted platform module, o
provider of content may be assured that content i only downloaded 1o trusied devices that have
not been tampered with or altered,

{0642] In some embeodiments, an additional or fourth party may be used as a
verification service Lo provide an optional or additional level of verification. For example, a
fourth-party verifier may audit and verify that the service provider is employing reliable load and
verification processes and is © be trested,

{B843]  Figure 3 Mlustrates one embodiment in which a configuration verification
service is provided. Figure 3 includes vinual machine instances 302, 304, 306, and 308, In the
figure, virtual maching instance 302 includes files A, B, G, and H and 2 checksum. Virtusl
maching fustance 304 includes files A, B, C, B, E, and F and 3 cherksum. Virteal machine
instance 306 includes files A and B and a checksem, Virtual maching instance 308 inchudes files
G, H, M, and N and 8 checksum. Each of the viriual machine instances 302, 304, 306, and 308
may be associated with respective software configurations 312, 314, 316, and 318, As an
axample, software configuration 312 may inclede a particular operating sysiem.

{B044]  Figure 4 Hhustrates an example of an sudit record 400, A subset of the elements
or fields shown in Figure 4 may be implemented in some smbodiments, and not all the
implemented felds may be populated, When an audi record 400 is created, a new andit 1D 401

may be created that may be used 1o uniquely identify the sudit record 480, In some
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embodiments, a description ficld 402 may be provided by 3 user or administrator. A data center
network in which the audit record is to be used may comprise a plurality of computing resources
such as virtual maching instances in some embodiments. Audit record 400 may contain resource
2 403 in such cases, For example, the operator of a provider network may establish a logical
partition for g particelar customer by setting aside a set of service platforms, a set of network
address ranges, other cquipment or resources, and network adminisiration capabilities for
exchusive use by that customer,

{0048]  Customer 1D 404 may be used 0 identify a customer that requested a resource.
Third Party ID 403 may identify one or more third parties who may be authorized to request
some or all or the contents of audit record 400, In one embodiment, 3 policy suthorizing a third
parly o request and receive audit record 400 may be oreated by a customer. The configuration
verification service 180 may receive requests for audit records and cheek the policy to delermine
if the policy authorizes the requesting third pany 1o view or receive the record.

{0846]  Aundit record 400 may include a digital signatre 410 of the configuration
verification service 180, File list 440 may include a Hst of data such as file names that were
ioaded on the resource identified by resource D 403, For example, file list 440 may include filss
450, 451, 432, and 433, Integrity verifier type 460 may identify the type of data integrity
methodology used to verify the contents of file list 440, Integrity verifier datz 470 may store the
value of the integrity verifier.

{8047 I one embodiment, some of the felds shown in Figure 4 may be replaced by
references or pointers to other objects. For example, data for sudit record 400 may be stored in g
separats data object, and the audit record 400 may store 3 reference 1o the data object.

{6048] Figure S illustrates an sxample computing environment in which the
embodiments described herein may be implemented. Referring to the Sgure, server computers
362, 310, 530, and 530 may communicate with a configuration verification service 584 so that
software and data information can be sudited. The sudit information may be stored in 2 data
store on one of the server computers 302, 510, 5320, and 530 or in a data store that is part of the
configuration verification service 504 {not shown), Configuration verification service 504 may in
some embadiments comrespond o configuration verification service 180 as depicted in Figure 1.
Server computer 302 may host virteal machine instances 306 and 508, Similarly, server
computer 510 may host virtua! machine instance 512; server computer 520 may host virtual
machine instances 322, 324, and 5326; and server computer 530 may host virtual maching

instance 332,
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(80457 Server computer 502 may send an indication to configuration venification
service 504 that virtual machine 532 will be Iaunched, and in response configuration verification
service 504 may initiate a configuration verification process. Configuration verification service
304 may interact with server computer 5302°s load and configuration processes o generate a
record of fies and data wsed to launch the instance. Furthermore, configuration verification
service 304 may generate 2 configuration integrity verifier based on the instalied files and data.
Int another configuration, server 302 may generate 4 record of installed Hiles and data for vinuad
machine 506 or 508 and send the record © configuration verification service 304 for storage.
The configuration verification service 504 can vend the records, or information based on the
records, (o thivd parties. In an embodiment, the instance manager can be configured o generate
records in response 1o g request from the customer. For example, the costomer can submit a
reguest 1o the service provider (via a console or an AP to indicate a preference that the
configuration verification service 304 generate records for certain instances, Similarly, when
faunching an instance the customer can add a parameier o the AP call indicating that record
generation is enabled. When the instance is laanched by the service provider, the reguest 1o
generate records can be propagated (o the host, which in ttn can enable the configuration
verification process,

198858]  In some embodiments, the request for the configuration verification may be sent
to configuration verification service 304 from server computer 502 on behalf of one of the other
server computers 518, 320, and 530, In other embodiments, a third party such as a service
exeouting on one of the server computers 302, 510, 5320, and 530, or executing on another
computing device, may send the request on behalf of one or more of the server computers 502,
SH, 320, and 330,

(88811 Configuration verificadon service 504 may be implemented as a distributed
system and can reside on one or more server compuiers andfor other computing resources in ong
or more data centers. Configoration verification service 304 may in some embodiments be
managed by a VMM or other management software exscuting in the data center, Configuration
verification service 304 may also execute on ong or mors virteal machines.

(88521 Figure 6 iHustrates an example operational procedure for providing a
configuration venfication service. In an embodiment, a data center may provide customers with
one or more instances of virtualized computer resources andfor storage resources. I operation
S0, a cusiomer may reguest 3 computing resource such as 8 virtual instance and request that a
particular software configuration and data be deployed, For example, a customer may submil an

APE call to a compuie service that indicates an action to perform {e.g., Runinstances) and an
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trmage o launch. A customer may also request verification of the configuration for the image. In
one embodiment, the costomer may create a policy 1o allow the configuration verification
information to be provided o a third party. The policy can also specify whether the third-party
will be allowed access 10 the configoration andit records or just the result of the configuration
verification. The request for verification configuration andfor the policy may be stored as
metadata attached to the instance Image. A configuration verification service as described above,
for example, corresponding to the net configurstion verification service 180 depicted in Figure §
andfor the configuration verification service 504 depicied in Figurs 3, may be invoked. In
operation 610, a placement service ronning in the data center {not Hustrated) may identifly a
resource that may provide the requesied computing resource such as a computer server in the
data center.

F0053]  In operation 620, the requested computing resource may be brought online, I
the requested comprting resourcs is 8 virtual machine, then the virtual machine may be
instantiated on the identified server computer. In operaton 822, the configuration verification
metadata may be read and a request o enable configuration verification functionality may be
pushed to the host as part of the launch request. In operation 624 the requesied software and dala
may be loaded. In one embodiment, the successful lavnch of the instance may include sending 1o
the customer an instancelD) or some other token that maps (o the instancelDd. In some
gmbodiments, the token may be an encrypted version of the instancelD

{8054]  In operation 823, the software and data being loaded by the hosi can be audited,
For example, the insiance manager can tack the software files and data loaded by the instance
and generate a record using the Information. Iy operation 638, an integrity verifier, suchasa
checksum can be generated. For example, the instance manager can generate a checksum for
gach file that was loaded andfor for the collection of {iles there were loaded by the instance as
part of & boot procedure, Alternatively, the configuration integrity venifier can be generated by
the configuration verification service. For example, the files that were used to boot during the
boot operation can be sent to the configuration verification service, which can generate one or
more checksums. As noted herein, the sequence of these operations need not be sequential and
can be performed in paraliel. For example, the configuration verification service may audit the
ioaded software and data and generate the configorstion integrity verifier while the software and
data are being lpaded.

[B055]  In operation 635, i is determined whether a verification request has been
received, If a verification request has been receivad, then in operation $40 the instanceiD or

token may be provided 1o the third-party requesting the venification. In some smbodiments, the
I FN
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third party may guery an API for verification and pass the instancelld or token via the APL The
policy created by the customer may be checked to determine if the third party s authorized to
receive the verification information. Depending on the policy, the results of the audit and/or the
configuration integrity verifier may be provided,

[0836]  Figure 7 illusirates an example operational procedure for verifying a computing
configuration. Referring 1o Figure 7, operation 700 begins the operationad procedure. Operation
700 may be followed by operations 703, Operation 702 Hiustrates receiving a request for g virtual
resource and a configuration for the virtual resource. In an embodiment, the request may be
received in 2 computing environment comprising a plurality of computing devices providing
computing resources. Additionally and optionally, the configuration may include at least one
software configuration for which integrity verification has been reguested by a provider of the at
feast one software configuration.

{80571  Operation 702 may be followed by operation 704, Operation 704 illustrates
instantiating the requesied virtual resource in accordance with the requesied configuration in
response 1o recelving the request for the virtual resource. Operation 704 may be foliowed by
operation 706, Operation 706 ilustrates auditing the instantisted virtual resource to generale &
record of loaded software and data, Operation 706 may be followed by operation 708, Operation
FO8 tlustrates computing 2 configuration Integrity verifier based on the record of loaded
software and data and the requested configuration.

{4038]  Operation 708 may be followed by operation 710, Operation 710 Ulustrates
determining i a request for verification of the loaded configurating has been recsived. ¥no
reguest has been received, then operation 710 may be followed by operation 702,

{0059] If a request for verification of ipaded configuration has been received, then
operation 710 may be followed by operation 712, Operation 712 llustrates providing the
configuration imegrity verifier. In an embodiment, the service provider may expose an API for
guerying the integrity of a given instance and third parties, such as a company that uses the
functionality provided by the instance, can submit queries to the AP before Interacting with the
instance. When interacting with the AP, a third party can specify an action such as
VenfyinstanceConfiguration and pass the Instanceld of the instance, a public IP address of the
instance, andfor a token as a parameter. After the reqguest is received, a reguest to verify the
instance configuration can be routed 1o the configuration verification service. The configuration
verification service can authenticate the request from the thind party and determine whether the
third party is suthorized 1o receive configuration information for the instance. For example, the

configuration verification service can communicate with an identity service 1o chock whether the
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third-party has sufficient privileges. If the third-party has sufficient privileges, the configuration
verification service can send the record to the Givrd party. Aliernatively, the configuration
verification service can return 8 e’ or “verified” response back to the third party. This
configuration can be used 10 kesp the details of what software was aciually loaded from being
distributed to the third-party and can be specified in a policy. The configuration integrity venfier
may be used as a trusted third-party verification that the loaded software and datz provides the
requested configuration. For example, in response o 8 request for verification by the provider of
the at least one software configuration or in response 1 a request by a user of the insiantiated
virtual resensrce for verification of the at least one software configuration, the configuration
integrity verifier and information regarding the sudited instantiated virwal resource and the
record of loaded software and data is sent o the provider of the at least one sofiwars
configuration.

[G668] Embodiments of the disclosure can be described in view of the following
clauses:

i A compuling sysiem comprising:

at {east one computing device; and

at least one memory in communication with the at least one computing device, the af least
one memory having stored thereon compuier readable instructions that, when executed by the
compriing sysiem, cause the compuiing sysiem o at feast:

receive o request for an instance;

in response (o receiving the reguest for the instance, instantiating the reguested instance,
whereln instantiating the requested instance includes Joading operating sysiems software or data;

suditing the instance (o generate a record of the loaded operating system software or datag

computing a configuration integrity verifier based on the record of loaded operating
system software or data and a configuration for the instanee; and

in response 10 @ reguest for verification of the operating system soRware or daia,
providing the confipuration integrity verifier, information regarding the audited instantiated
instance, and the record of loaded operating system software or data as a vusted thivd party

verification that the operating svstem software or data were used to instantiate the instance .

2, The system according to clause 1, whersin the configuration integrity verifier

comprises a checksum.
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3 The system according to clause 1, wherein the request for verification of the
operating system software or data is received from g provider of the configuration or 2 aser of

the instance.

4, The system according to clause |, whersin 3 provider of the configuration
integrity verifier is validated by a verification service.
5. The system secording to clause {, whersin the configuration integrity verifier

is validated by g digital certificate in a public-key infrastructure.

6. The system according 1o clause 1, wherein permission (o provide verification

of operating system or data is authorized by a requesior of the instance,

7. A method for verifying a computing configuration, the method comprising:

receiving a request for 3 computing resourcs, wherein providing the computing resources
includes loading of code or data;

in response 1o receiving the request for the compuoling resource, instantisting the
requested computing resource by loading said code or data;

auditing said loaded code or data o gensrate a record of the loaded code or data;

compuling & configuration integrity verifier based on the record of the loaded code or
daia; and

sending the configuration integrily verifier in response 1o a reguest for verification of the
foaded code or data, the configuration imtegrity verifier being usable a5 a trusted verification of

the inaded code or data.

8. The method of clause 7, wherein the reguest is received in 3 computing snvironment

comprising a plurality of computing devices providing computing resources,

8, The method of clause 7, whereln the computing resource I8 a virtual machine.

13, The method of clause 7, wherein the configuration integrity verifier is sent 10 &
provider of the code or data in response a request from the provider of the code or data for

verification of the code or data.
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11, The method of clause 7, wherein the configuration integrity verifier is sent 1o a uyser
of the code or data in response a request by the user of the computing resource for verification of
the code or data.

12. The method of clause 7, whersin the configuration integrity verifier is senl to 8
provider of the code or data prior to a user of the computing resource accessing the computing
FER0BICE,

13 The method of clause 7, whersin the configuration integrity verifier comprises a

checksum.

4. The method of clause 7, wherein the configuration integrity venifier is validated by a

digital certificate in a public-key infrastructure.

£5. A non-transitory computer-readable storage medium having stored thereon computer
readable instructions, the computer-readable instructions comprising instructions that upon
execution on a computing node, at least cause:

in response o receiving a request for a computing resource, wherein the request includes
a configuration requiring loading of code or data, providing the requested computing resource in
accordance with the requested configuration including said code or data;

auditing the computing rescurcs (o generate a record of the koaded code or data;

computing a confipuration inegrity verifier based on the record of the Ipaded code or
data; and

presenting the configuration integrity verifier as a trusted verification of the loaded code

or data.

18, The non-transitory computer-readable mediom of clavse 15 wherein sald presenting is
in response 1o a reguest by the computing resouree 1o access fonctionality provided by sald code

or data.

17, The non-transiiory computer-readable medivm of clause 16 wherein said presenting

comprises sending the configuration integrity verifier o a provider of the code or data.

{8, The non-transitory computer-readable mediom of clause {6 wherein said presenting
comprises sending the configuration integrity verifier to a service provider authorized by 2

provider of the cods or data,
~18-
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19, The non-transitory computer-readable medium of clause {6 whereln the computing

resource is a virtual instancs.

20,  The non-ransitory computer-readable medium of clause 16 whereln the
configuration integrity verifier comprises a checksum,

i Ome or more non-lransiiory  computer-readable storage media  having
pollectively stored therson execotable instructions that, when exccuted by one or more
processors of 8 compuler sysiem, cause the compuier system 0 at least implement:

an apphcation programming interface sub-system configured to

receive first electronic messages that encode idemtifiers indicative of reguests for
compating resgurces, wherein providing the computing resources incledes loading of code or
data; and

in response 0 receciving one of the clectronic messages, sending second clecironic
messages indicative of instructions {0 cause:

loading of the requested computing resource including said code or datg;

auditing said loading to generale a recard of the loaded code or data; and

computing 8 configuration integeity verifier based on the record of the loaded code or

data.

22. The non-transtiory compuier-readable medivm of clapse 21 wherein the
second electronic messages are indicative of instructions 1o cause sending the configuration
integrity verifier in response to third elecironic messages that encode identifiers indicative of
requests for venification of the loaded code or data, the configuration integrity verifier being
usable as a trusied vertfication of the loaded code or data.

{80611 Each of the procssses, methads, and algorithms described in the preceding
sections may be embodied in, and fully or partially avtomaied by, code modules executed by one
or more compulers or compuier processors, The code modules may be stored on any type of non-
ransitory computer-readable medium o compuier storage devics, such as hard drives, solid state
memory, optical disc, andfor the like. The processes and algorithms may be implemented
partially or wholly in application-specific circuilry. The results of the disclosed processes and
process sieps may be stored, persistently or otherwise, in any type of non-transitory computer

storage such as, £.8., volaille or non-vedatile storage.
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{80621 The various features and processes deseribed above may be used independenty
of one another or may be combined in varions ways. All possible combinations and
subcombinations are intended to fall within the scope of this disclosure. In addition, conain
method or process blocks may be omitted in some implementations. The methods and processes
described hevein are also not limited 1o any particular sequence, and the blocks or states relating
thereto can be performed in other seguences that are appropriate, For example, described Blocks
or states may be performed in an order other than that specifically disclosed, or multiple blocks
or siates may be combined in a single block or state. The sxample blocks or states may be
performed o serial, in paralled, or in some other manner. Blucks or siates may be added to or
removed from the disclosed example embodiments. The example systems and components
described herein may be configured differently than described. For example, elements may be
added 1o, removed from, or rearvanged compared to the disclosed example embodiments.

{86631 It will also be appreciated that various items wre iHustrated as being stored in
memory or on storage while being used, and that these items or portions of thereof may be
iransferred between memeory and other storage devices for purposes of memory management and
data integrity, Allernatively, in other embodiments some or all of the software modules andfor
sysiems may executs in memory on another device and communicate with the iHustrated
computing systems via inter-computer communication. Ferthermare, in some embodiments,
some or all of the systems andfor modules may be implemented or provided in other ways, such
as of least partially in firmware andfor hardware, including, but not limited (0, one or more
application-specific integrated circuits (ASICs), standard integrated circuits, controllers {e.g., by
executing appropriate instructions, and including microcontroliers andfor embeddsd controliers),
figld-programmable gate arrays (FRPGAs), complex programmable logic devices (CPLDs), ele.
Some or all of the modules, systems and data stroctures may also be stored {g.3., as software
instructions or structured data) on a computer-readable medium, such a5 a hard disk, s memory, a
network, or a portable media article 1o be read by an appropriste drive or via an appropriale
connection. The sysiems, modules and dafa structures may also be transmitied as generoted data
signals {e.g., as part of a carrier wave or other analog or digital propagated signal} on 8 vasiety of
computer-readable transmission medis, including wircless-based and wired/cable-based media,
and may taks a variety of forms {e.g., a5 part of a single or multiplexed anclog signad, oras
multiple discrete digital packets or frames). Such compuier program produsts may also take
other forms in other embodiments. Accordingly, the present invention may be practiced with

other computer system configurations,
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[8884] Conditional language used herein, such as, among others, "can,” "could,”

LI 3 RIS

“might,” "may,” “e.g.” and the like, unless specifically stated otherwise, or otherwise undersiood
within the context as used, is generally intended to convey that contain embodiments includs,
while other embodimenis do not include, certain features, elements, andfor steps. Thus, such
conditional language is not generally intended 1o imply that features, elements and/or steps are in
any way required for one or more embodiments or that one or more smbodiments necessarily
include logie for deciding, with or without author input or prompting, whether these features,
slerments andfor steps are included or are o be performed in apy particular embodiment. The
terms “comprising,” “including,” “having,” and the Hke are synonymous and are nsed
inclusively, in an open-ended fashion, and do not exclude additional elements, features, acts,
operations, and so forth. Also, the term “or™ is used in it Inchusive sense {and not in its exclusive
sense) so that when used, for example, 10 connect 3 list of elements, the term “o¢” means one,
some, or all of the clements in the Hsi.

[B085] While centain example embodiments have been described, these embodiments
have been presented by way of exampile only, and are not intended to limit the scope of the
inventions disclosed herein, Thus, nothing in the foregoing description is intended to imply that
any particular feature, characteristic, step, module, or block s necessary or indispensable.
Indeed, the novel methods and systems described herein may be embodied in a variety of other
forms; furthermore, various omissions, substitutions and changes in the form of the methods and
sysiems deseribed herein may be made without depanting from the spirit of the inventions
disclosed herein. The accompanying claims and their equivalents are intended to cover such
forms or modifications as would fall within the scope and spirit of certain of the Inventions

disclosed herein,
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CLAIMS

WHAT IS CLAIMED IS

i A computing system comprising:

af least one compuiing device; and

a1 least one memory in communication with the at lecast one computing device, the at least
one memaory having stored thereon computer readable instructions that, when exeouted by the
computing sysiem, canse the computing system to at least:

receive a request for an instance;

in response 10 receiving the reguest for the instance, instantiating the requested instance,
wherein insiantiating the requesied instancs includes loading operating sysiem software o daia;

auditing the instance to generste a record of the loaded operating system sofiware or data;

computing a configuration integrity verifier based on the record of loaded operating
systern software or data and a configuration for the instance; and

in response 10 a reguest for verification of the operating sysiem software or data,
providing the configuration integrity verifier, information regarding the audited instantioted
instance, and the record of loaded operating sysiem software or dads a3 a trusted third pasty

verification that the operating systerm software or data were used (o instantiate the instance .

2. The sysiem according to claim |, whersin the confligeration integrity verifier comprises a
checksum,
3. The system according to claim 1, wherein the reguest for verification of the operating

systern software or data is received from a provider of the configuration or a vser of the instance,

4, The system according 1o claim 1, wherein a provider of the configuration integrity

verifier is validated by a verification service.

5 The system according to claim 1, whersin the configuration integrity verifier is validated

by a digital certificate in a public-key infrastructure.

&, The system according (o claim |, whereln permission o provide verification of operating

system or data is suthorized by a requestor of the instance,

Syl .
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7. A method for verifying a computing configuration, the method comprising:

receiving a request for a computing resource, wherein providing the compuling resources
includes Ioading of code or datyg

in response to recciving the request for the computing resource, instantiating the
requested computing resowrce by loading said code or data;

suditing said loaded code or data to generate a record of the loaded code or data;

computing a configuration integrity verifier based on the record of the loaded code or
dats: and

sending the configuration integrity verifier in response 10 a request for verification of the
ioaded code or data, the configuration integrity verifier being usable as a trusted verification of

the loaded code or data.

8. The method of claim 7, wherein the request is received in 2 computing environment

comprising a plurality of computing devices providing computing resources,

8. The method of claim 7, wherein the computing resource s ¢ virtual machine,

16, The method of claim 7, wherein the configuration integrity verifier is sent (0 s provider of
the code or data in reaponse 3 request from the provider of the code or data Tor verification of the

eode or data.

tH. The method of claim 7, wherein the configuration integrity verifier i sent 1o a user of the
code or data in response 3 request by the user of the computing resource for verification of the

code or data.

12, The method of elaim 7, wherein the configuration integrity verifier is sent (o a provider of the

code or data prior to a user of the computing resource acoessing the computing resource.

{3, The method of claim 7, whersin the configuration integrity verifier comprises a checksum.,

14, The method of claim 7, whereln the configuration integrity verifier is validated by a digital

certificaie in a public-key nfrastructure.
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13, The method of claim 7, wherein the configuration integrity verifier is sent {0 a service

provider authorized by 8 provider of the code or data,



