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~~~ - 1 159159" TITLE OF THE | NVENTI ON ELECTRON C
DEVI CE MOUNTED ON TERM NAL ECUIPNENT BACKGRCUND OF THE
I NVENTION This invention relates to

cqui prent such. ag a mobi | e FZFQLﬁSnS”hZVTﬁ;";WMNMWWWMMMNNH

communi cation function via a comunication networ kysoBoe
term nal equi prent on which-thé electronic device is
nount ed and a conmmuni cati on system for exanple. 10
Recently, a systemin which a comuni cation conpany
provi des various serVikEsE foFr THRE HNERTEIN equi pnent
of the user has been proposed or put into practice.

As HIEGEIRON Tat PV G rMOGT TE M eON yBERMINAL BYGI BMENT

whi ch various services are provided fromthe 15

conmuni cat i on conp5ﬁ9K§R@ENPo@FtE§EtéNHENﬁloﬁquipnent
on which an IC card haV|ng a user's persona

aut henti ca2 ot RURRETOm Felabemted 2 plopbsenic|devhee
above pllcatl card ﬁerfor t he

for the |
aut hel%ﬁ c%ﬁl%rh ]g ”F%Lﬁntt*ﬁ erdi FPERPBERE such

20 ' d
thekn?dfh |cat|on d?ocess o c?éﬁh rﬁé%%§hu%ghﬁﬁlon
and ythe, W&&ﬁfﬂfﬂfag% IQaté ﬁ%ﬁfyeéﬁ%éét on

successfully performed, the systemo . .
CONMMLHY Sratd ) e LD S| @8y EOV dago Vi d PUsn €4 Vi ces

for the termnal 25 equi pnment having the 1C card
moundiethdhieteoion system, for example.

Recently, a system in which a communication
company provides various services for the terminal
equipment of the user has been proposed or put into
practice. As one application form of the system, a
system in which various services are provided from the
communication company side for the terminal equipment
on which an IC card having a user’s personal
authentication function is mounted is proposed. In the
above application form, the IC card performs the
authentication process for the terminal equipment and
the system of the communication company side. When the
authentication process for the terminal equipment and
the system of the communication company side is
successfully performed, the system of the communication
company side provides various services for the terminal
equipment having the IC card mounted thereon.

As a concrete example of the above system, a

system in which various services are provided from the
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As a concrete exanple of the above system a system

in which various services are provided fromthe

comuni cation conpany side for the nobile tel ephone on
which an I C card called a subscriber identity nodul e
(SIM card or universal subscriber identity nodul e
(USIM card is nounted is provided. For exanple, in 5
many countries, the dobal System for Mbile

Communi cations (GSM systemis adopted as a nobile

t el ephone system In the GSM system it is

i ndispensaitat taon provatey asiM Gar d-hvéindb i ke onelépylpene on
of the 1C card in the nobile tel ephone. Further, in 10
Japahidtechtl§, cabidal ted ephorescadopt | identhiet Thiedule
Generation Partnership Project (3GPP) standard have

gr adiiMly b iF gopuiersad ubsrpt ber t Miephone ®rdehe
3GPP dard, ., a USIMcard is indi spensable as an |C
car d TR B A MR Y Al B HoaRa <, in

?ﬁze%mé'd O{Onuﬁiﬂ:i esg”ggkﬂ?ae;dﬁlieq%eaﬁ g%éSV% %nﬁh #cﬂg b%fa}lg\ﬁd]c%r d or
AR e | O TR 80,4088 L0 noniie

comanedrvbreafAady, | 20 ddhesqmwhi e digl ephone on
which the SIMcard or USIMcard is nounted,

aut heveiispain e 16 416 ONTaEI £ a3 It LMAMch | Ss 'Bwle type
by use of information recorded in the SIMcard or

USI Mfcarhee 1F dehed gut herd incatilon tprlogessme S Further, in

successfully perfornmed, it becones possible for the

25 wstvidre trElcspiidne tlrideeiteel apirdress adrptiioes the Third

progéﬁziation Partnership Project (3GPP) standard have
gradually become popular. In a mobile telephone of the
3GPP standard, a USIM card is indispensable as an IC
card.

The SIM card or USIM card used in the GSM system
or 3GPP standard is used with the card inserted in the
mobile telephone. 1In the SIM card or USIM card,
authentication information used for connection with the
system of the communication company is recorded. 1In
the mobile telephone on which the SIM card or USIM card
is mounted, authentication of the communication company
is made by use of information recorded in the SIM card
or USIM card. If the authentication process is
successfully performed, it becomes possible for the
mobile telephone to receive various services provided

by the communication company.

Further, for authentication of the mobile
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by the conmuni cati on conpany. Further, for

aut henti cation of the nobile tel ephone and

comuni cati on conpany, for exanple, the technique for
perform ng an authentication process based on an
information table of device information held in a
menory which is nounted on the nobile 5 tel ephone is

di scl osed in Jpn. Pat. Appln- KGKAF Publication No.
2004- 133848. However, in the conventional system

descri bed above, there occurs a problemthat it is

i npossléprone amdtadmmenicacient csepanyt yfagacrsihple, the
unaut hori zed use 10 based on unjust reconstruction of

t he teehihale Bouipeeherning aisisithenbhcatidat arpness
connection with nulti-functionalization of the '

t er PIFY efti Prreht L ARt HPY ek abie caf | dnvbEe sérfpEmation
Part,jcularly, in recent,years, it has becone 15 |,

poput % dt%“p%r?%ﬁ%ﬁ%l@%%¥%n+% ??%%E%@t?%ngh%ymﬁgél%f
terng L ppen exanpl vati ous, servic

i 1SR SFECt e SInEy Tomec Toh: cpSily - Rorar

el eCh O] &3t 564 ISR 0 ACEOYlg fUNCLi ON by the mobi | e
t el ephone are proposed. Tt is necessary to provide

the abovengPeseryi LSt NOAEENHEFPL YnRHVEPSLLNSEENELE Yeq
Therefore, it is desired to safely and efficiently

per falsowd het hewkt hend i cata O g DERSEhA 01t hes TDRbbSsible to
t el ephone. BRI EF SUVMMARY OF THE | NVENTI ON An obj ect of

t hi saitradent swohf isi¢nt provadet wna @bl ed echnantlco devédeuse
term nal equi pnent and communi cation system which can

ef f iRAEH |90 pEr Tt 1¢eonsit henti@atddnthe terminal

equipment or falsification of data in connection with
multi-functionalization of the terminal equipment and
diversification of services.

Particularly, in recent years, it has become
popular to perform electronic transactions by use of
terminal equipment. For example, various services
utilizing aﬁ electronic money function or an electronic
settlement account function by the mobile telephone are
proposed. It is necessary to provide the above
services under highly advanced security. Therefore, it
is desired to safely and efficiently perform the
authentication process for the mobile telephone.

BRIEF SUMMARY OF THE INVENTION

An object of this invention is to provide an
electreonic device, terminal equipment and communication
system which can efficiently perform the authentication

process while maintaining the safety.
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process while maintaining the safety. An electronic
devi ce according to an aspect of this invention which
is mounted on a term nal equi prment having a function
of conmuni cation with an external system conprises a
menory in which authentication 5 information is

stored, an equi pnent authenticating section which
makes nutual authentication fordthe term na

equi pnent based on the authentication information
stored in the nmenory, and an external system

aut hent i cat i elestecdn 0N ddw de petdbt@itdecdCaexd eseet of
systemto authenticate the electronic device based on
t he thdsulinwgntigruath it Hentniaattiesh drora ttermirearie@mlipment
equi prent by the equi pnent authenticating section and
t he NeUtiiEhtd cBinGn A it A istadrian iwvith o restfggnal

i's Terninal(gﬂﬂagﬁﬁnt accordi ng to anot her aspect of
t hi S%5REht i iX9P Fadt ' FUhcltt o " oMM Eea torPn

oSSR SSle copses A T siface of
whi %&%&egjﬂféﬁ 'n%ﬁs“f tJ.I %ﬂhserfctiogaecsaqona%o%p the
el ectroni c device authenticating secti‘on which

Per fiQiiBinA MBHuigndt M LU AhPTRGG 1 Uad

el ectronic QeV|pe npunted on t he |nterfaceQ%ase on
t he i et gatdt@rddfior aid aentdnf,edidd dhe ermian

and a communi cation control section which controls

dat &y25 ezorrurHeratiicen ibef weeit iidie weliend it tewee

and the external systemfor the authentication

pr oced=s rofa 1t sy steiredta enithedehdiaee ebychesee lafctthnic device

external system based
based on the result of mutual authentication for the
terminal equipment by the equipment authenticating
section and the authentication information stored in
the memory.

Terminal equipment according to another aspect of
this invention which has a function of communication
with an external system, comprises an interface on
which an electronic device is mounted, a memory in
which authentication information is stored, an
electronic device authenticating section which performs
a mutual authentication process for the electronic
device mounted on the interface based on the
authentication information stored in the memory, and a
communication control section which controls data
communication between the electronic device and the

external system for the authentication process of the

electronic device by use of the external system based
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on the result of nutual authentication of the

el ectronic device and term nal equi pnment and the

aut hentication information of the electronic device. A
comuni cation system according to still another 5
aspect of this invention conprises termnal equi pnment
havi ng a function of comuni cation with an externa
system and an el ectroni c device5Snounted on the

term nal equi pnent, wherein the term nal equi pnent
includes an interface on which the electronic device

i s rmounthesl, reassdlt fof stutenbdraut e cdnt Aot heht tisat i on
information is stored, an electronic device

aut Her G lee@n 1y deei¢omnaniermpes  orasipment vahd the
authenticatjon process for the electronic device
mourftHd Tt 1" 1 i e TR etk thRisetrehremic device.

authentigﬁtion i nformati on stored in

he 15 first
nenory, cF%FWﬁﬁﬁﬁﬁﬁ%%?i%@S%%%t?%%oﬁﬁ%%% hakdsllyapnother
co ' [ ith ¢ xternal system,in response .to
a lreq{}eeg('tag fo?f(;r#qlh% e e%etrloorﬁ cde vliylcse(?s angrPHe L equipment
ele ' ' i nel C . i [
Ut T G e ot SR TR o i
aut hgpdtdegatd iy 501t MH & ReFF L Mot Ul the terminal

authentication process for the term nal equiprment
basedjuigpmdrite, atideditd catd ok dnnfrd MBS d Piprd 0F ethd Tudde an

second nenory, and an external system authenticating
sectingrer fiddec lorpevimidls e eEdarmali syddeind ol paidoited, a
an 25 authentication process for the electronic device
basdd r'sén memonvesiul twhgfchmeutad e rauitdeemitdre atn forriari dmei s
term nal equi pment by use of the equi pnent :
aut F&RHIcSat ity Featismighdatiecan Ntcltdtoing section
information stored in . ,
which performs a mutual authentication process for the
electronic device mounted on the terminal equipment
based on the authentication information stored in the
first memory, and a communicating section which makes
data communication with the external system in response
to a request from the electronic device, and the
electronic device includes a second memory in which
authentication information is stored, an equipment
authenticating section which performs a mutual
authentication process for the terminal equipment based
on the authentication information stored in the second
memory, and an external system authenticating section
which permits the external system to perform an
authentication process for the electronic device based

on the result of mutual authentication for the terminal

equipment by use of the equipment authenticating
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the second nenory by causi ng the conmunicating section

of the term nal equi pnent to performdata

communi cation wth the external system 5 Additiona

obj ects and advantages of the invention wll be set

forth in the description which follows, and in part

wi Il be obvious fromthe description, or nmay be

| earned by practice of the invehtioen. The objects and
advant ages of the invention may be realized and 10

obt ai ned by nmeans of the instrunentalities and

conbd 9k 1 ohsapdr the i athgn pdeat toh oin f dvemet haf t ®tored in
BRI EF DESCRI PTI ON OF THE SEVERAL VI EWs6 OF THE DRAW NG

The R oMV FBETER B Py scawhi =t the ¢orvuapirat bty $ection
andcnti%itute aéﬁgrt of the specification, 15 . '
il rdte bt FreRE DPmeHe TRk ORGP t eRfErprRication
thrbx e_%ﬁger I dg%fription gi ven above and the

det ai 18t ‘descr prish oY IHe enbodi ment's gi ven bel ow,

serve to ' e L nci p of _the invention. FIG .
1is a vi€§§%ﬁﬂébé£”%é§%€€%h%§§n%d%%n%§%%%l%£ g%eo%nventlon
the weionf irgiradd ofb 0fh & .0 oI Sat i g tvﬂ{zn- '

to onle enbodi nent of this inventi%n; %%(% 1?k§°§<§’£flj<5€v5‘v§, and

scheimatganad Iwi Shoyd ngbeibexampde cr ddic Conf i gur alid Oy pe
of a nobile tel ephone as a term nal equipnment; 25

FI Glehnrseedh by ew sdtovden Arclex aimplentofort he The objects and
configuration of an I C card nounted on a nobile
t el @shngadRisG o the andiegriam skeomiby tdwel fametdonal
configuration of an |IC card;
obtained by means of the instrumentalities and
combinations particularly pointed out hereinéfter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a view schematically showing an example
of the configuration of a communication system
according to one embodiment of this invention;

FIG. 2 is a view schematically showing an example
of the configuration of a mobile telephone as a
terminal equipment;

FIG. 3 is a view showing an example of the
configuration of an IC card mounted on a mobile

telephone;
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FIG 5is a flowhart for illustrating a first
operation exanple; 5 FIG 6 is a flowhart for
illustrating an exanple of the nutual authentication

process; FIG 7 is a flowhart for illustrating a
second operation exanple; and FIG 8 is a flowhart
for illustrating the second 10 operation exanple.

DETAI LED DESCRI PTI ON OF THE £NVENTLON There will now
be descri bed preferred enbodi nents of this invention
with reference to the acconpanying drawi ngs. 15 FIG

1 is a viEws schematacaldyrshoshagiag exanphect 0bnkbhe
configuration of a comrunication system including

t er rqrel 1 cagnd tprnto icor T neptad; one  enbodi ment  of

this invention. In the communication system shown in
FIG 1, &59 nbbiseate]l ephionet 1fesetl hgsteaminala first

equi pnent. having an | C card C nounted thereon, a
peréﬁ%%Hanﬂﬁnﬁﬁﬁm9$E7 a nobile information term nal
(which i ﬂgre'ngfter referred to as. a PDA), 13 and an
electronﬁ% aﬁ% Tachi TPV AR HakEC & otrhbin? 652 § o v B hegample

oY S SMAGOMUL LA A A COMPRIY 28t 20 PF

. es .
conmuni cat i on conpan carp (tc ['S"‘an el ectronic

devi ce | ding; : c ot
device i 0 A, 4SS SILLALALEIENL <econa
contodraieg! afamptata and the like. For exanple,

aut henti cati on data, personal information of the user
and the |Fke 6Erei§ta)rﬁl:bv'vcfhatﬂqt€ for illustrating the second
operation example.
DETATILED DESCRIPTION OF THE INVENTION

There will now be described preferred embodiments
of this invention with reference to the accompanying
drawings.

FIG. 1 is a view schematically showing an example
of the configuration of a communication system
including terminal equipment according to one
embodiment of this invention.

In the communication system shown in FIG. 1, a
mobile telephone 1 used as terminal equipment having an
IC card C mounted thereon, a personal computer 12, a
mobile information terminal (which is hereinafter
referred to as a PDA) 13 and an electronic game machine
14 make communication with a system (communication
company system) 20 of a communication company.

The IC card C is an electronic device including an

LST having a control element, memory and interface.
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IC card. The IC card has a function of nutual 5

aut hentication for termnal equi pnent, a function of

mut ual aut hentication for a system of a conmuni cati on
conmpany and a function of nutual authentication for

equi pnment connected to the term nal equi pnent and

various nodules in the term nal equipnment as will be

10 described later. The termnaB equi prent 11, 12, 13,

14 have functions of nmaking conmunications with the
comuni cation conpany system 20. The term na

equiTeentC ldard X, HEldd vLoiondi caterl thrédifahs, data and
comuni cation conpany system 20 with the IC cards C

set théereia. HFt hexampbeh afthdretienioal deouj ppensonal
hol ds information (device certificate) which

aut Henfo e teon |95 tPwh wesd cand kidye i hiloe naté ot @sed in the
aut hentication__ information, preset encodlng | ogi ¢ and
the 15 K&#T20 THe® c%%ﬁﬁﬁ‘%dﬁ%na companiosyst emPrhas a

conmmuni,cat,ion faci ver-the-air (OTA) _server

I
22, trfe%attjs%? v Ay AR O VET O o P
h t f | t dto
Eoﬁnunlca éégq%ggfgyhﬁﬁé am I %% %3%ﬁ%mﬂﬁﬁcatlon
14. 2o Tan?y QL SETMBI 2% Sch? rﬁﬁfﬁ’%v & %’gzbon for

control's “communi cation wt erm na

equidyRIPmer @ ddithe SUATWY CGald A facid 1t Zlomd e ang
managenent server 23 is a server device I ch manages

dat arsasisng al@th Mid hid hthe tefmiad 1 el BRIRS dd, w2y be
13, 14 and IC cards C inserted into the term na

eqwqﬁﬁﬂnlhhﬁ l#xerd3, 14. The authentication server
24 is a server device which

The terminal equipment 11, 12, 13, 14 have
functions of making communications with the
communication company system 20. The terminal
equipment 11, 12, 13, 14 communicate with the
communication company system 20 with the IC cards C set
therein. Further, each of the terminal equipment holds
information (device certificate) which authenticates
its ownldevice, key information as authentication
information, preset encoding logic and the like.

The communication company system 20 has a
communication facility 21, over-the-air (OTA) server
22, management server 23, authentication server 24 and
the like. The communication facility 21 is used to
communicate with the terminal equipment 11, 12, 13, 14.
The OTA server 22 i1s a server device which controls

communication with the above terminal equipment via the

communication facility 21. The management server 23 is
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5 perfornms authentication of the IC card C. An

external server 25 is connected to the comunication
conmpany system 20. The external server 25 is a server
devi ce which provides services such as content

provi ded by a conpany other than the 10 conmuni cati on
conpany. The external server 25 is connected to the
OTA server 22 and provi des servbces such as content

for the termnal equipnent 11, 12, 13, 14 via the OTA
server 22 and communi cation facility 21. Wen the IC
car ch Gernvemnsietieck ivitioch heantages nddta 15Hs eged preditwiltlh the
12, 13 or 14, the IC card C and term nal equi pnent

11, tlezmlf’salorequrﬂm mihel 2ty lhwaméniG caaidn C
process. If the nutual validities of the termna
equilghasited, lr’itzo e drenming s@Rrentc Lhwel2, 13, 14.

thentic by the nutual authentication process, 20
the a@ 253D p?e%lf‘bﬁ?hé{] HES it RATG R AT OrES which
ro th ni.cation.c | f
gut ﬁj ﬁlffl cg{sl oanuet}}er} Caltojfﬁﬁlljn?%a@fn%afg (ﬁ%ﬁcﬁuﬁn’syst em 20
and 1 C caff Lid Sp S C§ec‘§\§é'1!|é'5 n%%:l r%rlﬂgcég r‘%gaéhe
e 0 a s ate in

equi prent 11, 12, 1 14 is

wWhi Q:tbnuraﬁllsﬁft\é.&ﬁ%cfn( c?; he, SN cathid SO server
system 20 can be provided.” Next, a case wherein the

nmobilde itseleprane 1 ddwi D wisieth a@dﬁ&jé@@éﬂﬂilces such as
equi pnent is explained as an exanple in detail. FIG

2 | scabangwschenEd dat lay dmyvdmyg arheexatipdre thod t he

configuration of the nobile telephone 11 as the
communication company. The external server 25 is
connected to the OTA server 22 and provides services
such as content for the terminal equipment 11, 12, 13,
14 via the OTA server 22 and communication facility 21.

When the IC card C is inserted into the terminal

equipment 11, 12, 13 or 14, the IC card C and terminal
equipment 11, 12, 13 or 14 perform the mutual’
authentication process. If the mutual validities of
the terminal equipment 11, 12, 13 or 14 and IC card C
are authenticated by the mutual authentication process,
the IC card C further performs the authentication
process for the communication company system 20. If
authentication of the communication company system 20
and IC card C is successfully made, the terminal
equipment 11, 12, 13 or 14 is set into a state in which
services from the communication company system 20 can

be provided.

Next, a case wherein the mobile telephone 11 is
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5 term nal equipnent. As shown in FIG 2, the nobile
tel ephone 11 includes a control unit 30, interface
31, ICchip 32, |loop antenna 33, interface section 34
and antenna 38. The IC card Cis an electronic device
whi ch can be 10 renovably nounted on the nobile

tel ephone 11. In FIG 2, a state in which the IC card
Cis nounted on the nobile tellephone 11 is shown. The
control unit 30 is a unit which controls the whole
portion of the nobile tel ephone 11. The control 15
uni tussdd i x| titke st @rrciomd T od dpet prdén t MesToE ¥p 5&Lhé®na 86an
comuni cation controller 37, display controller (not
shovaanmke avlidetoohtrol | er (not shown). The
controller_35 perfornms the control process and data
process fobtCv |b%sapﬁ%@woﬁgh%math@athnsh@myn@fanzgxample

the b|Ie tel hone 11. The contro]l]er 35 perfo
var iGus-"Ht 6t o‘?fpfrkb‘agr%}%l]a%d tobpRI NS dht cas the

stor nde nenDr ctlon 36. The nmenory section 36
IS ctgeﬂ:fnlk gur ecF% lpm%}\ nonvol atile menory and

the |ike. ggﬁ S t| S da

itens ar eAéstor Eor %%a%’l e&pﬂe Igc?lﬁf’fe 1\_’3[ e&%ne

nonvigl atidess Memst ddn the (Tesmr Vs Seet 4 &,3551 k chip 32,
i nformati on and device i nformation such as -

aut hesdp cattieathd réDr neit e 3 cdeddddn bey d&wrérb@@lnna 38.
| ater are stored. The conmuni cation controller 37

contTita SIC camlrt ciat izon dlyectseorofc rdsh tcavawesch can be
transmtted or
removably mounted on the mobile telephone 11. 1In
FIG. 2, a state in which the IC card C is mounted on
the mobile telephone 11 is shown.

The control unit 30 is a unit which controls the
whole portion of the mobile telephone 11. The control
unit 30 includes a controller 35, memory section 36,
communication controller 37, display controller (not
shown) and audio controller (not shown).

The controller 35 performs the control process and
data process for various portions of the main body of
the mobile.telephone 11. The controller 35 performs
various processes based on programs and control data
stored in the memory section 36.

The memory section 36 is configured by a RAM, ROM,
nonvolatile memory and the like. 1In the memory section
36, various data items are stored. For example, in the

secure nonvolatile memory in the memory section 36, key

information and device information such as
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5 received via the antenna 38. In the system
configuration shown in FIG 1, the conmmunication
controller 37 controls conmmunication with the

comuni cati on conpany system 20 via the antenna 38.
That is, the comrunication controller 37 is used to 10
control data communi cation or tel ephone comuni cation
of the nobile tel ephone 11. -Thel C~card C i s nounted
on the interface 31. The control unit 30 and IC card
C performdata conmunication via the interface 31. 15
The AW Iedritpl X den am fdGnedti jporwhiiedch ned Lidese ade sontisead
circuit functioning as a non-contact I1C card, nenory,
i nt erftede sl ttrrdd ke, The | oop antenna 33 is
connected to the I1C chip 32. The I1C chip 32 has a
functi on O reRIVeH bR e B Dhked Dh eomrols
connunlcatloq s%sten1d|ff ent fromthe comrunj cation

sy sty dradie é'ﬁ’n‘{fr% GHHTH e/ d
foth b t el eph 1 i cati
gont r ocﬁm%’ I%%’la?'ha onec rH?sa % ieIﬂlcg;Eq‘mg:gycsg elfngﬂct ion

of Qﬁﬁ{fygﬂ Tadig S |§fg| on q?§eq: &ch %by e

conmuni cati on systemo t e ‘non-cdon act car

of rRgitedrawes 37 ansidtded chmﬂ\ﬁﬁ%a\ﬁ%nvpﬁ]Emecrlé)op

antenna 33. 12 For exanple, sone of genera

non-coamuacicatG raradinpale dsadn Eehad o Gime: 38.
When an el ectronic noney function realized by use of

t he Taldv € snor-heonteartuniCa tdardcdrt ve@dld  e3¥ 145 tdeed to
nmobi | e tel ephone 11, the sane
control data communication or telephone communication
of the mobile telephone 11.

The IC card C is mounted on the interface 31. The
control unit 30 and IC card C perform data
communication via the interface 31.

The IC chip 32 is an IC chip which includes a
control circuit functioning as a non-contact IC card,
memory, interface and the like. The loop antenna 33 is
connected to the IC chip 32. The IC chip 32 has a
function of radip communication based on a
communication system different from the communication
system (data communication or telephone communication
of the mobile telephone 11) by the communication
controller 37. That is, the IC chip 32 has a function
of performing radio communication based on the
communication system of the non-contact IC card by use
of radio waves transmitted or received via the loop

antenna 33.
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5 function as that of the non-contact |IC card used as

el ectronic noney is incorporated into the 1C chip 32.

In this case, a function of perform ng the sane

conmuni cation control as that of the non-contact |1C

card used as el ectronic noney, a function of holding

10 noney anount information (el ectronic value) usable

as electronic noney and the |ilke are provided in the

IC chip 32, for exanple. Further, high-degree

security is required for the function such as the

el ect r oni Eonoeeymplect soner el gerdral snby-tbetbCtchipcards
32. Therefore, data which authenticates the validity

of tHe 1E5ehi P 2L et i ediorey he Whrkerawal e hegbrgnic money

t_sh f the | hip 32. The interf ction
IR O SIS SovRes o e db ekt orom Coevh gk 1C
. t.he 2 bil e tel eph 11.
The R ST RN LA BF A AR Y ST or T g same
f ! j t ' telephone 11.is
rrg lr,l %dd %nér? %eyfﬂnkt(hee ? Cg% ea{see c%wﬁﬁg@‘%é Cetl' h]g&r e %Iro% , u3 ‘1:’1% 'as

deviege R Ad¥ses trihd Pr oo ddigoo i 88 ti o, Pt d f(ﬁgcﬂlfp 32.

set in a state in ich it 1s 25 connected to
contIroltHiNY tca¥e ofa then i & td ephonend e ivd asdhe

interface section 34 as shown by dotted Tines in FIG
2. laonirhirsl ceetsienn idoritsraals saTRcth a3 off hate then deyvieecD 1c

is a menory device with the security function

Fur td%erd udedd oo i nffasrtmdriion minegnd K efunatf osmat £ dmnoldiPng

used as authentication data are stored in the nenory
money amount information (electronic value) usable as
electronic money and the like are provided in the IC
chip 32, for example.

Further, high-degree security is required for the
function such as the electronic money function realized
by the IC chip 32. Therefore, data which authenticates
the validity of the IC chip 32 is stored in the
internal memory (not shown) of the IC chip 32.

The interface section 34 is used to mount a device
D as an external device such as a memory card on the
mobile telephone 11. The device D inserted through an
insertion port 34a formed in the main body of the
mobile telephone 11 is mounted on the interface section
34. Therefore, the device D inserted through the
insertion port 34a is set in a state in which it is
connected to the control unit 30 of the mobile

telephone 11 via the interface section 34 as shown by

dotted lines in FIG. 2. 1In this case, it is assumed
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5 section 36 of the control unit 30. Further, an

encodi ng nodule 43 is provided in the control unit 30.

The encodi ng nodul e 43 nay be realized by permtting

the controller 35 to execute a programstored in the
menory section 36 used to performthe encodi ng process

10 and decodi ng process. The encodi ng nodul e 43 nay be
configured by a processor (hardware) which perforns

the encoding process and decodi ng process. The device
information 41 is information associated with the

mai ntibadytiod déreloobd | s t 2l reghone ddbidd. wEFon exanpéeurity
the device information 41 is information such as the

basi EaRpleE?®i cati on, manufacturing maker, nodel nane

and the Iike of the main body of the nobile tel ephone
11. Furtherrthee, deviee infornation 41 asdused asformation

aut henti cation data to, 20 perfor m rut ual ,
AUt HENtY S | Th 0TREHe G T A2 THeS KeYL $Hf bR nel ¢ gRemory

42 | ¥ t t hent i cat |
oroc et ST AR T ot ng THETE AT

f j i .
oo o e o P e e s R e BERERSE unic s0.
encotidiged @ thg FbAITES , 43 head GNP B2, d 8 wep&i&ﬂ%%fng

of a nodule <contained in the nobile tel ephone 1

havittg: acdntedl sy 136 ofo nastalt@aW herdd cat | o fod iheche
ICcard C The IC chip 32 has a nenory (not shown) in

whi ofenteny ceectiindror d@tussd 450 gisl fepm | tHOrdmdddindprocess
used as authentication data for nutual authentication
f or antk decoding process. The encoding module 43 may be
configured by a processor (hardware) which performs the
encoding process and decoding process.
The device information 41 is information
associated with the main body of the mobile telephone
11. For example, the device information 41 is
information such as the basic specification,
manufacturing maker, model name and the like of the
main body of the mobile telephone 11. Further, the
device information 41 is used as authentication data to
perform mutual authentication for the IC card C. The
key information 42 is key information to perform the
authentication process for the IC card C. The encoding
module 43 performs an encoding process or decoding
process according to an algorithm based on the preset
encoding logic.
Further, the IC chip 32 is one example of a module

contained in the mobile telephone 11 having a function
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5 1Ccard C are stored. Further, an encodi ng nodul e 47
whi ch perforns nutual authentication for the IC card C
is provided in the I1C chip 32. The device informtion
45 is information associated with the function of the
non-contact 1C 10 which is realized by the I1C chip 32.
For exanple, the device information 45 is information
such as the basic specificatidd, manufacturing nmaker,
nodel nanme and the |ike of the IC chip 32. Further,
the device information 45 is al so used as
aut ldntriwgatd o wdten ticatliompefdorrthenit@atard €. The IC
authentication for the 1C card C. The key information
46 DI RS oh MRt f Grah tHeowut Hehtvitiaeh otevice
process for the | C card C. The encodi ng nodule 47
per AT e SR AR priveesi RrEdRl P btk et
accqrding .t.o an al gpr.ithm based an t reset ., 20
encoadll(%r%lg tolgcla%.quhgf%tear,ﬂ%é“qt@agaradlh%%?%%rgpr the
not i ' Vi ' tia .
gautlg%@atc: o%r{:e\éwagtt%}e%% agﬁlftﬂ{eeg’;"ﬁafdore%acﬁ%lnn%émf%ule 47
st ok@d.cH B dfs GRS A nSNGHNBAOHY & 13 168 card

provi ded. Further, the I1C card C 25 has a nenory (not

shown) pribwahieeh idatahd My ualip ayt hentication result
data) 54 containing information associated with a

devi ce ofTHehedentier ipafdsmadiarh 4msi sl5in pefror i

nmutual authentication is stored. The device

i nf eswedicres wigh rifher rfatriciri cas st i tatee chowi-tdorttesct! GC

card C indicating the basic specification,

mantdctudisng evdikeed ddihendife civid t3¥%e  For example, the
device information 45 is information such as the basic
specification, manufacturing maker, model name and the
like of the IC chip 32. Further, the device
information 45 is also used as authentication data to
perform mutual authentication for the IC card C. The
key information 46 is information to perform the
authentication process for the IC card C. The encoding
module 47 performs an encoding process or decoding
process according to an algorithm based on the preset
encoding logic.

Further, the IC card C has a memory (not shown) in
which device information (authentication data) 51 and
key information 52 is stored. 1In the IC card C, an
encoding module 53 is provided. Further, the IC card C
has a memory (not shown) in which data (mutual

authentication result data) 54 containing information

associated with a device of the other party which has



10

15

20

25

5 1like of the IC card C. Further, the device
information 51 is also used as authentication data
used to perform nmutual authentication for the main
body of the nobile telephone 11, IC chip 32 or device
D. The device information 51 is also used as

aut hentication data to 10 perform network

aut hentication for the authentilcati-on server 24. The
key information 52 is information to perform various
functions (nodul es) provided on the nobile tel ephone
11 drenfrarmad mubodyl ofuthen it on el pdtoseed5 11 or
perform nutual authentication for the device D

connect ed’h® dfelgpbineoreatieral S11is Funfoenatite key
information is used as key information to pernmt the
aut r?eﬁﬁchﬁﬁ‘%ﬂi Wl drho 4 Gfcatr ¢ ormAiFaindnt ko ipasic

system 20.to performa network authenticatio rocess.
20 THE Brcodt e o dtA T 5F HEr i 'erf?:%%?ﬂg‘?ame and the

pr oclg.skse Q{%dﬁ%odf@%ﬁé)%ess rctﬂ{eq:l,n%:uﬁe?he%]vfl(lf%g{ril%grrpnation

based on the preset encodi ng 10gi c. r

devigze i3 i85 Qne, Ly e (it 1 i%r{‘?cha%ydi&%‘é\gé Iczgéerform

has a nutual authentication 25 function wt

car guaiith i seacted ton ther did edaceseetd oneé Moile
the nobile tel ephone 11. The device D has ‘a nenory

( nottesleplond L WhiTwh dew G2 kb iddwird@tn on Fhe adeh Key
information 56 used as authentication information to
per floxfmomattian Sutirerlissatissd fag dutehdr® teatdi & ad€ta to
stored. Further, in the device D, an encodi ng nodul e
57 P& A petwerli authentication for the authentication

server 24.

The key information 52 is information to perform
various functions (modules) provided on the mobile
telephone 11 or the main body of the mobile telephone
11 or perform mutual authentication for the device D
connected to the mobile terminal 11. Further, the key
information is used as key information to permit the
authentication server 24 of the communication company
system 20 to perform a network authentication process.

The encoding module 53 performs an encoding
process or decoding process according to an algorithm
based on the preset encoding logic.

Further, the device D is one example of an
external device which has a mutual authentication
function with the IC card and is connected to the
interface section 34 of the mobile telephone 11. The

device D has a memory (not shown) in which device
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5 nutual authentication for the IC card Cis provided.
The device information 55 is information associ ated
with the device D. For exanple, the device

information 55 is informati on such as the basic
speci fication, manufacturing maker, nodel nanme and the
10 like of the device D. The device information 55 is
al so used as aut hentication datle t o- perf orm nut ual

aut hentication for the 1C card C. The key information
56 is key information to perform an authentication

pr ocEstofrmatidre $€ amd dk€yy o emsioddmgs drockd € 55 15
performs an encodi ng process or decodi ng process
accotHimytirahl et gort e rma besedt @rpe heo pr esetuahcodi ng
| ogi c.. Next, one exanple of the configuration of the

| C ¥HMPiteion divedthe Het@ard Qe Gtgred. Further,
schenaticah%%fsho an exanple of the hardware

conflirbutrkfﬁl of° 1 ERPHRMIRAGE Yerdiemito perform
i the nobile tel 11. As shown, |

oy Rl SRR AR ARG B 4 PO A o o Bt en.
dom - d. 25 |

(RO 63 T8 MEFR VLA S Ma Oy T8 < St T

sectdsb Bt sbhe, aantd &éﬁr@tD.6l’FﬁAM)%§rt%l§qgﬂn@fécad@vice

- 17 nonvolatile nenory 64 are configur .
chi dnfdrilagt iGn @S tihe ild kmdurddheduc e e L4 Ga

and conmuni cating section 65 are integrally fornmed as

a mpdvlidiCmtife medulfad@udindurdled | maiglasidge Ghd the
like of the device D. The device information 55 is
also used as authentication data to perform mutual
authentication for the IC card C. The key information
56 is key information to perform an authentication
process for the IC card C. The encoding module 57
performs an encoding process or decoding process
according to an algorithm based on the preset encoding
logic.

Next, one example of the configuration of the IC
card C is explained in detail.

FIG. 3 schematically shows an example of the
hardware configuration of an IC card mounted on
terminal equipment such as the mobile telephone 11.

As shown in FIG. 3, the IC card C includes a
control element 61, random access memory (RAM) 62, read
only memory (ROM) 63, nonvolatile memory 64 and

communicating section 65.

The control element 61, RAM 62, ROM 63 and
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5 which configures the IC card C. That is, the IC card
C is configured by the casing Cc in which the nodul e
Cb containing the control elenent 61, RAM 62, ROM 63,
nonvol atil e nmenory 64 and communi cating section 65 is
buried. 10 The control element 61 controls the whole
portion of the IC card C. The control elenent 61 is
operated according to a programstored in the ROM 63
or nonvol atile nmenory 64 to performvarious functions.
The RAM 62 is a volatile nmenory functioning as a 15
wor kigrgraienot e ridreoROM 63ats Gompiyot&d ibe &enoe ychip
whi ch control progranms and control data are

previloilsl yCa it orleal. L The. nofwot ket etmenDt yclfdp | Ga aand
rewitable nonvolatile nmenory which stores various
dat £eHs. G NP s eppl 9w atd onee (Appdrat lpnformed as a

I
B R X
h t
e A A el 2 AL W e
o 24 sectl on kﬁ% &F sl fensey ik 11%%2@0?‘&‘3 co

conmuni Catl functi ons as

r ecejdﬁﬂzs&rﬁxﬁttrﬂec é&iﬂ@foluseelderﬁé%t oper al g tee 1fngagd

C. That is e IC card is 18 acti'vated (set into

an Qﬁﬁ‘fv&m&lslteatn@mch:wm %%dnﬂ?ﬁhnf&@&lﬁcﬁ@ectlon 65 is
operation power supply voltage supplied from the

t er muxdledequi pnrent such as the nobil e tel ephone 11
via the comuni cating section 65.

The control element 61 controls the whole portion
of the IC card C. The control element 61 is operated
according to a program stored in the ROM 63 or
nonvolatile memory 64 to perform various functions.
The RAM 62 is a volatile memory functioning as a
working memory. The ROM 63 is a nonvolatile memory in
which control programs and control data are previously
stored.

The nonvolatile memory 64 is a rewritable
nonvolatile memory which stores various data items and
applications (application programs). 1In the
nonvolatile memory 64, authentication data such as
authentication programs or key information is stored.

The communicating section 65 performs data
communication with a terminal equipment such as the
mobile telephone 11. The communicating section 65 also

functions as means for receiving electric power used to

operate the IC card C. That is, the IC card C is
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5 FIG 4 is a diagramshow ng the functional

configuration of the IC card C. As shown in FIG 4,

the IC card Cincludes a platform (LSI) 71, operating
system (0OS) 72, card nmanager 73, card application

dat abase 74, 10 authentication database 75 and the

like. The platform 71 controls the basic functions of

the 1C card C. For exanple, thelfplatform71 is

configured by the control elenment 61. Further, it can

be considered that the platform 71 is configured by

t he A hpded CGhethavitng aheopombd staventb@lan R ration
62, ROM_ 63, nonvolatile menory 64 and conmuni cati ng
sectFHRFIBRNA TPRE BHeieR i PRISY sTWRrR 72 V&l tagy stwpplised from
as a basis which causes the platform 71 to, execute

vari ot Cepptitht S GH Iy a3Ch bl tharrerkle thkerbere 11

manager 20 73 mana qg.each %Bglic ion. In the card
appl T cat 16h SEFAEASE 79 BRASUERP3s appl i cat i ons

sasen on bl F96 (1 SaLLoD oLy Led CRaT G0

nmount ed e Tnobile ephon S

oper@gﬂ%ﬁg%gyasglqm 2 @&nd f@réiaf@or?'ger 73 are functions

realized by causing 25 the contr el ement 61 used as

the pl at fo¢ Rafdw Oin EXBEULL, PFRYN BB SEQT €1 h B1 hdes ROM
63 or nonvolatile nenory 64. 19 1In the

aut helretti ot of L i)t ahigs eopdratiai spetems(oPpl 2 catd o
prograns (authentication prograns) and application
dat anaussark 1t 0/ hrerdaranapp uiada aidrhedd i adsdseon7’4 f or t he
mai n body of the nobile tel ephone 11, the IC
authentication database 75 and the like.

The platform 71 controls the basic functions of
the IC card C. For example, the platform 71 is
configured by the control element 61. Further, it can
be considered that the platform 71 is configured by the
module Cb having the control element 61, RAM 62,.ROM
63, nonvolatile memory 64 and communicating section 65.

The operating system 72 is a system used as a
basis which causes the platform 71 to execute various
application programs (applications). The card manager
73 manages each application. In the card application
database 74, data such as applications based on the
specification of the IC card C to be mounted on the
mobile telephone 11 is stored. The operating system 72
and card manager 73 are functions realized by causing
the control element 61 used as the platform 71 to

execute programs stored in the RCOM 63 or nonvolatile

memory 64.
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5 chip 32 in the nobile tel ephone 11 or the device D
connected to the main body of the nobile tel ephone 11
is stored. Further, in the authentication database 75,
data such as application prograns and application data
used to perform network authentication for the 10

aut henti cation server 24 of the communication conpany
system 20 is al so stored. Data lsuch- as application
prograns in the authentication database 75 is

downl oaded from the comuni cati on conpany system 20,
for exanple.tis #Fucthdemeticanidthedausbesti tatidata such as
dat abase 75, authentication data (device infornmation)
51, 2RRAVEHIQutherokays | (Mokhen t braBRon gut temnehat 4ot
encodi ng, nodul e 53 and the |ike are stored. Also, in

t he aé?H]Hé'?ﬁ%%ﬂ | G- At s R e Eb At la braghhenpbcation
bt HTR R e S T SHOSEf oef LR ot e IC

d . 5 ! ili di | f |
Pl T e e T e et R T L N

ComBUHrFéaéﬂefH;/ @%hm @@dﬁ:&#ﬁgﬁeefhl% ilt%etelephone 11

i ndependent termne t or na

aut hentdcatdpn daj@a iy, FArdheraudeddcation database 75,
aut hentication application, device certificate

i nf afatat isrcrofad hepd 1G et 1b1C wady Rend e idatien data
dat abase 76 by use of the authentication data SI and

key usHdrimtgeonf 82 nlestwdiek keythertaramtian 62, the

plurality of key information itens which are forned in

confartfiant gathii arhesatven Pharaf eshe apdmmimiecd tison htompany
system 20 is also stored. Data such as application
programs in the authentication database 75 is
downloaded from the communication company system 20,
for example.

Further, in the authentication database 75,
authentication data (device information) 51,
authentication key information 52, authentication
encoding module 53 and the like are stored. Also, in
the authentication database 75, a control program
(authentication application) used to control the
authentication process is also stored. The encoding
module 53 can utilize an encoding module of a lower
layer via an application program interface (API). Each
communication company may be permitted to independently
determine the format of the authentication data 51.

Further, in the authentication application, device

certificate information of the IC card C can be formed
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S parties to be authenticated are changed can be
prepared or it can be realized by using single key
information. Further, the key information 52 can be
periodically updated by use of the OTA server 22 of
the comunication conpany system 20. Thus,
falsification 10 of the key information of the IC
card C can be prevented and th&M®egree of security can
be enhanced. Further, as the authentication
application, a user's authentication function by use
of pier suraldatakdent]cadty omse ndHriee | antlseichi @stion data 51
encoding{nunber 15 information can be additionally

pr oA cKes Hhf Opta token fuhict i dh. tiBy kel hgfetreation 52, a
functjon of the user by use of the personal

aut IR 6 P § ifF e § G2 B heht TRt HBHeR 7€ heormed in
user_g¢ be, .perfar.me t henticatj on of the, user and
com?uonn?fgoa Hillotj‘o c"{)ﬁp}én %:t#”b%é]r%aﬁ i 2% Sl thime Jghe third
degr, f rd gy, ; anced. xt he
opgr%%neség'?#t%%amgl irgcejtcg eep ohe 1(%%%%%‘5 |Gy Rrepared
in tde jqomgigatian sysd G%S}Viﬁéifh%hsein%f’é’vﬁey information.
configuration are explained. In the present

enbodi nerturfid st el 188F ongk 2SnPPES At s PN Sx APl es are
expl ained. The first operation exanple is an

operatn iand iexdript egdatdd Ay thee 1&F catdl A aswhddie 22 of the
nobi | e tel ephone 11 as the term nal equi pnent 21

per fapmmunitasd] 1 cautdreptampats ot enT HE) sectings oped adi Hicat ion
exanpl e is an operation exanple in which nutua

aut nttih@atkeoh st amatiorc arfd theankd tdrrd Whotdrorbg f or

exanple, 1C chip 32) in the nobile tel ephone 11 which
prevented and the degree of security can be enhanced.

Further, as the authentication application, a user’s
authentication function by use of personal
authentication information such as encoding number
information can be additionally provided as an option
function. By adding the function of the user by use of
the personal authentication information, authentication
of the user can be performed, authentication of the
user and communication company can be realized and the
degree of security can be enhanced.

Next, the operations of the mobile telephone 11
and IC card C in the communication system with the
above configuration are explained.

In the present embodiment, first and second
operation examples are explained. The first operation
example is an operation example in which the IC card C

and the mobile telephone 11 as the terminal equipment
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5 requires authentication or nutual authentication of
the 1C card C and an equi pnent (for exanple, device

D) which is connected to the nobile tel ephone 11 and
requires authentication is performed in addition to
mutual authentication of the I1C card C and the IC card
10 C and the nobile tel ephone 11 as the term na

equi pnent. First, the first opetiati-on exanple is
explained. FIG 5 is a flowhart for illustrating the
first operation exanple. 15 First, when the IC card C

i s rpentednonuthel nebthenttedepbone MHe oseddred poperation
supply of the nobile telephone 11 is turned on, the

| C c¥el pets orrsopdreat semrekamp be otesehish epuisid) .
When the 1C card C nounted on the nobile tel ephone 11
is UL I¢HI T 20 tag dI € aned t headi hoofynetieme(for

bile t h 11 whi the |IC d Ci ted
per {GHRTHE nhft Ut P atfthelf | Ot | TP bhocEeleR ey i zyhich

L he T e o S R e LA et 1 9EYon % the
' i t i h j | h

DO [ S LA Sy Orol N DL © ASSR0DP

basegh it key dsHmedmdd on, | {iedrs, aneh encodi ha al opf i 0ys

- 22 thereof. Therefore, in the nutual authentication

pr ocsssuiofed hentradnt ooy of thepami hged ef ephaner 1dn to

and the IC card C, a process of causing the main body

of mutmaiphd Jtehered sphtoinen 1df tithauwtherdtdat eaddecH& 1C card

Car%ﬁ%nd the mobile telephone 11 as the terminal
equipment.

First, the first operation example is explained.

FIG. 5 is a flowchart for illustrating the first
operation example.

First, when the IC card C is mounted on the mobile
telephone 11 or the power supply of the mobile
telephone 11 is turned on, the IC card C performs the
starting process (step S11). When the IC card C
mounted on the mobile telephone 11 is started, the IC
card C and the main body of the mobile telephone 11 on
which the IC card C is mounted perform the mutual
authentication process (step S12).

The mutual authentication process of the main body
of the mobile telephone 11 and the IC card C is a
process in which the main body of the mobile telephone

11 and the IC card C perform mutual authentication

based on key information items and encoding algorithms
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5 and a process of causing the ICcard Cto

authenticate the main body of the nobile tel ephone 11

are perfornmed. That is, in the main body of the

nobi | e tel ephone 11, the controller 35 perforns the

aut henti cation process of authenticating the IC card C

based on 10 authentication information received from

the IC card C nounted thereon 2% use of the key

i nformati on 42 and encoding nodule 43. Further, in

the IC card C, the authentication process of

aut hemieat i nglhdree fer e, bodythefmbhea obitieeh el ephboe

11 is perfornmed based on 15 authentication information

recNEETF ot tHee mad b bodlyy of tive mobile telephone 11 and

11 use of the key information 52 and encodi ng
d¥ cﬁ«mFtEF??ﬁﬁsa%fh%ﬁ¥$h%§|6®e main bOdY of

h
of p'%*%eatmz% TR ohe T SnthTE S e by fRecare ©
g?g;’&ﬂ%r&ghoﬁ%:é?cﬁé (ﬂ reoc Scfg%!il Sé%faltlﬁl’é ntleate
nut uale a NeBdSAtd PN L Q %§§l@e€éﬂ£ S EXCE %f % erformed.

preset retry nunber nis ern1ne in the |

If it is Bhadeiey mmeghd mihe 5OQYecHet 8L MhBhN0e telephone
process that the nunber N of tinmes of the nutual

aut Hent itded i amfracless 3 Pesd Of Sk | tthé0du eeikiat 1 9t Dn

| arger than the preset - 23 retry nunber n (NG in

st ep$IX sy ,authrerdtG carihanthe the amid basysed éhe
mobi | e tel ephone 11 on which the [C card Cis nounted

r et AR e tafallorauitrtHerriataitdro e e g ivoes sf odm stlep Bl2card C

mounted thereon by use of the key information 42 and
encoding module 43. Further, in the IC card C, the
authentication process of authenticating the main body
of the mobile telephone 11 is performed based on
authentication information received from the main body
of the mobile telephone 11 by use of the key
information 52 and encoding module 53 according to the
authentication application.

If mutual authentication of the main body of the
mobile telephone 11 and IC card C by the above mutual
authentication process fails (NG in step S13), whether
or not the number N of times of the mutual
authentication process performed exceeds a preset retry
number n is determined in the IC card C. If it is
determined in the above determining process that the
number N of times of the mutual authentication process

performed is not equal to or larger than the preset
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5 Further, if it is determned in the above

determ nati on process that the nunber N of tines of

the rmutual authentication process perforned becones
equal to or larger than the preset retry nunmber n (NG
in step S13: n>N), the IC card fornms error

informati on on the 10 assunption that nutua

aut hentication for the main body3 of the nobile

tel ephone 11 conpletely fails (step S14). For

exanple, the error information may be displayed as an
err oretEgSAgebOn A WiSplayssest §08: (Rot) shems) 10f catBeand
mai n body of the nobile tel ephone 11. Further, the 15

err othé marmabodyn ofiythe solot e talephener Y1 (owtwhich the
shown) of the IC card C. If nutual authentication of

t he hai pabddy bs mpentedbiteryetephoneudl anthétttasation
C by the above mutual authentication process is
SUCRELFETFF yOhePFP nBH2 (OK in 20 step S13), the IC

card C fo L ndi cat,i the result of nutua

d o
authenticgggBﬁg%grl?hétnﬁFnng%§mb?edth@ ﬁBBiF?Ove
| f th t henti t ' ti
:()fit By e lotFeBeat T o 8 nlt idieE :%ﬁ@%f’?f the
g T T e

tel ephage 1ddgendchhe {ﬁgeprg%§%4£§%§§fn@H$@§|nf&??yin step

aut hentication for the |IC car | S success

per foraedi2Nhe €oat 10! ¢££d 3o bhs tEro MBI NEHLAYL O6ntHE the
nobi |l e tel ephone 11 transmts specified data

confagrumngelt byn t tiea devitteal nd vt n@dt t Do dilon afelr t tige | mken body

to the authentication application of the
of the mobile telephone 11 completely fails (step S14).
For example, the error information may be displayed as
an error message on a display section (not shown) of
the main body of the mobile telephone 11. Further, the
error information may be stored in a memory (not shown)
of.the IC card C.

If mutual authentication of the main body of the
mobile teleéhone 11 and IC card C by the above mutual
authentication process is successfully performed (OK in
step S13), the IC card C forms data 54 indicating the
result of mutual authentication for the main body of
the mobile telephone 11 by use of the authentication
application (step S15). The data 54 is formed based on
the result of mutual authentication process, the device
information 51 of the main body of the mobile telephone

11 and the like.

That i1s, if mutual authentication for the IC card
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51Ccard C. As aresult, in the authentication
application of the IC card C, data 54 configured by
time required for perform ng the nutual authentication
process, the maker of the nobile tel ephone term nal,
nodel nanme and the like is forned in addition to 10
information indicating that nutual authentication for
the 1C card C and the nmain body%f the nobile

tel ephone 11 has been perfornmed. If the data 54 is
fornmed after the nutual authentication is

sucdéesist luscera fwredetfrrnal care Conrpkidords af the
networ k aut henti cation process (external system

aut Wi QRTOPHrigediIPn tnkerbmrin katf amsmEbipany

T A et Rt e T L AT B prbege s on 41
t hent i cat,| ich. i f d 20, by t

comal it GRS RS0 5 B 1T e B 1l ene

| C cay Q:taﬁ_cprc the,dral n-bady, ogir% Etgr}émm ﬁeﬁ@%ﬁ@@f&@ 11

havi ng e IC card insert'e ein (a conbi nation

of thg it hady, ofcHderdmbite ¢ el @phoney ldoantylLed by

card C). For exanple, in the system configuration
showirnd re2piidda flor ther Autidiend i ©ad it ST VAt ént cation
t he comuni cati on conpany system 20 aut henticates the

| C poarak<S baded mmkaretadrihauidient e catlepholad at ¢ rmotmal,
the IC 25 card C. The result of the network

aut addlcatdnn anst ddesslike tyankegneddit ramithieon to
conmuni cati on conpany system?20 to the IC card C

Whert HIRE MR ftiehtd ek Gant e et 2mtsirk exshgnyication for
the IC card C and the main body of the mobile telephone

11 has been performed.

If the data 54 is formed after the mutual
authentication is successfully performed, the IC card C
performs a network authentication process (external
system authentication process) for the communication.
company system 20 via the main body of the mobile
telephone 11 (step S16). The network authentication
process 1s an authentication process which is performed
by the communication company system 20 to authenticate
the IC card C or the main body of the mobile telephone
11 having the IC card C inserted therein (a combination
of the main body of the mobile telephone 11 and IC card
C). For example, in the system configuration shown in
FIG. 1, the authentication server 24 in the
communication company system 20 authenticates the IC

card C based on network authentication data from the IC
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5 authenticates the IC card C by the network
aut hentication process (K in step S17), the IC card C
transmts data 54 obtained as the result of nutua
aut hentication for the IC card C and the main body of
the nobil e tel ephone 11 having the I1C card C nounted
10 thereon to the authentication server 24 of the
conmuni cati on conpany system 28{step S19). That is,
the IC card C authenticated by the comunication
conpany system 20 transnits data 54 containing device
i nf of3dEd i on 4Hhofregel paph Poeynetwaskt pethebifeation
teIe hone 11, and device information 51 of the IC card
e TOnhEinG £3 $Bht ERRpEFYM shRE eppPBUNiqRRion company

connunlcatl ny. system 20 which has received
t he %%?5134 Jﬁﬁmgé Hiv?%ﬁ formation of the

aut hent i cay ed {%: ng?g%ﬁQQaEggpg§¥éﬁgﬁhgaogg§Cﬁ§§FHély

20 of the nmain

the G & d L apuntedrt hey £ony @3? @héeég{& rkn the

conmuni cat i on conpany system 20, the type ot fernina

equi AIEYnONc i & §RecSuid h&ﬁklﬁﬁ@@eé%fﬁra héSIc card C

nount ed can be recogni zed. 25 If the networ

aut hertr smat i O Cces Sobhtha Siep H16théE aiésubndo nhent the
nunber N of tinmes of the network authentication

pr ocesshger fortnienh | Soisnahd eIC tdwrd theakd tips eseinrieddy of
number n (NG in step S17: n<N), the IC card Cretries

t he e wirad aittrphene ohl prajcioss ie IBecatepC SiGunted

I f the nunber N of network authentication processes

perftcﬂenr@d”béc% %eq‘@lc&tlon server 24 of the

communication company system 20 (step S19).

That is, the IC card C authenticated by the
communication company system 20 transmits data 54
containing device information 41 of the main body of
the mobile telephone 11 and device information 51 of
the IC card C to the communication company system 20.
The communication company system 20 which has received
the data 54 acquires device information of the
authenticated IC card C and the device information 41.
of the main body of the mobile telephone 11 having the
IC card C mounted thereon. As a result, in the
communication company system 20, the type of terminal
equipment on which thé authenticated IC card C is
mounted can be recognized.

If the network authentication process in step $S16
fails and when the number N of times of the network

authentication process performed is smaller than the
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5 larger than the preset retry nunber n (NGin step
S17: n~N), the IC card C perforns a network

aut hentication error process (step S18). As the

net wor k aut henti cation error process, for exanple,
error information indicating that the network

aut hentication 10 process has failed is forned. For
exanpl e, the error informati-on ey -be di spl ayed as an
error nmessage on a display section (not shown) of the
mai n body of the nobile telephone 11 or stored in a
nmenEnegantrationwmuniNextn  (NE iutdedp althenideat ive 1c
process for the 15 nain body of the nobile tel ephone
11 &rd € etk ied sshexptiaed dutldstmidat MG podessa in
fl owchart for illustrating the mutual authentication
pr ode¥s 1P tHeb ik Bty Tomiere Mo Inetwadtlephone 11

and t %a?ard C. 20 First, a process of causing the
gb“;ﬂ Cqten rﬁ)rkﬂqeéstee‘-l érﬁfoﬁféfw tRe GARaferfidust £0 or

the r ( authe t|o rocess for the I C
card g F dch r}'rgtl rﬂi’g‘fqeé el @ffhdrfe sttRp S17:
i's penfyor ( S27 25 In th
autﬁ%ﬁilcg?%b#§%rocess 2) q{m%(f qufﬁn?uﬁqﬁ?tlcatlon

nobielredrelppheng Ikt dd rStg) th of the
nobi | e tel ephone %1 eﬁtodes aut entlcatlonrggta 41 -

27 anttevtdedtifor @ien glodde Mgy Redyyafe the ror
nobi l e tel ephone 11 by use of Key |nfornat|on 42 by

t he ingocoditdgmudidiea4d NS tte tS2e e tKN&uthentication

aut hentication data 41 is encoded, the controller 35

of btweceslsi hes failed is formed. For example, the error
information may be displayed as an error message on a
display section (not shown) of the main body of the
mobile telephone 11 or stored in a memory (not shown).

Next, the mutual authentication process for the
main body of the mobile telephone 11 and IC card C is
explained in detail.

FIG. 6 is a flowchart for illustrating the mutual
authentication process for the main body of the mobile
telephone 11 and the IC card C.

First, a process of causing the main body of the
mobile telephone 11 to authenticate the IC card C (an
authentication process for the IC card C by the main
body of the mobile telephone 11) is performed (steps
S20 to S27).

In the authentication process for the IC card C by

the mobile telephone 11, first, the controller 35 of

the mobile telephone 11 encodes authentication data 41
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5 tel ephone 11 transmts the encoded authentication

data (encoded data) to the IC card C (step S21). The

| C card C which has received the encoded data decodes
the received encoded data by use of the key

information 52 stored in the nenory 64 by the encoding
10 nodul e 53 (step S22). Wen the encoded data

received fromthe nobile tel eghbne 11 is decoded, the
IC card C holds the decoded data as device

information of the main body of the nobile tel ephone

11 iaf Heere yintetmatbison hef RAM 122 {stlepd B23F . the mobile
Further, the IC card C 15 transmts the decoded data

to tHrSREMNDIdY Bf 43R ohUrRY el i &9 epafohen 142 (lsy ephe
S24). 1n this case, %?e authentication data 41 is
deviTCECHMD A 5h OF tHEREI 4P bodyWReD t Hee i hentication

t el A, Furt , Jth di d [ bt ai ned

by CHL g 30 THS IR ety SR i hia o o s oL le

t he B\ H td : ' dul e, 43.,

Th:r ef orpeH,dHeio;ﬂ?hﬂe a Si;;hglréljét/httr%}he gfeer?%qu%(@esa Llln%%?%aﬁ%ho%zdata

and @l ddmaul®, 8hd std hey sane as dhes#f gori thm

of the key information 42 and encodi ng nodul'e 43

(that is,ThHd 125 cidentiiciadi ahd ScSMCCRSST théd Yencoded data
perfornmed), the decoded data is used as device

i nf clestdenn tofe treeeipiad Bohod¥d dawen mpids tef ephonesy
11. For this purpose, the ICcard 28 C holds the

decédde rangttd onn 52 redvored siurc o hees ntdwes RAM 4L by ashalesti €gding
i nformation of the main body of the nobile telephone

11. MR YlRe Sfolisitert S2&dhondhen whie terrasiad ol e dra dsi ved

from the mobile telephone 11 is decoded, the IC card C
holds the decoded data as device information of the
main body of the mobile telephone 11 in a memory such
as the RAM 12 (step S23). Further, the IC card C
transmits the decoded data to the main body of the
mobile telephone 11 (step S24).

In this case, the authentication data 41 is device
information of the main body of the mobile telephone
11. Further, the encoding data is obtained by encoding
the authentication data 41 by use of the key
information 42 by the encoding module 43. Therefore,
if the algorithm of the key information 52 and encoding
module 53 is the same as the algorithm of the key
information 42 and encoding module 43 (that is, if
authentication is successfully performed), the decoded
data is used as device information of the main body of

the mobile telephone 11. For this purpose, the IC card
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5 decoded data fromthe I1C card C, it authenticates

the 1C card C based on the received decoded data

(step S25). That is, the controller 35 of the nobile
tel ephone 11 determ nes whet her authentication of the
IC card C can be successfully perfornmed or not 10
accordi ng to whether the decoded data received from

the [1C card C coincides wth tige aut hentication data

or not. For exanple, if the authentication data 41
encoded by use of the key information 42 by the

encodi mgldwduhe décd@edodatch dbs aihémbhe slecloded €as aram 12
decoded by use of the key information 52 by the

enc’iF e okl En53rma tiomeafsthdanaimebedy oof nghe mobile
algorithmof the key information 42 and encodi ng

nmoduf &R Pte the- nobi | e t el ephone 11 coincides with

the encoding_al gorithmof_ 20 the key information 52
and encodirhgt g@?%lg% bflepRone Liarieh hasippgeived the

I 3 f_th bile  tel ephone 11
Coo e AP o0y BT P o SLERIONE Hhe v
t hat i i d.i f ul
shiguens soan 8 e LG S et eor

t

performed). 25 11 the _ ion data _

by ussiof - ditie: key, THoramb i 2 bys the aeadiing o

nmodul e 43 does not coincide with the decode ata

decagtele gnyories €1 Dfd A% rri e K ayhd tHOF nBtd KU B2 Vi dher the

encodi ng nodule 53, it nmeans that the encoding

al gdiQ tdamadfC tden Key suadeyamililon g Bithean codimgr

modul e 43 of the nobile telephone 11 does not

coi e diinth tdevretdoeti e decoded data received from the
IC card C coincides with the authentication data or
not.

For example, if the authentication data 41 encoded
by use of the key information 42 by the encoding module
43 coincides with the decoded data decoded by use of
the key information 52 by the encoding module 53, it
means that the encoding algorithm of the key
information 42 and encoding module 43 of the mobile
telephone 11 coincides with the encoding algorithm of
the key information 52 and encoding module 53 of the IC
card C. In this case, the controller 35 of the mobile
telephone 11 determines that the IC card C is valid
(determines that authentication of the IC card is
successfully performed).
If the authentication data 41 encoded by use of

the key information 42 by the encoding module 43 does

not coincide with the decoded data decoded by use of
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5 algorithmof the key information 52 and encodi ng
nodule 53 of the ICcard C In this case, the
controller 35 of the nobile tel ephone 11 determ nes
that the ICcard Cis not valid (determ nes that

aut hentication of the I1Ccard fails). 10 Wen

aut hentication of the IC card C by the main body of

the nobile tel ephone 11 fails, 2he ctontroller 35 of

the nobil e tel ephone 11 counts up an error counter

(not shown) which indicates the nunber of errors. If

t he &9 ofe Xt ok @¥md sl @oul doly uphe t decddingmodhlers535 it
det er mi nes whet her or not the count (N) of the error
coultAN Hedtfest kyyuanceding 3hegeithimapt the keeset

retry nunber, (n), If the nunper of errors 1is smaller
thanlyfiﬂoer%teﬂs 12135 iMbRALNg Hapdyse §3 @5 the mobile
det ' it 1s necessary.to retry the 20 _,

aut ﬁ%ﬂ%%%ﬁi%r%%ée%sg%‘f %%Je“%/té%a%“t FHYEECOHIRG o
S26)a1ddie antd ol gt %@&ﬁf@fﬁ@tfﬁoﬁg@%&g&ﬁfggIrpodule

process of the IC car st eps again

It is3 det e ned dhad & he nwinbers of , 801 ofy5e nﬁ@g@ Sfler 35

equal to or larger than the preset retry nu

("NQEf ithestnefbi926) s e Tdth St Dl deste 3R A0S I fh8S tHE 1C card
aut hentication result indicating authentication

fai lQris rntat theel idC Bk Gidds titist tduEherihiecd G &arsf Ghe
proceeds - 30 the process to step S13 and perforns

t he 1&r ricrrdndssialge - formi ng process of step S14. Wien
authentication of the I1C card C by the main body of
t he nobi ]| apHmREL 193t o et ethd ul¢ycard C by the main

body of the mobile telephone 11 fails, the controller
35 of the mobile telephone 11 counts up an error
counter (not shown) which indicates the number of

- errors. If the error counter is counted up, the
controller 35 determines whether or not the count (N)
of the error counter becomes equal to or larger than
the preset retry number (n). If the number of errors
is smaller than the preset retry number, that is, it is
determined that it is necessary to retry the
authentication process of the IC card C (“YES” in step
S26), the controller 35 performs the authentication
process of the IC card C of steps S20 to S$S26 again.

If it is determined that the number of errors
becomes equal to or larger than the preset retry number
("NO” in step S26), the controller 35 notifies the
authentication result indicating authentication failure

to the IC card C. At this time, the IC card C proceeds
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5 perfornmed, the controller 35 of the nobile tel ephone

11 supplies a notification of success of .
authentication as the result of authentication of the

| C card C by the main body of the nobile telephone 11
(step S27). The [1C card C which has received the
notification perforns 10 a process of authenticating

the main body of the nobile ~tel®phone 11 (an _

aut henti cation process of the main body of the nobile

tel ephone 11 by the IC card C) (steps S28 to S35). In

t he &R HRFRTREE i &0 Pt R e853 oind hee ndormbotlye ofrrab mbesage
nobi l e tel ephone 11 bg the IC card C, first, the
contTOIMEt e C %S of t?ﬁée@f’%‘ér dC e_nc]?des :_he f
authentication data 51 as,the device_information o ,
the 1C oRE CRG CRETGREL R Rgﬁ?ﬁft%‘f}nﬁ?rtgﬂcséyb‘y?fh@aln
encqgi e e_aut henti i on

20 atd;gsépid&é{egn@% é%é f%]gg@%)%? ojfe{]ejr%n%lh?c%is%if%e

I C a ] t t t

(ende TS 1 e R Body ort t e gy b6 kB hone 11

t el ephpiei eslla (s ©PF 19200 1 orf NS NRLE DOV OF 2 b MOPLL €1 6n as

tel ephone 11 which has received the encoded data

decodes ndwnld5 afeceittesh encndesh dat acly UsSecHidthepKeyhe
information 42 by the encodi ng nodule 43 (step S30).

Wiemaire badn ofbhdhe ofoliilee nohidmhdred ephonecdd sETOdESThe
the encoded 31 data received fromthe IC card C, it
hol d§ t3f& Hécodeirh drisa rereivedahicndnfbioation mwérforms
the main body of the nobile tel ephone 11 in the ‘
menst P SEGRS o BE W 4 Calotd dinuniaiBPqdt epf 9319 .mobile
The t%clrgprh%lnleerl 135( aorlc atuht%entication process of the main
body of the mobile telephone 11 by the IC card C)
(steps S28 to S35).

In the authentication process of the main body of
the mobile telephone 11 by the IC card C, first, the
control element 61 of the IC card C encodes the
authentication data 51 as the device information of the
IC card C by use of the key information 52 by the
encoding module 53 (step S28). When the authentication
data 51 is encoded, the control element 61 of the IC
card C transmits the encoded authentication data
(encoded data) to the main body of the mobile telephone
11 (step S29). The main body of the mobile telephone
11 which has received the encoded data decodes the
received encoded data by use of the key information 42

by the encoding module 43 (step S30). When the main

body of the mobile telephone 11 decodes the encoded
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5 main body of the nobile tel ephone 11 transmts the
decoded data to the IC card C (step S32). In this

case, the authentication data 51 is device

information of the I1C card C. Further, the encoded

data i s obtained by encodi ng the authentication data

51 10 by use of the key information 52 by the encodi ng
nodul e 53. Therefore, the decaded data is used as

device information of the main body of the nobile

tel ephone 11 if the algorithmof the key information

42 abet aenocooh Ied nibdenh et 68 16 ddwed Sneitashdlhds the decoded
al gorithmof the key 15 information 52 and encodi ng
modfaE B R tHe qi%VlC%ultm%Qﬁma:’famrDmﬁ)fthmenm rodadyof the

of the nobile tel ephone 11 is successful
perf"tﬂ%fétf) teEfPhMis buridoddie t“lfﬁénorrﬁhlf‘rﬁcﬁb]d%n of6 tafe the

nobi | elepho e ol ds the decqQded data as deice
| nfo or?aft rlct h3101 %tceé? dS% in tHE P sett idh the

el %Cﬁ/a Cgf & %t‘iags re ce| ved t e grea%gc%&dc datthe

fron1 e mai“n < ep

aut hgytdLat %gahecc;md body. 4 dn ( l&;4el ephone 11

based on the recei ved decode data (step 3). That 25

is, the cantdwls edgdentcifd Afedde 1 &easd &det (';'irgle&evice

mhether aut hentication is successful ly perforne

not irdeoefadiing tof Wied hey Qirdd. t hedecoded idatéahcoded
received - 32 fromthe main body of the nobile

tel e#art@nelslbhj:caimﬁicdew amddu itrhe tdie Rerdheradiict idat adata 51
51. For exa if the authentication data 51 encoded

by &¥e Use lqg tlbei}/ Kenf omfetdinat 15 2 thhe tdrec ediqugiing module

nodul_e
53. Therefore, the decoded data is used as device

information of the main body of the mobile telephone 11
if the algorithm of the key information 42 and encoding
module 43 is the same as the algorithm of the key
information 52 and encoding module 53 (that is,
authentication of the main body of the mobile telephone
11 is successfully performed). For this purpose, the
main body of the mobile telephone 11 holds the decoded
data as deice information of the IC card C in the
memory section 36,

The IC card C which has received the decoded data
from the main body of the mobile telephone 11
authenticates the main body of the mobile telephone 11
based on the received decoded data (step S$33). That
is, the control element 61 of the IC card C determines
whether authentication is successfully performed or not

according to whether or not the decoded data received
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5 53 coincides wth the decoded data decoded by use of

the key information 42 by the encodi ng nodule 43, it

nmeans that the encoding algorithmof the key

i nformati on 52 and encodi ng nodule 53 of the IC card C
coincides wth the encoding algorithmof the key 10

i nformati on 42 and encodi ng nodul e 43 of the nobile

tel ephone 11. In this case, 4t had8xontrol elenent 61 of

the IC card C determ nes that the nmain body of the

nobi |l e tel ephone 11 is valid (it determ nes that

aut Heran date omiof bduly nef ntloodyolnfl4 hee hblhidee 11 coincides
tel ephone 15 11 is successfully performed). Further,

i f tHhadiiermutdmgn oicalaten Sdatencobed by use of the

key information 52 by the encodi ng nodul e 53 does not

coi nci de ¥R¥% H¥3eP Hec obe dt it 2 deeibibel byoys@at af 5t hencoded

RO R I RO N
i nf ti.on..5 d di 53 th d C
Hoee o It At T Ol (e eoded diY (e of

Koy i G _ ! Co
o HefE R e g MY b G Hodfs TRAT s
conteQin Lltaymnty 1l é?‘l‘cc;cﬁeh_q gl%ﬂitﬁmgeé@rm@%e hat

the nmain body of the nobi tel ephone 11 1is n valid

(it indeiretadings dhainAWheit At $hesfMmike bedYecard ¢
of the 33 nobile tel ephone 11 fails). Wen

aut lerinicdatasonviafh the raidodioty OfgdhiecHmid eche key

t el ephone 11 by the IC card Cfails, the contro

el ererflor®e tdfort He la@ ot amato@ icumicsiudpe t4% &f ridie mobile

Couqzﬁzphone 11. In this case, the control element 61 of
the IC card C determines that the main body of the
mobile telephone 11 is valid (it determines that
authentication of the main body of the mobile telephone
11 is successfully performed).

Further, if the authentication data 51 encoded by

use of the key information 52 by the encoding module 53
does not coincide with the decoded data decoded by use
of the key information 42 by the encoding module 43, it
means that the encoding algorithm of the key
information 52 and encoding module 53 of the IC card C
does not coincide with the encoding algorithm of the
key information 42 and encoding module 43 of the main
body of the mobile telephone 11. 1In this case, the
control element 61 of the IC card C determines that the

main body of the mobile telephone 11 is not valid (it

determines that authentication of the main body of the
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5 (not shown) which indicates the nunber of errors. if
the error counter is counted up, the control el enent
61 determ nes whether or not the count (N) of the
error counter beconmes equal to or larger than the
preset retry nunber (n). If the nunber of errors is
small er 10 than the preset retry nunber, that is, if
it is determned that it is netkssary to retry the
aut henti cation process of the main body of the nobile
tel ephone 11 ("YES" in step S34), the controller 35
per freeipil e hiee beplhene | tht fanl process of the main body
of 15 the nobile tel ephone 11 of steps S28 to S34
agai n. WékerudWeReNBAER bRoBf Of hehaahalhodgdpf of hehe mobile

nmobi | e tel ephone 11 by the I1C card Cis successfully
per f o hERfOR e1£d$¥r6¢ge¥%dﬁﬁ¥d6q bithe teecoprterl

| ificati f f t henti cat i
B R R o B e SR8l Yt R counter
th i . C C S35) .
he (R0l ARILOE MRt e MlMbEL (SEeRaiiRd 1e

t he ymbid erd el ephoner 1ils and A& &ay he é‘c%t%égiséf&nent 61

to the process of steps S20 to S35. " The nutua

aut heaie eeinad Riogess of dde o nchady af) the mmbideror
tel ephone 11 and I1C card C nay be a process of

mut uabuntenlidentd £ adqugl the omi Tabpsly ©fah hehaopideet

tel ephone 11 34 and IC card C and causing the IC card

C t oredejuinumbetevice. | nFHrivhed i rombeé ensf ofrtdues nbs nsmaller

body of the nobile telephone 11 as the results of the

nut ddlan ditheiesdt i trEp guegess, that is, 1if it is
determined that it is necessary to retry the
authentication process of the main body of the mobile
telephone 11 (“YES” in step S34), the controller 35
performs the authentication process of the main body of
the mobile telephone 11 of steps S28 to $34 again.

When authentication of the main body of the mobile
telephone 11 by the IC card C is successfully
performed, the control element 61 of the IC card C
supplies a notification of success of authentication as
the authentication result of the main body of the
mobile telephone 11 by the IC card C (step S$S35).

The mutual authentication process of the main body
of the mobile telephone 11 and IC card C is not limited
to the process of steps S20 to S35. The mutual
authentication process of the main body of the mobile

telephone 11 and IC card C may be a process of mutually

authenticating the main body of the mobile telephone 11
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5 According to the first operation exanple, the IC

card nounted on the term nal equi pnent perforns nutua

aut hentication for the main body of the term na

equi pnrent and the network authentication process for

the 1C card is perfornmed by the conmuni cati on conpany

10 system based on the result of the nutua

aut henti cation and authenticati®h imformation of the

IC card. Therefore, it is not necessary for the

communi cati on conpany system 20 to individually

aut hrd | Eat @@ ¥#eC | @@ ac@duahagt hlee nBC ncdpdyCofot Aeqlbre

term nal] equipnent. As a result, in order to permt

t he CORMERI tat PERe EEApatyeByseEntDe aipnbpdy dedl fhe mobile

authen{i ate tﬂﬁ | C card and the pain bodg,of t he

nobi t& SR YPhone Ihi Hee sEREMEY ©F Ehe Tekhfhal

equi énfp m@ich the IC card is nounted, that is, 20
y-ofth

secuti e Wi 2RET¥%R° envi ronnent of the IC card

is ”HintaAESQrdiﬁ i§ongﬂengg§§§?éé8£%tkgﬁr8§§3p§?zethe IC

comrmuni cation track and ta rocessi ng

for cdhe raimesd i eati @@ﬁﬁ§$§lf9§ulﬁﬁeﬁg: & o 2nd mutual

the main body of the term nal equipnent. 25 Further,

accarulignt ncdtitod | St ©pErad 1 OMbARNPE eche WEANLHEL | C
card is authenticated by the conmunicati on conpany

systeqmipnent aasdi tise i méovomk | DntlassoOCtat eon 3protéds for
the term nal equi pment which is nmutually

aut Her i Kat@rd ol s hee chommed day | oine coomranyi systi@em company
Thus, the comruni cati on conpany system can easily
acqUiYEShivrird i Uh Hssoesstld of thhe heubweh dodyentication

and authentication information of the IC card.

Therefore, it is not necessary for the
communication company system 20 to individually
authenticate the IC card and the main body of the
terminal equipment. As a result, in order to permit
the communication company system 20 to individually
authenticate the IC card and the main body of the
mobile telephone while security of the terminal
equipment on which the IC card is mounted, that is,
security of the utilization environment of the IC card
is maintained, it is not necessary to increase the
communication track and take a long processing time for
the authentication process for the IC card and the main
body of the terminal equipment.

Further, according to the first operation example,
when the IC card is authenticated by the communication

company system, it transmits information associated
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5 the term nal equipnment on which the IC card is
nmounted as well as information associated wth the IC
card. That is, according to the first operation
exanple, it is not necessary for the comrunication
conpany system 20 to individually acquire information
10 associated with the main body of the nobile
tel ephone fromthe main body df5the nobile tel ephone.
Therefore, in order to cause the conmmunication
conpany system 20 to individually acquire information
fromitie the ntoodinabfedqeomennt | which ephanetuatilys not
necessary to 15 increase the comunication traffic. As
a r éstfthentieated esenthe orprmictes bror yetreparansystem.
perfarmthe efficient data comunication while ,

i Hi nt}? HEOERY AL COMRARY | $Y FBM oppn easily

i ent of the IC card. Further, the .
ComAMILERY o EHHFAP S YAt 96 20 Fartkh Tt ovht gy of
jat ith the | d_of h the, .
ot G Bor AP Gul 1RO nHlS o o T ko mounted

tilg ' it |4 zati { { ' b
on 14 areiat oo Sesoa s T TR S P AL 8 e pREEE.

the | C carrh 4ot e&cémw)t@ftwef%s@%%@ﬂégf% Ofkample,

system of the user (a possessor of the IC" car

based drs imftonmeadtd o as st adied dérinurt 116 t 2SI SRR ny

having the I C card nounted thereon and 36 acquired

fr odAten Ckdrad iwidichi duwsa Sluc cassfiutd yin 2okt drcat ed.

For exanpl e, when the communication conpany provides

var iSRS Seahiad el thort hshenaiigerhodheo £ cdrammiziate drelephone

company system can easi Ity et information
from the main body of the mobile telephone. Therefore,
in order to cause the communication company system 20
to individually acquire information from the main body
of the mobile telephone, it is not necessary to
increase the communication traffic. 2As a result, the
present communication system can perform the efficient
data communication while maintaining the security of
the utilization environment of the IC card.

Further, when the communication company system
manages information associated with the IC card of each
user, the communication company can get information on
the utilization state (utilization state determined
based on information associated with the equipment
having the IC card mounted thereon) of the
communication system of the user (a possessor of the IC

card C) based on information associated with the

equipment having the IC card mounted thereon and
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5 on the services utilized by the user. Further, even
if the user having the IC card uses various term na
equi pnents, the conmuni cati on conpany system can
adequately get information associated with the

term nal equi pnent which the user utilizes. That 10
i's, the communi cation conpany can provi de an
environment in which the user h#ving the IC card can
efficiently utilize the comunicati on conpany system
by wuse of various term nal equipnents for the user.
As aacqesigd, frére thenifi catd onh canpianyscace ps Hyl D
fine and 15 precise services for the user. As
descy P abedecd t heF epbexamp ke ephiote tile i sommenication
exanpl e of the term nal equipnment, That is, the first

oper @R & xXRFPY AT Pl AbD| $VEV1eea F@F @l user, the

equi geq} such. as the erson%% coqgﬁter , PDA 13, 20

el ect T oM A Ght e R 1 45 Y Eh S € | St ettt ¢Fmation

t he [ ' o] ) m.20 with the IC card C

nouﬁ%gd tEé%%%hggiix¢?§?%§§%2%gH&“%ﬁ%?%ﬁ1on exanple is

expl al nedeur Fhes! o A OPLT e ORe DETALEIIRI YRENTENEALE uses
ody of t e

card C 25 nounted on the main e nob

t el ephonaisl It d Smsdar t]&%iﬁn%,aiﬁ’}?@ Asrh}e: S£COM company

operation exanple. F 7 1is a flowhart for

i | ustertadn nopranade @rat @peredt o Nerdaor Ted adescideed Giith

card C nounted on the main body of the nobile

t el épivorieelinasl stq@rimebrs whiech sgdoontse@paratitres. That

exanpl e. The process of steps S41 to $S45 shown in

FI Gisp jthe Mo et ide qrmurens ofn gepside an
environment in which the user having the IC card can
efficiently utilize the communication company system by
use of various terminal equipments for the user. As a
result, the communication company can provide fine and
precise services for the user.

As described above, the mobile telephone 11 is one
example of the terminal equipment. That is, the first
operation example can be applied to a terminal
equipment such as the personal computer 12, PDA 13,
electronic game machine 14 which can communicate with
the communication company system 20 with the IC card C
mounted thereon.

Next, the second operation example is explained.

First, an operation performed when the IC card C
mounted on the main body of the mobile telephone 11 is

started is explained as the second operation example.

FIG. 7 is a flowchart for illustrating an
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5 S11 to S15 shown in FIG 5. Further, the process of
steps S52 to S55 shown in FIG 7 is the sane as the
process of steps S16 to S19 shown in FIG 5. That is,

when the 1 C card C nounted on the nobile tel ephone 11
used as the. termnal equipnent is started 10 (step

S41), the IC card C and the nain body of the nobile

t el ephone 11 on which the IGcatd Gis nounted

performthe nutual authentication process (step $42).

As descri bed above, the nutual authentication process

of tdreemati yobaolyr D rivdd windih | €hé el @pbane dImandtébeoh Cche
15 card Cis a process of causing the main body of the
nmobimat éP@ﬂ)\"IG?hg ghe grebile tlephon€ 1b peréoanted as the
mutual aut hentication based on key information and

encoti TR SIRfFOTG T HM tIredBRE S - FoFhexRRpfessthe #epal S41 to

0 A byttt Hd T b 1 (5 (R A pof R HBecess of steps
i in FIG 6. If it is

ot e iy 4 R EEE T e et ‘i?i‘%fp’f‘!P?r%é? of

b ' ti j ils)._ o

ot ek (5 T s AR LERHIOT PUreote of e dnclne

mai 1pdis Pio £ hee dppbid g ted ephong, I ), and ffzcasd C by

the nutual authentication process I1s not equal to or

| arger ti@mate 8 eseied i thd et nedberc nmo NGt &d shePhSBobile
38 n<N), the ICcard Cretries the nutua

aut Herltepdatrieonl 1 prasesss ofhestteprn®d?al g hetient fidtstSrred

determ ned in the above determ nation process that

t he (piererSN)(t Heendifberal C and the main body of the
mobile telephone 11 on which the IC card C is mounted
perform the mutual authentication process (step S$42).
As described above, the mutual authentication process
of the main body of the mobile telephone 11 and the IC
card C is a process of causing the main body of the
mobile telephone 11 and the IC card C to perform mutual
authentication based on key information and encoding
algorithm thereof. For example, the mutual
authentication process of the main body of the mobile
telephone 11 and the IC card C is performed according
to the procedure shown in FIG. 6.

If it is determined that the number N (the number

N of times by which the mutual authentication process
fails) of mutual authentication processes performed for
the main body of the mobile telephone 11 and IC card C

by the mutual authentication process is not equal to or

larger than a preset limited number n (NG in step 843:
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5 of times by which the nutual authentication process
fails) becones equal to or larger than the preset

nunber n (NG in step S43: n~N), the IC card C perfornms

an error process on the assunption that the nutua

aut hentication of the main body of the nobile

t el ephone 10 11 conpletely fails (step S44). For

exanple, like step 514, in-the&rror process, a

process of formng error information is perforned. If
mutual authentication of the main body of the nobile

t el epfidhe e ahd ¢&rdaCdr&tbies heheutwahalSauthentication
aut henti cati on process is successfully perfornmed (K

in RYepesa3xyt shepl®iard C forns data indicating the
result of nutual authentication for the main body of

the nobi | EBufeR@phokE 1t basedaternipedabibhehei eheien
application (step S45). The data indicating the result

20 o ewrﬁjarllétéju?‘ﬁe?\’f‘?%%ﬁo%h?ibrg??]emﬂ@?%r dytle ppmber N
nobi ne | s, for based, on the result of

The P aI e R r AT oR Trouet e R ior LESH r8less

i nf ' t i n, body [

ol eonpre B gne 1 AT oV e B iy presec

i ndi gathd d hen@Sinm estdd O3 Mgl authenti catyon fO0fforms
the main body of the nobile tel ephone 11 contains

ti mean ne s € hp f e s SNub i at h @ @Rk €S OFh PF OCIRS Smli Ofia 1

the main body of the - 39 nobile tel ephone 11 is

per faxtesh t icd Dromto Dnchassaich abedly vo £ ht idemsidd he bogyephone
of the nobile tel ephone 11 (for exanple, the

spech¥ i camp et e hmkiea i Lsrotetemadred ) of Edwe emampbodylbke step
the nmobil e tel ephone 11) and the

4, in the error process, a process of forming error
information is performed.

If mutual authentication of the main body of the
mobile telephone 11 and IC card C by the mutual
authentication process is successfully performed (OK in
step S43), the IC card C forms data indicating the
result of mutual authentication for the main body of
the mobile telephone 11 based on the authentication
application (step S45). The data indicating the result
of mutual authentication for the main body of the
mobile telephone 11 is formed based on the result of
the mutual authentication process, the device
information 51 of the main body of the mobile telephone
11 and the like. For example, the data indicating the
result of mutual authentication for the main body of
the mobile telephone 11 contains time in which the

mutual authentication process for the main body of the
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5 like. The data indicating the result of nutual

aut hentication for the main body of the nobile

tel ephone 11 is held in the IC card C as data 54 to be
transmtted to the comuni cati on conpany system 20. 10
If the nutual authentication process for the main

body of the nobile tel ephone 11 is successfully
perforned, the control elenment 3 of the IC card C
performs a searching process of searching for a device
(parts of the main body of the nobile tel ephone 11) 15
ot heroRhh® ?%bemh@ﬁebbﬁylﬁfpehéonm@d}elnécemhbnenll
which is required to perform nmutual authentication for

t he %%?%%&%F%?(%%%%st%ﬂemﬁh@ kady of nthejmokihie, tehephone
d ts. of bod f th bj | e
ol pholSh 1Sx Spmis, tﬂfiaa”fm%ciaﬁaabaﬁ oFakop, Fgdel name

nobi 0 Vj S_an_ex na
o L5 ST 5 PR B e on
tel ephane 11 or a function (nDduIe) whi ch the main

body of the nobile tel ephone 11 has. That is, in the

sear chi Ngrips 06868, 1 Ad I8Nt 68q WhhEhrb Syl eOYET Rt 491 25
per f or m nut ual authentlcatlon for the ICcard Cis

ext ractleshfram ide fleyi s wath Bodexberfaé Hemictes
connected to the main body of the nobile tel ephone 11

40 teegherot i bhsiswiehd t e e NTOodyrafCthe dobal 84 to be
t el ephone 11 has. For exanple, in the configuration
exaffla Pl 0 the ¢QuoinbesRipn ovoneany nsy sieema? f1.
body of tPF the mutual authentication process for the main
body of the mobile telephone 11 is successfully
performed, the control element 61 of the IC card C
performs a searching process of searching for a device
(parts of the main body of the mobile telephone 11)
other than the main body of the mobile telephone 11
which is required to perform mutual authentication for
the IC card C (steps S46 and S47).

In this case, the device (parts of the main body
of the mobile telephone 11) other than the main body of
the mobile telephone 11 is a device such as an external
device connected to the main body of the mobile
telephone 11 or a function (module) which the main body
of the mobile telephone 11 has. That is, in the
searching process, a device which is required to
perform mutual authentication for the IC card C is

extracted from the devices such as external devices

connected to the main body of the mobile telephone 11
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5 nobile tel ephone 11, the device D connected to the
mai n  body of the nobile tel ephone 11 and the |ike are
the devices (parts of the main body of the nobile

t el ephone 11) other than the main body of the nobile
tel ephone 11. In this case, the IC card C which has
successfully 10 performed the nutual authentication
for the main body of the nobil4)tetephone 11

recogni zes that the 1C chip 32 and device D are

devi ces which are required to perform nutual

aut e | Bendolhodorwhheh | theanali € bydy hef skearmadibhye
process. 15 The nodul es which the main body of the
nobitelerkaephbhehas: has and the external devices
connected_to the pain body of the nobile tel ephone 11
are recog%?%e%xa%Ql?hel@e9¥%ecﬂ%ﬁh@%ﬁ%h%0$uﬁé@mﬁheoﬁf

th i f_.the [le tel 1. The devi
andagort: 20 RTOH | 2 I AORF by ¥ CBAh W of the
ongi whi ch th i n_bod f .
the b e Tameie T 1 UG Lt o eethe main
i il
1 R TE Pt Rihcti b, TR e the

funcdldwircdealdzed kyr 2 dafdid thhg, tde cantyal{ £L ‘@élephone

to execute prograns of the device drivers

cor riéspartdieng ot eSpeeid Me BiRW e .t HOmE@EI®! ©s 1 ephone

i nformati on indicating each device 41 recogni zed by

t he ldevi de rdmiageress, fureti®rodsd St orteibh asapagic@fssfully
systeminformation indicating the present system
confAsgifcatiesh tére et Yrobid ut hast teiptrdnieonl Ifn e main body

menor ection 36 of the main body of the nobile
oélgﬁe mé%lle telephone 11 regggnizes that the IC chip

32 and device D are devices which are required to
perform mutual authentication for the IC card C by the
searching process.

The modules which the main body of the mobile
telephone 11 has and the external devices connected to
the main body of the mobile telephone 11 are recognized
by the device management function of the main body of
the mobile telephone 11. The device management
function is realized by device drivers corresponding to
the modules which the main body of the mobile telephone
11 has or the external devices connected to the main
body of the mobile telephone 11. That is, the device
management function is a function realized by
permitting the controller 35 to execute programs of the
device drivers corresponding to respective devices.

For example, information indicating each device
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5 tel ephone 11. In the searching process, the control

el ement 61 of the IC card C acquires system

i nformati on containing information indicating each

devi ce recogni zed by the device managenent function
fromthe main body of the 10 nobile tel ephone 11. The
control elenent 61 of the IC card C recogni zes

i nformati on indicating each-devlce - recogni zed by the
devi ce managenent function based on the system
information acquired fromthe main body of the nobile

t el epforen fidecinoly ette add 6lce deviagemdntchfusct Son is stored
required to performthe nutual authentication process
for 3heéPadt cf B YGtahel mlermehi e prrotesst img ttlee spepsent

S46 may be perforned by the nain body of the nobile
tel épw%fr?évlqon%#ﬂy%fel%@a%hﬁhﬁg FRzle akemrone 11 in the

transmtted to the 20 card. In this case, the
cont B9 f SR h%gn%?nubeod’ﬁ/alrbfb?%é Npbite mobile

tel epho i ch successfully perforns the nutual
hen%ﬁﬁSﬁ%\Mh

aut on process for the IC card C searches for

a device il i $-4 £ eiﬁ{?%f&hé§¥f(¥ﬁg %&géﬁ?l element 61

aut hentication for t card fromt devi ces

recegnized My ddye) A8 & MBNAGSRI N T ok 1 ol Nontaining
controller 35 of the main body of the nobile

t el eiptfaenalth drr ainsdtidase iy asre | vy i duli Edd d ik A A2 the
device which is required to perform nutual

aut entiicsamizora deorertthef UrCtoiand fEaeartehethim Bdw®y of the
searching process to the ICcard C. Wen it is

det @R ided tensphdrer e li.s Phoviaedm]l element 61 of the IC

card C recognizes information indicating each device
recognized by the device management function based on
the system information acquired from the main body of
the mobile telephone 11 and extracts a device which is
required to perform the mutual authentication process
for the IC card C.

The searching process in the step S46 may be
performed by the main body of the mobile telephone 11
and the searching result can be transmitted to the IC
card. In this case, the controller 35 of the main body
of the mobile telephone 11 which successfully performs
the mutual authentication process for the IC card C
searches for a device which is required to perform
mutual authentication for the IC card C from the
devices recognized by the device management function.
The controller 35 of the main body of the mobile

telephone 11 transmits information indicating the
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5 device which is required to performthe nutual

aut henti cation process by the searching process ("YES'
in step S47), the control elenent 61 of the IC card C
perfornms the nutual authentication process for each
device which is determ ned necessary to performthe 10
mut ual aut hentication process (step S$S48). For exanpl e,
as shown in FIG 2, if the IC A p=32 is nounted on
the main body of the nobile tel ephone 11 and the
device Dis nounted, the |IC chip 32 and device D are
r ecSHH 7R Wi devi ceseqi e¢d ate pertorredutoudb perform
mut ual _aut hentication for the ICcard C. In this
cas@ VRN IC TP E Perthr nkC (PRI usgarched in the

aut henti cation process for. the IC chip 32 and the
nut UAl° A %t‘?“g%‘ﬁ%sn T o%%sfq o72%%he  devi ce D.

Furtner, el SUDERIARL R0 PUEESS 21al0s: 29 o

| C card and ‘eac evi ce con a

Cau&iél&cee%ﬁéﬂlﬁg ;%H::@@C%? d6¥i £ Q%}?]‘é‘etrﬁgﬁéfgt o

the 1C card C a ocess causi ng C

to autietiGateeash Jdeth Pt £ach-Wayd 68roFOLs LYES”

exanpl e, the procedure of the nutual authentication

prodessstfeyr 347 ,| Groardbranh eaglheddiCtd Do OrLRACt card C
device can be realized in the sane nanner as the

pr ogedificernoef tthee nmuttueall ettt i ot in grasess fof édeh

- 43 1C card and the main body of the nobile

t el slhdiee Whigh isholetdmifiad recdmramxanplmer fdwem the

mutual aut hentication process for the IC card and

eac MUfd\ilc @utden eatdsln 2upassa (FricresH of .

deterninin%:whether or , ,

For example, as shown in FIG. 2, if the IC chip 32
is mounted on the main body of the mobile telephone 11
and the device D is mounted, the IC chip 32 and device
D are recognized as devices which are required to
perform mutual authentication for the IC card C. 1In
this case, the IC card C performs the mutual
authentication process for the IC chip 32 and the
mutual authentication process for the device D.
Further, the mutual authentication process of the

IC card C and each device contains a process of causing
each function or each device to authenticate the IC
card C and a process of causing the IC card C to
authenticate each function or each device. For
example, the procedure of the mutual authentication
process for the IC card and each function or each

device can be realized in the same manner as the

procedure of the mutual authentication process for the
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5 not the key information and encodi ng al gorithm of
the 1C card coincide with the key information and
encodi ng algorithmof each device. If it is
determined that the nunber N (the nunber N of tines
by which the nmutual authentication process 10 fails)
of mutual authentication processes perforned for the
|C card C and the device does i3 not equal to or

| arger than a preset |limted nunber n (NG in step S49:
Nn<N), the IC card Cretries the nutual authentication
procEsscdpd ame theimzinfbody of ephSasoblibe Fuetdphonefll as
it is determined in the above determ nation process

t hat SR ntibBFC N § t heF prandeammle of the mpstwyl whi ch t he
nmut ual _aut henti cati on grocess fails% becones equal to

or PRI THAC IR RrRcets mbehe nl¢ N2 TR aR@peaaly: device

nZN) e I C card erforns 20 an_error process on
Che s B el fat Thet mATRET® d0F HOFRT ERA one 1ohe Eher o

devige Cﬁ@lﬁéfli’nfcgf%astfc% eh Sésrggodfr(?% agfq?% itehmigf the

the error process, rocess o ormn

i nf oravedd . ddowhieatd negi thecfaingdy oy VAL s i
whi ch the nmutual authentication %rod@%@n asé§5a¢2j?%%0dlng

i s perdarimtn dhe£fn adedid®r mation may be displ ayed

as an error nessage on a display section (not shown)

of the malf bodys ofetdremimdd | €hd el epbomenddr ot (t¥éd number
stored in a nenory (not shown). If nutua

aut Rerafi ddittesn orwhieh dewe ceatuseld aasthegrarisatofort herocess
mai n. body of the nobile tel ephone 11 fails, the IC

car ¢3¢ iy He mttughtathentite iipwindcesses performed for

the IC card C and the device does is not equal to or
larger than a preset limited number n (NG in step S49:
n<N), the IC card C retries the mutual authentication
process for the device of the step $48.

Further, if it is determined in the above
determination process that the number N (the number N
of times by which the mutual authentication process
fails) becomes equal to or larger than the preset
number n (NG in step S49: n2N), the IC card C performs
an error process on the assumption that the mutual
authentication for the device completely fails (step
S30). For example, in the error process, a process of
forming error information indicating the function or
device in which the mutual authentication process has
failed is performed. The error information may be
displayed as an error message on a display section (not

shown) of the main body of the mobile telephone 11 or
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5the ICcard Cis inoperable or the 1C card C may be
operated while the device which fails in nutua

aut hentication is set unusable. Further, when nutua
aut hentication for the device by the nutua

aut henti cation process is successfully 10 perforned
(OKin step $49), the IC card C forns data indicating
the result of nutual authent+cat4on-for the device
whi ch successfully perforns nutual authentication by
use of the authentication application (step S51). The
dat astioeedain ng mémoreshot ofhowbbal 15 aut hentication
is formed_based on the result of the nutua

aut hent i chf i Batpebcadshantigatier fﬁfthﬁtﬁ@ﬁiGﬁ ushd as

device. The_data indicating the result_of nut
aut RS Pt f ﬂ‘? dFaJtrheb‘E@él ek FRenerhiip Fﬁée}l’}é‘,o’é%r glc
as 54 t.0

t tt dtoth t
congg%y sys%%%ggb ran 3 |%8 ﬁﬁgn HE““”'Ca i on,

h d hip.3
gﬂgcessf y per o%%egnég?ﬁéﬁig car%h%gfgc IP% % may be
CONtSHAN LA Nen A1 O | AL PLOBL 0D HOp2 O s LIE A GBI P

32 as data indicating the result o

aut hamthaat i fod idesd€ ehipase. In this case, the
data indicating the result of nutual authentication

for the |Kicther32vicontmitsal f out4dnt E5a0PbE, £bt MBhéNdevice
which the I1C card C and IC chip 32 performthe nutual

aut Hentlilsatiwini ok coessen tieva teon i pf ocess | b9 oictdes i@ ly
chip 32 (for exanple, the specification, nmaker and

noddleiegenest (e Hevites) MY, the IC card C forms data

indicating the result of mutual authentication for the

20
%|state in which

device which successfully performs mutual
authentication by use of the authentication application
(step S51). The data indicating the result of mutual
authentication is formed based on the result of the
mutual authentication process and device information of
the device. The data indicating the result of mutual
authentication for the device is held in the IC card C
as data 54 to be transmitted to the communication
company system 20,

For example, when mutual authentication for the IC
card C and IC chip 32 is successfully performed, the IC
card C forms data containing the device information 45
of the IC chip 32 as data indicating the result of
mutual authentication for the IC chip 32. 1In this
case, the data indicating the result of mutual

authentication for the IC chip 32 contains, for
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5 the like. Wien nutual authentication for the IC card
C and device Dis successfully perforned, the IC card
C forns data containing the device information 55 of
the device D as data indicating the result of nutual
10 authentication for the device D. In this case, the
data indicating the result of nutual authentication
for the device D contains, ford%exanple, tine in which
the 1C card C and device D performthe mnutual

aut henti cati on process, device information of the 15
devie@my {F ort idxanipt evhidie Ppeci§icatd oh,ambkE? anip 32
model name of the device) and the |ike. In the

operPfS e xdifh I ShowR H the g cat i emtrrodes e dle i ce
step result of nutual

5 and indicating th
aut qréthitnﬁjdjr{“ f?ﬁa}i}}?e%fhl‘ﬁ‘%dv of I hee iRty Jehe
t el 0 . i.s held.in the, IC rd C as ta 54 to be
tran mﬁ{ltefeldgﬁeol%rhe n}:aok%nqrb%tr?ooqﬁea]cd}ﬁf%%f‘gy emopice) and
Thergforg,£ach data formed in step S51 and indicating
the result of mutual authentication for each device is

held in tyhed Gueard %J%ﬁ‘f&aﬂér@_@@f%ﬂ@dﬁ%a&%ﬁ% C and

the 25 result of mutual authentication for t

bodylesficd e iDBiUR-dRIRPNONQAr At &4 1® berd ¢ forms
transmtted to the communication conpany system 20.

Thatdaits, domttahenidfy tdet alehd deo hefdrmansion t53 4O tHhe device
comuni cati on conpany system 20, information

assadciast ad el timdsaet ideyitde nedwt heSs suncdssf ul |y
perfornmed nutual authentication for the ICcard Cis
contaitheq tisadd@int ife¥ ttdre device D. In this case, the

data indicating the result of mutual authentication for
the device D contains, for example, time in which the
IC card C and device D perform the mutual
authentication process, device information of the
device D (for example, the specification, maker and
model name of the device) and the like.

In the operation example shown in FIG. 7, data
formed in step S45 and indicating the result of mutual
authentication for the main body of the mobile
telephone 11 is held in the IC card C as data 54 to be
transmitted to the communication company system 20.
Therefore, each data formed in step S51 énd indicating
the result of mutual authentication for each device is
held in the IC card C together with data indicating the
result of mutual authentication for the main body of
the mobile telephone 11 as data 54 to be transmitted to

the communication company system 20. That is, in the
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5 information associated with the main body of the
nobil e tel ephone which has successfully perforned
nmut ual authentication for the IC card C. The process
of steps S47 to S51 is perforned for all of the
devices that are required to performnutual 10

aut hentication for the IC card C. Therefore, when the
process of steps S47 to S51 +s &nded, information
associ ated with each device and the main body of the
nobi | e tel ephone 11 whi ch have successfully perforned

mut I tavthere ikatioansnittede 1€ che de@uivsn tont Abmedompany

in

15 the data 54. When the nutual authentication

procRELeBr2Q heltrear o apgealated wheh deniloedevsce

l.eted ("NO' i
S nOUSHSTR Ha h s eSe g

eﬁ%;n7)’ the | C card C perfornms
i pPotE_Emed mytgal authentication

' ' 20 20 vi h i bod
of T T T (R AR Sy adq ki e
Pr 0CH$& Had N S§§§)oc5%§6te%n?itk?tet%%%rr{§&h€#gg%:,]c? tatltk?%rfnobile

process Is a process

erm

CONPae s M1 O a AW De d AL £

inserteﬁnto t he maian body 25§%‘T§ t%g?en%%%#je‘ﬁétp%%%e
11. ddtrmrthenit cat i oy fite the dGgard C and

aut hentication server 24 is successfully perforned by

47 t heThetporde sutdend t €@s | 47 prOCSSE { Spd PFSEREd for

S63), the ICcard Ctransmts the data 54 to the
aut kpdrt icfattinen dasrivesrs Zhagf arte oommurdd atd Qe efrmamyutual
system 20 (step S55).

authentication for the IC card C. Therefore, when the
process of steps S47 to S51 is ended, information
associated with each device and the main body of the
mobile telephone 11 which have successfully performed
mutual authentication for the IC card C is contained in
the data 54.

When the mutual authentication process for the IC
card C and all of the devices is completed (“NO” in
step S47), the IC card C performs a network
authentication process for the communication company
system 20 via the main body of the mobile telephone 11
(step S52). Like the process of the step S16, the
network authentication process is a process of
permitting the communication company system 20 to
authenticate the IC card C inserted into the main body
of the mobile telephone 11.

If authentication for the IC card C and

authentication server 24 is successfully performed by



10

15

20

25

5 Thus, in the comunication conpany system 20,

i nformati on associates with the main body of the

nobil e tel ephone, function and device whi ch have
successfully performed nutual authentication for the
IC card C can be acquired. In other words, in the
comruni cati on 10 conpany system 20, information
associated with the main body ©of a term nal equi prment
on which the ICcard Cis nounted, a function of the
term nal equi pnment and an external device connected

to tihee tretiovak ®guhieneitachon peoacssi (@K, 1A5sWEnss3),
network authentication in step S52 fails and if the
nunidere NGfcardes oransrel het woe kdata heht tcathen

process perforned is smaller than the preset retry
numFBtEETINGE I S TP 53 #4NT Ee ¢@mERHCa el el egompany

the _ network authentjcation process of step S52.
Furtshyes‘ret,em2%O i EStteHé ‘éhiﬁ)oer N of times of the nutual

t hent | f d. b |t
arger than The prceeto FRCTY natber RN | RYSteR 207

S533irﬂ'f>dr[}9atit5he és%oc,ciael"éjeQ%jfﬂi ;‘u?l'\e% r@%\%aﬁlyt%% the mobile

aut henti cati on error process

net war ke gHEReNntf Gatd 0fh eI PrgAb; B e He E&‘@é@é&sfully

error information indicating that e networ

aut penticeatd Dmdiidis 4 HaitReht £ rexaml eictherg ¢ can
error informati on may be displayed as an - 48 error

mes$ege @uizead spllay cEoit o fdwt Showmy @Smihei c4ami én

body of the nobile tel ephone 11 or stored in a nenory

( NOCOFIRARNY) .S Yt arthe? (o rimufd et ti ioom corgranya sy tweii20she main
body of a terminal equipment on which the IC card C is
mounted, a function of the terminal equipment and an
external device connected to the terminal equipment can
be acquired.

When network authentication in step S$52 fails and
if the number N of times of the network authentication
process performed is smaller than the preset retry
number n (NG in step S53: n<N), the IC card retries the
network authentication process of step S52. Further,
if the number N of times of the mutual authentication
process performed becomes equal to or larger than the
preset retry number n (NG in step S53: n2N), the IC
card performs a network authentication error process
(step S54). In the network authentication error
process, for example, error information indicating that

the network authentication fails is formed. For

example, the error information may be displayed as an
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5 information associated with the main body of the
term nal equi pnent (main body of the nobile tel ephone)
on which the IC card is nmounted, information

associated wth each function (contained nodul e)
installed in the termnal equipnment (nobile

t el ephone) and information 10 associated with each
external device connected tce thHe8 t-erm nal equi prment
(rmobi l e tel ephone) can be acquired fromthe IC card
whi ch has perfornmed the network authentication in the
pr ocessomfmet guse S 4 cdiShhlaNesdct ont hoisegiodwh) of the
operation exanple, the 15 operation perforned when the
systea e drddyriattiton rofbi tdhe e phdooelyl bfor hetomdsd | En a
tel ephone 11 is nodified while the main body of the
nobitE Y epHhestoWrand | C card are being operated is
expl ai ne FIG 8 is a flowhart for illustrating an

20 oper at 1O R AR At 1 PR SQreRERY covs FYura®i on of

t he ., i ody of  the mobile telephone 11 is nodified

whi Ilenr?aq%neabcnlac%/nn BoRy lo%@?ci’]ew%ﬁj}bi 3 trréqje'b#b‘?iiy A JiE 1
car e bei : ed as t ec operati o
e il SRR S, MBI PRGBS S e epnone)
FI GorB st dihe > 19808, @F {NeRIRGESS iqfosrtn?aocsioﬁ‘fl%]gsoociated
S51 shown in FIG 7. In a termnal equi pnment such as

the winli leach 4hndelephaim tblinddenc(SldMinstalled in the
configuration thereof may be nodified during the

opertarmimaln espnpneases(mdidrl e exeArgydind)n 4 information

configuration exanple of FIG 2, the device D may be

con@gé@osd ated ivigdr teebh md)enrted device connected to the
terminal equipment (mobile telephone) can be acquired
from the IC card which has performed the network
authentication in the process of steps S41 to $55.

Next, as the second operation example, the
operation performed when the system configuration of

- the main body of the mobile telephone 11 is modified
while the main body of the mobile telephone 11 and IC
card are being operated is explained.

FIG. 8 is a flowchart for illustrating an
operation example when the system configuration of the
main body of the mobile telephone 11 is modified while
the main body of thé mobile telephone 11 and IC card
are being operated as the second operation example.
The process of steps S63 to S65 shown in FIG. 8 is the
same as the process of steps S48 to S51 shown in

FIG. 7.

In a terminal equipment such as the mobile
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5 interface section 34 in sonme cases after the power
supply of the main body of the nobile tel ephone 11 is
activated (during the operation). The device D
connected to the interface section 34 is recogni zed
based on the device managenent function by the main 10
body of the nobile tel ephone 11. In such a case, in

t he second operation exanple; 4% the device Dis
required to performthe nutual authentication process
for the ICcard C, the IC card C perfornms the nutual
aut Henterhnonl br oeee ssyotem heorl 5iglevda teol wimelreof may be
transmts data indicating the result of the nutua

aut HaH IR AP i elshe fope kel elovi R eS PR oCaspe. For

comruni cati on, conpany system 20. That is, in the
secontr er"at}frbntrgé%(a%‘fﬂ - d%’(‘/‘i’%%f‘? Ohdgkd- 1o the

th YN I ' [ [ ted, the |IC
car S CHE Bl R IO heh TR PR T f gk "End
deviGh andhcd ransids fat f, Cohal i 00 1 DEOLIBL O ye 1
associated wwth the device to the comruni cati on

CONRABP 1Sy B 10 mdNeX tbody C@ﬁetr\f@%@éméttéﬁeom%gmﬁl is
y

that a device D is inserted into the main bo t he
mobidce itvel tephofdur 25y dhavigdird i e Ng oReradeced p

expl ained. That is, when the device Dis connected to
(i nsamredttiad Ao tttee nbltid efade| sphtonen 134 iderecognized
controller 35 of the nobile tel ephone so 11 recogni zes
t hattases davitde Bl4wl e megrteehndras ettt i othéodetheanain
managenent function. Information indicating that

conm®dY Gf e mekiehs deeIisrronechlni zed is  suppli ed

fron1the:fontr |l er 35 of, the nobile tel ephone
n such a case, 1n the second operation example,

if the device D is required to perform the mutual
authentication process for the IC card C, the IC card C
performs the mutual authentication process for the
device D and transmits data indicating the result of
the mutual authentication process for the device D to
the communication company system 20. That is, in the
second operation example, when a device is added to the
terminal equipment which is now operated, the IC card C
performs mutual authentication for the device and
transmits data containing information associated with
the device to the communication company system 20.
Next, a case wherein it is assumed that a device D
is inserted into the main body of the mobile telephone
11 which is being operated is explained. That is, when
the device D is connected to (inserted into) the mobile

telephone 11, the controller 35 of the mobile telephone
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511 to the IC card C nounted on the nobile tel ephone

11. \When receiving the above information, the contro

el enent 61 of the I1C card C recogni zes that the device

Dis connected to the main body of the nobile

tel ephone 11 (step S61). Wen connection of the

device Dto the 10 main body of the nobile tel ephone

11 is recognized ("YES' in step0S6H), the IC card C

determ nes whether or not the device Dis a device

which is required to perform nutual authentication

for thed@aarak<C st thaSgRvids Wisn commectédnoased on
the device Dis recognized, it is permtted for the
contyhsl 148V i3B gfanaenaybi | fingtel @phonkn fdrnat Het ekmrdiheating
whet her. or not the device D is required to perform

mut U2 i AHEHRG AT G fidte tIRVIe Rakd ecafiatz¢s, is

when it .i.s determned that the 20 rec i zed device

o R R T (ST D bt gt MRkiare telephone
aut henti cat,j o o) I d,C,.the cqaniroll 5

of triﬁ'e er?og%}ieerktd‘elcgap]{n%ﬁ:e n}cléllﬁﬁtraeydionr% otltrhrﬁ tl?fgm]lrec %%r%pzrﬁ'?ne 1L
that the gew i 51 cPnnest i11.S: det 1, N

that the devi gie(%lc‘glnﬁ%ct ed %%V%ﬁ%éé}nﬁ% Jl'(?lg' SEAL NEntrol

tel ephoratllol of el red do-Pet fredBgribddlthat the device
aut hentication ("YES'" in step S62), the control

el erents @brfedter] 146 aatd nG perdadyoMii@Iinddile telephone

aut hentication for the device D by the sane process as

t he 1gr dcdsy F619t.ephAB danrshdt it eps 1363 dawviS66)D 44 the

mutual authentication for the IC card C and device D

i s Sadeedsdy lof pévef araked o "teESPHanestlep 1864)gcognized
("YES” in step S61), the IC card C determines whether
or not the device D is a device which is required to
perform mutual authentication for the IC card C (step
S62) .

When connection of the device D is recognized, it
is permitted for the controller 35 of the mobile
telephone 11 to determine whether or not the device D
is required to perform mutual authentication for the IC
card C. That is, when i1t is determined that the
recognized device D is a device which is required to
perform mutual authentication for the IC card C, the
controller 35 of the mobile telephone 11 may inform the
IC card C that the device D is connected.

When it is determined that the device D connected
to the mobile telephone 11 is required to perform

mutual authentication (“YES” in step S62), the control

element 61 of the IC card C performs mutual
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5 the ICcard C forns data 54 contai ning device
informati on 55 of the device D as data indicating the
result of mutual authentication for the device D (step
S66). In this case, in the data 54 indicating the
result of nutual authentication for the device D, for
10 exanple, tinme in which the IC card C and device D
performthe nmutual authenticatiddn process, device

i nformati on of the device D (for exanple, the
specification, maker, nodel name of the device) and

t he autihentareattioom af ored-hd dafhiere thebdatlse Sslame process as
i ndicating the result of nutual authentication for

t he W& iIRCTPIS Forierps t$8 1 cr H @@p%n%@ﬁttsot%@
data 54 to_the authenticatjon server 24 of th

conmmuni catt IR bR aRytRSRE Rt 2ECRI BO¥ heheral f C%‘élyc ofnd

|t PRI SO Trear L (N L ed DR chi step S64)
add I@O r% eﬁ]@ 1 C%J the o9 er ati on
?ﬁn IOIC(; car %& ]{ Fas t{ F%

ransm ted en ication

Seererffc%AnaPJlSrhei§Wé;acﬁé Wydatsé'sfﬂrieg%:o%@nthe

the device Dis connected to e nobile 25 t

11. Assit estlldutudl til@tk@éﬁihﬁiﬁﬂf&t'ﬁ‘; @eévc%vi?éeojﬁ (step
t he communi cati on conpany system 20, information

assad@t.ed I tthihecasy) cen Divdhiddta ssSaddedh & id the
nobi | e tel ephone 11 during the operation of the IC

car rGuls addethtunl rdwrnett iore bicgui fed @te tdevice D, for
starting time of the I1C card C (information associ ated

Wi t XN e Vi igee it Winfadr nehd o assioti Gitasdd wilethi edeD

perform the mutual authentication process, device
information of the device D (for example, the
specification, maker, model name of the device) and the
like are contained.

When the data 54 indicating the result of mutual
authentication for the device D is formed, the IC card
C transmits the data 54 to the authentication server 24
of the communication company system 20 via the main
body of the mobile telephone 11 (step S67).

Thus, information associated with the device D
which is added to the mobile telephone 11 during the
operation of the IC card C is transmitted to the
authentication server 24 of the communication company
system 20 when the device D is connected to the mobile
telephone 11. As a result, in the authentication
server 24 of the communication company system 20,

information associated with the device D which is added
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5 mai n body of the nobile tel ephone 11 subjected to
mut ual aut hentication at the starting tine) and thus
regi stered. When the system configuration of the
nobil e tel ephone 11 is nodified during the operation
of the 10 nobile tel ephone 11 and I1C card C (when a
device is added), the IC card C can securely perform
mut ual authentication for the3@evice added to the
nobil e telephone 11 and supply information associ at ed
with the device to the conmunication conpany system
20 By theperdoirlkg g tdmhpreodes wfing epgse SHdetar 8387.0f the
As descri bed above, according to the second operation
examdl €35hE 116 AL e ridrpignaiitQml acaut Frta e athon

cquISTEr B I G i IR oA TR 0o (A Lated
t 1:nal ' t) which | ired t f .
ot U T ot ot O o1 1 e 1] i ch ehe

' t he, | T.
o KR st o o Ama e eard B L T G o
COMMAHHLGAL iQ7F HAPIAM S LAM RS ed O Ie £ 88 L @Tthus

25 the above mnutual authentication processes and

aut hentiisaatdeen i nformati on of the I1C card. Thus, it is

not necessary for the communi cati on 53 conpany system

20 to i ndihardudid yswatidrenddrofd utdiel smi oif todymebitde

term nal equi pment and each device added to the

t er ied@pheqe prents (reodiodidce dyontray nede iogpdhet tar mhathe

equi pnrent and an external device connected to
mobile telephone 11 and IC card C (when a device is
added), the IC card C can securely perform mutual
authentication for the device added to the mobile
telephone 11 and supply information associated with the
device to the communication company system 20 by
performing the process of steps S61 to S67.

As described above, according to the second
operation example, the IC card C performs mutual
authentication for each device (a module contained in
the terminal equipment and an external device connected
to the terminal equipment) which is required to perform
mutual authentication not only for the terminal
equipment but also for the IC card C. Then, network
authentication of the IC card C is performed by the
communication company system based on the results of
the above mutual authentication processes and

authentication information of the IC card.

Thus, it is not necessary for the communication
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5 the termnal equipnment). As a result, in order for

the comuni cation conpany system 20 to individually

aut henticate the main body of the term nal equi prent

and each device while maintaining the security of the

mai n body of the term nal equi pnent and each devi ce,

it 10 is not necessary to increase the comunication
traffic and take a long processing tine for the

aut hentication process of the main body of the

term nal equi pnrent and each device. Further,

accorUNPRNY 05 Y $iteers ecdnitl oped &t i dia by exapipe et i¢at¢ hehe main
conmmuni cat i on conpany system 20, not only information
assRIB R vt tdentrah evaipent mndrer@h ndg¢vice added to

[ t . wWhjch the IC d C i t ed { al

o OV HR S cr B S b S ARHER ] e { oDt e
t.ained in the t i nal [ { d . 20 ext I

devi 6 Colect o N the 1Srif il -Gt prishl) o° whf Thehiagd ©0
casst : f ‘ﬂﬁﬁ I t ' [ h

IS%C card %%glnrpfl(re égcém yéwa%)g'ﬁi r%% . 41%%% &%J og% c%]?%?%ggor the

10 thSuR et ORer Ay 20 N d hen SOPTHRA CAL T on

conpany system 20, it is 5 not necessary to
i ndiadi e Yo Do UHE md rOrgddy o assOCl eRth i tdglhsnent

mai n body of the nobile tel ephone and each device
nourdred emch hiewiode [veniled ephiones friiony -tioel séderity of the
respective devices. Therefore, in order for the
comfifiie &ddin Tongenyt eyeien 2w ipnent vinliaddgh device, it
acquire information fromthe main body of the nobile
t el ephdiE THRCEEAT WA deicieass thr erivesskeation traffic
increéfe t.he , , , ,
and take a long processing time for the authentication
process of the main body of the terminal equipment and
each device.

Further, according to the second operation
example, in the communication company system 20, not
only information associated with the main body of the
terminal equipment on which the IC card C is mounted
but also information associated with each device (a
module contained in the terminal equipment and an
external device connected to the terminal equipment)
which has successfully performed mutual authentication
for the IC card C can be easily acquired.

That is, according to the second operation
example, in the communication company system 20, it is
not necessary to individually acquire information

associated with the main body of the mobile telephone

and each device mounted on the mobile telephone from
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5 communi cation traffic and take a | ong processing

time for the authentication process of the nmain body

of the term nal equipnment or each device. As a

result, the present conmmunication systemcan realize
efficient data conmunication and realize efficient

data conmmuni cati on 10 while naintaining the

hi gh- degree security. Further, 34 t-he conmunication
conpany system the wutilization state (utilization

state determ ned based on information associated with

t he tther mamdecguWmarticand dBverefore whichotder | £5r the
card is nounted) of the 15 communication system of the
usercqimhiE ifsseds oroneanhesysiere @ © el pedeaklyyacquire
acqui red based on information acquired fromthe |IC

car dHRFRASSIRN ot & Wi R BHED DRAY | *F (kR ﬁh%@%a%%%phone

the I C d ted th d inf ti
asS G A AT e Hovts o Vo R RtS TEY HE® 2P FEETFR the

tel ephong:s &0l oer%‘aéﬁPAFfié"haerE‘dFPaeké’OM&(g%:iéggessing time

conpany provi dles various services for on

| nf ordpatdn %j%ﬁcﬁ@éé’i&?ib‘%ééé§§%f’yt$@erné’§ﬁrb8@§‘ &€ the

easily acquire use of information attalined from

the tdmiGRd dduihifefOnaRin £ | Qv LONPANYs SYSEEM1 2D the
Further, even when the user having the IC card

ut i lpg zeservard smnsud fdd el et @edds, réaf Drevé f ODcient data

associated with the term nal equi pment which the user

55 wtannuzeiscanicbn rdrot et a bizassHC] at edt wild te t denmlevi cat ion

mounted on the term nal equi pnent can be adequately

acquilridee ime iried bohmunileaith bph tdepeesy s§seehty That i s,

the user having the 1 C card authenticated by the

Further, in the communication company system, the
utilization state (utilization state determined based
on information associated with the terminal equipment
and device on which the IC card is mounted) of the
communication system of the user (the possessor of the
IC card C) can be easily acquired based on information
acquired from the IC card and associated with the
mobile telephone having the IC card mounted thereon and
information associated with the device mounted on the
mobile telephone. For example, when the communication
company provides various services for one user,
information on the service utilized by the user can be
easily acquired by use of information attained from the
IC card in the communication company system.
Further, even when the user having the IC card

utilizes various terminal equipments, information

associated with the terminal equipment which the user
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5 comuni cati on conpany systemcan utilize the

communi cati on conpany system by use of various

term nal equi pnents. Further, even when the user
having the IC card uses various term nal equipnents,
it is possible to provide fine and precise services
for the user in 10 the comuni cation conpany system

As descri bed above, the nobil e el ephone is one
exanpl e of the term nal equi pnment and the second
operation exanple can be applied to the termna
equivdridritzesucindas. nf avadormal  asorquuitadred PO orthis device
el ectroni c game nmachi ne havi ng the comruni cation
fun@ﬁqﬂ¥GQNﬁﬂtQQﬂuﬂe@wwﬁﬂté§&§9ﬂﬁﬁqnﬁﬁﬁ|Qﬁu4QﬁﬁP@ﬁ¢1y
readi |l y ,occur, ta those skilled in the art. Therefor

thed 9dorimi % §°&l“6’é&éiatd§ﬁbcqc§“ﬁa§‘3hoﬁyfﬁerﬁlt edTert%t is,

20 th det tat
embGAIEE TGP dHiF dSC o T e A rEhS),
var id n[%tfll Cr?‘tdo P t«%?@?aﬁ""d&l O, departing

from t spirit or e general | nvent Ive

Con%@rﬁnﬁﬁca‘:lﬁfdrp% ﬁ}hes}ﬁsQ:Qﬁrn Haidw and dheiferminal
equi valents. 56 5 TITS'CLCAIMED IS 1. An

el eciquaineriey ceuminggd dfem JIRdMidid uadi Reidg the IC
having a function of comunication with an externa
Ssysteemd gy ivemighusa trermimali reophii gk retid heintt | catpossible
information is stored,
to provide fine and precise services for the user in
the communication company system.

As described above, the mobile telephone is one
example of the terminal equipment and the second
operation example can be applied to the terminal
equipment such as a personal computer, PDA or
electronic game machine having the communication
function.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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an equi prent aut henticating section which perforns

mut ual aut hentication for the term nal equi pnent based
on the authentication information stored in the

menory, 10 and an external system authenticating
section which authenticates the electronic device by
use of the external system based on the

aut hentication informati on -st®%ed-in the nenory and
the result of nutual 15 authentication of the term na
equi pnent by the equi pnent authenticating section. 2.
The el ectroni c devi ce @d&Dr ds ngLADMEDal®r 1, further
conprising a transmtter section which transmts

i nformatilbn asoeietedom ¢ dehece aronmedd 200 e3yul prhral
nmutual | y authenticated by the equi pnent
autﬁ%?&%&%ﬁquP%%&ﬁ9<ﬂwﬁ%ﬁqqﬂQQ»RQHQQﬂm%ﬁ&ﬁ%ﬁﬁ%ﬁuﬂ%ﬁquﬁn
electronlc deV|ce IS authentlcated with respect to the
ext &1 oM Bt KBS * syst em aut hent i cat i ng

sect | on 5%%%&1 r?lvﬁ%élgmé&tl'geexﬁ C@a@fgﬁrﬂ{dﬂ?n{lz\%]lorh is

claiml, npri1si ng” an encodlng
per fQrdys. 4 one of an encodlng process and decodi ng
process for 57 data by use of key information, wherein

t he menoran dQiBsmdhe méﬁﬁé@iﬁQ%é@@ﬂonfﬂﬁlﬁm%@fforms

the encoding process and decoding process by the
encoditig Inedid s n aineh tdeen e prRnte it et | pid gige . based

section perfornms nutual authentication for the
t er imalhe equitprenitcdraised ionf ome toford &t teo et ade ck e dnemory,
dat a encoded

and

an external system authenticating section which
authenticates the electronic device by use of the
external system based on the authentication information
stored in the memory and the result of mutual
authentication of the terminal equipment by the
equipment authenticating section.

2. The electronic device according to claim 1,
further comprising a transmitter section which
transmits information associated with the terminal
equipment mutually authenticated by the equipment
authenticating section to the external system when the
electronic device is authenticated with respect to the
external system by the external system authenticating
section.

3. The electronic device according to claim 1,

further comprising an encoding module which performs

one of an encoding process and decoding process for
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by use of the key information stored in the nenory by
use of the encoding nodule. 4. The el ectronic device

according to claim1, 10 further conprising a nodul e
aut henti cating section which perforns nutua

aut hentication for a nodule which the term na

equi pnment has, wherein the external system

aut henti cati ng section authentiicates the electronic

device by use of the 15 external system based on the

result of nmutual authentication for the term na

equidarentbibyuddent ey pivefd rreaut fremnt | cati ng secti on,

the result of mutual authentication for the nodul e by

t he nodulwhergiiepite caenaryy setoron binel hay henformatdban used
information 20 stored in the nenory. S. The

el edidomine delvitdee REUITHY REP LSBT M dfFGéFP‘ﬂW process by
conprising a tragﬁgﬁtter section which transm

D G S SoCTaR S T HE Gt prienicating
whi ch | her t t he 25
aut el i %s%%f?%”f%u A TR o T ot SR cemminal

4 B S AL MU Y o
systgmuhen ¢ hayeliact ron Srdevi 6 dsorathenthcatéfory by

W th respect to the 'external system by the external

systigys aft e igratddichsasddiore. 6. The el ectronic
devi ce according to claim4, 5 further conprising a

sear chi ng4 secth®ne W chosear ddesce f accardbdyl eot 618ém 1,
mutual |y authenticated for the
further comprising a module authenticating section
which performs mutual authentication for a module which
the terminal equipment has,

wherein the external system authenticating section
authenticates the electronic device by use of the
external system based on the result of mutual
authentication for the terminal equipment by the
equipment authenticating section, the result of mutual
authentication for the module by the module
authenticating section and authentication information
stored in the memory.

5. The electronic device according to claim 4,
further comprising a transmitter section which
transmits information associated with the terminal
equipment which is mutually authenticated by the
equipment authenticating section and information

associated with the module which is mutually

authenticated by the module authenticating section to



10

15

20

25

el ectroni c device anong the nodul es of the term na
equi pnment when nutual authentication for the term na
equi pnent by the equi pnment authenticating section is
10 successfully perfornmed, wherein the nodul e

aut henticating section perforns nutual authentication
for the nodul e searched for by the searching section.
7. The electronic device accordilhg-to claim1l, 15
further conprising an external device authenticating
section which perfornms nutual authentication for an
ext erhralexdeiroel comsiewt echdm the ¢keainatieqiepheatis
wherein the external system authenticating section

aut eHil et eza et wildetromecde cehayexiserntl t hgston by
external system based on the result of nutual

aut HeHt i TS T ¥ oty THRIM tH R 9Tl - @ut phetRCHiCR he

equi pnent _ aut entifatin section, ult o

the re f t ual
aut hent 1 cat i of'd of LEHE: St or el L devi et MGt Bdc ot 4
the ¢ 18 nalocaul prient, by g he, ext ernal deviee25.corcnes

aut hen i Ng "sec ication i nformiion

st orgd- in {1 e e Yoe Gou T@ﬁ%%ﬁ%’@i@&&’é&efor the

according to claim?7, 59 further conprising a

tr ansrddit@n 5 dd Peavidh g tE e d$1d Hf OF MBkd OFlerminal
associated with the termnal equipnment which is

mut usdd Aprearthertdrcatethdly dltcheretid st for the terminal

aut henti cating section and information 5 associ at ed

wi t requigonesctternal tioe e el pimrcth astherttuatdtying section is

aut henti cated by the external device authenticating
successfully performed,

wherein the module authenticating section performs
mutual authentication for the module searched for by
the searching section.

7. The electronic device according to claim 1,
further comprising an external device authenticating
section which performs mutual authentication for an
external device connected to the terminal equipment,

wherein the external system authenticating section
authenticates the electronic device by use of the
external system based on the result of mutual
authentication for the terminal equipment by the
equipment authenticating section, the result of mutual
authentication for the external device connected to the
terminal equipment by the external device
authenticating section and authentication information

stored in the memory.

8. The electronic device according to claim 7,
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section to the external system when the electronic
device is authenticated with respect to the externa
system by the external system authenticating section.
10 9. The el ectronic device according to claim?7,
further conprising a searching section which searches
for an external device required to be nutually
authenticated with respect to t3f el ectronic device
connected to the term nal equi pnent when nutual 15
aut hentication for the term nal equi pnent by the
equifprrite mautdreart i £iatg ny et soht tsr ssecebst urthich
performed, wherein the external device authenticating
sectYIGNSIperS o 1A Lkdn aaf $remitd eed i whtl ofhe heerminal
external device 20 searched for by the searching
sectSBHPPRN T THE 1 ek o &2 1Y/ Rt hrlot ¢ R Y cHag m

econd ext er nal

7, furth i Si devi .
aut HET IR gt R Ore S G Pe7 07 e it ta ot mat don

thentreatt ! e
e
aut haptreati At dPTpy thee el act Foni %&%’é&%d@h&?@f@%ﬁ%

to the termnal eduipment after authentication wt
respradt i the Bk extedned ] sypd @ T whderdieg nere byrdmec

external system authenticating section, and a

t r arkmiitdeeri ssenitilgn tihd £ted twiatts nid Spédf of drethOnexternal

associated with the external device for which nutual

aut rerttiegathyortyy dshiee secbrly St extarttadntdievatteng section.

aut henticating section is successfully perforned to

t he exterhal Bystekgctronic device according to claim 7,
further comprising a searching section which searches
for an external device required to be mutually
authenticated with respect to the electronic device
connected to the terminal equipment when mutual
authentication for the terminal equipment by the

equipment authenticating section is successfully

performed,

wherein the external device authenticating section

performs mutual authentication for the external device
searched for by the searching section.

10. The electronic device according to claim 7,
further comprising a second external device

authenticating section which performs mutual

authentication for an external device when the external

device required to perform mutual authentication for
the electronic device is connected to the terminal

equipment after authentication with respect to the
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11. A term nal equi pnent having a function of

comruni cation with an external system conprising: an
interface on which an electronic device is 10

nount ed, a nenory section in which authentication
information is stored, a control section which

perforns a process of nutual authentication for the

el ectronic device nounted 15 od0the interface based

on aut hentication information stored in the nenory,

and a communi cation control section which controls

dat eexctosmnanl caysioemwl $ hpé hEoehedtibpntise dext 6enabdsiybeem
external systemto perform an authentication process

20 faotthertitatinonsectovh ceahy & heraxseihbbrdesgctéon which
based on the result of nutual authentication for the
el ectFINiIRL HevicEoEmt 1o 3259 hate@qui phebheapdternal

aut@;gtjcatﬁgn i nformati on. of the el ectroni c device.

12. THE GRrifhaf ™ beui Prieti L teorem hicept et abth 1he segond
it (e T Pt T ESR {7 R MR eCE T Oh 7 4bY) Qeccess fully
wher. ﬁgg}ge&wg_ %@%rgggltgég%t&gptl on perfornms 61

data conmmuni cati on W roni c device and

external system E@rrF??ﬁPf@E;@P?ﬁé‘ﬁE‘eH&Wﬁ?i NrRhEETSH of

for the el ectronic device by the external system
on tdwumesitdt 0dn Mt tial aaud eath £t s e dRf BB Pising:

el ectronic device and term nal equi pnent, the result
of rmutuadnalbhenfacatéoonwhivchthe electronie devies is
and

mounted,

a memory section in which authentication
information is stored,

a control section which performs a process of
mutual authentication for the electronic device mounted
on the interface based on authentication information
stored in the memory, and

a communication control section which controls
data communication with the electronic device and the
external system to perform an authentication process
for the electronic device by the external device based
on the result of mutual authentication for the
electronic device and the terminal equipment and
authentication information of the electronic device.

12. The terminal equipment according to claim 11,
further comprising a module having a function of mutual

authentication for the electronic device,

wherein the communication control section performs
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nodul e and aut hentication information of the

el ectronic device. 13. The term nal equi pnent
according to claim11l, 10 further conprising an
external interface to which an external device having
a function of nutual authentication for the

el ectronic device is connected, wherein the

conmuni cation control section perforns data

comuni cation with the electronic device and 15
external systemto performan authentication process
for 43t GPEHBTat Haviwktbythdee ket teraral c syt iers based
on the result of nutual authentication for the

el eXTOHHTE N Ve ariP (RATHHEN A it L aatel qregurecess
oo T B B Bl B o D iy oo
i nt t j.cat i.nf grmat.i, t

el oclT ot et e. oF T O TR Tt ik The

accnANG-dp £ lc?é\méleg’alr}@?eefﬁr{ﬁe eccgj(;ﬁ'{%n%r}%eﬁ]ﬂ.eeor}esult of

recogni zes the externa evi ce conn

ext efutdla 1l REAHARE caANht o r 29 & UTRHY Gt O LU A ng

section transnmts the result of nutual authentication

f or ridekiled ecid enitheadavi e il irepdeidtaloded aad rdRctronic
the el ectronic device to the 62 external system when

t he d@tierenal devi ce connected to the externa

interface is recogni zed by the control section. 15. A
conmuni catd -on Wystteanreiorpl isiuipnenta aerandialg to claim 11,
equi pnent having a function of conmunication wth an

ext pﬁgpe§y§¥%mﬁr%ﬁﬁyg an external interface to which an

external device having a function of mutual
authentication for the electronic device is connected,
wherein the communication control section performs
data communication with the electronic device and
external system to perform an authentication process
for the electronic device by the external system based
on the result of mutual authentication for the
electronic device and terminal equipment, the result of
mutual authentication for the electronic device and the
external device connected to the external interface and
authentication information of the electronic device.
14. The terminal equipment according to claim 13,
wherein the control section recognizes the external
device connected to the external interface, and the
communication control section transmits the result of
mutual authentication for the electronic device and

external device from the electronic device to the
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an el ectronic device nounted on the term nal

equi pnent, wherein the term nal equi pnent includes: 10
an interface on which the electronic device is

nounted, a first nmenory in which authentication
information is stored, a control section which
perforns a process of 15 nutual authentication for the
el ectroni c device nounted oen td2e t-erm nal equi pnent
based on authentication information stored in the
menory, and a conmmuni cation control section which

per feorternadatsy commuticrattilon esttdridie @xtefdatosysted to
in response 20 to a request fromthe el ectronic
devitde exicenreel dlrgsirimie deviemdmiciediesy thesecomdrol
menory in which authentication information is stored,
an SfATPMNt aut henticating section which performs 25
nmut ual a tﬂentication for the term nal equjppent based
on the aﬂ]t ent?t CRTTUH 157 oY PRt § B LR oF FBPT hS 12 second
menory, anc;lC an external system authenticatin

63 .
section hi CH “Hiitheri At YLt tie 81 ct r Wi“&tjd%%igg by
USe i oI A YA QR hAsed ol dhig, resit of

mut ual authentication 1 _ ermmna equi pnent by
the 5 equyipreicalentd At ddhSectd@NHo@Nhe terminal

aut hentication information stored in the second
menayoy igeeertdi ng to
wherein the terminal equipment includes:

an interface on which the electronic device is

mounted,

a first memory in which authentication information

is stored,

a control section which performs a process of

mutual authentication for the electronic device mounted

on the terminal equipment based on authentication
information stored in the memory, and

a communication control section which performs

data communication with the external system in response

to a request from the electronic device, and
the electronic device includes:
a second memory in which authentication

information is stored,

an equipment authenticating section which performs

mutual authentication for the terminal equipment based
on the authentication information stored in the second

memory, and
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data communi cation wth the external system by the
term nal equi pnent. 16. The conmuni cati on system
according to 10 claim 15, wherein the term na

equi pnent further includes a nodul e having a function
of nmutual authentication for the electronic device,
the electronic device further includes a nodul e

aut henti cati ng section whi ch pe&s¥ or-ts nut ual 15

aut hentication for the nodule, and the external system
aut henti cating section of the el ectronic device

aut hent i cat esxtdren®l ecy s oo cadeveceibytihe sxteioal which
system based on the result of nutual authentication

for autenterortres G preritr dyic hdeeips ppentse of the
aut henti cating 20 section, the result of nutual

aut HEHG s oty $1am thrs e roiul 1 dyr ¢ $iel ool reutual
aut hent.i cating sectjion and the . authentjcatio
" nf GO Gt S (HRE Seioht re e - PRor &Y nghe o

I2a SO CALON WAL S D) Bt em YL o

ter m hal equi pre

acCOfih dighd O orf| A1RkD s WA LTIL Ay LRI AP o SAULRIRY

furt I ncludes an externa ace

ext {1 ShndEVi SE: T IS R FHNGE L a0 1 2&%@& by the

aut hentication for the electronic devic

connegirgitha It heyel@eddtoni ¢ device further includes an
external device authenticating section which perforns

mut ual 5 BaIt heTtie cadrmum {f @at 1de €xéesmalcderd tegwhdch

is connected to the external interface of the

terrdl@dim 15, wherein the terminal equipment further
includes a module having a function of mutual
authentication for the electronic device, the
electronic device further includes a module
authenticating section which performs mutual
authentication for the module, and the external system
authenticating section of the electronic device
authenticates the electronic device by the external
system based on the result of mutual authentication for
the terminal equipment by the equipment authenticating
section, the result of mutual authentication for the
module by the module authenticating section and the
authentication information stored in the second memory
according to data communication with the external
system by the terminal eguipment.

17. The communication system according to

claim 15, wherein the terminal equipment further

includes an external interface to which an external
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equi pnent, and the external system authenticating
section of the electronic device authenticates the
el ectronic device by the external system based on the

10 result of nutual authentication by the equi pnent

aut henticating section, the result of nutual
aut hentication for the external device by the externa

devi ce aut henticating section &fd t-he authentication
information stored in the second nenory according to
15 data communi cation wth the external system by the

t er alEicedidpimenta 8 ctThen cofmuniwat i antlsystsmation for

according to claim17, wherein the control section of

t he W& RARAT r g sHBHECT eobgmniected dtterakecidevite

conngcted to 20 the external interface, and the

el eéfervd'rﬁec fgjer\ﬁq'tee‘ FREYURES [t | SR s B HeE e xt er nal
devi t.hent.i cati ng secti.on which_ perforns tua
aut BRI 5 T 0 AR A S b e e

ext er ' orgct t ext . interface is
25 %e%gl ge r? ICE?‘GE(? q“teiLyO%t he cot%ger oﬁq“i%glﬁ lo n(fe(r)"g&a%eh evn'{lecrhm hal

equidymRRictald & audhentdsatd on e theederng System

is perforned by the external system authenticating -

65 esedipnemt ,anthd@ tHansiddidd1g droi &Gt icating
transmts information associated with the externa
deviseetdiorh o fr esect] dat nadtich dattial Aidtherdi eatdonhy
the second external device authenticating section is

suc edesttuiany b dearifasr et tdec erdienmnalo deteem based on the
communi cation with the external system by the

t er A&l te@fi el authentication by the equipment

authenticating section, the result of mutual
auﬁhentication for the external device by the external
device authenticating section and the authentication
information stored in the second memory according to
data communication with the external system by the
terminal equipment.

18. The communication system according to
claim 17, wherein the control section of the terminal
equipment recognizes the external device connected to
the external interface, and the electronic device
further includes a second external device
authenticating section which performs mutual
authentication for the external device when the
external device connected to the external interface is
recognized by the control section of the terminal
equipment after authentication by the external system

is performed by the external system authenticating
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section, and a transmitting section which transmits
information associated with the external device with
respect to which mutual authentication by the second
external device authenticating section is successfully
performed according to data éommunication with the

external system by the terminal equipment.



