
~~~ - 1  159159" TITLE OF THE INVENTION  ELECTRONIC
DEVICE MOUNTED ON TERMINAL EQUIPMENT BACKGROUND OF THE
INVENTION This invention relates to an electronic
device 5 such as an IC card mounted on a terminal
equipment such  as a mobile telephone having a
communication function  via a communication network, a
terminal equipment on  which the electronic device is
mounted and a communication system, for example. 10
Recently, a system in which a communication  company
provides various services for the terminal  equipment
of the user has been proposed or put into  practice.
As one application form of the system, a  system in
which various services are provided from the 15
communication company side for the terminal equipment
on which an IC card having a user's personal
authentication function is mounted is proposed. In the
above application form, the IC card performs the
authentication process for the terminal equipment and
20 the system of the communication company side. When
the  authentication process for the terminal equipment
and  the system of the communication company side is
successfully performed, the system of the
communication  company side provides various services
for the terminal 25 equipment having the IC card
mounted thereon. 



As a concrete example of the above system, a  system
in which various services are provided from the
communication company side for the mobile telephone on
which an IC card called a subscriber identity module
(SIM) card or universal subscriber identity module
(USIM) card is mounted is provided. For example, in 5
many countries, the Global System for Mobile
Communications (GSM) system is adopted as a mobile
telephone system. In the GSM system, it is
indispensable to provide a SIM card which is one type
of the IC card in the mobile telephone. Further, in 10
Japan, recently, mobile telephones adopting the Third
Generation Partnership Project (3GPP) standard have
gradually become popular. In a mobile telephone of the
3GPP standard, a USIM card is indispensable as an IC
card. 15 The SIM card or USIM card used in the GSM
system  or 3GPP standard is used with the card
inserted in the  mobile telephone. In the SIM card or
USIM card, authentication information used for
connection with the  system of the communication
company is recorded. In 20 the mobile telephone on
which the SIM card or USIM card  is mounted,
authentication of the communication company  is made
by use of information recorded in the SIM card  or
USIM card. If the authentication process is
successfully performed, it becomes possible for the
25 mobile telephone to receive various services
provided  



by the communication company. Further, for
authentication of the mobile telephone and
communication company, for example, the  technique for
performing an authentication process  based on an
information table of device information  held in a
memory which is mounted on the mobile 5 telephone is
disclosed in Jpn. Pat. Appln. KOKAI  Publication No.
2004-133848. However, in the conventional system
described  above, there occurs a problem that it is
impossible to  attain sufficient security against
unauthorized use 10 based on unjust reconstruction of
the terminal  equipment or falsification of data in
connection with  multi-functionalization of the
terminal equipment and  diversification of services.
Particularly, in recent years, it has become 15
popular to perform electronic transactions by use of
terminal equipment. For example, various services
utilizing an electronic money function or an
electronic  settlement account function by the mobile
telephone are  proposed. It is necessary to provide
the above 20 services under highly advanced security.
Therefore, it  is desired to safely and efficiently
perform the  authentication process for the mobile
telephone. BRIEF SUMMARY OF THE INVENTION An object of
this invention is to provide an 25 electronic device,
terminal equipment and communication  system which can
efficiently perform the authentication  



process while maintaining the safety. An electronic
device according to an aspect of  this invention which
is mounted on a terminal equipment  having a function
of communication with an external  system, comprises a
memory in which authentication 5 information is
stored, an equipment authenticating  section which
makes mutual authentication for the  terminal
equipment based on the authentication  information
stored in the memory, and an external  system
authenticating section which permits the 10 external
system to authenticate the electronic device  based on
the result of mutual authentication for the  terminal
equipment by the equipment authenticating  section and
the authentication information stored in  the memory.
is Terminal equipment according to another aspect of
this invention which has a function of communication
with an external system, comprises an interface on
which an electronic device is mounted, a memory in
which authentication information is stored, an 20
electronic device authenticating section which
performs  a mutual authentication process for the
electronic  device mounted on the interface based on
the  authentication information stored in the memory,
and a  communication control section which controls
data 25 communication between the electronic device
and the  external system for the authentication
process of the  electronic device by use of the
external system based 



on the result of mutual authentication of the
electronic device and terminal equipment and the
authentication information of the electronic device. A
communication system according to still another  5
aspect of this invention comprises terminal equipment
having a function of communication with an external
system and an electronic device mounted on the
terminal  equipment, wherein the terminal equipment
includes an  interface on which the electronic device
is mounted, a 10 first memory in which authentication
information is  stored, an electronic device
authenticating section  which performs a mutual
authentication process for the  electronic device
mounted on the terminal equipment  based on the
authentication information stored in the 15 first
memory, and a communicating section which makes  data
communication with the external system in response  to
a request from the electronic device, and the
electronic device includes a second memory in which
authentication information is stored, an equipment 20
authenticating section which performs a mutual
authentication process for the terminal equipment
based  on the authentication information stored in the
second  memory, and an external system authenticating
section  which permits the external system to perform
an 25 authentication process for the electronic device
based  on the result of mutual authentication for the
terminal  equipment by use of the equipment
authenticating section and the authentication
information stored in  



the second memory by causing the communicating section
of the terminal equipment to perform data
communication  with the external system. 5 Additional
objects and advantages of the invention  will be set
forth in the description which follows, and  in part
will be obvious from the description, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and 10
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING
The accompanying drawings, which are incorporated  in
and constitute a part of the specification, 15
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention. FIG.
1 is a view schematically showing an example  20 of
the configuration of a communication system  according
to one embodiment of this invention; FIG. 2 is a view
schematically showing an example  of the configuration
of a mobile telephone as a  terminal equipment; 25
FIG. 3 is a view showing an example of the
configuration of an IC card mounted on a mobile
telephone; FIG. 4 is a diagram showing the functional
configuration of an IC card; 



FIG. 5 is a flowchart for illustrating a first
operation example; 5 FIG. 6 is a flowchart for
illustrating an example  of the mutual authentication
process; FIG. 7 is a flowchart for illustrating a
second  operation example; and FIG. 8 is a flowchart
for illustrating the second  10 operation example.
DETAILED DESCRIPTION OF THE INVENTION There will now
be described preferred embodiments  of this invention
with reference to the accompanying  drawings. 15 FIG.
1 is a view schematically showing an example  of the
configuration of a communication system  including
terminal equipment according to one  embodiment of
this invention. In the communication system shown in
FIG. 1, a 20 mobile telephone 1 used as terminal
equipment having an  IC card C mounted thereon, a
personal computer 12, a  mobile information terminal
(which is hereinafter  referred to as a PDA) 13 and an
electronic game machine  14 make communication with a
system (communication 25 company system) 20 of a
communication company. The IC card C is an electronic
device including an  LSI having a control element,
memory and interface. The IC card C holds various
control programs, data and  the like. For example,
authentication data, personal  information of the user
and the like are stored in the  



IC card. The IC card has a function of mutual 5
authentication for terminal equipment, a function of
mutual authentication for a system of a communication
company and a function of mutual authentication for
equipment connected to the terminal equipment and
various modules in the terminal equipment as will be
10 described later. The terminal equipment 11, 12, 13,
14 have  functions of making communications with the
communication company system 20. The terminal
equipment 11, 12, 13, 14 communicate with the is
communication company system 20 with the IC cards C
set  therein. Further, each of the terminal equipment
holds  information (device certificate) which
authenticates  its own device, key information as
authentication  information, preset encoding logic and
the like. 20 The communication company system 20 has a
communication facility 21, over-the-air (OTA) server
22, management server 23, authentication server 24 and
the like. The communication facility 21 is used to
communicate with the terminal equipment 11, 12, 13,
14. 25 The OTA server 22 is a server device which
controls  communication with the above terminal
equipment via the  communication facility 21. The
management server 23 is a server device which manages
data associated with the  terminal equipments 11, 12,
13, 14 and IC cards C  inserted into the terminal
equipment 11, 12, 13, 14.  The authentication server
24 is a server device which 



5 performs authentication of the IC card C. An
external server 25 is connected to the  communication
company system 20. The external server  25 is a server
device which provides services such as  content
provided by a company other than the 10 communication
company. The external server 25 is  connected to the
OTA server 22 and provides services  such as content
for the terminal equipment 11, 12, 13,  14 via the OTA
server 22 and communication facility 21. When the IC
card C is inserted into the terminal  15 equipment 11,
12, 13 or 14, the IC card C and terminal  equipment
11, 12, 13 or 14 perform the mutual  authentication
process. If the mutual validities of  the terminal
equipment 11, 12, 13 or 14 and IC card C  are
authenticated by the mutual authentication process, 20
the IC card C further performs the authentication
process for the communication company system 20. If
authentication of the communication company system 20
and IC card C is successfully made, the terminal
equipment 11, 12, 13 or 14 is set into a state in
which  25 services from the communication company
system 20 can  be provided. Next, a case wherein the
mobile telephone 11 is 10 used as the terminal
equipment is explained as an  example in detail. FIG.
2 is a view schematically showing an example  of the
configuration of the mobile telephone 11 as the  



5 terminal equipment. As shown in FIG. 2, the mobile
telephone 11  includes a control unit 30, interface
31, IC chip 32,  loop antenna 33, interface section 34
and antenna 38.  The IC card C is an electronic device
which can be 10 removably mounted on the mobile
telephone 11. In  FIG. 2, a state in which the IC card
C is mounted on  the mobile telephone 11 is shown. The
control unit 30 is a unit which controls the  whole
portion of the mobile telephone 11. The control  15
unit 30 includes a controller 35, memory section 36,
communication controller 37, display controller (not
shown) and audio controller (not shown). The
controller 35 performs the control process and  data
process for various portions of the main body of  20
the mobile telephone 11. The controller 35 performs
various processes based on programs and control data
stored in the memory section 36. The memory section 36
is configured by a RAM, ROM,  nonvolatile memory and
the like. In the memory section  25 36, various data
items are stored. For example, in the secure
nonvolatile memory in the memory section 36, key
information and device information such as - 11
authentication information which will be described
later are stored. The communication controller 37
controls  communication by use of radio waves
transmitted or  



5 received via the antenna 38. In the system
configuration shown in FIG. 1, the communication
controller 37 controls communication with the
communication company system 20 via the antenna 38.
That is, the communication controller 37 is used to 10
control data communication or telephone communication
of the mobile telephone 11. The IC card C is mounted
on the interface 31. The  control unit 30 and IC card
C perform data  communication via the interface 31. 15
The IC chip 32 is an IC chip which includes a  control
circuit functioning as a non-contact IC card,  memory,
interface and the like. The loop antenna 33 is
connected to the IC chip 32. The IC chip 32 has a
function of radio communication based on a 20
communication system different from the communication
system (data communication or telephone communication
of the mobile telephone 11) by the communication
controller 37. That is, the IC chip 32 has a function
of performing radio communication based on the 25
communication system of the non-contact IC card by use
of radio waves transmitted or received via the loop
antenna 33. 12 For example, some of general
non-contact IC cards  are used as electronic money.
When an electronic money  function realized by use of
the above non-contact IC  cards is realized in the
mobile telephone 11, the same 



5 function as that of the non-contact IC card used as
electronic money is incorporated into the IC chip 32.
In this case, a function of performing the same
communication control as that of the non-contact IC
card used as electronic money, a function of holding
10 money amount information (electronic value) usable
as  electronic money and the like are provided in the
IC  chip 32, for example. Further, high-degree
security is required for the  function such as the
electronic money function realized  is by the IC chip
32. Therefore, data which authenticates  the validity
of the IC chip 32 is stored in the internal memory
(not shown) of the IC chip 32. The interface section
34 is used to mount a device  D as an external device
such as a memory card on the 20 mobile telephone 11.
The device D inserted through an  insertion port 34a
formed in the main body of the  mobile telephone 11 is
mounted on the interface section  34. Therefore, the
device D inserted through the  insertion port 34a is
set in a state in which it is 25 connected to the
control unit 30 of the mobile  telephone 11 via the
interface section 34 as shown by  dotted lines in FIG.
2. In this case, it is assumed 13  that the device D
is a memory device with the security  function.
Further, device information 41 and key information  42
used as authentication data are stored in the memory  



5 section 36 of the control unit 30. Further, an
encoding module 43 is provided in the control unit 30.
The encoding module 43 may be realized by permitting
the controller 35 to execute a program stored in the
memory section 36 used to perform the encoding process
10 and decoding process. The encoding module 43 may be
configured by a processor (hardware) which performs
the  encoding process and decoding process. The device
information 41 is information  associated with the
main body of the mobile telephone  15 11. For example,
the device information 41 is information such as the
basic specification,  manufacturing maker, model name
and the like of the  main body of the mobile telephone
11. Further, the  device information 41 is used as
authentication data to 20 perform mutual
authentication for the IC card C. The  key information
42 is key information to perform the  authentication
process for the IC card C. The encoding  module 43
performs an encoding process or decoding  process
according to an algorithm based on the preset  25
encoding logic. Further, the IC chip 32 is one example
of a module  contained in the mobile telephone 11
having a function 14 of mutual authentication for the
IC card C. The IC  chip 32 has a memory (not shown) in
which device  information 45 and key information 46
used as  authentication data for mutual authentication
for the 



5 IC card C are stored. Further, an encoding module 47
which performs mutual authentication for the IC card C
is provided in the IC chip 32. The device information
45 is information  associated with the function of the
non-contact IC 10 which is realized by the IC chip 32.
For example, the  device information 45 is information
such as the basic  specification, manufacturing maker,
model name and the  like of the IC chip 32. Further,
the device information 45 is also used as
authentication data to  15 perform mutual
authentication for the IC card C. The  key information
46 is information to perform the authentication
process for the IC card C. The encoding  module 47
performs an encoding process or decoding  process
according to an algorithm based on the preset  20
encoding logic. Further, the IC card C has a memory
(not shown) in  which device information
(authentication data) 51 and  key information 52 is
stored. In the IC card C, an  encoding module 53 is
provided. Further, the IC card C 25 has a memory (not
shown) in which data (mutual  authentication result
data) 54 containing information  associated with a
device of the other party which has 15  performed
mutual authentication is stored.  The device
information 51 is information associated with the IC
card C indicating the basic  specification,
manufacturing maker, model name and the  



5 like of the IC card C. Further, the device
information 51 is also used as authentication data
used to perform  mutual authentication for the main
body of the mobile  telephone 11, IC chip 32 or device
D. The device  information 51 is also used as
authentication data to 10 perform network
authentication for the authentication  server 24. The
key information 52 is information to perform  various
functions (modules) provided on the mobile  telephone
11 or the main body of the mobile telephone 15 11 or
perform mutual authentication for the device D
connected to the mobile terminal 11. Further, the key
information is used as key information to permit the
authentication server 24 of the communication company
system 20 to perform a network authentication process.
20 The encoding module 53 performs an encoding
process or decoding process according to an algorithm
based on the preset encoding logic. Further, the
device D is one example of an  external device which
has a mutual authentication  25 function with the IC
card and is connected to the  interface section 34 of
the mobile telephone 11. The device D has a memory
(not shown) in which device 16 information 55 and key
information 56 used as  authentication information to
perform mutual  authentication for the IC card C are
stored. Further, in the device D, an encoding module
57 used to perform  



5 mutual authentication for the IC card C is provided.
The device information 55 is information associated
with the device D. For example, the device
information 55 is information such as the basic
specification, manufacturing maker, model name and the
10 like of the device D. The device information 55 is
also used as authentication data to perform mutual
authentication for the IC card C. The key information
56 is key information to perform an authentication
process for the IC card C. The encoding module 57 15
performs an encoding process or decoding process
according to an algorithm based on the preset encoding
logic. Next, one example of the configuration of the
IC  card C is explained in detail. 20 FIG. 3
schematically shows an example of the  hardware
configuration of an IC card mounted on  terminal
equipment such as the mobile telephone 11. As shown in
FIG. 3, the IC card C includes a  control element 61,
random access memory (RAM) 62, read  25 only memory
(ROM) 63, nonvolatile memory 64 and communicating
section 65. The control element 61, RAM 62, ROM 63 and
- 17  nonvolatile memory 64 are configured by an IC
chip  (LSI) Ca or the like. Further, the IC chip Ca
and  communicating section 65 are integrally formed as
a  module Cb. The module Cb is buried in a casing Cc 



5 which configures the IC card C. That is, the IC card
C  is configured by the casing Cc in which the module
Cb  containing the control element 61, RAM 62, ROM 63,
nonvolatile memory 64 and communicating section 65 is
buried. 10 The control element 61 controls the whole
portion  of the IC card C. The control element 61 is
operated  according to a program stored in the ROM 63
or nonvolatile memory 64 to perform various functions.
The RAM 62 is a volatile memory functioning as a 15
working memory. The ROM 63 is a nonvolatile memory in
which control programs and control data are
previously'  stored. The nonvolatile memory 64 is a
rewritable  nonvolatile memory which stores various
data items and  20 applications (application
programs). In the nonvolatile memory 64,
authentication data such as  authentication programs
or key information is stored.  The communicating
section 65 performs data communication with a terminal
equipment such as the 25 mobile telephone 11. The
communicating section 65 also  functions as means for
receiving electric power used to  operate the IC card
C. That is, the IC card C is 18  activated (set into
an operable state) by an operation  clock and
operation power supply voltage supplied from  the
terminal equipment such as the mobile telephone 11
via the communicating section 65. 



5 FIG. 4 is a diagram showing the functional
configuration of the IC card C. As shown in FIG. 4,
the IC card C includes a  platform (LSI) 71, operating
system (OS) 72, card  manager 73, card application
database 74, 10 authentication database 75 and the
like. The platform 71 controls the basic functions of
the IC card C. For example, the platform 71 is
configured by the control element 61. Further, it can
be considered that the platform 71 is configured by
the 15 module Cb having the control element 61, RAM
62, ROM  63, nonvolatile memory 64 and communicating
section 65.  The operating system 72 is a system used
as a basis which causes the platform 71 to execute
various  application programs (applications). The card
manager  20 73 manages each application. In the card
application database 74, data such as applications
based on the  specification of the IC card C to be
mounted on the  mobile telephone 11 is stored. The
operating system 72  and card manager 73 are functions
realized by causing 25 the control element 61 used as
the platform 71 to  execute programs stored in the ROM
63 or nonvolatile  memory 64. 19  In the
authentication database 75, data such as  application
programs (authentication programs) and  application
data used to perform mutual authentication  for the
main body of the mobile telephone 11, the IC 



5 chip 32 in the mobile telephone 11 or the device D
connected to the main body of the mobile telephone 11
is stored. Further, in the authentication database 75,
data such as application programs and application data
used to perform network authentication for the 10
authentication server 24 of the communication company
system 20 is also stored. Data such as application
programs in the authentication database 75 is
downloaded from the communication company system 20,
for example. 15 Further, in the authentication
database 75,  authentication data (device information)
51,  authentication key information 52, authentication
encoding module 53 and the like are stored. Also, in
the authentication database 75, a control program 20
(authentication application) used to control the
authentication process is also stored. The encoding
module 53 can utilize an encoding module of a lower
layer via an application program interface (API). Each
communication company may be permitted to
independently  25 determine the format of the
authentication data 51.  Further, in the
authentication application, device certificate
information of the IC card C can be formed 20 in the
database 76 by use of the authentication data Sl  and
key information S2. As the key information 52, a
plurality of key information items which are formed in
conformity with the third parties each time the third 



S parties to be authenticated are changed can be
prepared  or it can be realized by using single key
information.  Further, the key information 52 can be
periodically updated by use of the OTA server 22 of
the  communication company system 20. Thus,
falsification  10 of the key information of the IC
card C can be prevented and the degree of security can
be enhanced.  Further, as the authentication
application, a user's  authentication function by use
of personal  authentication information such as
encoding number 15 information can be additionally
provided as an option  function. By adding the
function of the user by use of  the personal
authentication information, authentication  of the
user can be performed, authentication of the user and
communication company can be realized and the  20
degree of security can be enhanced. Next, the
operations of the mobile telephone 11  and IC card C
in the communication system with the  above
configuration are explained. In the present
embodiment, first and second 2S operation examples are
explained. The first operation  example is an
operation example in which the IC card C  and the
mobile telephone 11 as the terminal equipment 21
perform mutual authentication. The second operation
example is an operation example in which mutual
authentication of the IC card C and the function (for
example, IC chip 32) in the mobile telephone 11 which 



5 requires authentication or mutual authentication of
the  IC card C and an equipment (for example, device
D)  which is connected to the mobile telephone 11 and
requires authentication is performed in addition to
mutual authentication of the IC card C and the IC card
10 C and the mobile telephone 11 as the terminal
equipment. First, the first operation example is
explained.  FIG. 5 is a flowchart for illustrating the
first  operation example. 15 First, when the IC card C
is mounted on the mobile  telephone 11 or the power
supply of the mobile  telephone 11 is turned on, the
IC card C performs the  starting process (step S11).
When the IC card C  mounted on the mobile telephone 11
is started, the IC 20 card C and the main body of the
mobile telephone 11 on  which the IC card C is mounted
perform the mutual  authentication process (step S12).
The mutual authentication process of the main body  of
the mobile telephone 11 and the IC card C is a 25
process in which the main body of the mobile telephone
11 and the IC card C perform mutual authentication
based on key information items and encoding algorithms
- 22  thereof. Therefore, in the mutual authentication
process of the main body of the mobile telephone 11
and  the IC card C, a process of causing the main body
of  the mobile telephone 11 to authenticate the IC
card C 



5 and a process of causing the IC card C to
authenticate  the main body of the mobile telephone 11
are performed.  That is, in the main body of the
mobile telephone  11, the controller 35 performs the
authentication process of authenticating the IC card C
based on 10 authentication information received from
the IC card C  mounted thereon by use of the key
information 42 and  encoding module 43. Further, in
the IC card C, the  authentication process of
authenticating the main body  of the mobile telephone
11 is performed based on 15 authentication information
received from the main body  of the mobile telephone
11 by use of the key  information 52 and encoding
module 53 according to the  authentication
application. If mutual authentication of the main body
of the  20 mobile telephone 11 and IC card C by the
above mutual  authentication process fails (NG in step
S13), whether  or not the number N of times of the
mutual authentication process performed exceeds a
preset retry  number n is determined in the IC card C.
If it is 25 determined in the above determining
process that the  number N of times of the mutual
authentication process  performed is not equal to or
larger than the preset - 23  retry number n (NG in
step S13: n<N), the IC card and  the main body of the
mobile telephone 11 on which the  IC card C is mounted
retry the mutual authentication  process of step S12. 



5 Further, if it is determined in the above
determination process that the number N of times of
the  mutual authentication process performed becomes
equal  to or larger than the preset retry number n (NG
in step  S13: n>-N), the IC card forms error
information on the 10 assumption that mutual
authentication for the main body  of the mobile
telephone 11 completely fails (step S14).  For
example, the error information may be displayed as  an
error message on a display section (not shown) of  the
main body of the mobile telephone 11. Further, the 15
error information may be stored in a memory (not
shown)  of the IC card C. If mutual authentication of
the main body of the  mobile telephone 11 and IC card
C by the above mutual  authentication process is
successfully performed (OK in 20 step S13), the IC
card C forms data 54 indicating the  result of mutual
authentication for the main body of  the mobile
telephone 11 by use of the authentication  application
(step S15). The data 54 is formed based on  the result
of mutual authentication process, the device 25
information 51 of the main body of the mobile
telephone  11 and the like. That is, if mutual
authentication for the IC card 24  C is successfully
performed, the controller 35 of the  main body of the
mobile telephone 11 transmits  specified data
configured by the device information 41  and the like
to the authentication application of the 



5 IC card C. As a result, in the authentication
application of the IC card C, data 54 configured by
time required for performing the mutual authentication
process, the maker of the mobile telephone terminal,
model name and the like is formed in addition to 10
information indicating that mutual authentication for
the IC card C and the main body of the mobile
telephone  11 has been performed. If the data 54 is
formed after the mutual  authentication is
successfully performed, the IC card C  15 performs a
network authentication process (external system
authentication process) for the communication  company
system 20 via the main body of the mobile  telephone
11 (step S16). The network authentication  process is
an authentication process which is performed 20 by the
communication company system 20 to authenticate  the
IC card C or the main body of the mobile telephone  11
having the IC card C inserted therein (a combination
of the main body of the mobile telephone 11 and IC
card  C). For example, in the system configuration
shown in  25 FIG. 1, the authentication server 24 in
the communication company system 20 authenticates the
IC  card C based on network authentication data from
the IC 25  card C. The result of the network
authentication  process is transmitted from the
communication company  system 20 to the IC card C.
When the authentication server 24 successfully  



5 authenticates the IC card C by the network
authentication process (OK in step S17), the IC card C
transmits data 54 obtained as the result of mutual
authentication for the IC card C and the main body of
the mobile telephone 11 having the IC card C mounted
10 thereon to the authentication server 24 of the
communication company system 20 (step S19). That is,
the IC card C authenticated by the  communication
company system 20 transmits data 54  containing device
information 41 of the main body of 15 the mobile
telephone 11 and device information 51 of  the IC card
C to the communication company system 20.  The
communication company system 20 which has received
the data 54 acquires device information of the
authenticated IC card C and the device information 41
20 of the main body of the mobile telephone 11 having
the  IC card C mounted thereon. As a result, in the
communication company system 20, the type of terminal
equipment on which the authenticated IC card C is
mounted can be recognized. 25 If the network
authentication process in step S16  fails and when the
number N of times of the network  authentication
process performed is smaller than the 26  preset retry
number n (NG in step S17: n<N), the IC  card C retries
the network authentication process in  the step S16.
If the number N of network authentication processes
performed becomes equal to or  



5 larger than the preset retry number n (NG in step
S17:  n~N), the IC card C performs a network
authentication  error process (step S18). As the
network authentication error process, for example,
error  information indicating that the network
authentication  10 process has failed is formed. For
example, the error information may be displayed as an
error message on a  display section (not shown) of the
main body of the  mobile telephone 11 or stored in a
memory (not shown). Next, the mutual authentication
process for the  15 main body of the mobile telephone
11 and IC card C is  explained in detail. FIG. 6 is a
flowchart for illustrating the mutual  authentication
process for the main body of the mobile  telephone 11
and the IC card C. 20 First, a process of causing the
main body of the  mobile telephone 11 to authenticate
the IC card C (an  authentication process for the IC
card C by the main  body of the mobile telephone 11)
is performed (steps  S20 to S27). 25 In the
authentication process for the IC card C by  the
mobile telephone 11, first, the controller 35 of  the
mobile telephone 11 encodes authentication data 41 -
27 as device information of the main body of the
mobile  telephone 11 by use of key information 42 by
the  encoding module 43 (step S20). When the
authentication  data 41 is encoded, the controller 35
of the mobile 



5 telephone 11 transmits the encoded authentication
data  (encoded data) to the IC card C (step S21). The
IC card C which has received the encoded data  decodes
the received encoded data by use of the key
information 52 stored in the memory 64 by the encoding
10 module 53 (step S22). When the encoded data
received  from the mobile telephone 11 is decoded, the
IC card C  holds the decoded data as device
information of the  main body of the mobile telephone
11 in a memory such  as the RAM 12 (step S23).
Further, the IC card C 15 transmits the decoded data
to the main body of the  mobile telephone 11 (step
S24). In this case, the authentication data 41 is
device  information of the main body of the mobile
telephone  11. Further, the encoding data is obtained
by encoding 20 the authentication data 41 by use of
the key  information 42 by the encoding module 43.
Therefore,  if the algorithm of the key information 52
and encoding  module 53 is the same as the algorithm
of the key  information 42 and encoding module 43
(that is, if 25 authentication is successfully
performed), the decoded  data is used as device
information of the main body of  the mobile telephone
11. For this purpose, the IC card 28  C holds the
decoded data in a memory such as the RAM 12  as device
information of the main body of the mobile  telephone
11. In the mobile telephone 11 which has received the



5 decoded data from the IC card C, it authenticates
the  IC card C based on the received decoded data
(step  S25). That is, the controller 35 of the mobile
telephone 11 determines whether authentication of the
IC card C can be successfully performed or not 10
according to whether the decoded data received from
the  IC card C coincides with the authentication data
or  not. For example, if the authentication data 41
encoded  by use of the key information 42 by the
encoding module 15 43 coincides with the decoded data
decoded by use of  the key information 52 by the
encoding module 53, it  means that the encoding
algorithm of the key  information 42 and encoding
module 43 of the mobile  telephone 11 coincides with
the encoding algorithm of 20 the key information 52
and encoding module 53 of the IC  card C. In this
case, the controller 35 of the mobile  telephone 11
determines that the IC card C is valid  (determines
that authentication of the IC card is  successfully
performed). 25 If the authentication data 41 encoded
by use of  the key information 42 by the encoding
module 43 does  not coincide with the decoded data
decoded by use of 29  the key information 52 by the
encoding module 53, it  means that the encoding
algorithm of the key  information 42 and encoding
module 43 of the mobile  telephone 11 does not
coincide with the encoding 



5 algorithm of the key information 52 and encoding
module  53 of the IC card C. In this case, the
controller 35  of the mobile telephone 11 determines
that the IC card  C is not valid (determines that
authentication of the  IC card fails). 10 When
authentication of the IC card C by the main  body of
the mobile telephone 11 fails, the controller  35 of
the mobile telephone 11 counts up an error counter
(not shown) which indicates the number of  errors. If
the error counter is counted up, the 15 controller 35
determines whether or not the count (N)  of the error
counter becomes equal to or larger than  the preset
retry number (n). If the number of errors  is smaller
than the preset retry number, that is, it is
determined that it is necessary to retry the 20
authentication process of the IC card C ("YES" in step
S26), the controller 35 performs the authentication
process of the IC card C of steps S20 to S26 again. If
it is determined that the number of errors  becomes
equal to or larger than the preset retry number  25
("NO" in step S26), the controller 35 notifies the
authentication result indicating authentication
failure  to the IC card C. At this time, the IC card C
proceeds - 30  the process to step S13 and performs
the error message  forming process of step S14. When
authentication of the IC card C by the main  body of
the mobile telephone 11 is successfully 



5 performed, the controller 35 of the mobile telephone
11  supplies a notification of success of
authentication as  the result of authentication of the
IC card C by the  main body of the mobile telephone 11
(step S27). The  IC card C which has received the
notification performs 10 a process of authenticating
the main body of the mobile  telephone 11 (an
authentication process of the main  body of the mobile
telephone 11 by the IC card C)  (steps S28 to S35). In
the authentication process of the main body of  15 the
mobile telephone 11 by the IC card C, first, the
control element 61 of the IC card C encodes the
authentication data 51 as the device information of
the  IC card C by use of the key information 52 by the
encoding module 53 (step S28). When the authentication
20 data 51 is encoded, the control element 61 of the
IC  card C transmits the encoded authentication data
(encoded data) to the main body of the mobile
telephone  11 (step S29). The main body of the mobile
telephone  11 which has received the encoded data
decodes the 25 received encoded data by use of the key
information 42  by the encoding module 43 (step S30).
When the main  body of the mobile telephone 11 decodes
the encoded 31  data received from the IC card C, it
holds the decoded  data as the device information of
the main body of the  mobile telephone 11 in the
memory section 36 of the  control unit 30 (step S31).
The controller 35 of the 



5 main body of the mobile telephone 11 transmits the
decoded data to the IC card C (step S32). In this
case, the authentication data 51 is device
information of the IC card C. Further, the encoded
data is obtained by encoding the authentication data
51 10 by use of the key information 52 by the encoding
module  53. Therefore, the decoded data is used as
device  information of the main body of the mobile
telephone 11  if the algorithm of the key information
42 and encoding  module 43 is the same as the
algorithm of the key 15 information 52 and encoding
module 53 (that is,  authentication of the main body
of the mobile telephone  11 is successfully
performed). For this purpose, the  main body of the
mobile telephone 11 holds the decoded  data as deice
information of the IC card C in the 20 memory section
36. The IC card C which has received the decoded data
from the main body of the mobile telephone 11
authenticates the main body of the mobile telephone 11
based on the received decoded data (step S33). That 25
is, the control element 61 of the IC card C determines
whether authentication is successfully performed or
not  according to whether or not the decoded data
received - 32  from the main body of the mobile
telephone 11 coincides  with the authentication data
51. For example, if the authentication data 51 encoded
by use of the key information 52 by the encoding
module  



5 53 coincides with the decoded data decoded by use of
the key information 42 by the encoding module 43, it
means that the encoding algorithm of the key
information 52 and encoding module 53 of the IC card C
coincides with the encoding algorithm of the key 10
information 42 and encoding module 43 of the mobile
telephone 11. In this case, the control element 61 of
the IC card C determines that the main body of the
mobile telephone 11 is valid (it determines that
authentication of the main body of the mobile
telephone 15 11 is successfully performed). Further,
if the authentication data 51 encoded by  use of the
key information 52 by the encoding module 53  does not
coincide with the decoded data decoded by use  of the
key information 42 by the encoding module 43, it  20
means that the encoding algorithm of the key
information 52 and encoding module 53 of the IC card C
does not coincide with the encoding algorithm of the
key information 42 and encoding module 43 of the main
body of the mobile telephone 11. In this case, the 25
control element 61 of the IC card C determines that
the  main body of the mobile telephone 11 is not valid
(it  determines that authentication of the main body
of the 33 mobile telephone 11 fails). When
authentication of the main body of the mobile
telephone 11 by the IC card C fails, the control
element 61 of the IC card C counts up the error
counter 



5 (not shown) which indicates the number of errors. if
the error counter is counted up, the control element
61  determines whether or not the count (N) of the
error  counter becomes equal to or larger than the
preset  retry number (n). If the number of errors is
smaller 10 than the preset retry number, that is, if
it is  determined that it is necessary to retry the
authentication process of the main body of the mobile
telephone 11 ("YES" in step S34), the controller 35
performs the authentication process of the main body
of 15 the mobile telephone 11 of steps S28 to S34
again. When authentication of the main body of the
mobile  telephone 11 by the IC card C is successfully
performed, the control element 61 of the IC card C
supplies a notification of success of authentication
as 20 the authentication result of the main body of
the  mobile telephone 11 by the IC card C (step S35).
The mutual authentication process of the main body  of
the mobile telephone 11 and IC card C is not limited
to the process of steps S20 to S35. The mutual 25
authentication process of the main body of the mobile
telephone 11 and IC card C may be a process of
mutually  authenticating the main body of the mobile
telephone 11 34  and IC card C and causing the IC card
C to acquire  device information items of the main
body of the mobile  telephone 11 as the results of the
mutual  authentication processes. 



5 According to the first operation example, the IC
card mounted on the terminal equipment performs mutual
authentication for the main body of the terminal
equipment and the network authentication process for
the IC card is performed by the communication company
10 system based on the result of the mutual
authentication and authentication information of the
IC card.  Therefore, it is not necessary for the
communication company system 20 to individually
authenticate the IC card and the main body of the 15
terminal equipment. As a result, in order to permit
the communication company system 20 to individually
authenticate the IC card and the main body of the
mobile telephone while security of the terminal
equipment on which the IC card is mounted, that is, 20
security of the utilization environment of the IC card
is maintained, it is not necessary to increase the
communication track and take a long processing time
for  the authentication process for the IC card and
the main  body of the terminal equipment. 25 Further,
according to the first operation example,  when the IC
card is authenticated by the communication  company
system, it transmits information associated 35 with
the terminal equipment which is mutually
authenticated to the communication company system.
Thus, the communication company system can easily
acquire information associated with the main body of 



5 the terminal equipment on which the IC card is
mounted  as well as information associated with the IC
card.  That is, according to the first operation
example, it is not necessary for the communication
company  system 20 to individually acquire information
10 associated with the main body of the mobile
telephone  from the main body of the mobile telephone.
Therefore,  in order to cause the communication
company system 20  to individually acquire information
from the main body  of the mobile telephone, it is not
necessary to 15 increase the communication traffic. As
a result, the  present communication system can
perform the efficient  data communication while
maintaining the security of  the utilization
environment of the IC card. Further, when the
communication company system 20 manages information
associated with the IC card of each  user, the
communication company can get information on  the
utilization state (utilization state determined  based
on information associated with the equipment  having
the IC card mounted thereon) of the 25 communication
system of the user (a possessor of the IC  card C)
based on information associated with the  equipment
having the IC card mounted thereon and 36  acquired
from the IC card which is successfully  authenticated.
For example, when the communication  company provides
various services for one user, the  communication
company system can easily get information 



5 on the services utilized by the user. Further, even
if the user having the IC card uses  various terminal
equipments, the communication company  system can
adequately get information associated with  the
terminal equipment which the user utilizes. That  10
is, the communication company can provide an
environment in which the user having the IC card can
efficiently utilize the communication company system
by  use of various terminal equipments for the user.
As a  result, the communication company can provide
fine and 15 precise services for the user. As
described above, the mobile telephone 11 is one
example of the terminal equipment. That is, the first
operation example can be applied to a terminal
equipment such as the personal computer 12, PDA 13, 20
electronic game machine 14 which can communicate with
the communication company system 20 with the IC card C
mounted thereon. Next, the second operation example is
explained.  First, an operation performed when the IC
card C  25 mounted on the main body of the mobile
telephone 11 is started is explained as the second
operation example.  FIG. 7 is a flowchart for
illustrating an - 37  operation performed when the IC
card C mounted on the  main body of the mobile
telephone 11 is started as the  second operation
example. The process of steps S41 to  S45 shown in
FIG. 7 is the same as the process of steps 



5 S11 to S15 shown in FIG. 5. Further, the process of
steps S52 to S55 shown in FIG. 7 is the same as the
process of steps S16 to S19 shown in FIG. 5. That is,
when the IC card C mounted on the mobile  telephone 11
used as the. terminal equipment is started  10 (step
S41), the IC card C and the main body of the mobile
telephone 11 on which the IC card C is mounted
perform the mutual authentication process (step S42).
As described above, the mutual authentication process
of the main body of the mobile telephone 11 and the IC
15 card C is a process of causing the main body of the
mobile telephone 11 and the IC card C to perform
mutual  authentication based on key information and
encoding  algorithm thereof. For example, the mutual
authentication process of the main body of the mobile
20 telephone 11 and the IC card C is performed
according  to the procedure shown in FIG. 6. If it is
determined that the number N (the number  N of times
by which the mutual authentication process  fails) of
mutual authentication processes performed for 25 the
main body of the mobile telephone 11 and IC card C  by
the mutual authentication process is not equal to or
larger than a preset limited number n (NG in step S43:
38  n<N), the IC card C retries the mutual
authentication  process of step S42. Further, if it is
determined in the above  determination process that
the number N (the number N  



5 of times by which the mutual authentication process
fails) becomes equal to or larger than the preset
number n (NG in step S43: n~N), the IC card C performs
an error process on the assumption that the mutual
authentication of the main body of the mobile
telephone 10 11 completely fails (step S44). For
example, like step  514, in the error process, a
process of forming error  information is performed. If
mutual authentication of the main body of the  mobile
telephone 11 and IC card C by the mutual 15
authentication process is successfully performed (OK
in  step S43), the IC card C forms data indicating the
result of mutual authentication for the main body of
the mobile telephone 11 based on the authentication
application (step S45). The data indicating the result
20 of mutual authentication for the main body of the
mobile telephone 11 is formed based on the result of
the mutual authentication process, the device
information 51 of the main body of the mobile
telephone  11 and the like. For example, the data
indicating the 25 result of mutual authentication for
the main body of  the mobile telephone 11 contains
time in which the  mutual authentication process for
the main body of the - 39  mobile telephone 11 is
performed, information  associated with the main body
of the mobile telephone  11 (for example, the
specification, maker, model name  of the main body of
the mobile telephone 11) and the  



5 like. The data indicating the result of mutual
authentication for the main body of the mobile
telephone 11 is held in the IC card C as data 54 to be
transmitted to the communication company system 20. 10
If the mutual authentication process for the main
body of the mobile telephone 11 is successfully
performed, the control element 61 of the IC card C
performs a searching process of searching for a device
(parts of the main body of the mobile telephone 11) 15
other than the main body of the mobile telephone 11
which is required to perform mutual authentication for
the IC card C (steps S46 and S47). In this case, the
device (parts of the main body  of the mobile
telephone 11) other than the main body of  20 the
mobile telephone 11 is a device such as an external
device connected to the main body of the mobile
telephone 11 or a function (module) which the main
body  of the mobile telephone 11 has. That is, in the
searching process, a device which is required to 25
perform mutual authentication for the IC card C is
extracted from the devices such as external devices
connected to the main body of the mobile telephone 11
40  and functions which the main body of the mobile
telephone 11 has. For example, in the configuration
example of FIG. 2, the IC chip 32 provided in the main
body of the  



5 mobile telephone 11, the device D connected to the
main  body of the mobile telephone 11 and the like are
the  devices (parts of the main body of the mobile
telephone  11) other than the main body of the mobile
telephone  11. In this case, the IC card C which has
successfully 10 performed the mutual authentication
for the main body  of the mobile telephone 11
recognizes that the IC chip  32 and device D are
devices which are required to  perform mutual
authentication for the IC card C by the  searching
process. 15 The modules which the main body of the
mobile  telephone 11 has and the external devices
connected to  the main body of the mobile telephone 11
are recognized  by the device management function of
the main body of  the mobile telephone 11. The device
management 20 function is realized by device drivers
corresponding to  the modules which the main body of
the mobile telephone  11 has or the external devices
connected to the main  body of the mobile telephone
11. That is, the device  management function is a
function realized by 25 permitting the controller 35
to execute programs of the  device drivers
corresponding to respective devices. For example,
information indicating each device 41 recognized by
the device management function is stored  as part of
system information indicating the present  system
configuration of the mobile telephone 11 in the
memory section 36 of the main body of the mobile 



5 telephone 11. In the searching process, the control
element 61  of the IC card C acquires system
information containing  information indicating each
device recognized by the  device management function
from the main body of the 10 mobile telephone 11. The
control element 61 of the IC  card C recognizes
information indicating each device  recognized by the
device management function based on  the system
information acquired from the main body of  the mobile
telephone 11 and extracts a device which is is
required to perform the mutual authentication process
for the IC card C. The searching process in the step
S46 may be  performed by the main body of the mobile
telephone 11  and the searching result can be
transmitted to the IC 20 card. In this case, the
controller 35 of the main body  of the mobile
telephone 11 which successfully performs  the mutual
authentication process for the IC card C  searches for
a device which is required to perform  mutual
authentication for the IC card C from the 25 devices
recognized by the device management function.  The
controller 35 of the main body of the mobile
telephone 11 transmits information indicating the 42
device which is required to perform mutual
authentication for the IC card C searched in the
searching process to the IC card C. When it is
determined that there is provided a  



5 device which is required to perform the mutual
authentication process by the searching process ("YES"
in step S47), the control element 61 of the IC card C
performs the mutual authentication process for each
device which is determined necessary to perform the 10
mutual authentication process (step S48). For example,
as shown in FIG. 2, if the IC chip 32  is mounted on
the main body of the mobile telephone 11  and the
device D is mounted, the IC chip 32 and device  D are
recognized as devices which are required to 15 perform
mutual authentication for the IC card C. In  this
case, the IC card C performs the mutual
authentication process for the IC chip 32 and the
mutual authentication process for the device D.
Further, the mutual authentication process of the  20
IC card C and each device contains a process of
causing  each function or each device to authenticate
the IC  card C and a process of causing the IC card C
to  authenticate each function or each device. For
example, the procedure of the mutual authentication 25
process for the IC card and each function or each
device can be realized in the same manner as the
procedure of the mutual authentication process for the
- 43  IC card and the main body of the mobile
telephone 11 as  shown in FIG. 6. For example, the
mutual  authentication process for the IC card and
each device  can be realized by a process of
determining whether or 



5 not the key information and encoding algorithm of
the  IC card coincide with the key information and
encoding  algorithm of each device. If it is
determined that the number N (the number  N of times
by which the mutual authentication process  10 fails)
of mutual authentication processes performed for the
IC card C and the device does is not equal to or
larger than a preset limited number n (NG in step S49:
n<N), the IC card C retries the mutual authentication
process for the device of the step S48. 15 Further, if
it is determined in the above  determination process
that the number N (the number N  of times by which the
mutual authentication process  fails) becomes equal to
or larger than the preset  number n (NG in step S49:
nZN), the IC card C performs 20 an error process on
the assumption that the mutual  authentication for the
device completely fails (step  S50). For example, in
the error process, a process of  forming error
information indicating the function or  device in
which the mutual authentication process has 25 failed
is performed. The error information may be  displayed
as an error message on a display section (not  shown)
of the main body of the mobile telephone 11 or - 44
stored in a memory (not shown). If mutual
authentication for the device used as  parts of the
main body of the mobile telephone 11  fails, the IC
card C may be set into a state in which 



5 the IC card C is inoperable or the IC card C may be
operated while the device which fails in mutual
authentication is set unusable. Further, when mutual
authentication for the device  by the mutual
authentication process is successfully 10 performed
(OK in step S49), the IC card C forms data  indicating
the result of mutual authentication for the  device
which successfully performs mutual  authentication by
use of the authentication application  (step S51). The
data indicating the result of mutual 15 authentication
is formed based on the result of the  mutual
authentication process and device information of  the
device. The data indicating the result of mutual
authentication for the device is held in the IC card C
as data 54 to be transmitted to the communication 20
company system 20. For example, when mutual
authentication for the IC  card C and IC chip 32 is
successfully performed, the IC  card C forms data
containing the device information 45  of the IC chip
32 as data indicating the result of 25 mutual
authentication for the IC chip 32. In this  case, the
data indicating the result of mutual  authentication
for the IC chip 32 contains, for 45  example, time in
which the IC card C and IC chip 32  perform the mutual
authentication process, device  information of the IC
chip 32 (for example, the  specification, maker and
model name of the device) and  



5 the like. When mutual authentication for the IC card
C and  device D is successfully performed, the IC card
C forms  data containing the device information 55 of
the device  D as data indicating the result of mutual
10 authentication for the device D. In this case, the
data indicating the result of mutual authentication
for  the device D contains, for example, time in which
the  IC card C and device D perform the mutual
authentication process, device information of the 15
device D (for example, the specification, maker and
model name of the device) and the like. In the
operation example shown in FIG. 7, data  formed in
step S45 and indicating the result of mutual
authentication for the main body of the mobile 20
telephone 11 is held in the IC card C as data 54 to be
transmitted to the communication company system 20.
Therefore, each data formed in step S51 and indicating
the result of mutual authentication for each device is
held in the IC card C together with data indicating
the 25 result of mutual authentication for the main
body of  the mobile telephone 11 as data 54 to be
transmitted to  the communication company system 20.
That is, in the 46  data 54 to be transmitted to the
communication company  system 20, information
associated with each device  which has successfully
performed mutual authentication  for the IC card C is
contained in addition to 



5 information associated with the main body of the
mobile  telephone which has successfully performed
mutual  authentication for the IC card C. The process
of steps S47 to S51 is performed for  all of the
devices that are required to perform mutual  10
authentication for the IC card C. Therefore, when the
process of steps S47 to S51 is ended, information
associated with each device and the main body of the
mobile telephone 11 which have successfully performed
mutual authentication for the IC card C is contained
in  15 the data 54. When the mutual authentication
process for the IC  card C and all of the devices is
completed ("NO" in  step S47), the IC card C performs
a network  authentication process for the
communication company 20 system 20 via the main body
of the mobile telephone 11  (step S52). Like the
process of the step 516, the  network authentication
process is a process of  permitting the communication
company system 20 to  authenticate the IC card C
inserted into the main body 25 of the mobile telephone
11. If authentication for the IC card C and
authentication server 24 is successfully performed by
- 47  the network authentication process (OK in step
S53),  the IC card C transmits the data 54 to the
authentication server 24 of the communication company
system 20 (step S55). 



5 Thus, in the communication company system 20,
information associates with the main body of the
mobile  telephone, function and device which have
successfully  performed mutual authentication for the
IC card C can  be acquired. In other words, in the
communication 10 company system 20, information
associated with the main  body of a terminal equipment
on which the IC card C is  mounted, a function of the
terminal equipment and an  external device connected
to the terminal equipment can  be acquired. 15 When
network authentication in step S52 fails and  if the
number N of times of the network authentication
process performed is smaller than the preset retry
number n (NG in step S53: n<N), the IC card retries
the  network authentication process of step S52.
Further,  20 if the number N of times of the mutual
authentication process performed becomes equal to or
larger than the  preset retry number n (NG in step
S53: n>-N), the IC  card performs a network
authentication error process  (step S54). In the
network authentication error 25 process, for example,
error information indicating that  the network
authentication fails is formed. For  example, the
error information may be displayed as an - 48  error
message on a display section (not shown) of the  main
body of the mobile telephone 11 or stored in a  memory
(not shown). In the communication company system 20, 



5 information associated with the main body of the
terminal equipment (main body of the mobile telephone)
on which the IC card is mounted, information
associated  with each function (contained module)
installed in the  terminal equipment (mobile
telephone) and information 10 associated with each
external device connected to the  terminal equipment
(mobile telephone) can be acquired  from the IC card
which has performed the network  authentication in the
process of steps S41 to S55. Next, as the second
operation example, the 15 operation performed when the
system configuration of  the main body of the mobile
telephone 11 is modified  while the main body of the
mobile telephone 11 and IC  card are being operated is
explained. FIG. 8 is a flowchart for illustrating an
20 operation example when the system configuration of
the  main body of the mobile telephone 11 is modified
while  the main body of the mobile telephone 11 and IC
card  are being operated as the second operation
example.  The process of steps S63 to S65 shown in
FIG. 8 is the 25 same as the process of steps S48 to
S51 shown in  FIG. 7. In a terminal equipment such as
the mobile - 49  telephone 11, the system
configuration thereof may be  modified during the
operation in some cases. For  example, in the
configuration example of FIG. 2, the  device D may be
connected to (inserted into) the 



5 interface section 34 in some cases after the power
supply of the main body of the mobile telephone 11 is
activated (during the operation). The device D
connected to the interface section 34 is recognized
based on the device management function by the main 10
body of the mobile telephone 11. In such a case, in
the second operation example,  if the device D is
required to perform the mutual  authentication process
for the IC card C, the IC card C  performs the mutual
authentication process for the 15 device D and
transmits data indicating the result of  the mutual
authentication process for the device D to  the
communication company system 20. That is, in the
second operation example, when a device is added to
the  terminal equipment which is now operated, the IC
card C 20 performs mutual authentication for the
device and  transmits data containing information
associated with  the device to the communication
company system 20. Next, a case wherein it is assumed
that a device D  is inserted into the main body of the
mobile telephone  25 11 which is being operated is
explained. That is, when the device D is connected to
(inserted into) the mobile  telephone 11, the
controller 35 of the mobile telephone so 11 recognizes
that the device D is connected based on  the device
management function. Information indicating  that
connection of the device D is recognized is  supplied
from the controller 35 of the mobile telephone 



5 11 to the IC card C mounted on the mobile telephone
11.  When receiving the above information, the control
element 61 of the IC card C recognizes that the device
D is connected to the main body of the mobile
telephone  11 (step S61). When connection of the
device D to the  10 main body of the mobile telephone
11 is recognized ("YES" in step S61), the IC card C
determines whether  or not the device D is a device
which is required to  perform mutual authentication
for the IC card C (step  S62). 15 When connection of
the device D is recognized, it  is permitted for the
controller 35 of the mobile  telephone 11 to determine
whether or not the device D  is required to perform
mutual authentication for the IC  card C. That is,
when it is determined that the 20 recognized device D
is a device which is required to  perform mutual
authentication for the IC card C, the  controller 35
of the mobile telephone 11 may inform the  IC card C
that the device D is connected. When it is determined
that the device D connected  25 to the mobile
telephone 11 is required to perform  mutual
authentication ("YES" in step S62), the control
element 61 of the IC card C performs mutual 51
authentication for the device D by the same process as
the process of steps S48 to S51 (steps S63 to S66). If
mutual authentication for the IC card C and  device D
is successfully performed ("YES" in step S64),  



5 the IC card C forms data 54 containing device
information 55 of the device D as data indicating the
result of mutual authentication for the device D (step
S66). In this case, in the data 54 indicating the
result of mutual authentication for the device D, for
10 example, time in which the IC card C and device D
perform the mutual authentication process, device
information of the device D (for example, the
specification, maker, model name of the device) and
the  like are contained. 15 When the data 54
indicating the result of mutual  authentication for
the device D is formed, the IC card  C transmits the
data 54 to the authentication server 24  of the
communication company system 20 via the main  body of
the mobile telephone 11 (step S67). 20 Thus,
information associated with the device D  which is
added to the mobile telephone 11 during the  operation
of the IC card C is transmitted to the  authentication
server 24 of the communication company  system 20 when
the device D is connected to the mobile 25 telephone
11. As a result, in the authentication  server 24 of
the communication company system 20,  information
associated with the device D which is added 52  to the
mobile telephone 11 during the operation of the  IC
card C is added to information acquired at the
starting time of the IC card C (information associated
with each device and information associated with the 



5 main body of the mobile telephone 11 subjected to
mutual authentication at the starting time) and thus
registered. When the system configuration of the
mobile  telephone 11 is modified during the operation
of the  10 mobile telephone 11 and IC card C (when a
device is added), the IC card C can securely perform
mutual  authentication for the device added to the
mobile  telephone 11 and supply information associated
with the  device to the communication company system
20 by 15 performing the process of steps S61 to S67.
As described above, according to the second  operation
example, the IC card C performs mutual  authentication
for each device (a module contained in  the terminal
equipment and an external device connected 20 to the
terminal equipment) which is required to perform
mutual authentication not only for the terminal
equipment but also for the IC card C. Then, network
authentication of the IC card C is performed by the
communication company system based on the results of
25 the above mutual authentication processes and
authentication information of the IC card. Thus, it is
not necessary for the communication 53  company system
20 to individually authenticate the main  body of the
terminal equipment and each device added to  the
terminal equipment (a module contained in the terminal
equipment and an external device connected to  



5 the terminal equipment). As a result, in order for
the  communication company system 20 to individually
authenticate the main body of the terminal equipment
and each device while maintaining the security of the
main body of the terminal equipment and each device,
it 10 is not necessary to increase the communication
traffic  and take a long processing time for the
authentication  process of the main body of the
terminal equipment and  each device. Further,
according to the second operation 15 example, in the
communication company system 20, not  only information
associated with the main body of the  terminal
equipment on which the IC card C is mounted  but also
information associated with each device (a  module
contained in the terminal equipment and an 20 external
device connected to the terminal equipment)  which has
successfully performed mutual authentication  for the
IC card C can be easily acquired. That is, according
to the second operation  example, in the communication
company system 20, it is  25 not necessary to
individually acquire information associated with the
main body of the mobile telephone  and each device
mounted on the mobile telephone from - 54  the
respective devices. Therefore, in order for the
communication company system 20 to individually
acquire  information from the main body of the mobile
telephone  or each device, it is not necessary to
increase the 



5 communication traffic and take a long processing
time  for the authentication process of the main body
of the  terminal equipment or each device. As a
result, the  present communication system can realize
efficient data  communication and realize efficient
data communication 10 while maintaining the
high-degree security. Further, in the communication
company system, the  utilization state (utilization
state determined based  on information associated with
the terminal equipment  and device on which the IC
card is mounted) of the 15 communication system of the
user (the possessor of the  IC card C) can be easily
acquired based on information  acquired from the IC
card and associated with the  mobile telephone having
the IC card mounted thereon and  information
associated with the device mounted on the 20 mobile
telephone. For example, when the communication
company provides various services for one user,
information on the service utilized by the user can be
easily acquired by use of information attained from
the  IC card in the communication company system. 25
Further, even when the user having the IC card
utilizes various terminal equipments, information
associated with the terminal equipment which the user
55 utilizes and information associated with the device
mounted on the terminal equipment can be adequately
acquired in the communication company system. That is,
the user having the IC card authenticated by the  



5 communication company system can utilize the
communication company system by use of various
terminal  equipments. Further, even when the user
having the IC  card uses various terminal equipments,
it is possible  to provide fine and precise services
for the user in 10 the communication company system.
As described above, the mobile telephone is one
example of the terminal equipment and the second
operation example can be applied to the terminal
equipment such as a personal computer, PDA or 15
electronic game machine having the communication
function. Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
20 the specifi c details and representative
embodiments  shown and described herein. Accordingly,
various  modifications may be made without departing
from the  spirit or scope of the general inventive
concept as  defined by the appended claims and their
equivalents. 56  5 WHAT IS CLAIMED IS: 1. An
electronic device mounted on a terminal  equipment
having a function of communication with an  external
system, comprising: a memory in which authentication
information is  stored, 



an equipment authenticating section which performs
mutual authentication for the terminal equipment based
on the authentication information stored in the
memory, 10 and an external system authenticating
section which  authenticates the electronic device by
use of the  external system based on the
authentication information  stored in the memory and
the result of mutual 15 authentication of the terminal
equipment by the  equipment authenticating section. 2.
The electronic device according to claim 1,  further
comprising a transmitter section which  transmits
information associated with the terminal 20 equipment
mutually authenticated by the equipment
authenticating section to the external system when the
electronic device is authenticated with respect to the
external system by the external system authenticating
section. 25 3. The electronic device according to
claim 1,  further comprising an encoding module which
performs  one of an encoding process and decoding
process for 57 data by use of key information, wherein
the memory stores the key information used  for one of
the encoding process and decoding process by  the
encoding module, and the equipment authenticating 5
section performs mutual authentication for the
terminal  equipment based on one of data decoded and
data encoded  



by use of the key information stored in the memory by
use of the encoding module. 4. The electronic device
according to claim 1,  10 further comprising a module
authenticating section  which performs mutual
authentication for a module which  the terminal
equipment has, wherein the external system
authenticating section  authenticates the electronic
device by use of the 15 external system based on the
result of mutual  authentication for the terminal
equipment by the  equipment authenticating section,
the result of mutual  authentication for the module by
the module  authenticating section and authentication
information  20 stored in the memory. S. The
electronic device according to claim 4,  further
comprising a transmitter section which  transmits
information associated with the terminal  equipment
which is mutually authenticated by the 25 equipment
authenticating section and information  associated
with the module which is mutually  authenticated by
the module authenticating section to 58  the external
system when the electronic device is  authenticated
with respect to the external system by  the external
system authenticating section. 6. The electronic
device according to claim 4,  5 further comprising a
searching section which searches  for a module to be
mutually authenticated for the  



electronic device among the modules of the terminal
equipment when mutual authentication for the terminal
equipment by the equipment authenticating section is
10 successfully performed, wherein the module
authenticating section performs  mutual authentication
for the module searched for by  the searching section.
7. The electronic device according to claim 1,  15
further comprising an external device authenticating
section which performs mutual authentication for an
external device connected to the terminal equipment,
wherein the external system authenticating section
authenticates the electronic device by use of the  20
external system based on the result of mutual
authentication for the terminal equipment by the
equipment authenticating section, the result of mutual
authentication for the external device connected to
the  terminal equipment by the external device 25
authenticating section and authentication information
stored in the memory. 8. The electronic device
according to claim 7, 59 further comprising a
transmitter section which  transmits information
associated with the terminal  equipment which is
mutually authenticated by the  equipment
authenticating section and information 5 associated
with the external device which is mutually
authenticated by the external device authenticating  



section to the external system when the electronic
device is authenticated with respect to the external
system by the external system authenticating section.
10 9. The electronic device according to claim 7,
further comprising a searching section which searches
for an external device required to be mutually
authenticated with respect to the electronic device
connected to the terminal equipment when mutual 15
authentication for the terminal equipment by the
equipment authenticating section is successfully
performed, wherein the external device authenticating
section  performs mutual authentication for the
external device  20 searched for by the searching
section. 10. The electronic device according to claim
7,  further comprising a second external device
authenticating section which performs mutual
authentication for an external device when the
external 25 device required to perform mutual
authentication for  the electronic device is connected
to the terminal  equipment after authentication with
respect to the 60 external system is performed by the
external system  authenticating section, and a
transmitter section which  transmits information
associated with the external  device for which mutual
authentication by the second 5 external device
authenticating section is successfully  performed to
the external system. 



11. A terminal equipment having a function of
communication with an external system, comprising:  an
interface on which an electronic device is  10
mounted, a memory section in which authentication
information is stored, a control section which
performs a process of  mutual authentication for the
electronic device mounted  15 on the interface based
on authentication information stored in the memory,
and a communication control section which controls
data communication with the electronic device and the
external system to perform an authentication process
20 for the electronic device by the external device
based  on the result of mutual authentication for the
electronic device and the terminal equipment and
authentication information of the electronic device.
12. The terminal equipment according to claim 11,  25
further comprising a module having a function of
mutual  authentication for the electronic device,
wherein the communication control section performs 61
data communication with the electronic device and
external system to perform an authentication process
for the electronic device by the external system based
on the result of mutual authentication for the 5
electronic device and terminal equipment, the result
of  mutual authentication for the electronic device
and  



module and authentication information of the
electronic  device. 13. The terminal equipment
according to claim 11,  10 further comprising an
external interface to which an  external device having
a function of mutual  authentication for the
electronic device is connected, wherein the
communication control section performs  data
communication with the electronic device and 15
external system to perform an authentication process
for the electronic device by the external system based
on the result of mutual authentication for the
electronic device and terminal equipment, the result
of  mutual authentication for the electronic device
and the 20 external device connected to the external
interface and  authentication information of the
electronic device.  14. The terminal equipment
according to claim 13, wherein the control section
recognizes the external  device connected to the
external interface, and the  25 communication control
section transmits the result of mutual authentication
for the electronic device and  external device from
the electronic device to the 62 external system when
the external device connected to  the external
interface is recognized by the control  section. 15. A
communication system comprising: 5 a terminal
equipment having a function of  communication with an
external system, and 



an electronic device mounted on the terminal
equipment, wherein the terminal equipment includes: 10
an interface on which the electronic device is
mounted, a first memory in which authentication
information  is stored, a control section which
performs a process of 15 mutual authentication for the
electronic device mounted  on the terminal equipment
based on authentication  information stored in the
memory, and a communication control section which
performs  data communication with the external system
in response  20 to a request from the electronic
device, and the electronic device includes: a second
memory in which authentication  information is stored,
an equipment authenticating section which performs  25
mutual authentication for the terminal equipment based
on the authentication information stored in the second
memory, and 63  an external system authenticating
section which  authenticates the electronic device by
use of the  external system based on the result of
mutual  authentication for the terminal equipment by
the 5 equipment authenticating section and
authentication  information stored in the second
memory according to  



data communication with the external system by the
terminal equipment. 16. The communication system
according to  10 claim 15, wherein the terminal
equipment further  includes a module having a function
of mutual  authentication for the electronic device,
the  electronic device further includes a module
authenticating section which performs mutual 15
authentication for the module, and the external system
authenticating section of the electronic device
authenticates the electronic device by the external
system based on the result of mutual authentication
for  the terminal equipment by the equipment
authenticating 20 section, the result of mutual
authentication for the  module by the module
authenticating section and the  authentication
information stored in the second memory  according to
data communication with the external  system by the
terminal equipment. 25 17. The communication system
according to  claim 15, wherein the terminal equipment
further  includes an external interface to which an
external 64 device having a function of mutual
authentication for  the electronic device is
connected, the electronic  device further includes an
external device  authenticating section which performs
mutual 5 authentication for the external device which
is  connected to the external interface of the
terminal  



equipment, and the external system authenticating
section of the electronic device authenticates the
electronic device by the external system based on the
10 result of mutual authentication by the equipment
authenticating section, the result of mutual
authentication for the external device by the external
device authenticating section and the authentication
information stored in the second memory according to
15 data communication with the external system by the
terminal equipment. 18. The communication system
according to  claim 17, wherein the control section of
the terminal  equipment recognizes the external device
connected to 20 the external interface, and the
electronic device  further includes a second external
device  authenticating section which performs mutual
authentication for the external device when the
external device connected to the external interface is
25 recognized by the control section of the terminal
equipment after authentication by the external system
is performed by the external system authenticating -
65  section, and a transmitting section which
transmits  information associated with the external
device with  respect to which mutual authentication by
the second  external device authenticating section is
successfully 5 performed according to data
communication with the  external system by the
terminal equipment. 




