- ;e3e&a&XXYD\v] abRaTa "Security System and Method for Conputers” Field of
“"the Invention This invention relates to a security systemfor securing data
and information 5 stores in conputer systens and a nmethod of securing the
sanme. 10 conputers, as in a client server system In the context of this
specification) a conputer systemis defined to include a conputer having a
central processing unit (CPU) and a storage devi ce, which may be--a hard
disk, CD RRWor other read/witeable data storage nedia or any conbi nation
of the same, and a network incorporating one or nore suchnwﬁmﬁﬂmmmﬂ he
specification, unless the context requires otherw se) the se"

or variati onsSégif stémdHd Metho kor 8 ris|i_ ng", will be undewstood to
inply the inclusion o p of integers but not the
exclusion of any other integer or group of integers. 15 Baﬁmawmmuw In
t hese days of w despread conputer usage, data stored on a mlem
is becom ng increasingly accessible to a variety of users. Thi%oeggy occur
directly inreal tinme via local and/or renote use of a conputer system by
different uggeRy thierlmré@‘f ly via the | oadi ng and running of conputer
prograns at predetermn times automatically or manually by a user of
the conputer system Wth the advent of conputer networks allow ng renote

access to ¢ t via | ocal _area networks and w de area networks
such as the :n{ Eerﬁfﬁgﬁ%ﬁa{ﬁﬁ?q%éo P 8BGUALY aSystem fof securing atataragt afemadpndat a

bet ween donptdres irsetrhRuter sWwitdmsh ia flo di sks and CD ROVs or

automatically via corr%gtgerﬁrt]etvmpgs, gglo;&hdeésggﬁi'né)% S#€integrity of data

and information stored on the read/wite stores of conputers is becom ng

i ncreasi ngl in te penteRD BN this SpREHRAGSH i,s.now conpon pl ace for

conputer systenms to incor po[géﬂtée ¥ antl’-?/icr%ﬂ{s&méroﬂ e'S; defiiegeto inglusiecaect

the data anBOTRVISF hRvingna sesirali proteskingsarit QPUN aidcg ét&%gﬁpcfie\;iéé)mvﬂigﬁti l e
wing '

conput er pr : igation procedures all
predet er m nﬁyﬁgl@g@%ﬁgggwgég 'éﬂ%ﬂ/ﬁfmmﬂa@s@rmmaﬁm oheny

storage 5 dewnbipation tdfetheosamesr and Si Shew n e status of the
user. Aqprofl s p@th nost .é%‘pes of anti twﬁﬂgngg?{)%ﬁgg ghg Pisdpore such

aut henti cati orﬁq} 5v 88 4 2 cli FeISystem.t he very fact that they are enbodi ed
in software, which is required to be executed under the control of the
operating he corputer. Hence, a pre-requisite for such

anti - vi ruswbﬁépé&ta% h@ﬁ%ﬁi'?’bn“%’@ﬁ% \ibe ecantexturequires dtRemisd, ehiel wol t hat
t he conput écomprserorvasittitig @lthead * F}ﬁ%\fg 508} « toup, an& i nvoke the

oper ati ng mb@p "cleanly", w tﬁ%&ti&oa y élsl‘(lgj‘ﬂs Cg'g‘?’é'é'é'ﬁr’iw' bgdindgrsteed to
processes PriRFIvsIen ebmstated integemar arbitp of imegersut ABt #S8xcdilsion of
anti-virus aﬁyfdmriﬁteggpg,tg,% to?ir?e@é)ry war e depends upon havi ng sone

know edge of the virus or tyBe 0 Ifus that it is attenpting to secure the
15 system from Hence, the anti-virus software needs to be constantly

updat edi:anBaRRgPORId At © t he conputer system before a particular virus
finds its way to the conputer system As certain viruses can be extrenely
hostil e and destructive to conputer systens, the lag tine between the first

occurr enceirpthege\dah iqon _of software 20 to conbat the virus
still creates i %?L%a?ﬁ?ﬁa%&gﬁﬁ@’ﬁ@ﬁpﬁn@%‘ai et Bl GoMpUtesystem occur

to certai niScRRAAMIEy ingyeasingly iactessiteld tid Varksy bf Asdfis! Fhis rgﬁ?é%‘ég%rn@?pecglx be

producti on; ji ti-virus software does have
Cel t- per porioey e Ve BAar el e Gt pcramdorsystemty diferenpuogased | n

t he past tindiechaviaviheukaginanang 1aHA rity of data and
inforn&@i op, the state 25 (;?]t?]e gﬁ?hﬁg%ft?&e}pré?%gcprég@mﬁja Rpeetagniged
a

sof t wa P AHtomatically| okmanualye by abusen oNﬁte/\/icbhfﬁu@é‘rdéYE}eﬁ'nhiWi’th gﬁ‘éi ous
el n

har dwar e- bagamt 7! déhd i edntrinsically nore r abl e a
resilient in p;[ Z@edﬁﬁﬁr%g&vf]%@s&% g[&%‘%‘ﬂﬂﬂ&ﬁ%&%@@%ﬁ@ compiderasystemed/ipn a

conput er sipsaleargamsheotksemdowitieosed I t these 30 have
been avkwgjg Lo %Ppéo¥ﬁp restricted | nﬂdtmgfk? %@p%sam%y\ﬁ@@e{’@r@islﬁﬁéﬁéw and

3 uter programs and data between computer systems, either
manually via floppy disks and CD ROMSs or automatically via computer networks
the security and integrity of data and information stored on the read/write stores of

computers is becoming increasingly of paramount importance.

25



changing formatting standards or have required user interaction of a

techni cal nature well beyond the nere | oading of executable prograns, in
order to make them effective or even operational. Disclosure of the
Invention 5 It is an object of the present invention to provide nore robust
protection for data and information stored on a conmputer systemfrom

unaut hori sed access and/or misuse. In acc8rdance with one aspect of the
present invention, there is provided a security device for a conputer
having a host central processing unit (CPU), 10 menory used by the host CPU
to | oad prog { ﬂﬁ%ﬁ: STV ¥ devd for
storing dataﬁ?gﬁggnﬁgﬁgﬁgéﬂﬁﬁp?ﬁgaggﬁ%ﬁgzg, t gﬁiggﬂg¥§$ Q@S@gscgﬁggﬁging:
processi ng nifadrsler telgpeiacdethe data @nd inlesmatimustared oorthedtbiage dedmsthebesfween

t he host CPU, and st or device: and 15 program nenory neans .

i ndependent H&“t Hégﬁ%mg Pﬁ%gr%ﬁplingr“ ?fﬁ@ﬁ’@”%@@g@&f@%@é glpwing

unal terably picoletermiibddievelsior aoraus &y dafaoghér\'ﬁfofn‘?léti&ﬁ)gft&%kjntgn 4RE storage

proceSS|ng means in a prescribed nmanner to control said access; whererfn the
e

security 8eviedce of the gempiierstesn, depepdent uporethei statusiof tilauser20 access
channel between the host CPU and the storage device, and off the main data
and control bus of the host CPU. Preferably, the security device includes
nmenory st or eArpseliem wille wstitypes of antiwirue softwaresand userdauthentication peotdeols ce

Phe basi o bpasda foad i b, i el el AR ceri8aod n SofiNare minay® woures.
4 Pref erabl yto tspéxboutéd insddr tﬁ@bént%ld)fwbb@ﬂatiﬁ{; e)BBhSoRthe c%%ér‘?%ér’r’be@”d

used by the host CPU for verification of the storage device operatT ng
the conput er@iRiBSpawigits fer, sueh tanti-drus, aydisee\autkentigation sofiwase atot fumetion

sequence 48f I CHLI V] C i

authont | ot i SRR TBUREL tnel EEmBURP, stdrd 3SCHE e, 16 Hchfbrid o) Thgeno

pr eﬁcri bed pnedke ﬁl&)fOp_a[aiiﬂgssysmemlh'&:lgamy"agﬁ’;mviam. viRrsebermhbbltly tisfeating f

aut heni ti cat [ es ogin.verifying neans to enable a user o

t he conput erﬂrgge%%?‘%%egﬁ'&g\%ncqr%@ﬂ???‘i"%ﬁh%ﬂl'ﬁﬁd password and have that

| ogin identification and password verified to authenticate said user being

an aut hori sed e f the.conputer having a, grescribed profile of access to

the 10 stor jﬂetng'%ﬁs%eO{)Q%'ygﬂglspﬁwFFg 'T'ﬂg' ot ﬂ'f'? Wh@éﬁé@ﬁ@@d%ﬂmﬁé‘wﬁ)ut er

to proceed fyonidkhowlRidgkestahk Wirusairtypedif Virudanhi ftii§%ﬁébtﬁgﬁop§&%wliﬁ§ of
re

aut horised users and the prescribed profile of access t formpart of
sai d cri 1% caAystem oahdHepge.rthe antiafristsotmeade seeds te herconstantly iupgateshard

A hent 1 cat [apetel SR8 e Tofyier SR betdre B T SR g way. jo the

conpri ses a qomyudern s$ysteral | ocati on of predetermnined | evel s of access
permtted for an authorised user of the conputer to prescribed partitions
or zones of the storage device. Preferably, the security device includes

i nt er cept i nd\seentain visusesHean be lextramelybostite and degtruttiventostorfiitet systemsdat a

st orage devi A 0L &l I security device and. i ntercept
all said dat‘ggéﬁ‘g@é%}em%@ ﬂ%’f’g‘t %@é’%“gé?’gai"r‘ﬁ“ﬁa&ﬂ the AresiiciRR et spftware
control 20 daicbmbaicihesiing swihorpatéy ef Mirtidw Wwithit WHich oieatiméstifepadble
control elenents include identification data in respect of the storage

devi ce for 96, §aP hRCRUS ngu CeRtaip oCrpRptes 1 Bystanas peteciask with 38ck reeotrudur i ng
said start URd&&tf) W pFoduction of viruses and anti-virus software does have a tendency to

be self-perpetuating. Thus whilst better solutions may have been proposed in the
past to combat viruses and ensuring the security of data and information, the state

25 of the art has remained around adopting a software approach to deal with the
problem.

Notwithstanding this, various hardware-based solutions, which are intrinsically
more reliable and resilient in preventing virus or unauthorised access to data
stored on a computer system, have been proposed in the past. However, these
30 have been awkward to apply, restricted in their adaptablility to different and



5 Preferably, said critical data and control elenents include a custom boot
sector that includes invoking said authentication neans for assum ng
operation of the conputer during said start up sequence. Preferably, the
aut henti cation nmeans includes an authentication application 5 program
stored in the program nenory means, the nmenory store nmeans or the storage
device. Preferably, the authentication apglication program i ncl udes user
editing neans to enabl e an authorised user having a particul ar prescribed

| evel of access to create and edit authorised users for accessing the

st orage devi ferably, the authentication application program
i ncl udes acc{::ar‘gasn gﬁ%ﬁfﬁ@ ﬂé‘ﬂgafﬂ@aﬁ% hewe gaquired saed imertaegon St Ys&nibaVvi Ng
ar

[
a parti cul arngtoeseeil Ss to allocate and edit parti cuq
pr edet ermi ned | evel sqjggoggg@ésﬁrgqééﬁ?@ap?fe@ﬁcp PERAramiso iy ocderzonmaké or
all authori StbamLﬁﬂﬂCQVﬂ?laf/EV@ operatondlo t he storage device. 15 In accordance
w th anot her aspect of the present invention, there is provided a nethod
for securi ng}_and protecting a storage device for storing data to be handl ed
by a conput &ischosure ofithebnvientignaccess, the conputer having a host central
processing unit (CPU and nenory used by the host CPU to | oad prograns in
or der to&?ptlat;ate ét?e conputer and storage device, the nmethod conprising: 20
cont r ol | ishg a8 @msebjbett ofcthe préserit ke ; rage devi ce,
i ndependent %xdgéfthe.hos gngu; and lﬁgﬁt@?’iﬁ@géﬁ%@i'ﬁﬁu tdi’ﬁ?kﬁ‘é'l‘mﬁ%ga@rrs
for effecti AgC JACHNAN stared o @@@mwrns;eswmcfmmmna@mmrs@beaédegg‘%r
menory and pfduseddr essabl e by the host CPU. 25 Preferably, the netho
i ncludes storing critical data and control elenments associated with the
basi ¢ operation of the conputer and access to the storage s device in a

| ocati on separa¢stdhhEENwi nd the storage device and not

addr essabl embgyﬁit}gg h_ostw@g&ﬁgﬁgﬁgfé’gltb? PicgeRke inventiomcthetesisi proeideddgnt | y
suppl yi ng t$8€Y egpd) for téh comiplitar having! a dafsd | . el ement s for
verificap e%p; pﬁeéé?g,feg qué%}ﬁe and g oper a;ﬁgaf%gaée%ﬁm é‘Eﬁ {CSPU)’

i ndependent |y 0 e ﬁ%s ¥ £ longh priegrame insoraler taipperate! ieceoputehe
conput er . Ranef @ stdvhge deviee 16 $t66hd A5 icating a user of the
conput er he%i Ei% agﬁ)rescr_i bed profq le o qzecggeé@s‘?g’yﬁﬁﬁcg e thesequsity
Pref erably) YIEPLONRTRING: i cat | ng i ncludes enabling a user of the conputer to
enter a 10 login identification and password and verifying the sane to
establish whether the user is an authorised user of the conputer having a
prescribed prof PI¥ESFING 1eans tigdepandent o dhe deost cEPbe i @orﬁ}dlm Agcddle
start up sequenpgmfenthe Ho proceed further. Prefera , sald
login identification and pgfsrgﬁohgd]s#{gﬂe S1olAg6 devics: aaérs and the 15
prescribed profile of access thereof formpart of said critical data and

cont rol1&l enment et A {nGl nparing the entered |l ogin
denti fcat i on g:gﬁpas’?%?? oS ShddEpERT o PRt ReTOR: pbinespampiesnads

within said cri praggt devigedoamaltersblye ke ahg | | a user if
2 ﬁ&ﬂdé‘ébh@i;utté s&ég%&’? . o

there is match. obxaf; (%# rescribed profile of acces

prescribed all oc’gtrlﬁtﬁl‘j g'?é i%o gﬁ'@t TERNAA 2 dresasibefl maoeers tpeonirblt esigf or an
aut hori sed useragoesgr escri bed partitions or zones of the storage device.
Preferably, the nethod includes blocking all data access by the host CPU to
t he

wherein the security device is to be connected only in line with the data
access channel between the host CPU and the storage device, and off the
main data and control bus of the host CPU.

20

Preferably, the security device includes memory store means independent of the

memory means and the storage device of the computer to store critical data and

control elements associated with the basic operation of the computer and access
25 to the storage device.



data storage device during initialisation of the conmputer and intercepting
all said data access during the start up sequence after said
initialisation. 25 Preferably, said critical data and control elenents
include identification data in respect of the storage device for enabling
the conputer to conplete its peripheral check during said start up
sequence. 7 Preferably, said critical data and control elenents include a
cust om boot sector for the computer that includes invoking the

aut heniticating step; and the nmethod includes assum ng operation of the

conput er dur i ; A sf.om,.hQot sector, . a

aut henti cat i ﬁgg ?'%y)gg éfrda%r?m%llﬁdeaﬁg%ﬁg% Z‘Fr\ma%eg{?@ﬁs 5%&".%%&%?@5&'&?9 ,byrs}g?d
aut hent i cat i hgsti GBLLders verifivatiomgofathrarstorage adevities 30 bsdraltiﬂ%el'heofzom uter

aut horised user to,create and edit |l ogin rdentifications an asswoPds

wi thin the ciPepengeryyohthelorgetdayicetiwingihe stast up sequencencf tgetcnmmmrd
users having access to the storage device. Preferably, said authenticating
i ncl udes enabling said particular prescribed |evel of 10 authorised user to
al | ocat e andP@igrablyaihe segusity deviee compirises authestticalitn meaes 4o tauthemitidate a

Phe- st or age. dier oL A ForfbueCfiing BlnrBsgrit alolis 3 StihSisd 6 BlatfeSSviRe. 1 °

accordance with a further aspect of the present invention, there is

provi ded a ' V| . ut er  havi a host central processing
init (oPyy, TrEahl, PR BferiftaruSRERS BeydR = Baf BipGans toRngbiers
operate the ysermuittee conmputersb@maecadeyintGlentiticafié® anBh#A3Ward anBshdiengihed by
t he conputer, the security device conprising: processing neans i ndependent

of the host legipy idgptiticatiopoand Masgwerd yeriedidenatuthentinate szid) uged beieg saror age
devi ce; and; tdahe pLe ; S t he, hgst CPU
to the data %Ltgg?rgégég gﬁi %fe e?gﬁga?éﬁm&éﬁQ? a? H()Sr?ﬂg%&tﬁgﬁ@e@uBﬁ??ﬁsdg\/ and
i nt er cept0 alStorage dievigezbedoresaliowingrite: stae yp aéquenceasfdhé olriputérstotpreceasnder

t he control f% ?srai d processing neans; wherein said processing neans effects
i ndependent 'fln rol of the host 25 CPU and configuration of the conputer in
a manner so as to prevent unauthorised access to the storage device on said

interceptin i pt.ercepting.sai.d data access i diately after said

initial ipsat ?Ddg}.ae%ﬁg’ %'gf@&ﬁb'p?gh' fcﬁbogeaﬂff P??/S"E%a§ égan‘W&‘P" usgrs gnghtheenor y

means i ndepgnésuribedf profie oFBBtessOtherds! fOAMPPAR of SHid Idifical 8ARISNABhES! T O
qvi de copputer prograns for operating the

unal terably store and pr, nm
processi ng r?i%mgmﬁrﬁ"ﬁj g@'@é@g'l‘t}@(ﬂ"\fmﬁ@aﬂ%a%ﬁﬁﬁ%lsakhcﬂi%@% ang control
Pref er abjy, éié}ﬁe.ﬁk&%%ﬁba%érﬁgrﬁifchp@\ gia%&ﬁss conprises a prescribed

al l ocation of predetermned leve access permtted for an authorised
user of the conputer to prescribed partitions or zones of the storage

devi ce. Prefmempably, thBepreSerbedt ryroﬂ%vbﬁﬁc&e%s%ﬁir%@sgapgsﬁgﬁﬁﬁ:a(flbﬁé*io%géfy in

line with the data access channel between the Hhost stora
devi ce, and Psedetergined lengishotiagcessrermittad tor anuautbérisetbusersof tBBdonputer

accordance Vt‘b Fbs%ﬂﬂé@ﬁért@ﬁﬁ@g{ Z&{%skgqggrgfoisﬁégl nyention, there is provided

a method for ?ecurl ng and pr ot ec €YESi ce for stori ng data to
be handl ed by a conputer from unauthorised access, the conputer having a

host central S| it ( mar,y used by the host CPU to | oad
prograns i npfgfegétgzr h'[bg Sgg‘gb&‘%&%}%%@cﬂwﬁ é’}t‘xz?ﬁaﬁ% d’%ﬁﬁ'és d%vt?'eﬁ'f ah{h@atﬁ'et hod
conpri si20: acoeds bylthecthost GRS tbaheedatat dieragesdevied)bafstet iRRiafsAoR0SE Vi ce
i ndependent | ¥ of tge host é:FEU' . , .

security device and intercept all said data access immediately after said

initialisation under the control of said processing means.

Preferably, said critical data and control elements include identification data in

respect of the storage device for enabling the computer to complete its peripheral
25 check during said start up sequence.



bl ocking alt data access by the host CPU to the storage device during
initialisation of the conputer; and 20 intercepting all said data access
during the start up sequence after said initialisation to effect

i ndependent control of the host CPU and configuration of the conputer in a
manner so as to prevent unauthorised access to the storage device
thereafter. 9 Preferably, the nethod ingludes unalterably storing
conput er progranms for effecting said- controlling access in a |ocation
separate fromthe nmenory and not addressable by the host CPU. Preferably,

said login i i.fijcation.an sswords of authorised users and the 5
prescri bed p[?'%?érlﬁé,yogggggrgﬁgpgﬁ%r CpBiral elements inchide @ qustana boghsactend
control el enpat shchidést RGoMBE ishid i i e | oG
identification and passwor,gg vﬁbgdha?tﬂgﬁﬁ%éé?ﬁsﬁgﬂtg?ﬂ ggﬂ'ﬂﬁ%‘?ﬁﬁ%ﬁ@ﬁg%@

wi t hi n sai d eamputeaduring said staricemsequenseenent s and aut henticating a user if
there is match. Preferably) the prescribed profile of access conprises a
prescri bed all ocation of 10 predeterm ned | evels of access permtted for an
aut hori sed U¥eferablyprtbecaithetigadioni means dvcludsse anofauttientishtiorogppliexiisie. | n
accor danc \(/pé& grpgtﬂr}gr .aspect of the present ipnvention, there is provided
a securit§ 20918 %"Eﬁfﬁpﬂpsfarﬂdv?wg%"}?@&ﬁ Memory stresepars ghihe
(CPU), nenorsforage@delicet he host CPU to | oad prograns in order to operate the
conputer 15 and a storage device for storing data to be handl ed by the
conputer, the security device conprising: blocking neans for selectively

bl ocki ng da LSS Eﬁg@, j ce: d

aut henti cat }Fﬁﬁfé@nﬁg,zlh? ?.aut hgﬁmgﬁgﬁcaa@ﬁg r F Wﬁg%ﬁpﬂ%@ é%%@@ﬁﬂﬁ%%
prescri bed gnheble an authgysed userdaving 8 partimardrescribedvibes|aif mcsessitdéreats nNg

Comi et s carPeep i UsBfh R B e opooticeomput or  ref orably.

.the security device includes processing neans i ndependent of the 25 host

CPU f or n i j. .said bl ockin ans for bl ockin
access bgdt)wt&%eﬁﬁgﬁhthgfa %@%Mﬁé&ﬁ%@b&&éog@ﬁ Eg"‘f Sr%‘é’ﬁﬁﬁé’éoﬁﬁ égﬁﬁlg
aut hent i cat meansetn enablelSaifr aftkorgsdy uséh halingck i Roticman predcrpka 1aldl det a
access by the hosi%CPU t.0 thcﬁ&gata storage device before initialisation of

the securit fCERRY 1% allacate 1,898 Rarlieylae Predejerrainad levels nefepecsss Wl kaidai d
L . . ] rHtereeptng =t _ o
ata accesspighEriBedt ganiticHs' ef z%ﬁbg_fgwéu %htr?cﬁfsba”uéé}geﬁe;\{ng@tagc%?%%ce}heﬁgesa'

processing neans. 5 Preferably, said processing neans e nt
control of SiesagREevieRU and configuration of the conputer in a manner so as
to prevent unauthorised access to the storage device, upon said
interceptin? means intercepting said data access imedi ately after said

i ni tial i'at MbAceRTdanes ¥ith anodlgnasnect ohdhe peesent inmyesyionctheé is ipeoviderpat er .

10 Preferab ; : i i O3 > ftwa opt , of e
computer ¢ omeinedich sBELARTand Blotetingizn ity dblenics e 3tindidia 1 Bp rahaied i o
processi ng byansomputért Somounmithdrisedi access, tihe copgutdr ngviﬁ%Sé ¢iostigentg t he
start up se f th uter foll ow sal d software boot. Preferably,
said pr gcesgfiﬁggﬁﬂﬁrw‘%wg&& LGTHOR B%Qé]ﬂéﬁ tﬁﬁg}?@ P tp dead pregramsgn1s Y
access to tbriestoopaatsithd Wn@ftéﬁén@@tb%q‘édé\%éﬁﬁéw : 6@ Bof rigiﬂg:éuser in

accordance with the prescribed profile access o0 he use ferably,
the security device includes program nenory neans i ndependent of the nenory

of the conputer edrdilify Hceesdcnstiebhe he No&! CHIRPhNG SIHY SstdfateP dRVicde
conput er prograns for operating the processing neans In a prescri 5ed
independently of the host CPU; and

unalterably storing computer programs for effecting said controlling access

in a location separate from the memory and not addressable by the host
CPU.

25 Preferably, the method includes storing critical data and control elements
associated with the basic operation of the computer and access to the storage



20 manner to control said access. Preferably) the security device includes
menory store neans independent of the nenory neans and the storage device
of the conmputer to store critical data and control elenents associated with
t he basic operation of the conputer and access to the storage device. 25
Preferably, said critical data and control elenents are supplied to and
used by the host CPU for verification of g he storage device and operati ng

t he conputer independently of the storage device during the start up
sequence of the conmputer. 11 Preferably, the authenitication neans

i ncludes a | er i t I r ter
a login ide @(‘{éclgtlééé]é%@g ér@?@%grf@@ﬁggh@%ﬁoﬁgﬁd ﬁ%%%ﬁtﬁ?ggﬁﬁcgc%rwgﬁpand
passwor d verdddres$abie lypthedvast CLe sai d user being an authorised user of the
conput er having a prescribed profile of access to the 5 storage device
before allowng the start up sequence of the conputer to proceed further.
Pref erabl y) F&efei!abr?gme mEoL ihtiaaés Me@@ﬁdmﬁpywm&ﬁngfthe%apcpfﬁﬂn#%grds and
the prescrib profi access thereof form part said critical data
and control Céliegledala éﬁd @mt@HqunﬁntSerf@ff yemif@artveanef e teragesdevce rand cal

Pr et or abl 3. PREBECE, RS biePehdiZHE IE koRTE 8BeCs il mtan v

al | ocation (sbqpemteomhmcomﬂ)utelvel s of access pernmitted for an authorised
user of the conputer to prescribed partitions or zones of the storage
device. Preferably, the security device is adapted to be connected only in

line with t fmefefﬁamwmeamm inblades lautitsntiesting heudep ot tﬁ?%o@gﬂ:téhﬁaﬁﬁ@bﬁge
devi ce, and off 'E lpr(EHeggata and control bus of the host

accordance WeIcraR pecess 4 the,stopagesdamica. nvent i on, there is provi ded
a nethod for securing and protecting a storage device for storing data to
be handl ed '9/ a conputer from unauthorised access, the conputer having a

r

host cent r alPrelgraiysaid avifentigating inelydesenaklingra user < thg computesde eaiepat o
| oad pr ay %rﬁ] dc,mw t.ar V,

met hod ggfrrprwgsﬂl‘ nlihgf?]rt 'ﬁ ec?zil @gﬁé oc&: L}:‘?‘ng a Eggqgg%@%e@s \%g'e\kr'\ﬁéne't Jrg%st
CPU and t he useorsa@eame«vmseel umof the: computeabaving a prescribeid prbﬁleaﬂrmuessrto

having a pr 5t e storage deyice; e

sai d bl ocki ﬁf;e 3*(95&? e&idc?egg%}% %ﬁ'ﬁlga?‘??e&i)ﬂfhypl sec%erﬁgepteﬁ?e tch@pl:‘ger?ptl?t er
i's correctl preugeddoitherat ed. 12 Preferably, said selective blocking
conprises controlling access between the host CPU and the storage device
i ndependent|y of the host CPU. Preferably, said selective blocking occurs

during init iPagfierstly, osm@frognhedmrmaﬁm aﬁﬁObaSSdete%f igtifgrBeRt isds eeldd el d

data access during.the start up uence i mredi ately after said
initiali%at P(ﬁ?‘c&ﬁgd HEpHeeol) ﬁ%ﬁﬁsﬁg‘ gfeqf I‘f@"Brﬂﬁ"hqu r@'%ﬁé't'%ﬁh datat apd camselt er
to enabl e i gisnansant tﬁ@%ﬁr?ingqﬁcrhbés Eeﬁrg %J o ﬁreh Ribn HH
conputer in a nmanner SO as revent un rise acce s to e st orage

devi ce. Pr epassword)withy ﬁwe@grrbulenhfmame sﬁl}ﬁemaSSrWﬂr@ﬁg MhmsaudmmcMa @ndt he
conput er af tcﬁﬁtr&%l&ﬂ he%n E rﬁéq{gﬁghsé‘g@tlyﬁ%&%@and al | ow ng nor nal

| oadi ng of the opera I'ng SYys guence of the
conputer thereafter. Preferably, t he met hod i ncludes controlling bl ocking

access to t f c a ser in
Accor dance (o eRAHhG e dRK Fbel RrBfler L AGEsa HRERED S hltufiba el of
20 predetermined levels of access permmed for an authorised user to prescribed
partitions or zones of the storage device.

Preferably, the method includes blocking all data access by the host CPU to the
data storage device during initialisation of the computer and intercepting all said
data access during the start up sequence after said initialisation.

25 Preferably, said critical data and control elements include identification data in
respect of the storage device for enabling the computer to complete its peripheral
check during said start up sequence.



15 Preferably, the nmethod includes unalterably storing conputer prograns
for effecting said controlling access in a |location separate fromthe
menory and not addressable by the host CPU. Preferably) said authenticating
i ncl udes enabling a user of the conputer to enter a login identification
and password and verifying the sane to establish whether the 20 user is an
aut hori sed user of the conputer having a prescribed profile of access to
the storage device before allowing the start up sequence of the conputer to
proceed further. Preferably) said login identification and passwords of

aut hori sed uger d_the prescribed profile of access thereof formpart of
said criti cad§ f eé%’?ﬁ'}aﬁ%'gc%'ﬁ‘?gcﬂ%t%ng|08Prﬁﬂ't@e'aﬁat&'n@uc}@|ai qustory boat sedlersfor
conpari ng t hipeetdmpadr [that mciudest ihi [ it e login
identification andbpassyvor dg W t hlpgb@géc}ﬂgr?‘fqﬂ%@ﬁé%}e@;ggewd aﬂ}gtnp}eo %’%Qrent S
and aut hent i IBaitfag agsursing operatine of the carhpiiter dufidg Bakf starly sedlidhce with
prescri bed fi C S C rises rescri bed all ocation of

pr edet er ni nFe)‘58|°E\L}@P§B8‘?‘ S%?@’ééé‘gg?'m _{C@ﬁﬂ&he wser S thereorapudten gbsuchdtime.
prescri bed partitions or zones of the storage device. Brief Description of

the Drawi pgs, 2, The invention will be better understood in the |light of the
fol | ow ngg di’@ﬁ'ﬁﬁ?’oﬁa@fa%’h@@aﬂeﬁl ncudes, saabling: a pesicsdar. preseribaes levepof on

is made w t utisd t Tl QN Phi A0S, in. Figqure 1 [s a
schematic box _dirgbggqrﬁé 5ft@§h%h§%idg'lgl 9%“&%’?@%%@‘2@%%&@%@%%@8 gvihin tng
| ocati on of Qrifieal and gontelialemenlsdor spedifyirghauthoridediitdrs Waliig Rietessl

interface | qg g@% .l ous peripheral devices; Figure 2 is a schematic box
di agr am of ?ﬁéegtsoe ry%éegevi ce itself showing its general functional

make-up; Figure 3 is a flow chart showing the start up sequence of a nornal
conputer th 1 t i ith the security device; 15 Figures 4A and
4B are fIowﬁ:’ﬁfg??@ﬁsﬁ?wlﬁﬁgﬁﬂcéwggé’?cflu‘?ﬁﬁ% 'Qﬂéé'doﬁarac'éléhﬁtﬁségb%bwemf
equi ppedion abitihised assar {6 aistaté 6hd dibhical rasckbithed Wlois BPULAR e

various states, of operation of the security device from power on,

is a flow cfiaid Prerehed pamitions pr sorepfasclsawtonesd usenschawing hece to the
thenti cat i i 3 . i h hi |
aut hentica b@ﬁa@é’&é\'néé‘?dlt?ﬁ etﬂé%ﬂﬁﬁnda éogilf(?] gtgo}é%ip@ﬁﬁseqﬁ%e graphi ca

specification format o gener al er interface (GQUJ)
screen; Figure 7B shows the graphical specification format of the nornal

user type I a9bodtbnge MRS funhbf aShad tﬁ&p;gée’é@ﬁ d@}bﬁu@hﬁ h‘gg[%movﬁwe D

specification format o e admnistrator 't
shows the gFepHity dlevingefart a ccommuter dening af hostecerral pratessing 'unitugepugdi t

QU scr ”;m“e% L e ecification format for the

adni ni ste' (r?’at or's ’gé'gggsﬂ'gﬁ‘rzﬁ Oﬁﬁﬁﬁlgﬁg@fﬂ%@ggmmgr fooperate the compaler t he

| nventi on and a storage device for storing data to be handled by the computer, the security
device comprising:

processing means independent of the host CPU for controlling access
between the host CPU and the storage device;and;

20 intercepting means to block all data access by the host CPU to the data
storage device before initialisation of the security device and intercept all

said data access immediately after said initialisation under the control of
said processing means;

wherein said processing means effects independent control of the host
25 CPU and configuration of the computer in a manner so as to prevent
unauthorised access to the storage device on said intercepting means

intercepting said data access immediately after said initialisation.



The enbodi nent is directed towards a personal conputer (PC) system

i ncorporating a security device for protecting a storage nedia of the
conputer 10 system which in the case of a PC may be one or nore storage
devices generally in the formof a hard disk drive (HDD). As shown in
Figure 1 of the draw ngs, the conputer system 11 generally conprises a
central processing unit (CPU) 13 and a plgrality of peripheral devices,
whi ch are connected via a main CPU address and data bus 15. The 15

peri pheral devices include a nonitor 17, a keyboard 19 and one or nore

storage devi I r . inment, the storage devices, 21
communi cat e ggei%éb}ynéﬁq %Qﬁﬁﬁy i%iﬁg,dﬁ&ﬁagﬁgﬁ%ﬁ?‘) R nSnidepeRdent ofii r e
an ATA channgle trenftgy fomiedeshpabrend theestoriyd HBGics Gtsamrﬁwt%fraﬁl{/ $t& and
conputer system 11. These peripheral devices are connected to the nain CPU
bus 15 vi a apiovigier ¢amRuted pregrams fee opewtiog 2be mracessing3meanadh & prgsciilbédg
decode | ogi c Vi I t/output). The interface logic is
characteri se@gﬁgeéﬁldg&vﬁgi)%%%ca ifon between the CPU 13 and the particul ar
peri pheral device. In the case of the nonitor 17, the interface |logic 23

therefor s § t pth. i adapter and i.s connected vi.a a,stapdard
vi deo cabPe %%EﬁgB&hMﬁsggﬁea/bﬂoq% O?ﬁgc%sfsﬁo%’f’"ﬁ%ea HEGSibed q@payq{bop
interface | qgedetefmineerievels of actedsgemiingd Yortdh aulheyisedudePsf thedddinpister
connected via an appropriate keyboard cable 29 to the keyboard; and in the

case of the igtRsesibeddPanitions oy Zonesef theistormgedlevisgi c 31 ~ 15 therefor is
integrated with an ATA adapter and is connected via an ATA cable 33 to the
storage devices) to provide the ATA channel. The security device 35 of the
present enbdefarablyi the,sgeritydeyice s aidaptastita heicosnected ony imTine owith the33

bet ween t he ' ' op .t i iate l.ogi c 3 nd the
st or age devi(cﬁgéaggggrﬁéa%y%ﬁ@r@aﬁg '2‘556@5’ ga%ﬁbtgﬁe %é%@? (iqwcs’:{?cﬁngg i ce,
i ncl udi ng0 handindiatk add icoptsol bUS-dRIMEhGstCRY. act ual | y adopts the ATA/ ATAPI
enhancenment to the ATA standard), flash nmenory, floppy drives, zip drives
and tape drives. Under the ATA standard) two discrete storage devices may
be control | dd adcardanee Miths another aspectfaidhel mrgsent3tventibnATHereabl grodded ldence
reference w| l*{"?{gfmide her ei afte&.to fﬂt oraae .mag(iHa", which will conprise
ei ther one dP€ QU FHCHYR9 g0 Pratecting 3 sigrage pevige oy storing data g dediapdiid:
"storage debyca"corhputehfrofieifadthoRsed act ' f r ' i's
t he HDD. I\/bstyCHDD[ sm::o.nf ormto the I DE (?ﬁst'gg?%@ﬁ%?f)\?gﬂggeggfoosﬁﬁggyglhard
drive standdrecessinghunit(GRU) andempmery gsediy ther bosArCRY tot laad prdgramseine by

Lo bet ng' i 1 2ae) & opRethe oflpliey and s Hadh B8, e nelbe ohfeilEn hor

shown in the draw ngs, other enbodi nents of the conputer system may involve
storage devi ces d h i t Viga. a mal |
Conmput er Syst errsgleﬁ?glﬁ'?gcg&g%aﬁgfﬁécﬁh \S\tﬁlggﬁbﬁl;sé?l?s%%n t@%r ?@s%n?f%’i’é’%
interface | ogic. indapendemntdy of the hostePUase of storage devices connected to
the PCin this manner, the security device 35 would simlarly be interposed
between the SCSI drive device and the interface |ogic thereof. As shown in
Figure 2 of the &lgkinggall detee aceess by ythddwist CRY igether alorgge depicesdigings a

CPU 37, RAM (ranggqg 9, flash ROM (read only menory) 41 and
bus control and ﬂﬂ@gggtg'ia%@%té\hﬂpgh in the present enbodinent is
adapted to the ATA standard for the purposes of protecting the ATA storage

device 23, The b ol and, interface |ogic.i i cal Iy enbodi ed |
Fcn (FI 20 d pr ogRiaRIS @l o, oRl neB iheiine slafbie ealisnomader spe

| nt egr at ed initialisation to effect independent control of the host CPU and configuration
of the computer in a manner so as to prevent unauthorised access to the
storage device thereatfter.



16 Circuit) devices that are connected so as to intercept and permt

control of all communications between the host CPU 13 and the di sk storage
devi ces 21 under the control of the security device CPU 37. The security
device 35 also includes a secure nedia interface 45 that allows a 5
separate secure storage nedia 47 to be connected to the security device via
a custominterface 49. The security devicg CPU 37 operates according to a
prescri bed application programstored in the flash ROM 41 and which is

| oaded into the RAM 39 on start up and becones the operating systemfor the

security dev'f eépev\ﬁu 37 1(5) CO0 nicates wth the bus control and
interface |OE B, e Metaod Hngludes cunalierablyestariog eorspaten preigramssfor o

i ntercept cogHatingadid esntesll e,.storage nedia, 21.
The secure nedia |gnt erface 4???%%?2%%3@%3%&%@?%& Hl?smgﬂﬁ)ﬂ‘ Bf‘gaﬂ%

i nterface | ogdddreasable by theehestRIh i nterface 49 to facilitate conmmunications

bet ween the host CPU 13 and the secure storage nedia 47 15 under the
control of the CPU 37. This aspect of the operation of the security device

i's the subj eRteferably, sajgalogireidentifitttionnamn pasbwordgast 51%6%%&‘;6#&?@@#% "

herein. The functionali application program store

] f the
and the oPerRIEFYIPes pE%'BQ@@GP?Q%ﬂ ool foraw part| of said/ triicdbdatd and cuntrbl
reference t Il | : ication progr stored in
{1 ah ROM 41 ¢ N ol Veriing o itdee SomafingRe o b Sl kst ik cpt
and control Rassweshpithdhe dogin idendificatin and passwards withty SR @sticAPAAtaCaHg ON
by nmeans of LR rd before access to the protected storage
nedia i s perm rpg%lam'g&sgé}g, %@ﬁé%ﬁ@gI%‘ﬁ%ﬁri'fgﬁer(ﬁ'st“?ﬁ?c'@ecuri ty 25 device 35

bet ween the host CPU 13 and the storage nmedia 21 is particularly designed
so that the P&

Ltyadevice.is able to filter all requests for information
and data flow %5'%'& 1&%@@?@;9%@0@@09@3@%Ogog;pnpﬁg & prescribed @docation3sf
f or war ds10 hgsedetemmined Jevels ohacebss Jefmitiedl : ’
predeterm ned user profiles that ar gﬁs_et upﬁgﬁaaﬁﬁﬁ%@ﬁsﬁé tgﬁfrggcr%ed _
adni ni st r at ®A"PIOBE OF gonesholthe staspge devigee 30 stored within the security
device itself. These profiles are based on access to 17 different
partitions ﬁ{ld/ or files within the storage nedia. Thus the designated

admi ni st r at §? acserdanee yyithapothey: asract o ihe presemirinvention; therpads trovided and/ or
file-by fil V Sdé ' en.described in nore detail |ater.
I'n ordgr tog?ﬁt?ftgsqjér}}éb:? ;ﬁﬁﬁrﬁ%ﬁgteﬁggtd%g B&qt ﬁ@‘@ﬂpﬁ@sm\n@e?ééw,
appr eci at i ofn@maory usediyribe host CRY todoadprdgratsin eedsrofoperaeane Rémputer

. uter

st andar o] e, t Thi s,.boot . process wi ||, now be described wt
refer eng|e5C t %Hﬂitagg(}?@@ (gévi(feh@ gpé\/’\‘ﬂfﬂf@? ?%5931%\#}?@ by thegeqraputer.tthe seounity|
start up sedevice eofnprisinged by a PC commences as indicated at step 51 with

power on shown at 53. This is also known as a "cold" 10 boot, whereby all
| eft over data fromthe host CPU s internal nenory registers and RAMi s

cleared and the MDdgngmnemmrfbeselétf:ti\lgggbIGBkhg %a@écd@s&fbét\n@eﬂlfé g&%;to;f\fj'dr ess

to conmmence the bo process. This ress I's the beginning o
program st ored paitgeHPIagedevicReanghy Bl OS (Basic I nput Qutput System). The
next step 55 involves the CPU using the address to find and i nvoke the ROM

15 BI OS boot pr ?j%hsmtg:'lépe ROM BI OSdiﬁéogr am goes through an initialisation
phase that incl CINEAHIPR JNEENS 4p Fvhenticate @obseract theitcompiger havingras and
| nvoki ngoa ser i qrosérisuirBiler GelEsI AN sftiafotBlicgn Self-tests (PCSTs) as

represented by step 57. The POST process | nvol ves series of tests to
ensure that the RAMof the PCis

wherein said blocking means maintains said blocking data access until said

authentication means completes correct authentication of the user of the
computer.

Preferably, the security device includes processing means independent of the
25 host CPU for controlling the operation of said blocking means for blocking access

between the host CPU and the storage device in response to said authentication
means.



20 functioning properly. It then conducts another series of tests, which

i nstruct the host CPU to check that the various peripheral devices, such as
the video card and nonitor 17, keyboard 19 and storage nedia 21, are
present and functioning properly. On conpleting the POST, the BIOS then

| ooks for addresses of BIOS extensions 25 at step 59 that are held in the
ROMs of peripheral devices to see if any igf them have an extended BICS to
run. The first of these BIOS extensions is associated with the video card.
This BIGS extension initialises the video card to operate the nonitor as

shown at ste t ti.on, of I deo card,
the 1 05 t nohr bl b LBOG ERlS OGS AlljarR Acifta SluBast Gl iSheidiie
peri pheral dstorargsdévicd béfereemttiaﬁmtlo'ﬁw tBe@ecliitg tievicecarmcludediimBlcayptihde
start up screen at 65, before proceeding with conducting further Tests

on the syst eMeansdg Eﬂe%ﬂ’t #lh spid flate acressinvaadialely éﬁ@f ﬁ@ldsnlélﬁllmlon\mndeh i s
di spl ayed omnheh@neel §d%id R)‘Ee%ﬁ&nﬁ perform; a "systeminventory" or
ne

equi pnent check to deter ype of peripheral hardware i s connected
to the systemat step 69. Wth respect to HDD storage nedia, the BIGOS

e The ar pve R4 RAYy 33 yROak g e ey inbopipen ﬁ&@f@iﬁiﬁﬁ@%@@@?ﬁ& |

it is the olahdtcenfitiuratiohT 8f thed compubesr iRed riammstassl a8Td Breviehe uﬁHﬂ%L

cyl i nder s/ heads/ sect ors and, whether it is capable of running in ot
modes. This 248§ 1Q1he sip@oedipyiGeo HPER Saiskintarceptingknesns mercapﬁmsesald Idata The

BI GS then pré&%@ﬁmﬁ%oﬁ;ﬂ@l& Q}E rCsaid (?Hihﬁl?éatloﬂeé/ﬂcf ﬁ@foré Lf8£ﬂ| tgg c‘?&gﬂﬁ" ay 15

devices, at step 71 an nmessage on e screen

finds. The glymwyfﬁlermputerthen di spl ayed at step 73 ind| cat| ng the
configuration of the conputer system The BICS then checks for the
speci fi ed boot sequence at step 75, where the order of priority of storage
nmedi a t o1be Ryntarably, sajd authentication means eaablekiadsdftwdre beot of thef compwsi &h t he

[ f e 20 ded, fied. Th I
order 1t o B Elkelbn oty SRR AltpBRioatn ot e istinand sabpipcassia (uegntor
vi ce versa, permitssornaRidddg M&he"@péraﬁhg dogtbh H@thd fHe Sfaftlip YeqBEhdd bt Y-

t he BI OS causes the CPU at ste 77 to | ook for boot” information’'in eac
drive in sedﬂ%ﬁ@@%ffﬁ”‘l’"%'%ﬁ@'@ sefwarebedlor i s | ocated. The BI OGS undert akes
this process by invoking the software interrupt vector "int 19 25 at step

79, which s orF t he address of the particul ar Perlpheral device in a
erably, said processing means controls said biocking means to effect blocking

15 access to the storage device after correct authentication of the user in accordance
with the prescribed profile of access of the user.

Preferably, the security device includes program memory means independent of
the memory of the computer and the storage device to unalterably store and

provide computer programs for operating the processing means in a prescribed
20 manner to control said access.

Preferably, the security device includes memory store means independent of the
memory means and the storage device of the computer to store critical data and
control elements associated with the basic operation of the computer and access
to the storage device.

25 Preferably, said critical data and control elements are supplied to and used by the
host CPU for verification of the storage device and operating the computer
independently of the storage device during the start up sequence of the computer.



software interrupt vector table that is set up during the initialisation
phase of the BICS. 19 For exanple, if the target boot drive is the HDD,
the CPU | ooks for a master boot record or boot sector at cylinder 0, head
0, sector 1 (the first sector on the disk), at the address of the device
specified in the table: if it is searching a floppy disk, it obtains the
address of the floppy disk drive fromthg4table and | ooks for a volune 5
boot sector at the sanme | ocation on the floppy disk. A valid boot sector is
determ ned by the CPU checking the signature of the "ID byte", which

- I i r st fwn b f . the boot sector. |f the signat
S ot T b ¢ norereaRly, i A 8hib o eas PoidlS S Ting cagars Wianbioad ng
the boot sechsdr aftthetcempiiter ot entRAN! a5 i@éﬁﬁﬁ&aﬁén%{ndrb%i%‘sv&d?ﬁ AOhalelper 10
11 es.

at step 83 for loading the various opérating systemf n the casée of
the DOS oper!g8imidesyifi¢ation and passwerd fverifed MB BIBeslGite | Sai6Yi&Beanbeing an

COMVAND. COM : dhen the files F| G_SYS an
AUTOEXEC. BATﬁgﬁ%'l'#?gggeda gﬁgf“ej %ﬁ”ﬁ%ﬁﬂ%{lﬁ@& X ”bﬁ?’a‘?’f’g@\b* ACRRSS MR er
system an8l adtbagerdevigepbefpre allowingid SRt G sB6REHER S the db%;idiértfogsreéeéc?f 15
subsequent Oﬁﬁ‘éatl on of the conputer system In the case of the present
enbodi ment iHE #horating the security device 35, the security device is
programmed to bl ock out all access of the host CPU 13 to the protected
storage nedia 21 by intercepting the boot process at an early stage during
oper at i on ofPrefesallycsaid) Ingingigeniifigation rands passwargs divauthorisenl users drat thee 20
cust om boot t i f ;the host CPU 13, which then
pieSdrbed! Brofie bPadatts ﬂ{e?e&fhrbrlﬁgﬁ% qfe%ug el dtacand opfiol

execut es an authenti'cation application pr

aut helnt ib cat ieteméenrtscare aaid_dmging/aéiming ongRriseaccHsses %Ftd)gl_midm @gﬁa Bhél ft:rc])hirlél

nor ma t sectar .operation and . operating systemloading. Since the latter

oper at i oﬂ(g PZ?{U?&@%E?Q@?‘E%”?W@" 8{%8%8 storage nedia 21, this

nmet hodol ogy ensures that 25 such access is undertaken only after the

super vi soryrF;:O@t r@l t%f t he securi P/ devi ce 35 has been establish on a

user - by- user 'BasT oY THi REREIGE PY 'eoﬂe?%qq%rpqmprta% & prasaripgd edocationsdl | s

best expl ai prdeternsingd Yeveld 6Nadeess gor@itteBfofAn ﬁh@ﬁ%@g?&r (5f'}ﬁeq:roﬁ’ﬁﬂd?&s o
€ W

whi ch outline the operation of the conputer systemstart up sequen

the securi t Jo Reagcrked partifipnear zopesef the siasage deyicevi ousl y descri bed. 20
In this arrangenent, the cold boot process of the conputer system 11
comences Wi.th the start and power on steps 51 and 53, as in the case of

the nornal ESHISIARY. thesacufly devier it adapieddovke connediedwondy jn fihe vathcibei t v

devi ce i i its_own initiali ion
phase 53‘3’0%%&0?%%% tE P Efaﬁést%‘lgrgﬁ W@%Z%s&g%q’? \%ﬂgﬁﬁﬁﬁiﬂ{aﬁ? aeyice; ?Qddﬁ@b rd
resour ces amain data and eenirahbus péthellisst @RU.i t s operating system programis
| oaded and run to enter its first phase of operation as shown at step 102.
The initialisation phase of the security device 35 should proceed far nore

qui ckly thatn aecerdraee with aatiseroaspect of ding presens yistemtion LtHere iiiproviddécsa, due

to the redu rity 10 device as conpared with those

of the corrplFJrFeceirr'&is/@é'tg gg]%/g(g%%&r G%ﬁgﬁﬁaqﬂ r@ﬁe&%\@q% r§§§m:ﬁ)ﬂ?6@%ﬁ?§9'§9ed in

fl ash ROM 4byiancedipater yomnumdutsorided aesassi the CoH rQ?ébiﬁata?ltrmlorS,i genttdl3 tO
pt a

interface logic 43 and interce

control ,the bus contrl cﬂ%[
communi &% i BIREESSIBH Ynite( apebNengoryLusatt by ithe dipst @R do doash pregramsTin

h |, i i 15 dth
channel . sOofditto BReafhYLdibueNSndEirald Quick, Uit WiiRod BSARSHa 1S and the

protected storage Ia 21 along the e RS tine.
Prior to this tine the bus control and interface logic 43 is not configured

and so no selectively blocking all data access between the host CPU and the storage
device; and
authenticating a user of the computer having a prescribed profile of access
25 to the storage device;

wherein said blocking of data access is maintained until the user of the
computer is correctly authenticated.



access to the storage nedia is available prior to or during the
initialisation phase of the security device along the ATA cable, in any
event. The security device CPU 33 then places a drive busy signal on the
ATA channel 20 to informthe host CPU 13 of the status of the storage nedia
21 and proceeds with requesting the "drive ID'" fromthe storage nedia, as
shown at step 104. The operations of theqgecurity device 35 during this
time occur quite independently of the BIGS, whereby the Bl OS proceeds with
perform ng steps 55 through to 69, in accordance with its nornal operation,

until the "dpgj e Iy rfornmed by i t step 69. During steps
55 to 69, thlg}e\sfée‘rgh'gi ?@'G%\%ci@e @’%ﬁﬁ[?%’%@sq%c%t‘@@k‘%ccﬁﬁ %SBN%PN the host
communi cat i c@BUfananthelstorags deol) iddbpetl nal device, with the
storage nedia 21. During tgﬁi s "dri vep bugwgﬂggg?sfﬁggCPU 37 of the
security device 35 is in a state waiting for the "drive ID" information
fromthe stoPrbfabN, s&disefcti j G U r ' e
"drive I D' inf oan'g_ti on f.ror;ﬁlﬁébds({h r%cggllgngﬁinaqd f;')lf!aﬁg%teg) ”c?ﬁ%?f%@f%‘i\fg’za’m S
in its RAM 30clddes aibteseepting 'aflr isaid datd mecebs' duripgatheonstahte upTAegbendee! to

Lhe < i igifeditely, afer st bBlishith, SdbRfiie ladie AL ine apsredibg sysBI ob; age
69 and has hkrecomputérig enabledhtigserident cbAss! dfage %o%gﬁw LA cﬁﬂﬁqjué?lrrircg]vﬁfy

busy"” phase for less than the 5 requisite time period, or nor

when the BI di€ CORPULES iRk BiARBer S asiia peevept usaulherised ategssHD Hict stordgee
security deyegReCPU 37 has signalled the "drive ready" phase on the ATA
channel, the host CPU 13 issues a request to the driver interface |ogic 31
of the "drive | D'. Once this request is mude at step 69, the security

devi ce CPU 1 f ; Q ont.i nui to bl gck access

to the st or%%fenmbtg‘,’gﬁgg[,ﬁe@% '%@%iﬁ%%rﬂgﬁ%és ﬂ&é[f" kgow{]ﬁet%“plﬁ?'i@ np

of the HBD( sbrrect autbpnti@tion i ah&IuSEr,pamy alewingoormal Nddidig 1 ahe PpeRginger | od
e "drive |D" informati on stored dESCI‘I'bI ng

for the HDDtﬁ reilpoqrbghvm h th

it. Accordi HYP§M Fungthe Wi Fequence:of thecamputer thereatiee to provi de t he

"drive ID" information within this time, fromthe tinme 15 that the BIOS

reaches the 'dri LD equi porent, check stage 69, for whatever reason, then

the BI OS wi 1 F&F%?\(:JE%_’?%?‘P{'}?B‘@F&%&QEWS lgeking aecessdo the sterage devicaot

functional afier Eorpestt autHentiéation 6t the tidel inYacédYddriee it &eﬁ?@@@ﬁtﬁe@l >/;Br%fiféeoé""e' |
a delay woul

and truly initialised and operational by this tine, suc u
general |y b8CEe§iA e V&€ hat there is indeed a problemwith the protected
HDD(s). 20 After supplying the host CPU 13 with the "drive ID", the

security, _deyice a&}v?ances to its next state) still blocking data
comuni dt i e ctie imethed sincludes 1unalterablyicstering e computeropeagramsdfon 21,

whi | st the nBl it | Jale]s up procedure at steps
71 thr ough THoBTS (o SPRROIRSE Bbeck! b IdcBubis s BBl Bomy el iy ahoira | g
boot sect or adgressahie by thernhestERe, the CPU 37 of the security device 35
waits for a boot sector request fromthe host CPU 13 to the driver
interface logic 31. On receiving the BIOS request, instead of |oading the

boot sect or PEferably, saidiaushentisating indludesrengblingaiuser of the cerapuitet 16 6laei ¢
supplies a d e [ red on,.ts.own flash ROM 41 to the host
CPPJpas i ndi %’QV’Z@Q@"@% ai@%;a%?}%@‘fﬂ’ﬂ Y&riyinghthe same g establish whegher|taader
accor di 129 tuserhsanlwtmisbdusesmhercorﬂ{d‘ld@ﬂh%@@ﬁréécﬂb?&g)#)fg@g%{ ﬂcicetss t'%

a 0 be

aut henti cat j on aB% i cati ogq&r ogramstored within the f
| oaded at sYEpSIPHIE, ABVICR heteresallawingdthessiap up sequence of the computer to

proceed further.

Preferably, said login identification and passwords of authorised users and the
prescribed profile of access thereof form part of said critical data and control

25 elements and the verifying includes comparing the entered login identification and
password with the login identification and passwords within said critical data and
control elements and authenticating a user if there is match.



In the present enbodi ment, the valid boot sector nust be that which is
stored on 5 the protected storage nedia 21; otherwi se the security device
35 never advances beyond its bl ocking state. Such an arrangenent ensures
the integrity of the security of the system by not allow ng any external
operating system other than that which is provided on the protected
storage nedia 21, to effect control of thg host CPU 13 for the purposes of
comuni cating with data stored on the protected 10 storage nedia 21. Thus,
in the normal operation of the conmputer system where the BIOS targets the

protected st i : : I I ing th
oot sector, o2 aRRE pikbchBed bRAE I BRRES, BhrbREdk adtefiibertaiocdlivt o
from the propredelermitedr egelsnefdacceds. permitiéd faubhenitheidddons@PR) pesichipgd
program essentially conprises a prescribed |login application that only

al l ows an a&%‘t’ﬁ“c‘%(t@&%@i?het%o(ﬁﬂ@tffwwm operation of the conputer
system 11. A user that is unable to be authenticated by the prescribed

| ogi n application cannot continue to use the conputer system The detail ed
oper at i on ofBrigkDesgfintionpf thePrawings| | be described in nore detail |ater,
but for the 20 purpose of describing the systemstart up sequence, wll be
described in general terns. Mreover, the |ogin application requires the
user to eht efheainyentian witlhe, balierundrrsisadsndhe ligbt ot the foblowingedescyiptiamof o

progress beyopd PR | oQ age, Jhe.l.ogin application in th
present enboog'ién%é#ﬁf s%éé@bﬁgg%%eéfl gﬁF gr?lsﬁm?tf??'e'é rﬁggﬁt"‘f' regee i‘hﬁlﬁ'l ng
the correct {fbligwing deawings\dvimaemword. |t shoul d be appreciated that in other
enbodi ments the nunber of login attenpts that may be all owed can be
different, and in extrene security applications, nmay be limted to just one

attenpt. |f FigurecDis acdchengitio boxndiagran RS WPIcAl 2bMpUtir §teéh eholing Bife
third attenpt, the application am i nvokes a system hal t Lé\/\/nerel n the

r ogr
system 23 Rhysigal 9B theqsecufty Jepce plative teqher bast: G Lbniaine bys) d
boot prOE@ssmbﬁaé@udgﬁp@%e&cou\éadérfahbﬂ%@viaagﬂes and passwords associ at ed

therewith for all users permtted access to the storage nedia 21 are stored

in the flash ROM 41 of the security 5 device 35. Accordingly, various
communi cat | gigurBr £G8 ! sehidrhag bBk g esdeiE BByiaRS; er
the control of the aut hentrlhcati on a'pg'lgil cé)tqihgﬁ %érbg'g'%rﬁﬁe\élﬁg 'h?gpg-'e%‘ﬁpyp%

devi ce CPU Jenaeal funshanaltmake2up;l f the | ogin is successful, as represented
by step 113, the authentication application program proceeds in a manner to
be described in nore detail later. 10 Wth respect to the security device
35, once th&igyes isaflowehadshowing thet tart uphseqimnae af @ascermat ebivipaiter that
previ ously A I user in the flash ROM 41 is set at
114 to det e?émmr%e : eé’lr‘g’?'%%%agéﬂ‘ﬁwp‘zér"é I’on between the authentication
application programand the operating system of the security device

thereaftgf. ' t hi i ri Vi 7
passes dg{ aiﬁurggqméﬁqgaﬁégbg{:g@és}gg %&%@ﬂbéhgg ﬁ@“é&%?ﬁﬁ‘? Qfgtfgg‘}%ﬁ%f t he
host CPU 13 sistendequipped witk frensecwitydevicé;he access | evel of the user,

possi bly login and password i nfornmation as well as data access profile

i nformation of other users having access to the storage nedia 21 are passed
over to the Figwe CiUafflow dhamlshpwingl theosaridue sates ohoperaien dfhibe security

aut hent i catigon. aﬁ&%i&cati on program 20 This phase of operation continues
until the ul&VICP BEWERLOMal | ow boot " process at step 115. Setting this
status causes the security device 35 to enter the second phase of its

operation at_.step,117. At this stage, the operating system being run by the
security deli@lecbyss? S‘Hf&&néﬂmgﬂ@ stgeuYgerFsd@W?‘@é\éQ% Reyfrmed; kY thet a
access ppef igutheptichtith applieativr sigpamuser at step 119, which profile is
thereafter 25 enforced for determning the host CPU 13 access to the

protected data storage nedia 21. The operating systemof the security

Jevi 37 . g il . . Jih
nost CPU 13 U8 780 Shous I, BUERTRY SEERiGoRRBINARS! B GERALABY'BraBiicar”
user interface (GUI) screen;

Figure 7B shows the graphical specification format of the normal user type login
GUI screen;



control and interface logic 43 is configured to adopt the data access
profile of the 30 user, whereupon the application programat 121 issues the
software interrupt 24 vector to the host CPU 13 invoking a "warm boot".
The appropriate soft boot vector is then | oaded and the host CPU 13 causes
a soft systemre-start or warm boot at step 85. During the software reset,
the security device 35 then enters a waitlidng state for 5 the boot sector
request as indicated at 123, whilst enforcing the data access profile for
all data communi cati ons between the host CPU 13 and the protected storage
media 21 as Flere7alshbs thergaphieddpscifitblidrPforinde of HEPARIniHRSbd Jodic
undergoing the systemreset, its security device 35 sti remal ns’ actl ve
and fully opGUASP®EAl during this time. 10 A software reset "warm boot"

i nvokes a special subroutine of the BIOS programthat perforns an
abbreviated start up sequence. Moreover, essentially steps 51 to 63 are
bypassed andFighee BDGBopsdhe graphicat specifivation fopaatadfithe administatorstuser 6&it At
step 69, Whiﬁglli nvokes éhe equi pnent check involving the "drive ID" with 15
respect tot Es5) operating systemof the security device 35 no

| onger intercepts the request fromthe host CPU 13 to the protected storage
medi a 21, _as.long as the access. .to . the HDD of the storage nmedia is in
conf or mante wPHHE Zﬁeshsgrsttﬁelﬁpgpmﬁgtg?n Mgt ferdbe admipistratorsragcess dif @l set
by the operadgregn.of the security device 35 during the first phase of its
operation. Such access will be 20 permtted in nost cases, unless the

adm ni strator has specifically barred the authenticated user from HDD
access. Thu b i he HDD of the storage nedia 21
to respond {??ﬁ'f??f?!'%%a?@é‘ﬁﬁ%ﬂﬁ@ﬁ@*dri ve | D', whereupon the host
CPU 13 advances the BI OGS programthrough steps 71 to 81, in accordance with
t he nor nmal ugn t . n e bbbt art
of the dat at?gﬁ:e%@b%(rﬁg?ﬁﬁeﬁe(r??gre%gngﬁygggcaesé@%@%‘l &é}s("ptu&l% O(Eg) a%%hﬁ%
system of t Hecarpeiatingya sequridy devidel tor Kirotgcting es storage needia @fehe asdnysuderage
medi a 21,Mnt] ad of .St or request is detected fromthe host
25 CPU 1 &visyg%eﬁé%’q&ﬂ'\@a?%&ﬁﬁ@#ﬁ%@??{neﬁ{éﬂg@c Piage esoensplly;
rej ects all iotheclorrnafeerald disk drive (BDD)ect ed st orage nedia during step 125.
On the BIOS requesting a boot sector fromthe particular HDD of the
protected storage nedia 21, the bus control and interface logic 43 of the

security deAscashbwal inowgurbet r@fqmtdrawmgspw@dcor@nbh%ﬁéﬁ { £Cfineraly @
valid signature fromthe. s ora‘gqe medi a, the host U 13 then proceeds with

| oadi ng t he SOPMRUSES 7 LERY $$InG upih (GRUL G 256 aeBluralit oft peripheral and
proceeds rugeviegs! WhichOfe ¢omdeted Gal #ashih '@Q%cﬁ%éé"ngpﬁgq%g Buls" (N e

storage nedia 21 at step 83, in accordance with t operation of 10
the conplht ePespherahfeyiges ngludg a ewsitee 185 akeyhoard 19 asd vequeshoresstotage boot

sector on t r i [ i 5.t hep, adopts .a

noni t ori ng ?? gtlé%go%ggprﬁ%e@riegé%%gﬁﬁgﬁﬁg%ﬂti It/'?(? g@%@%f?"ﬁ@%@k (@gﬁp‘én'g%teand
confi gyr es taoeording todherATA ¢NH anacmnér_algt etdr:cojg'r(ﬁaﬂ@ émis idﬁﬁiré%ﬁi%ﬂé)bhﬂﬁﬁélce
according t e _se ta access profile of the aut henti cated user as

i ndi cat ed a?o%PFOVA(&%(gSWSPSﬁGWI‘%d%Etﬁ?’in?&“d&ém‘i’@ COIRIAER SYRtersvid - or

di sall ows access to relevant partitions and files within the storage nedi a
2i in confo nce with e .set _user data access profile, whereby data that
the user i sﬁﬁ%f‘gBQF'R??rfgaeY'ﬁe%@@eg@ngiﬁ%p & ’H@'@e@gb’cpl!ﬁ/ww@ aRrrppaatepy
any virum eiteddde doYit | ZR20@nEM 99" BEIP oY Heesdh H68iE >and Hvithe 0,

security device 35 nmintains this nmonitoring or supervisory state untrl the
conput er syd$inpuyautpyty. sHihedigrfaced legioeise chamtterisad etqpalow icomsmirtictied of f

to the secugj i I G rv. 1 s erased and access to the

st or age ned?)gwgsé?ﬁtérb:@du3?tqr\%ﬁ§(l§la&%%¥'ghﬁﬁm%'ﬁeup and initialised

agai n. Now havi ng descri bed the overall operation of the security device
35) the 25 eptd.cat han j cation program.w.|l. now be described in nore
detail wit hﬂrﬁeﬂs.bpgé € ?i)hl%h@%ﬁ F‘y c’ﬂh?tm@fﬁaﬁq‘i’g{‘: IgingPEe\%r Snitegrateyithsar een
gr aphi cal spigleofadzptéroand & cornechel BhYStandafd GHEE Cabfe hb&ege@ nﬁ&}i]tZ)F'-in 26
The user_aut hentication a};L)ppI i cation program on being | oade y the ’boot

| oader a0 st Casp ohihe keybanyd (18 the dite i égherefor isontegnated with 430

o aphi cal *sKotSAIE AHACt CAMeReC VETH, AbepSp i e SbRbuT ool "Bl 2 hee

The screen kéyboszddavd dedthentaseaot the storage device(s) 21, the interface logic 31



5 heading franme 133, a login franme 135 and a nessage/log frame 137. The
headi ng frame 133 has provision for the product trade mark at 139, the
versi on nunber at 141, the screen nane at 143 and provision for display of
| egal warning notices at 145. The login frame 135 includes banners for the
text "user:" at 147 and the text 10 "pasdbord:" 149, with franmes for
respectively entering the user identification or "user ID'" at 151 and the
user password at 153. The nessage/log frame conprises a banner for

di spl ayi ng thereforis integasatash ant ATA adapteriariessammeticda 3a5r9ATN‘Ha‘b||b 33
di spl ays status nessages issued by the security device to

aut hent i cat t@eapiprade-devise g)rt@@fawdaéhaAJér@?ar@@l e |ist. A I ogl n button 155
is also 15 provided in order for the user to invoke the processing of the
user and password entries for authentication purposes by the security

devi ce. Wi iThe saguritcdedee 83fithe mremmmbodumenhmopmmalkynnmrpmmmmlaet S

act i vat i ng- e et BARBCR el ing P BHafe PriSivedor Tk ek intariees

pr ogr am isV @gGid181any Presteraie déicapsi Mhe2ATANGaR@SY SiPdok3 mesPRpes e
| ogin details entered on the screen to the securltgddeV|ce 35, wh reupon

t he oper at i Siprage demices inchisling-baid digk ¢siyeseCPald whicheagivally adepts dee CPU

37 to conpar, i f in i,nformtion
ot ovi ded | nATALATPEERAbRRIE 13 she A A Rl BESrE ity PP 404 P i
bet ween t hedewésard tapecdriviesd password information via the |ogin 25 screen
and the stored user and password information) the security device CPU 37
returns either a valid or invalid authentication signal to the host CPU 13.

In the caseUndet tras Amestagdaxdym distrétbesnibiagat devicedsmal B caritrdied; vné hige CPU
37 al so rovj des ad |t| i nf orma AE!_I on concerning the user type and

associ at'dd 8Bgle ineracy 'Fcﬁﬂ @deidAn gablgod3s hbiegf:@rr@ésreat:a Will cee naderf i | e

of the part e e SR “st é mBdiahe i

aut henti cat |hon' a count S'ecr)raﬁs [ ngraerre“ﬂr:l‘?czﬁ Lgﬁ)ﬂ‘%ﬁ?eﬁlﬁ %oﬁﬂig{or%g?i rst
unsuccessf udeucearqnd will beungednintecchangeablyswitte tstoragd alearivg”.an appropri at e
nmessage i s displayed to the user on the nessage/log frame 137, indicating

the failed status of the 5 authentication attenpt as shown at 163. As
previously tethe casel of HiC’s hﬁ”lee’namstypeedsﬁuta@udemw ix te 6IDDL tMostt HD&Bs

shown at 164 e.auth n r causes, a, shyt

i nterrupt VQQ?%F l{rﬂ)%ﬁ?%\;%iamﬁ 575%5 %% CQH}M%?,@"F@%PE ﬁ\‘?g'gﬁﬂk a
conpl et g5s hmmmeaflua)mae@mvé arfdeill e Whéfebyemie édnt@liar ft Helhsk dtide is
restart the system 10 On_valid authentication, the authentication

appl i cat i onlogalRg om theHBP, dselisas: oppssedi i Reirg ditaally saRNessted tohdhe t wo
types of | ogigth&bbSRiof tHePTNdi Nng upon the user type. In the present

enbodi ment) there are two user types, one being a normal user, for which
the screen as shown by the graphi cal speC|f| catl on at Figure 7B is

di spl ayed a ! 5

t he screen Iﬁgﬁé ﬁt&eﬂuﬁw i@ﬁg@g&ﬁﬁ %ﬂg%e%ﬁ | ca | O%Bgﬁ'feFEorfngﬁte?’%y&gn%

di spl ayed amayuepolwezsrorage dgmﬁh|coahestpddoftheanamrmofrtputer’rwsmm auses| GU

e Sl G e A iy S
screen al SOMtéWéded@ ic2 Ao%bﬂ:ﬁ g‘,y GRUEELEES Bﬂ*stb%'gelc?é]wéébaéoﬂﬂédted)ﬁ) @Brﬁ@?ﬁ

descri bed. The headln frame 170 is essentially the sane as eadi ng
frame 133 fHiS MANNGEnHeasetuty deyiceedd WaiHd rsimilardy b&nlﬁtefgﬂéﬁfbrb@éwﬂmﬁ?&ul s

have been uge‘é'HﬁVé%%Okbf%dqﬁ%gﬂ,éQQ%é‘% e%}‘:{(dfbut es of the frane. In this

case) however e screen O represent that it is a user
type login screen, as shown at 143 of 25 the drawi ngs. The login details

frame 171 | i : 4 .1 nr i n creen .and
accordi ngl y %@Bygﬁé é'@?%r%ﬂc@gn&t}ﬁyﬁ? tfﬁ%ég&&%ﬁ%&@ggﬁf&enﬁgﬁx ptplg)prlses
cor r esp@gdi agCRY37, RAM ramidohhacdgsataembng 390 dlaBh FRORI (réad bAREMeRRWRVAS )
includes a user ID display frame 175 to display the user ID as opposed to

an entry frané bus sonireleald Jaiesidca glogicr 48n whigte in dgenpresent lesmbty nkliss o

| ud 2 d
con] unct | on hRECREINEE ATATERRERP for e BmbLSs S bbbcrhg BRATA sprageunge
i ts passwor devige @lr. diTihel pus aomrcvlaammgwteﬁacmdxvgloas&tymcallybamlw m FP@Kes a

process wit ﬂ*igldt Breoge}grtnpneabtle (@aat'eoRrras%pahgﬁ)r A§'IC (Application Specific Integrated




program i nvol vi ng conmuni cati on between the host CPU 13 and the security 5
device CPU 37 to cause a change to the password stored within the flash ROV
41 of the security device for the particular user as shown at 177. A
standard routine involving confirmation of the new password i s adopt ed,
before the password changes are conpleteq6 The device details frame 172

I ncludes a title banner 178, which displays the text 10 "device
information”, as well as two further sub-banners displaying the text

"master"” at : sl gve" at 181. These sub-banners head regions for

di spl ayi ng i‘%@ﬂﬁ@%"&ﬁs T e RN Sonas telditereepbrandepermais cohtd! ef all
prot ect ed byohimurisidnist ' t sent, epbodi nent) up to two
storage devices are aInI obv‘\a/é\g§¥¢/vﬁfecﬁ§?tsé%gr1g?re{1ﬁl?e&s¥ ﬁg’t}mdg‘ﬂﬁ%ﬂgﬁ)d{m@ﬁe
bei ng denot &P €erdral of theasaawrity dexice EPANG7t he ot her being denoted the

"slave" device. The respective regions detailing the device information
i ncl ude three further sub-level banners for displaying the text "device" at

183, "accesdhesecudly devce Sbzalsd/Bicladesl & 7seddké Phaa fifdPBSe 1891Ha9" I6RER
sub- bannﬁr g%‘? %fzs gctlv I grow_ded bel ow t he device, access and ez e
banners for “THY: eng G4 33%%9 éngdiaat7 do eagonnestadste thes seaurity eeitet via 20
observe on thstonmFEiRtepfacaad/ or sl ave device, as set by the adm nistrator. For

each observabl e device, the list displays: the device nunber; its access
type for the user: and the device size in MB (MegaBytes). 25 The access

i it ' ' | " d |y, which
o Sl ayed | oLy BeReE S CPNY o heffes, Yo Th, B oprbactfad ppisation

v si bl e, RANDEAM storel ipite/flabhi RONe Ut ainclich is IdRREd Mt FAMS drf siafi C
is display |a§ gf/"?% gx; and .29 delete, which is displayed in ue
text. The nds&ife OQ"L' $ 3 Opeeating svsiem fori the seqityislevics? fve GPLHISTYi ng
the text0 "corsmagieatesanih thalbas! i il 49 S .status .
messages prpovi ded by the securi tc?ﬁgte){/la'?:% 'rggﬁgcﬂargg%]I‘tabﬁ’g"q%iy'gt'?teé‘?(?ﬁqda'f‘ to
the precedi'ii§ Wth EWATA cahle B3 te intercept cormusinations betigasrcine WEsPIOFR) iGN | S

| i sl Ay . hapged. . No l ai ni

the et ﬁéhih?‘i’g“z@[)%ﬁﬁaﬁ’% B S ROTAE S8R BB infeiiath AR dlesposachrtwoend and

the acti on the dsdeentidiaanebinterfacenlogiciaBadnd the chiS®nPiReRate Q%dta@ﬁfgétﬁ the
S a a

pr ot ect ed vice Is divided into zones or partition ve
di f f er ent 3"2"2@@'%[3%? S E@Mﬁeé‘sm?ngoa'e[;@rwi1@gan@dhetmmts¢mmgeambdia af the

adm ni 18 atueler Thewonmal bi OTPY. PETBLEA of e dsppuipager and, or e

represented as separate devices for each type : Seeynty
exanpl e, t [8Y¥iCepisr et subiectnelya seppratean@ntion andE:wik bt e e dafBedser
can have opg,gf. five types of access to these partitions, nanely read only,
read/ wite, invisible) 15 read directory entry and del ete.

The functionality of the application program stored in flash ROM 41 and the

operation of the security device 35 will now be described with reference to the
20 remaining drawings.

The application program stored in flash ROM 41 for the security device 35 is
generally designed to intercept and control the computer system’s boot process
and provide authentication by means of a login ID and password before access to
the protected storage media is permitted. Accordingly, the location of the security
25 device 35 between the host CPU 13 and the storage media 21 is particularly
designed so that the security device is able to filter all requests for information and
data flowing to and from the storage media. The security device 35 forwards
these requests to the storage media as appropriate, based on predetermined user
profiles that are set up by a user having an administrator profile, which profiles are
30 stored within the security device itself. These profiles are based on access to



Read only access neans that the user can access all of the files existing
in the designated partition, but can only read the file contents. The user
has no wite or delete permssions with respect to the files in that
partition. Read/wite access neans that the user can access all of the
files existing in the 20 designated parti¥ion and performboth read and
wite functions with respect to the file contents) but has no delete

perm ssions with respect to those files. Invisible access neans that none
of the fil egifpdrémy ifiensl efidesradiies witih i thieo ATShS S in
any form anglﬁggﬂhlﬁ%ﬁden,geven to@?hemgﬁtﬂgﬁt gﬁf\%@ no fi Izhggttggldséygga@ﬁ

| i sted or badmirissaler ganget uprdatapraiectien @nya Ipagtitionegpyopartitivr anddor filedy- 25

artition ayaiable ser. . directory entr. ccess neans that the
Eser may be\ﬁgotll’%'%g'%ﬁﬁn%fﬁ@?@g{ E?ﬁgsgwgén%gn&a% fattributes in any
directory listing of files in the designated 30 partition, but the user
has no read, wjt r. del et mssions in.relation tq any of the files in
that parti t MbAIOGsdp Billy Undeesiend ing BeerRiigh eLing sRaiTo e ieR e APRICSRYOR S os
W thin a sdessqiidiaesl e hbimabodtFbeEss IIRWERLDy 10 Siepaly Refdutb] sytéf, and

wite perm ssions, but also elete permssions in relation'to a t he

files in thdhisphoot tHrecessywih nowe bes deseribade ity referameei toudrigurewBt of the
operation O@’%"ﬂﬁ onputer system 11, the | aunch system button 174 is
activated a I at 190) whereupon the authentication application program
sends a signal to the security device 35 to set the "allow boot" status

therein as tep .1l ing the “allow boot" atusg .10 pnvokes the
comencenen?¥’5$‘°¥‘ﬁénj;é%‘gﬁg’t’mggmﬁs HBSPgHeRe ﬁl@wgam@k) LUNERCES, as
shown at st @B iddidated/at QP ®1 WitR peWel O showirf at 58, STRIYES AR ol Khowiad BUSoldt t h

t he aut hentication application issui ng a "warm boot" interrupt vector as

step 1200 nbeele whereldyt albleftavel datasirgmdae bpsbeBU sTinternalanemony eegigersaanctn of

th t.] ' ' i I of th
type. bl ng. M g8 AarBd GRP BLoGRnP CBUNER of e CeLR, S8F Bt s B, (e
o Lot vi Za?ﬁ?iﬁ?%}‘?? o ""PE%M%“;‘O; a“??”sif‘*“gfuggg%gg‘g’?ﬁi oot the
dni ni st r at BIOAIPSIQrEdRgIMagsniindyg ' asiGinPyt Quipytiysiena)
2c£ne2|nsa;13 SO tzrg same reference nunerals havggbeen used to identi fyyloe

di 20 attrihbut b he t . A di ngl t h
adr i 5t at he A Sep BbRYUS I GEY ving e SAnfERETo ARdarddmoke e rsay
| ogi n detsai BfOS Hoot PRGram. FTRERHOM Blﬂrﬁgmad%ﬁhw{dit%isﬁﬁﬁgﬁhw-

Wth respect to the banner title 14 e heading frame 193, 1 text is
altered to thaliincludes sedinghyp baidwaieiands seftwave inthrfupt stlectarsrandyipeokingian. 25

ubst ant | o gl engof Bl A€ pBRRR Bl ABsts AR cfefrasemied by

screen and sfepl5/ot be described further. The | aunch system button 174
functions in an identical manner to the |launch system button of the
precedi ng screen, whereby activation of the

The POST process involves a series of tests to ensure that the RAM of the PC is

20 functioning properly. It then conducts another series of tests, which instruct the
host CPU to check that the various peripheral devices, such as the video card and
monitor 17, keyboard 19 and storage media 21, are present and functioning

properly.

On completing the POST, the BIOS then looks for addresses of BIOS extensions
25 at step 59 that are held in the ROMs of peripheral devices to see if any of them
have an extended BIOS to run.

The first of these BIOS extensions is associated with the video card. This BIOS

extension initialises the video card to operate the monitor as shown at step 61.



31 sane as shown at 200 i nvokes the commencenent of the second phase of
operation of the security device 135 as previously described. Wth the

l ogin details frame 195, the sane facility for changi ng the password of the
adm nistrator is provided as shown at step 201, with a simlar entry frane
153 5 and accept new password button 176]8as in the case of the user type

| ogin. However) the login details frame also includes an edit users button
202, activation of which invokes an editing process within the

aut henti cat i ARYhe h Qi Fany

adm ni strato tno crﬂ()algtt%t(‘ag gm&%g%&g;ﬁe Z@%g;ség’rﬁ?géft@& :ﬁﬁodc%é\;é:ﬁguaglst%ers,
so as to de6B8roirureothesiBIOSadensiarestor fhaski paxipheral devicestteat Havedbemss to t he
storage nedia 21. Activation of the button 201 causes the authentication
application programto display at 204 an adm nistrator editing screen to
the user, tThegBHPSiiheh preeeds cat displayf thenistart iup soeem at dftepus BElond t he
drawi ngs. The admj ni strator, user dit screen 205 is divided i nto a heading
frame 206, RIPOESOI Wb SoRdwding fusher lesls sohe sysiars asteR 67 inaksinadand o

return tg f”‘ﬂ'iﬂ'nl‘ibrwgét et\g)%tq tgr, vhidh iﬂiﬁ@&%@é&“oﬂ%é 5@!@%&\206’ apart from having

an appropriately”wor e banner denoting the screen as being an
adm nistrator edit users screen is identical to previous heading franes.

Sinilarly, &pga@mﬁﬁ( Fﬁrgoﬁﬁé"ﬂagfﬁgrﬁ ﬁvéHibﬁ’%%@ﬁib@ein?%%Eﬁ% d%feerwg?eﬁc o

message/ | og proce g screens. the sanme re
nuner al s hawhabégpe of pdriplerabl baxdware dercoeapctedi togthat sysitdrat atsstep 69ac With

t hese screens. Wth r ect to the edit S details fra 207, | s
conpri ses ar‘ﬁpﬁ\ﬁ/’{:t'%aiﬂﬁg#)_s@éﬁg%tmﬁ@at ﬂ%e t@@g PrRYAm ichpse%gﬁg hRRH ép LIZIQS and
sub-title bipaessate e HOD Sedutsting HetaildSRich & thé kiive Sasgarar AT A2ér %éég?nd
"access" at 219.7 An editable frane 221 25 is provided bel ow t he sub-banners
i n whi cHOi swhidhplexgbaf standard (edmhether & ds the okl standard ATIA 163 @r sheanewg

SCorea ur hERrBAH RTAR] BRTRAPR fibeblupdhitbil, shp Eidih b it
comuni cat i _@ﬂmrbm%r\@emndnenm. TRId dtage widmteriopaticw s thé HDDtiS&nown as
aut henti cation aE)Q I cation program and the security device CPU 37, under

the 30 cont réfvedP ¢ he operating systemthereof. 32 Each user entry in the
list contains: the user ID, password; and access button;

The BIOS then proceeds to configure “logical” devices, such as Plug and Play
15 devices, at step 71 and displays a message on the screen for each one it finds.

The summary screen is then displayed at step 73 indicating the configuration of
the computer system. The BIOS then checks for the specified boot sequence at
step 75, where the order of priority of storage media to be checked for the location
of a valid boot sector, from which the operating system of the computer may be

20 loaded, is specified. The normal order is to check the floppy disk drive (A:), then
the hard disk (C:) or vice versa, or the CD ROM drive.

Having identified the order of priority, the BIOS causes the CPU at step 77 to look
for boot information in each drive in sequence until a valid boot sector is located.

The BIOS undertakes this process by invoking the software interrupt vector “int 19

25 at step 79, which stores the address of the particular peripheral device in a
software interrupt vector table that is set up during the initialisation phase of the
BIOS.



5 under the respective sub-title banners 215, 217 and 219. Upon pressing
the access button for a particular user, the access edit screen wll appear
for that user. The administrator editing process allows a user to be

del eted by the administrator through the edit frame 221 by selecting their
entry and pressing the ALT-d key sequencegon the keyboard. 10 A create new
user button 223 is also included within the edit user details frame 207 for
creating a new user. Activation of the button 223 invokes a prescribed

process wtiy : J i i i p hown at 224. This
process cau?gg egg'gllpa ’tc')gﬁgtt%@ttp QBBQRQ% L?&ﬁgy@q[)b&'%?é? ﬂ}el%iﬁ q{i%maﬁ%fboé)&it
users screeme@d opboot secgr dtwylihdeme;sheadr0, setr iNghd et Y6&tbr bRt disk), at

wher eupon activation of which causes the

password, and an, 15 accept, button, whe _

user and pai}&\ﬁaﬁrQ% Oiéhgﬂ§}:5'P§yﬁPGCIf'ﬁdt"héh%éﬁtﬂeif ifahis searchisgshboppyadisk2ib.
Each : b QL : ' i t I
par (i 1 on o AEs 1R qdtets Bt rEodHey R Wiy @ EOT ePlaBle i IR 307 %ot T
dat a accéss bpobsedter dtdhe shmeuoeatiomsomthet ioppyaiisics edit screen. The

adm ni strator accesses this screen by activating the 20 correspondi ng
access button as shown at 226 for the user requiring editing in the edit

frame 221. Zhealidebootrseotoraidndeteintiged ByutheoBPR13héckinyy e Siglatupe fltry (e
adm ni stratgr to 'ethgrn to the adm nistrator type login screen 191 fromthe

adni ni st r at BY€edMIchs BpEnally, sempHses dke Jikshiva ibyes; .0?259 Aaat\sacdterg It the

but t ihifi ba t I ' i.shed i
The user |1 SOMBPENGIARE UM e ot SeeRit R petint (RECCRE LY otERens BT on”
appl i cati (ﬁnlqadmt_ﬁ'm l}QDts'esq_or ay step 8t E]EboImM tﬁimd eadmruh' mwﬁr@ilg_erth@mgﬁlzﬁ)a]gdi ':1
screen, e specification o ichis own in Figure of the
dr awi ngg.b Tﬂg&%g%cfgﬁmaﬁln&tﬁﬁtvﬂmﬁ%99@@\{\"88isb'S'?E? g'@ﬁ- 229 is gi vided into a
headi ng frame 230 and an edit access details frane 231, a nessage/log franme
232 d t t ' text edit N but. 233. The head
rams 230 1 B Pheeash 88 Dol Bpetaliiorgemc tiesadet BlesMa: DORES Vst @ oS
banner is pasyiCEBIMMAND.GOM' &R/ baded bAYtexetuicdeatid fher i?n%tfilw%;éﬁfg%@]yrs; mgf

the adm nistrator_access edit type as shown at 235. The nessage/

232 i sI t hﬁ @WHIQEX%-W@&@Q'Q?@?@@@ dHi b complielg! y:onﬁgurgm ofethze[]ence
Coreens. TrCOmAER syt aft ping abef GBS ABRfAtordibhlaMs e Titkied o

di spl ayilhg sulseti0entoperatiorcebthedmimaputer systeraub- banner 237 cont ai ning t he
text "user" and a display frame 239 adjacent thereto for displaying the
user I D of the particular user selected fromthe adm nistrator edit user

screen 205. InTthe eatiet ofibegreseist emnbedihienendipoiating the %‘ébdﬁl? devicdTBbathef I ane

set up to the devi.ce frames of the user. type |login screen 169 and t he
i i kb aet

adnmi ni st r at SFCWT,EEYIER i, Prograamedto, Blo¢ Al ReCashAtine host GRE 1dipsther
and " sl ave"ppteoted Storade anddiat 2 SEeUbbHbLY ! i at
179 and 181p and respe_ctgi ve slubti{b 3"?5%?\%?3 %3!,56?8%!%2%%@%&%%5%@"3% t he
"devi ce", "H¥Hgsopetatign: af e BNBS: Ini additionethse secwrity ydewviee provides dof ar

each deypcen,disHi deleftr! 1o 3 QY I of .these
sub-ti t?g b%unner s&g)d Si mrltf(ﬂ)rts%oE Eifheé 'c?nd;{o angfrzge %@PWﬁg &’é\'ﬁ’b et ai |
franes 172 exetules’ ah télﬁhemiﬂatibngiapmiodticﬁdn‘ﬁfdgrhﬁﬂt PEqUIREY N cBFEBENEser
respecti vel%/. The devi cef- detail franmes 239, however) are editable) whereas
the former %em}agoﬂéi% Ol BERWMNAGNG, CUBRYEH SYpler 2 tipeaed witheits nermsalt he
devi ce numbiggorlsueesr piafiot? ahbitderRMY SystéRPloaldiify. Since the latter operations
require access to the protected storage media 21, this methodology ensures that
25 such access is undertaken only after the supervisory control of the security device

35 has been establish on a user-by-user basis.

This manner of operation of the security device 35 is best explained in conjunction
with Figures 4A, 4B and 5 of the drawings, which outline the operation of the

computer system start up sequence with the security device installed in the
30 manner previously described.



access type for the user under the sub-title banner 185 and the device size
in MB 25 under the size (MB) sub-title banner 187. The access type for the
user is divided into five types: read only, depicted in red text;

read/ wite, depicted in green text; and 34 invisible, depicted in yellow
text; read directory entry) depicted in2frey text; and delete, depicted
in blue text. As in the previous case, the device nunbers represent each of
the partitions that 5 are created for the particul ar storage nedi a devi ce.

This, toget her g t BrrbhGeribme ihaf QOIRIBARR. pidteds SBE aneORompLasT %‘\’XA_E%W ppd by
the information prescribed for the particular partition stored thin the
fl ash ROM 4Tooimemneesswithithe ptartband poweiamnesiepstd and &8s asyipdhe casdiafdht e by

hi ghl i ght i d, cli cki dj spl.ayed . hi the .
i 2o ayod oornaL SapBile? Rt SorbeteRber A Bankr ol Hehsvel o fRCSasuity Fedee 10
directory 6@515 ywhith de! séparafslpupbweRifl, JuAMEgBaS 1S ebwhntifitihRselioRY phhsEKi Ng

an invisible frame around the displayed text.” In this manner, the access
type for Seacomiaencing withcthe stertisiep J0Quahergupen allnef itadonlzeRrdoesowses aze

e tess prof B Her 301 phi tsdpet A st BlodtBf isidodel 300 niid tnf on
appl i cati on jigrfirer phagenef spentibs st shawte as eryp 102, TIRY irfifaligation Xﬁﬁéé G thég
the return to admn user edit screen button 233 as shown at 241. At this

time, the disepudly deyice 3% sbadldgyreeeed faydnee ayigkindlamit tekes thenBIPSOf ther i s
i ' ' 5 1 d
wenin he confbuelsifeni 11 Yo aiaikg, Hid e ddiBed Berficlds' of B sl

aut hent i 1t ideniceppéi cernparedpwithr thoseevtinthe tamplitepl systerg. t Aeccacdingly s thet or
edit user screen. 205 fromwhich the admpgistr an sel.ect and edit the
dat a access OPPEAINGe SHTIERY LOrage storefl i bedhyiHOM 4 Smedialen riayoks the
descri bed t b | yi ' SSIFS r mag(gter
system and {3 %gugtgcqfﬁé ygggjv{icht Eﬁﬂm@gﬁgm fi gﬁg@gﬁd@g@f,ﬁn?%{m@gﬁcge

seen that t 48 antbjndercephalbgomomunicationsfearaithelhost GEU $Bitedhenstorage mediajeous

par i oul ar o BEHATEIGRIRZES thalis bl MUHRbLRK, o §1H B&Frectipe host
descri bers i mnththegpetacted: swerdued imeelid 2it salprty e AlTIAY cabile o stiddw@ing tistmet ed
0 S Y ah | Bt igethie Bl WorhroP Bhd FiaHA a0 T s ot ShhGiRed B’ sé o
access to the storage media is available prior to or during the initialisation phase
of the security device along the ATA cable, in any event.

The security device CPU 33 then places a drive busy signal on the ATA channel
20 to inform the host CPU 13 of the status of the storage media 21 and proceeds
with requesting the “drive ID” from the storage media, as shown at step 104.

The operations of the security: device 35 during this time occur quite

independently of the BIOS, whereby the BIOS proceeds with performing steps 55

through to 69, in accordance with its normal operation, until the “drive ID” check is
25 performed by it at step 69.

During steps 55 to 69, the security device 35 continues to block of all data
communications from the host CPU 13, or any other external device, with the
storage media 21. During this “drive busy” phase, the CPU 37 of the security
device 35 is in a state waiting for the “drive ID” information from the storage
30 device. Once the security device CPU 37 receives the “drive ID” information from
the storage media 21, the CPU 37 stores this in its RAM 39 and asserts a “drive



communi cating with the main CPU data and address bus 15 and the storage
media 21. Inportantly, the security device is not connected directly to the
mai n bus 15, thereby preventing any opportunity of the device to act as an
addr essabl e device and be over-ridden by the operation of the host CPU 13.
5 Furthernore, being confined to comuni &ting al ong the data access
channel to the storage nedia and the nore generic standardi sation of such
access channels conpared with main bus structures of computer systens,

i ncreases t gk f i i g r r of
different t 5‘%}3@ g#dr{:%r?gdpé?qugﬁéeﬁrﬁsé%%méﬁg}é ﬂé%gasta‘??m%%@ t@?rsﬁgrggges
but utili seméduia 2hieredmlydopeoddes tHD drivedDil st andard. In this respect,
there are only a few common types of data access channel, ATA, SCSI, fibre,
USB (Uni versal Serial Bus) etc, whereas the diversity and conplexity of bus
structures #ripeflsostr®PY 18 tasmieady réachdw thatdrivediDestafet 6@ apticls@been
enbodi nent is_that the securit*)device i ntercepts conmunication with the

prot ect ed dRPHNGRe Syue intgriacejogité1 chiringdbe "dbvesbus\e phass: g dessithandhe

conput er gst : i el - | aqt. in
oo part & Tosuis BERIRHED, BF inord, iethely wherlre SRS HaRy ditheEPREPHlRE
devi cesbandlmhsﬁagei atustepy69 after ﬂie seoﬂr(ijtgn{(évicd CPeI37- h@sl@ﬁjnwdd the?‘di'ivé ng
set up by inserti a separate oppy., di.s ROM or other way of
instal | i ng mC{YEA@BSS%RDdRFﬁ%%m@@ﬁBGt 2‘%%52! P Igues Gt requestithe driver
vel | into thgeiddSogit Pf 8Oha™i@ié fy”. per formance of the "device ID', where

the storage device i's vulnerable to unauthorised access) or even well after
the installation of the operating systemfiles. In particular, when

conpar ed Wi PhcaFhisVhRed! BlRsde %ng%‘#éé%”i’ﬁe é@&gﬁgtaan@b t@@%7tihférg@;;5rtgtt»}\é/n ge

of anti-virus protection system ronot e present, the o
syst em a0 t requeshplil @5, cordidpingdoldotioackasss the storage ineedip 21|, aadipravidesgr am

can be run, i C L,des huge. .o J f aut horji sed access to the
st orage devpi,f’\!fe1|"‘3;t'5rsi C@%ﬁ%bew' @W EF'&%ﬁ?h@qﬁ?%ﬂ#ﬁWE’d{ escription) before
any type of protection can be provided by the anti-virus application
program Angth ftribute of .the described e di LS the t se
process 30 Ehﬁglpg@r VlﬁﬁaﬁﬁﬂbatﬂﬂayQpﬁrstecﬂﬂg?@Hgaggetﬁgm?hioéﬁ%%@wﬂg%? em
wher eby t he*diveSD” nfofrhatidri Blorsd abséritinglRY i Atotdihgif sthesderafitypBéNiéd CPU
aut hentication process is rformed prior to [oading of the boot

36 pe
sector fromd{Henet Qb@cloeﬁfoyldﬁr‘ﬁgé'dﬂ\ée/i'Q’éinéQfH‘QﬁIQé Withip dbisdimeykemntheHisne of .
Thus, ityg S | i t i Gt t
mmon ne o e BICES acE B AGe (15 Lqpfent dfotkt Sladdl 8D 1G0wHBIVeE
devi ce i s aldasoadthen thaiBIOSt willindicatedbat the stdrage enedia 24 catttioatt lbeatibrpis ook ct ed

storage nedia i.n accoydance .wi,th the pre-deterigned data access, prafile of
the. part i culuetifadrard] BAERS i hsdne BBch dbice & Biperated RS Ao wiy
confi gurati piiiced ARdsserational B9 \thieind® duch\d delay vsul@yeABrilibe indicative
allowing for other types of storage nedia 47 to be connected thereto via a
cust om i nt efiaidrerads Kideed acproblem with thepesteated HBD(SI0 1t shoul d be

appreci ated that the scope of the present inventionis not limted to the
particul ar enbodi nent herein described and that other enbodi nents of the

i nvent i &9 néjtepsupplyinghdee Rast ol #3paith ithg Oriven IDhe the gesubly dpvicet 3%f

t he present _j i 0N ) | i Lty
dovi ce may. RAVEHEEs) fts Bk SERETE bk oS COmmAREHIcRS IRmsBh FE TR 2
C(r)]nnecti ng ORY 13 atdotheger otbl:téct:jetomagerm%(ﬁa 120, whésti mbalﬁ}&prcbgrahcwodgedsby

the security device i nstead repose direct upon the system car

b acent ¢ hWISAIATEEL bpBh. PRGesRRg 8t #iRS FyibrouP R4 aril R AEMGS SR he
conput er engdy iNoldlhg fsdding 8P ValidBodildectir. t he storage nedi a adjacent to the
di sk controller after the physical cable connector at

25 During this state, the CPU 37 of the security device 35 waits for a boot sector
request from the host CPU 13 to the driver interface logic 31. On receiving the
BIOS request, instead of loading the boot sector stored on the protected storage
device, the security device supplies a “custom” boot sector stored on its own flash
ROM 41 to the host CPU as indicated by step 107. The CPU 13 then runs the.



t he HDD end. 37 The Cains Defining the Invention are as Follows 1. A
security device for a conputer having a host central processing unit (CPU)
menory used by the host CPUto |oad prograns in order to operate the
conputer and a storage device for storing data to be handled by the 5
conputer, the security device conprising: processing neans independent of
the host CPU for controlling access bet wén the host CPU and the st or age
devi ce; and program nmenory neans i ndependent of the nenory of the conputer
and the storage device to unalterably store and provi de conputer prograns

for 10 oper dtooidoader pccwdingi tog theezastom bvobrsesior] MichT@a0SEs 180 pretibed
sai d access; erein the securi t&@devi ce is . to be connected only in line

with the dat3ttagriication applicationarogram steeed withindbe flaskl ROM 45t torbeyloadediat e)
and off the é@ﬁﬁogﬁhétﬁ@peféﬁ‘u}éé’éﬁggﬁ 19% the host CPU. 15 2. A security
udi'ng

device as clarnmed in claim1l, 1nc menory store neans independent of
the nmenory neans and the storage device of the conputer to store critical

dat d i i L ht i ] f th
oo urar ohiifle pReseiiE Biribodinet, e il hdb' 1o 1hudt PFEE i, &' o o e
in clai m®, thapraectedstorage inédial21dethentise the Rbtwity 2evReeIEAéVertdvanbed! | ed

to and usedrp% t he hgé’t CPU for verification of the storage device and
operating t REYLBHS: BlockingeStatederkuch 8p arrRngemant ensuees de dulegriy ohdhet ar t
up sequence ; . [ | [ LN ne of
t he precedi r?gbg*tg?)rfrgﬁér? %tI%andP Sog\gﬁﬁ\gﬁplé: t?%ﬁfﬁgﬁsreﬁ@aa%g%hﬂ@%éﬁ user
of the conpdbatrwhigh ispravidest on the prdiecteg stdrage noédia@ie ¢ effectt duntrol of #ue

devi ce. 3 ri device as clained in ¢laim4, erein the
aut heni t i ca?‘."ghcﬁé’zﬁiﬁ'ﬁ'ﬁaﬁ@sss Pgﬁ?’ﬁ'%‘?ag'ygrwﬁ}f&%tﬁss@r@\gn&ﬁ‘aﬁﬂﬁé"’ﬁtelﬁm of
the conpig estdragehiedlia 21] ogi n identificati on and password and have that

| ogin identification and password verified to authenticate said user being
an aut hori sed user of the 5 conputer having a prescribed profile of access

to the stor Fpesdathe AohRAIUPRIAIINONIRE chRputdralystem Vﬁ%@@ﬁéﬁl@%‘» thRfatS EPut er
to proceed further. 6. A security device as clained in claimb) erein

sai d | ogi n PHEgEted; staraas medi@ 21 for the purposes of locating and loading the boot
sector, the BIOS causes the host CPU 13 to request the boot sector from the

protected storage media 21.

15 The authentication application program essentially comprises a prescribed login
application that only allows an authenticated user to continue with operation of the
computer system 11. A user that is unable to be authenticated by the prescribed
login application cannot continue to use the computer system. The detailed
operation of the login application will be described in more detail later, but for the

20  purpose of describing the system start up sequence, will be described in general
terms.

Moreover, the login application requires the user to enter a valid login name and
password for the computer system to progress beyond the initial login stage. The
login application in the present embodiment is designed to allow only three
25 attempts at entering the correct login name and password. It should be
appreciated that in other embodments the number of login attempts that may be
allowed can be different, and in extreme security applications, may be limited to
just one attempt. If the correct login name and password are not entered by the
third attempt, the application program invokes a system halt (wherein the system



passwords of authorised users and the prescribed profile of access thereof
formpart of said critical data and control elenents and said | ogin
verifying 10 neans accesses said critical data and control elenments to
effect authentication of a user. 7. A security device as clainmed in claimb5
or 6, wherein the prescribed profile of access conprises a prescribed

al l ocation of predeternined | evels of ac2dss pernmitted for an authorised
user of the conputer to prescribed partitions or 15 zones of the storage
device. 8. A security device as clained in any one of the preceding clains,
t he securit I §r€lobps i it e t idaddi I s by
t he host CPwétj\g‘gtﬁ: oggtgah%?ortgg% gg&?c@ggfg%ﬂéiér??{%)glgﬁs(gtadl)ﬂoﬁ%g%gst ﬁ(gcbﬂes
security devepeatgld i ntercept all said data access inmediately after said
initialisation under the 20 control of said processing nmeans. 9. A security
device as clainmed in claim3, or any one of clains 4 to 8 as dependent on
claim 3, whéfaidnlogini darmes tanch passwaerdarasooiated therbwitke rfos allnedensi permitted

identification data,in respect of the storage devjc r enabling the
conput er to@&ﬁ?ﬁh{g‘q plorage Media 21 rpcdere u'F‘itgﬁ 'Laﬁ'gdag)l’v&ﬂﬂ Qfﬂhgé%BHWe. 25
10. A seddir ideyi ' i I aRshU ' i ' 9 as
dependen'?SJ orge\coicg:%nq?l@ c\?ﬁé@e'?’n saidgn%ﬁ?ihﬁ?acﬁ“ﬁ gﬁ%ﬁge(’@ﬁ@ otﬁsgpgﬁrm@éss%are
suppl i ed t o betweersbastiyPYHS undar tiePoontel ofdhé cuthenticatiart applicatior pegeamevi ce
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20 This phase of operation continues until the user invokes an “allow boot” process
at step 115. Setting this status causes the security device 35 to enter the second
phase of its operation at step 117. At this stage, the operating system being run
by the security device CPU 37 configures the security device 35 to set the data
access profile of the authenticated user at step 119, which profile is thereafter

25 enforced for determining the host CPU 13 access to the protected data storage
media 21.

The operating system of the security device 37 then signals the authentication
application program run by the host CPU 13 at 120 that the security device bus
control and interface logic 43 is configured to adopt the data access profile of the
30 user, whereupon the application program at 121 issues the software interrupt



unal terably storing conputer prograns for effecting said controlling access
in a location separate fromthe nenory and not addressable by the host 25
CPU. 15. A nethod as clained in claim114, including storing critical data
and control elenents associated with the basic operation of the conputer
and access to 40 the storage device in a |location separate fromthe
menory and the storage device and not addyessable by the host CPU. 16. A
met hod as clainmed in claim15, including independently supplying the host
CPU with said critical data and control elenents for verification of the

Gevi oo dur | e fettoinet PEEECERE rauGaRE 8 Sharb0RRET 178, ebpCheiioactidoot

clai med in arsctaris tidn Wadedand4hé GodBCPUNTS BAIRG @Béﬂ%pﬁkﬁﬁré-%n%rgé% of
t he conputer_havi nt%ea rescribed profile of access to e storage device.
I

to 18. A metPRAIahS ‘med in claim17, wherein said authenticating

i ncl udes enabling a user of the conputer to enter a login identification
and password_and verifying the same to establish whether the user is an
aut hori sed Uéingthe; 9@%%@5@: theiseelyity devieedds then entefs hewaiting state Yok 0

pr ocecd 1or tHE00] e Rofleyt b WabBardChRe, Ml WoRTnd e dbte agbess ogi n

i denti fi cat ipyofilerfor pisiatncomminications Heseser 7 Ro@ndpUNes %h@%ﬁéi&?%cgﬁaof e
of access thereof formpart of said critical data and control el'enents and

the veri fyi ritO'RAE MR 2d Asshawat 15 dmpertaatly, wiilst theecampitensysiemantlis

password w ; e (A i r Wi thin said critical
data and cotrﬁiti"éj %fﬁé'?de)g‘eéqntsys&%ﬁ({le %gegt%t%g:rlf g |€e;\§§ Sﬂ@erlerqqiw Agtve pad fullyop.
20. A net hoopermtional dwing thisdiné.m 18 or 19, wherein the prescribed profile
of access conprises a prescribed allocation of predeterm ned | evels of

access permtted for an authorised user to prescribed partitions or zones

of the sthr dgsofiwaredesebvam beotfrinvokeds asspedidl setiréutinenyt 1HBEBICTS ployjram 14
to 20, incl ydi ing.all. ccess by the host CPU to the data
storage dev %r}%ﬁ 'ﬁ'ﬁ l%"n%ftfrﬁw?geﬁ ‘?}Bﬁ Li S?‘F@’E’Snﬂﬂ?@ovﬁhcﬁﬁsﬁﬂﬁalb/eﬁepﬁ@1aI I
sai d dat a ats 63 arébypassedeshdstherBlOS RRTAIA 1S AhHrAtiRh L4 &l i.on.
41 22. A nethod as Z?ai med in claim ES or ;tﬁgc%ndge%?ﬁ?Pg{dﬁ@h%ablgag‘&fegs
dependent ofScl ai m 15, wherein said critical data and control elenents

include identification data in respect of the storage device for enabling

the conputer . to conplete its peripheral check during said start up
sequence. At step 69, which invokes the equipment check involving the “drive 1D” with

15 respect to the HDD, the operating system of the security device 35 no longer
intercepts the request from the host CPU 13 to the protected storage media 21, as
long as the access to the HDD of the storage media is in conformance with the
particular user data access profile that has been set by the operation of the
security device 35 during the first phase of its operation. Such access will be

20 permitted in most cases, unless the administrator has specifically barred the
authenticated user from HDD access.

Thus, the security device 35 allows the HDD of the storage media 21 to respond
directly to the request with the “drive ID”, whereupon the host CPU 13 advances

the BIOS program through steps 71 to 81, in accordance with the normal boot up
25 sequence of the BIOS.

Importantly, the initial part of the data access profile enforcement process involves
the operating system of the security device 35 blocking access to the protected
storage media 21 until a valid BIOS boot sector request is detected from the host



5 23. A nethod as clainmed in any one of clains 17 to 20, or claim2l1 or 22
as dependent on claim 17, wherein said critical data and control elenents
i ncl ude a custom boot sector for the conmputer that includes invoking the
aut heniticating step; and the nmethod includes assum ng operation of the
conputer during said start up sequence with the custom boot sector and 10
authenticating the user of the conputer gi5 such tine. 24. A nethod as
claimed in any one of clainms 17 to 20) or any of clainms 21 to 23 as
dependent on claim 17, wherein said authenticating includes enabling a

articul ar i t hori sed, user to create and edit |ogin

Pdent i ficat Pgﬁyg%gﬁggégvﬁ @'%ﬁnhﬁ‘@ﬁ‘é‘”%tﬁ? éﬁpurﬂé{tdﬁvlé?ﬁoc%'errr@lthg alent s
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enabl ing said particul ar prescribed | evel of authorised user to allocate

and edit parOhabé 8108 i . i scri pbed
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device fo eaﬂ%@g‘,{gﬁ%&ﬁqugyg&%og?gﬁst central processing unit (CPU), nenory

used by t rans in order to operate the conputer and
a storage device for storing data to be handl ed by the conputer, the

ecurity dew Lsing. 25 processi ng neans i ndependent of the host CPU

for cont rol 10 ME B eteltng 8 Valig Sianglure deatn Teistoragemesieg thatbest GPU AR

i nt er cept i nghereprozetds Withq t t he .data
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st orage deviaﬁe before initialisation of e securit evic ept
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control of $JnfiHy 46L5e HBANS, efn_sai rocessi ng neans effects
i ndependent control F(?P%trﬁgd'ﬁg{ltét&%§§dknc%$ﬁqr %W@hﬁ?ﬁ R‘E’rl'iféa'@@ﬁfﬂlmroﬁ n a
manner sY athe eoppeesystémunaut hori sed access to the storage device on said

intercepting nmeans intercepting said data access i mediately after said
initialisation. 27. A security device as clainmed in claim26, including

pr ogr am nenbplowing meceipiczevalieBIOS rdduestrttie/ bebt éé&oﬂ&fﬁﬁ%tﬁéraggq?éﬁlﬁ
st orage dev?qetﬁeos&@% (raa.bl %hi)ere é\nd provi de conputer progra or
operating tfe processi g vige Ny RUOPLS & BnitgEg wataeef albmegia chanredi d

access. 28. aétivitgalorig thed&kTA ¢abR3T hAd BRfidUIes ti ihaudin
menory st org mefar%ai ndeBenden_t of the merr%rggh@aﬁgggﬂﬁ?lﬁaéds'bggﬂg&ﬁ '@Qi ce
of the conplie?’ thE SeSHAtYCApYice apcepdingatnl thensetodatd areets meMecHRRE Wit h
the basiig opghahlicitedliséh I to phe storage device. 15
29. A security device as %sfal rregé(?r?t??gi %@@?&W%r&]%s%”&’ BYIE® 3Bl onvt a
and cont r o] allows or disallows access to relevant partitions and files within the storage media

21 in conformance with the set user data access profile, whereby data that the

user is not permitted to access cannot be accessed by the user or by any virus,

errant application program or unauthorised access.

20 The security device 35 maintains this monitoring or supervisory state until the
computer system 11 is shutdown and powered off. Once power is switched off to
the security device, all dynamic memory is erased and access to the storage
media is barred until the device is powered up and initialised again.

Now having described the overall operation of the security device 35, the

25 authentication application program will now be described in more detail with
respect to the flow chart shown in Figure 6 and the GUI screen graphical
specification formats as shown in Figures 7A through to 7E.



el ements are supplied to and used by the host CPU for verification of the
st orage device and operating the conputer independently of the storage
device during the start up sequence of the conputer. 30. A security device
as claimed in claim?29, wherein said critical data and control 20 el enents
i nclude identification data in respect of the storage device for enabling
the conputer to conplete its peripheral @teck during said start up
sequence. 31. A security device as clainmed in any one of clainms 26 to 30,

i ncl udi ng aut hentication neans to authenticate a user of the conputer

having a 25 phesge B@lﬂeﬁf (Sﬁttsbheaﬁﬂlcékgﬁﬁ@gﬁggggﬁ 8 rlﬁaﬂe{l’%\j ggoggroager

securlty device as clained in claim
critical datatstap 108randgundlycthertiast Ot atistep hdsbomwﬂmmxasmdeorarmhamally
i ncl udes 43 | nvok| sai d.aut Hent |e(ﬁat i on, means rassum ng operation of

t he conputercﬂ'f.ﬁeﬁr?gu Qg sereen SriAYeRd atﬁepAage’@ﬁrQ'?Qh'e vﬁp@é'f'ﬁét'on
clainmed in Cio@WﬁlG?ﬁs%ﬁo%F&fF@ﬂb Woﬁﬂwé'd?b@?vysor'rh‘él SrdrP13 W&Q@FH %

aut heni tication nmeans includes a |ogin verifylng means to enabl’ e 'a user
of the cofputeadingframedi33aallegin frameetds and atmessagetogframeotdy. and have t hat

|l ogin identification and password verified to authenticate said user being
an aut hori sed user of the conputer having a prescribed profile of access to
t he storage 'B&/iheedbgffmameawa)\h'asq)mhisnm mrtthapprsdqdetrade ahaitkhat ¢89ptHeer to
proceed furth 4. A.5ec ri devi ce d in claim33, wherein
said | ogin it iﬁ'f’!‘ e’@h’iﬁuﬁ'& G&r gamgra atf‘érﬂﬁe%'m@ display aflegal
prescri bed pﬁ@rfnirigendlfcegacws thereof formpart of said critical data and
control elenments and said login verifying means accesses said critical data
and control elenments to effect authentication of a user. 15 35. A security

device as clHigriudin rasier185 IRci0bes banhER fzfremértbiae@hd&@fah'ﬁﬁ%naQEéstaxt

conprises a prescribed allocation of predetermned levels of access

permi t t ed0 f oPasswRIdi A9, with framesdior trespesiugitentering theuser identificationt drons

or zones of « O, C t s.cla any one
of clains 315?& ?2 a&hg‘g‘srgﬁx'bt ﬁ’e glger m%g&p a%‘ gﬁ}’ EHE Wé??ﬂ}gg’ ﬁa

aut hent i cat icompaisphia banoer for atisplaying dhedext'nidssagedUaBNBTRIAY ¥ HiBsddge t he
menory store%rqmaqégor t he storag‘e device. 37, A security device as clained

in claim36 nWhigh dishlays, Platus messages issued By the sigeurityi drvicgdtesthes er
edi ting nmeanguthentieation apglication PPédrafas @crollable list. A login button 155 is also

15 provided in order for the user to invoke the processing of the user and password
entries for authentication purposes by the security device.

Whilst the screen 132 is displayed, the application program waits for the login ID
and password to be entered as shown at step 160. Activating the login button 155
involves the authentication application program invoking a process at 161 causing

20 the host CPU 13 to pass the login details entered on the screen to the security
device 35, whereupon the operating system of the security device causes the
security device CPU 37 to compare the received login information with stored
login information provided in the flash ROM 41. Depending upon whether there is
a valid match between the entered user and password information via the login

25 screen and the stored user and password information, the security device CPU 37
returns either a valid or invalid authentication signal to the host CPU 13.

In the case of there being a valid authentication as shown at 162, the CPU 37 also
provides additional information concerning the user type and associated device

information depending upon the stored data access profile of the particular user.



having a particular prescribed | evel of access to create and edit

aut hori sed 25 users for accessing the storage device. 38. A security device
as claimed in claim36 or 37, wherein the authentication application
program i ncludes access profile editing neans to enable said authorised
user having a particular prescribed | evel of access to allocate and 44
edit particular predetermned |evels of &cess to said prescribed
partitions or zones for all authorised users having access to the storage
device. 39. A security device as clainmed in any one of clains 26 to 38,

wherein the [gectel toasdevoicethefe adapigedan o ibalig OrigsdRIRafenY AN doLAr Wijg h
the data access 5 channel between the host CPU and the storage device, and
of f the mai nneEmenied/desrmepteduld orecerk thest acritst amsupcessfio@tteopt at
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i nt er cept i ncapyllitation progeara causessa stutdomg intezrupt ettorfo be dnvarked byfthethosti d
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confi gurati cﬁ'g Uf&? L 1?%@8?‘&"?9 & ﬁ%{HH@ie Suidlown,of, the, EAMPYIRE LEYSIAM sHly
access to thgqgaiiagacdid BEb1as rég}ghqﬁégggtengo 41. A nethod as clainmed in
claim40, includihg unalterably storing conmputer prograns for effecting

said controlling access in a |location separate fromthe nenory and not

addr essakph e dyy vhli® abftienticatidn, e aﬁiH&iiB&ﬂ)rﬁépﬂkﬁii&??rég@aﬁ{ el cé?é%s“éh
| el a wth the

including storing critical data and contro enent socl ate

basi ¢ oper atliéénwith displayingrpoe &f either o nesse logint seseen, adeppndingvupen the a
| ocation se r r rage i .
addr essabl en%;??mé' hgﬂtﬁwgn thﬂmknﬁéﬁ %%dg%swgfkégﬂb%’ @?‘él t?ﬁ'ﬂ% ,a
i ncl udi ng i ndemahdset, | for which yhergcteen besshowrUbyithb grabHical ispecifitatidat at and
control ele ntsjeéir .erificﬁ tion %3 tg‘i storaﬂe devi ce .and operating the
conput er i ndeQE {slcys;gjqu at step 18/ capd the.athg ppwg an administrator for which

15 the screen represented by the graphical specification at Figure 7C is displayed at

step 168.

The graphical specification for the normal user GUI screen 169 is generally

divided into a heading frame 170, a login details frame 171, a device details frame

172 and a message/log frame 173. The screen also includes a launch system
20 Dbutton 174 that will be further described.

The heading frame 170 is essentially the same as the heading frame 133 for the

general login screen, where the same reference numerals have been used to

identify corresponding attributes of the frame. In this case, however, the screen

title is modified to represent that it is a user type login screen, as shown at 143 of
25 the drawings.

The login details frame 171 is similar to the login frame 147 of the preceding
screen and accordingly the same reference numerals have been used to identify
corresponding attributes of the frame. The login details frame, however, includes
a user |D display frame 175 to display the user ID as opposed to an entry frame in
30 the proceeding screen. The login details frame also includes a new password



the start up sequence of the conputer. 5 44. A method as clained in claim
43, wherein said critical data and control elenents include identification
data in respect of the storage device for enabling the conputer to conplete
its peripheral check during said start up sequence. 45. A nethod as cl ai ned
in any one of clains 40 to 44, including authenticating a 10 user of the
conputer having a prescribed profile of 88cess to the storage device. 46. A
met hod as clainmed in claimd45, as dependent on claim43, wherein said
critical data and control elenents include a custom boot sector for the

conput er t hadccept buties 176y akichgist iecait bejirndtioat Wity t5é PRssROM bhgy Wahitod 15
i ncl udes assunmi ng operation of the conputer during said start up sequence
with the custhiooeRimikte: wserdacchaigrdis pasiwaid. tArsordiaglyonctivatingdhemew  at

such tinme. | A ! i . on, 46 ndent. on claim
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start up seque nyt r h

clainmed in %a?ﬁ?‘ﬁ?e%g gleg'egaflsfj ﬂlkg I ﬁ@%ﬁﬂﬁ#éﬁ?’ﬁ%ﬁ%‘mﬁ? %agtg\?\gérgs of
aut hori sed ueutine amvbiihg gondigroatitre cofpthe ifesv qfasswors Sst dopted, beforepiet of
said critical data (gg]d cont rol ﬁh?qraants and the verifying includes

conpari ng trP@sﬁ‘HPréjr nQSﬁiaFFFQfB cation and password with the l[ogin
identification and passwords within said critical data and control elenents
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prescri byl ahbngétinermafior?! YRewWRiNhgahd Qe Sib-BSARSS B%@Ej:@e%ﬂé Gexian
of the storage devil ce.

aut hori sed user to prescrlbeq partitions or zones
50. A net hodmasteg] &tndd iandc|“sianes @t dBkr dihase asub-hanmerst head i regidnscfardes 5
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access to said prescribed partitions or zones for all authorise
havi ng acce$egipps delailisgdhe gevige wfeemaliaminaludedhree further sub-level banners for

displaying the text “device” at 183, “access” at 185 and “size MB” at 187. Display

frames 189 for each sub-banner are respectively provided below the device,

access and size banners for listing the device details that the user is permitted to
20 observe on the master and/or slave device, as set by the administrator.

For each observable device, the list displays:

* the device number;
* its access type for the user: and
 the device size in MB (MegaBytes).
25 The access type lists one of five possible designations:
* read only, which is displayed in red text;
* read/write, which is displayed in green text;
* invisible, which is displayed in yellow text;

* read directory entry, which is displayed in grey text; and



critical data and storage elenments. 52. A security device for a conputer
havi ng a host central processing unit (CPU), nenory used by the host CPU to
| oad prograns in order to operate the 15 conputer and a storage device for
storing data to be handl ed by the conputer, the security device conprising:
bl ocki ng neans for selectively blocking data access between the host CPU
and the storage device; and authenticati @ neans to authenticate a user of
the conputer having a 20 prescribed profile of access to the storage

devi ce; wherein said bl ocking neans naintains said bl ocking data access

until said aut berﬁé,g@@g,&hlga@?aygm gfugqeﬁorrect aut henti cation of the
’ 53. security i

user of the conputer. evice as clainmed in claim52,
i ncl udi ng processi ng nmeans 25 i ndependent of the host CPU for controlling
t he oper at i ofhefmessadefiog faimeg1 7@ dmcjudes ablitlec bampratsesor bisplaying thieetexbst

CPU and t he st devijce,.i t i t henti cat i .47
Sa. A secur i TIERIAOPCCAIL SRR TAME 169 WED OismEve St BI45580RS REOVIRAths
bl ocks al | gy ieXeane devidelts D9SN L0 sinr 48l pieebam difree before

initialisation of the security device and I ncludes Tntercépting neans to
intercept all said data access immediately after said initialisation under

the contrgl |afygaicdse éﬁrmeea&;m%me @f{?rer@?tsﬁﬁﬁ%ieog@nﬁw&g% il giéﬂg. din

cl ai m 54, wherein said processi ng neans t he
host CPU andpurposascandhcannot bé chargecbnputer in a manner so as to prevent
unaut hori sed access to the storage device, upon said intercepting nmeans
I ntercepting said data access imediately after said 10 initialisation and

bef or e | oadiMaw céxpidiringptheametipdoiogye bebindt the Gstingst eontaim@d i e @isplay
device as cl,ained jn an ne of clai to 55, wherei.n said
aut hent i cat iffﬂ{"?r%éwg Qﬂébﬁ?' saﬁt'%ﬁ‘eﬁa‘ég?}ﬂﬁf‘ab@ff in WéorEo%@ﬁer'”ttBebBreéPf"ect ed

af ter correcmbodiment, th@pratactell sidrag TRiviceiBUivided imb YoRes gt parMns ther M ts
normal | oadi ng of the operati n? systemduring the start up sequence of the

15 conpui@r haye difigrept acgessdeyel nefmissions. dependingsunaiy theydetexmipstiers ot the med
i n any one L Al 53 ' SS) &7 r i,.d bl ocki ng
neans to ef gé’é‘ﬂ‘%?’%@h nghg%ez sgﬁi'?ggtﬁ‘%rps%?og%ge dev@gﬁ§ﬂbeﬁa®8§€(§gp 5'%
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access of t qgeyes ;e)ért'nions may comprise C:, D:, E: and F:. Thus, each user can have one of

five types of access to these partitions, namely read only, read/write, invisible,

15 read directory entry and delete.

Read only access means that the user can access all of the files existing in the
designated partition, but can only read the file contents. The user has no write or
delete permissions with respect to the files in that partition.

Read/write access means that the user can access all of the files existing in the
20 designated partition and perform both read and write functions with respect to the
file contents, but has no delete permissions with respect to those files.

Invisible access means that none of the files within the designated partition are

accessable to the user in any form and are hidden, even to the extent that no file

details can be listed or be visible at all in any directory listing of files for that
25 pértition available to the user.

Read directory entry access means that the user may be able to list file details
such as names and attributes in any directory listing of files in the designated



20 58. A security device as clained in any one of clains 53 to 57,

I ncl udi ng program nenory neans i ndependent of the nenory of the conputer
and the storage device to unalterably store and provi de conputer prograns
for operating the processing neans in a prescribed manner to control said
access. 59. A security device as clainmed in any one of clainms 52 to 58

i ncl udi ng menmory 25 store means i ndepend&ft of the menmory means and the
storage device of the conputer to store critical data and control el enents
associated wth the basic operation of the conputer and access to the

storage devi ggrition, Bt §b udersRBUd feaddfvitecsr dsiete! rimRskidns Bl rdiatibR% a %fe' n
said critical data and control elenents are supplied to and used by

host CPU f orthediles indhatipatitism.t he st orage device and operating the corrputer
i ndependently of the storage device during the start up sequence of the
conputer. 5 61. A security device as clained in claim60, wherein said
critical datBRelated acoeﬁsr &l thel bighest levet loficecesie o i driyc filesowitbiat @ desigraserbct

of the stora deV| r enabl ing the co ter, to copplete its ri heral
check duri ngP N, ytiereby, ecdser il onighas Rt teag, and, Wil pemissios. b

claim 60 gr é‘életevabemsibr@an%lﬁmﬁtoc@ul ofdRb 3iledH tHdt pepitiorp! el ement s 'ncl ude
a custom boot sector that includes invoking said authentication neans for

assum ng operation of the conputer during said start up sequence. 63. A

security dewyhgnase 4béd .@&éaawt@eohtmne o wﬁrh %ba’ﬁauéﬂ dfhé %on%ﬁﬂﬁr@y@térﬁ%
aut hentication neans includes a login verifylng neans e e’a user of

t he 15 conpuberlaunche sysienn butigh n1 74 éstactivaied i am shmdnpatssla@r dvlmmhpim/ma hat

| ogin identif] | r dto a ntlcat ald ei ng
an-aut hor | sctti@ieafor oRBTIN Ty Rl borksa Salla hcee iy dlce 1 30 s8EL T,
the storage tHevahew ot statls therein adidysstapt191p Saingnee “afiow HotosRMiser to
proceed furt her. 20 64. A security. device as clainmed in claim®63, wherein

sai d | ogl® i Ipest !h@awrameaﬁaﬂsa%gwa%espn%ﬂhﬁ@e|@‘eeper@ae@ ofrihet sreurity
prescribed pfeRfde ssohsagﬁﬁﬁﬁ ai Jf:oﬁ 7t Hilgw ih&fsxét%hf’ strt C@é?@c% ﬁi‘
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user authentication application program.

15 In the case of the user type being an administrator, the administrator screen as
represented by the graphical specification shown in Figure 7C is displayed to the
user on the monitor via the authentication application program at step 168. The
administrator type screen 192 is substantially similar to the user type screen and
so the same reference numerals have been used to identify corresponding

20 attributes between the two screens. Accordingly, the administrator type screen is
divided into a similar heading frame 193, login details 195, device details frame

197 and a message/log frame 199.

With respect to the banner title 143 of the heading frame 193, the text is altered to
indicate that the screen is for the administrator type login.

25 The device details frame 197 and the message/log frame 199 are substantially
identical to the corresponding attributes of the user type screen and will not be
described further. The launch system button 174 functions in an identical manner
to the launch system button of the preceding screen, whereby activation of the



predeterm ned | evel s of access permtted for an authorised user of the
conputer to prescribed partitions or zones of the storage device. 49 66.
A security device as clainmed in any one of clains 52 to 65, wherein the

aut henti cati on neans includes an authentication application program stored
in the program nmenory neans, the nenory store neans or the storage device.
67. A security device as clainmed in clai 166, wherein the authentication 5
application programincludes user editing nmeans to enabl e an authori sed
user having a particular prescribed | evel of access to create and edit

aut hori sed ussme dsoshew et s200) invokestiheagsmoencemenbdf the ssupontt phakevote as
claimed in claim67 as depepdent. on_claim®65, wherein the authentication
appl i cati on Qﬂ%@f%?fitﬁﬁlsﬁ gyQ@E'Sgg35%9'%'08%’@9%”%% 10 to enabl e said
aut hori sed user having a particular prescribed | evel of access to allocate
and edit particular predeterm ned | evels of access to said prescribed
partitions dVithdhedogindetaiis fearne dPbsthe samedfapilityi fog changing tﬁe passwercbphge

Sher ot ©he e 2RMTstoR 055083 25 AloTFCef {iof Bt Blin S BUAL AR ok B i ¢ 1
the data mccarisacduptnow patswend bbttornase, @SUnamé thse of ah@dfsedaypé doginnd
off the main data and control bus of the host CPU, 70. A nethod for

securing andioyexesctheldeoin details e alspdaclides an it pgetsitan20R aclivaliasd by

a conputer f i ' ; ; ' entral
procggsi ng tf‘rﬁ?{n"%wcgﬁ;) R%gngﬁ%gmgfﬁ ﬁéeesd"[ ﬁ@h 'f' ﬁg@%@g{en@g{ﬁ%a%g&gﬁ@ ?8?@%@| n
order to opassshewnhal 203;pliawing dneladministiotitovireate arideedibddtachocesp prafilesy:

lectively bl ocking all data bet _the host CPU and, the st
devi cer *and 9 Vaai Usert 56 o8 CaReBR AT R e Seens AR alop RREHAE ]

profile fd 2Reess 16 ahkhstordge #eis €. .CeActivation of the button 201 causes the
authentication application program to display at 204 an administrator editing
screen to the user, the graphical specification of which is shown at Figure 7D of
the drawings.

The administrator users edit screen 205 is divided into a heading frame 206, an

15 edit user details frame 207, a message/log frame 209 and a return to admin login
button 211. The heading frame 206, apart from having an appropriately worded
title banner 143 denoting the screen as being an administrator edit users screen is
identical to previous heading frames. Similarly, the message/log frame 209 is
substantially identical to the message/log frame with the proceding screens. Thus

20 the same reference numerals have been used to identify corresponding attributes
of each of these screens.

With respect to the edit users details frame 207, this comprises a title banner
depicting the text “user list” as shown at 213 and sub-title banners depicting the
text “user” at 215, “password” at 217 and “access” at 219. An editable frame 221
25 is provided below the sub-banners in which is displayed a scrollable and editable
list of all users having access to the protected storage media 21. This list is
derived from data stored within the flash ROM 41 of the storage device arising
~ from communications between the host CPU 13, under the control of the
authentication application program, and the security device CPU 37, under the

30 control of the operating system thereof.



50 wherein said blocking of data access is maintained until the user of the
conputer is correctly authenticated. 71. A nmethod as clainmed in claim70,
wherein said sel ective bl ocking conprises controlling access between the
host CPU and the storage device 5 independently of the host CPU. 72. A
method as clainmed in claim71, wherein said selective bl ocking occurs
during initialisation of the conputer an®2 ncludes intercepting all said
data access during the start up sequence imediately after said
initialisation and before |oading of the operating system of the conputer
to enabl e i napens@éntAOnaitnfist@ontind:he host CPU and configuration of the
conputer in a manner so as to prevent unauthorised access to the storage
device. 73. A nethod as clainmed in any one of clainms 70 to 72, including
perforning a sdf theusepidt of the conmputer after correct authentlcatlon of
t he user) and allow ng normal |oading of the operating systemduring the
start up sequencepdsswofd;tdmed conputer thereafter. 74. A nmethod as clained in
any one of claims 70 to 73, including controlling blocking access to the
storage devi cesafgcgesspuftéet aut hentication of the user in accordance with
t he prescrlbed profile of access of the user. 75. A nmethod as clained in
claim?71 or or claim73 or 74 as dependent on 20 claim 71, including
unal t er abPy 'é"!dﬂ”'?@f‘i?@#ﬁmeewbpﬁ'ﬂﬁﬂmm 8i15e2%%and 24Psai d control ling access
in a location separate fromthe nmenory and not addressable by the host CPU.
76. A nethod as clainmed in any one of clainms 70 to 75, including storing
critical datdpempressingibe ascesshuttorior grpatticulaniiser, theabeasscedibssraen wil of

the co uter, e§sert ©

from the. merpes r Ma“Ger 2ThCahitldilor G prbefie Bighe I BBP I 31 cru
51 77. A rretdejeledsby:trm agrdinisiratorathroutfh thenediti dfante PAtdyesslactingy theimentn N9

the host CPU wth sai (aaé:]rl_tl cal data and con&rol el enents for ver|f| cation
of the stora@gwﬁ?@g fLEstey seqvepse opdhe kevhoarddependent |y of the
storage device duri ng the start up sequence of the conputer. 5 78. A rret hod
as clal i im77 erein idcritic data and control el enent

i ncl ude |@ rfgl ﬂ%“ﬁ%rw\}'ﬂ ?%gﬁeﬂlﬁod’fml?ﬁ%dw e edit peer @@iﬁ"%ﬂamq ng
the conput erzdmemtmgeawew asri phetwuoﬁhﬁqhecbmbngeﬁtr%ﬁé@% preBeribed

sequence. 79. A nethod as clainmed in claim77 or wherein said crit
data and corRreegss] witbinethenauthppticatien @M@Qtlmnﬂb@@faﬂsestshowrmat t228. c dijsut er

that includ 0, t t p i,hcl udes
assum ng opgﬁa{:égén& h%a'g%'lgt%eurx f qur ng Isayeg vteg?r?e %Eﬁ‘é@g@ﬁg&%“ﬁﬁ'ﬁ he
cust om boot Mmeoarndoxadngdm frames fgr ehteringethe afser D masﬁﬂomt aftcin
time. 80,. A neth |1“ﬁl)scalme clains, 70 t 8 wherein said

15 aut heht i BEFER &ggeugﬁgtﬂcfiﬁ%}/oép%e\%ﬁfclapa?% @Sd'b"ﬁf apd passwerdtobe ogi n

identificatidplaystl pethevedidiramd a@r a§ shownt R2ZRMEaLR W abél Al Wﬂ%l'ﬂﬁr the
user is an authorised user of the conputer havp@gy prescribed profile of
e

access to t Ifefayl, patscagessrofiles gvhichy setsnkp @il rqulP@Ss@Squ » ointik he

such time as the administrator edits the data access profile for the user using the
access edit screen. The administrator accesses this screen by activating the

20 corresponding access button as shown at 226 for the user requiring editing in the
edit frame 221.

The return to admin login button 211 is provided to allow the administrator to
return to the administrator type login screen 191 from the administrator edit users
screen 205 as shown at 227.

25 Activating the access button beneath the sub-title banner 219 alongside any user
listed in the user list of the edit user details frame 207 causes the authentication

application program to display at step 228 the administrator access edit screen,
the graphical specification of which is shown in Figure 7E of the drawings. The



conputer to proceed further. 20 81. A nethod as clained in claim80)
wherein said login identification and passwords of authorised users and the
prescri bed profile of access thereof formpart of said critical data and
control elenments and the verifying includes conparing the entered |ogin
identification and password with the login identification and passwords
within said critical data and control el 8gents and 25 authenticating a user
if there is match. 82. A nethod as clainmed in any one of clainms 70 to 81,
wherein the prescribed profile of access conprises a prescribed allocation

of predet er radmiflistrattrlatcess adic 86reepeay ist@ddESintam ﬁe'édlﬁgifﬁsm% 836 Tank%n
prescri bed partitions or_zones of the stora%e devi ce. 2 83. A nethod as

claimed i n @difi acaess detailspiamerrdlon Blessager®y fimeadR sad @ rmaiumetn admin ng

i ncl udes engpl.i i scri bed | evel of authorised user to
e Bkt BaR Rblclefitth o 2ias:

create and edi grnrdentitrcatirons and passwords within the critical
data and control elenents for specifying authorised users having access to

5th t devi . t.hod laimed in claim83 ' [ d
aut hent 1 ot g TeAdifyBie AT B8R b Pichedhdsdegns updabel ther e
aut hori segl wadhet 0s Provieed it dppbipriaf téxtClel RenBRE HRitehEi 8&deh S¥ebS tH
access to said prescribed partitions or zones for "all authorised users
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handl ed by a conputer from unauthorised access substantially as descri bed
15 herein with reference to the acconpanyi ng drawi ngs as appropri ate.
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The access type for the user is divided into five types:

* read only, depicted in red text;

* read/write, depicted in green text; and
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communicated to the security device CPU 35 by the host CPU 13 and stored
within the security device flash ROM 41.

20 Simultaneously, the authentication application program returns to displaying the
administrator edit user screen 205 from which the administrator can select and
edit the data access profile of other users in the edit list 207.

Now having described the function and the various processes performed by the
computer system and the security device in the specific embodiment, it can be

25 seen that the subject invention has several distinguishing and advantageous
attributes and features compared with known prior art systems.

In particular it should be appreciated that the security device itself described in the
specific embodiment is physically disposed and connected solely to the data
access channel between the computer system and the interface logic
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1IMLO% & () - tioe stooage me@a MKWDE} generic standardlsatlon of such access channels
compared with main bus structures of computer systems, increases the utility of
the security device for use with a large number of different types of computer
systems which may have varying bus structures but utilise the same data access
10 channel standard. In this respect, there are only a few common types of data
access channel, ATA, SCSI, fibre, USB (Universal Serial Bus) etc, whereas the
diversity and complexity of bus structures are far more widespread.

Anocther attribute of the present embodiment is that the security device intercepts
communication with the protected data storage media at the earliest possible

15 stage in the computer start up sequence and is entirely self-contained and
connected in as part of the computer system. Other types of data storage
protection devices and anti-virus systems are not entirely self-contained, requiring
set up by inserting a separate floppy disk, CD ROM, or other way of installing
software onto the host computer, which is not accessed until well into the BIOS

20 program after performance of the “device ID”, where the storage device is
vulnerable to unauthorised access, or even well after the installation of the
operating system files. In particular, when compared with software protection
systems, which tend to be the main type of anti-virus protection system being
promoted at present, the operating system of the computer needs to be loaded

25 before the application program can be run, which provides huge openings for
unauthorised access 1o the storage device as can be seen from the
aforementioned description, before any type of protection can be provided by the
anti-virus application program.

Another attribute of the described embodiment is the two phase process
30 undertaken during the start up sequence of the computer system, whereby the
BIOS is interrupted at the device ID check stage and an authentication process is
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profile of the particular user.

It should be also appreciated that the particular configuration of the security
device 35 provides for extendibility, allowing for other types of storage media 47 to
be connected thereto via a custom interface 49 and secure media interface 45.

10 It should be appreciated that the scope of the present invention is not limited to
the particular embodiment herein described and that other embodiments of the
invention may be envisaged without departing from the scope or spirit of the
present invention. For example, the physical location of the security device may
not be limited to being interposed intermediately of the cable connecting the

15 storage device or media to the interface logic, whereby the security device may
instead repose directly upon the system card adjacent the interface logic prior to
the physical cable connector at the computer end, or directly upon the HDD of the
storage media adjacent to the disk controller after the physical cable connector at
the HDD end. |



z] ] ="""W.dBmbC 1! @ L#109%65& () - ZS, 109%%& () - S@A0%& ()-"10%& ()- vy

1 1096& ()-y& 109%6& ()-W__ “a{bc}[9nbC 1!! . #109%5& ()-! .#10%5& ()-!

91 #10965& ()- !9! #109%65& ()- @10%& ()- L#10%& ()-Zccdddddel er S4
1s!10% & ()- ,!10% & ()-s10% & ()- 1055 1055

1055! 6#109%%5& () -! 6#109B5&' () -1 eef f Yggh} 2 2r 4

1s! 10% & ()-&s! 10% & ()-! y#10%\ & ()-: 10H& ()-!{

S#H10%\ & ()-Y'10% & ()-hh9iijkk}[9rS4

1 4z#1098\ $\ & () -G 4z#10%\ & () -G ) z#10%\ & () -!) z#10%\ (\ & () -$s!10% & () -
S"y#10% & () TheClaiind DEfibigylithedrteitson are bs Faflows ns109& () - 10\ 10\
10\ &< 110% & ()- 8! 10% & () - Kn- op_qr Ust WU3b@

I, 3. #109& ()-11, 3. #10%& ()-! (f' #10%& () - G &H#10%& ()-!

&#10%& () - ! @ I0%Ecrity devite Forla CompOter Balving. & hedtQéntal brocesSitly &init) (CPU),
@!10% & ()-"10% & ()- 10 10 10, 3. #10%&' () - Ovvvw wwwdEbC

I, 3. #10° ! 10% &Ngmpry useq Hy( the host CPU to ‘load programs in order to operate the

'3 wrosb 1oo 2R POy & Tibtaae HEeE, i MOHBOY HAE Y e dndled bythpn &

) - 5 computer, the security device comprising:

processing means independent of the host CPU for controlling access
‘between the host CPU and the storage device; and

program memory means independent of the memory of the computer and
the storage device to unalterably store and provide computer programs for

10 operating the processing means in a prescribed manner to control said
access;

wherein the security device is to be connected only in line with the data
access channel between the host CPU and the storage device, and off the
main data and control bus of the host CPU.

15 2. A security device as claimed in claim 1, including memory store means
independent of the memory means and the storage device of the computer to
store critical data and control elements associated with the basic operation of
the computer and access to the storage device.

3. A security device as claimed in claim 2, wherein said critical data and control
20 elements are supplied to and used by the host CPU for verification of the
storage device and operating the computer independently of the storage

device during the start up sequence of the computer.

4. A security device as claimed in any one of the preceding claims, including
authentication means to authenticate a user of the computer having a
25 prescribed profile of access to the storage device.
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6. A security device as claimed in claim 5, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and said login verifying

10 means accesses said critical data and control elements to effect
authentication of a user.

7. A security device as claimed in claim 5 or 6, wherein the prescribed profile of
‘access comprises a prescribed allocation of predetermined levels of access
permitted for an authorised user of the computer to prescribed partitions or

15 zones of the storage device.

8. A security device as claimed in any one of the preceding claims, the security
device includes intercepting means to block all data access by the host CPU
to the data storage device before initialisation of the security device and
intercept all said data access immediately after said initialisation under the

20 control of said processing means.

9. A security device as claimed in claim 3, or any one of claims 4 to 8 as
dependent on claim 3, wherein said critical data and control elements include
identification data in respect of the storage device for enabling the computer
to complete its peripheral check during said start up sequence.

25 10. A'security device as claimed in claim 4, or any one of claims 5 to 9 as
dependent on claim 4, wherein said critical data and control elements are
supplied to and used by the host CPU for verification of the storage device
and operating the computer independently of the storage device during the
start up sequence of the computer, and include a custom boot sector that
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11. A security device as claimed in any one of claims 4 to 7, or any one of claims

8 to 10 as dependent on claim 4, wherein the authentication means includes

5 an authentication application program stored in the program memory means,
the memory store means or the storage device.

12. A security device as claimed in claim 11, wherein the authentication
application program includes user editing means to enable an authorised user
having a particular prescribed level of access to create and edit authorised

10 users for accessing the storage device.

13. A security device as claimed in claim 12 or 13, wherein the authentication
application program includes access profile editing means to enable said
authorised user having a particular prescribed level of access to allocate and
edit particular predetermined levels of access to said prescribed partitions or

15 zones for all authorised users having access to the storage device.

14. A method for securing and protecting a storage device for storing data to be
handied by a computer from unauthorised access, the computer having a host
central processing unit (CPU) and memory used by the host CPU to load
programs in order to operate the computer and storage device, the method

20 ‘comprising:-

controlling access between the host CPU and the storage device
independently of the host CPU; and

unalterably storing computer programs for effecting said controlling access
in a location separate from the memory and not addressable by the host
25 CPU.

15. A method as claimed in claim 14, including storing critical data and control
elements associated with the basic operation of the computer and access to
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16. A method as claimed in claim 15, including independently supplying the host

CPU with said critical data and control elements for verification of the storage

5 device and operating the computer independently of the storage device during
the start up sequence of the computer.

17. A method as claimed in any one of claims 14 to 16, including authenticating a
~ user of the computer having a prescribed profile of access to the storage

device.

10 18. A method as claimed in claim 17, wherein said authenticating includes
enabling a user of the computer to enter a login identification and password
and verifying the same to establish whether the user is an authorised user of
the computer having a prescribed profile of access to the storage device
before allowing the start up sequence of the computer to proceed further.

15 19. A method as claimed in claim 18, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and the verifying includes
comparing the entered login identification and password with the login
identification and passwords within said critical data and control elements and

20 authenticating a user if there is match.

20. A method as claimed in claim 18 or 19, wherein the prescribed profile of
access comprises a prescribed allocation of predetermined levels of access
permitted for an authorised user to prescribed partitions or zones of the
storage device.

25 21. A method as claimed in any one of claims 14 to 20, including blocking all data
access by the host CPU to the data storage device during initialisation of the
computer and intercepting all said data access during the start up sequence
after said initialisation.
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identification data in respect of the storage device for enabling the computer

to complete its peripheral check during said start up sequence.

5 23. A method as claimed in any one of claims 17 to 20, or claim 21 or 22 as
dependent on claim 17, wherein said critical data and control elements
include a custom boot sector for the computer that includes invoking the
autheniticating step; and the method includes assuming operation of the
computer during said start up sequence with the custom boot sector and

10 authenticating the user of the computer at such time.

24. A method as claimed in any one of claims 17 to 20, or any of claims 21 to 23
as dependent on claim 17, wherein said authenticating includes enabling a
particular prescribed level of authorised user to create and edit login
identifications and passwords within the critical data and control elements for

156 specifying authorised users having access to the storage device.

25. A method as claimed in claim 24, wherein said authenticating includes
enabling said particular prescribed level of authorised user to allocate and edit
particular predetermined levels of access to said prescribed partitions or
zones for all authorised users having access to the storage device within the

20 critical data and storage elements.

26. A security device for a computer having a host central processing unit (CPU),
memory used by the host CPU to load programs in order to operate the
computer and a storage device for storing data to be handled by the
computer, the security device comprising:

25 processing means independent of the host CPU for controlling access
between the host CPU and the storage device;and;

intercepting means to block all data access by the host CPU to the data
storage device before initialisation of the security device and intercept ali
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wherein said processing means effects independent control of the host
CPU and configuration of the computer in a manner so as to prevent

5 unauthorised access to the storage device on said intercepting means
intercepting said data access immediately after said initialisation.

27. A security device as claimed in claim 26, including program memory means
independent of the memory of the computer and the storage device to
unalterably store and provide computer programs for operating the processing

10 means in a prescribed manner 1o control said access.

28. A security device as claimed in claim 26 or 27, including memory store means
independent of the memory means and the storage device of the computer to
store critical data and control elements associated with the basic operation of
the computer and access to the storage device.

15 29. A security device as claimed in claim 28, wherein said critical data and control
elements are supplied to and used by the host CPU for verification of the
storage device and operating the computer independently of the storage
device during the start up sequence of the computer.

30. A security device as claimed in claim 29, wherein said critical data and control

20 elements include identification data in respect of the storage device for

enabling the computer to complete its peripheral check during said start up
sequence.

31. A security device as claimed in any one of claims 26 to 30, including
authentication means to authenticate a user of the computer having a
25 prescribed profile of access to the storage device.

32. A security device as claimed in claim 31 as dependent on claim 29, said
critical data and control elements inciude a custom boot sector that includes
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. A security device as claimed in claim 31 as dependent on claim 29, or claim
32, wherein the authenitication means includes a login verifying means to
5 enable a user of the computer to enter a login identification and password and
have that login identification and password verified to authenticate said user
being an authorised user of the computer having a prescribed profile of
access to the storage device before allowing the start up sequence of the

computer to proceed further.

10 34. A security device as claimed in claim 33, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and said login verifying
means accesses said critical data and control elements to effect
authentication of a user.

15 35. A security device as claimed in claim 33 or 34, the prescribed profile of
access comprises a prescribed allocation of predetermined levels of access
permitied for an authorised user of the computer to prescribed partitions or
zones of the storage device.

36. A security device as claimed in any one of claims 31 to 35, wherein the
20 authentication means includes an authentication application program stored in
the program memory means, the memory store means or the storage device.

37. A security device as claimed in claim 36, wherein the authentication
application program includes user editing means to enable an authorised user
having a particular prescribed level of access to create and edit authorised

25 users for accessing the storage device.

38. A security device as claimed in claim 36 or 37, wherein the authentication
application program includes access profile editing means to enable said
authorised user having a particular prescribed level of access to allocate and
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zones for all authorised users having access to'the storage device.

39. A security device as claimed in any one of claims 26 to 38, wherein the

security device is adapted to be connected only in line with the data access

5 channel between the host CPU and the storage device, and off the main data
and control bus of the host CPU.

40. A method for securing and protecting a storage device for storing data to be
handled by a computer from unauthorised access, the computer having a host
central processing unit (CPU) and memory used by the host CPU to load

10 programs in order to operate the computer and storage device, the method

comprising:-

controlling access between the host CPU and the storage device
independently of the host CPU;

blocking all data access by the host CPU to the storage device during
15 initialisation of the computer; and

intercepting all said data access during the start up sequence after said
initialisation to effect independent control of the host CPU and configuration
of the computer in a manner so as to prevent unauthorised access to the
storage device thereatfter.

20 41. A method as claimed in claim 40, including unalterably storing computer
programs for effecting said controlling access in a location separate from the

memory and not addressable by the host CPU.

42. A method as claimed in claim 40 or 41, including storing critical data and

control elements associated with the basic operation of the computer and

25 access to the storage device in a location separate from the memory and the
storage device and not addressable by the host CPU.
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5 44. A method as claimed in claim 43, wherein said critical data and control
elements include identification data in respect of the storage device for
enabling the computer to complete its peripheral check during said start up
sequence.

45. A method as claimed in any one of claims 40 to 44, including authenticating a
10 user of the computer having a prescribed profile of access to the storage
device.

46. A method as claimed in claim 45, as dependent on claim 43, wherein said
critical data and control elements include a custom boot sector for the
computer that includes invoking the autheniticating step; and the method

15 includes assuming operation of the computer during said start up sequence
with the custom boot sector and authenticating the user of the computer at

such time.

47. A method as claimed in claim 45 or 46, as dependent on claim 43, wherein

said authenticating includes enabling a user of the computer to enter a login

20 identification and password and verifying the same to establish whether the

user is an authorised user of the computer having a prescribed profile of

access to the storage device before allowing the start up sequence of the
computer to proceed further.

48. A method as claimed in claim 47, wherein said login identification and

25 passwords of authorised users and the prescribed profile of access thereof

form part of said critical data and control elements and the verifying includes

comparing the entered login identification and password with the login

identification and passwords within said critical data and control elements and
authenticating a user if there is match.
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for an authorised user to prescribed partitions or zones of the storage device.

50. A method as claimed in claim 49, wherein said authenticating includes

5 enabling a particular prescribed level of authorised user to create and edit
login identifications and passwords within the critical data and control
elements for specifying authorised users having access to the storage device.

51. A method as claimed in claim 50, wherein said authenticating includes
enabling said particular prescribed level of authorised user to allocate and edit
10 particular predetermined levels of access to said prescribed partitions or
zones for all authorised users having access to the storage device within the

critical data and storage elements.

52. A security device for a computer having a host central processing unit (CPU),

memory used by the host CPU to load programs in order to operate the

15 computer and a storage device for storing data to be handled by the
computer, the security device comprising:

blocking means for selectively blocking data access between the host CPU
and the storage device; and

authentication means to authenticate a user of the computer having a
20 prescribed profile of access to the storage device;

wherein said blocking means maintains said blocking data access until said
authentication means completes correct authentication of the user of the
computer.

53. A security device as claimed in claim 52, including processing means

25 independent of the host CPU for controlling the operation of said blocking

means for blocking access between the host CPU and the storage device in
response to said authentication means.
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all data access by the host CPU to the data storage device before initialisation

of the security device and includes intercepting means to intercept all said

data access immediately after said initialisation under the control of said
5 processing means.

55. A security device as claimed in claim 54, wherein said processing means
effects independent control of the host CPU and configuration of the computer
in a manner so as to prevent unauthorised access to the storage device, upon
said intercepting means intercepting said data access immediately after said

10 initialisation and before loading of the operating system of the computer.

56. A security device as claimed in any one of claims 53 to 55, wherein said
authentication means enables a software boot of the computer to be effected
after correct authentication of the user, and said processing means permits
normal loading of the operating system during the start up sequence of the

15 computer following said software boot.

57. A security device as claimed in any one of claims 53 to 56, said processing
means controls said blocking means to effect blocking access to the storage
device after correct authentication of the user in accordance with the
prescribed profile of access of the user.

20 58. A security device as claimed in any one of claims 53 to 57, including program
memory means independent of the memory of the computer and the storage
device to unalterably store and provide computer programs for operating the
processing means in a prescribed manner to control said access.

59. A security device as claimed in any one of claims 52 to 58 including memory

25 store means independent of the memory means and the storage device of the

computer to store critical data and control elements associated with the basic
operation of the computer and access to the storage device.
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5 61. A security device as claimed in claim 60, wherein said critical data and control
elements include identification data in respect of the storage device for

enabling the computer to complete its peripheral check during said start up
sequence.

62. A security device as claimed in claim 60 or 61, wherein said critical data and
10 control elements include a custom boot sector that includes invoking said
authentication means for assuming operation of ihe computer during said start

up sequence.

63. A security device as claimed in any one of claims 60 to 62, wherein the

authentication means includes a login verifying means to enable a user of the

15 computer to enter a login identification and password and have that login

identification and password verified to authenticate said user being an

authorised user of the computer having a prescribed profile of access to the

storage device before allowing the start up sequence of the computer to
proceed further.

20 64. A security device as claimed in claim 63, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and said login verifying
means accesses said critical data and control elements to effect
authentication of a user.

25 65. A security device as claimed in any one of claims 52 to 64, wherein the
prescribed profile of access comprises a prescribed allocation of
predetermined levels of access permitted for an authorised user of the
computer to prescribed partitions or zones of the storage device.
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authentication means includes an authentication application program stored in

the program memory means, the memory store means or the storage device.

67. A security device as claimed in claim 66, wherein the authentication
5 application program includes user editing means to enable an authorised user
having a particular prescribed level of access to create and edit authorised

users for accessing the storage device.

68. A security device as claimed in claim 67 as dependent on claim 65, wherein
the authentication application program includes access profile editing means
10 to enable said authorised user having a particular prescribed level of access
to allocate and edit particular predetermined levels of access to said
prescribed partitions or zones for all authorised users having access to the

storage device.

69. A security device as claimed in any one of claims 52 to 68, wherein the
15 security device is adapted to be connected only in line with the data access
channel between the host CPU and the storage device, and off the main data

and control bus of the host CPU.

70. A method for securing and protecting a storage device for storing data to be
handled by a computer from unauthorised access, the computer having a host

20 central processing unit (CPU) and memory used by the host CPU to load
programs in order to operate the computer and storage device, the method

comprising:-

selectively blocking all data access between the host CPU and the storage
device; and

25 authenticating a user of the computer having a prescribed profile of access
to the storage device;
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71. A method as claimed in claim 70, wherein said selective blocking comprises

controlling access between the host CPU and the storage device

5 independently of the host CPU.

72. A method as claimed in claim 71, wherein said selective blocking occurs
during initialisation of the computer and includes intercepting all said data
access during the start up sequence immediately after said initialisation and
before loading of the operating system of the computer to enable independent

10 control of the host CPU and configuration of the computer in a manner so as
to prevent unauthorised access to the storage device.

73. A method as claimed in any one of claims 70 to 72, including performing a
software boot of the computer after correct authentication of the user, and
allowing normal loading of the operating system during the start up sequence

15 of the computer thereafter.

74. A method as claimed in any one of claims 70 to 73, including controlling
blocking access to the storage device after correct authentication of the user
in accordance with the prescribed profile of access of the user.

75. A method as claimed in claim 71 or 72, or claim 73 or 74 as dependent on

20 claim 71, including unalterably storing computer programs for effecting said

controlling access in a location separate from the memory and not
addressable by the host CPU.

76. A method as claimed in any'one of claims 70 to 75, including storing critical

data and control elements associated with the basic operation of the computer

25 and access to the storage device in a location separate from the memory and
the storage device and not addressable by the host CPU.
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device and operating the computer independently of the storage device during
the start up sequence of the computer.

5 78. A method as claimed in claim 77, wherein said critical data and control
elements include identification data in respect of the storage device for
enabling the computer to complete its peripheral check during said start up
sequence.

79. A method as claimed in claim 77 or 78, wherein said critical data and control

10 elements include a custom boot sector for the computer that includes invoking

the autheniticating step; and the method includes assuming operation of the

computer during said start up sequence with the custom boot sector and
authenticating the user of the computer at such time.

80. A method as claimed in any one of claims 70 to 79, wherein said

15 authenticating includes enabling a user of the computer to enter a login

identification and password and verifying the same to establish whether the

user is an authorised user of the computer having a prescribed profile of

access to the storage device before allowing the start up sequence of the
computer to proceed further.

20 81. A method as claimed in claim 80, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and the verifying includes
comparing the entered login identification and password with the login
identification and passwords within said critical data and control elements and

25 authenticating a user if there is match.

82. A method as claimed in any one of claims 70 to 81, wherein the prescribed
profile of access comprises a prescribed allocation of predetermined levels of
access permitted for an authorised user to prescribed partitions or zones of
the storage device.
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84. A method as claimed in claim 83, wherein said authenticating includes
enabling said particular prescribed level of authorised user to allocate and edit
particular predetermined levels of access to said prescribed partitions or
zones for all authorised users having access to the storage device within the

10 critical data and storage elements.

85. A security device for computers substantially as described herein with
reference to the accompanying drawings as appropriate.

86. A method for securing and protecting a storage device for storing data to be
handled by a computer from unauthorised access substantially as described
15 herein with reference to the accompanying drawings as appropriate.



