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OPTICAL DISC COPY MANAGEMENT SYSTEM 

Description 

1 The invention relates to the area of Compact Oise (CO} including all existing or 

future formats of CD Audio and CD-ROM and any existing or future combina­

tions of compact discs or other optical storage media. In particular the present 

invention relates to a copy protection and to a copy control mechanism by 

5 authentication of optical record carriers. here to a method of obtaining a copy 

protected optical record carrier. a method of accessing a copy protected optical 

record carrier and such an optical record carrier itself. 

Optical storage discs with information stored on one or both sides have come to 

10 be used for a variety of purposes. most notably in the ID:Usic, games. video and 

computer industry. Digital information is stored on the optical storage media in 

the form of pits arranged along circular, concentric tracks on one or on botR 

sides of the disc. The track is typically read from the inside out, but may also be 

read form outside in, as it is already used for some optical storage media. The 

15 data itself on the track is divided into sectors, each equal in length, containing 

equal amounts of information. 

To manufacture an optical storage device, a CD glass master is made by expos­

ing photoresist which is on a glass plate by a modulated laser. The modulation 

20 of the laser corresponds to the digital information that is stored on the final 

disc. Thereafter, exposure, developing and removing those exposed spots form 

tiny indentations in a single spiral on the glass master are conducted. The pat­

tern and the length of the indentations along this track represent· the recorded 

information digitally. Usually. in a following galvanic process nickel is applied to 

25 this glass master to get the nickel master which is the tool for moulding replicas 

in an injection moulding process. The pattern of the nickel master referred to as 

pits and land as illustrated in figure 1 ls then embossed on the surface of a 

polycarbonate or PMMA substrate. which results in a copy of the nickel master 

that forms the basis of the optical storage disc. The stamped replicas are then 

30 coated with a reflective (aluminium or gold) layer and fn order to prevent this re-

flective layer from oxidation a protective layer is applied to the discs. 

Figure 2 illustrates the readout of a Compact Disc. A laser beam is focusing onto 

the surface of the disc. If the laser light falls on the land area most of it will be 

reflected. If the laser falls on a pit area the light will be refracted and scattered 
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l and only a small portion Wtll return tn the original direction. This means that 

the readout electronics can differ between a "O" or "NO" and a "l" or "YES" infor­

mation and furthermore the electronics of a CD reader can reconstruct the digi­

tal information which was recorded onto the disc originally. 

5 

10 

Although audio reproduction was the primary motivation for development of the 

CD, and because of cost reductions resulting from the popularity of audio CDs, 

the CD has recently become a preferred form for storing data for a computer in 
the Conn of read only memory, i.e. CD-ROM. 

The format in which audio information is stored on a CD is known as the "Red 

Book" standard. Under Red Book digital data on a CD is organized into indexed 

tracks. As illustrated in figure 4, the digital samples for left and right audio 

channels are interleaved with error correcting codes, so called Cl, C2 error cor-

15 rections, and SUBCODE data into organized CD blocks. Throughout the disc, the 

interleaved SUBCODE information defines the current position in minutes, sec­

onds, frames, both with respect to the current track and With respect to the en­

tire disc. 

· 20 The so called "Yellow Book" standard is typically as a format for a CD-ROM. The 

Yellow Book format is similar to the Red Book format in many respects, includ­

ing the use of data organized into tracks, interleaved with error correction code 

and SUBCODE information but replacing the Audio information by computer 

data. Besides the Red Book and Yellow Book standard there exist many more 

25 standards developed for optical storage media covering audio data, computer 

data, video data and combinations of these information. 

According to these standards every block of a CD has to be accessible. 

30 Figure 3 illustrates a standard CD-ROM mode 1 data sector which consists of 12 

bytes MAINCODE SYNCHRONIZATION FIELD, 3 bytes ADDRESS, 1 byte MODE, 

2048 byte of USER DATA, 4 bytes ERROR DETECTION CODE. 8 bytes of ZEROS 

and 276 bytes of ERROR CORRECTION CODE. Such a CD-ROM data sector. i.e. 

CD block or block, comprises· 2352 bytes and is 1/75 {one seventy-fifth) of a sec-

35 ond. 

The 2352 bytes of I data sector are carried in 98 Frames depicted in figure 4, 
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1 wherein each Frame includes 24 bytes of said data sector. Additionally to this 

data. each Frame comprises 4 bytes C2 error correction. 4 bytes C 1 error correc­

tion and 1 byte SUBCODE data. The 1 byte SUBCODE data is divided into 8 

SUBCODE channels called SUBCOOE P. Q, R, S, T, U. V; W field, which are also 

5 shown in figure 4. Each SUBCODE channel consists of 98 bits that are build by 

2 synchronization bits and 96 data bits, 

As is illustrated in figure 5, a SUBCODE Q channel consists of 98 bits, which ls 

referred to as SUBCODE Q field in this invention. All other SUBCODE channels 

10 (P, R, S, T. U. V, W) are similar to· the Q channel, but carry different informa­

tion. The first 2 bits of each SUBCODE channel represent the SUBCODE SYNC 

patterns SO and SI. These patterns are necessary to synchronize a CD reader to 

spin the CD at a constant linear velocity. 

15 Each SUBCODE channel has a different function and content, the folloWing de­

scription refers to the $UBCODE Q channel only. 

20 

25 

30 

The next 4 bits after the SUBCODE SYNC patterns represent the CONTROL 

FIELD which describes the kind of information of a track as shown in table I. 

Table 1: SUBCODE Q CONTROL FIELD 

MSB LSB 
ooxo 
OOx1 
lOxO 
OOxl 
OlxO 
01x1 
11xx 
xx Ox 
xx1x 

2 audio channels without pre-emphasis 
2 audio channels With pre-emphasis of 50/ 15 µseconds 
4 audio channels without pre-emphasis 
4 audio channels with pre-emphasis of 60/15 µseconds 
data track (CD-ROM) 
reserved 
reserved 
digital copy prohibited 
digital copy permitted 

The next four bits represent the ADDRESS FIELD and specify the mode. There 

are several modes (e.g. mode 1, mode 2, mode 3) but for the background of this 

invention the address mode 1 is explained in detail only. 

35 For mode 1 there are two different data formats possible. For the background of 

this invention an explanation of the program and lead-out area only of the SUB-. 

CODE g channel ts given, as Jt is illustrated in figure 5. 
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TNO, 8 bits, represents the track number running from 0 to 99. A track num­

bered with AA represents the lead-out track. 

5 X. 8 bits, represents the index number within a track which can range between. 

0 to 99. 

MIN, SEC, FRAME, 8 bits each, is the running tlme Within a track expressed in 6 

digits BCD, The minutes of a track are stored in MIN. the seconds are stored in 

10 SEC and the frames are stored in FRAME. One second is subdivided into 75 

frames {from 0 to 74). 

ZERO, all 8 bits are set to zero (OxOO). 

15 AMIN, ASEC, AFRAME, 8 bits each, is the running time on the disc expressed in 

6 digits BCD. The minutes of a track are stored in AMIN, the seconds are stored 

in ASEC and the frames are stored in AFRAME. One second is subdivided into 

75 frames (from 0 to 74). 

20 CRC is a 16 bit cyclic redundancy check on CONTROL, ADDRESS, TNO, X, MIN, 

SEC, FRAME, ZERO, AMIN, ASEC, and AFRAME. On the disc the parity bits are 

inverted. The remainder has to be checked at zero. The CRC is calculated ac­

cording to following polynomial: 

25 

30 

P(x) = x l S ·+ x 12 + XS + 1 

The 16 bit CRC field is a parity information that checks the correctness of the 

CONTROL, ADDRESS, TNO, X, MIN, SEC, FRAME, ZERO, AMIN, ASEC, and 

AFRAME fields. 

Despite apparent advantages of CD-ROM there remain some drawbacks to use a 

compact disc for marketing and selling large and expensive software packages. A 

serious drawback is that there is currently no reliable method of protecting a 

CD-ROM from being copied. The content of a CD-ROM nowadays can be copied 

35 onto a hard disc drive or directly onto a CD-Recordable, i.e. CD-R. The software 

packages illegally copied on a CD-R or on a hard disc drive of a computer will 

again work without any technical problems.· 
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Therefore. it ts an object of the present Invention to provide a method of prevent­

ing copies of original optical record carriers to be made, In particular a method 

of creating a key on an original optical record carrier which cannot be copied 

5 onto another data carrier and a method ·of extracting that_ key off the origi.nal op­

tical record carrier in order to be able to distinguish between an original optic.al 

record carrier and a copied optical record carrier. Further. lt is an object of the 

present Invention to provide an optical record carrier that has a secure copy pro­

tection. 

10 

The method of obtaining a copy protected optical record carrier carrying infor­

mation in different blocks according to the invention comprises the following 

steps: 

(a) define number and addresses of blocks used for copy protection; 

15 (b} convert number and addresses selected in step (a) into a copy protec-

tion key; 

(c) secure information data to be recorded onto the record carrier with 

copy protection key obtained in step (b); 

(d) create a master having modified subcode fields for blocks selected in 

20 step (a) and secured information data in other blocks; and 

(e) replicate record carrier with master created in step (d). 

The method of accessing a copy protected optical record carrier carrying infor­

mation in different blocks according to the imi:ention comprises the following 

25 steps: 

(al find blocks having a modified correponding subcode field; 

(b) extract a copy protection key from a pattern of said blocks having a 

modified correponding subcode field found in step (a); and 

{c) retrieve data from the record carrier according to the copy protection 

30 key extracted in step (b). 

35 

The optical record carrier carrying information in different blocks according to 

the invention is characterized in that Individual accessible blocks in a prede­

termined pattern carry modified subcode information. 

Preferred embodiments of the invention are defined in the respective subclaims 

dependent on the independent claims 1. 9 and 17. 
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An embodiment of the present invention concerns a method of creating compact 

discs that carry a unique identifier. which can also be named as key or fmger­

prtnt. since this unique identifier ls realized by generating blocks that have 

5 modified subcode fields in a predetermined pattern. This method is applicable to 

mass production. In a further embodiment, a method is described of how to re­

trieve this identifier and a computer equipped with a CD-ROM drive. 

Any data can be stored on the optical storage media. the present invention does 

10 not require special data to be recorded nor is there any limitation in the amount 

of the data in regard to this invention. 

In a preferred embodiment, the fingerprint or key of the compact disc is incorpo­

rated by implementing a certain amount of SUBCODE Q field modifications 

15 throughout the program area of the disc. These SUBCODE Q field modifications 

result in invalid SUBCODE Q fields. On the other hand, a CD block correspond­

ing to an invalid SUBCODE Q field is still accessible, since its address is also 

stored in the main code header, as it is shown in figure 5. 

20 According to another aspect, the present invention is applicable to a method of 

encrypting at least one part of a main application or data files stored on a com­

pact disc and the decryption of this at least one encrypted part after retrieving 

the correct fingerprint of the compact disc by using the copy protection key as 

the decryption tool. 

25 

According to a further aspect. the present invention can be used to implement 

one or more keys on a compact disc in form of various SUBCODE Q field modifi­

cation patterns. 

30 The main advantage for a user is that no keys have to be entered during the 

authentication process of the copy protected record carrier, as the predeter­

mined pattern of blocks with modified subcode information is known before the 

manufacturing and can be implemented in the data included on the respective 

record carrier. In combination with external keys, that have to be entered during 

35 the access procedure. e.g. by the user, for example also only parts of the content 

of a compact disc can be unlocked from an original disc. This feature allows the 

possibility of creating multiple language versions or more or less enhanced ver-
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1 sions of a software package which can be restored off an original disc only by 

"pay for unlock". 

This invention ls not restricted to any specific format of the wide variety of opti-

5 cal storage media. i.e. audio data. computer data. video· data or combinations 

therefrom, it ls rather applicable to all existing optical storage media formats. 

As Will be shown in the following detailed description ot= the present invention, 

CD readers return different results when retrieving sectors, i.e. blocks. which 

10 correspond to valid or invalid SUBCODE Q fields. Based on those differences the 

extracted key will be utilized to descramble or decrypt those parts of the main 

application that have been encrypted before. If the decryption was done with the 

correct key upon retrieving it from an original disc, or in other words, it the de­

cryption was done with the same key that has been used for encrypting the ap-

15 -plication beforehand, the main application can be fully restored to its generic 

layout and will properly work on the computer platform that it was designed for. 

Since the SUBCODE g fields are normally not directly copied from one disc to 

another, as the main code data, but are newly generated during the copy 

process, retrieving a key from a copied or non original disc will result in a differ-

20 ent key than the one that has been used for encrypting, and will furthermore re­

sult. in a different decryption process and decryption result. Therefore it is n<~t 

possible to execute such a decrypted application on the computer platform that 

it was designed for. 

25 The accompanying drawings, which are incorporated in and constitute a part of 

this specification. illustrate embodiments of the invention and, together With a 

general description of the invention given above. and the detailed description of 

the embodiment given below, serve to explain the principles of the invention, 

wherein: 

30 

Figure 1 illustrates the pattern of the nickel master referred to as pits and land 

which is then embossed on the surface of a polycarbonate or PMMA 

substrate. 

Figure 2 illustrates the readout of a Compact Disc: 

35 Figure 3 illustrates a standard CD-ROM mode 1 data sector: 

Figure 4 illustrates the structure of CD-ROM data encoded on a Compact Disc. 

which consists of data, C 1. C2 error correction and 8 SUBCODE chan-
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nels called SUBCODE P, Q. R. S, T. U, V, W; 

Figure 5 illustrates the detailed layout of 98 bits of the SUBCODE g channel; 

Figure 6 is a chart of the distribution of resumed SUBCODE g fields by 

CD-ROM drives when seeking for an invalid SUBCODE g field; 

5 Figure 7 is a chart ·of the distribution of returned SUBCODE g fields by 

CD-ROM drives when seeking for a valid SUBCODE g field: 

10 

15 

20 

Figure 8 is a flow chart of the encoding and manufacturing process of copy 

protected compact disc by subcode g field modifications: and 

Figure 9 is a flow chart of the operations perfor:µied by a protected application 

and protected disc when used in a computer system. 

In the following. a method of creating a unique key on optical storage media, e.g. 

compact discs, and the method of extracting or reading this fingerprint off the 

disc is described. 

As stated above, the main data of each CD-ROM sector is associated to a SUB­

CODE g channel or SUBCODE g field which contains the unique address (in 

minutes, seconds, frames) of this sector. A 60 minute CD-ROM e.g. contains 270 

000 sectors and 270 000 SUBCODE Q fields. 

Since the SUBCODE g fields normally will be regenerated during the copy 

process, a predetermined pattern of invalid SUBCODE g fields, e.g. SUBCODE g 

fields carrying invalid addresses, can serve as unique identifier of the disc itself. 

As stated above, a disc accessing device, e.g. a CD-ROM reader, can distinguish 

25 between a block with invalid SUBCODE Q field and a block having a valid SUB­

CODE g field, e.g. ·a SUBCODE Q field carrying a valid address, therefore. when 

accessing such a block having an invalid SUBCODE g field, the accessing device 

first resumes a wrong block. On the other· hand, there ls no possibility to pro­

duce a defect SUBCODE Q field for a device that facilitates the production of an 

30 optical disc, since the SUBCODE g field is not directly copied onto the disc from. 

the original, but newly generated during the copy process. Therefore. an 1llegal 

copy contains only valid SUBCODE Q fields, which makes it possible to distin­

guish between an original and a copied product. 

35 Since the address of a block is not only stored in the corresponding SUBCODE 

Q field, but also in the main code header. as shown in figure 5. an optical disc 

comprising invalid SUBCODE Q fields ls still within the standard. e.g. the Yel-
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I low Book for CD-ROM, since all blocks can be accessed at least With the help of 

their address stored in the main code header. 

When a CD-ROM drive is reading any sector on a compact disc, typically the 

5 drive scans along the track and decodes the SUBCODE g addresses. Once get­

ting close to the address that has been sought for, the firmware of the drive de­

codes the address in the main code header and returns this sector to the calling 

application. 

10 There is also the possibility of getting the position of the optical pickup of a 

CD-ROM reader by seeking for a certain address and asking the drive for the po­

sition of the pick up. Before returning the SUBCODE Q field to the calling appli­

cation the firmware of the drive recalculates the SUBCODE Q CRC field and vali­

dates the content of the remaining bytes in the SUBCODE g field. If the checked 

15 SUBCODE g field was free of error the drive will return the SUBCODE g field 

that it has been asked for. If the recalculation of the 16 CRC bits results in a 

mismatch to the -stored 16 bits CRC on the disc, the drive will not return the 

SUBCODE g field that it has been asked for. Depending on the strategy of the 

drive, it will return the content of the SUBCODE Q fields of one or more blocks 

20 before or after the block which contained an error in the SUBCODE g field. i.e. 

an invalid SUBCODE g field. 

The search for the SUBCODE g field modifications on the compact disc can be 

conducted by a special device or by a software tool. In an embodiment of this in-

25 vention a program seeks for certain addresses including at least all those that 

have been set invalid by implementing a modification on the SUBCODE g field 

during the mastering process. Depending on the strategy of the CD-ROM reader 

it Will return a SUBCODE g field that is either one or more blocks before or after 

the block that contains the error when trying to access a block having an invalid 

30 address in the corresponding SUBCODE Q field. 

Figure 6 illustrates the distribution of resumed blocks of a variety of CD-ROM 

drives when accessing a SUBCODE Q field that contains an error. Here. a Gaus­

sian distribution around the invalid SUBCODE Q field is shown that has a gap 

35 at the position of the invalid SUBCODE Q field. 

Figure 7, on the other hand, demonstrates the dlstnbutlon of resumed blocks of 
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l a variety of CD-ROM drives when accessing a SUBCODE g field when there is no 

error in this field. Here. a Gaussian distribution around the invalid SUBCODE Q 

field is shown that has no gap at the position of the invalid SUBCODE Q field. 

5 As can be seen in t:J.gure 6 and figure 7 there is a difference ln the return values 

of CD-ROM drives when seeking for an invalid SUBCODE g field or when seek­

ing for a valid SUBCODE g field. This diffeJ;ence In the return values and .fur­

thermore the location of the difference results in the key that is then extracted 

of the optical disc. 

10 

Figure 8 shows a flowchart of an encoding and manufacturing process of copy 

protected compact discs according to the invention. 

After starting the process in step Sl, a certain number of SUBCODE g fields 

15 and corresponding addresses are freely defined in step 52. These SUBCODE g 

fields form the unique identifier of all valid record carriers, of this type. These 

defined SUBCODE g fields lateron undergo a SUBCODE g field modification, 

which furthermore respectively results in an invalid SUBCODE g field. A typical 

range of modified SUBCODE g fields in an embodiment of this invention runs 

20 between a number of 6 and 60. The creation of these modifications is realized in 

the mastering stage. As alternative, a software programme that generates the 

SUBCODE frames also creates those SUBCODE g field modifications as prede­

fined. 

25 In a following step 53 the addresses of the SUBCODE g fields selected in step 

52 are converted into a copy protection key. Using this key. the data to be stored 

on the disc. e.g. an application programme or user data, is encrypted in step S4. 

Thereafter. in step SS, an extraction and decryption programme will be ap­

pended to the encrypted data, to allow the user to access the data without any 

30 special requirements. The extraction programme scans the disc at least for 

invalid SUBCODE g fields and extracts the copy protection key therefrom. Of 

course, it is also possible that the copy protection key is based on a combination 

of valid and invalid SUBCODE g fields. The decryption programme decrypts the 

accessed data using the extracted copy protection key. 

35 

During the mastering process in step S6, when exposing the photoresist by the 

laser that is modulated by the data. all SUBCODE g field modifications will be 
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1 placed on the glass master. 

Therefore, in step S7, each CD that is embossed In the replication process by 
such a created stamper carries exactly the same SUBCODE g field modifica-

5 tions. Since the number and also the addresses of the. invalid SUBCODE g fields 

are known before manufacturing of the disc. i.e. of the glass master, and can be 

incorporated into the d3:ta stored on the disc. the SUBCODE g filed modifica­

tions, i.e. the invalid SUBCODE g fields. can be taken as the key or the finger­

print that the CDs have been provided with. The data stored on the disc can 
10 then only be accessed if the key stored on the disc as data matches to the key 

included on the disc on the basis of invalid SUBCODE g fields or if the data 
stored on the disc is decrypted using the copy protection key extracted from the 
disc. 

15 The encryption of an application that this copy protection system is used for can 

be any standard method. A variety of encrypting schemes and methods exists, 
such as byte substitution, word substitution or polynomial functions by two 
byte-arrays, whereas the first byte-array represents the user application and the 

second byte-array represents the key. The application can be encrypted com-
20 pletely or just partially. If partial encryption has been chosen typically 4 ·to 2048 

bytes are encrypted. Also several different encryption schemes or keys can be 
used for different parts of the application stored on the optical storage medium. 

Figure 9 shows a flow chart of the operations performed by a protected applica-
25 tion and a protected disc when used in a computer system. 

30 

After the s~art of the process in step SlO, the insertion ·of a copy protected disc 
into the CD-ROM drive in step S 11 and the starting of the encrypted application 
in step 512, the process ts set forth with the extracting procedure. 

First, in step S 13 a search for at least predetermined invalid SUBCODE g fields 
is conducted. According to an embodiment of this invention. a predetermined 
number of blocks having predetermined addresses Will be checked for valid or 
invalid SUBCODE Q fields. Depending on the returned results from the CD-ROM 

35 drive it is validated if a predetermined block ts directly accessible or not. A list 
of these results will be stored. This list comprises all of these predetermined 
blocks and the respective corresponding ·result. 
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Once the scanning for predetermined SUBCODE g fields has been completed the 

copy protection key will be extracted ln step S 14 accordh1g to the list stored In 

step 513. Upon extracting at least predetermined Invalid SUBCODE g fields the 

5 fingerprint or the unique key of the optical disc can be regenerated. This key 

was originally taken to partially or completely encrypt the application. 

Now this key is taken to decrypt the encrypted application in step SIS. If it is 

determined in step 516 that the original key and the extracted key match, the 

10 decryption will work properly and the application can be loaded and run in step 

S 17. On the other hand, if the extraction of the key was done off a non original 

disc, the extraction will result ln a different key than the original key. Therefore, 

a decryption of an application by utilising a non original key will result in a non 

workable application and the process will stop In step 518. 

15 

20 

25 

30 

35 
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Claims 
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l lllllll llllll lllll lllll ll llll 
* C L M s * 

1 1. Method of obtaining a copy protected optical record carrier carrying in-

formation in different blocks, comprising the following steps: 

(a) define number and addresses of blocks used for copy protection-; 

(b) convert number and addresses selected in step (a) into a copy protec-

5 tion key: 

10 

(c) secure information data to be recorded onto the record carrier with 

copy protection key obtained in step (b); 

(d) create a master having modified subcode fields for blocks selected in 

step {a) and secured information data in other blocks; and 

(e) replicate record carrier with master created in step (d). 

2. Method according to claim I. characterized in that said step (c) of se-
curing the record carrier comprises the following steps: 

(c I) encrypt data to be recorded with said copy protection key derived in 

15 step (b) at least partially: and 

(c2) append extraction and decryption programme to said encrypted data 

derived in step (cl), wherein said extraction programme finds said blocks car­

rying modified subcode information and extracts said copy protection key 
therefrom, and said decryption programme decrypts said information data en-

20 crypted in step (c 1) according to said copy protection key extracted by said ex­
traction programme when they are executed. 

25 

3. Method according to claim 1, characterized in that said step (c) of se-
curing the record carrier comprises the following steps: 

(c 1) append extraction and comparing programme to said information 
data, and 

(c2) append copy protection key to said information data, wherein said 
extraction programme fin_ds said blocks carrying modified subcode information 
and extracts said copy protection key therefrom, and said comparing pro-

30 gramme compares said extracted copy protection key and said appended copy 
protection key to be able .to at least partially deny access to said information 
data in dependency on the correlation of said both copy protection keys when 
they are executed. 

4. Method according to anyone of claims 1 to 3, characterized in that said 
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* C L M S * 

1 modified subcode fields are modified as to be recognized invalid 'Qy a reading 

device. 

5. Method according to anyone of claims 1 to 4, characterized ln that said 

5 modified subcode fields are created so that they include no or Invalid address 

information. 

10 

15 

6. Method according to anyone of claims 1 to 5, characterized ln that said 

modified subcode fields are SUBCODE g fields. 

7. Method according to anyorie of clat.ms 1 to 6, characterized ln that said 

record carrier ts a compact disc and said information is audio data together 

with control data and information data. 

8. Method according to anyone of claims 1 to 6, characterized in that said 

record carrier is a compact disc read only memory and said information is anr 

form of digital data .. 

9. Method of accessing a copy protected optical record carrier carrying in-

20 formation in different blocks, comprising the following steps: 

(a) find blocks having a modified correponding subcode field; 

(b) extract a copy protection key from a pattern of said blocks having a 

modified correponding subcode field found in step (a); and 

(c) retrieve data from the record carrier according to the copy protection 

25 · key extracted in step {b). 

10. Method according to claim 9, characterized in .that said step {a} in­

cludes the finding of blocks having a modified correponding SUBCODE g field. 

30 11. Method according to claim 9 or 10, characterized in that said step (a) 

includes the following steps: 

(al) trying to access a predetermined block based on the address defined 

in the SUBCODE g field of said block by sending a respective command to an 

optical pickup of a disc drive to access said predetermined block; 

35 {a2) determining if said optical pickup has accessed said predetermined 

block by checking of the block address defined in the SUBCODE Q field or the 

main code data directly after the access procedure of the optical pickup: and 
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15 
(a3) storing all block addresses of blocks the optical pickup could not 

access directly. 

12. Method according·to claim 11. characterized in that said step (a3) ad-

5 ditionally comprises the step of storing all block addresses of blocks the opti­

cal pickup could access directly. and in said step (b) of extracting a copy pro­

tection key said key is extracted from a pattern of said blocks having a mo­

dified correponding subcode field and of said blocks having no modified corre­

ponding subcode field. 

10 

13. Method according to anyone of claims 9 to 12, characterized in that 

said step (c) of retrieving data from the record carrier comprises the decryption 

of the retrieved data with copy protection key extracted in step (b). 

15 14. Method according to anyone of claims 9 to 13, characterized in that 

said step (c) of retrieving data from the record carrier comprises the following 

steps: 

20 

comparison of the copy protection key extracted in step (b) and a copy 

protection key appended to the information carried by the record carrier; 

allowing at least partial or no access to said information data in depend-

ency on the correlation of said both copy protection keys. 

15. Method according to anyone of claims 9 to 14, characterized in that 

said step (c) of retrieving data from the record carrier comprises the following 

25 steps: 

30 

comparison of a copy protection key entered during the data retrieval 

with the copy protection key extracted in step (b), and 

allowing at least partial or no access to said information data in depend­

ency on the correlation of said both copy protection keys. 

16. Method according to anyone of claims 9 to 15, characterized in that. 

said steps of data retrieval are conducted with the help of software included on 

the record carrier. 

35 17. Optical record carrier carrying information in different blocks, charac­

terized ln that subcode fields of individual accessible blocks in a predeter­

mined pattern are modified. 
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16 

18. Record carrier according to claim 17, characterized ln that said modi­

fied subcode fields are invalid. 

5 19. Record carrier according to anyone of claims 17or·18. characterized in 

that said modified subcode fields are SUBCODE Q fields. 

20. Record carrier according to anyone of claims 17 to 19, characterized in 

that said record carrier is a compact disc and said information is audio data 

10 together with control data and-information data. 

15 

20 

25 

30 

35 

21. Record carrier according to anyone of claims 17 to 19 .- characterized ln 

that said record carrier is a compact disc read only memory and said informa­

tion is any form of digital data. 


