50

60 —

Zero Trust Zone Management

Device Registry
Certificate Authority {CA)

10

~

ManagementPlane

Login Authentication Plane

~

4

20
User “YUntrusted Zone & Devices Y Trusted System & Application
Personal ) Sy;tem/AppIication Identity Management| Verification Key
Crvot hi Login / User Interface
ryptographic . Verification Processor
Key Generator . t
CryptographicProcessor k
/ PANG
\
\ |
30 40

Fig. 1

1!



User Onboarding Operation

/ Zero Trust Zone Management \
[ i Certificate Authority (CA)

Device Registry

Ma nagement Plane

] | | | |
Login Authentlcatlon Plane

1
User o trusted Zone &vices Trusted System & Application I

System/Application Identity Management| Vegification Key
ogin / User Interface

Personal

Verification Processor 6

QV Gener; ptographicProcess S /

Fig. 2

YIC



User login Operation

/ Zero Trust Zone Management

Device Registry

Certificate Authority (CA)

~

ManagementPlane

Login Authentication Plane

User

Untrusted Zone & Devices

Personal
Cryptographic
Key Generator

/ Trusted System & Application \

System/Application

Identity Management| Vegification Key

gin / User Interface

Verification Process 5

Successful Authentication completes the User Login with BoT established

Fig. 3

v/e



Service Application operation phase

/ Zero Trust Zone Management \
Certificate Authority (CA)

Device Registry

ManagementPlane

| | | | | | | | | | | | | | | | |
Application Operation Plane

/“User \ Untrusted Trusted System & Application
et

Service Provider

Personal
Cryptographic 3 | = ..
Key Generato( 3 3 '
\ [

Successful Authentication completes the User Login with BoT established

Fig. 4

1747



