1 APPARATUS, AND ASSOCI ATED METHOD, FOR LOCKI NG AND | DENTI FYI NG A CHANGE
LI ST USED PURSUANT TO DATABASE SYNCHRONI ZATI ON OPERATIONS I N A RADI O
COMMUNI CATI ON SYSTEM 5 The present invention relates generally to a nanner
by which to synchroni ze dat abase copies, maintained at separate |ocations,
by way of a radio air interface. More particularly, the present invention
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BACKGROUND OF THE INVENTION

Many aspects of modern society require the availability, and use, of a modern
communication system through which to communicate information to effectuate a
communication service. Many varied types of communication systems have been developed

20 and deployed, used to permit the effectuation of many different types of communication
services. Additional technological advancements shall likely continue to permit new types
of communication systems to be developed and deployed. Generally, new types of
communication systems permit information to be communicated at increased, at improved
efficiencies, permiiting increasingly data-intensive commurication services to be

25  effectuated.

All communication systems include, at a minimum, a set of communication stations,
interconnected by way of a communication channel. At least one of the communication
stations forms a sending station, and another of the communication stations forms a
recetving station. Information originated at, or otherwise provided to, the sending station is

30 communicated therefrom upon the communication channel, to be delivered to the receiving
station. The receiving station operates to recover the informational content of the detected

information.



station. The receiving station operates to recover the informational
content of the detected information. 2 Sone communi cation systens are
one-way comruni cation systens in which data is conmunicated in a single
direction, i.e., froma sending station to a receiving station. Some other
comuni cati on systens provide for two-way communi cations in which the
communi cation stations operable therein are each capabl e of sending and
receiving 5 informati on. A comruni cati on stfati on operable in a two-way
communi cati on system includes both receive and transmt parts to permt .
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various
a radio communication system is amenable for implementation as a mobile communication

systern. In a mobile communication system, mobility of communications is provided to one,
or more, of the communication stations.

20 Technological advancementis that are incorporated into communication systems
include advancements in processing technologies. In general, technological advancements
pertaining to processing technologies permit increasingly large amounts of data to be
processed at increasingly quick rates. Modern data processing techniques permit large
amounts of data to be stored and to be processed. Radio communication systems, as well as

25  others, are regularly used through which to transport data that is subsequently processed
through the use of data processing techniques. Various communication devices, and systems
in which the communication devices are used, are available by which to perform various
data processing operations and communication services.

Personal digital assistants (PDAs) are exemplary of communication devices that arc

30 used to perform various data processing, and other, operations. Other devices perform

operations analogous to those performed by the personal digital assistants. Personal digital



data processi ng operations and communi cati on services. Personal digital
assi stants (PDAs) are exenplary of communi cation devices that are 30 used
to performvarious data processing, and other, operations. Qher devices
perform operations anal ogous to those perforned by the personal digital
assistants. Personal digital 3 assistants are typically of snal
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for back-up of the stored information at a computer work station, or the like. Conventional
back-up operations between a personal digital assistant and a computer work station make

20 use of a fixed cable that interconnects the device and the computer work station. Once the
data is backed-up, the back-up copy is available, if subsequently needed.

When the data is stored at more than one location, however, subsequent alteration of
the data at any of the locations causes the back-up copy not to be a complete copy of the
database. Any addition, deletion, or other alteration of any part of the data forming the

25 database causes the copy no longer to be a complete copy of the database. Such alterations
are asynchronous as the alterations are not performed uniformly at all of the databases.
Content dissimilarities result, and the back-up copy is not a true copy of the other database.

To place the database and its copy back into complete conformity with cach other,

synchronization of the database and its copy is required. Synchronization operations, for
30 nstance, are performed during subsequent back-up operations. And, during a subsequent
back-up operation, the data stored at the respective locations are compared together.

Responsive to the comparisons, data found to be out-of-match with one another is first



are asynchronous as the alterations are not perfornmed uniformy at all of

t he databases. Content dissimlarities result, and the back-up copy is not
a true copy of the other database. To place the database and its copy back
into conplete conformty with each other, 4 synchroni zati on of the database
and its copy is required. Synchronization operations, for 30 instance, are
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It is in light of this background information refated to synchronization procedures
20 carried out upon databases located at separate locations and interconnected by way of a radio

air interface, that the significant improvements of the present invention have evolved.

SUMMARY OF THE INVENTION

The present invention, accordingly, advantageously provides apparatus, and an

associated method, by which to synchronize database copies maintained at separate
25  locations, by way of a radio air interface.

Through operation of an embodiment of the present invention, a manner is provided
by which to facilitate synchronization of the database copies. Synchronization is performed
to place the database copies in complete match with one another such that the data records
forming each copy of the database are exact copies of one another.

30 In one aspect of the present invention, a change list is created, associated with a
selected one of the database copies. When a decision is made to perform synchronization of
the database copies, the change list is locked, preventing subsequent additions, deletions, or

other alteration to the change list. Locking and identifying the change list better assures the



The present invention, accordingly, advantageously provi des apparatus, and
an associ ated nethod, by which to synchronize database copi es mai nt ai ned
at separate 25 locations, by way of a radio air interface. Through
operation of an enbodi ment of the present invention, a manner is provided
by which to facilitate synchronization of the database copies.
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synchroni zation operations, a change list lock Iocks the change list so
t hat additional Inanotheraspect of the present invention, when the selection is made to commence

with synchronization operations, a change list lock locks the change list so that additional
entries into the change list are prohibited. And, once locked, the change list, or indications

20 thereof, are communicated by way of the radio air interface pursuant to synchronization
.operations.

In another aspect of the present invention, a change list identifier forms a unique
identifier that uniquely identifies the change list. The identifier selected by the change list
identifier is, for instance, a numerical value that, at the device at which the database and the

25 assoctated change list is embodied, is unique. In one implementation, a registry is
maintained at the device at which the database and associated change list are embodied. The
registry is populated with a value of a previously-used identifier that identified a prior
change list used in a prior synchronization operation. When a subsequent synchronization
operation is selected to commence, the change list is locked, and the registry is accessed to

30 obtain the value populating the registry. The retrieved value is incremented, such as by an
integer amount, and the valuc is used as the change list identificr to identify the newly-

locked change list. Such value thereby uniquely identifies the change list at the device at



entries into the change list are prohibited. And, once |ocked, the change
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list, thereby to prohibit changes to the first change list, upon commencement of the
synchronization session. The selected period is defined by locking of the first change list by

20 the first change list lock.
A more complete appreciation of the present invention and the scope thereof can be
obtained from the accompanying drawings that are bricfly summarized below, the following
detailed description of the presently-preferred embodiments of the invention, and the

appended claims,

25 BRIEF DESCRIPTION OF THE DRAWINGS

Figure { illustrates a functional block diagram of a radio communication system in
which an embodiment of the present invention is operabie.
Figure 2 illustrates a message sequence diagram representative of operation of an
embodiment of the present invention in the radio communication system shown in Figure 1.
30 Figure 3 illustrates a method flow diagram listing the method steps of the method of

operation of an embodiment of the present invention.



period. A first change list |ock selectably permts and prohibits changes
to the first change list created by the first change list creator. The
first change list lock |Iocks the first change |Ilist, thereby to prohibit
changes to the first change list, upon comencenent of the synchronization
session. The selected period is defined by |ocking of the first change |i st
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detail ed description of the presdHtTHILEDXRESERIBHON ments of the
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SOUI’CGd at e network part conmmuni ca
15 the mobile node is communicated by way of one or more uplink channels defined upon a

radio uplink of the radio air interface. And, data originated, or otherwise provided to, the
network part of the communication system is communicated by way of one or more
downlink channels defined upon a radio downlink of the radio air interface to the mobile
node. In the Figure, the arrow 14 represents the radio air interface and the uplink and

20 downlink channels defined thereon.

A base transceiver station 16 forms part of the network part of the communication
system. A coverage area is defined by the base transceiver station. The coverage area is
sometimes referred to as a cell. And, when a mobile node, such as the mobile node 12, is
positioned at a location encompassed by the cell, the mobile node is generally able to

25  communicate by way of radio channels defined upon the radio air interface with the basc
transceiver station. Due to the mobility of the mobile node, the mobile node might, at
successive times, be located in cells defined by successive base transceiver stations of the
network part of the communication system. Communication handoffs with successive ones
of the base transceiver stations are carried out to permit communications to continue with the

30 mobile node as the mobile node travels through the successive cells.



node as well as at the nobile node for comunication to the network part.
Data sourced at 15 the nobile node is communi cated by way of one or nore
uplink channels defined upon a radio uplink of the radio air interface.
And, data originated, or otherw se provided to, the network part of the
comuni cation systemis communi cated by way of one or nore downlink
channel s defined upon a radio downlink of the radio air interface to the
nobile node. In the Figure, the arrow 14 r%presents the radio air
interface and the uplink and 20 downlink channels defined thereon. A base
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functionally coupled to the synchronization server. And, a third database 34, a third-party
database, 1s also functionally coupled to the synchronization server. Additional databases
can also analogously be coupled to the synchronization server and analogously also shown in
20 the Figure. The databases shown in the Figure are text-formatted, utilizing here an
Extensible Mark-up Language (XML) format. In the exemplary implementation, each of the
databases 28, 32, and 34 contain data records. The data records are formatted to include one
or more data fields. And, the data fields are selectably populated with data values. Certain
of the data fields also form key fields.
25 Databases corresponding to the databases 28, 32, and 34 are also embodied at the
mobile node. Namely, a first database 38 that forms a Lotus ™ Notes database, a database
42 that forms an Exchange-based database, and third database 44 that forms a third-party
database are embodied at the mobile node. The databases 28 and 38, 32 and 42, and 34 and
44 are copies of one another, respectively.
30 While the database pairs 28-38, 32-42, and 34-44 are copies of one another, cach of
the databases is asynchronously updatcable. When an asynchronous update is made to a

database, the database pairs are no longer in complete match with one another. To place the



Exenpl ary, network-based dat abases are enbodied at, or are functionally
coupled to, the synchronization server. In the Figure, three exenplary
dat abases are shown. A first 15 database 28, a Lotus TM Not es dat abase, is
coupled to the synchroni zation server 24. A second database 32, an
Exchange TM Connector for an Exchange-based database is also functionally
coupled to the synchroni zati on server. And,;a third database 34, a
third-party database, is also functionally coupled to the synchronization
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present i nvléiﬁ]fnil ¢ 15 assigned to the change list to define uniquely the change list.

Accordingly, the apparatus 48 includes a change list creator 52. The change list
creator operates to create the change list that lists change indicia associated with changes

20 made to the database, such as the database 38, 42, and 44 with which the change list creator
is associated. Additions to the database, deletions from the database, and alterations to any
field of any data record of the database also forms part of the change list created by the
change list creator. The change list that is created by the change list creator is indicated by
the block 54. Entries on the change list identify change indicia associated with any data

25  record, or field thereof.

Additions to the change list are made, as needed, pending the selection of initiation
of synchronization operations. When selection to initiate synchronization operations is
made, an indication of the selection of the initiation is provided to the apparatus, here
indicated by way of the line 58. The indication is provided to a change list lock 62 that

30 operates to lock the change list to prohibit subsequent alteration of the change list. Thereby,
the integrity of the change list at the instant at which the synchronization initiation is

selected is assured.



10 Correspondi ng apparatus is al so enbodied at the network part of the
communi cation system such as at the synchroni zation server thereof. The
apparatus is functionally represented and is forned of functional entities
that are inplemented in any desired manner, such as, for instance, by

al gorithms executable by processing circuitry. The apparatus 48 facilitates
synchroni zation operations by causing creagjon of a change |ist that
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thereby assured, and the change list is uniquely identified pursuant to the synchronization

operations.

20 Figure 2 illustrates a message sequence diagram, shown generally at 78,
representative of operation of the communication system 10, shown in Figure 1, to facilitate
subsequent synchronization operations to be performed between database copies embodied
at the mobile node and network part of the communication system. Operations shall be
described with respect to the apparatus 48 embodied at the mobile node 12. Analogous

25 description of operations can alternately, be made with respect to operation of the
corresponding apparatus 48 embaodied at the network part of the communication system.

Operations are therefore shown first to be performed at the mobile node at which
changes to a databasc are monitored, as indicated by the block 82, and the change list is
created, as indicated by the block 84. Monitoring continues until detection is made,

30  indicated by the block 86, that the synchronization operations have been selected to be
initiated. Then, and as indicated by the block 92, the change list is locked, and the change

list 15 identified by a unique identifier. Thereafter, and as indicated by the segment 94, a



i npl enentation, the identifier selected by the identifier to identify the
change list is an integer value, such as the value retrieved fromthe
register, increnented by a unitary value. The identifier that identifies

t he change list, in one inplenentation, is communicated over 10 the radio
air interface pursuant to synchroni zation operations, at tinmes separate
fromthe change indicia contained in the change list, thereby to identify
the change list by a single value, rat her ! han requiring the entire change
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112, repr eshfitgupigeelyidentified. Improved synchronization operations are thereby possible.
The previous descriptions are of preferred examples for implementing the invention,
and the scope of the invention shouid not necessarily be limited by this description. The

20 scope of the present invention is defined by the following claims:



t he met hod of operation of the nethod of an enbodi nent of the present
invention by which 5 to facilitate synchroni zati on of network-copy and
nobi | e- copy dat abases in synchronization wth one another pursuant to a
synchroni zati on session. First, and as indicated by the block 114, a first
list is created that lists change indicia2 of each change made to a

sel ected one of the network copy database and the nobile copy database.
Then, and as i ndlicéteadailms:t he bl ock 116, the first change list is
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identifier ipsifietlisaid fast change list lock configured to lock the first change list, thereby to

prohibit changes to the first change list identified by said identifier, upon commencement

of the synchronization session, the selected period defined by locking of the first change

20 list by said first change-list lock,

2. The apparatus of claim 1 further comprising a change list identifier
configured to associate an identity value with the change list created by said first change
list creator, the identity value associated with the change list subsequent to locking

25  thereof by said first change list lock.

3. The apparatus of claim 2 wherein the identity value associated by said
change list identifier with the first change list created by said first change list creator
comprises a numerical value,

30
4. The apparatus of claim 3 wherein the numerical value associated by said

change list identifier with the first change list uniquely identifies the first change list.



identifier to the first change list creator, said identifier uniquely
identifying the first <change list that is nade by the first change |i st
creator during said selected period; 15 a first change-list |ock that
selectably permits and prohibits changes to the first change list created
by said first change list creator and whijgh is identified by said
identifier, said first change list lock configured to | ock the first change
list, thereby toS5. profihbappaitangbdaino3 finehet icomprisingagegibtestonfigardditd sede by
said identifjier, upon conmencepent .of the synchragnizatjon session, the
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first change list. 13 5. The apparatus of claim3 further conprising a
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associ %}ed wWith a previ Ouiilﬁ%‘- used change list formed prior to a prior
| -

synchr ofli zatidoridustehsnge-drdodniacks hedneg qhasen fistywheaiselectiges ngle tasend
change i stink #2Achid Rllist BelbRES BGRAEL nodk ShabifthdiBolidiar | of -associ at ed

value. 5 6. The apparatus of c erein sard c ge list identifier
increnents the prior-associated value by an integer value to formthe

identity val ue. i Thﬁéa ar ?t us. of. CJCa' m 1 wherein the synchronization
session comencel 10 %%EJQEW%CE@F‘ Whﬁr&@-?@ﬁ%?n PEENIBERE Re first
change | i steowhigihisfbEBtHREN the MBKIR dode 380 ¢he ddiforkl fadtuoll@BAfndneShehteifneen

the nobile node and the network part. 8. The apparatus of claim2 wherein
sessi o 3st dhesynehtomizgtion sedsion and wherein the identity value formed by said change list

identifier forms part of the session state information.

9. The apparatus of claim 1 wherein, once locked by said first change-list
lock, the first change list created by said first change list creator remains locked while at

20 least one change indicia is contained in the first change list.

10. The apparatus of claim 1 wherein the change indicia contained in the first
change list created by said change list creator comprises new-record indicia
representative of at least a first record added to the selected one of the network-copy

25  database and mobile-copy database.

11. The apparatus of claim 1 wherein the change indicia contained in the first
change list created by said change list creator comprises altered record indicia
representative of at least a first change.

30

12. A method in a radio communication system having a network part at

which a network-copy database is maintained and a mobile node at which a mobile-copy

database is maintained, said method for facilitating placement of data stored at a selected



communi cat ed between the nobile node and the network part upon commencenent
of 15 the synchronization session and wherein the identity value fornmed by
said change list identifier forns part of the session state information

9. The apparatus of claim 1l wherein, once |ocked by said first change-Iist

| ock, the first change list created by saud first change |ist creator

remai ns | ocked while at 20 |east one change indicia is contained in the
first changend ofsthe ndévorl-kepapabiaat usd alobilt-abpy datshiee &i synthenthangeithrdeci a
contained in the first changle list created by said change |ist creator
conpri ses nERPEISFEARHGA TPRIGHELCIEHPT GUTDHSCEt | east a first record

added to the sel geh@sh PR&: Bkt th&ﬁsﬁ%h‘éﬂé%{&%%’o?iéﬁfg%%ﬂg%%d%%tHE.‘%*%iéc?e‘dCOpy

dat abase. 11. The apparatus of claim1 ereln ge I ndicia contained
in the firsene efthagetworls tomr dsddbase fyd thaimbbileanpe dathistse dugng eselectap pérses

altered record indici representative. of . | east .g first,change.. 3Q 12. A
Tethod i a radi B-CGRMMME SHAFOReLg STrarith et A Soh et asPId B A EZET SHARTH
net wor k- coppefiafyaasel fisst 1&l sia@i ned and a nobile node at which a

nobi | e-copy database is maintained, said nethod for facilitating placenment

of data stored alockingdheGrsbehange ligiridensifiadty saist identkfiar opgreintapmbdiand

nobi | e- copy, } hr.oni zation With one...another .pursuant tq a
synchroni za%l}qggg%gzg? %ﬁ;t g%a%? Iﬁlgtégpon(:?ogxgp%c:genganﬁ)fr'tg{: chélfor}l%gltonlsfz?fo&’ ange
i ndici a of sbwhedotriodelefBekbt DkiAg of Heefiselist catedurinfehdetengida copy

dat abase and the nobil e copy database during a selected period; 5

associ at ngT& W que identifier with said first |ist, said unique
identifier uniquely identifying said first list; and |locking the first
change list identified by said identifier, thereby to prohibit changes to
the first changell.i st Thamethod ofiniaie é A¥atthafcotipeisBignichs munatzat ¢ faRsEegHigon,

the selected,period defined | ocki n f the first list created during
t he oper at !a(ng ity yalup éfﬁh tﬁ@ FE%IE@??}%@@%EE Htngsaid Pﬁ‘?r?r‘i“ir?"ff‘ifﬁtﬁ@r %onpri si ng
the operat ijgena} v@ﬁx@%ﬁo@?a’tdﬂ%it@&e'c@%%d ¥ s @%nwt& Rcking of HANG8nLd B

&
created during said operation of creating, th
15 during said operation of selectably locking,

14, The method of claim 13 wherein the identity value associated with the

first change list during said operation of associating comprises a numerical value.

20 15. The method of claim 14 wherein the numerical value associated during
said operation of associating with the first change list uniquely identifies the first change

list.

16.  The method of claim 13 further comprising the operation of storing at a
25 register at least a prior-associated value previously associated with a previously-used
change list formed prior to a prior synchronization session, and wherein the identity
value used during said operation of associating is incrementally related to the prior-

associated value,

30 17. The method of claim 16 wherein said operation of associating comprises

incrementing the prior-associated value by an integer value to form the identity value.



identity value associated with the change |ist subsequent to | ocking of the
change list 15 during said operation of selectably |ocking. 14. The nethod
of claim 13 wherein the identity value associated with the first change
i st during said operation of associating conprises a nunerical value. 20
15. The nmet hod of claim 14 wherein the nygerical value associated during
sai d operation of associating with the first change |list uniquely
identifies the figst Thangthodlafelaimli@. wHdreineddnggotthe chaigalitBpdrivrinker

ation of storing at a 25 register at |east a

conprising the ope
prior-assoc %@%‘PW%“Q#%W@”%E@W% wheppalertian by @odoiesicpd thedist change

li st for medcphblistiRnfeddlthOmobY DI LM ZRE h%o%ﬁgé&.om and wherein the

identity value used during sald operation of aSsociating is increnentally
related to the prior- associated value. 30 17. The nethod of claim 16

wher ei n sai d operation, of associati onprises. .increnenting.the .

or i or - associ at 6d Val ubhbgeliRd oGS AR RrFising b epardia Prgr barite. 15
18. The met&nshatih dFlsalcsd] wmlﬁglo&rs&e@tmfgr\g s0hd hRGir&RARGR st BbtvReR by med
during said operation of locking is performed when selection is nade to
send the fimgbile pavdsrigd the retwbdengsen t he nobil e node and the network part. 5
19. The nmethod of claim 18 further conprising the operation, prior to said
operation of selectably |Iocking, of selecting to send the first change |i st
between the nobid.e nDigemamdd bielafetl Werterdal dnce 28bked Berin@ih®dpattied af m 12

wherein, once |ocked during said operation of 10 |ocking, the first change
list redifai neckiBerbetivshrhangsdist whmeinsdpekedrihlseatilengs enechprage pgdisiamisned in t he

first changgnldiidin the first change list.



