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1 English Translation for PCT/JP2004/005879 SPECIFICATION
AUTHENTICATING DEVICE, AUTHENTICATED DEVICE 5 AND KEY
UPDATING METHOD Technical Field The present invention relates to an
authenticating device, an authenticated device or a key updating method
for both the devices. The present invention, in particular, relates to 10 a
mobile having a wirgleascommupicationpanstiosand @ mobile
communication system, such as ETC (Electronic Toll Collection) or
drive-through. Background Art \\heR a1 HSEFENOoYS a certain service,
identification (authentication) is performed to 15 identify whether the user
is a valid user qualified to enjoy the service. In such case, the user cannot
enjoy the service if the user fails in the authentication for such a reason as

lack  of a key,qf gXRiFataR i@ ke EreTRMeRPRAREARTEB P dhat

even a valid user (even when the user has no intention to commit a fraud)

becomes unable to rec%@&g{eﬁﬁi@m@%% cts 20

procedures to validate the user, such as to update a key Further, there
has been another problem in the art described in JP200 3-1 9624 0 that
an authentication is temporarily permitted , therefore, if a user has
TeSHRRSEFE N an authentication in the past, the user can be repeatedly
authenticated thereafter, and may be able to access the authenticating

dewi . inas i Further, there has .

e R SR P et B e or
ke?%&ﬁ%%%é%%@ﬁ%? l%ﬁ% hé ﬁg%cl%%}’ 'Sr?lgt&fé@é%?%n‘?éﬁ%’io%ﬂno nf%}gguiar, relates to
a mobile having a wireless communication function and a mobile communication system,

such as ETC (Electronic TOHlCOHGCtiOI‘l) or drive-through.

Background Art
When a user enjoys a certain service, identification (authentication) is performed to
identify whether the user is a valid user qualified to enjoy the service. In such case, the

user cannot enjoy the service if the user fails in the authentication for such a reason as lack

of a key or expiration of a key.

There has been a problem in that even a valid user (even when the user has no
intention to commit a fraud) becomes unable to receive the service, if the user neglects
procedures to validate the user, such as to update a key.

Further, there has been another problem in the art described in JP2003-196240 that an
authentication is temporarily permitted , therefore, if a user has succeeded in an
authentication in the past, the user can be repeatedly authenticated thereafter, and may be
able to access the authenticating device, which could result in a security hole.

Further, there has been another problem in the arts described in JP11-274999,



keys held by the both parties, and execution of a key update is impossible.
Embodiments of the present invention seek to provide a service to an
authorized user and to enhance service availability and convenience for a
user by means of a key updated by executing a key update. Disclosure of
the Invention In accordance with a first aspect of the present invention,
there is provided an authenticating dévice comprising : an authentication
processing unit to perform an authentication process with an

JRidenfsatdd ael/ifR2080h G %A &uthenticaitdniieeis atwdeamingddaitdykayong the
generating unit to generate a new authentication key when the

keNsthedtiatae kashiperdrse adtissiian Hukentedabnksyrestiblesed in the
authentication process by the .authentication processing unit, and to .
il i R S S A R

ule ssed g auiberticaliomirieeans bniheRHBEBHGALRR RFOreasing a key
unit when the authenticated device holds the authentication key but the

upditied iijoattontpre edsy wittlathe authenticated device by the
authentication processing unit fails, wherein the authentication processing
unit performs the authentication process with the authenticated device
again, using the new authentication key generated by the update key

Disslpsiaasy Beilnns@i@inple embodiments, the authenticating device may

furt I - Vi it t [ 2scribed ith .
TR &S R ARSI RO o

identifier and a prescri
adRYIERaWHE RITi thectfhiakeY S8 NRIRNNG: ML §RpeIaias tﬁlﬂt”@g/perfonn an
an

authentication key based on the prescribed algorithm identifier the
aghsstrinéehemeeyptiviilkey iudmtifisntetdivect byittgsnsuahingeatin key; and an
example embodiments, the authenticating device, may further include a

u %};& -Wnégm{%n@amit%egﬁg%ate a new authentication key when the

authenticated device does not hold an authentication key to be used in the
authentication process by the authentication processing unit, and to generate a new
authentication key for updating an authentication key to be used in the authentication
process by the authentication processing unit when the authenticated device holds the
authentication key but the authentication process with the authenticated device by the
authentication processing unit fails,

wherein the authentication processing unit performs the authentication process
with the authenticated device again, using the new authentication key generated by the
update key generating unit.

In example embodiments, the authenticating device may further comprise a
receiving unit to receive a prescribed algorithm identifier and a prescribed encryption
key ideniifier from the authenticated device, wherein the update key generating unit
generates the new authentication key based on the prescribed algorithm identifier and
the prescribed encryption key identifier received by the receiving unit.

In example embodiments, the authenticating device, may further include a

transmitting unit to transmit the new



3 authentication key generated by the update key generating unit to the

authenticated device, wherein the authentication processing unit performs

the authentication process with the authenticated device again, using the

new authentication key transmitted by t?e transmitting unit. In accordance

with a second aspect of the present invention, there is provided an

authenticated device comprising: a memory unit to store a prescribed
avgigonithnoidentifiercrand dptesaonidett sneryptioatieyide mifler aathenticated device,
wiihentication processing. unit o periorn an, autpentication process Wi i

SAALHEntids ing gavit USIng an au BRTCAtoN ey; a ransrﬁﬂtﬁfﬁcﬁﬁﬁ w ©
autBdianst theeesasiied algesithine identifienhegiheipresebetinsmitted by the

encryption key identifier stored by the memory unit, to the authenticating
UrsHEENgHER the authentication process with the authenticating device by

the AUTIERNEAIONRIPCPSSIdH A dalls T aRd ﬁré?&ﬁi‘ﬁﬂ%ﬂﬁ%,tq}{&%eﬁ’ Provided an

from the authenticating device a new authentication key based on the
ayhestrided ddymdthnmipesitiie randnbey preg dnbsicke ngrygstohddey goathtifiedentifier
Arsmited by ho uansmiting.ualt whereln the authentication processing;
unal't%erf)orms fhe abdientication process wi Theatitenticat! Byiggreriomn an
adbaificatsong phecagwadinantieatientkeyifgcawackbydine reseiingntbiidi key; a
example embodiments, the receiving unit may receive prescribed

iR RGN0 BRI ihe atiRy diide Aite Ksmidificaignthe prescribed
RIQEESH Whi e fstheRiicRiIRaReMeR Y, s AUt IGREORRIRSERIING when the

unit fails, and the transmitting unit transmits the prescribed algorithm
audemiiteticingrive s restridechaeniption kdyvitkentifidhestotbenbyathen processing unit
falls: ngxcl)crlyaulnelct:?i%mhg rﬁlg:tl]te B rree%glr\lr%e olﬁi:q[%@ %ﬁ%]e{l]t?(fat 1rgge %er\%%%“a/lexge\pvy gptﬁentication

receiving unit. In‘accordance with a third aspect o present invention,
kthetadsreyides arkeyitydatingihethplaifeprisingiia figstdcapsmigiog ption key

. step to transmit prescribed information,
identifier transmitted by the transmitting unit,

wherein the authentication processing unit performs the authentication process with
the authenticating device again, using the new authentication key received by the receiving
unit.

In example embodiments, the receiving unit may receive prescribed information from
the authenticating device when the authentication process with the authenticating device by -
the authentication processing unit fails, and the transmitting unit transmits the prescribed
algorithm identifier and the prescribed encryption key identifier stored by the memory unit,
when the prescribed information has been received by the receiving umit.

In accordance with a third aspect of the present invention, there is provided a key
updating method comprising: a first transmitting step to transmit prescribed information

from an authenticating device to an authenticated device when an authentication process

fails, the
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from an authenticating device to an authenticated device when an
authentication process fails, the 4 authentication process being
performed between the authenticated device which stores a prescribed
algorithm identifier and a prescribed efcryption key identifier, and the
authenticating device, using an authentication key; a first receiving step to
B B A T S e AR A M ores o
evice first trai |tt|ng step, at the Suthenticate device,
rad [ mrttrrregtstt to transmrt fr m the authentl devi ce to the
Pre B B R R e n R R e
escr{bed enc %‘ptron key | entrfrer stored, after the rescrrbed mformat %ﬁ

a“t%?te‘%% Ved' By e e receuv?ﬁ‘é‘% {5 e doHa Psce] ?é’p‘?o“’f%%étv

. b ithm _identifi dt b d
T R AR e e O TR i

ster?é‘ip ”“C?rﬁorﬁr%%%f@sxr%i%%%o?r AR R B g e

ncr

nke ide fer ece ed by the second rec; at the
A S e Bt o G o IR bl and

authent tron ke nerated by the generati gstep to the authenticated |
*hea”’évrsa HAENTRG st SKub DSt TR g eceived
mitted_by the third transmitting step, at the authenticated device; a
by | 6y BRIASGHY QiR BRECTRE NG o aeib O e el S adBRn

rec d by the third receiving step, as an update key to perform the
g ﬂééﬁ%ﬂrﬁrﬁfé‘é@%%@maﬂhe’ i BT AR o nd

authenticating d vrce astepto % enerate and transmit an update
Cran RIS R ARG AR BYiNG AHerang HdD EPeESHd
heck the 20 pdate confirmation data.. Brief Description of the Drawrngs

autpgUiTOR HRIGHAIH RS IRIRE S B elarg Graifiseitfientiod fumrsytahed

according to a
encryption key tdenttﬁer recetved by the second receiving step, at the authenticating

device; a third transimitting step to transmit the new authentication key generated by the
generating step to the authenticated device; a third receiving step to receive the new
authentication key transmitted by the third transmitting step, at the authenticated device; a
key updating step to execute a key update using the new authentication key received by the

third receiving step, as an update key to perform the authentication process between the

‘authenticated device and the authenticating device; a step to generate and transmit an

update confirmation data to the authenticating device; and a step to receive and check the

update confirmation data.

Brief Description of the Drawings

Fig. 1 1s a diagram describing a structure of an authentication system according to a

first embodiment.

Fig. 2 is a diagram describing a concept of the authentication system according to the
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first embodiment. 25 Fig. 2 is a diagram describing a concept of the
authentication system according to the 5 first embodiment. Fig. 3 is a
flowchart describing a procedure of a key updating method according to
the first embodiment. Fig. 4 is a diagrara describing an example of a frame
of communication information 5 1. Fig. 5 is a diagram describing an

f jxam Ig. of a,cframe of communication information 2. Fig. 6 is a diagram
IFSE CIE Unent, . . . . .
escribing an example of a frame of communication information 3. 10 Fig.

7 is.a diagram descrjbjng an example of a frame of cammunication .
et 1O T A5 HAE oht iAo BrORSAURE B ipd Resprding (o
wd date progess according to a second embodiment. Fig. 9 is a hardware
EORtigUPRSITgram. 15 Preferred Embodiments for Carrying Out the
Invention, Embodim%nt 1. 1tis hereinafgeyroexplained that even when an

authn{lcS R4 YR HEEL RS NAETRE, O b7 HABS S aupuncREy hiipgmation
] time an authentication is performed between the 20 authenticated device
“and an authenticating device, the authentication does not result in a

failure, but a key update is executed by a key updating means and then
the H&then A grsg dﬁmﬂl example of a frame of Communication iformation

2,

Fig. 6 is a diagram describing an example of a frame of communication information
Fig. 7 15 a diagram describing an example of a frame of communication information

Fig. 8 is a flowchart describing a procedure up to a key update process according to a

second embodiment.

Fig. 9 1s a hardware configuration diagram.

Preferred Embodiments for Carrying Out the Invention
Embodiment 1. |

It is hereinafter explained that even when an authenticated device does not hold a key
or holds an expired key at the time an authentication is performed between the
authenticated device and an authenticating device, the authentication does not result in a
failure, but a key update is executed by a key updating means and then the authentication iS.

performed.

Fig. 1 1s a diagram describing a structure of an authentication system according to the

first embodiment.

In Fig. 1, the authentication system includes a communication device 100 as an
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Fig. 1 is a diagram describing a structure of an authentication system
according to the first embodiment. 25 In Fig. 1, the authentication system
includes a communication device 100 as an 6 authenticating device and a
communication device 200 as an authehticated device. The
communication device 100 includes an antenna 101, a communication
rocessing unit 110, a memory unit 120, a control unit 130, an update
au &&ém@ ST IR AR R AR e pUbEs ey iertitiedyice.  The
communication processing unit 110 includes a receiving unit 5 111 and a
COPRAMEHARNG BRTCE 120 T ptiaRe Protaskitg Uit FoRiRRigey g ssing unit 110,
encryption processing unit. 140, a random number generating unit 150, an
2 pHate REY 8%%&&%6(1}&%“1 - 4R HRIRABIOED Ry Heltak fRyatitn zethgntication
temporary ke ,;:Jenerating unit 180, an updating data generating unit 190
Pfa?f’cf%%ﬁﬁta}é Confilh SHBH R UAR SRS SSE ﬂ@-ﬁﬂ&%ﬂﬁ?ﬁnﬁm@ﬁm unit
device 200 includes an antenna 201, a communication processing unit 10
113 pydp frarseifi naitedd 1 % cohbrorRintonp carsagdaie ﬁ@e&%ﬂﬁg Uhfopogtion

and an authentication processing unit 297. The communication

| PrRFERHASREUIP 22 srnta s b rosRIiAENG RS 1D Gy AndatketrgUAtng unit

212. The update processing unit 296 includes an encryption processing
1 mdradup dsmesarrbazgenetdfing WRPOE0Y &eB apsratipkapit 1830, an

generating unit 280, an updating data checking unit 290 and an update
ﬂ%&%ﬂﬁ%ﬁ@ﬁe@ﬁfat%tg@nb?ﬁmg yhHEDS: T fmatiomBeidiflsakiseseribELS.

a case wherein wireless communication is performed between the . _
Thorwmuneiasaudsnics 200 hakrdaeaeoniannniaiion WavieenRotospecssing unit

antennas 1.01 and 201. However, it is not restricted to wireless
2 brmgnieatioht A& wirensethniinidation Wk vepprdorivetnin Saand-an

example, it is possible to configure the communication device 100 as a
apdsasipidelics BraLmidl sidehapemhuconiivn nioateindavicd Do drelgdes a

an on-board device at a vehicle side in ETC (Electronic Toll Collection),
regavanghydiigH lered a transmitting unit 212, The update processing unit 296 includes
an encryption processing unit 240, a random number generating unit 250, a temporary key
generating unit 280, an updating data checking unit 290 and an update confirmation data
generating unit 295.  The first embodiment describes a case wherein wireless
communication is performed between the communication device 100 and the
communication device 200 via the antennas 101 and 201. However, it is not restricted to
wireless communication, and wire communication can be performed instead. For
example, it is possible to configure the communication device 100 as a roadside device at a

store side, and the communication device 200 as an on-board device at a vehicle side in

ETC (Electronic Toll Collection), drive-through, ete.

Fig. 2 is a diagram describing a concept of the authentication system according to the
first embodiment. For example, when the communication device 100 is configured as a
roadside device at a store side, and the communication device 200 is configured as an

on-board device at a vehicle side in ETC, drive-through etc., the roadside device at the
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Fig. 2 is a diagram describing a concept of the authentication system
according to the first embodiment. For example, when the
communication. device 100 is configured as a roadside device at a store
side, and the communication device 200 is configured as an 25 on-board
device at a vehicle side in ETC, drive-through etc., the roadside device at
the 7. store side, after having, been.started, continues waiti user

. . f

o B R R G Vo kR o o
t icati f idi [ ding to ETC, s

T R e A (L COHA 8 RS GIaPi e Ve it

transmits a auth%[tt'gafgixon %{reqjest to the on-board device installed in
RS VAL R & on-board e $aHEmits necessary information to the
rogdside device in accordance with a instryctipn by the roadside device. If
the' FOSB e HRVIRL G ARk th Hrg e Hish HEOSIIEY apahpRtcation
on-hoard devijce is qutdated or in Jack of a key, the roadside device goes
OIS &t Oélfléoﬁé &fé’t@%ﬁ#ﬂif §UELE'S key update to the on-board
devI'L e. Tg{e on-board device executes a key update in accordance with
the iRSHUARTEbYAAL® FERITEavIsy ARG IMEIRR YL IbA AR 98 de ARIsecl,
the roadside device goes into a state of an_authentication, and performs
acfﬁé({ﬁﬁfﬁe‘ﬁ iR 28R Abaraditide sls¥etird device. 15 Stated
differently, the authentication system or the authentication method
acdbBfG 1S fednds eristainer it dRpBaR_ I astiNe rreahheHgboard
authentication process and the update process are separate processes.
deyigs st iproNeislick st ekex fauramsinimdevderonadaifonsiscelss ey update
performed. Then, the authentication process is performed after execution
angriaueRty et fofrete DS RBYPRFSHARSh is outdated or does not exist.

That is to say, at the initial period (when in _ _
The on-board device executes a key update in accordance with the instruction by the

roadside device.

After the key update is completed, the roadside device goes into a state of an
authentication, and performs the authentication process against the on-board device.

Stated differently, the authentication system or the authentication method according to
the first embodiment includes a key updating means. The authentication process and the
update process are separate processes. The update process is not executed while the
authentication process is performed.

Then, the authentication process is performed after execution of the key update when
key information is outdated or does not exist. That is to say, at the initial period (when in
lack of key information), a key update process is executed. Meanwhile, during the period
of normal operation, the authentication process is performed and in such a case that the key
information used for the authentication is outdated, the key update process is executed.

Fig. 3 is a flowchart describing a procedure of a key updating method according to

the first embodiment.
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lack of key information), a key update process is executed. Meanwhile,
during the period of normal operation, the authentication process is
performed and in such a case that the key information used for the
authentication is outdated, the key updéte process is executed. Fig. 3 is a
flowchart describing a procedure of a key updating method according to

25 the first embodi t. 8 The memory ynit 120 stores a prescribed :

o T TR T DT SRRy FOEL ) U RGR et o ncrsptior

algorithm corresponding to the prescribed glgorithm identifier. The
AT T8 Q1T e oo S e e e

encryption key identifier, an algorithm corresponding to, the prescribed ,
o T TTBRRHRT 0 6 GRS o BEET ey PSSO IS e e bgrcryption

encryption key identifier and a device unique number. Further, the
e ST A BT S s B By ey b gl e, an

having expired and an identifier of the authentication key Alternatively, the
CRABRIN) ST TS B IS b OB S Hical e ARe At ce
key. The prescribed encryption key identifier is an identifier of a ke )
URGURBHIBRFor KU RIS g BRaTE R TR Bt agATKkSY being
corresponding to the prescribed encryption key identifier is the key
oBRaG08 PR STRIR] PhilraEiTiaf Hicra hestsxuniskryly rorfacagtively, the
update and the key exclusively for key update are used in either case of
BN B datb RO s A tigtET A FAiIAG dR Y ERiEIS aphisisinakiey kethe The
initial period (before shipment of the device, for example), or of the key
PrRserbs b rocatiarksinidanyfisy i endisntficordndtre exaurialkEy ey update
emergency settings, when an authentication key sharable by both the
(RRARAHRGICRIBI devibRS ASOBHAEY soBsshendiatmieresyrifisdamsryption key
.process occurred in the period of normal operation. The identifier of the
1@8‘69‘@%1&9?\?&19&8?‘%@9‘ e ko midgey Idecitenidivr i theykeiperatiaayely for
not used in the authentication process. First, the authentication processing

enitadrrepaddhnkshewlinssbidatdsprodassaratpsed in either case of the key update

process accompanying generation of a new key at the initial period (before shipment of the
dévice, for example), or of the key update process accompanying generation of another
new key in emergency settings, when an authentication key sharable by both the
communication devices 100 and 200 does not exist in the key update process occurred in
the period of normal operation.  The identifier of the key exclusively for key update and
the key exclusively for key update are not used in the authentication process.

First, the authentication processing unit 197 performs the authentication process with
the communication device 200 as the authenticated device. The authentication processing
unit 297 m turn performs the authentication process with the communication device 100 as
the authenticating device. The authentication process is performed by using the
authentication key. When the memory unit 220 stores the authentication kéy being
outdated or having expired, or when the memory unit 220 does not store the authentication

key, the authentication process fails at this point, since the authentication key is



20 the communication device 200 as the authenticated device. The
authentication processing unit 297 in turn performs the authentication
process with the communication device 100 as the authenticating device.
The authentication process is performéd by using the authentication key.
When the memory unit 220 stores the authentication key being outdated

un-Paying expired, or when the memory unit 220 does not store the
authentication 25 key, the authentication process fails at this point, since

%?aa%mﬁ%% Qrunavailable W i “Imleua%the%%%?t P Rcess
fa IS, t e random num er generatlng unit genera esran num er |

enm%@q L(RIER 2 rrJ%ea;Sia gy Qtngsrg n}[ﬁ enerat g ste In 8202 as a

transmlttlng step e transmit Stfdalnasnmlts (%Pr?rr?dﬁgo%?p
ogﬁ)gxam le of escrlbe mformatl b the ndo
num er gearis'eara ?ngmlﬁ%rg %tﬁ as}%:otﬁ]r%sgﬁllg:aﬁgnnnln?ormaot% Bg 'Rom number
5 ggnrgrglx%%c tlo gg\élr £ 00 By tra Smlttln%#"lf %‘ﬁﬁ&;numbe 1 as the .
OmMmuUniEationintormatan e BSRSHT Oa (U8 BRROf @eneratmg

ri:‘g_)li%r(‘fgunlcatlon device 1 0 |nf éthe communication devjce 200 of
r

jang PP o8 0 SO R R AR 6. 45 1n

tansition fTom eaufhen?lcal
ewmg n|t 211 receives the random

S203 t
L R e AS L o By e

transmlgl n|t 11% & recelvm the random number | by the receiving .
“URT YL, R Saniie

XS FORI 6 AL THREH g 9 TRy atetion
h d 100. In S204 t of
dev‘%ﬁéﬁﬁi%% L BaG Ui FARAB R ERTbier e RSyt Braes-

ates a random number 2. In S205 as a transmitting step, the
10 ook ?ﬁ?ﬁéﬁ%&eﬁwﬂ%ﬁ% S CN Lo ST SoFqamimber 1 as

‘?rescrlbed Ol’lt identifier, the prescribed encryption key identifier,

ﬁé‘)d%ﬁ%‘&%a%ﬁ BT EnSt draE B b B dRsRIt s valid e rBidsrsiving

the ran(ﬁ)m number 1 by the receiving unit 211, the communication device 200 determines
that the key update is requested by the communication device 100.
In 5204 as part of an authentication processing step, the random number generating
15 unit 250 generates a random number 2.
In 82035 as a transmitting step, the transmitting unit 212 transmits as communication
information 2, the prescribed algorithm identifier, the prescribed encryption key identifier,
the device unique number stored by the memory unit 220, and the random number 2

generated by the random number generating unit 250, to the communication device 200 as

20 the authenticating device. The transmitting unit 212 transmits an identifier of the

authentication key being outdated or having expired, together with an algorithm identifier
corresponding to the identifier of the authentication key, if they exist.  One algorithm |
identifier and one encryption key identifier are paired as a set represented as a profile, and
the communication information 2 contains as data the random number 2, the device unique

25 number, number of the profiles which is the same number as the sets, profile identifiers of
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generated by the random number generating unit 250, to the
communication device 200 as 20 the authenticating device. The
transmitting unit 212 transmits an identifier of the authentication key being
outdated or having expired, together with an algorithm identifier
corresponding to the identifier of the authentication key, if they exist. One

tha?é%é%ﬂgl%'ﬂi%ﬁﬁ'ﬁ%gpgéﬁﬂﬁeé%ﬁ& k&Y, 'H%”élg #lﬁ’ll% PATRAAS A58

represented as a proflle an communication information 2 contains

R A R TN s

e sets dent iersS o

I"u}hl?e§ %ac% r(])lflrglgl?i)e hgeny bert ;]; tzﬁe 3@% Aﬁj the (?t%omhm

dentifiers an encryptlon Key iderifl ers paire Flagption key

idé %ﬂ ?geﬁ} rééo):, é??e éOﬁﬁie%ethtg%{lﬁ ’[Ftﬂritl%%ﬁ?a%en%f srrf? ];uch data that

Ier a e encryption key i Shtifier paire

as th rofile |dent|f each of the profile i |f|ers e suc g
th% ensu?rers are n¥u% ¥rﬁ corér)espor?aen{n’ I?’IE% rans e %“&n““rh ?réatmnwtlmts to
th%%(zn%ﬂgtlmlls to dégl% C%’E} nncatl gggé e 1 O as the authenug{gﬂ ;‘?&?‘

SVice At1aAdt SheAl gon er an LS 8%16%%8&%
ifier tor the memor n|t such ner that one
1de’il‘%qci;itrl hmgl e[reﬁ3 %i}fne te%}é:#y tioh 1 PRAG QR alﬂebry 1 BAPAY %YtV i sucha

rofile, 10 In S eceivin the receiving unit lll_receives, from
F T e Ty S0 B AT (e e iy AIRNBC e poed a8 one

Cc munlcatlon information 2 containing the random number 2, the device
Ue number, the number of the profiles which is the same number as

the t least on rofile identifier of the, same number as the number
of tf%% FETAS ARG TSP U G Ao NG AL R mnication

encry identifier 1 responding to each of at least one profile.
RS o 0t A S CRE o DU DB iy GRBRR i ne the

160 selects th d tion key identifier as the identifier of the
rmgﬁf slé%e, %‘F Egg%%agﬁl% ot tl¥e number of the profiles which is the same

number as the sets, at least one profile identifier of the same number as the number of the

profiles, and at least one algorithm identifier and at least one encryption key identifier

corresponding to each of at least one profile identifier.

In S207 as a generating step, the update key generating unit 160 selects the prescribed

encryption key identifier as the identifier of the key exclusively for key update, and the

prescribed algorithm identifier corresponding to the prescribed encryption key identifier

among at least one algorithm identifier and at least one encryption key identifier received

by the receiving unit 111.  Then, the update key generating unit 160 generates a new

authentication key as an update key by using the device unique number etc. received by the
receiving unit 111, and a hash value and the like.  In other words, the update key
genel:at.ing' unit 160, based on the prescribed algorithm identifier and the prescribed
encryption key identifier received by the receiving unit 111, generates the new

authentication key when the communication device 200 as the authenticated device does
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prescribed algorithm identifier corresponding to the prescribed encryption
key identifier among at least one algorithm identifier and at least one
encryption key identifier received 20 by the receiving unit 111. Then, the
update key generating unit 160 generates a new authentication key as an
update key by using the device unique number etc. received by the

not @'leggﬂ@ﬁﬂié%rigr?ge? heSP . naly gﬁgeg{}o%gg%cg Bt

ate key generating unit aseda on tne prescri (0] m

ol SSONIEADA S REREIREY SRPPLRYKEY dantiien Ieee e Y 08 atcs the

receiving Sgeneratés the ne a ey w
e R o B s e B e e o
an authentication key'10 e rsed i the authentication process by tHeton

authentication processing unit 197 the ate key generating unit
St f S I e b S
ey .when the communication device 200 as the au ticated device
O B U S A s S i i i
the authentication processing uni 7 but the authentication process with
progSs U i AT HEIEE 0B Oun St MG LA e
uthentication processin u/, it. 197 fails. In S208 as an individual key
T SR

autg%lr'i]ecraéllci’r?d) S0 Efsfﬂ%]ilﬁﬂ ey generating unit 170 generates, in a

w imilar to the_ update key generating unit 160, an individual key as the
1@9@ TS "f@?%e%&ﬁé%%%@ﬂwquh%eda bt dEoR BRRgie s, 170
which is the encryption key corresponding to,the prescribed encryption
B R B IR ) TS RE) e bl MR OBk as the
a temporary. k enerating step, the temparary key generating unit 180,
keybvﬂgﬁ’%&@n\‘%ﬁ?éﬁwﬁﬂé%h@é&ﬁdn@ﬁla%mﬁ@lﬁ@g&%@aﬂa@%twﬁqbéwer
selecteﬁseby the 15 ypdate key generating unit 160, encrypts the random
CCEYRMBRASY SRGSSRNRIT IR HORRIEEITREY Giemearatiay W iHiy stretakhy the

enerating unit 170 as the encryption ke
upd%te key gegerating unit 160. P Y

In 5209 as a temporary key generating step, the temporary key generating unit 180,
by using an algorithm corresponding to the prescribed algorithm identifier selected by the
update key generating unit 160, encrypts the random numbers | and 2 with the individual |
key generated by the individual key generating unit 170 as the encryption key
corresponding to the prescribed encryption key identifier, by using the encryption
processing unit 140, and generates a temporary key as one example of an encryption key
for key update process.

In S210 as an updating data generating step, the updating data generating unit 190

generates updating data by encrypting the whole or part of the random number 2 and the

new authentication key as the update key with the temporary key generated by the

temporary key generating unit 180, by the encryption processing unit 140.
In S211 as a transmitting step, the transmitting unit 112 transmits, as communication

information 3, the prescribed algorithm identifier, the prescribed encryption key identifier
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corresponding to the prescribed encryption key identifier, by using the
encryption processing unit 140, and generates a temporary key as one
example of an encryption key for key update process. 20 In S210 as an
updating data generating step, the updéating data generating unit 190
generates updating data by encrypting the whole or part of the random

andnfﬁ@[}f‘ersgri%gg p@ﬁi@%}é H{ge th&QS R We%fpm?e%g?%teengrea\(ﬁg?ég?ggf and the

temporary key generated by the temporary key genérating un

up&%%r]ﬂt%p%&%rgf%% Szﬁl{égué%i%%odem rgn]é:l’a?% aégl?[zn?p itg)n 62 tce 3 rhg}{%;liga tion

tranSmitting unit transmi S conmmmunication rformation

deRiE é,besd[ lgorithm identifier, the prescribed encryption key identifier _12
“andt eapré%t%l?géﬂlﬁ?gﬁge ‘l%glnbﬁfier selected by the update key generating

generating unit communication device S

mfd“l%gﬁé‘%i %?tt%%%%\s/(lz?%ew a 2o:li‘i r?%ger?ﬁ%iy ![% %)5% éi rgetlgié %@?}%’é%%ﬁggﬁzt\ééﬁtiﬁen

receives, as communicatio informa

.. identifier, the. prescribed encryption key igentifier, .the profile identifier .
s BN B RO TACH A A R QR lreserbed

o SRR S 0 Pl el TG
oIS o e e AL Ceee
SRl R G enileumenedy e enung,
R SR SeR S SR e I RIS S
o SRRl A skt oo et

geﬂleéatligl%ss 'Ele o’nt erﬁﬁg tgr,a{ ekg%/c%reprt]%? E?gcgsry&lé%?ﬁt 240 confirms the profile
identifier received by the receiving unit 211, and the prescribed encryption key identifier
and the prescribed algorithm identifier corresponding to the profile identifier.

In 8214 as a temporary key generating step, the temporary key generating unit 280,
by using the algorithm corresponding to the prescribed algorithm identifier received by the
receiving unit 211 and confirmed by the encryption processing unit 240, encrypts the
random numbers 1 and 2 with the individual key stored by the memory unit 220 by using
the encryption processing unit 240, and generates the temporary key as one example of an
encryption key for update process. In this way, the communication devices 100 and 200
are able to share the same temporary keys. When the temporary keys are generated,
encryption is performed with the temporary key by the temporary key generating units 180
and 280 in the present embodiment. Instead, decryption may be performed, since it is only

necessary that the authenticating device and the authenticated device perform the same

process.
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by using the algorithm corresponding to the prescribed algorithm identifier
received by the receiving unit 211 and confirmed by the encryption
processing unit 240, encrypts the random numbers 1 and 2 with the
individual key stored by the memory uhft 220 by using the encryption
processing unit 240, and generates the temporary key as one example of

enFQsTeneONEKIoUHRIAE Riacess. INUNBAAY: e camieaion,

re able to share‘the same te porary Ke en

ded 3%?%@%‘%&pﬁ%ﬁfﬁ@éﬁt%enc%rt%t?%’eiggé; %RH%%(I)%%%E%% gg i mé%ﬁﬂf{ﬁeby the

terhporary temporary kKey generating units an

present e diment. Instead, decryption maybe performed, since it is . :
o o R R e S i R i

nly “hecessary g devi |

2% vic&S ner£ m the sﬁaomergg%erocesst égoln S215 as an updating data
che\c]klng ep, Q’%pd&ﬁng Atachec INg unit 290 decrypts the encrypted

updati ata received as the communication information 3 by the
e Ao PR AP L AV By s e Bt et
ergting unit 280, by.using the encryption processing unit 240. 5 In
I B b Rt 105 P e SR e RECI bR B0
checks ,whether the decrypted ypdating data is the whale or part of the
R TR SO PRI S BrA e AR ER GRTed DEe e 1 he
communication device 100. If the decrypted updating data is the whole or
e e PAAOH Y 016 4 SREAO Bt ARG BRSOl PRSP hdzat te
authentication process is performed property with the 10 communication
cOUREA o A WA RO PERESCRET PPHATREOPSED SN WatPof the
authenticatio Erocess between the communication devices 100 and 200
CORTBHRNECS BE 500 BRI ¥ heh T ety Kettal BRERME Ui oy of the
xecutes a key update by using the new authentication key generated
augh?ﬁt&é&%%ﬁ EEChE VR By Hirat R T LA 24 ?«ﬁ% SPifpEdte be

ke tiou[:)erform the authentication process between the communication
succe€sstul.  Then, the updating data checking unit 290 executes a key update by using the

new authentication key generated with decryption, which is received by the receiving unit
211, as an update key to perform the authentication process between the communication
device 100 and the communication device 200.  The update key is stored by the memory
unit 220.

In S217 as an update confirmation data generating step, the update confirmation data
generating unit 295 generates an update confirmation data by encrypting the whole or part
of the random number 1 with the temporary key generated by the temporary key generating
unit 280, by the encryption processing unit 240,

In S218 as a transmitting step, the transmitting unit 212 transmits the update
confirmation data generated by the update confirmation data generating unit 295 as
communication information 4 to the communication device 100.

In 5219 as a receiving step, the receiving unit 111 receives the update confirmation

data as the communication information 4 from the communication device 200.
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15 device 100 and the communication device 200. The update key is
stored by the memory unit 220. In S217 as an update confirmation data
generating step, the update confirmation data generating unit 295
generates an update confirmation datd by encrypting the whole or part of
the random number 1 with the temporary key generated by the temporary

Key JENR;aing:pdabRHEBRa R RER @ RERERIAN AR CERSINAMO I RHPmIBion data
S218 as a transmitting step, the transmitting unit 212 transmits the update

chedQRERMAtER dataganarated-Rydheindate cepfitmation fala 9enelating

unit 295 as communication information 4 to the communication device

recokf WhR21P ASREREIMINGCSIRR: I8 IRAKWNG YR dELIEEEMES RS sencrated

update confirmation 25 data as the communication information 4 ffom the

by tROBMbNEALRR deNibs: 70Qnkd 40, BELRaR B%%%EQ&W%%%&PE%@W

checking step, the update confirmation data checking unit 195 decrypts

thg gnsivpied a&p@ﬁaecsmﬁmaatﬁoah%aéﬁer&&&g@gg?xh@ﬁpag&e&xmrﬂm}g%m

as the communication information 4, with the temporary key generate

checg_ﬂﬁl &hR qg}él@%ﬂ@(@@ﬁe@&&%&@&a@% f"ﬁ]%%gﬁg{é E)Sgﬁ?ﬁ)g{% L(Jig't% is the

40. 5 In 5221 as an update confirmation data checking step, the update

whoiofi %Eﬁtmmcﬂ?ﬁ%%e?ﬂi%ﬁ%ﬂ%&%‘?fb&@%ﬁﬂﬁ@%&@&ﬁ%ﬁﬁ65 o

the update confirmation data is the ole or part of t ndom number 1

the U&HI%{EAHE%%EP&%JE% S6§N mﬁmgﬁﬁ!#?@c%%}é@?e&%%ﬁ% f@ﬁe‘iﬁ;@%“ A(r:i ﬁlr%gtion data

device 200. When the decrypted data of'the update confirmation data Is

18 ti@ﬁrl‘{m@@r 25,1‘? %r}k t%g%%d&%ql %'fm%gqjgﬂéw{ﬁnst%gy\’tﬂet ?%Eﬁ%%n'cation for the

communication for the 10 authentication process is performed properly

autﬁé’HHcm%ﬁg%r&'ﬂQiﬁ%%%f%t%%viﬁég%)w&ﬂv{% Sfraudylent at %‘h%g:%r:zo 3L, ith

to say, the other w ntication process between
a S fRMRHIGANAN IRUCR 4020 B ETD SY GRRHIGHER SOB G RIOYE cen
to be successful.
the communication device 100 and the communication device 200 is proved to be
successful.

As stated above, the key update process between the communication device 100 and
the communication device 200 is completed, and thereafter the authentication processing
unit 197 performs again the authentication process with the communication device 200 as
the authenticated device by using the new authentication key generated by the update key
generating unit 160.  The authentication processing unit 297 in tum performs again the
authentication process with the communication device 100 as the authenticating device by
using the new authentication key received by the receiving unit 211.

Fig. 4 is a diagram describing an example of a frame of the communication
information 1.

In Fig. 4, the communication imformation 1 contains a header and data of the random

number 1.

Fig. 5 is a diagram describing an example of a frame of the communication
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As stated above, the key update process between the communication
device 100 and 15 the communication device 200 is completed, and
thereafter the authentication processing unit 197 performs again the
authentication process with the commbhication device 200 as the
authenticated device by using the new authentication key generated by

nfdBg.Hpgate key generating unit 160. The authentication processing unit
297 in turn performs again the authentication process with the

cqmmg.nms%@e&%&%@l&%@%&&%&eﬁﬂgﬁm %Yé%?egseaa%lﬁmm&)m

new authentication key received by the receiving unit 211. Fig. 4 is a

n.ulﬂ@gﬁ?%_éjgéﬁgp '{ﬁ%cﬁﬁ ﬁﬁml?dgtri%ef %%é) 9% ?ngm&ﬂ&%-ﬁﬂoﬁ]es (No. of

information 1. In Fig. 4, the communicatidn information 1 contalns a

pm[ﬁ@ﬂq&@ﬂ% ‘??taf‘BB g}g %%%Qﬁgﬁ&ﬁ@?ﬁ%ﬁ%% ﬁ!%&lﬁﬁ%ﬁ% roﬁlei,- and

describing an'exam e of the communicatio ormation

thelﬁéf)di%ﬁgn ﬁ@sn%g@%@é%gg@% gﬂu%r%%t@l@ é@%gghsk% hﬁ%gﬁﬁegfg@%gﬁ&%

random num ique number’(device unique he
] t of prafiles ofiles) -Profile.],... Profile n as the profile .
col LY R, o BRI s IR LR R ey ror

ke [ r}#jt encryntion ke.igr%nt'fie key IDs) correspgnding ..

o R b R ating
. update (undating identifier).and the algorithm,identifier.correspondin .
e o R e o Rt in

ig. 5, the data js organized in. such a manner that corr ndent
s SR R T P B R, a e
1

identifiers apd the encryption key.identifiers corresponding to each of the
e s e B T R B Rt e

e RLIPE 13,13, of the communication

Fig. 6 is a diagram describing an example of a frame of the communication
information 3.

In Fig. 6, the communication information 3 contains a header, Profile n as the
prescribed profile identifier to identify the prescribed profile selected, the a]goriﬂﬁn
identifier (algorithm [D) and the encryption key identifier (key ID) corresponding to the
prescribed profile identifier, and the updating data. In Fig. 5, the data is organized in such
a manner that the correspondent relation among the prescribed profile identifier, the
algorithm identifier and the encryption key identifier corresponding to the prescribed
profile identifier is recognizable.

Fig. 7 is a diagram describing an example of a frame of the communication
information 4.

In Fig. 7, the communication information 4 contains a header and the update

confirmation data.

The control unit 130 controls each of the units in the communication device 100.
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information 3. In Fig. 6, the communication information 3 contains a
header, Profile n as the 15 prescribed profile identifier to identify the
prescribed profile selected, the algorithm identifier (algorithm ID) and the
encryption key identifier (key ID) corré@;ponding to the prescribed profile
identifier, and the updating data. In Fig. 5, the data is organized in such a

The QARIRANINIAL S8, CAIEE SRANIRNLISlAOR.-AMRD g, the P&ﬁﬁﬁﬁl{?&%ﬁﬁg&%me 200.

identifier, the algorithm identifier and the encryption key |

Furtﬁ@ﬁrﬁﬁo%mggrt&w?ﬂ@ﬁﬁgpﬁgtgge%?ﬂ?di g%g;ce%rﬁée%ggseg%%ﬂé%ﬁﬁ of the

is a diagram describing an example of a fram mmunication

" ' =i mydication. information 4 contains
IR0 0 0 L SRR AR o

oenGARlY iﬁfp%%e‘é@é%&?@@%%’%ﬂ%%&ixcﬁit%@ device 420,16 The %%ﬂta%éfgcg&oo_

230 In turn controls ea € units In the communication device

FHEtQ&IEe N rgﬁ%ﬂ#ﬁ ﬁ&a%‘i’gé?]r%%& t%ggrrbeugatg)dtli}@ RISCe S%%g.h?:ﬁreat includes:

performed at ed e uni e communication device

i it 220 in turn stores,data generated in processe er(br ed at
the B B R B B T e

deviE¥RIAURMEION ACRAIUIAG AN S SRACMeLNGOES: Rl Rbsion
transmitting step to transmit the prescribed intor ion from the

prodiRRlieRlng AeYIes MR ha R UlIRGAIR device e i onealion

proces IIS, the autnentication process veing pe

o R PR T

rescri en.cry' eyl er) e \a e :
oSSR R e A s pep o tereie e
infozqir% itorrall ?1%?115';[1%%3 tf?gfnaiﬁl%hguthenticating device by the first transmitting step, at the
authenticated device; the second transmitting step to transmit, from the authenticated
device to the authenticating device, the prescribed algorithm identifier and the prescribed
encryption key identifier stored, after the prescribed information is received by the first
receiving step; the second receiving step to recetve the prescribed algorithm identifier and
the prescribed encryption key identifier transmitted by the second transmitting step, at the
authenticating device; the generating step to generate the new authentication key based on
the prescribed algorithm identifier and the prescribed encryption key identifier received by
the second receiving step, at the autbenticating device; the third transmitting step to
transmit the new authentication key generated by the generating step to the authenticated
device; the third receiving step to receive the new authentication key transmitted by the
third transmitting step, at the authenticated device; the key updating step to execute the key
update using the new authentication key received by the third receiving step, as the update

key to perform the authentication process between the authenticated device and the

authenticating device; the step to generate and transmit the update confirmation data to the
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authenticated device; the second transmitting step to transmit, from the
authenticated device to the authenticating device, the prescribed
algorithm identifier and the prescribed _encryption key identifier stored,
after the prescribed information is received by the first 15 receiving step;
the second receiving step to receive the prescribed algorithm identifier

autiRAdcdNeescEbat: eRCYRlian keviidentfiefrrnsmitied Ly i se6on g.ata._

transmitting step, at the authenticating device; the generating step to

geparRie heew &H%B%HHS%E%d&%}’c@%@qsoébnﬁ%%§%§fﬂﬂee%§!ﬂ9§"‘étﬁmice at a

identifier and the prescribed encryption key identifier received by the

sto1'5%%@:‘QH@%\@@&ﬁtﬁﬁeﬁhﬁhﬁ&%Q@@Hqgﬁ@ﬁf%Y@é&@ﬁetgggéﬁ?ﬁmmggt a

step to 20 transmit the new authentication key generated by the

Vehﬂ%ﬁ@tﬂ?@?@m%m%@?%gaﬁdeﬁ%f@ ; tﬂ%eomgga';%%%‘wgg iﬁﬁl@rﬁ%ﬁtmg the

receive the new authentication key transmitted by the third transmitting

auﬂmpoa%maymeggtiﬁ@ﬁ%&%vé@%w)%%99%{i{g@gﬁﬁﬂ@ﬁﬁ@&*&% key

update using the new authentication key receive Iving

(exciRls %%\%%BQQ&? %%E&B%E%fu}‘iﬁk‘Qn%é?m@&%t%ﬂtﬁéor‘ég Sqehusen 1y
the authenficated device and the 25 authenticating device; the step to
this gg@:? Eﬁ&%ﬂ%&ﬁﬂﬁ_@fé&*&% th“ﬁ{)cﬁ\fkrmﬁgos@a{j%@ ﬁ?etgg%]iéz)dag ?or request the
authenticating device; and the step to receive and chec update
i ' er, t munication device 100 is .
s SR S A SRR S5 e
ice: ' [ s.the on-hoard device at a vehicle side.in ETC,
o o O N R B LR B e
ceySISORERLQR DO o MENHONE ARV IR L0 B SIABRIE 1y i
key update (executes the'key updgate‘s IN"actordance with an instruction
i ice. In_this case, the on-board device does not switch
Sl e B AT S
decision..Additionally, the roadside device implementing the, . .
e R g e
the VIS8 SRBGKRINE A KEToAlon ALY RRSESSANGRILEE &g kY

update to the on-boara device.

drive-through etc. However, communication devices are not restricted to such

communication devices. For example, the authentication method can be applicable to
communication between a fixed station and a mobile station, such as a base station and a
mobile telephone, wireless LAN (a base station and a personal computer), R/W
(Reader/Writer) or RF Tag (electronic tag), as well as mobile-to~mobile communication
and the like.

As stated above, the embodiment makes it possible to execute the key update even in
such a case of lack of a key or expiration of a key, to provide a service to an authorized
user thereafter, and to enhance the service availability and the user usability of the system
using the present invention.

Further, the embodiment climinates a necessity of setup operation. Specifically, it is

no 1more necessary to set up unique information of on-board devices, such as a key to be
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to say, the process is performed at the initiative of the roadside device. It
is herein assumed one example of the application of the authentication
method to the vehicle (on-board device) and the roadside device (store
system) in ETC and drive-through et¢®However, communication devices
are not restricted to such 15 communication devices. For example, the

use@ﬂ@%%@%ﬁ&@ﬂ@ﬁ%f@%%ﬂﬂﬂﬁ@ﬂ%f%@gm%ﬁmcﬁw&p%\ﬁ'%{é;?the

fixed station and a mobile station, such as a base station and a mobile

on-B616RRRIR WIFE 8RR AN {3 HaSeSIRtiaR.aNE AREHIARA! GOBRIRY) itﬁ?e\}é\{)ssible

(Reader/Writer) or RF Tag (electronic tag), as well as mobile-to-mobi

to pFORIBURICAHIAN , AN ARe kG 04 5 SRl AbQYE t&%c%@%?j@&%\gﬂgke%he

it possible to execute the key update even in such a case of a key

unidfe SXRIANARL5 Fokelo JRIRIQKILE R ﬁﬁﬁ%ﬁgnﬁotgﬁgg‘%%gﬂﬁg%ewﬁ{g gg ﬁhe saffstem,

hereafter, and to enhance the service availabi user u ity

ther@_@ré}’&&%ﬁe&’ ?é%&'i‘i‘élﬁrﬁa{‘éé NNE @é@ﬂcg%:?ei ﬁ?é%?rgﬁgba%%@&&%m rs who can

eliminates a necessity of setup operation , Itis 25'"n0 more

ob EREOTAOSEL R B IBnBHOn L angard deices, Such. o B

to be 18 used in cipher communication, re shipment of the on-boa

HoJlaYiees,a0 e@hg%gggtf%ge%@;&%%ﬁe ic%%gage 5@5&;@1‘1‘1%943 vehicles at d%%%ﬁ%he

for exampl ore, It IS poss to pro e’same on-boar
on-giEMERS A ASHORARLIR IncePRE Araduetiiby The upidus information
of on-board devices is important to maintain the security of the system, 5
therefore, detailed restrictions such as the restriction of registrants and
operators who can obtain the unique information at the time of setting up
Emﬂ;ﬁﬁh%%ﬁ?a?fd devices are imposed. However, since the setup operation is
not necessary any more, any traders can install the on-board devices,

angl the diskibution Gest and.ihe warkload are reduced, 10 Embodiment.2. 1o

the second embodiment.

In S801, the authentication processing unit 197 performs the authentication process
with the communication device 200 as the authenticated device. The authentication
processing unit 297 in turn performs the authentication process with the communication
device 100 as the authenticating device. The authentication key is used in performing the
authentication process. When the memory unit 220 stores an authentication key being
outdated or having expired, or the memory unit 220 does not store the authentication key,
the authentication process in this step ends in failure, since the authentication key is
unavailable.

In S802, the transmitting unit 112 transmits failure data indicating that the
authentication process has ended in failure to the communication device 200,

In S&03, the receiving unit 211 receives the failure data from the communication
device 100.

In S804, the transmitting unit 212 transmits (returns) confirmation data (Ack)
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Fig. 8 is a flowchart describing a procedure up to a key update process
according to the second embodiment. In 5801, the authentication
processing unit 197 performs the aut Sntication process with the
communication device 200 as the authienticated device. The
authentication 15 processing unit 297 in turn performs the authentication
indigrocessanitl thrueomaaunication deees, 1R Iaruibanicativgdayice.
The authentication key is used in performing the authentication process.

Whe theRanontisiihd2) &ores|a0 adthentication key: beings OHEMEH; to the

or having expired, or the memory unit 220 does not store the

key apthemntication kayscHRaptirgntication process in this step ends in failure,
since the authentication key is 20 unavailable. In 5802, the transmitting

upitthd ZispasRyisRIM hdlatAHBEaHBE PRt AherCalAR RIOESTpdate

has ended in failure to the communication device 200. In S803, the

decaividadnitd HrReeirmihg fRlusidria fom {0e;icommHRIEatiaP atter th
pro device 103@ 2% In. ggggﬁﬁe t;%ansmitting unit 212 trjalgnsmits (retuﬁ% erhe

auteARtEMATioR dalaAsk) 197 indisatingthat the £§H&Hﬁi@§t‘i@d@&9&%’hw ended in

received, to the communication device 100. In 5805, the communication

failﬂ&ViCﬁ&Q&&%{ﬁﬁQecBﬁﬁ%lﬂgﬁé% RRGESR 8GR HiROHR theh ik MRIAN essing

method described in Fig. 3. In the first embodiment, the authentication

unit ﬂ@ﬁ%ﬂgghwm}l%kﬁ@[é%mmm% IRRECT &‘Eﬁ%@{@@l&] R Yas

updating method described in Fig. 3 immediately after the authentication

beePEBRESHASNA AR {RSISHMINRR Ak %@9&%%@@0&@2 %68 NARANESDN

in failure. However, such a configuration is also possible that the

pro@RUNERILRANANPERGESSINUNGHLS (SIS the key update process

according to the key updating method after it has been confirmed

befween g%m@%gmmgt%vjﬁggs&gp and 200 that the authentication

When programs operable on computers constitute parts or the whole of what are
explamed in the above explanations for each embodiment as “units”, the communication
devices 100 and 200 are equipped with CPU 37 (Central Processing Unit 37) to execute
programs, as described in Fig. 9. The CPU 37 incorporates, or is connected to via a bus
38, RAM 40 (Random Access Memory 40) as one example of a memory device or a
memory unit, and a communication port 44 capable of communicating with the outside.
Further, it is also possible to configure the CPU 37 connected to the memory devices such
as ROM 39 (Read Only Memory 39) and a magnetic disk drive 46 as described in Fig. 9.

When programs constitute parts or the whole of what are explained in the above
explanations for each embodiment as “units”, the group of programs 49 in Fig. 9 stores
programs executed by what are explained as “units” in the explanations for each
embodiment. The group of programs 49 i stored in the memory devices. The group of
programs 49 is executed by CPU 37, OS 47 etc.  The memory devices store results of

each process.
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10 process has ended in failure, as described in Fig. 8. Fig. 9 is a

hardware configuration diagram. When programs operable on computers
constitute parts or the whole of what are explained in the above
explanations for each embodiment as “units”, the communication devices
100 and 200 are equipped with CPU 37 (Central Processing Unit 37) to
exeouite, Lodiregtamsiassescinedimnbie 19 1dhe G137 RepIAREAIRS: Qits”
is connected to via a bus 38, RAM 40 (Random Access Memory 40) as

in HRNSEHAMIPIR B ScREPOBLARWIEE BY ArfMERO YAt ARG B COMMARISALIOR Iy,
port 44 capable of communicating with the outside. Further, it is also

suclpassiie torepnfigws thasRbkdkicannasiadde: mﬁamﬁ-@&(gzﬁﬁw@ss%%” in
as ROM 39 (Read Only Memory 39) and a magnetic disk drive 46 as

the SlgaeRNRMINGTIEah JBDHHBRRIDGEBMSLONSIIIR RS OilR ROl O frware,

what are explained in the above explanations for each embodiment as

hardWiitSanthe-grosR of programs 49 in Fig. 9 stores programs executed by
what are explained as "units” in the explanations for each embodiment.

The-aaUR.eh RIRUENS A s AIored MR RARAY HSUSRS p s Sroup of

programs 49 is executed by CPU 37, OS 47 etc. The memory devices

imp RIS BRIt 2R SRE M PIRGRSR R4 iE HPSAAUGH A RARFgUIRLOR IS 50

possible to realize what are explained as™units" in the explanations for

med%?&%@im?%ﬂrm%[%ﬁ@%ﬁ&l@_ﬁi@M@lg'&égﬁﬁpﬁq\ﬁgi{) PRI (Mini
another configuration is also possible to implement what are explained as
M piten : ' ch iment t -
Dis S ISR a0 BLE7CETRIGTR DYSHUERAALE B
45),5PBfioN _5@98@1154?5@@9%0&5&5?8@)%ﬁ?&%ﬂ@ﬁ&rg&r@%@i&&mﬂiﬁ&%%%mm as
embodiment by using recording apparatuses with the other recording
sho&??ﬂiﬁig@h as a FD (Flexible Disk), an optical disk, a CD (Compact
Disk), a MD (Mini

Industrial Applicability

The communication device 100 and the communication device 200 as stated above
can be used not only as a roadside device at a store side and an on-board device at a
vehicle side in ETC, drive-through etc., but also as an authenticating device and as an
authenticated device, between mobile communicatioh devices such as mobile telephones,
wire communication devices, or a wire communication device and a wireless
communication device via a based station and the like.

The present invention makes it possible to execute .a key update even in such a case
of lack of a key or expiration of a key, to provide a service to an authorized user thereafter,
and to enhance the service availability and the user usability of the system using the

present invention.
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Disk) or a DVD (Digital Versatile Disk). In such a case, a FDD 45 (Flexible
Disk Drive 10 45), a compact disk drive 86 (CDD 86) and the like are
provided in this configuration as shown in Fig. 9. Industrial Applicability
The communication device 100 and tfi& communication device 200 as
stated above 15 can be used not only as a roadside device at a store side
and an on-board device at a vehigle sigdggn ETC, drive-through etc., but
also as an authenticating device and as an authenticated device,

between mobile communication devices such as mobile telephones, wire
communication devices, or a wire communication device and a wireless

1. commumisationdeyicevig,a:pasad station and the like. 20 The present

invention makes it possible to execute a key update even in such a case

oammﬁgﬁm@%@ﬂ%%& BRI R AVILR B BRIVIGE [PoRR ey herized

user thereafter, and to enhance the service availability and the user

aut SRR ARG DS TURING ANERIF SEYL ayention. 25 21 CLAIMS 1. An

authenticating device comprising: an authentication processing unit to

PEHaANRUBSRICATD nrﬁm&%%géavg&@ el %um&m&%%erﬁk%g%%m@g

an authentication key; and an update key generating unit to generate a

auntREVAatication Key: W@ﬁfgﬁ%ﬂ&&ﬂ@éﬁ&m %eMEC&SQé?%?tgﬁgt%%&!&a@aﬁon

authentication key to be used in the authentication process by

pro%%&hfﬁ%‘&ﬂe%% I%é?l}: ?Iyg%%_‘e‘é%x%?xﬁ?, gﬁ@?(gaégn%l RV, ADS R EANON KB ey for

ating an aut ion to be used In the authentication
updg{%%eﬁlsa?%lg}%ga%&%ﬂ% .%ﬁ%‘é'ﬁ%ﬁ’EB%E%%EE&%&Q!E%QE%}Q&%“@? ficated
evice holds the authentication key '
authentication processing unit when the authenticated device holds the authentication key
but the authentication process with the authenticated device by the authentication

processimg unit fails,

wherein the authentication processing unit performs the authentication process with

the authenticated device again, using the new authentication key generated by the update

key generating unit.

2. The authenticating device of claim 1, further comprising a receiving unit to receive a
prescribed algorithm identifier and a prescribed encryption key identifier from the
authenticated device,

wherein the update key generating unit generates the new authentication key based on
the prescribed algorithm identifier and the prescribed encryption key identifier received by
the receiving unit,

the authenticating device, further comprising a transmitting unit to transmit the new
authentication key generated by the update key generating unit to the authenticated device,

wherein the authentication processing unit performs the anthentication process with



but the authentication process with the authenticated device by the
authfentication processing unit fails, wherein:the authentication processing
unit performs the authentication process with the authenticated device

again, using the new authentication key generated by the update 15 key
generating unit. 2. The authenticating device of claim 1, further comprising

a Iving.unit tg, receive a prescyribed algqrithm identifier and a
e A RPS oy T e aged byt
whersin: HH%ate key generating unit generates the new authentication
key based on the prescribed algorithm identifier and the prescribed
encryption key identifier received by the receiving unit, the authenticating
device, further comprising a transmitting unit to transmit the new

ag@hegg:}ggyﬂ)lgn(?%xtg%g‘é%teego %’ xtlhe update key generating unit to the
evice, wherel

authenticated A the authentication processing unit

perfor ication _process with th henticated device o
again g&éﬁ%ﬁ%ﬁiﬁ% %%%ﬁ g R?‘Fég %Eﬁa I(%%/oﬁans ﬁ‘%@# & %ﬁ‘fgﬁﬁiﬁ?ﬁwmn

upll3ahnsaithenticated device comprising: a memory unit to store a
prescribed algorithm identifier and a prescribed encryption key identifier;

an authenticaliRRie g ynitto perform an aythentication proces

with an authenticatin}(g\;ﬁ?g\%%ceéj L{J}éu‘ﬁg"é’ﬁrﬁ eaﬁlt%%%% a68;9;“(1p f?gﬁsgrﬁﬂ '
%&%ﬂﬁ@it H&@ipé‘?éﬁ{%bﬁfi %g tilt&g%oigl:le(gtifier and the prescribed
encryption key identifier s oreg y the memopg’/ unit, to the authenticating
device ety ahiNGUGRNAN R BREE RIS AUhantsatg RYSE D cq

the authentication processing unit
encryption key identifier stored by the memory unit, to the authenticating device when the

authentication process with the authenticating device by the authentication processing unit
fails; and
a receiving unit to receive from the authenticating device a new authentication key
based on the prescribed algorithm identifier and the prescribed encryption key identifier
transmitted by the transmitting unit,
- 'wherein the authentication processing unit performs the authentication process with

the authenticating device again, using the new authentication key received by the receiving

unit.

4. The authenticated device of claim 3,

wherein the receiving unit receives prescribed information from the authenticating
device when the authentication process with the authenticating device by the authenticaﬁon
processing unit fails, and
wherein the transmittiug unit transmits the prescribed algorithm identifier and the

prescribed encryption key identifier stored by the memory unit, when the prescribed
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fails; and a receiving unit to receive from the authenticating device a new
authentication key based on the prescribed algorithm identifier and the
prescribed encryption key identifier t[%nsmitted by the transmitting unit,
wherein the authentication processiné unit performs the authentication
process with the authenticating device again, using the new

infonvhenticationkry.creaivediidbavRgalMing unit 4. The authenticated
device of claim 3, wherein the receiving unit receives prescribed

information from the authenticating device when the authentication .
process with the authenticating device by the authentication processing |

5. unitidedlspansthwhereutbsiaRaMpitting unit transmits the prescribed
algorithm identifier and the prescribed encryption key identifier stored by

thermemeRmitibohg e AlBscrRae- B34 R mation hambeenfeselvat

by the receiving unit. 5. A key updating method comprising: a first

deviansTitingSIeR ORI %ﬁéﬁ%@{@ﬂ%ﬂﬁ%@ﬂig%@&m&,%@a&ﬂ%g?@on

5 device to an authenticated device when an authentication process

prodb& BUIheRticatinn: BERGESS tlﬂ%i%l%ﬁ%[gg%egﬁté"@ﬁﬁﬁ@?o%tg?gﬁﬁ:@?&

device which stores a prescribed algorithm identifier and a pre

algoPGRY RILBADLINENieLand gﬁ%&ﬂ%ﬁ%&%ﬂf@%ﬁgf/ G H%%%)tﬁ%lticating

i
authentication key; a first receiving step tc receive the prescr

devi@oﬁﬁﬂ?g%i%‘atﬁﬁ{é{mﬁﬁgﬂr the 10 authenticating device by the first
transmitting step, at the autienticated device; a second transmitting step

Q) HARSHL; S tfébetél&é%,%&@%ﬁéeﬁ%%y&ﬁédt&wﬁn%ﬂ} ealicatng device,
the prescribed algorithm identifier and the prescribed encryption key
authenticating device by the first transmitting step, at the authenticated device:

a second transmitting step to transmit, from the authenticated device to the
authenticating device, the prescribed algorithm identifier and the prescribed encryption key
identifier stored, after the prescribed nformation is received by the first receiving step;

a second receiving step to receive the prescribed algorithm identifier and the
prescribed encryption key identifier transmitted by the second transmitting step, at the
authenticating device;

a generating step to generate a new authentication key based on the prescribed
algorithm identifier and the prescribed encryption key identifier received by the second
receiving step, at the authenticating device;

a third transmitting step to transmit the new authentication key generated by the
generating step to the authenticated device;

a third receiving step to receive the new authentication key transmitted by the third
transmutting step, at the authenticated device;

a key updating step to execute a key update using the new authentication key received

by the third receiving step, as an update key to perform the authentication process between
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identifier stored, after the prescribed information is received by the first
receiving step; a second receiving step to receive the prescribed algorithm
identifier and the 15 prescribed encry&ion key identifier transmitted by the
second transmitting step, at the authénticating device; a generating step
to generate a new authentication key based on the prescribed algorithm
the igentificeaadithe prescriees @BsHALAR kayddentifier received by the
second receiving step, at the authenticating device; 20 a third transmitting
stepdp tansmitthanewauhentigalion kavisenssatest by the grASIAING,
step to the authenticated device; a third receiving step to receive the new
deviabthgatication key transmitted by the third transmitting step, at the
authenticated device; a key updating step to execute a key update using
thesppwAkihenticaliepkeuHeapivad RN IS thikdreceiving step, as an
update key to perform the authentication process between 24 the
authenticated device and the authenticating device; a step to generate
and transmit an update confirmation data to the authenticating device;

6. andiRsipRIATeARIMB aRdshRGkhe update confirmation data. 5 6. A key
updating method comprising: transmitting prescribed information from an

aﬂ%}ﬁﬁ{i&@%ﬁ&%ﬁﬁ@&%@rﬁmﬁfﬁ%ﬁ%%%\é&%%ﬁ%@%%ﬁﬂ%@&%ated
alls, e

process f the authentication process being performed between t

devRLREAIGAIAHIAGUCRWNGR JIQres@ m&%&%ﬁ&'@&%ﬂk@?ﬂ%@ ggﬂ&ed

10 prescribed encryption key identifier, and the authehticating
bet SRR L AUNGRICAIAN iKW hich stores a prescribed algorithm identifier and a

prescribed encryption key identifier, and the authenticating device, using an authentication
key;

receiving the prescribed information transmitted from the authenticating device, at the
authenticated device;

transmitting from the authenticated device to the authenticating device, the prescribed
algorithm identifier and the prescribed encryption key identifier stored, after the prescribed
information is received;

receiving the prescribed algorithm identifier and the prescribed encryption key

~ 1dentifier transmitted at the authenticating device;

generating a new authentication key, based on the prescribed algorithm identifier and
the prescribed encryption key identifier received, at the authenticating device;

transmitting the new authentication key generated to the authenticated device;

receiving the neW authentication key transmitted at the authenticated device;

executing a key update using the new authentication key received, as an update key to

perform the authentication process between the authenticated device and the authenticating

device;



receiving the prescribed information transmitted from the authenticating
device, at the authenticated device; transmitting from the authenticated
device to the authenticating device, the prescribed 15 algorithm identifier
and the prescribed encryption key ideftifier stored, after the prescribed
information is received; receiving the prescribed algorithm identifier and
thgcpeeseibetienRaRIAAKSY ujsdtendien tiansmiltes AtdNE-aNeRICAIOde vice:
device; generating a new authentication key, based on the prescribed

andalgorithm identifier and 20 the prescribed encryption key identifier
received, at the authenticating device; transmitting the new authentication
key@engraiado.the, puthenlicated Sevicei feseiving the new
authentication key transmitted at the authenticated device; executing a
key update using the new authentication key received, as an update key
to perform the authentication process between the authenticated device
and the authenticating 25 device; 25 generating and transmitting an
update confirmation data to the authenticating device; and receiving and
checking the update confirmation data. 5 ABSTRACT An authenticating
device 100 includes an authentication processing unit 197 to perform an
authentication process with a communication device 200 using an
authentication key, an update key generating unit 160 to generate a new
authentication key when the communication device 200 does not hold an
authentication key to be used in the
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authentication process by the authentication processing unit 197, and to
generate a new authentication key for updating the authentication key
when the communication device 200 ﬂ),olds the authentication key but the
authentication process with the communication device 200 by the
authentication processing unit 197 fails. The authentication processing
unit 197 performs again the authgpigatign-process with the
communication device 200 using the new authentication key generated
by the update key generating unit 160.

An authenticating device 100 includes an authentication processing unit 197 to
perform an authentication process with a communication device 200 using an
authentication key, an update key generating unit 160 to generate a new authentication key
when the communication device 200 does not hold an authentication key to be used in the
authentication process by the authentication processing unit 197, and to generate a new
authentication key for updating the authentication key when the communication device 200
holds the authentication key but the authentication process with the communication device
200 by the authentication processing unit 197 fails. The authentication processing unit
197 performs again the authentication process with the communication device 200 using

the new authentication key generated by the update key generating unit 160.



