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DESCRIPTION

Title of Invention
ROUTER DEVICE, P
AND PROGRAM

ACKET CONTROL METHOD BASED ON PREFIX MANAGEMENT,
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The present invention relates to a router device to which
a prefix of an IP address is distributed by prefix delegation,
and a packet control method and program based on prefix

management in the routexr device.
round Art

s a method of automatically setting an IP address of
a node in a communication network conforming to IPVE {Internet
Protocol Version 6;, there is a method of distributing an

address using DHCPvE (Dynamic Host Configuration Protocol
e

Methods of distributing an addresgs using DHCPvE includes
a method in which a DHCP server or an upper router having a DHCP
function uses RA (Router Advertisement) to distribute a prefix
of an IP address to a router device (for example, see Patent
Literature 1,2).

[00C4]

The router device to which a prefix is distributed
redistributes the prefix to a node using RA, for example. The
node communicates with the upper router using an IP address
including the distributed prefix. For example, the upper

router is connected to the Internet.
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Patent Literature
[aoosl
PTL 1: JP 2007-166087 A
PTL 2: JP 2007-251269 &
Summary of Invention
Technical Problem
[0006]
FIG. 13 is a block diagram showing an example of a

communication system including a home gateway (HGW) as a router
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device. &n upper router {hereinafter r
200 is, for example, installed by an Internet service provider

(I8P} to be accessible to the Internet 400. HGW 100 is set up

more nodes 300 through a LA&N 11 to relay communication betwesn
sach node 300 and the router 200. &As an example, the node 300
is a personal computer.

[0007]

The router 200 distributes a prefix to the HGW 100 based
on a DHCP-PD (Prefix Delegation) function periodically or in
response to a reguest from the HGW 100. The HGW 100
redistributes the prefix to the node 300. The node 200 combines
the prefix with its own link-local address to generate an IP
address. The node 300 performs communication using the
generated IP address.

[0008]

There is an unfixed method to change prefixes to be
distributed to the router 200 with time or the like as well as
a fixed method not to change the prefix to be distributed to
the router 200.

(ogoel

The following will consider the operation of the HGW 100



and the node 300 when the prefix distributed from the router
200 to the HGW 100 is changed. As shown in FIG. 13, suppocse
that a prefix as Prefix 110 is changed to Prefix 111, In this
case, the HGW 100 modifies the contents of an RA packet to be
sent to the node 300. Inother words, the HGW 100 deletes Prefix
110 and sends the node 300 a packet indicative of the
distribution of Prefix 111.

[0010]

When the node 300 cannot receive the packet the contents
of which were modified, the node 300 heolds Prefix 110 as the
prefix until the life time has elapsed. Under such a
circumstance, the node 300 cannot communicate with the router
200 or perform communication through the Internet 400,
o011}

Further, there is a possibility that the HGW 100 forwaxrds
an IP address including Prefix 110 sent from the node 300, i.e.,
that a false prefix is advertised.

[oo12]

It is an exemplary object of the present invention to
provide a router device, and a packet control method and program
based on prefix management, which can prevent forwarding of a

packet including a prefix that should not be used.

Solution to Problem
[0013]

A router device according to the present invention is
a router device for reassigning, to a node, a prefix assigned
from a prefix assigning device to route a packet based on an
IPvé address, characterized by including: a prefix management
unit for creating a filtering rule including an indication of
passage or block of a packet from the node based on the prefix
distributed from the prefix disgtributing device and a prefix
in a sourxce IP address received from the node; and a filter unit

for passing or blocking the packet from the node according to
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ering rule created by the prefix management unit.
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2 packet contrcl method based on prefix management
according to the present invention is a packet control method
based on prefix management performed by a router device for
redistributing, to a node, a prefix distributed from a prefix
distributing device to route a packet based on an IPv6E address,
characterized by including: creatinga filtering rule including
an indication of passage or block of a packet from the node based
on the prefix distributed from the prefix distributing device
and a prefix in a source IP address received from the node; and
passing or blocking the packet from the node according to the
created filtering rule.

[0015]

A packet control program based on prefix management
according to the present invention is a packet control progra
based on prefix management, which is installed in a router
device for redistributing, to a node, a prefix distributed from
a prefix distributing device to route a packet based on an IPvée
address, characterized by causing a computer in the router
device to perform: a process to create a filtering rule
including an indication of passage or block of a packet from
the node based on the prefix distributed from the prefix
distributing device and a prefix in a source IP address received
from the node; and a process to pass or block the packet £rom

the node according to the created filtering rule.

hdvantageous Effects of Invention
(0016]

According to the present invention, forwarding of a
packet including a prefix that should not be used can be

prevented.

Brief Description of Drawings
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[Fig. 1] It depicts a block diagram showing a first exemplary
embodiment of a youter device according to the present
invention.

{Fig.2] It depicts an explanatory diagram showing an example
of the relationships between events that have occurred and
information stored in a prefix storage unit.

[Fig.3] It depicts an explanatory diagram showing an example
of a filtering rule.

[Fig.4] It depicts an explanatory diagram showing the format
of an RA option.

[Fig.5] It depicts a block diagram showing a second exemplary
embodiment of the router device according to the present
invention.

[Fig.6] It depicts an explanatory diagram showing an example
of a filtering rule.

[Fig.7] It depicts a block diagram showing a third exemplary
embodiment of the router device according to the present
invention.

[Fig.8] It depicts an explanatory diagram showing an example
of a filtering xrule.

[Fig.9] It depicts a block diagram showing a major part of a
router device according to the present invention.

[Pig.10] It depicts a block diagram showing a wmajor part of

another aspect of the router device according to the present

invention.
{Fig.1ll] It depicts a block diagram showing a major part of still
another aspect of the router device according to the present

2

It depicts a flowchart showing the operation of a

-

]
router device according to the present invention.
] It depicts a block diagram showing an example of a

commuitication system including a home gatewsy as a roubsy
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Description of Embodiments
[0018]

Exemplary embodiments of the present invention will now
be described with reference to the accompanying drawings.
[0019]

Exemplary Embodiment 1
FIG. 1 is a block diagram showing a first exemplary

embodiment of a router device according to the present invention.

1

e

IG. 1 shows HGW 101 as an example of the router device. The

53

configuration of a communication system including the HGW 101
may be the same as that in the example shown in FIG. 13,
[0020]

The HGW 101 includes a LAN interface unit 110 connected
to LAN 11, an IPv6e unit (LAN-side IPvé unit) 111 for sending
and receiving IPvée packets through the LAN 11, an IPvé unit
(WAN-side IPv6 unit) 112 for sending and receiving IPvé packets
through WAN 21, an IPv6 routing unit 120 for performing routing
control on IPvé packets, a filter unit 130 for controlling
passage/block of data, a DHCPv6 client unit 140 having a DHCPvS
client function, an IPvé host unit 150 having an IPvé function
such as DNS (Domain Name System) or the like, a prefix management
unit 160 for managing prefixes, a prefix storage unit 170 for
storing prefix information, and a WAN interface unit 180
connected to the WAN 21.

[o021)

The HGW 101 may also have an IPv4 function for realizing
IPv4 communications in addition to the IPvé function.

{0022}

[

The LAN interface unit 110 is connected Lo a home network

:

11) to receive, through the LAN 11, each of packets whose

-

a g in the Layer 2 headery 1s an address on the LAN 11 side
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address. Further, the LA&AN interface unit 110

sends packets output by the IPvé unit 111 to the LAN 11.
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The WAN interface unit 180 is connected to a router 200
{see FIG. 13) through a subscriber network (WAN 21). The WAN
interface unit 180 receives, through the WAN 21, each of packets
whese address in the Layer 2 header is an address on the LAW
11 side or amulticast address. Further, the WAN interface unit
180 sends packets output by the IPv6 unit 112 to the WAN 21.
{00247

The IPv6 unit 111 outputs packets received by the LAN
interface unit 110 to the IPve routing unit 120. The IPv6 unit
111 outputs, to the LAN interface unit 110, packets output by
the IPvé routing unit 120.
[0025]

T %

The IPvé unit 112 outputs, to the

h

ilter unit 13
packets received by the WAN interface unit 180. The IPv6 unit
112 outputs, to the WAN intexrface unit 180, packets output by
the

[Cco26

filtexr unit 130C.
]
The IPvé routing unit 120 inputs packets from the IPvé

unit 111, the filter unit 130, the IPv6 host unit 150, and the
DHCPvS client unlt 14¢. Based on a destination IPvée address
of each packet, a port number, and received interface
information, the IPv6 routing unit 120 identifies a block in
the HGW 101 in which the input packet should be processed. The
IPv6 routing unit 120 cutputs the packet into the identified
block.
{00271

The DHCPvVE client unit 140 has a DHCPvE client function.
The DHCPvE client unit 140 exchanges DHCPvS messages with the
router 200 (see FIG. 13} through the IPvE routing unit 120 and
the WAN 21. The DHCPv6 client unit 140 extracts prefix
information included in a DHCP-PD option in a DHCP Reply message,
and outputs the prefix information to the prefix management unit

160G.
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[cozs]

Based on the prefix information input from the DHCPvVE
client unit 140, the prefix management unit 160 decides on

fix information tobe informed tothe LAN 11 side. Theprefix

management unit 160 cutputs the decided prefix information into
the prefix storage unit 170.
[0029]

The prefix storage unit 170 stores the prefix information.
Together with the prefix information, the prefix storage unit
170 also stores a delete flag notified from the prefix

management unit 160. The delete flag indicates prefix

indicates prefix information to be deleted. A delete flag of
"G indicatess avallapie 2Lion.  In resSponse To a
reguest from the IPvé host unit 150, the prefix storage unit

prefix information and a delete
0

The process for prefix management unit 160 to decide on
prefix information to be notified to the LAN 11 side is as
follows:

[0031]

First, the HGW 101 multicasts a Solicit message to the
router 200 (see FIG. 12). Upon receipt of the Solicit message,
the router 200 sends an Advertise message to the HGW 101. Upon
receipt of the Advertise message, the HGW 101 sends a Reguest
message to the router 200. Upon receipt of the Regquest message,
the router 200 sends a Reply message to the HGW 101.

[0032]

In the HGW 101, the DHCPvé cliemt unit 140 acguires

as an option of the DHCP Reply message. The DHCPvS client unit

140 supplies these piece
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management unit 160. Based on these pieces of information, the
prefix management unit 160 decides on prefix information to be
notified to the LAN 11 side.

[0033]

When the contents of the option in the DHCP Reply message
are modified, i.e., when the prefix information is modified,
the prefix management unit 160 also decides on prefix
information to be notified to the LAN 11 side, and outputs the
decided prefix information into the prefix storage unit 170.
Further, when the source address of a discarded packet is ocutput
from the filter unit 130, the prefix management unit 160 outpurs
information indicative of a prefix included in the source
address into the prefix storage unit 170. In this exemplary
empodiment, it is assumed that the prefix length is 64 bits.
[0034]

The prefix management unit 160 includes a prefix control
unit 161. The prefix control unit 161 decides on a value of
the delete flag (0 or 1) corresponding to the prefix information
decided by the prefix management unit 160. When cutputting the
prefix information into the prefix storage unit 170, the prefix
management unit 160 also outputs the delete flag corresponding
to the prefix information.

[0035]

Further, the prefix control unit 161 creates a filtering
rule based on the prefix information decided by the prefix
management unit 16¢. The prefix management unit 160 outputs,
to the filter unit 130, the filtering rule created by the prefix
control unit 161.

[0036]

The filter unit 130 memorizes the filtering rule. Then,
when the LAN interface unit 110 receives a packet, the filter
unit 130 performs a process according to the filtering rule.
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Specifically, the filter un
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130 discards a packet that suits the filtering rule. In this
case, the filter unit 130 outputs the source address of the
discarded packet to the prefix management unit 160. The filter
unit 130 does not perform, on a packet from the WAN 21 side,
the process according to the filtering rule.

[0037]

The IPv6 host unit 150 includes an ICMPvE unit 151 for
realizing ICMP (Internet Control Message Protocol) vé as part
of Ipvé. The ICMPv6 unit 151 generates ICMPve packets,
exchanges the ICMPv6 packets, and performs a process relating
to the ICMPvE packets. Hote that a portion for realizing IPvé
other than ICMP is omitted in FIG. 1.

Specifically, the ICMPvS unit 1351 inputs an ICMPVE packet
from the IPvé routing unit 120, performs a process according
toanoption specified in the ICMPvE packet, and sends the I

C
packet back to the IPvS routing unit 120. Further, the ICMPvE
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unit 151 periodically acquires prefix infor
prefix storage unit 17C¢. The ICMPvS unit 151 creates option
information (option) from the prefix information. The ICMPvé
unit 151 adds the created option to RA for the ICMPvV6 packet.
The ICMPv6 unit 151 outputs, to the IPv6 routing unit 120, the
ICMPv6 packet with an option added theretc. When adding an
option, indicative of deletion of a prefix that should not be
forwarded, to the R& for the ICMPv6 packet, the ICMPVE unit 15

notifies the prefix storage unit 170 of the deletion of the
prefix.

[0033]

Next, the operation of the first exemplary embodiment
of the router device will be described with reference to
explanatory diagrams of FIG. 2 to FIG. 4. FIG. 2 is an
explanatory diagram showing an example of the relatio
between evente that have occurred and infoyrmation stored in the

refix storage unit. FIG. 3 is an explanatory diagram showiling
E Y g g
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an example of a filtering rule, FIG. 4 is anexplanatory diagran

showing the format of an RA option.
O

First, an operation when a prefix iz distributed to a
node connected to the LAN 11 will be degscribed. HNote that the
node, not shown in FIG. 1, is a device corresponding to the node
300 shown in FIG. 13.

[co41]

The routerx 200 (see FIG. 13} on the WAN 21 side sends
the HGW 101 prefix information, a next hop address, and a DNS
address. The HGW 101 sends the received prefix information to
the node connected to the LAN 11.

[0042]

The router 200 uses DHCPvé to distribute prefix
information to the HGW 101. The HGW 101 uses DHCPv6E to send
prefix informaticon to a node.

[0043]

In the HGW 101, the DHCPv6 client unit 140 outputs, to
the prefix management unit 1560, prefix information niotified by
DHCPvE-PD. It is assumed that the prefix specified in the
information notified by DHCPv6-2D is “rrefiw 110.7
[0044]

The prefix management unit 160 outputs, into the prefix

T PP = e I Y 3 4 =g — Py - 3
storage unit 170, "Prefix 110" and a delete flag set Lo "7 based
on the received prefix information As shown in a line s n

H |98 i< Y p.-.,.....l.. 3= R . W LIS yl g

“Prefix 110 is Notified from Router on WAN Side” in ©IG. Z, the
T & —~ T - e AR NI i Y A g T

10 stores “"Preifiix 1107 and tne delete flag

Further, when prefix information is input, the prefix
control unit 161 creates a filtering rule (see FIG. 3). The
prefix management unit 160 outputs the created filtering rule
to the filter unit 130. The filfter unit 130 memorizes the

filtering rule. If two or move pieces of prefix information
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are received, the prefix control unit 161 createg a filtering
rule and a delete flag corresponding to each of the prefix
information, respectively. The prefix management unit 160
outputs two or more sets of filtering rules and delete flags
to the filter unit 130.
[0046]

The ICMPvE unit 151 periocdically acquires prefix

information stored in the prefix storage unit 170. In the

s

example shown in FIG. 2, only "Prefix 1il0” is storedinthe prefix
storage unit 170 as prefix information {see the line saying
“Prefix 210 is Norified from Roursr on WAN Sige”). The ICMDVE
unit 151 adds “Preiix 1107 to an option ¢f & RA packet. The

ICMPv6E unit 151 outputs, to the IPv6 routing unit 120, the RA
packet with the option added thereto. The IPvé routing unit
120 ocutputs the RA packet to the IPve unit 111. The RA packet
is gent to the node through the LAN interface unit 110 and the
LAN 11.

[0047]

- ~rd oo TIEO mfmessd e as i -y
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o
of the received RA packet to perform a process for automatically
generating a stateless address in orxder to generate an 1P
address. The node uses the generated IP address to communicate
with the node 200 (see FIG. 13) and other devices through the
Internet 4006,

[0048]

When the filtering rule illustrated in FIG. 3 is used,
if the prefix of the source address (SyclP address) of each IPv
packet headed from the LAN 11 side toward the WAN 21 side is
not the prefix {“"Prefix 13107 1

9]

the node, the IPv6 packet is discarded. In the example shown

in FIG. 3, information indicating that the source address 1s

-

notified to the prefix management unit 160 when the packet is
discarded is added to the filtering rule. Alsc indicated in

o

the filtering rule is that the destination address (DstiP



i0

is

20

25

addresg) is unguestioned.
[0049]
Next, the operation of the router device when a prefix
r

is changed w
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changes the prefix from “Prefix 11467 to “pPrefix 111.

case, the router 200 notifies the HGW 101 of “Preiix 1117 as
a new prefix by DHCPve-PD.
[0050]

In the HGW 101, the DHCPvS client unit 140 outputs, to
the prefix management unit 160, prefix information notified by
DHCPvE-PD. The prefix specified in the information notifie
by DHCPvE-PD is “Prefix 1311.7
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In the prefix management unit 160, the pre
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unit 161 outputs, intc the prefix storage unit 170, an
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prefix co reates a filtering rule. The prefix

8 a command to the filter unit 130 to

o
o N

managemean

-

delete the filtering rule. In this example, the target of the

delete command 1s the filtering “Prefix 116.7
lter unit 130,

The prefix management unit 160 outputs
a new f£ilt ated. The filter unit 130 memorlizes
the new filtering rule. The filtering rule memorized by the

filterunit 130 is represented as the filtering rule illustrated

]
[O¥]
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The ICMPv6E unit 151 periodically acquires prefix

information stored in the prefix storage unit 170. When the

unit 151 outputs, to the IPve routing unit 120, the RA packet

with the option added thereto. The IPvé routing unit 120

outputs the RA packst to the IPvé unit 111. The RA packet is

sent to the node through the LAN interface unit 110 and the LAN
11.
[0054]

The ICMPv6 unit 151 alsonotifies the prefix storage unit
170 that the RA packet with the data indicative of deletion of
“Prefix 110" and the data indicative of distribution of “Prefix

Uponreceiytofth@rxmiiicatxOn,thepreﬁixstorageuﬂit
5

1,..‘!
<>

170 deletes information on “Prefix i

If the arrival of packetg is not guaranteed such ag whe

2

the LAN 11 1s the Ethernet {registered trademark), the node nay
not be able to receive such a packet to include the option

.}

I arian o
delgiL il GF

‘s

S
ndicative of

H}

. o .~ ey .
Prefix 110.7 When the node cannos
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of “krefix 110, Prefiyx LI0" remains held as the prefix
Therefore, the node uses "Preiix 1107 the use of which should

be prohibited to communicate with the HGW 101,
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and the Internet 400.
[0057]

{hen the HGW 101 is rebooted, the node may also perform
communication using the prefix the use of which should be

prohibited. At the time when the HGW 101 is rebooted after the

HGW 101 distri e node and “Prefix 13117
is sent as the prefix from tl d after reboot, the router
200 and the e prefix is "Prefix 111.7
However, “"Prefix 110" iz hel e. Insucha situation,
the node sern 1107 that should not be

Next, the operation of the HGW 101 when the node sends
a prefix that should not be sent will be described by taking,

as an example, a case where the node recognizes that the prefix

R = Ea . R - - o . - oy o~ o~ PR -~ - e i 7
is “"Preflx 111. In other words, the prefix storage unit 170
3 3 WOy £ TN TN e P K 3 Vol S =N
nolds “Prefix 111”7 ang a corresponding delete flag of “0.

En =

The HGW 101 receives a packet sent from the node through
the LAN 11. In the HGW 101, the packet is passed through the

LAN intevface unit 110, the IPvé unit 111, and the IPv6 routing

p

puts the packet. The

unit 120. Then, the filter unit 130 1
]’\

15
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The filter unit 130 also notifies the prefix management unit

160 of the source address set in the packe

The prefix management unit 1560 can acguive the prefix

from the source address. In this exemplary embodiment, sinc

6]

the prefix length is 64 bits, the prefix management unit 160
extracts data on the first 64 bits of the source address, and
recognizes the extracted data as a prefix.

[0062]

In this example, the source address set in the packet

SN N7 1N

< “.I:T' &= 1Y fagiy o~ T v,y e ms “ = r*s*\"‘“'*fv — -~ < PR
i35 Freli¥X LiU., Snea JYeIl¥E LU LS 2 Urerlx Tniat shiouid

The ICMPvE unit 151 periodically acquires prefix
information stored in the prefix storage unit 170. The ICMPvSE
unit 151 creates an option from the prefix information. The
ICMPv6 unit 151 adds the created option to RA for the ICMPvE
packet.

[0065]

FIG. 4 is an explanatory diagram showing the format of

ay ™y 7 y g ey e e o L ey o G ey T TNRLE TS L ke e T oo g i AN w
&n KA SPTLON.  In Lhé Ooption, the TMPvo unit 151 sets U3 in
o LN AP [ - g b 7 Yoy o e o IF TS g £y T -t 7
Tvpe, 47 in “Data Length,” and Y64 bit n “Prefix Length
S S T 2N U - LR BN e ol W T2 L : -
NCGTe Ttnat LY indicates tne same Jink riay, and “AY indicates
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an address setting flag.

[0066]

In general, the router device periodically sends nodes

an RA packet with valid terms set for the “Walid Lifetime” and

In this exemplary embodiment, since the delete flag is

also stored in the prefix storage unit 170, the ICMPVE unit 151

can easily determine whether the prefix stored in the prefix

o

storage unit 170 is usable.
[0069]

As mentioned above, the ICMPvE unit 151 periodically
acguires prefix information stored in the prefix storage unit
170. Rased on the acquired prefix information, the ICMPvE unit
151 creates and sends an RA packet to the node. Through a
checking operation using an RA packet periodically sent, the
HGW 101 distributes or updates (specifically, deletes) a prefix.

Specifically, in this exemplary embodiment, the ICMPVE unit 151

. w o b o o P o] 4 3 -

Creates an geileted, and an
PR - K T g S R 144 mi e Yy e T ey i 3 e PR

option To distribute “"Prefix 121, Then, the IPvO host unit

(0076]
The RA packet is routed by the IPvé routing unit 120,

and sent to the nocde through the IPve unit 111, the LAN interface

unic 116, and the LAN 11. Based on the RA packet received, the
node recognizes that “"Prefix 1107 is not usable and “Prefix 1117

should be used.

fund
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(00717

2

g . ey e -} - 3 5
STer thiat, the node uses

fund

of the received RA packet to performa process for automatically
generating a stateless address in order to generate an IP
address. The node uses the generated IP address to perform
communication through the node 200 (see FIG. 13) and the
Internet 400.

[0072]

Through the above-mentioned procedure, the node can

invyv

{1

lidate “Prefix 1107 held. In other words, the node

As described above, in this exemplary embodiment, the
HGW 101 can use the option of the RA packet to invalidate the

prefix that should not be sent to the node. Specifically, the

HGW 102 sends an R4 packet for "Prefix 1107 not fo be sent, in
which “Walid Lifetime” and “Preferred Lifetime” in the opiion
are ssit to 0.7

100747

Further, since the HGW 101 discards packets from ncdes
including any prefix that is not notified from the router 200
{see FIG. 13), such a situation in which packets including a
common source address are sent frommuliiple nodes to the routexr
200 can be avoided.

(00751

lce. If the old prefix is used by a node

i
connected to the HGW 101 through the LAN 11 after the cid prefix
is distributed to any other router device, packets including

a common source address will be sent from multiple nodes to the

18
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router 200.
(0076}

However, in the case of the use of the HGW 101 in this
exemplary embodiment, such a situation that the packets
including the common source address are sent to the router 200
from the multiple nodes to the router 200 can be avoided.
[0077]

In this exemplary embodiment, the HGW 101 compares a
source IP address included in each packet received from each
node with a prefix sent from the upper router 200 to determine
whether the packet received from the node is a packet to be
forwarded. When determining that the packet received from the
node should not be forwarded, the HGW 101 discards the packet.

This prevents any packet incliuding a source IP address based
cn an unusable prefix from being sent to the Inte

(0078}

rnet .

~1

Further, the HGW 101 sends the node an RA packet including
an instruction for deletion of an unusable prefix and option
information indicative of the new prefix notif
200. The node receiving such an RA packet can delete the
unusable prefix and use the new prefix to make a quick transition
to a state of being communicable with the router 200 and other
devices through the Internet.
foo7¢]

Exemplary Bmbodiment 2

FIG. 5 is a block diagram showing a second exemplary
embodiment of the router device according to the present
invention. FIG. 5 shows HGW 102 as an example of the router
device. The configuration of a communication system including
the HGW 102 may be the same as that in the example shown in FIG.
13.

[0080]
In the HGW 1Cl1 according to the first exemplary

embodiment shown in FIG. 1, the filtexr unit 130 is arranged

[
0
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between the IPve routing unit 120 and the IPve unit 112. On
the other hand, in this exemplary embodiment, the filter unit
130 is arranged between the IPve unit 111 and the IPv6 routing
it 120 as shown in FIG. 5.
{oosll

Processing performed by each block in the HGW 102 is the
same as that performed by each block in the HGW 101.
[00821

FIG. 6 is an explanatory diagram showing an example of

[N

a filtering rule. In this exenmplary embodiment, it is assumed

- Lo - 3 = ¢ o TR HS ot it 1y L F TN
L, aftery the node 200 {see FICG. 13) distributes "Prefix 110

M . — ey " K S ONT 2 fe Tt I o s -
data indicative c¢f deletion of “PFrefix 110" and data indicative
£ e ~13 i E NWDesF i T T s o 3 [aS= R oy oy B
O JdLSTriputlion 01 2rerll¥ A 2re added, naisx bean sent. #5
P £ . 3 AN o, [P 7 T e - Fo
shown in The line saying “ARfter RA Transmissicn” in FIG. 2, the

prefix storage unit 170 stores prefix information in which
“Prefiz 1107 is deleted and only "Prefix 1117 is set.
[0083]

As an example, the following will take a case where the
HGW 102 recognizes thet the prefix is "Prefix 111”7 but Zhe node
recognizes that the prefix is “"Prefix 1107 because it was not

deletion of “pPreilx 1310.7
fooga]

Further, in the first exemplary embodiment, a prefix
headed from the IPv6 routing unit 120 toward the IPv6 unit 112
centrolled as shown in FIG. 2, while in this exemplary
embodiment, a prefix headed from the IPvE unit 111 toward the

IPve routing unit 120 1is controlled as shown in FIG. 5.

{00851
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Next, the operation of the HGW 102 wil

[0086]
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In the HGW 102, a packet sent from a node through the
LAN 11 is input into the filter unit 130 via the LAN interface

unit 110 and the IPvE unit 111. In the

th

irst exsmplary
embodiment, the packet is input from the IPv6 unit 111 to the
IPv6 routing unit 120. On the other hand, in this exemplary
embodiment, since the filter unit 130 is located upstream of
{on the LAN side of) the IPv6 routing unit 120, the filtering
process is performed before the routing process.
(o087}

In this example, the prefix in the IP address from the

N .

itering ru

{7

L e
node is “Prefixn 110.7 ks aresul

3 e A

ity
ot
[

{

is suited.

£

¢

R

%

Therefore, the filter unit 130 discards the packet, Further,
the filter unit 130 notifies the prefix management unit 160 of
a source address set in the packet.

(6088]

160 outputs, into the prefix storage unit 1

the delete flag cresated by the prefix control unit 161. The

- : e TNy - W s TN o PR, L
prefix storage unit 170 stcores PYeTiX LiU anc tne dails

- ¥ ET N I FER RN’ N AN 174
the value o wnicn 13 A

The ICMPvé unit 151 periodically acquires prefix
information stored in the prefix storage unit 170. The ICMPvVS
unit 151 creates option information (option) from the prefix
information. The ICMPv6 unit 1531 adds the created option to
RA the ICMPVE packet.

L0090]
The RA packet is routed by the IPvS routing unit 120,

and sent to the node through the filter unit 130, the IPv6 unit

e
ot
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In the first exenplary embodiment, since the filteyr unit

130 is located downstreamof (on the WAN side of) the IPvS routing
unit 120, packets input from the node are routed once. Then,
the filter unit 130 performs filtering on only packets headed
toward the WAN side. On the other hand, in this exemplary

embodiment, since the filter unit 130 ig located upstream of

the IPv6 routing unit 120, the filtering process is performed

o

e¢fore the routing process. Thus, the filter unit 130 can
perform filtering on even packets routed within the LAN. In
addition to the effects of the first exemplary embodiment, this
exemplary embodiment can achieve not only such an effect that
forwarding of packets can be prohibited based on the packets
routed within the LAN, but also such an effect that an RA packet
for updating the prefix can be sent.
(00921
Exemplary Embodiment 3

FIG. 7 is a block diagram showing a third exemplary
embodiment of the router device according to the present
invention. FIG. 7 shows HGW 103 as an example of the router
device. The configuration of a communication system including
the HGW 103 may be the same as that in the example shown in FIG.
13.
10093}

Processing performed by each block in the HGW 103 is the
same as that performed by each block in the HGW 101, 102.
[0094]
In the first exemplary embodiment and the second

Y

exemplary embodiment, the HGW 101, 102 is such that the ICMPvE

'm:.

un

€ 151 in the IPvE host unit 150 pericdically acguires prefix
information stored in the prefix storage

unit 176. Then, based
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on the acquired prefix information, the ICMPVE unit 151 creates
and sends an RA packet to the node. In other words, the HGW
101, 102 makes confirmations using the RA packet sent
periodically to distribute a prefix and update (gpecifically,
delete) the prefix
[0095]

In this exemplary embodiment, upon receipt of a prefix
deletion notification from the node 200 (see FIG. 13}, the IpPve

host unit 150 immediately performs processing for causing the

h

node to delete the prefix.
{po0os]
The following will describe the operation of the HGW 103 .

[0057]

103 based o© i -PD func the node 200 changes the
Thersfore, the ICMPvS unit 151 notifies

the prefix storage unit 170 that an RA packet, to which data

o ) e e 4o = 3 A o E N mh.f: ““(‘:li PR S N 13 e < o =
indicative o deietion 0% TP iX 1L anc dete Lnaicative oI
S + : L2 A T
R PR
QLESTYIPUTION OF ¥re
-t e XU
. o s mmard e
I LNEe LLANE SaYLng A

As an example, the following will take a case where the

HGW 103 recognizes that the prefix is "Prefix 1117 but the node

recognizes that the prefix is “Prefiz 110" because it was not
be able to receive a packet including an option indicative of

0 notifies the prefix management unit 160 of a source
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address set in the packet.

{0100G]

The prefix management unit 160 analyzes the source
address. The prefix management unit 160 recognizes “Prefix
110”7 from the scource address. When “Prefix 1107 is recognized

th

rom the source address, the prefix control uni
a filtering rule. The prefix management unit 16

created filtering rule to the £ilter unit 130. The £il

ot
()]
]
G
o
|
s

130 memcrizes the filtering rule.
[c101]

FIG. 8 is an explanatory diagram showing an example of
a filtering rule in this exemplary embodiment. In this
exemplary embodiment, as shown in FIG. 8, the prefix management
unit 160 creates a filtering rule with a rule for the prefix
("Prefix 110" in this example) incliuded in the packst disc
by the filter unit 130 added thereto (see the second line in
FIG. 8).
[0102]

‘

After that, the filter unit 120 performs filtering

[\

ccecording to the filtering rule. When a packet that meets the
rule set in the second line of FIG. 8 is received, the filter

discards the packet. The filter unit 130 notifies the

E} <

anagement unit 160 that the packet has been discarded.
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{0104}

Further, whennotified that the packet has been discarded,

[y

he prefix management unit 160 outputs a delete command to the

I~
St

CMPvs unit 151,

[0105]

t....k

When the delete command is input, the ICMPvS unit 151
immediately acquilires prefix information stored in the prefix
storage unit 170. The ICMPv6 unit 151 creabtes option
information {(option) from the prefix information.

Specifically, the ICMPvV6 unit 151 sets, in the option of RA,

£ FAERAN o e A LA Py —~ e 3 ~ - i - e
The prefiy | "Preiix 1107 in this examplie) corresponding to the
jelete Flag the value of which i W Pl s T I T Avma T 4 Ay
Jeigie 1.ad tne vain CE WRLON LS 47 LI UNe Preliy 1NIormation.

The RA packet 1s routed by the IPv6 routing unit 120,
and sent to the node through the IPv6 unit 111, the LAN interface

unit 110, and the LAN 11. Based on the received RA packet, the

In this exemplary embodiment, when the prefix management

(o]

O

[

T
G

unit 186 uts the delete command, the ICMPv6 unit 151
immediately checks on prefix information stored in the prefix
storage unit 170, Thus, an unusable prefix is transmitted
faster than the case where the ICMPv6 unit 151 periodically
checks on prefix information stored in the prefix storage unitc
170. In addition to the effects of the first exemplary
embodiment, this exemplary embodiment can achieve such an
effect that the node can set itself promptly not to use an
unusable prefix.

[cl1o8]

Note that the HGW 103 shown inn FIG. 7 is pased on the HGW

101 shown in FIG. 1, but the HGW 103 wmay also be based on the

™
w
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HGW 102 in which the filter unit 130 is arranged between the
IPv6 unit 111 and IPvE routing unilt 120 as shown in FIG. 5.
for09]

Further, inthe HGW 101, 102, 103, the functions of blocks
other than the LAN interface unit 110 and the WAN interface unit
180 can be implemented by a CPU and a memory to perform control
according to a program.
fox10]

In each of the aforementioned exemplary embodiments, HGW
is taken as an example of the router device, but the router device
to which the present invention is applicable is not limited to
HGW.

[0111]

FIG. 9 is a block diagram showing a major part of a router
device according to the present invention. As shown in FIG.
9, a router device 1 includes z prefix management unit 5 (as
an example, the prefix managewment unit 160 shown in FIG. 1
5, and FIG. 7, respectively) for creating a filtering rule
including an indication of the passage or block of a
a node 3 based cn a prefix distributed froma prefix distributing
device 2 {as an example, the router 200 shown in F
a prefix in a scource IP address received from the node 3 {as

an example, the node 300 shown in FIG. 13), and a filter uni

T

“

6 {as an example, the f£ilter unit 130 shown in FIG. 1, FIG. 5
and FIG. 7, respectively] for passing or blocking the packet
from the node according to the filtering rule created by the
prefix management unit 5.
fcri2]

In each of the afcrementioned exemplary embodiments, the
following router devices are also disclosed:
(0113]

{1} The router device in which, when a received packet

meets the indication of blocking the packet in the filtering

h

rule, the filter unit 6 discards the packet and notifieg the
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prefix management unit 5 of the source IP address of the
discarded packet, and the prefix management unit 5 determines

that a prefix included in the notified source IP address i

N

a
prefix unusable and to be deleted.
[0114]

(2) The router device as shown in FIG. 10, which further
includes a prefix storage unit 7 {as an example, the prefix
storage unit 170 shown in FIG. 1, FIG. 5, and FIG. 7,
respectively) for storing a prefix together with discriminative
data (as an example, delete indicative data) used to determine
whether the prefix is usable.

[0115]

(3) The router device as shown in FIG. 11, which further
includes an RA sending unit 8 for periodically checking on the
contents stored in the prefix storage unit 7, creating option
information on an RA packet capable of identifying whether a
prefix is usable or unusable based on the prefix and the
discriminative data stored in the prefix storage unit 7, and
sending a node an RA packet including the created option
information.

[0116]

(4) The router device in which when the filter unit 6
discards the packet, the RA sending unit 8 immediately sends
the node 3 an RA packet including option information capable
of identifying that the prefix included in the source IP address
cf the packet is unusable.

[o117]

(5} The router device in which when a prefix is
distributed from the prefix distributing device 2, the prafix
management unit 5 sets discriminative data corresponding to the
prefix to a value indicating that the prefix is usable, and when
anew prefix is distributed from the prefix distributing device
2, the prefix management unit 5 changes the discriminative data

corresponding to the already distributed prefix to a value
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indicating that the prefix is unusable.
[o11s]

FIG. 12 4

T .

b

a flowchart showing the operation of a router

{

device according to the present invention
showing processing in a packet control method according to the
present invention. As shown in FIG. 12, the router device is
characterized by including a process (step S1) for creating a
filtering rule including an indication of the passage or block
of a packet from a node based on a prefix distributed from a
prefix distributing device and a prefix in a source IP address
received f£rom a node, and a process l(step 52) for passing or
blocking a packet Irom the node according to the created
filtering rule.
fo113]

In each of the aforementicned exemplary embodiments, the
following packet contrel methods are also disclosed:
[0120]

(6} The packet control method in which the process to
pass or block a packet includes a process to discard a packet
when the eived packet meets the indication of blocking the
packet in the filtering rule and determine that a prefix
included in the source IP address of the discarded packet is
unusable and to be deleted.
fo121]

(7} The packet control method further including a
process to store, in a prefix storage unit, a prefix together
with discriminative data used to determine whether the prefix
is usable.

[0122]

(8) The packet contrcl method further including a

-~

process to periodically check on the contents stored in the
prefix storage unit, create option information on an EA packet
capakle of identifving whether a prefix is usable or unusable

based on the prefix and the discriminative data stored in the

28
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prefix storage unit, and send a node an RA packet including the
created option information.
[0123]

{8} The packet control method further including a
process in which when a packet received from the node i
discarded, an RA packet including option information capable
of identifying that the prefix inciuded in the source IP address
of the packet is unusable is immediately sent to the node.
[0124]

(10} The packet control wethod further including a
process in which when a prefix is distributed from the prefix
distributing device, discriminative data corresponding to the
prefix is set to a value indicating that the prefix is usable,
and when a new prefix is distributed from the prefix
distributing device, the discriminative data corresponding to
the already distributed prefix is changed to a value indicating
that the prefix is unusable.

(0125]

As described above, although the present invention is
described with reference to the exemplary embodiments and
examples, the present invention is not limited to the
aforementioned exemplary embodiments and examples. Various
changes that can be understood by those skilled in the art within
the scope of the present invention can be made to the
configurations and details of the present invention.
fo126]

This application claims priority based on Japanese
Patent Application No. 2011-38873, filed on February 24, 2011,
the entire disclosure of which is incorporated herein by

reference.

ndustrial Rpplilicability

4

[0127]

The present invention can be suitably emploved in a

28
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normal IPvé Internet access service environment in which z
prefix is distributed from an upper router to a router device
and the router device redistributes the prefix to a lower node

device.

Reference Signs List

[0128]

ROUTER DEVICE

PREFIX DISTRIBUTING DEVICE
NODE

PREFIX MANAGEMENT UNIT
FILTER UNIT

PREFIX STORAGE DEVICE

J oo U W N

RA SENDING UNIT

[e¢]

1% LAN

21 WAN

101,102,103 HGW

116 L&N INTERFACE UNIT
111,112 IPve UNIT
120 IPve ROUTING UNIT
ILTER UNIT

140 DHCPv6 CLIENT UNIT
150 IPve HCST UNIT

o
[°%}
(@
!

151 ICMPve UWIT
&0 PREFIX MANAGEMENT UNIT
16l PREFIX CONTROL UNIT
170 PREFIX STORAGE UNIT

0 WAN INTERFACE UNIT



CLAIMS:

1. A router for redistributing, to a node, a prefix
distributed from a prefixz distributing device to route a
packet based on an IPvé address, the router comprising:

a prefix management unit for creating a filtering
rule including an indication of passage or block of a
packet from the node based on the prefix distributed from
the prefix distributing device and a prefix in a source IP
address received from the node; and

a filter unit for passing or blocking the packet from
the node according to the filtering rule created by the
prefix management unit, wherein

when a received packet meets the indication of
blocking the packet in the filtering rule, the filter unit
discards the packet and notifies the prefix management unit
of the source IP address of the discarded packet, and

the prefix management unit determines that a prefix
included in the notified source IP address is a prefix

unusable and to be deleted.

2. The router according to claim 1, further
comprising a prefix storage unit for storing a prefix
together with discriminative data used to determine whether

the prefix is usable.

3. The router according to claim 2, further
comprising an RA sending unit for periodically checking on
contents stored in the prefix storage unit, creating option

information on an RA packet capable of identifying whether

31



a prefix is usable or unusable based on the prefix and the
discriminative data stored in the prefix storage unit, and
sending a node an RA packet including the created option

information.

4. The router according to claim 3, wherein when the
filter unit discards the packet, the RA sending unit
immediately sends the node an RA packet including option
information capable of identifying that the prefix included

in the source IP address of the packet is unusable.

5. The router according to any one of claims 2 to 4,
wherein when a prefix is distributed from the prefix
distributing device, the prefix management unit sets
discriminative data corresponding to the prefix to a value
indicating that the prefix is usable, and when a new prefix
is distributed from the prefix distributing device, the
prefix management unit changes the discriminative data
corresponding to the already distributed prefix to a value

indicating that the prefix is unusable.

6. A packet control method based on prefix
management performed by a router for redistributing, to a
node, a prefix distributed from a prefix distributing
device to route a packet based on an IPv6 address, the
packet control method based on prefix management
comprising:

creating a filtering rule including an indication of
passage or block of a packet from the node based on the

prefix distributed from the prefix distributing device and
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a prefix in a source IP address received from the node; and
passing or blocking the packet from the node
according to the created filtering rule, wherein
when a received packet meets the indication of
blocking the packet in the filtering rule, the packet is
discarded and a prefix included in the source IP address of
the discarded packet is determined to be a prefix unusable

and to be deleted.

7. A packet control program based on prefix
management, which is installed in a router for
redistributing, to a node, a prefix distributed from a
prefix distributing device to route a packet based on an
IPv6 address, the packet control program based on prefix
management causing a computer in the router to perform:

a process to create a filtering rule including an
indication of passage or block of a packet from the node
based on the prefix distributed from the prefix
distributing device and a prefix in a source IP address
received from the node;

a process to pass or block the packet from the node
according £o the created filtering rule; and

a process to discard the packet when a received
packet meets the indication of blocking the packet in the
filtering rule, and determine that a prefix included in the
source IP address of the discarded packet is a prefix

unusable and to be deleted.
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