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DESCRIPTION 

INFORMATION PROCESSING SYSTEM AND METHOD 

Technical Field 

The present invention relates to an information processing system, an 

information process~ng method, an information recording medium, anc~ a. program 

distributing medium; and particularly, to a system and a method for distributing an 

encryption processing key in a system involving . an encryption .. processing. · · 

Particularly, .the invention relates to an informatien pro~ssing . system, ·an 

information processing method, an information recording.medium,.and a.program· · · · 

distributing medium, which uses a tree-structured· .hierarchical· :key distributing 

system, to thereby reduce a message quantity, -relieves -loads of a content key.· . 

distribution or data distribution when various keys 'are· renewed, and can hold safety · · · · · 

of data. 

Background Art 

Recently, various software data (which will be hereinafter called contents) 

such as game programs, voice data, image data, and so on have been actively 

circulated through a network such as an internet, or storage media capable of being 

circulated such as DVD, CD, etc. These circulation contents are reproduced by 

reception of data by a PC (Personal Computer) owned by a user or game apparatus, 
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or by mounting a memory medium, or are stored in a recording device within a 

recording and· reproducing apparatus attached to PC and the like, for example, a 

memory card, a hard disk and the like, the contents being utilized ·by new 

reproducing from the stored medium. 

Information apparatuses such as a video game apparatus, PC .. and the like 

.... have an interface for· ,r~~eiving .the. circulation contents .from· a. networ~ or ·for. 

· ... · getting access·to.DVD,-CD and·the like, and.further have controlmeans·.necessary 

fQr reproducing the contents, a~d RAM, .ROM and ·the like used as . a memory 

region for programs and dat.a~ .. · .... ~ : .: . f '. • ... - • 

. . · 
" . · .. Various contents s:uch- as :music data,. image data, or ·programs·· are.: called.,·. · . 

. · · .-:: · from a .memory.mediu:m.by user-'s instructions,from the information apparatus.such·>:' · .. : · .. 

'-' ·. . . as. a .game app_aratus, PC and the· like used as a. reproducing apparatus or :user~s· ·. . ... 

: ... ··.instructions. through. -input -·means connected~ .·and ·are reproduced.:· though.,., 

information apparatus or a display, a speaker and the like conne~ed·. · 

Many software contents such as game programs, music data, image data and 

the like are generally. held in their distribution rights .by owners and sales agents. 

Accordingly, in distribution of these contents, .there· is. a predetermined using 

limitation, that is, the use of software is granted to ·only proper users so that 

reproduction without permission is not made. That is, generally, the constitution 

taking security into consideration is employed. 

One procedure for realizing the limit of use to users is an encryption 
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processing of distributed contents. Namely, for example, various contents such as 

voice data, image data, game programs and the like encrypted through an internet 

or the like are distributed, and means for decrypting the encrypted contents 

distributed, that is, a decryption key is given to only persons confirmed to be a 

proper user. 

Encrypted -data can. be returned to decrypted data. that. can. be. ~sed by·. , ... ·, 

· ·. decrypting processing· in . accordance. with the .predetermined procedure.. Data · 

encrypting using a decryption key for decrypting processing, . and ·a.: decrypting . 

. method, using an ... encrypted ·key for. encryption .pro~essing of .. information as. 

· ·. · : .. . . .. ·. ' described have .been heretofore weltknown. .· · · .... , . · · . ·. . . ·. ·• - . - · .. _, . · .. 

· · ·,. .·.-. ;: ··': ·. There are a:. variety -0f ·kinds. !Jf forms.,of·data encrypting·:·and ·decrypting .- , __ ; 

·,· .. method using. an encryption key and a decryption key; but there is, .as one example-. 

· · · therefor, a system· called -a so.-called common· key· .encryption system. In .the... · · 

· common key encryption ·system, with an encryption key used for encrypting 

processing for data and a decryption key used for decrypting data made to be 

common, a comll_lon key ·used for these encrypting processing and· .decrypting is . 

. given to a proper user·so as to eliminate the data access by an invalid user. As a· 

typical system of the system as described, there is DES (Data Encryption Standard). 

The encryption key and the decryption key . used for the encrypting 

processing and . decrypting as described above can be obtained by applying a 

unidirectional function such as a hash function on the basis of a pass-word or the 

.. ~ . 
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like, for example. The unidirectional function herein termed is a function which is 

very difficult to obtain an input conversely from an output. For example, the 

unidirectional function is applied with a pass-word determined by a user as an input, 

and the encryption k~y and the decryption key are produced on the basis of the 

output. It is substantially impossible, from the encryption key and the decryption 

key. thus ·obtained, tn conversely obtain a . pass-word; .which is ·an original .datuµi 

. ··thereof. . . . . ,· .. ·, .. ··.·. 

A system making-processing by an encryption key .used for encryption and. 

, .. · processing by a decryption key used for decrypting different. algorithm. ·is a system. : ·' 

so-called a public key encryption .. system. The public·· key. encryption syste~ is a · · · .. 

·· · .. ·· · .... ,_ · : : method using· a· public key ~hat- can be used .. by: an unspecific user-,' iu whic~ ··with:. ·, · . · .· . ; 

. · ·, .respect to an encrypted document for a specific iµdividual, encrypting·processing is ... ·. 

:.-. ·.carried out using a-public key .issued .by the specific· individual. .The ·document ·· · _ ·. 

encrypted by the· public key can be subjected to decrypting·processing.merely by ·a. .· 

private key corresponding to the public key used for the encrypting processing. The 

private key is owned merely by the individual who issued the public key,.and the 

document encrypted by the public key can be decrypted merely by the indiyidual 

·having the private key. A typical public key . encryption system is a RSA 

(Rivest-Shamir-Adleman) encryption. By making use of such an encryption system, 

there can be provided a system for enabling decrypting encrypted contents merely 

for a proper user. 
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In the content distributing system as described above employs many 

constitutions in which contents are encrypted and stored in the recording media 

such as a network, or DVD, CD and the like to provide them for users, and to 

provide a content key for decrypting encrypted contents for only a proper user. 

·There is proposed ,a ·constitution in which a content key f~r preventing invalid 

.· : . .. copies of the.content key itself.is encrypted to.provide it to. a proper user,. and :an 

encrypted content. key is decrypted using a decryption key owned by·.only the · 

·proper user to enable using the content key. . 

. ·.. ;. ·., The judgment-w.hether, ~r not:a user is proper is generally .carried.auLpy . , 

. , . . · ·executing authe11:ticating -processing before .distribution of: content~·.or-;_eo~tent ·keys,,· 

. ·.·.::·. .:.~· for .example~ between,.~· co.ntent ··provider who--,is ·a transmitter . of. ·contents.,· ·and. ~ .: , · ·· · 

· .:: , user's. device. In. general authenticating processing; confirmationds made ·of..a :· .. 

:: ·.mating party, and a· session key. effective .only · .. for· communication is produced~ 

When.authentication is established, data, for example, contents or a content key ·is 

encrypted using the produced session key for communication. The authenticating 

system.includes mutual authentication using a common key encryption.system, and·· 

an authentication system using· a public key system. In the authentication using. a 

. common key, a·common key in the system wide is necessaryi which is inconvenient 

at the time of renewal processing. Further, in the public key system,. computation 

load is large and necessary memory quantity increases, and the provision of such a 

processing means on each device is not a desirable constitution. 
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Disclosure of the Invention 

It is an object of the present invention to provide an information processing 

system, an information processing method, an information recording medium, and a · 

.program distributing medium; .which enable~ transmission of data safely to· a proper 

.user without relying on .mutual a:uthentication.processing_between a transmitter and· ... · . .-. '· 

a receiver of data as described above. .. · 

An information processing system according to the. present .invention is one 

....... (or distributing encrypted -~essage data capable. of. being .used ~nly. in:.not le~s than 

.. ·: :'' ~-: .. -~ .~ne device seleded;the individual device ·compri~ing: encryption prQcessing·means · · 

• .; .. 
0 .·-.for holding a different .key-set:of a node key peculiar-to .eac~ nod~Hn:a hierarchical :. 

·.tree structure with a plurality. of.different devices.as leaves -and a leaf.key peculiar = • 

.. ·.· to each device and·=.executing:deerypting process on the encrypted· message··data­

distributed to a device using the key set; wherein a message data distributing means 

generates a renewal node key into which at least one of the node keys in a group 

constituted by nodes and leaves connected at subordinate of a top node. which is 

one node of the hierarchical tree structure is renewed and an· enabling key block 

(EKB) into which the renewal node key is encrypted with a node key or a leaf key 

in the group, and generating and distributing a message data encrypted with the 

renewal node key. 

Further, in one embodiment of the information processing system according 
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to the present invention, the encryption processing means in the device obtains the 

renewal node key by the processing of the enabling key block (EKB) and executing 

decrypting of the encrypted message data by the renewal node key obtained. 

Further, in one embodiment of the information processing. system according 

·. ·. to the present invention, the message data is a· content key that can be used as a 

.... ·.. •. -decryption key.for-decrypting-content data.. . · .·.· : ·. ·. ,_. ... . . ..... . · .. 

Further, in one embodiment of the information processing ·system according 

. ·to the present invention; the message data is an. authentication key used· in the . 

. · .. ·. · .. .authentication processing.· . . · ; · . . .... ·; . . . . . . . . _ . 

. . . ·. ·· · · · Rurther,. in -one. embocJimenf. of. the "information processing system -according 

· ·." . .-~:.;to· the .. present invention; --~e-message data .is·: a. key f<?r: generateing .. an. -integrity·. · .. 

·.· .. 

check value (ICV).of.the:content.. ·. . . .: · · ... · 

··• .• f. · Further, in-·one embodiment of the..information processing system·,according · .. 

to· the present invention~ the message data is. an authentication. key. used· in the · 

authentication processing. 

Further, in. one" embodiment of the information processing system according· 

to the present invention, the message data is a program code. 

; : Further, in one embodiment of the information processing system according. 

to the present invention, the message data distributing means distributes the 

enabling key block (EKB) and an encrypted data comprising a content key usable 

as a decryption key for decrypting content data as the message data and an 



.... · .... 

8 

encrypted content encrypted by the content key. 

Further, in one embodiment of the information processing system according 

to the present invention, the message data distributing means and . the device 

respectively have an authentication processing means for executing authentication . 

. processing, and wherein·.a distribution of the message data is .performed on the . 

. condition that authentication. processing, between .the message data ' .. distributjng : 

. · means and the device .has been· completed: · ... .. .. ··. · · 

..... · Further, in .one embodiment of the information processing system according 

to the present invention, there exists a different inte11tlediate device between the ·. ~ 

.. . Jll~ssage data distributing· mean~ .and the .device,~ .. and-·wh'erein .the mess~ge .data· · 

· ,:. · . .._- ·distributing means\generat~s. and" distributing an enabling .. _k~y. .. bJock:{EKB) '.and· .. an." : .. : · · · .... :··· 
. encrypted message data that. can· be decrypted only. in . target ·devices· targeted. for· . 

.. < distributing the message data; : . ·. · . . '.-".-,,: · .. : .:. 

· Further, in one embodiment of the information processing system according ~ . · 

to the present invention, the hierarchy tree structure includes a category group 

: . constituted as a group,. with one node as a top node,. containing nodes. and leaves 

connected at subordinate of the top node; wherein the category group is constructed . 

· as. a set of devices that belong to a category defined solely by a -kind of a device, a 

kind of a service or a kind of a managing means. . 

Further, in one embodiment of the information processing system according 

to the present invention, the category group further includes one or more 
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sub-category groups in the lower stage of the hierarchy tree structure; wherein the 

. sub-category group is constructed as a set of groups that belong to a category 

defined solely by a kind of a device, a kind of a· service, a kind of a managing 

means. 

An infonnation processing method according to the present invention is one·.· 

.. · ... , , · JQr .~istributing from .. a message data distributing,.means .encrypted.: message data,. · · ., . 

· capable of being used only in not less than one ·device· selecte.d, comprising: a 

.. message data distributing step· .of generating a renewal .µode· key into whi~h at least 

... -..:':one: of the node keys in.a group.-constituted:by nodes and .. ·leaves connected .-at 

.. ::: " · .:·; · subordinate of. a top . node . which is· one noci.e of; the hierarchical . _tree· ;structure· ; 

.. · .. : · .... ,. having a ·plurality ofdiffere;nt·d;~vices ·as-leaves is .. renewe<t;:theand -an.-enabli_ng k.ey··,.-. 

. • = · · .... block (EKB) into -wh~ch the renewal node key is encrypted with. a node key or a leaf ·= •. 

· key in the group, and generating and distributing.a·messag~:dat~.enctypted· by Qie ·:.· ... 

-renewal node key~ and a decrypting· processing· step of executing decrypting·~ 

processing on the encrypted message data by using a key set in. each device holding 

the different key. set of a node key peculiar. to each node in the hierarchical .tree 

structure and a leaf key peculiar to each device. · 

Further, in one embodiment of the information processing method according 

to the present invention, the decrypting processing step includes.a renewal node key 

obtaining step of obtaining the renewal node key by processing of the enabling· key 

block (EKB); and a message data decrypting step for executing decryption of the 
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encrypted message data by the renewal node key. 

Further, in one embodiment of the information processing method according 

to the present invention, the message data is a content key capable of being used as 

a decryption key for decrypting the content data. 

Further, in one embodiment of the information processing method according 

.to .. the present in~~ntion,. the. message data is an .authentication•¥ey .. used· in the .... 

authentication processing.. · :·· · · · ., ... ·. ··-;" .. 

· · · · Further, in one e;mbodiment of the information processing. method according 

. ·:,. · to. the present invention, the message data is a key of .g~nerating ,an .integrity check . 

. -. .. value (ICV) of contents. · . , ·, · .,· : . : ·. 

·., · > .. ·: · · ·' :·. ",. Further, in:·one·~mb~dimenf of the information processing method a~cording· .. ; . 

to .. the present invention, the .. ·message data is an auth~ntication key. used·in the:·· 

· · · authentication processing. . · · · .. . . · · ·· · . : , : .. , · · · .. · .· · . 

· · · further, in ·one embodiment of the information processing method according 

to the present invention, the message data is a program code. 

Further, in one embodiment of the information processing method according . · 

to the present invention, the message data distributing means distributes ·the. 

· enabling key block (EKB) and an encrypted data ·.comprising a content key usable 

as a decryption key for decrypting content data as the message data and an 

encrypted content encrypted by the content key. 

Further, in one embodiment of the information processing method according 

. .. • 
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to the present invention, the message data distributing means and the device 

respectively have an authentication processing means for executing authentication 

processing, and wherein a distribution of the message data is performed on the 

condition that authentication processing between the message data distributing 

. means and the device has been completed. . . 

· . . . . Further,. in. one .embodiment of the information processing method,according ... · . 

to the present invention, there exists a different intermediate device ·between· the .. 

: . message data distributing means ·and the device, and. wherein the. mess~ge data,. · 

distributing means.· generates:. and .distributes an enabling .key block (EKB). and an ....... =. · 

·.encrypted message data tha.t can be decrypted only ip.·a·~target device targeted for .. 

... :- : . . . , .. · . · distributing the ,message data.=·· : ,.: · ~- . : .... ·. . ... :·~ ~ ~- i ... •. · . .:c . • . :: .. ' 
. · .. 

. · · . . · . An informatioD: re.cording ·medium according to the present invention is .. one: , . · 

having stored therein data, and· stores a renewal node:, key into~which at least one of 

·the node keys in a group ·constituted by nodes and leaves connected at subordinate · 

of the top node which is one node of the hierarchical tree structure having a 

plurality of different -devices ~s leaves is renewed· and an enabling key block (f:KB) 

into which the.renewal node key is encrypted by a nod.e ·key· or a.leaf key in the. 

·group; and a message data encrypted by the renewal node key. · : .. 

Further, in one embodiment of the information recording medium according 

to the present invention, the message data is a content key· used for decrypting 

contents. The information recording medium stores an encrypted content encrypted 

,. 
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by the renewal node key. 

Further, in one embodiment of the information recording medium according 

to the present invention, the information recording medium stores correspondence 

data for relating a content with an enabling key block (EKB) used for obtaining a 

content key corresponding to the content. 

.. · ...... ·, '· •· . Further, in.one embodi:qient of the information recording medium according ' · . ~ ·: 

. ···.to the present inv.ention, the information recording ·medium stores: an integrity 

.· . · check value·(ICV) ofcontents. 

. A program providing medium according to the present inventfon is one for. 

: ... ': :-executing deerypt~ng process of encrypted content: data on a. coµ_ipµt~r.system,. the' · , • · 

computer program ·comprising: a··.renewal node key ,obtaining-: step .of o;btain~~g .. a"'. · ... ;. 

· '· · · ' . ·renewal node key by ·decrypting process of an enabling key block ..(EKB) i:QtO- which · · . ·. 

· · .the rene~al node key into which· atleast one of the' node keys in a group :constituted. : : .. 

·.by nodes and a leaf connected at subordinate of the top node which.is one node of· · · 

the hierarchical tree structure having a plurality of different devices as leaves is 

·renewed is encrypted with·a.node key or a leaf key in a group on·a renewal node 

key; a step of executing· decrypting process by the renewal ·node· key to obtain a 

content key used as. a decryption key for the encrypted content; and a step of 

executing decryption of the encrypted content by the content key. 

In the constitution of. the present invention, the encryption key distributing 

constitution of the hierarchical structure of the tree structure is used to suppress the 
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distributing message quantity necessary for key renewal as small as possible. That 

is, the key distribution method in which each apparatuses is arranged in each leaf 

by n-division is used whereby for example, a content key which is a encryption key 

of content data or an authentication key used in authentication processing or a 

program code are distributed along with an enabling key block through recording 

. . . ·.. medium. or a. communication c~rcuit. ·According to .. the present constit~tion,. only. the.· . 

proper device is able to· distribute decodable data safely. · .· · · ··. · " · · · · · . = ··· · · · .. · 

It is noted that the program distributing medium according· to the pre~ent 

.· ·.' invention is .a medium for distributing a eomputer.program .. in.the.form that.can be .. · 

. . . ., .read· by a computer to a general co~puter, system capab!e of e~cuting; for. exampl.~,. .. 

';·.·. :-.: ,-~ .. various .. program:co.d~s~ The··~ediµm includes: recording m~dia·'.sucb,.as CD;.FD,:<= .= ·:·· · 

. ··. . .MO, etc . ., or a .transfer medium ·such as a. network, whose form is not. particularly · • . . 

. ~ . . , · 'limited. . ~ ,. .. ... · .. : ·. ~ ... 

· Such a program· distributing medium. defines a cooperative relationship in· · · .. · 

terms of construction or function between a computer program and a distributing 

medium in order to realize a ~nction of a ·predetermined computer program in a . · 

computer system. In other words, a computer program is installed. in. a computer 

system through the distributing· inedium to exhibit the cooperative operation in the 

computer system to obtain the operation and effect similar to another aspects. 

The other objects, features and advantages of the present invention will be 

apparent from the detailed description with reference to the embodiments and the 

·: 
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accompanying drawings of the present invention. 

Brief Description of the Drawings 

FIG. 1 is a view for explaining an example of constitution of an information 

processing system a~rding·to the present invention. . 

"· .. ·.· .. · . FIG. 2 is.a block diagram showing an example of constitution of·a recording ... ~-· .. 

· and reproducing apparatus that can be applied· in the inf~rmation processing system· ' ··, 

. according to ·the.present invention. . .· · .. 

FIG.· 3 is. a tree . constitution view for. explaining encryption: prqcessing· iof . 

. . , : :,v.~ious keys and data ir~ ·the'Jnfc;>rmation·processiµg .system. according. to·the present :..: . 

... · .... .: . · ": :.-invention.. ·Fios.~-4A·aQ.d .4;B are views each showing an. example-.of.an en~bling ··, ··":· 

. k~y block (EKB} used in .-distribution· of various keys and data in the. information· · 

processing system according to the present inventjon. : ·. · · ·. • .. · ·· · .. · · · 

FIG; 5 ·is a-. view showing: an example of distribution and -.an example of · · 

decrypting processing using an enabling key block (EKB) of content keys in the 

information processing system according to the present invention. . · . 

FIG. 6 is a view showing an example of a format of an enabling key block 

(EKB) in the information processing system according to the present invention .. 

FIGS. 7 A to 7C are views each for explaining a constitution of a tag. of an 

enabling key block (EKB) in the information processing system according to the · 

present invention. 
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FIGS. SA and SB are views each showing an enabling key block (EKB) and 

an example of data constitution for distributing content keys and contents in the 

information processing system according to the present invention. 

FIG. 9 is a view showing an example of processing in a device in case of 

distributing an enabling key block (EKB), content keys, and contents . in the · 

- ·,. ~ •:.;.- -.i~formation processing system according-to. the. pr~ent invention. · .. >. . .. . .... 

·; .. · FIG. 10 is .a view for explaining the situation how to ·cope with the case. 

where an enabling key. block (EKB) and contents are stored in. the information 

. :.~processing syste~ according to the pr~sent invention .... -~. · .. · . ' · .- .. 

, · :_:.· · .. ,, :-. ··: . FIGS. llA·~ndllRare·views:each showing-comparison bet:~yeen-processing····.·· 

.·· : . ····for sending an-:.enabl~ng. key '.·block (EKB} and conte~ts :in·. the: .. information· .. ·. 

;processing system .according· to the present invention. and a· conventional . s~nding 

· processing. · . : . . . 

FIG. 12 is ·a view show.ing an authentication processing sequence according · .. 

to an applicable common key encryption system in the information processing 

system according to the present. invention.· , · 

FIG. 13 is a view· (1) showing an enabling .. key block (EKB), a data· 

constitution for distributing an authentication key, and a processing example by- a· = 

device in the information processing system according to the present invention. 

FIG. 14 is a view (2)" showing an enabling key block (EKB), a data 

constitution for distributing an authentication key, and a processing example by a 
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device in the information processing system according to the present invention. 

FIG. 15 is a view showing an authentication processing sequence by a public 

key encryption system applicable in the information processing system according to 

the present i:iJ.vention. 

FIG. 16 is a view showing a processing for distributing an.enabling.key block 

. (EKB) •and. content·.keys using the. authentication.·. principle,. by a. public k~y · 

.... encryption system· in the present invention. . · .. . · ·: · .. , ·· 

··· FIG. 17 is a.view showing a processing for·distributing·an enabling key blo.ck. 

(EKB) and encrypted.program .data in the inform~tio:n processing.~ystem.~ccording 

-~ : · to the present inve:qtion.; · . . · · . . . . . . · : , · ·:- . _ : , ·. :. . 

-·:· '· ·, :"··. ·.FIG. 18 is a.view.·shqwing-an example of.MAC :value production·:used:in _,_ .. 

; . ·.. production. of a . .content:. integrity check value . (ICV} applicable. in .the present , · ·. 

invention. . ....... ·. : 

. · · ·. FIG. 19 is a view (1) showing a data constitution for· distributing an enabling 

key block (EKB) and an ICV producing key, and an example of a processing in a 

. device in the information processing system according to the· present invention. 

FIG. 20 is a view (2) showing a data constitution for distributing.an enabling· 

key· block (EKB) and an ICY producing key, and.an example of a processing in a 

device in the information processing system according to the present invention. 

FIGS. 21A and·21B are views each for expl~ining a copy preventive function 

where an applicable content integrity check value (ICV) is stored in a medium in 
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the present invention. 

FIG. 22 is a view for explaining a constitution for controlling an applicable 

content integrity check value (ICV) separately from a content storage medium. in 

the present invention. 

FIG. 23 is a view. ·for. explaining an example of category classification of a 

.... ·. . hierarchical tree structur.e ,in·.the. information pro.cessing ... system. :of the; ·present 

invention. .. . 

.. •. :": .... Best mode for Carrying out·the.Inv~ntion ·. ·.- . . .. · .. .. · ... : . 'I ••I '• 

[Outline of System] · · · · : . 

·., · · .. •: .;. >... . ... '. ... ·FIG. l shows an example··of. a content distributing· system ·to ·whicb-.the.-data:: :· .;·.: · '·-. . , 

, . . .. processing system of the pre.sent invention can be· applied. The content distri}?uting 

side 10 transmits a content or a content key encrypted. ·to· various ·:content 

··reproducible apparatuses on the content receiving. side 20. The· apparatus on the 

content receiving side 20 decrypts an encrypted content or a content key received to 

obtain a content or. a content key,. and carries out reproduction of image .data ·and 

voice data or execution of various programs. The ·exchange of data between the 

· content distributing side: 10 and the content receiving side 20 is executed: through a 

network such as an internet or through a circulatable recording medium such as 

DVD, CD. 

The data distributing means on the content distributing side 10 includes an 
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internet 11, a satellite broadcasting 12, a telephone circuit 13, media 14 such as 

DVD, CD, etc., and on the other hand, the devices on the content receiving side 20 

include a personal computer (PC) portable apparatuses 23 ·such as a portable device 

(PD), a portable telephone, PDA (Personal Digital Assistants), etc;, a recording and 

reprocJucing unit 24 such .as DVD, CD players, and. a reproduction exclusive-use. · . 

.. : · ·. : · ·,unit .25- such: as a game· tem)in~L In these. deyices on the content receiviJig,side 20, 

contents distributed from the content distributing . side · 10 .. are obtained from 

communication means such as a network, or from a media 30. 

·. ·,[Constitution. of Device] . , , , , . . . · 

FIG. 2 shows a blpck diagram 9f a recording and reproducing dev.~ce 100 as··. . . 

. ·· . .-: ... ~ ·.·· .. one~example of:·devices._on-the,.content receiving .~ide .ZO·-shown in··FIG.-·.L.The:. ···. ~. · . 

. .-recording and reproducing device.·100 has an input/output l/F. (Interface) 120, a · 

· · ·MPEG (Moving Picture.Experts Group} codec 130;:an 1/F (lntei:faee) 140 provided: .... ::. ·· .· .... 

with AID, D/A converter 141, an encryption processing· means 150, ROM (Read · 

Only Memory) 160, CPU (Central Processing Unit) 170, a memory 180, and a drive 

190 for a recording m<'?dium195, which are connected to each other by a bus 110. 

The input/output I/F 120 receives a digital signal . constituting various 

contents such as an image, . voice, a program, etc. supplied from the o~tside to 

output it to the bus 110, and receives a digital signal of the bus 110 to output it to 

the outside. The MPEG codec 130 decrypts MPEG coded data supplied through the 

bus 110 to output it to the input/output I/F 140, and MPEG-decrypts a digital signal 
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supplied from the input/output l/F 140 to output it to the bus 110. The input/output 

l/F 140 contains an AID, DIA converter 141 therein. The input/output 1/F 140 

receives an analog signal as a content supplied from the outside, which is subjected 

to- ND (Analog· Digital) conversion by the ND, DIA converter 141 whereby the 

signal is output as .a digital signal to the MPEG codec 130, and a digital signal from 

· .· .. · ··. , the MPEG codec·l-30 is subjected. to .DIA (Digital Analog) conversion .by. the AID, 

DIA converter·141, which· is output as an analog signal to the outside .... ··· · ·_, ·· .. · · ·· 

·The encryption processing means 150 is constituted form, for example, o~e 

chip LSI (Large Scale Integrated . circuit), to e~ecute encrypting,., decryp!ing 

.·piocessing or auth~ntication -processing of a. digital -signal =as a. co:ritent.supplied ·. ·. ! .. 

. ; .. ·through the bus 11,.0,,and output·encrypted data and d~~ted data. to the busdlO.·; :·.' :. -~ 

, · .. The encryption processing means 150 can be also realized !>Y not .o.nly ·the ·one chip: · · 

· · .. · . · :. ···:I.SI ·but by a .conibinatfon of vaijous soft.wares or ·hard· wares~ The-· constitution of · 

the processing means formed from the software. configuration . will be described. 

later. 

ROM 160 stores program -data processed by the recording and reproducing . 

device. The CPU 170 executes programs stored in' the ROM 160 and the memory 

180 to thereby control the MPEG codec 130 and the encryption processing means 

150. The · memory .180 is for example, a non-volatile memory, which stores a 

program that is executed by the CPU 170, data necessary for operation of CPU 170, 

and a key set used in the encryption processing executed by the device. The key set 
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will be explained later. The drive 190 drives the recoding medium 195 capable of 

recording and reproducing digital data to thereby read (reproduce) digital data from 

the recording medium 195 to output it to the bus 110, and supplies digital data 

supplied through th"e bus 110 to the recording medium 195 for recording. 

The recording medium 195 is a· medium capable of storing digital data, for : 

. · .. ··:·example, an optical disk.such as DVD,, CD, an optical.magnetic disk, .a magnetic. ·. ·. · 

·disk, a magnetic tape, or a semiconductor memory such as RAM., and in the·present . 

embodiment, the medium can. be detachab1y··mounted·on.the drive.190. However,·· 

. .. ,. : .. _.the recording medium 195 may be ho11sed in the recording aJ1d reproducing device 

, .. , '··· . ·100. . . .. . . ~ . . ,· ..... ·. .. .~ ... 

... : . :·.;· :. · .. . The encryption processing means· 150 shown in FIG.- 2 may· be ·cQnstituted :as · . ·:.: :: ;. _: 

·. · ... a ·single .one-chip. LSI, and ·may. employ a constitution ·that .js realized by a, · 

·· ·· : . · combination of a software and.a·hardware. . · .. ,, '· ·=:::·. ··:·.·l .. . . . .... 

[Tree structure as a key distributing constitution] · 

Next, the constitution for holding an encryption processing key in each 

device and. a data distributing constitution where·· encrypted data ar.e. distributed 

. from the content distributing side 10 shown in FIG.1 to each device on the content· 

receiving side 20 will be described using FIG. 3 . 

. Numbers 0 to 15 shown in the lowest stage in FIG. 3 are individual devices 

on the content receiving side 20. That is, each leaf of the hierarchical tree structure 

shown in FIG. 3 corresponds to a device. 
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Each of devices 0 to 15 stores a key set comprising a key assigned to a node 

from own leaf to a root (a node key) and a leaf key of each leaf, in the hierarchical 

tree shown in FIG. 3, at the time of manufacture or at the time of shipment, or 

afterwards. KOOOO to Kllll shown in the lowest stage of FIG. 3 are respectively 

... leaf keys assigned to devices.Oto 15, and keys from KJ{. to Klll described in the 

·second node from. the lowest .stage are node keys;.. .. . ·, , , . · .. , . ·. . .. ... . . . . .. 

In the con~titution shown in FIG. 3, for example;. a· device· O.has ·a leaf .key 

.. KOOOO and node keys KOOO,.KOO, KO, KR. A device·S has K0101, KOlO,.KOl, KO,·. 

-. .. ·>.·KR. A device 15 has·Kll.11,.Kll.1, Kll, J{l; KR~. In the tree of FIG .. ..3, .only 16.· .. : 

devices 0 to 15 are described, and the tree structure . is shown as a- systematic ·:: 

. ·: -.... ~ .. :,.-. :constitution- to.· Ieft:·and right well .. balanced.:of-.a :.4"!'stage .'constitution.- However;: .. ;-.: · ·. , .. 

much more· devices 'may be. constituted in the tree; ,and the parts of the tree may. 

have the different number. of. stages; . . . . . . · · , · · · · ·.. , · 

· Further, each device included in the tree structure shown.in·FIG .. 3 includes 

various recording media, for example, DVD, CD, MD of the embedded type or the 

type detachably mounted on. the device, ·or devices of various types using a flash 

· memory or the like. Further, various application service may coexist. In addition to 

the coexisting constitution of various devices and . varim.is application, the 

hierarchical tree structure which is a content or a key distributing constitution 

shown in FIG. 3 is applied. 

In the system in which various devices and applications coexist, for example, 
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a portion surrounded by the dotted line in FIG. 3, that is, the devices 0, 1, ·2 and 3 

are set as a single group using the same recording medium. For example, with 

respect to the device included in the group · surrounded by the · dotted line, 

processing is executed such that a common content is encrypted and sent from a 

provider, a content key.· used in common to devices is· sent; or payment data for 

. content charg~s is also. encrypted and output .. from each dev.ic~ ·to. a. provide( _,or .. a 

. :. settlement organizati~n. The organization for carrying out data ·transmit-receiving· . ' 

. to and from the devices ·such- as a content provider or a settlement organization 

executes processing for ·sending the portion surrounded by .the .dotted line .of FIQ .. 3, · 

. . · , that is, data collectively witb the device 0, 1, 2, 3 .as: one· .. group:. A pluraJity· of ·such . · 

I • • • . 

: .' · ·· · .. groups are present in.-tb~ tree·;of ·FIG. 3 ... The Qrganization '.for .carrying,··out..data.":. ... 

transmit-receiving to. and:. ·froµi devices. such as a_. content providt:,r or a settlement . .: ... 

organization functions as message data distributing means~ · .. ·. · . : .. · · · · 

Node .keys and leaf keys, may be controlled collectively by· a single key 

control center, or may be controlled every group by message data distributing 

. means· such as a provider, or a settlement organization for carrying out 

transmit-receiving of various data with respect to groups. These node keys and leaf 

.keys are subjected to renewal processing when a key is leaked. This renewal 

processing is executed by a key control center, a provider or a settlement 

organization. 

In this tree structure, as will be apparent from FIG. 3, three devices 0, 1,2, 3 
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included in one group hold common keys KOO, KO, KR as a node key. By utilizing 

this node key common constitution, for example, a common content key can be 

distributed to only.devices 0, 1, 2, 3. For example, if the node key KOO itself held in 

common is set as a content key, only the devices 0, 1, 2, 3can be set as a common 

: content key without executjng new, sending of key. Further, a value Enc(~OO, 

• .. : .. ..... ~Kcon) .obtained. by. encrypting ·a· new .content key Kcon.by a·.m;>de. key. KOO· is : ..... . 

· · :· ,. · distributed to the devices 0, .1, 2; 3 through a network· or by .being stored in the 

· · .. · ·. ·· recording medium,- .only. the. devices 0,. 1, 2, 3 can =·decryption ·the· .encrypted 

. . . . ; ·: Enc(KOO, Koon) using a. common node key KOO .held .in .the respective devices. to 

.· ~ · · :··: . : .. · .. obtain a content-. key~ · ·Kcon: .. The: Enc(Ka, .. Kb). indicates: data .into .which·: Kb •is : . . ·. ~ ·· .. · 

· .. · · · · '·· encry· · ·pted b · K · · ·. · · · ; · ··' · · · .· ... ·.. y a.··: ...... · .··- .. ,., .. ·.· .. . .: . . : . . :·· . . ~ '•. . .. . . . . . ·~ . •:. .... 

: , · ., , . Further, where. at .the time ·1i keys : KOOl l, KOOl, KOO, KO, KR ·owned ·by the . · · ' 

device 3 are analyzed by-.a ·hacker and then exposed, it is necess~ry= for· protecting · · · · · 

data.transmit-received in a system (a group of devices 0, 1, 2, ·3) to separate the· 

device 3 from the system. To this end, node keys: KOOl, KOO, KO, KR are 

respectively renewed to .new keys K(t)OOl, K(t)OO; ·K(t)O, K(t)R, which· renewed. 

keys to be notified to the devices 0, 1, 2. Here, K(t)aaa indicates a renewal key of 

Kaaa of generation : t. . 

The distributing processing of renewal key will be described. Renewal of key 

is executed by storing a table constituted by block data called an enabling. key block 

(EKB: Enabling Key Block) shown in FIG. 4A in a network, for example, or in a 
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recording medium to supply them to the devices 0, 1, 2. The enabling key block 

(EKB) is constituted by a decryption key for distributing a key newly renewed to a 

device corresponding to each leaf constituting a tree structure as ·shown iii FIG. 3. 

The enabling key block (EKB) is sometimes called a key renewal block (KRB: Key 

Renewal Block). 

In.the .enabling key.block (EKB) shown in FIG. 4A; only the.devi~ in which . 

.a· node key need·· to be· renewed is constituted ·as block data'.· having a .data 

.constitution that can be renew:ed.- An example of FIGS. 4A and 4B shows;.in the 

:_ ···.devices 0;· 1 and.2 in the tree structure shown in FIG. 3, block data formed for the ; · ...... 

· · . .. : · ·. '· purpose of distributing· a renewal node key .of generation. t. 'As will be apparent from . , ~-: ·· 

FIG. 3, the device· 0 ~nd the· device 1 require K(t)OO~ K(t)O;- K(t)R as renewal node , . :.' .... 

keys, and the device 2 requires K(t)OOl; K(t)OQ, K(t)O, K(t)Ras:renewal node keys .. 

. • t ~ • . • . • ..... : ' As shown--in ·EKB of-FIG.: 4A, a plurality of encrypted keys.are- includedAn: :. 

. . EKB~ The encrypted key in the lowest· stage is Enc(K0010, K(t)OOl). This is ·a 

renewal node key K(t)001 encrypted by a leaf key K0010 of the device 2, and the 

device 2 is able to decrypt.this encrypted key by its leaf key ·to obtain K(t)001. By 

using K(t)001 obtained by decrypting, an encrypted key Enc(K(t)OOl, K(t)OO) in 

the second stage from bottom can be decrypted to obtain a renewal node key K(t)OO. 

Sequentially, an encrypted key Enc(K(t)OO, K(t)O) in the second stage from top of 

FIG. 4A is decrypted to obtain a renewal node key K(t)O, and an encrypted key 

Enc(K.(t)O, K(t)R) in the first stage from top of FIG: 4A is decrypted to obtain 

.... 
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K(t)R. On the other hand, in the device K 0000, KOOOl, a node key KOOO is not 

·included to be renewed, and a key necessary for a renewal node key js K(t)OO, 

K(t)O, K(t)R. The device KOOOO.KOOOl decrypts an encrypted key Enc(KOOO, 

K(t)OO) in the third stage from top of FIG. 4A to obtain K(t)OO, and thereafter, an. 

encrypted key Enc(K(t)OO, K(t)O) in the second stage from ·top . of . F):G. 4A is 

. ·-·.decrypted, .and an·encrypted-key-·.Enc(K(t)O, K(t)R). in. the first stage,frqm. top, of. . 

.. . . . FIG. 4A is decrypted to obtain •K(t)R. By doing SO; the devices 0, .. 1, 2 can.obtain a-:· 

renewed key K(t)R. The index in FIG. 4A·shows the absolute address of a.node key 

and a leaf key used as a decryption.key. .. . · · · . . .-· ! • , ,, . 

: . Where .renewal of a'node ·.key : K(t)O; K(t)R in the .. upper. stage,'i;n 1he. ti:ee · 

"" · ... 

·. -.:·· ·; - · structure shown .in.. FIG/· 3· is:: unnecessary,. ·and a: renewal· .-processing· .of only· the,. ·. · ·: ._.. · .. 

. . .. ... ·node key KOO is necessary,-an enabling key block (EKB) in FIG. 4B can be used to .. ·:· ·: .. · 

. -distribute. a renewal nod· k~y-K(t)OO to the devices··o;· 1, 2: .. : . . - · · .-... , . -: .· ... · · .: · . . : · ; 

· · EKB shown in FIG. 4B .can ·be used, for example, to distribute a new content·· 

key in common in a specific group. Concretely, it is supposed that the devices 0, 1, 

2, 3 shown by the dotted line in FIG. 3 use a recording medium, and a new common 

. content key K(t)con is necessary ... At this time, Enc(K(t)OO, K(t)con) into· which. 

new common content key: K(t)con is encrypted with K(t)OO into which a common 

node key KOO of the devices 0, 1, 2 is renewed is distributed with EKB shown in 

FIG. 4B. By this distribution, distribution of data.not decrypted in the apparatus of 

other groups such as a device 4 becomes enabled. 
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That is, if the devices 0, 1, 2 decrypt the encrypted sentence using K(t)OO 

obtained by processing EKB, a content key at the time t K(t)con can be obtained. 

[Distribution of a content key using EKB] 

FIG. 5 shows, as an example of processing for obtaining a content key at the 

time t K(t)con, a processing of a device 0 which receives, through a recording 

, ~·.medium,.data Enc(~(t)OO,:K(t)con:into which~- new. common content:key K(t).con · .. 

:· .; ,· :- is encrypted using K(t)OO and EKB.-shown in··FIG.·4B. That is,.this.js ~il example in· · · · 

· , . -which encrypted message data by· EKB isa content key K(t)con. 

As shown in FIG. 5, a device 0 uses.generation: EKB at generation: t stored 

. ·. · •·· > · 'in- the recording .medium ·.and;. a node key KOOO stored in ad:vance = .. by· itself. to 

, · ·· ; .:-~ :produce. ·a node ·key. K(t)OO ~y, the EKB processing, similar, to. that d_escribed above. :;· : . 

Further, a .renewal content key K(t)con is decrypted using a renewal . ·node.- key, . . , 

K(t)OO decrypted:1 and .is encrypted -by a leaf key K9000 owne.d .by: itself and. stored, · .. 

. · · ·. in. order to use it later~.· .. · •• •I 

[Format of EKB] 

FIG. 6 shows an .example. of format of the enabling key block (EKB). A· 

version 601 is a discriminator showing the version of the enabling ·key block (EKB). · · 

. The version has a function for showing a corresponding· relation between a function 

for discriminating latest EKB and a content. The depth .shows the number of 

· hierarchies of a hierarchical tree with respect to a device of the distributing 

destination of the enabling key block (EKB). A data pointer 603 is a pointer for 

. · .. 

. ' 
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indicating a position of data part in the enabling key block (EKB), and a tag pointer 

604 is a pointer for indicating a position of a tag part, and a signature pointer 605 is 

a pointer for indicating a position of signature. 

A data part 606 stores, for example, data having a node key to be renewed 

encrypted.·. For example, it stores various encrypted keys :in connection with a 

renewal.nodekeyas·shown.inFIG;S~ . , ....... : .. ·'" ... ,,:-..... , .... ·. 

· ·A tag part 607 js ·a·· tag for indicating a positional rela~ionship. of. encrypted . ·· · 

node keys and leaf. keys stored.in the data part. An attaching -rule. of this tag will be 

·.described with reference to.FIGS.~ 7A to.7C. FIGS;.7A to 7C show.an example for 

. . .' sending the enabling key block (EKB) des~ribed pre.vi_ously·. in -FIG~. 4A as data~ 1'.he . 

· .: ·:. · • ..... data-.at that time is;:as ·shown in·FIO. 7B. An address of a .top nodeiinclude.d,in.-an· : 

encrypted key at .that time is used as a top node address. In this· case; ·since .. a 

,<· ' renewal key ofa roo_t·keyI{(t)Ris included,.atop·node·address·is KR. At.this:time, :: .. '·. 

for example, data Enc(K(t)O, K(t)R) in the uppermost stage is at a position sho\vn· 

in a hierarchical tree shown in FIG. 7 A. Next data is Enc(K(t)OO, K(t)O), which is at 

. a position under on the left h~d. of the previous data in the tree. Where data is ~xist, 

a tag is set to 0, and .where data is .not exist, a tag is· set to 1. The tag. is set as Qeft . 

: (L) tag, right (R) tag). Since data· is exist at left ·~f data at the top stage Enc(K(t)O, 

K.(t)R), L tag = 0, and since data is not exist to right, R tag =. 1. Tags are set to all 

the data to constitute.a row of data and a row of tags shown in FIG. 7C. 

The tag is set in order to show at which position of the tree structure data 

. .. • ... 
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Enc(Kxxx, Kyyy) is positioned. Since the key data Enc(Kxxx, Kyyy) ... are mere 

enumerated data of simply encrypted keys, a position on the tree of an. encrypted 

key stored as data can be discriminated by the aforementioned tag. For example, 

data constitution as in the following can be provided using the node index placed in 

con:espondence to the .encrypted data like the constitution described in FIGS: 4A 

and 4B previously.without using the aforementioned~tag: , ... 

·· 0: Enc(K(t)O, K(t)i:oot) · .,. · ·· 

00: Enc(K(t)OO, K(t)O) 

000: Enc(K(t)OOO, K(t)OO). , : . . : 

••• • •• _.! •. •• 

.'. • ~ ,.; ~ • '7. • .. . .. · ... o ._ I• • , .. ·.· ..... :_.: . . 

.. .... 

· · . ·' .:<: . · : However; the constitution using. such an index as ;described .results· in. lengthy .. clata: · ~-! ,_. · : . · · . 

. ' .. to. increase ·data .quantities,. which is not .preferable in the distrib:ution through. a .. , ,, 

· · · ·. network. On the othell hand; ·the ·aforementioned tagjs -used as index data. showing· a· 

key position whereby a key position can be discriminated with iess data quantity. · . · ·. 

Returning to FIG. 6, the EKB format will be further described. The signature 

is· an electronic signature executed, for example, by a key control center, a content 

·provider,. a settlement organization or the like which issued tbe··enabling key block 

(EKB). The device which received EKB confirms· by authentication of signature 

that it is an enabling key block (EKB) issued by a valid enabling key block (EKB) 

issuer, 

[Content Key Using EKB and Distribution of Contents] 
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While in the aforementioned example, a description was made of an example 

in which only the content key is sent along with EKB, a description will be made 

hereinafter of the constitution in which a content encrypted by a content key, and a 

content key encrypted by · a content encrypted key along with a content key 

. : encryption key encrypted by EKB are sent .. 

. .. . · . . . FIGS. SA and .SB show this data constitution. In the. constitution. shown in 

FIG. SA, Enc(Kcon, content) 801 is data in which a ·cpntent is encrypted by a 

content key(Kcon), Enc( KEK, Kcon) 802 is data in which a content.key (Kcon):is 

. encrypted by a content· key-encryption key (KEK.:· .. Key Encryption key); and .. ·. · 

· Enc(EKB, KEK) . 803 is data in which a content. :key-encryption .key KEK is · · · 

· :.·.; .. : .,_,·encrypted.by an enabling . .key.block(EKB). ~ •. • .. ~: j,,. • • ••• ·• •• • • .. • • • • ~ •• :· ,'":. • • : • : : • • .-: • • • • ..... ~ •• 
.. 
·• .. :. . 

. "'· ·Here, the- centent. key-encryption key KEK may. be a node key (KOOO, . 

· )<.00 ... ) or a root ~y (KR}itself; and may be a key encrypted by· a n~dekey·(KOOO;· · · .·.· ,. 

KOO ... )or a root key (KR);··· , 

FIG. SB shows an example of constitution where a plurality of contents are 

recorded in media, which makes use of the same Enc(EKB, KEX) sos~ In such· a .. 

constitution as described, the. same Enc(EKB, KEK) is not added ·to each data, but 

data showing a linking destination linked·to Enc(EKB, KEK) is added to.each·data. · · 

FIG. 9 shows an example of a case where a content encryption key KEK is 

constituted as a renewal node key K(t)OO obtained by renewed the node key KOO 

shown in FIG. 3. In this case, if in a group surrounded by the dotted frame in FIG. 3, 
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the device 3 is revoked, for example, due to the leak of a key, data having an 

enabling key bock (EKB) shown in FIG. 9 and data into which a content key 

(Koon) is encrypted by a· content key encryption key (KEK = K(t)OO), and data into 

which a content is encrypted by a content key (Koon) are distributed to members of 

the other groups, that is, devices 0, 1, 2 whereby the devices 0, · 1, 2 can obtain the 

· · . . . . .content.· 

· · The right side in FIG. 9 shows the decrypting procedure in:the. device 0. The 

·device 0, first, obtains·a.content key encryption key (KEK = K(t)OO) by decrypting . 

. · .. ;_ process. using a leaf.k~y:KOOO:he1d by itself from the ·receive~ enab1ing key bock. 

-~- ·.·.·Then, the device·O obt.ains- a·content.key .Koon deccypted.by·the K(t)OO, :and further:··· 

carries out decrypting by.the.content key Koon. The device· o· can use;tbe·,content as... : · 

· · a. result of the above -process; The devices 1., 2 are also able to obtain a content key · . ·. · · 

, .·. ·.·encryption key (~K=K(t)OO)·by processing EKB by·:the,different·procedures. and: · ..... · .. ·'· 

are able to use the content simi1arly. 

The devices 4, 5, 6 ... of the other groups shown in FIG. 3 are not able to 

·obtain a content key encryption key (KEK = K(t)OO) using a leaf key and a node 

key held by themselves even- if they receive the ·same data (EKB) as mentioned 

above. The device 3 revoked is likewise not able to ·obtain the: content key 

encryption key (KEK = K(t)OO) by a leaf key and a node key, and only the device 

having the proper right is able to decrypt and use the content . 

If the distribution of a content key making use of EKB is used, in a manner 
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as described, the encrypted content which only valid right holder can decrypt can 

be distributed safely. 

An enabling key block (EKB), a content key, an encrypted content or the like 

has a constitution capable of providing distribution safely through a network, but 

the enabling key- block (EKB), the content key and the encrypted content can be 

also stored in a recording medium such as DVD, CD and provided to a .us.er~ In this ·. · 

·case, if constitution is made such ·that a content key. obtained by decrypting an .. ; 

. · enabling key block (EKB) stored in one· and the same -record~_ng medium .is used for 

.... : . . . . . decrypting the, encrypted · content · -stor~d- in the.· recording mediu:rt1:, .. distribution 

. ... . process of an encrypted content :tliat. can -be used ·only with aJeaf.key· and a·. node·.' .. , 

·· .. · · '-..-.'key held in advance,by the valid right holder only,, that .is; content .distribution. for·· .. :, . , .. : 

. . ~ . 

.· .. ·. ,· 

which a usable user's device .is limited can be realized by a simple constitution,, 

: .FIG .. 10 shows an.example: of constitution in whiCh an-enabling.key block 

(EKB) is stored ·together with an encrypted content are stored in a recording 

medium. In the example shown in FIG. 10, stored in the recording medium are 

contents Cl to C4; data with the enabling key block corresponding to each. stored 

content placed in correspondence thereto, and an enabling key block of version .. M 

(EKB - M). For example, EKB - 1 is used to produce a content key Kcon1 having a 

content Cl encrypted , and for example, EKB - 2 is used to produce a content key 

Kcon2 having a content C2 encrypted. In this example, an enabling key bock of 

version M (EKB - M) is stored in a recording medium. Since contents C3, C4 is 
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placed in correspondence to the enabling key block (EKB - M), contents of the 

contents C3, C4 can be obtained by decrypting the enabling key block (EKB - M). 

Since EKB - 1, EKB - 2 are not stored in a disk, it is necessary to obtain EKB - 1, 

EKB - 2 necessary for decrypts the respective content keys by. new distribution 

. means, for example, network distribution or distribution by a recording medium. . . 

·... ·, . , .. · FIGS. 1 lA and 1 lB. show.· a comparative . example .between a content ke¥ . 

· .. distribution by using EKB · and conventional. content key ·distribution: where a 

· ·content key is circulated among a plurality of devices. FIG. llA. shows th~ ·· 

conventional. constitution; and FIG. ~lB .shows an··example making use of an 

, enabling key block .(E~B).according to the present·invention . .-.Jn -FIGS. -llA and-· ... 

llB; Ka (Kb) indiciltes'data-in which Kb is.encrypted.by .. Ka .. -: ·, . · ... >·· ·· ··:· < ·.:··· = .. ~ ··: · ..... ·.:- . 

. As shown in FIGi·llA, processing has been heretofore carried out in which . · 

, validity of ·a .data,,transmit:..receiver; .is· -confirmed, ·authentication processing.and·· .. 

·-authentication and key exchange (AKE) are executed between devices to co•own a. 

session key Kses used in encrypting process of data transmission, and a content key 

Kcon is encrypted by the session key Kses. under the condition that the·. 

. authentication is established tO effect transmission.· · 

For example, in PC shown· in -FIG. llA, it is possible to decrypt a content 

key Kses encrypted by a session key received by . the session key to .obtain Kcon, 

and further possible to encrypt Kcon obtained by a stored key Kstr held by PC itself 

to store it in own memory. 
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In FIG. 11A, processing is necessary in which even where data is desired to 

be distributed in the form capable of being used for only a recording device 1101 

shown in FIG. 11A, when PC or a reproducing device is present; authentication 

process as shown in FIG. 11A is executed so that content keys are encrypted by the 

respective session keys to effect distribution. The P_C or the reproducing device is . 

. · ,. . . likewise able· to .use .. -a ,~ession key. produced iil .the authentication .. process: and ... · ... 

. ·.. co-owned to decryptan·enerypted content key and obtain a content.key~•· .. ··. 

. . .. · ·· On the other hand,. -jn an example making_ use of an enabling key block 

.- (EKB) shown in the:low:er·stage of.Fl(}. 11B, an.enabliitg·key:block (EKB),.and ~.-.-:·· 

· .. · data (Kroot (Kron)) having a-content key Kcon encrypted· by. a nod~ -key-.-or. a root . , .· ·,· 

. key obtained ·by _processing· the enabling· key block (EKB): are .distributed: from a .- · · · .. > . 

. : :. . ~. 

... content p~ovider, whereby the. content key Kcon can .be decrypted and:obtained by ·:· 

.only .the apparatus··capable of processing EKB :~istributed .. : :· -: . ·.. . · · · ·: ... . · ·. --: . 

. Accordingly, fot example, the useable enabling key block (EKB) is·.pro<Juced 

only on the right end in FIG. 11B, and the enabling key block (EKB), and data 

having a content key Kcon encrypted by a node key or a root. key obtained by EKB 

processing are sent- together whereby the PC, the .reprodu~ing apparatus or the like 

present cannot execute processing ·of EKB by a leaf key. or node key owned by 

itself. Accordingly, the useable content key can be distributed to only the valid 

device safely without executing processes such as authentication process between 

the data transmit-receive devices, the production of a session key, and the process 
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for encrypting a content key Kcon by the session key. 

Where the useable content key is desired to be distributed to PC, a recording 

and reproducing unit also, an enabling key block (EKB) capable of being processed 

is produced and distributed to thereby obtain a common content key; 

[Distribution Of Authentication Key Using Enabling ·Key Block .(EKB), 

" '· _ . .. . (Common Key. System)] .. ". . . · · ... : . ,.: : , ;_ ··.. . . -. .. ·:: 

In the -distribution of data: .. used in the enabling key ·block (EKB) or a. key -

described above, sjnce an enabling ·key block (EKB) and a content- or a content key· · 

which are transferred between· <Jevices. always .. maintain. the. same encryption form~ 

there is. the possibility .that· an invalid copy is .produced due to the:.so,..called replay 

: " . : ·: · ·:--.-· .. ··attack; which. steals: a,.d ,,re¢ords .. a .data -transmission.· channel and·: trat)sferdt later 

.. · .. , 

. .• .. .. .. . . ~ 

· ..... 

.. . . · .. · .. again~ For preventing -such an attack as described,· there.- is effective means, for: -· 

executing authentication process and key exchange process -similar to thos~ of prior 

. · -art between data transfer· devices. Now, a description is made of the· constitution in · 

which an authentication key Kake used when the authentication process and key 

exchange process are executed is distributed to a devic~. u~ing the aforementioned 

. enabling key block (EKB) whereby the authentication proce~s in conformity with a · : 

common key system having a common authentication key as a safe private key· is · 

executed. That is, this is an example in which encrypted message data by EKB is 

used as an authentication key. 

FIG. 12 shows a mutual authentication method (ISO/IEC 9798-2) using a 
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common key encryption system. While in FIG. 12, DES is used as the common key 

encryption system, other systems may be used as long as .they are the common key 

encryption system. In FIG. 12;first, B produces the random number Rb of 64 bits, 

and Rb and ID (b), which is own ID, are transmitted to A. A which receives them 

. newly produces the random. number Ra of 64 bits, -and .data. are encrypted using a 

· key Kab in the CBC mode of DES in order to Ra,· Rb and Re to transmit them. to B.: 

·· The key Kab is:a key· to be stored in a recording element as ·a private key common 

t~ A and B. ·According .to.the encrypting processing by the··key Kab using the CBC 

.. · ... · 

. . mode·. of DES, for example, in the processing using D.ES, an initial value.and Ra are .. , · · 

· .. · ·: · :·: . · · subjected to. exclusive. OR; in ·the DES· encryption ~part, .the. key : Kah is· ·used for .. · · · ". · · · 

;; . · ... encrypting to generate an ·enerypted text .Eland conti~uously ,-th~ encrypted··text El.. ·. · 

and Rb ·are subjected: to exclusive .OR; in the DES encryption part, a key: Kab. is .· . 

. ·.. ·,.: · used for encrypting; and encrypted· text E2 ·and ID· {b) are subject~d. to· .excJus~v.e 

· OR; and in the~ DES encryption part, a key·.Kab is used for encrypting to generate· . · 

transmission data (Token-AB) by an encrypted text E3 produced. 

B, which received the above data, decrypts the received data by a key Kab 

(authentication .key) likewise stored in a recording element as a common private·· 

, · key. A decrypting method of received data, first, decrypts an encrypted text El by 

an authentication key Kab to obtain the random number Ra. ·Next, an encrypted text 

E2 is decrypted by an authentication key Kah, and the result therefrom and El are 

subjected to exclusive OR to obtain Rb. Finally, an encrypted text E3 is decrypted 
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by an authentication key Kab, and the result therefrom and E2 are subjected to 

exclusive OR to obtajn ID (b ). Authentication is made if Ra and ID (b) out of Ra, · 

Rb and ID (b) thus obtained are coincided with one transmitted by B. When passed 

this authentication, B authenticates that A is valid. 

Next; B produtes a session key (Kses) to be used after: authentication 

i·· , . (Producing method:. To·.use the random number). Then,.Rb, .. Ra,- Kses ar.e. encrypted . 

.. · .... · in that order using an authentication key Kab in the CBC mode .. of DES,·and are:· · · · 

·. returned to A. 

A, ·.which. received :the. above data, de~ts the.· received. data by: an ..... 

·authentication key ~b. A.decrypting method.ofthe·re.ceived .data i(similario·the. : .. ' 

.. · .· · . · ·. ·. decrypting process .of B, :whicb ·is·· therefore omjtted -in· its d~tail .... ;Authentication is·, 

. · , made. if Rb and Ra out of Rb, Ra. ·and Kses thus obtained are. coincided. with one · 

.... ' .. 
·•' 

· ·: · ;· . ·transmitted by A: When passed the. authentication, A-authentieates ·that B. is .valid; · · .. . . 

After, authentication of mating parties each other, the session key. Kses is used as a·· 

common key for secrete communication after authentication. 

. . Where invalidity or uncoincidence is found when the. received data are 

authenticated, processing is interrupted as a failure .of mutual authentication. 

In the above-described authentication process, A and B co-own a common · 

authentication key Kab. The. common authentication key ·Kab is distributed to a 

device using the enabling block key (EKB). 

For example, in the example shown in FIG. 12, there may be employed the 
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constitution in which out of A or B, the other encrypts an authentication key Kab 

and an enabling key block (EKB) produced by producing a decodable enabling key 

block (EKB) to transmit it to the other, or the constitution in which a third party· 

produces an enabling key bock (EKB) that can be used by both devices A and B for 

the devices A and B to encrypt an authentication key Kab by the enabling key block · . 

'· .. , ... ·. · ... (EKB) produced· for the. devices A,.Hto distribute it. · · .... · . . . . . · . . · · .. •., . ; .. 

·FIGS;· 13 and 14 · show examples of the constitution in which · an ·· · · 

authentication key Kake common to a plurality of· devices. is ·cJistributed. by an 

enabling key bloc,k: (EKB). FIG. 13 ·Shows an example in whi¢h .a. decodable .. 

· , .- .·· .. aut'1entication key·.Kakeis.distributed to devices.0,-1, 2,.3, and.-FJG.-.14 shows an:·,, =: . : 

, .. '_. .. ~ ..... '.example in whichth~ devire 3.-out.ofthe.devices· ()., 1;·2;·3·is revoked:to-distribute a:. ,, ,. 

• ... · 

~ · .. 

decodable authentication·key·to only the devices o, 1, 2. : .. · 

In the example uf FIG. -13, a· node key ·K(t)OO renewed using. a·. node key ·and· · ·· · 

a leaf key in the de:vices -.O, 1, 2; 3 is produced and distributed, by produ·cing a 

decodable enabling key block (EKB), along with data (b) having an authentication 

key Kaka decrypted by a· renewal node key K(t)OO. First, .the respective devices, as .. 

shown on the right side. of FIG. 13·, processes (decrypts) EKB to. thereby obtain a · 

renewed node key K(t)OO, and ·then decrypts an authentication key: Enc(K(t)OO, 

Kake) encrypted using the obtained node key K(t)OO to obtain an authentication key 

Kake. 

In other devices 4, 5, 6, 7 ... , even if the same enabling key block (EKB) is 

.... 
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received, the node key K(t)OO renewed by processing EKB cannot be obtained, and 

therefore, an authentication key can be sent to only the valid device safely. 

On the other hand, the example of FIG. 14 is an example in which as the · 

device is, for example, r~voked by leak of a key, the device 3 in a group surrounded 

. by the dotted frame of FIG .. 3 produces a decodable enabling key block (EKB) with . 

respect to_ the only members. of the other group,. tltat is, the. devices.· 0, .1;· -2 .for .. 

distribution. Data having (a).an enabling key block(EKB}and (b) an. authe,ntication 

key (Kake) shown in FIG. 14 encrypted by the node_.key·(K(t)OO) are distributed.-

On the.right.side.of FIG,.14., the decrypting procedure is shown._ First, the:.· 

•. · · .= , · devices 0, 1~ 2 obtains.an.enabling node key (K(t)OO).by decrypting process using.~: . · -~ 

.· 

""-. ..... _.., " : .. ·: leaf key or a node. key owned-..by itself from the received enabling· key· block. Next; . · -. 

the devices obtain .an authentication Key Kake by decrypting ·made by K(t)OO. . .. . · 

... · · .... ,, ·· · · · · The devices 4;-.5) 6·· ... int~ ·other group shown· in FIG; 3 cannot obtain a . ._ 

·renewal node key (K(t)OO) using ·a leaf key.. and a node key owned by itself ·even if 

similar data (EKB) is received. Similarly, also in the device 3 revoked, the renewal 

node key (K(t)OO) cannot be obtained by a leaf key and a node key owned by itself, 

and only the device having a valid right is able to. decrypt an authenti.cation key for 

use. 

If distribution of an authentication key making use of EKB is used, only the 

valid right holder is able to distribute a decodable authentication key safely with 

less data quantity. 
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[Distribution of content key using a public key authentication and an 

enabling key block (EKB)] · 

In the following, the distribution process of the content key using a public 

key authentication and an enabHng key block (EKB) will be described. First, a·. 

mutual authentication. method using an elliptic curve encryption of 160-bit length, 

which is a public key.encryption system, will be described with-reference tq.fIG .. 15. · ,. 

·· · In FIG. 15, ECC..is used as··the--public key encryption system,-but any·.system may ·, 

be used as long as it is a public key encryption system· similar thereto. Further, the 

key size need :uot ~e.160 bits .. In FIG .. 15, first, B produces the-random number Rb ..... · 

Qf 64· bits to· ~ans:qiit)Lto. A·· A. which· receivecl it newly- produces· _the. ·random · , ·, : 

· · . .-.·: ;.. ·:number Ra·of 64 bits··.and·the -random-number.Ak smaller.than the prime number·p> . ·. ·· ·_, · - · 

· .· . And, a point Av =:Ak x-.G ~btained by making a base pqintG; Ak times.is obtained .. · ·. ,, 

: :. ·.to produce an electronic ·signature A, Sig with respctct.to Ra,-. Rb~ Av (X·coordinate. · .. 

and Y coordinate); ·which -is returned along with a ·public certificate of A to B.- In Ra 

and Rb, X coordinate and Y coordinate of 64 bits, Av are respectively 160 bits, and 

. therefore, an electronic signature with respect to 448 bits in .total is produced. 

B which received the .public key certificate, Ra, Rb, Av, the electronic 

signature· A. Sig authenticates if Rb transmitted by A -is coincided with one 

produced by B. As a result, when coincided, an electronic signature within the 

public key certificate of A is authenticated by a public key of an authentication 

office to take out a public key of A. The electronic signature A. Sig is authenticated 
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using a public key of A taken out. 

Next, B produces the random number Bk which is smaller than the prime 

number p. A point Bv = Bk x G obtained by· making a base point G Bk times is 

obtained to produce an electronic signature B. Sig with respect to Rb, Ra, Bv (X 

coordinate and Y coordinate), which is returned to A along· with a public key . 

. : .-. • . certificate of B. . ·. . . .. .......... • I'• ·., 

·· . · A which .received the public key.· certificate, Rb, Ra, Av; the electronic 

signature B. Sig of. B authenticates if Ra transmitted. •by B is coincided with one · 

. '! ...... , . produced by A.· As a result; whe~ coincided, .an. electroni~ signature. within the 

·.' : ... : .. ·public. key certificate ·of -B is·authenticated· by a·.public key of an authentication 

:·=· .. ~ .. :- .. ··. ··9ffice to take out·a·public key.of B~.The·electronicsignature·B.:Sig;.j~ authentjcated 

. , · , . using a. public key of B ~en out. .After the authentication of an ·electronic signature·. 

. ;.' .. . : 

· ·.· has been succeeded-.; A-authenticates B to be valid.- . - : ·. · .. :: . .. :· ·. "· .. ' ......... ,: .· · · . 

· Where bo~ of them ·have succeeded for authentication, B computes Bk ·x Av . 

(Since Bk is the random number, but Av is the point on the elliptic curve, 

scalar-times computation. at. the point on the oval curve is necessary.), -·and. A. 

computes Ak x Bv; and uses the lower 64 bits of the ·X. coordinate of these. points as 

a, session key for use for thereafter communication (where a common key 

encryption is a common key encryption of 64 bit key length). Of course, a session 

key may be produced. from the Y coordinate, and the coordinate need· not be the 

lower 64 bits. In the secrete communication after mutual authentication, sometimes, 
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the transmission data is not only encrypted by a session key but is also applied with 

an electronic signature. 

Where in the authentication of an electronic signature or authentication- of 

the received da.ta, invalidity or uncoincidence is found, processing is interrupted 

-due to a failure of mutual authentication. 

FIG. 16 shows an example of .distribution process ofcontent·keys .using a 

. .· · .. public key authentication and .an enabling key block(EKB); First; the -authentication 

_ process. according to · tJie public· key ·system explained· referring to FIG. 15. is . 

executed between a: conten~ provider and PC. The.- content.provider.;produces ·a;.· 

·decodable EKB by··a.:reproducing apparatus which. -is ··a.content -key distributio~, . 

, ,_:,. .. , <.: .. :. destination, a ·node., key. and a.leafkey owned by;a recording· medium ·to., encrypt. a·. 

• . > content-key E(Kcon):which executed encryption· ,by a renewal node. key, and an. · 

enabling key block (EKB) by a. session key Kses .produced. by the authentication . 

· process betWeen PCs, which is· transmitted to PC ... · · . . . . ":: 

PC decrypts [a content key E (Kcon) which executed encryption by a 

. . 

. .· .. •: ... 

renewal node key and an enabling key· block (EKB)] encrypted by a session key~ . 

and thereafter transmits it to ·a reproducing apparatus and a recording medium. 

The reproducing apparatus and the recording medium decrypt [a content key 

E (Kcon) which executed encryption by a renewal node key and an enabling key 

block (EKB)] to. thereby obtain a content key Kcon. 

According to the above constitution, since [a content key E (Kcon) which 



42 

executed an encryption by a renewal node key and an enabling key block (EKB)] 

are transmitted under the condition of the authentication between a content provider 

and PC, for example, even in the case where a node key is leaked, positive data 

transmission to a mating party is enabled. 

[Distribution of~ program code by using an enabling key block (EKB)] 

, .. ·. . . While in the above-described example, a description has· been .. made. of a 

··, :. · ... ·· method for encrypting··a···.content key,- an authentication key or-the. like using an .. 

· enabling key block (EKB) to distribute it, the constitution in which various program 

codes are distributed using an ~nabling key block (EKB) may be employed_. That is, . 

· . . this is an example. in. which encrypted- message dat~ by·.EKB .is used: as· a program· . 

. · ··· .. · · - · : . .., i code. This constitution.wiUbe·described hereinafter.·· ··· ..... ··-:;. :.< .· · ..... ·· .:· ~- · ,:,_.. ·•· : ;· , :·· 

... · ; · ·.. . FIG. ,17 sho.ws an example in which .a program code is '-encrypted,. for· 

;·;example, by a renewal-node k~y. of an enabling .. key,block (EKB)'-tO· transmit it 

between devices. A device 1701 ·transmits an enabling key· block (EKB) that can be 

decrypted by a node key and a leaf key of a device 1702 and a program code 

subjected to decrypting by a renewal node key contained in the enabling key block · 

(EKB) to a device1702. The device 1702 processes the received EKB to obtain a 

.renewal node key, and further executes decrypting of a program code by a renewal 

node key obtained to obtain a program code. 

In the example shown in FIG. 17, further, processing by the program code 

obtained in the device 1702 is executed to return the result to the device 1701, and 
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the device 1701 rurther continues processing on the basis of the result. 

As described above, the enabling key block (EKB) and the ·program code 

subjected to decrypting processing by the renewal node key contained in the 

enabling key block (EKB) are distributed whereby a program code capable of being 

decrypted in a specific device .can. be distributed to the specific device or· the group 

. " ••.· ! .• _ .. :shown in FIG. 3 .. =· .·• , ·-· ... · ·: • • . ~. .: !' ' 

[Constitution for causing· ICV: Integrity· Check Value to· correspond to a· 

transmission content] . .. .. 

· .. "; . ; .. , . Nex;t, a description will'be made of=the. processing constitution .in which·for ... 

.. , '; :-· ·: .preventing fal.sification-of a·-cotitent, the iiltegri~y: check.value (ICV) is produced to .. 

:correspond· to th~ content, and.the presence or absenc.e:of;the.falsificatio~-,of;tbe· 

·.. . , content is judged by computing ICV. · .. 

. ~ . The integrity. cbeck··value-·(ICV) is, for ·example, computed using a· bash: 

function with respect to the :content, and is computed by ICV ·=hash (Kiev,. Cl,· 

C2, ... ).Kiev is an ICV producing key. Cl, C2 are information of a content, and a 

message authentication code {MAC) of important ·information. of the. content .is 

·used. 

FIG. 18 shows· a MAC value producing example using the DES encryption 

processing constitution. As shown in the constitution of FIG. 18, a message to be an 

object is divided into 8-bit units (hereinafter, the divided messages are Ml, M2, ... 

MN). First, the initial value (hereinafter, IV) and Ml are subjected to exclusive OR 

. ~ ... . .. .. : 

~ ... 
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(result of which is 11). Next, 11 is put into a DES encryption part to carry out 

encrypting using a key (hereinafter, Kl) (an output is El). Continuously, El and 

M2 are subjected to exclusive OR, output 12 of which is put into the DES 

encryption part , and is. encrypted using the key 1 (an output E2). Thereafter, this 

·. ·.. procedure is repeated, and the encrypting processing applied to all the· messages. 

~ . :. 

The last EN is a message authentication code (MAC). . .. ·. · . · .. ·, . ·. · . · . ·. . · .. 

The hash function is .applied to the MAC value of the ·content and the. I<;;V 

producing key to produce. the integrity check value (IGV) of the content. ICV 

· · produced when .. a content is .produced for which the fad that no falsificatiqn is. . :.· 

·.' present is assure~ is compared with ICV ·produeed on the basis .of a new content.. If :. . · · . · · 

the same ICV is.obt~ined,:the fact· that the. content.is not fals.ifiedAs·assured,:andAf ... :.- · ··· 

ICV is different, judgment that falsification is present is made,. . , · · : •.: · 

. > · -:· ... ; ,. · [Constitution for.distributing.a producing key Kicv.of.the·checkvalue (ICV} .. = -. • · · :. 

byEKB] .~ · ·· 

Next, the constitution in which Kiec which is an integrity check value (ICY) 

producing key of a content is sent by the enabling key block will be described. That · · 

is, this is an example in which .encrypted message data by EKB is an integrity check. 

value (ICY) producing key of a content. 

FIG. 19 and FIG. 20 show an example in which where ·contents common to a 

plurality of devices are sent; an integrity check value producing key Kiev for 

authenticating the presence or absence of falsification of these contents is 
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distributed by the enabling key block (EKB). FIG. 19 shows an example in which a 

decodable integrity check value producing key Kiev is distributed to devices 0, 1, 2, 

3, and FIG. 20 shows an example in which the device 3 out of the devices 0, 1, 2, 3 

is revoked, and a decodable integrity check value producing key Kiev is distributed 

to only the devices O; l,: 2 . 

. . In the example of FIG.19; a node key K(t)OO renewed using.a.nod~ key and. 

, a leaf key owned· by the· devices O~ · 1, 2, 3 along, with data (b) having a check value 

producing key Kiev ·encrypted by a renewal node· key ·K(t)OO are distri~uted by 

. · producing a decodable enabling: key block (EKB)• ·As shown on the right sid~ in· 

· · · · · . FIG~. 19,. the respective ·devices first process (decrypts) .EKB :to thereby ,obtain a' 

'· ··· ,:-,': ·· .· ... :iJ.ode key·K(t)OO.:renewed, :and· subsequently decrypt.a check value .. producing:·key ::· ": :· .. ··-:._ 

.Enc(K(t)OO,- ~ev) encrypted using the obtained·node.key K(t)OO.t.o.obtain-.a check · 

,:valu~ producing key· Kiev: · . · ... . ·:. . ·: ........ :.·.-4.;·,· :.· .. . 

Since other devices 4, 5, 6, 7 ... cannot obtain a node key K(t)OO renewed by 

processing EKB by a node key and a leaf key owned by itself even if the same 

enabling key block (EKB) is received, the check value producing key can be sent .to 

onJy valid device safely. 

On the other hand, the example of FIG. 20 is an example· in which as the 

device is, for example, revoked by leak of a key, in a group surrounded by the 

dotted frame of FIG. 3. produces a decodable enabling key block (EKB) with 

respect to the only members of the other group, that is, the devices 0, 1, 2 for 
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distribution. Data having (a) an enabling key block (EKB) and (b) a check value 

producing key (Kiev) shown in FIG. 20 encrypted by the node key (K(t)OO) are 

distributed. 

On the right side of FIG. 20, the decrypting procedure is shown. First, the 

devices 0, 1, 2 obtain a renewal node key (K(t)OO) by decrypting· process using a 

~ , .. '· ~· .. leaf key.or a node,key.owned by, itself from the received enabling key block. Next; - ·, .. · '·. 

·· · · · · ·the devices obtain ·a check value producing key Kiev by decrypting made by K(t)OO. · 

The devices 4-,. 5,- 6: ... in the other group s~own in. FIG. 3 cap.not ·obtain a 

· ;.:'; . ~:,renewal node key (K(t)OO}·using a leaf ke_y.and a .. node .key owned ~y itself even if 

:; · .. :· ·; ~ · · 'i similar data (El<B} is,re~ived. Similarly~· als.o in .. the :device~ .revoked; tbe.retiewal ·' '· .. · ·,. 

· · ··. · ; .. : node key (~t)OO). ·cannot bevobtained by a ·leaf key and a .no.de ke~: owned by .. itself;.·.:· ·: . ,. · 

·and only. the device.having a valid·right is able to· decrypt an authentication key for .. , . 

use. . . : . 

If distribution of a ·check value reproducing key making use of ·EKB is used, 

only the valid right holder is able to distribute a decodable check value producing 

key safely with less data· quantity. . 

By using the integrity check value (ICV) of contents as described above, it is 

possible to eliminate invalid copies of EKB and .encrypted contents. It is supposed 

that for example, as shown in· FIGS. 21A and 21B, there is. a medium 1 in which a 

content Cl and a content C2 are stored along with an enabling key block (EKB) 

capable of obtaining content keys, which is copied to a medium 2 without 
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modification. It is possible to copy EKB and encrypted contents, which can be used 

in a device capable of decrypting EKB. 

There is provided a constitution in which as shown in FIG. 21B, integrity 

check values (ICV (Cl; C2)) are stored corresponding to contents properly stored in 

-.tJle respective media. The (ICV (Cl, C2)) shows ICV :.:'.hash (Kiev, Cl, C2) which 

· is -an integrity . check value of. cQntents. computed using. t~e bash ·.function in· the 

. content Cl and the· content C2. In: the constitution.-of-FIG.· 21B, ·a content-· 1 and a·· 

content 2 are properly stored-in the medium .1, and integrity-check values (ICV.(Cl, 

C2)) produced on the· basis of the content Cl and "th~ content ·C2 are -stored .. Further, 

.. . ·. ·· ·. ·.a conten~ .lis properly stored "in the medium -2, and an integrity,check values (ICV 

.,. :.- · ··. :.·{Cl)) produced:onthe basis.of the·,content Cl-is· stored therein: In.this· constitution;-·:· 

·:Assume that. (EKB,. content-2).stored in. the m~dium lis copied.to .the.:medium 2,- .· 

when in the medium .2, a content check value is newly produced; ICV (Cl, ·C2) are·· .. ' 

·.to be produced, so. that it beco~es obvious that.different from·. Kiev~ (Cl) storecl in­

the medium, falsifying of contents and storing of new contents due to the invalid 

copy are executed. In ·the device for reproducing. media, ICV checking is executed 

in the step previous to the reproducing step, and judgment is made of coincidence 

· 'between the produced ICV and the -stored-ICV, if not coincident, the constitution in . 

· which reproducing is not executed is provided to enable prevention of reproducing 

contents copied invalidly. 

Furthermore, there can be provided the constitution in which for enhancing 
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safety, the integrity check value (ICV) of contents is rewritten to produce them on 

the basis of data including a counter. That is, this constitution is to make 

computation by ICY = hash (Kiev, counter + 1, Cl, C2, ... ). Here, a counter 

(counter + 1) is set as a value in which one increment is made every rewriting. It is 

necessary to have a constitution in which a counter value is stored in a. secure 

memory. .. .. . · · · .. . : .'· ·. . . •. ·' . .. .. . .· ... • .. 

. . Further, in.· the ·constitution· in which the integrity check value (ICV). ·of 

· . · .. contents is cannot be stored in the same medium as .contents, the integrity check·· 

· value (ICV) of contel)ts is stored in a separate medium .. · ~ · 0 • • '•" •• 'i' I ; • ,.' 

.. . .. . For example;where.c9ntents are stored in media,which-talce no measu;res .. to . 

.. ·' .... :·· '.·>prevent.copies such as: a. read· only memory. or- normal MO; thereds, the possibility :,_.,. "·. 

· .. that when the integrity check, value QCV) is stored in the same. medium, rewriting , . 

ofthe.ICV is done·by:an'invalid:user, failing·to maintain the.safety of ICV:ln such. 

·a· case; there can. be provided the :constitution in which IC:V is store~ in a safety· 

medium on a host machine, and ICV is used for copy control (for example, check-in 

I check-out,. move),. to thereby enable safe management of ICV and .checking of 

falsification of contents. · 

The above constitution is shown in FIG. 22. In FIG. 22, contents are stored 

in a medium 2201 which .takes no measures for preventing copying such as read 

only media or normal MO, and the integrity check values (ICV) in connection With 

these contents are stored in a safe media 2202 on a host machine to which a user is 
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not allowed to get access to prevent invalid rewriting of the integrity check value 

(ICV) by a user. If, as such a constitution as described above, for example, 

employment is made of a constitution in which when a device on which a media 

2201 is mounted exerutes reproducing of the media 2201, a PC or a server which is 

a host machine executes checking of ICV to judge the propriety of reproducing, 

reproducing of invalid copy contents or falsified co~tents.can be prevented. , 

[Category classification of a· hierarchical tree structure J ·: · · .. · · · 

A description has been·made of the constitution in which an encrypted key is 

: .. -constituted as a hierarchical tree structure shown in,FIG. 3.:such as a root key, a· .. 

··;:-. ····node key, a· leaf- key; etc., -and, ii :content ·key, .. an authentication .t~y,-·.an. ICV :-. · · · 

:.·.:.,_...,.,·producing key or.a·program.eode1 data.or the,.J.ike·• .. are~:-~ncrypted--along.with·an.. :.-.···. 

·. en~91ing key block.and distributed, -but a description .will be made hereinafter of the 

, .. · -·:·constitution.in which;a.hierarchical tree·structure whfoh defines.a node key·or.'the- .. -

like is classified every·category of devices to execute efficient key renewing process,··_ 

encrypted key distribution, and data distribution . 

. FIG. 23 shows one example of classification of category of a hierarchical 

tree structure. In FIG. 23, a root key Kroot 2301 is set on the-uppermost stage of the 

hierarchical tree structure, a node'.key 2302 is set in the intermediate stage, and a·. 

leaf key 2303 is set in the lowest stage. Each device holds individual leaf keys, and 

a series of node keys from a leaf key to a root key, and a root key. 

Here, as one example, nodes from the uppermost stage to the M stage is set 

·-
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as a category node 2304. That is, each of nodes on the M stage is set as a device 

setting node of a.specific category. Nodes and leaves lower than the M+l stage are 

taken as nodes and leaves in connection with devices contained in the category 

thereof with one node in the M stage as a top . 

. · For example, a ~category. [Memo_ry stick (trademark)] -is .set to one node 2305 

in the M stage- of:~IG. :23, and nodes and leaves provided lower than :the node· 2305 ...... 

are set as category-exclusive ·use nodes or leaves containing various devices· using 

. the memory stick.- That is, those below the node 2305 are defined as· the gathering . 

. , . of nodes and leaves ass:ociated .With device defined.in the category of the m.emory 

' .. -stick. .·. • •• 'II . ·· ... ;· .. ;·· : . 

'· · · •. · .... = . . :· Further, ·a .stage· at ~-level. below several stages from; the· M ·stage·cmi ·be set .as; · ·· 

·a.sub-category node 2306 .. For·example, a node of [Reproducing-exclusive-use-unit]! · . ·. 

· - · · '., ~ .. "is· set. as a· sub-category. node ·contained- in the. category of the· device. using the · · . , " ·: 

memory stick in a· node two stages below ~- category. [:memory stick] node 2305 as 

shown in the figure. Further, a node 2307of a telephone with a music reproducing 

· function contained in the category of the reproducing exclusive-use unit below the . 

··node 2306 of the reproducing exclusive-use unit as a sub-category node, and a 

.. [PHS] node 2308 and a [Portable telephone] node 2309 contained in the category of 

the telephone with a music reproducing function can be set there below. 

Further, the category and sub-categories can be set not only ·at the kind of 

devices, but also at nodes managed independently, for example, makers, a content 
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provider, a settlement organization or the like, . that is; at suitable units such as 

processing unit, jurisdiction unit, or service providing unit (these will be generally 

called entity). For example, if one category node is set as a game machine XYZ 

exclusive-use top node sold by game machine makers, a node key and a leaf key in 

the lower stage below the top node can be stored in the game machine XYZ sold ·by 

makers for sales, after which distribution of encrypted contents,. or· distribution -of 

various keys, and renewal processing are distributed producing an enabling key .. · 

block (EKB) constituted by node keys and leaf keys below the top· node· key,. and 

data that can be utilized merely for the devices below the· top node1 can. be 

distributed. 

The constitution can be provided in which the node.below ·one node as a··top 

is set as an associated node of the category or· sub-categories .defined, '·.whereby 

makers, a content provider or the controJiing one· top node in ·the category ·stage or 

sub-category stage independently produces an enabling key block with the node as a· 

top to distribute it to the devices belonging to those below ~he top node, and key 

renewing can be executed without affecting at all on the devices belonging to the 

nodes of other categories not belonging to the top node. 

The present invention has been described in detail .with ·reference to the 

specific embodiments. However, it is obvious that those skilled in art may amend or 

replace the embodiments within the scope not departing from the subject matter of 

the present invention. That is, the present invention has been disclosed in the form 
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of illustration and should not be interpreted imitatively. For judging the subje~ 

matter of the present invention, reference should be made to the claims described 

herein after. 

Industrial Applicability 

As described . above,. according. to the .. information -processing-·· system. and· · . · .. 

··. · :· .. : method ·according to. the present invention;. as a ·content key, an. authentication key,-

, :a content check value·producing key, a program data or the· like are.transmitted with 

· ·, ~ an- .enabling key block (EKB) in ·an encryption key .constitution of a. tree structure,.· ·. 

an encryption data distribution in which only valid devices can perform decryption····· 

· . , can be -realized, and the distributing message quantity can be. suppressed as· small as · . 

. ·. · ... possible ... ..: : . 
•I "•• • 

· · · Also, i{ authentication' processing in a common key system~ or, a· public· key · ··. · 

· system is jointly ·used in a constitution for transmitting a · content key, an 

authentication key, a content check value producing key, a program data or the like 

with an enabling key ·block (EKB) using an encrypted key and data distributing 

system of a tree structure, safer data distribution can be achieved. 

Also, according to the information processing system and method according · 

to the present i~vention, an integrity check value (ICV) of the content is stored in ·a 

· recording medium having stored contents or another media to enable to check 

falsification of contents or copying. Thus, it is possible to prevent fraudulent 

,.. 
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distribution of contents. 

Further, according to the information processing system and method 

according to the present invention, as a hierarchical tree is classified by each 

category, and nodes and leaves under a top node managed by each category are 

limited to specific devices, the manager of each category. can independently 

· .. · .. generate an enabling.key blo.ck(E-KB) and distribµte·it to devices.under control. .. ~ ., .. 

_; ·, - . . . 

. . ....... ,, .. .... . . ... · .. 

. . ~ ~ ':':.. :- · .. ··.: . : .. 
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a aims 

1. An information processing system for distributing encrypted message. data 

capable of being used only in not less than one device selected, 

said individual device comprising: 

encryption processi~g means for holding a different key .set of a node key: 

peculiar to each node..in a,.hierarchical tree structure. with a. plurality of different:... 

devices as leaves and a leaf key peculiar to each device and executing· decrypting 

process on said encrypted message data distribute_d to a· device· using said· key set;···. 

wherein a message data distributing means generates a·renewal no9e.key into.~_ 

which at least one of the node keys in a group constituted·· by. nodes and ·leaves.· · 

connected at subordinate of a top node which is· ·one node of the .. hierarchical tree · · · · 

structure is renewed and an enabling key block (EKB) into which. said renewal node:.. 

key is encrypted with a node key or a leaf key in :said. group,. ·and generating .and··· 

distributing a message data encrypted with said renewal node key. 

2. The information processing system according to claim 1 wherein said 

encryption processing means in said device obtains. said renewal node key by the · 

processing of said enabling key block (EKB) and executing decrypting of said· 

encrypted message data by the renewal node key obtained. 

3. The information processing system according to claim 1 wherein said 

message data is a content key that can be used as a decryption key for decrypting 

content data. 

111111111111111111111111111111 
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4. The information processing system according to claim 1 wherein said 

message data is an authentication key used in the authentication processing. 

5. The information processing system according to claim 1 · wherein said 

message data is a key for generateing an integrity check value (ICV) of the content. 

6. The inf~rmation processing system according to claim 1 · wherein said .. 

; .. -·. '.· .. message data is a·program.code .... · ; .. •. . . . . . . \ ~ •. . . .. ;· •... 

· .. · ·. , · ·.1. · · · The information· processing system. according ·ta.~ claim l . wherein said 

. · · .. ·.·.message data distributing means distributes said enabling key block (EK~) and an 

: . . .. · .. encrypted data complising· a. content key usable as· a decryption key ·for .decrypting · · 

-, .. · ·•:··content data· as.said· message data and-.an -encr.ypted .. ·content·.encrypted -by· said· 

·· : , : content key; . · ':' .. . . ' . 
• . . . i • ~ ' . "'"-:· ... · ·.' 

'· 8.. . The. information· processing system according .-to claim· 1 .. wherein said· 

·message data d~stributing:means and said device respectively have an authentication:: · · ,· · · 

processing means-for executing authentication processing, and · · · · = · · 

wherein a distribution of said message data is performed· on the condition 

that authentication processing between said message data distributing· means and 

said device has been completed. 

9. The information processing system according to claim 1 wherein there exists 

a different intermediate device between said message data distributing means and 

said device, and 

wherein said message data distributing means generates and distributing an 

111111111111111111111111111111 : 
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enabling key block (EKB) and an encrypted message data that can be decrypted 

only in target devices targeted for· distributing said message data. 

10. The information processing system according to claim 1 wherein said 

hierarchy tree structure includes a category group constituted as a group,· with one 

-node as a top node, containing nodes and leaves ·connected at subordinate of said 

top node; .. · .. : ..... 

wherein·said category group is constructed. as a set of devices that:belong.to 

a category defined -solely by a kind of a device, a kind of a ·service or a kind of a · · 

.,,. ·. ·managing means.~·. ~- : . ,. .. ...... 

· -- lL · The· information processing system according to : claim 1.0. · wherein said 

category group further includes one or more sub-category groups .in· the lower stage . 

. of.said hierarchy tree. structure; .... • ..... =.·. . ~ . . . . . . 

.·· . . :.'. .,.;_ ·· ·_,, _ _., wherein said sub-category.group is-constructed as.a:-set.-ofgroups.that.belong ·:.···. · 

to a category defined. solely by a kind of a device, a kind of a service; a kind of a 

managing means. 

12. An information processing ·method for distributing from a message data 

distributing means encrypted message data capable of·being used only in not less 

:than one device selected, comprising: 

a message data distributing step of generating a renewal node key into which 

at least one of the node keys in a group constituted by nodes and leaves connected 

at subordinate of a top node which is one node of the hierarchical tree structure 

1111111111111111111 11111111111 · 
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having a plurality of different devices as leaves is renewed, and an enabling key 

block (EKB) into which said renewal node key is encrypted with a node key or a 

. leaf key in said group, and generating and distributing a message data encrypted by 

said renewal node key; and 

a decrypting processing step of executing decrypting processing en said 

encrypted message. data by using a key set in each ·device holding,.said different key . 

·. · · · " set of a node key peculiar to each node· in said hierarchical tree structure .. and a leaf· · · , 

: .key peculiar to each device. ",. 

13. The information processing method according to_ claim . .12 ·whe~ein. said . , ·, 

.. ... · ·.decrypting processing step includes ·a renewal node. k~y obtaining· step of obtaining· . : · 

· · .· .. ·. ·said renewal ·node.key by processing· of the enabling key ·block.(EKB);·.and' ·. .. .. ,: ·· , .·. ·,, 

a message. data decrypting step for executing decryption of ·the encrypted · ·, 

· .... : .. message data by-said renewalnode key. . . ~ ;.. . ..-; . . ' : . . . . :: .. ·-~ ::- . . :. : .• 

· 14. The information processing method a_ccotding to. claim 12 wherein · said 

message data is a content key capable of being used as a decryption key for 

decrypting the content data. 

JS. The information processing method according to claim 12 wherein said 

message data is an authentication key used in the authentication processing. 

16. The information processing method according to claim 12 wherein said 

message data is a key of generating an integrity check value (ICV) of contents. 

17. The information processing method according to claim 12 wherein said 

Ull/111:11111111111 11111111111 
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message data is a program code. 

18. The information processing method according to claim 12 wherein said 

message data distributing means distributes said enabling key block (EKB) and an. 

encrypted data comprising a content key usable as a decryption key for decrypting 

content data as said message data and . an encrypted content encrypted by said-· 

.. ~ :.·. ~- content key. : . : .. · .... .. .. · . ;_. ·. .· . 

. ···. ·19. · The ·information processing method acrording .to ·claim 12· -wherein said· 

message data distributing means and said device respect_ively have an authentication · 

processing means foi: executing authentication processing, and 

..... · .. ·, .... · ... :· wherein .a distribution of said message: data is performed on . the condition.· 

· . that authenticatio~ processing between· said message· data· distribut~g niean~_. and··. . , 

: · .. · · . ) .. ·said device .has been completed. • . !' 

.20. The information processing. method according to claim· 12::wherein ::there· ·'·· 

exists a different. intermediate device between said message data distributing means . 

and said device, and 

wherein said message data distributing means generates and distributes an 

enabJing key block (EKB) and an encrypted message data that can be. decrypted 

only in a target device targeted for distributing said message data. 

21. An information recording medium having stored therein. data, storing: 

a renewal node key .into ·which at least one of the node keys in a . group 

constituted by nodes and leaves connected at subordinate of the top node which is 

Hllllll 111111 111111111111 1111.· 
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one node of the hierarchical tree structure having a plurality of different devices as 

leaves is renewed and an enabling key block (EKB) into which said renewal node 

key is encrypted by a node key or a leaf key in said group; and 

a message data encrypted by said renewal node key. 

22. The. information recording medium according to ·claim· 21 wherein said 

message data is a content key used for decrypting.contents, and·,.· . .. . ··. . · .. · .· .· ... , • · · · 

·wherein ·said ·information · recording medium stores · an encrypted, content · 

· encrypted by said ·renewal node key. :: . . ~· 

23. The information ·recording medium according to claim ~22 wherein said 

· '"· ··. ·.'·information ·recording medium·. stores correspondence· data for-'rebiti_ng· a content. 

., :with. an enabling: ke¥ block (EKB) used for obtaining . .a content·key .. corresponding ·; · = 

to said content. . · .. ·. .' 

.: -:. '·· .:24.· · The information recording. medium -according to· claim· 21,wherein -said · ... ·.' · 

. information recording ·medium stores an integrity check value (ICV) of contents. · · 

25. A program providing medium for providing a computer program for 

executing decrypting process of encrypted content· data on a computer ·system, said 

computer program comprising: 

a renewal·. node key obtaining step of obtaining a renewal node key · by 

decrypting process of an enabling key block (EKB) into which said renewal node 

key into which at least one of the node keys in a group constituted by· nodes and a 

leaf connected at subordinate of the top node which is one node of the hierarchical 

Hllllll 111111 11111 1111111 lllF 
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tree structure having . a plurality of different devices as leaves is renewed is 

encrypted with a node key or a leaf key in a group on a renewal node key; 

a step of executing decrypting process by said renewal ~ode key to obtain a 

content key used as a decryption key for said encrypted content; and 

a step of executing decryption of said encrypted content by said content key. 

26. . .. An information processing method for distributing encrypted·, message·. ·data.. . . . -·. 

·,capable of being used .only· in not less than one device· selected, comprising, the 

steps of: 

generating-a renewal node.key.into .which at least.one of the node keys·in a·.- .. · . 

····.group constituted by nodes:and lea:ves connected ~t.subordinate ofatop-node·which· . 

... 

·· . _: i~ :one node of the hierarchical tree· structure having a plurality· of ·diffetent ·devices··:.·. -:· · · · . 

as leaves is renewed, and an enabling key block (EKB) into. which. said· renewal·· ....... . 

. · ....... :node key is encrypted by·a node key or.a leafkey·in.said":group; and~--.· · · .. · .. ·· 

generating a message data '.encrypted with said renewal node key to distribute 

it to devices. 

27. The· information processing method according to claim 26 wherein .. said 

message data is a content key capable of being used as a decryption. key for 

decrypting the content data. 

28. The information processing method according to claim 26 wherein said 

message data is an authentication key used in the authentication processing. 

29. The information processing method according to Claim 26 wherein said 

1-11111111111111111111111111111· 
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message data is a key of generating an integrity check value (ICV) of contents. 

30. The information processing method according to claim 26 wherein said 

enabling key block (EKB) and an encrypted data is distributed, said encrypted data . 

comprising a content key usable as a decryption key. for decrypting content data as 

: said message_ data and an encrypted content encrypted with said content key. 

· .• · . ; ='·· . ~.· .31. . An information pr-0cessi;ng method comprising: . :: ·:= • .. :.·. ··• '· . :-;. .• 

. · · · · ·. · .. · a renewal node· key obtaining step · ~f obtaining ·a· , renewal·' node key by. · · · · 

decrypting processing of an enabling key block (EKB) into which saicl.renewal node· . 

. . .. . . key into which at least one of.the node keys in a ;group constituted by;no.des and a···· · 

· · ·~ ·· · ··.·· · .·leaf connected ·.to a subordinate. of a top node which is one .node of a· hierarchical· 

: , .-.:tree structure ·havjng ·a' pluralit~·.of different devices·.-as ·leaves js, ren:ewed .:is. 

. . -encrypted with a node .ke.y or a leaf key in said .group. · .. ; -~ ·: · , . t · • . • ..-. : . 

· a · content: key·. obtaining·· step of. executing decrypti6n pro~ss. with. said · · 

. ·renewal node key to ·obtain a. content key used .as· a decryption =key for said= · 

encrypted content; and 

an executing step of executing decrypting of said encrypted content by said 

content key. 
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