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METHOD Thi s i nvention concerns the field of data security, Earti cularly
data security during transport. In a classical schene of diléthum8#0P8n, "t he
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t hem andcc;,.,gghfefrore can have this unscranbl ed data avail abl e. Unaut hori sed
copies can then be produced 25 fromthe consuner. Furthernore, the onset of
encryption nornms in the field of data transmssion limts the security
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It has been praven that this transport presents an important risk of illegal copies, the

clear data being easily subject to copying.

In the face of this, the supplier and the distributor have agreed that the transport of

15 these data is only carried out after encryption said data.

This solution is satisfactory from the point of view of iitegal deviation of these data
during transport. Once the data have arrived securely they are stored on a video

server for their distribution.

Nevertheless, the supplier, once the data have been transmitted to the distributor,
20 loses control of his/her data, and ill-intentioned people can produce illicit copies from

the video server.

The same problem appears when the distributor transmits these encrypted data to
the final consumer who then has the means for decrypting them and therefore can
have this unscrambled data available. Unauthorised copies can then be produced

25 from the consumer.

Furthermore, the onset of encryption norms in the field of data transmission limits the

security possibilities by imposing the used algorithms.




This aimis achieved by a system of audi o/video data transm ssion in
encrypted formby a first type of encryption, said encrypted data belng
acconpani ed by a decryption 5 data file, conprising the teﬂﬁoW@P 004
decryption keys and the conditional acc%ss i nformation, said file being
encrypted by a second type of encryption. In this way, the unit in charge
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linked to this emssion. This file is encrypted by an al gorithm of the |DEA
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with control the subscriber's side there is a securi ty

modul e, foadt Wafj%cqeﬁ% "?fefrﬂ?*dﬁn Yk delermingribtheoiesinasilee PRecssaghtishiss t he
subscri ber (his/her credit anongst others), and conpares these rights to
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decodes the file of Meta a and returns the contTol at are
neced8ar pYBGM bagis @sdtis pnpesedby amerotat a. 25 More and rmre subscr| ber
installations conprise information storage units such as a hard disk. This
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capable of storing a whole filmfor offering it for purchase to the
subscri bép orgdpicty @r@@wﬁnwata Yaagnisstusiingolahte, dbg tramspéitéd duwemprisesi i ¢

i s small ghq data g’n%rz%% ﬁ)lws %&EW %Q%élf Qg de&%ﬁ& { ?nfépn'?at%lﬁrc?ohne}amegf fer,

hel she can view ver
in a file named MT (Meta Data). The control words (CW) serve as decryption keys

15 variable in time. This file of Meta Data contains on the one hand the decryption keys
~ as control words CW and on the other hand a definition of the necessary rights for
the decryption for either a subscription or the payment of a bili directly linked to this
emission. This file is encrypted by an algorithm of the IDEA type whose security is

superior to the algorithms used for the encryption with control words (CW).

20 On the subscriber’s side there is a security module, usually in the form of a smart
card containing the rights of the subscriber (his/her credit amongst others), and
compares these rights to those required by the emission. If the rights aliow it, the
security module decodes the file of Meta Data and returns the control words CW that

are necessary for the decryption of the data.

25 More and more subscriber installations comprise information storage units such as a
hard disk. This allows reviewing a scene, to carry out a slow motion viewing without

losing any of the distributed information during the reviewing.

These units are capable of storing a whole film for offering it for purchase to the

subscriber. Such a download is done during the day, a period when traffic is smaller.



Thi s procedure presents the inconveni ence of having on a nunerical support
that is easily copied information whose control is desired. This is equally
valid during 5 software transmssion. In fact, the subscri Hérupe 2004
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The systemat the distributor |evel. The distributor has a gigantic storage
unit that.regroups all the em ssions to be 30 distribyted. |t is normally
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| oop during several days in order to be offered for purchase to the
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stored in st orag ncry ormto prevent any |eak or
illegal copy. Wen using these data the video server transmts the
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The persistence indicator allows the security module to know with what delay the
counter of this emission will be able to be erased. In order not to fill the security
25 module’s memory with this information, when the date of this indicator is surpassed,
the portion of memory assigned to this operation can be used again. It is

advantageously labelled by day (1 to 250 days) starting from the first use.

The systemn at the distributor level.

The distributor has a gigantic storage unit that regroups all the emissions to be

30  distributed. It is normally called video server. Certain emissions will be distributed



the use to the purchase of the emssion. It is at this stage that the
nunmber of uses or of viewing is defined. 15 This new file of decryption
information is then transmitted with the flux of encryptedldaluae
invention will be better understood by 4®ans of the follow ng detail ed
description which nmakes reference to the annexed drawi ngs that are offered
as a non-limting exanple, where figures 1 and 2 represent two enbodi nents
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transport key. The data DT as well as this new file are distributed to the

di f f er enfBeRIUBSIEE RO $RIMET B2 SFBRINtpUBbcause the decryption of the data DT
cannot be done without the MD file, the latter is generally sent
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file. data.

The invention will be better understood by means of the following detailed description
which makes reference to the annexed drawings that are offered as a non-limiting

example, where figures 1 and 2 represent two embodiments of the invention.

20  The video server VS receives the data DT in the form of a tape according to our
example, but said data can be transmitted by whatever known means of
transmission. The decryption information file MD is equally supplied to the video
server. This file is generally supplied at the same time, that is, it will advantageously
be on the same tape as the encrypted data. Nevertheless, if we wish to reinforce

25  security, it is possible to fransmit the MD file by other means.
Once these two files are in the video server VS the system is ready for distribution.

At this moment the MD file is transmitted to the security madule SM to add the rights

we wish to define for this emission. The module decodes the MD file and then adds




According to the chosen security structure the DT file is encrypted
according to a first encryption node, the control words CWserving as
decryption keys. It is preferably a 20 symetric node due {1§ June 208ded
required for processing. These control-$words CWare al so encrypted
according to a second encryption node, for exanple DES. Wen grouping the
whol e of .t he contr ol ds,in_an MD file he epcryption of this file is of
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than 25 on a control word. -6 "CLAIMS 17 June 2004 1. Managenent system of
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provi der of the content, characterized in that this system conprises neans
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it secon L using defined by the distributor. 2. System
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cont ent dhé datgectviog talbfd decgler IBTB aghtitheafprded ssedathmisdia@\obr sfoeed for

encrypted. .content,. 3. st em,accor di to.clajm characterized in that
t he sect ?acg%r e i'rhprHPhs%n'Lﬁa ﬁﬁ% 58?0'6‘2'{%%‘?‘? gds &L%aﬁéﬁ%‘d r“ﬁﬁeﬁPHE“ﬂe%‘@@'é{r y
subscri pbeatoredpe thd HE Wil §eilaktrateang fighiret Ne content or the maxi num nunber
of uses. 4. Systemaccording to clains 1 to 3, characterized in that the

syst bel ongs. to a video server (VS) supplied with a security nodule (SM
in cﬁg]r giot a'@fﬁ?‘ﬁéﬂts}ff@faakeé aidithis YDt Hie igdvesenteddaithe saeunits readule of
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data and produces the couple encrypted data DT and the MD file.
According to the chosen security structure the DT file is encrypted according to a first
encryption mode, the control words CW serving as decryption keys. It is preferably a
20 symmetric mode due to the speed required for processing. These control words CW

are also encrypted according to a second encryption mode, for example DES.

When grouping the whole of the control words in an MD file, the encryption of this file
is of a third type of high encryption level, for example IDEA. In fact, the

consequences of a successful attack on this file would be much more serious than

25  on a control word.



6. Method according to claim5, characterized in that it consists to define
the second access conditions by a section defining the rights of imedi ate
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content and a section defining the rights of deferred using of the encrypted content.

3. System according to claim 2, characterized in that the section defining the
rights of deferred using comprise the necessary subscription type, the price of using

of the content or the maximum number of uses.

4. System according to claims 1 to 3, characterized in that the system belongs to
a video server (VS) supplied with a security module (SM) in charge to define the data

defining the access conditions to said audio/video data.
5. Method of managing the rights of a content encrypted by at least one control
ward (CW) comprising following steps:

- encryption of audio/video data with encryption keys (CW) that vary depending on

time in a first location corresponding to the provider of these data,

- encryption of a file (MT) formed by the encryption keys and the first access

conditions to said audio/video data defined by the provider,
- transmission and storage of the audio/video data independently from the file (MT),

- when these data are used by a distributor, transmission of the file (MT) to a control

module in charge to decrypt this file (MT) and to verify the first access conditions,

- re-encrypting of the file (MT) with second access conditions corresponding to the

conditions defined by the distributor.
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