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ELECTRONIC TRANSACTION SYSTEM

Technical Field
The present invention relates to systems and methods for authorising electronic
5 transactions. The invention has particular, but not exclusive, relevance to authorising

“card not present” payment transactions.

Backeround
A variety of methods for effecting electronic payment transactions exist. For
10 example, payment may be effected using a financial instrument such as a payment card
by interacting with an electronic payment terminal, which may be located at a Point of
Sales (Po8) within an establishment such as a retail establishment or restaurant. In such
“card present” transactions, the user of the financial instrument typically authenticates

their identity by providing some form of information. For magnetic stripe payment
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cards, this information may be a signature. For chip-and-PIN payment devices, this
information may be a PIN code. Recently, biometric data has been used to authenticate
a participant in a payment transaction using a financial instrument, particularly when
the financial instrument 1s implemented on a smartphone having a fingerprint sensor.

in contrast, other methods exist in which the card is not present at the same

o

b

lpcation as an electronic payment terminal. For example, in mail order/telephone order
(MOT(O) transactions card details are supplied by mail or over the telephone to be
entered remotely. Such “card not present” transactions are more susceptible to fraud

than card present transactions.

25 Sumrary
According to an aspect, the present invention provides a method of authorising
an electronic payment transaction, the method comprising a server receiving transaction
details for the electronic transaction and an identifier for a participant in the electronic
transaction and sending the transaction details to the participant in the electronic
30 transaction. The server subsequently receives authorisation data from the participant,
the authorisation data comprising authentication data for the participant, and verifies

the authentication data for the participant. The server determines a Primary Account
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Number (PAN) based on the identifier, and proceeds with the electronic transaction
using that PAN. In this way, information authenticating the identity of a participant in
the electronic transaction can be obtained without needing a financial instrument to be
present at a traditional electronic payment terminal. Further, the security of the PAN
for a financial instrument of a payer participant in an electronic payment transaction is
improved because the PAN need not be supplied to a payee participant {e.¢. a merchant)
to the efectronic payment transaction.

The identifier may be a telephone number (for example the MSISDIN) for the
payer participant to the electronic payment transaction. From a user perspective, this
has the advantage that telephone numbers are readily available and there is no need to
remember an additional identifier specific to electronic payment transactions. From a
system perspective, this has the advantage of simplifving the processing as, for
example, the telephone number can be used to send the transaction details to the payer
participant in the electronic payment transaction and only looking up details (such as
the PAN} in the database if authorisation data is received from the payer participant. In
other words, if the payer participant does not authorise the electronic payment
transaction then there is no need to consult the database.

The telephone number may be for a mobile communications device for the payer
participant, for example a smartphone to which an application for handling electronic
payment transactions according to the invention has been downloaded.

The authentication data may be biometric data for the payer participant, for
example fingerprint data.

The present invention has advantages v several situations. For example, for
MOTO transactions, the present invention allows the identity of the financial instrument
holder to be authenticated. In a similar manner, the present invention can be
advantageous in other “card not present” electronic payment transactions such as web-
based transactions, for example via merchant websites. The present invention also
allows a financial account holder to authorise transaction initiated by another person
without needing to give the PAN to that other person. For example:

e 3 parent can authorise an electronic payment transaction initiated by their

child; all the child needs to know is the telephone number of their parent;
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e one person on holiday who has lost their payment card can initiate an
electronic payment transaction to settle their hotel bill knowing the telephone
number of a relative or friend.

The transaction details received by the server include details of the payee

5 pasticipant. In an embodiment, the server can lock up information about the payee
participant and provide these details to the payer participant. For example, information
that the payee participant has been associated with previous fraudulent electronic
payment transactions can be provided to the payer participant, so that the payer
participant can take this into account when deciding whether or not to proceed with the

10 electronic payment transaction.

According to another aspect, the present invention provides apparatus for
authorising an electronic payment transaction, the apparatus comprising at least one
processor and memory storing instructions that, when executed by the processor, cause
the apparatus to:

15 e following receipt of transaction details for the electronic transaction and an
identifier for a participant in the electronic transaction, send the transaction
details to the participant in the electronic transaction;

¢ following receipt of authorisation data from the participant, the authorisation
data comprising biometric data for the participant, verifying the biometric data

20 for the participaunt; and

s following verification of the biometric data for the participant, determining a

Primary Account Number based on the identifier and proceeding with the

electronic transaction using the Primary Account Number.

Various embodiments of the invention will now be described, by way of

25 example only, with reference to the accompanying drawings.

Brief Description of the Drawings

Figure 1 schematically shows the main components of an electronic payment

transaction system according to the present invention;

(98]
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Figure 2 schematically shows data stored in an entry in a payer database forming

part of a validation server of the electronic payment transaction system of Figure 1,
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Figure 3 schematically shows instructions stored in the validation server of the
electronic payment transaction system of Figure 1;

Figure 4 schematically shows the main components of a smartphone forming
part of the electronic payment transaction system of Figure 1;

Figures SA and 5B show a flow chart of operations performed to register a user
of the electronic payment transaction system of Figure 1; and

Figures 6A and 6B show a flow chart of operations performed by the electronic

payment transaction system of Figure 1 to carry out an electronic payment transaction.

Detailed Description

As shown in Figure 1, in an embodiment of the electronic payment transaction
of the invention a mail order/telephone order (MOTO) terminal 1 and a merchant
website payment system 3 are connected to an acquirer bank S such that payment details
for a purchase can be electronically communicated to the acquirer bank 5. It will be
appreciated that a merchant Internet Payment Service Provider (IPSP) may provide at
least some of the functionality of the MOTO terminal 1 and/or the merchant webstte
payment system 3. The payment details for the purchase are typically entered using in
a series of data fields of an Authorisation Request (0100 message) conforming to the
ISO 8583 standard specification. The acquirer bank 5 is communicatively connecied,
vis a payment processing service 7, to the issuer bank 9 and forwards the request for
authorization to the issuer bank 9.

The IS0 8583 standard specifies a data field in the 0100 message for conveying
the Primary Account Number (PAN) of a financial instrument, such as a payment card,
for effecting the payment transaction. In this embodiment, a payment option (hereafter
for ease of reference referred to as “Biopay”) is available via the MOTO terminal 1 and
the website payment system 3. As will be described in more detail hereafter, for the
Biopay payment option a telephone number is provided in the PAN data field of the
0100 message, and the payment processing service recognises when the 0100 message
is generated by the Biopay payment option and in response sends a validation request
to a validation server 11. The validation server 11 is able to communicate with 2 mobile
application or app (not shown in Figure 1) on a smartphone 13 corresponding to the

telephone number entered 1n the PAN data field via a cellular communications network
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15. 1In order to avoid the need for a persistent link to be set up between the validation
server 11 and the mobile app, the validation server 11 can initiate communication via a
push notification service 17.

As shown in Figure 1, the validation server 11 includes a processor 19, memory
5 21 and input/output (IO} devices 23 interconnected by a bus system 25, Although a
single processor 19 is schematically shown in Figure 1, it will be appreciated that one
ot more processor devices could be utilised in the validation server 11, Similarly, the
memory 21 may schematically represent one or more memory devices, and
conventional memory management techniques may be used to transfer data between

10 multiple memory devices to improve processing speed by reducing latency time.
The memory 21 stores instructions 27 for execution by the processor 19 and a
user database 29 storing information related to each user that is registered on the
validation server 11. In this embodiment, the entry for a user in the user database 29

includes a PAN {or a token) and fingerprint data for the user. In this embodiment, the
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memory 21 also stores a merchant database 31 having entries corresponding to multiple
merchants, the entry for a merchant including information that may be pertinent to the
electronic payment transaction such as a trust rating for the merchant.

In brief, the validation server sends details of the payment transaction to the

mobile app on the smartphone 13 for authorisation by the user of the smartphone 13.

o

b

Before the mobile app returns this authorisation, in this embodiment the mobile app
captures fingerprint data for the user of the smartphone 13 and includes this fingerprint
data in the returned authorisation. The validation server 11 can then authenticate the
ideutity of the user of the smartphone 13 using the fingerprint data stored in the entry
in the user database 29 for that user, and following authentication send the PAN (or
25 token) in the entry in the user database for that user to the payment processing service
7, which replaces the telephone number in the PAN data field with the received PAN
{or token) before passing the request for authorisation to the issuer bank 9.
Figure 2 shows the format of an entry 39 in the user database 29. As shown, the
entry 39 includes:
30 e aname data field 41 for storing the name of the user;

e an address data field 43 for storing a mailing address of the user;
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a date of birth data field 45 for storing the date of birth of the user;

an ematl address data field 47 for storing the email address of the user;
a telephone number data field 49 for storing the telephone number of the
smartphone 13 of the user;

a PAN/token data field 51 for storing a PAN or a token associated with
a financial instrument of the user;

an expiry date data field 53 for storing the expiry date of the financial
instrament of the user;

a fingerprint data data field 55 for storing fingerprint data for the user;
and

a seed data data field for storing a value used in the generation of a one-

time identifier code.

As shown in Figure 3, the instructions 27 stored in the memory 21 of the

validation server 11 include a Master Control routine 61 and multiple sub-routines.

The Master Control routine 61 will initiate each sub-routine in response to a

corresponding trigger condition being met. The sub-routines include:

3

a Register User sub-routine 63 that is triggered in response to receipt
of a registration request by the validation server;

a Request Payer Authorisation sub-routine 65 that is triggered by
receipt of a validation request from the pavment processing service 7;
a Verity Fingerprint sub-routine 67 that is triggered by receipt of
authorisation data and fingerprint data from the payer;

a Provide Transaction Data sub-routine 69 that is triggered by a
positive verification of fingerprint data accompanying authorisation
data authorising an electronic payment transaction; and

a Log Merchant Information sub-routine 71 that is triggered in
response to receiving information about a merchant that may be

pertinent to an electronic payment fransaction.

The operation of these sub-routines will be described in more detail hereafter.

As shown in Figure 4, the smartphone 13 includes an antenna for transmitting

and receiving wireless communication signals connected to an associated RF
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transceiver 83, The RF transceiver 83 is interconnected with a Subscriber Identity
Module (SIM) 85, a processor 87, memory 89, a touch sensitive display 91 and a
fingerprint sensor 93 by a bus system 95. The operation of the RF transceiver 83, the
SIM 85, the processor 87 and the touch sensitive display 91 s conventional and will
not be described in more detail hereafter. It will also be appreciated that a fingerprint
sensor 93 is a component that is becoming prevalent in many smartphones.

The memory 89 stores a “Biopay” application (app) 97, that can be downloaded
from an app store in a conventional manner, that is associated with the Biopay payment
option.

The manner in which a user of the smartphone 13 registers with the validation
server 11 following downloading of the Biopay app 97 will now be described with
reference to Figures SA and 5B.

After opening the Biopay app 97 on the smartphone 13 for the first time, the
Biopay app 97 prompts the user to enter user detatls including bibliographic details and
financial instrument details. The bibliographic details include the name of the user, the
mailing address of the user, the date of birth of the user, the email address of the user,
and the telephone number of the user. In this example, the telephone number is in the
form of the MSISDN. The financial instrument details include the Primary Account
Number (PAN} and the expiry date. Following recetving, at 81, the user details, the
Biopay app 97 establishes a secure connection to the validation server 11 and sends, at
83 a Registration Request to the validation Server 11 conveving the bibliographic
details and the financial instrument details.

Following receipt, at S5, of the Registration Request, the Master Control
routine 61 triggers the Register User sub-routine 63, which stores, at 87, the user details
in a provisional entry for the user database 29 in the appropriate data fields and then
sends, at 89, a PIN to the telephone number provided by the user using an SMS message
or the like, and awaits fingerprint data from the Biopay app. The purpose of sending
the PIN is to verify the provided telephone number.

Meanwhile, the Biopay app 97 prompts the user to enter the PIN following
receipt of the PIN by the smariphone. After recetving, at S11, entry of the PIN by the
user, the Biopay app 97 captures fingerprint data. In this embodiment, the Biopay app

97 prompts the user to place a finger on the fingerprint sensor 93 three times in order
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to generate fingerprint data including three fingerprint images. The Biopay app then
sends, at 813, the fingerprint data and the entered PIN to the validation server 11.

Following receipt, at 813, of the fingerprint data and PIN, the validation server
11 verifies the PIN matches the PIN sent to the telephone number and then sends, at
$17, a dummy authorisation request to the Biopay app 97. The purpose of this dummy
authorisation request 1s to confirm the fingerprint data and verify the provided financial
instrument details.

After receiving, at S17, the dummy authorisation request, the Biopay app 97
display details of the dummy authorisation request to the user (i.e. advising the user that
the transaction is a dummy transaction), and prompts the user to authorise the dummy
transaction by placing their finger on the fingerprint sensor 93, Afier capturing, at 821,
fingerprint data, the Biopay app sends the fingerprint data along with dummy
authorisation data to the validation server 11

After receiving, at S23, the fingerprint data and the dummy authorisation data,
the Verify Fingerprint sub-routine 67 is initiated to verify that the fingerprint data
received with the dummy authorisation data matches the fingerprint data previously
received for the user. Having verified the fingerprint data. the validation server 11
sends, at 827, a dummy transaction request including the financial instrument details
provided by the user to the payment service provider 7.

Following receipt, at 827, of the dummy transaction request, the payment
service prover 7 sends, at S29, an issuer bank approval request to the issuer bank 9.
After receiving, at 531, the issuer bank approval request, the issuer bank confirms the
financial instrument details (among other checks) and then sends, at 833, issuer bank
approval to the payment service provider 7. Following receipt, at 837, of the issuer
bank approval, the payment service provider 7 sends, at S37, dummy transaction
approval to the validation server 11,

After receiving, at 841, the dummy transaction approval, the validation server
11 completes the registration process by storing the bibliographic details, financial
instrument details, fingerprint data for the user, and seed data in the user database 29,
and sends, at S41, a registration confirmation to the Biopay app 97 including a copy of

the seed data. In this embodiment, the seed data is a (pseudo-) random number.
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Following receipt, at 843, of the registration confirmation, the Biopay app 97
displays a message to the user confirming registration has been successfully completed.

(nce registered with the validation server 11, the user {(or someone else) can
specify the user’s telephone number in place of the PAN when making a MOTO
transaction, a web transaction or any other “card not present” transaction. In this way,
the PAN for the user’s financial instrument does not need to be supplied to the payee
for the transaction, for example a merchant, which improves the security of the PAN.
In addition, the electronic payment system: allows a payment to be made when the user
(or someone else) does not have access to the financial instrument, for example through
being unable to find the financial instrument or forgetting to bring the financial
instrument.

As has been described previously, the present invention allows someone other
than the user to make a payment using the financial instrument of the user following
approval of the user, who need not be local to the person making the payment. In this
way, a user who wishes for someone else to be able to make a payment using their
financial instrument does not need to give the PAN of their financial instrument to that
person and also can approve the payment before it is made. For example, a parent may
want to allow their child to use the financial instrument of the parent in certain
circumstances, but not in others.

The manner in which an electronic payment transaction takes place will now be
described with reference to Figures 6A and 6B, in which purchase payment details are
received from a purchaser either by a merchant server, either via the website payment
system 3 via the Internet or via the MOTO payment terroinal 1. Inthe case of a MOTO
transaction, an operator of the MOTO payment terminal 1 selects the Biopay payment
option from a list of available payment options, in accordance with information
received from the purchaser. In the case of an Internet purchase, the merchant website
payment system 3 presents a list of payment options {including the Biopay payment
option) to the purchaser and the purchaser selects the Biopay payment option. Selection
of the Biopay payment option prompts the display of a form having data entry fields for
payment details, including the payer telephone number, and the verification code.

As mentioned above, in the Biopay payment option the payment details specify

a telephone number in place of specifying financial instrament details. In order to filter
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out attempts to use a telephone number for a payer that are unwanted by the payer,
especially those which are malicious in nature, the Biopay payment option also requires
entry of a verification code that is generated by the Biopay app 97 using the seed data.
In this embodiment, the verification code varies over time. This can be achieved by,
for example, including a time-varying value as well as the seed data in the calculation
of the verification code or by including the current setting of a transaction counter as
well as the seed data in the calculation of the verification code.

In this example, the form displayed by the Biopay payment option also includes
a data field for entering time data representing the time when the verification code was
generated. In this way, if the verification code was generated in advance of data being
entered into the form for the Biopay payment option, as for example would typically be
the case for a mail order transaction. In this way, the verification code can be checked
even if it is not the valid verification code at the time of entry into the form of the
Biopay payment option. Preferably, the time data is provided by the Biopay app 97,
for example in the form of a time stamp.

Accordingly, if the purchaser is the same person as the payer, then when making
a transaction the purchaser directly opens the Biopay app 97 and obtains the verification
code that i3 valid at that time. If the purchaser is not the payer, then the purchaser must
have cbtained the verification code from the payer, possibly together with information
indicating when the verification code was generated.

Following receiving, at 551, the payment details and the verification code
together with associated time data, the merchant server sends, at S53, an authorisation
request, via the acquirer bavk 5, to the payment service provider 7. In this embodiment,
the format of the authorisation request conforms to the 1SO 8583 specification, but
includes the telephone number in the data field for the PAN, data identifying that the
Biopay payment option is being utilised in another data field and the verification code
in a further data field. The authorisation request also includes further payment details,
such as the amount of the transaction and information identifying the merchant.

For ease of iltustration, Figures 6A and 6B do not show the acquirer bank 5 and
the conventional operations that may be performed by the acquirer bank 5. It will be
appreciated that the authorisation request sent by the merchant server may not be

identical with the authorisation request received by the payment service provider,
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nevertheless the authorisation request received by the payment service provider will
include the telephone number provided in place of financial instrument details, the
verification code, data identifying that the Biopay payment option is being used
together with the amount of the purchase and information identifying the merchant.

After receiving, at S55, the authorisation request, the payment service provider
identities, at S37, that the Biopay payment option is being used. The payment service
provider then sends, at S59, a validation request to the validation server 11 including
the details provided in the authorisation request.

Receipt, at 861, of the validation request prompts the Master Control routine
61 to initiate the Request Payer Authorisation sub-routine 65, which first checks that
the entered telephone number corresponds to a telephone number for a registered user.
If the entered telephone number does correspond to the telephone number of a
registered user, then the Request Payer Authorisation sub-routine 65 then checks the
validity of the verification code by determining, using the seed data 57 stored for that
registered user and the time data, what the verification code should be and comparing
the determined verification code and the received verification code.

If the determined verification code matches the received verification code, the
validation server sends, at S63, a payer authorisation request to the Biopay app on the
smartphone 13, In this embodiment, the Request Payer Authorisation sub-routine 65
checks if any information is stored in the merchant database 31 for the merchant
identified in the validation request. For example, the merchant database 31 may store
information indicating that the merchant 1s known or suspect to have taken part in
fraudulent transactions. If there is information stored in the merchant database 31 for
the identified merchant, then the Request Payer Authorisation sub-routine 65 appends
this information to the payer authorisation request.

In this embodiment, the validation server 11 sends a push notification for the
paver authorisation request via the push notification service 17 to ensure that the user
of the smartphone 13 is alerted to the payer authorisation request as quickly as possible.

Following receipt, at 565, of the paver authorisation request and the user
opening the Biopay app 97, the smartphone 13 displays, at $67, details of the
transaction including the purchase amount, the name of the merchant and any

information provided about the merchant from the merchant database 31, and prompis
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the user of the smartphone to approve the transaction by placing their finger on the
fingerprint sensor 93. Although not shown in Figures 6A and 6B for ease of illustration,
the user of the smartphone 13 is also given the opportunity to decline the transaction by
a user input via the touchscreen 91,

Assuming that the user of the smartphone 13 approves the transaction by placing
their finger on the fingerprint sensor 93, then the smartphone 13 captures, at 569,
fingerprint data and sends, at 871, payer authorisation data indicating the electronic
payment transaction is approved to the validation server 11 together with the fingerprint
data.

Following receipt, at S73, of the payer authorisation data and the fingerprint
data, the Master Control routine 61 initiates the Verify Fingerprint sub-routine 67 to
verify, at 875, the fingerprint data against the fingerprint data stored in the entry of the
user database 29 for the user of the smartphone 13, In this way, the identity of the payer
is authenticated, which improves protection against fraud in comparison with “card not
present” payment schemes in which the identity of the payer is not authenticated.

Assuming the fingerprint data is verified, the Master Control routine 61
initiates the Provide Transaction Data sub-routine 69 to generate and send, at 877, a
validation response to the payment service provider 7. The validation response includes
the financial instrument detatls (PAN and expiry date} stored in the entry in the user
database 29 for the user of the smartphone 13, 1In this way, following receipt, at 879,
of the validation response, the payment service provider can send, at SB1, an issuer bank
approval request to the issuer bank 9 identifying the PAN of the financial instrument of
the payer.

After receiving, at 883, the issuer bank approval request, the issuer bank 9 can
perform various checks and, assuming that the checks do not identify a problem, send,
at 883, issuer bank approval to the payment service provider 11. Following receipt, at
587, of the issuer bank approval, the payment service provider 7 sends, at $91, payment
confirmation to the merchant and sends, at 893, payment confirmation to the validation
server 11, The payment confirmation is received by the validation server 11 and
forwarded, at 895, to the Biopay app 97, which accordingly recetves, at S97, the
payment confirmation and displays a payment confirmation message to the user of the

smartphone 13,
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As mentioned above, the merchant database 31 is populated with information
about merchants that may be pertinent to an electronic payment transaction. This
nformation may be received from one of the participants in the electronic payment
transaction identified above, or an external service provider. On receipt of information
about a merchant, the Master_Control routine 61 of the validation server 11 initiates the
Log Merchant Information sub-routine 71 to store the information in the entry for the

merchant in the merchani database 31.

Modifications and Further Embodiments

In the illustrated embodiment, the payment service provider identifies that the
Biopay payment option is being used, prompting validation via the validation server 11
and the Biopay app 97. In other embodiments, identification of the use of the Biopay
payment option could be performed by a merchant server or an acquirer bank or by an
intermediate Internet Payment Service Provider (IPSP). However, it is preferred that
the PAN is not provided to a merchant server in order to improve security.

Fingerprint data 1s used in the illustrated embodiment to authenticate the user of
the smartphone 13. It will be appreciate that other types of biometric data could be
used, for exarople facial recognition, iris scan or voice analysis. More generally, the
identity of the user of the smartphone 13 can be authenticated by any of a vanety of
techniques, sometimes referred to as consumer device cardholder verification methods
(CBCVMs), not all of which employ biometric data,

While the iHustrated embodiment takes advantage of a push notification service,
this is not essential and various “pull” techniques could be emploved, for example using
polling, by which the Biopay app 97 could discover whether an approval request is
outstanding.

The Biopay app 97 need not be run on a smartphone, but could alternatively be
run on a tablet device or a computing device (such as a laptop computer) having wireless
communications capability for communicating via a public land mobile network
(PLMN).

Whiie it is convenient to use a telephone number to identify a registered
participant, this is not essential and other identifiers for the registered user (alternatively

referred to as a participant), including bespoke identifiers, could be used.
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Although the illustrated embodiment concerns authorisation of a financial
transaction, the invention also has applicability outside of the field of financial
transactions. For example, the invention has applicability to the field of access sysiems
for accessing secure prenuses that require entry of an access code. Instead of an access
code, an identifier for a registered participant could be issued, prompting approval from
the registered participant via an application stored on their smartphone.

The various memories described above may take the form of any suitable date
store, including Random Access Memory {RAM) and/or Read Only Memory (ROM)
data stores. The various processors may take the form of a semiconductor chip, such
as a Central Processing Unit (CPU) for example.

Methods described herein may be implemented by way of computer program
code that is storable in a memory. Memory may be any non-transitory computer-
readable media able to contain, store, or maintain programs and data for use by or in
connection with an instruction execution systenm. Such media may be any physical
media such as, for example, electronic, magnetic, optical, electromagnetic, or
semiconductor media. More specific examples of suitable media include, but are not
limited to, a hard drive, RAM, ROM, erasable programmable read-only memory, or a
portable disc. Elements of the mernory used to store program code may be volatile or
non-volatile and may include additional functionality, for example to minimise latency.

The above embodiments are to be understood as illustrative examples of the
invention. Further embodiments of the invention are envisaged. For example, [add
possibilities]. It is to be understood that any feature described in relation to any one
embodiment may be used alone, or in combination with other features described, and
may also be used in combination with one or more features of any other of the
embodiments, or any combination of any other of the embodiments. Furthermore,
equivalents and modifications not described above may also be employed without

departing from the scope of the invention, which is defined in the accompanying claims.
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CLAIMS

1. A method of authorising an electronic transaction, the method comprising a

receiving transaction detatls for the electronic transaction and an identifier for a
participant in the electronic transaction;

sending the transaction details to the participant in the electronic transaction;

receiving authorisation data from the participant, the authonsation data
including authentication data authenticating the identity of the participant;

determining a account cede identifying an account associated with the
participant based on the identifier; and

proceeding with the electronic payment transaction using the account code.

2. A method according to claim 1, wherein the identifier comprises a telephone

number for said participant in the electronic transaction.

3. A method according to claim 1 or claim 2, wherein the sending comprises

sending a push notification to said participant in the electronic transaction.

4. A method according to any preceding claim, wherein the authentication data

comprises biometric data and the method comprises verifying the biometric data.

S. A method according to any preceding claim, wherein the biometric data is

fingerprint data.

6. A method according to any preceding claim, wherein said participant is a first
participant and the transaction details comprise a second identifier identifying a second
participant in the electronic transaction, the method further comprising:

retrieving additional information about said second participant based on the
second identifier; and

sending the additional information to the first participant.
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7. A method according to any preceding claim, wherein the electronic transaction
is an electronic payment transaction and the account code is a Primary Account Number

{(PAN).

8. A method according to claim 7, wherein proceeding with the electronic

transaction comprises transmitting an authorisation request to an issuing bank.

9. Apparatus for authorising an electronic transaction, the apparatus comprising at
least one processor and memory storing instructions that, when executed by the
processor, cause the apparatus to:

following receipt of transaction details for the electronic transaction and an
identifier for a participant in the electronic transaction, send the transaction details to
the participant in the electronic transaction;

following receipt of authorisation data from the participant, the authorisation
data comprising authentication data for the participant, verifying the authentication data
for the participant; and

following verification of the authentication data for the participant, determining
an account code associated with the participant based on the identifier and proceeding

with the electronic transaction using the account code.
10.  Apparatus according to claim 9, wherein the identifier comprises a telephone
number for said participant in the electronic transaction, and wherein the apparatus is

arranged to send the transaction details to the participant using the telephone number.

11, Apparatus according to claim 9 or claim 10, wherein the apparatus initiates a

push notification to send the transaction details to the participant in the transaction.

12. Apparatus according to any of claims 9 to 11, wherein the authentication data

comprises biometric data.

13, Apparatus according to claim 12, wherein the biometric data is fingerprint data.
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14, Apparatus according to any of claims 9 to 13, wherein said participant is a first
participant and the transaction details comprise a second identifier identifying a second
participant in the electronic transaction, the apparatus being arranged to:

retrieve from a database additional information about said second participant
based on the second identifier; and

send the additional information to the first participant.

[
¥4

Apparatus according to claim 14, wherein the memory stores the database.

16.  Apparatus according to any of claims 9 to 15, wherein the electronic transaction
is an electronic payment transaction and the account code is a Primary Account Number

(PAN).

17. Apparatus according to claim 16, wherein the apparatus is arranged to proceed
with the electronic payment transaction by transmitting an authorisation request to an

issuing bank.

18. A system for authorising an electronic payment transaction, the system
comprising;

apparatus as claimed in any of claims 9 to 17; and

an application for execution by a mobile communications device of the
participant in the electronic transaction, wherein the application comprises instructions
for the mobile communications device to:

following receipt of the transaction details from said apparatus, display at least
some of the transaction details;

determine authentication data for a user of the mobile communications device;
and

send the determined authentication data to said apparatus.

19. A systems according to claim 18, wherein the application comprises instructions
for the mobile communications device to prompt the user of the mobile communications

device to enter biometric data to authorise the electronic transaction.
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20, A computer program comprising instructions for performing a method as
claimed in any of claims 1 10 8.
21. A computer-readable storage medium storing a computer program as claimed

in claim 20.



