1 METHOD AND SYSTEM TO DI STRI BUTE FAULT | NFORVATI ON I N A LARGE SCALE
COVMUNI CATI ON NETWORK SYSTEM FI ELD OF THE | NVENTI ON The present |nvention
relates to a nethod and arrangenent In a comunication network system in
particular to an arrangenent allowing for distributing fault information as
well as a nethod for such distribution. BACKGROUND A system and net hod for
counting events of plurality of managed network elements (NEs) In a |large
comuni cati on network may be summari zed as bel ow. Network events are

coll ected by event collectors (ECs) fromevent reporters (ERs). An EC then
partitions the events into clusters based o artition criteria. The EC
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on a SO CabiveUNICATION NEPWORKGISTEM trigger criteria. Receivers of the
reports may query the EC for the details of the events, if it Is in their
Interest to do so. comruni cation network consists of nodes and |inks.
These are @hBP@GWEt"E‘)Vﬁ{‘Et'%rk management and are called network elenments
(Na) in this context. A large comruni cati on network consists of thousands

of such Ngg f§ enttlrWé‘ntBH FMtesSo QFneEB@WF&Eﬁ ﬁhgnt'lrﬂé &fﬁﬁhb&ﬂn ASEH system. in
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havi ng al distributiomdi ti on are termed event reporters (ERs) An al arm
notification carries many information paraneters. For exanple, it carries
the ident] NE in alarmed state, the severity of the alarm the
pr obabl e hé%é‘g&%@ﬁ?he alarm the tinme of the alarmcondition, the suggested
renmedy action, etc. In 3GPP/3GPP2, the alarmnotification contains sonme 20
par anmet er g systeand@idihod for Selinfiiglevénty éfipliraity offmanafedi@ivdecstements(NE<)in a

communi cajl, ggr&%\%umwﬁodnek{wrgayab %u,gggﬁzﬁ {) beipst €ms that are not responsible
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for transp ng I ntormati on For User cribers of the network. These
nodes or systens, e.g. an el enent manager (EM) and OM of figure 2, manage

t he net woNkworkleests anstolitded by eviint Glléatora(ECs)Stomaavent saportdne(EReX @8 E@nitbnl i nks.
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rout es, dBemiversal the feperisimyayqoehe the ECdordittdetaild o tHeaesrdm if it Sdretbeicinterestitmdd he
context of,this paper, these nodes are terned event collectors (ECs). 5 The
net wor kK management architecture, i.e. organization of the DMs and NEs, and
the distribution of network managenent functionalities anong them
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Wth reference to Figure 2, the network el enents (NES) generate al arns and

these are collected by t hei r respective donmain managers (DMs). The network
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data from oh contained in arm; | evel
is some 20 parameters. See 3GPP TS 32.111-2 version 7.1.0 Release 7.

In a communication network, there are nodes or systems that are not responsible for
transporting information for user/subscribers of the network. These nodes or systems, e.g. an
element manager (EM) and DM of figure 2, manage the network. They install, configure and
supervise the nodes and links. They monitor the network and if the network performance



used to identify the faulty equi pnment or function, and to identify the
appropriate renedi al actions to be taken by an operator to correct the
fault condition. This information is used by systens or operators at the NE
and DM | evel, and occasionally at the NMIlevel. 20 Today, there exists an
operation in the 3GPP Alarm I RP to request summary information for all or
part of t vvork bei n an Alarm | RP A ent namne t he
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search and retrieve rel evant al arm data when want ed 20 Detailed alarm
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i ncreasin to mal ntain ed network alarminformation at
one level so that it is in sync and in real time with alarminformation at

a | ower | epifke also exists an operation in the 3GPP Alarm IRP to request all the current detailed
alarm information for all or part of the network being managed by an Alarm IRP Agent,
25 namely getAlarmList(). 3GPP2 has defined a similar function.

There further exists an operation in the 3GPP Notification IRP to request all new and

changed alarm information for all or part of the network being managed by an Alarm IRP

Agent, namely subscribe(). 3GPP2 has defined a similar function. Similar notification exists

in ITU-T Recommendation, ITU-T X.734 Recommendation on Event Report Management
30 Function.



Even if one has solved the synchronization problem nentioned above with
acceptable level of reliability and performance, to nmaintain detailed
network alarminformation at DMin real tine for the purpose of "just in
case a DM user needs the information" is3an expensive 30 proposition, and
is contrary to "just-in-time-inventory concept”. Its inplenentation wll

use up 4 critical DM NE channel capacity that is shared for transportation
of other t @'061arti%%P%P{}Bﬂaysﬂ&rﬁng@%rﬁﬁrﬁuPfafm%}W”%&ﬁg@‘&%@ﬁ? afqg

per f or manqgoramegenent i nformation. Some NE's are actively carrying traffic
in the network, while others are in the process of being comm ssioned or
de- conmi ssioned. For the NE's whose role is less critical in the 5 network,
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a public facil; - - | cat ators of
e, Dve g eRe-adoriitonpBin aBbindrd Aot s Bt adlo a8 i 0l dRRER TCR 00
3GPP Hone iefNBnatipy ta the-rtegide s etbe indgraation-flovg chaim ordaeragchy ripo esarple, the

di mensi on - i i aciti al ar. i« Qr ak alarm
oo, A ouEhRERBY BAACL AR Bilehlesh oA lefa R Mk BEF 1S Beef?y O
vol ume of tednapertingalafmsciacompedion sdéth otier seedsrrach astramapkrtopepeiiguratioay  avoi d
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alarmrail sing,” and al'so equal priorrty between alarm ceasli ng and rai sing,
such t hat inferreatipers oal abfayhireduirad, eanchsugimaneinfariatiarris efteragulificeendf t he al arm
status may take some tine to report, receive, and process the

af orementioned 20 25 paraneters of an alarm Summary infornmation can
descri be i/ egale ag@regdtion #pind mongxamplei aj BV, adleidendl databagednerneriieaglys rurred
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for conveying network event | nformati such as netwo m nahagenent
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sufficient.

There is today no method to subscribe to summary alarm information from all or part of the
network being managed by a DM.

With growing networks sizes and network and network element complexity, it is increasingly
25 difficult to maintain detailed network alarm information at one level so that it is in sync and in

real time with alarm information at a lower level.

Even if one has solved the synchronization problem mentioned above with acceptable level
of reliability and performance, to maintain detailed network alarm information at DM in real
time for the purpose of “just in case a DM user needs the information” is an expensive

30 proposition, and is contrary to “just-in-time-inventory concept”. lts implementation will use up



5 SUWARY Accordingly, one objective of the present invention is to provide
a nethod and an arrangenent of distributing fault information froma | ower

| evel network managenent node to a higher |evel network managenent node in

a network managenent architecture conpriging 5 nodules |logically

representi ng networ k nodes and network |inks under managenent. According to

a first as odi nents. of the ent inveption this objective is
Schi eved TGO NE DRV CARACHE e HS ST RO I 2CHo GRUL SR RES L T EIE! aif m
1, which sqmnlaé cesigubaibn franhderdilt andrpédavmanse tlasdgentant @tbrhaion. a | ower | evel
net wor k managenent node to a higher |evel network managenent node by a

nmet hod which perfornms the steps of: subscribing to at | east o sone detailed
faul t i nf dBord N&I3;are acte/iekyicagylag tnav;ﬂm':fnitba’m’etworkc(z)/mhar otbes@graingbepmcyssaff f aul t

informatiqn.sent by .t he | ower | evel ne ement . node; ..and,
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the char act iSSP Al OpalISd 2amyMemnaior BOWGHT s mime el e dRm siiftion qnpy be
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hi gher |eve (—:-%rrent c%rrprl sing: a
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information sent by the | ower |evel network nmanagenent node; and, a

pr oces s Gy MicaRHR RS B bl Rln o5 ARl SETRIISAAL 0 LA Es b ggret  on

and for rieving said subsScri In I on sald 20
recei vetb rahared, oatdednateﬁmestobmesdmb@demntrmaatoeilmer&ﬂ@da commheicatiop danilidnt

ﬁ' al I1s. T'}ﬁ@kc%n%gnélgaa%%}’dn%k,oc{i' o8k aa(ﬁ?kl?é’%ir@@@@ ira@iﬁt%%r\rnﬁlpﬁot]b\é’ql'llg jodl | ow a
i gher lev net wor k “managenent 'node to gét tau sunmmary 1n ion fro

a | ower | exzphcityett wbtikesrengugeman of alede situstiomoauld rérice Werfotandalf lagelyslumebi ng
to all the iled f o i.ssion of fault
cvent s t o Mo ofouf st Bhe LRkl Aol BERRTRBE. it i REREE 0

reduci ng mnmmaﬁamtamlimthhaw@pewlarmmwm t hese managenent nodes. Based
on the summary information retrieved, the higher |evel manager may
subscribe to sonme or all of the detailed fault information. Further, the
dat abast | Dredroruuechtiy faciives usied fetwass ee Bibterapdilids anch)dvisanchiNBs Hiayher

| | |

| ovel mandonae o KEHRIT iebe bAJI IRy aft GRAN S Rot deBRalelior BBBY B © b ont &
that need QR@r&i@r stof BiMsnPMs@ad NEShT@ﬁLSrthG} eagsg! of whAa s arsyomerdevices sutluced.
The same GESH Fhetetﬂ% ﬁ‘“é seLttoRErBByesr 8ROt ts mr%%gblbquiménsi%ﬂ%aﬁh' s mi ght

be especially use equi pnent cat
communlcatlon faC|I|ty to handle alarm storms or peak alarm rate. A summary of alarm

20 situation would reduce the potentially large volume of alarm notification emissions so that
network operator may avoid this dimensioning problem.

Also, equal priority is given to major and minor alarm raising, and also equal priority between
alarm ceasing and raising, such that in a period of high alarm volume, the true nature of the
alarm status may take some time to report, receive, and process the aforementioned 20

25 parameters of an alarm. Summary information can describe in one notification what might

otherwise take hundreds of notifications.
Thus, there is a need for an improved method and arrangement for conveying network event
information such as network alarm management information, of a large communication

network, which overcome at least some of the problems and drawbacks mentioned above.

30



5 The creation of sinple surveillance applications which use the summary
alarminformation to present the nunbers of critical, major, mnor, alarns
etc on a particular manager object is enabl ed Based on the nunbers in the
summary, additional detailed informationsmay be sought using existing
mechani sms, if required. The enbodi nents of the present invention do not
require a wlm/g{@l tecture. The o publish/subscribe paradigmis used but it
is used fo ferring sunmary data instead of data. Based on this
summary data, nore information may be requested using existing nethods.
Still other_ objects and feat g{hes ofmanbogi rreqts of . the rﬁ?sednt i nvention
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conj unct i carrangernentto disbibatrgofapiainformgticchrfeon a dpsver ldvel retwak benageteerg inodelto
however, that the draw nas are desiagned solely for purposes of il]lustration
and ot ac® B0 oRYRRGRar R EmEfTHARE TE P modiaeMShPA T Skcfls tomiBIEr ence
shoul d be muadided logitdily repesmteg netivarkmodes ind hetwbidk links finder henagemettst ood t hat
the drawi ngs are not necessarily drawn to scale and that, unless otherw se
indicated, they are nerely intended to conceptually illustrate the

st r uct ur esA@ndlingrto @didsl aegeatl ebamibdsider® otibe piasentBRIcAFOrDABORjdRT OBl aCHeVHdE
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sever al V'r?e‘?@or'g%?angg&ﬁérﬁ n%déBg&%effﬁbo%‘ﬁEﬂ’;B&onmgﬂ{é‘Ef sCoantéuBgcr ﬁw&;\’f@'éheast
architecture; ki gur shows “an exenpl ary conmmuni cat't on networ K managenent
ar chi t ett wrome datgleddaud infernzation gaedivinghg ndiifegticeomostpoeing @ semiowady offauls of t he

present i Lon;. . 1 Fi i | . t he qur e
accordi ngqyﬁﬂéé#@géf%bﬁ/ﬁgg@@{ %gélﬁ?\ﬁ}'ve(%lt( &%Q@%@BQH@% rgﬁugﬁ@)@%gi agr am of
an ar r angesvbatribad detadédhigult mfasmbtiah fraem B3id odcetvid nptificetian. on. DETAI LED
DESCRI PTI ON Figure 1 depicts a conmunication network systemincluding a

Radi o Access Network (RAN), 5 such as the UMIS Terrestrial Radi o Access
Net wor k ( UTRRAIGNG:ip @rfiec et appect of embedigients cathel psesant iprentiradivoBagive & at i on
(RBS) (or b AL GHAY O; : : nor e
ad 0 Not v I it oL et ayt e elpdin g ol RO BRARH of R MionT L5
(ON) 1215 Tapecifeiharfault intoronfionds gistiviige froarmianetiavél oatvantmenagentint iede tg
plurality of: [ elnecTals Hd: Bkeddling i els
16 and upI%ﬁlgh%ﬁiSe?g#@Eanneq%g_éT%t rf:?g(ra p %h aﬁgg onﬁéﬁ? o@?%ﬁqg&eonl f %ﬂz&n
upl i nk chameiying 8 naifieatiasccoripriaing aswemasyal favkintoiaatns seaepothe tbwes leveh t he
downl i nk chapsig! } . I i .
respective pof%rm %g%%ﬁ]m&gg?haééU%Pﬁggg%@rﬁg?&?%b@ﬁg t%gggééggﬁrﬁ %r?%%tllgé 18
transmt daelbinfosmatng FREIorIBirigying edp sekdculeedaririled|i@ufidnformation from said

20 received notification.
Further embodiments are listed in the dependent claims.

Thanks to the provision of a method and arrangement, which allow a higher level network
management node to get fault summary information from a lower level network management
node, without the overhead of subscribing to all the detailed fault information, unnecessary
25 transmission of fault events to higher level management systems is eliminated and, thereby,
reducing network bandwidth required between these management nodes. Based on the
summary information retrieved, the higher level manager may subscribe to some or all of the
detailed fault information. Further, the database load caused by receiving unnecessary fault

events in a higher level management system is reduced.



The conmmuni cation system further conprises a network nmanagenent
architecture, shown in |Ib fig. 2, conprising nodes responsible of managi ng
t he network. These nodes install, configure and supervise the nodes and

| i nks of the communication systemshowmn gn fig. 1. Figure 2 shows the

net wor k managenent architecture. It conprises nodes and |inks under

managenent . such as twork el ements (NEs) 28a and 28b, which are nodes in
e commurfine, B SR SoyBURT o) bhenaderteit sPRE D) T i Do MDY Hace
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omai n managers (DMB) e.q. 253 a 5 each o I C a .supervi ses
G NEo ROssRLEe TATS e b HaNEoE ey (Rt Stnn e b A 1 TRRLRe [ vel
of managen®pecialplsefdinitentomd Buicemteategatyl on channel s (depicted by |ines
bet ween NEs and DMs) are used to support comruni cati on between DMs and

t heir managed NEs. The communi cation channels, depicted by |ines between
NVe and 225THeMseatianef sisptd duoveilapgoagplications which use thelsemnesn albivs irdercha@ddsto | n
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| oner | evel network rrﬁnaﬁgment noc#e to hi gher | evel network 30 nanagenent
node in a TEPWOPKITAN %93 ﬁt{angsp&w {EHEFe conprising nodules logically 8
representing network nodes and network |inks under nmanagenment, is provided,
illustrat i I I I (o TFNCH i NEs 28 are
event repor eeér?g6 tg?@lﬁ%b%?’%’g n?\%hﬁ'c%ﬂsc?d;?éttr%yr%gsﬂeglse(rgrﬁtg?ﬁqreh;rp ?fi cations to
t he DM 256 miigitisuibscrine pavashgm salsed btiot is UEE) for ransiytingswomaiytdataainstead 811. The

DM 5 25 co - e - .al.l ed
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sends a sumethegs.of received fault information to the NM 20 illustrated with
arrow 34 and the NM 20 receives this fault notification (step 35). The NM
20 then determnes to subscribe to detailed fault information fromthe
recei ved seiithediey obigotsand feragirasef arpooinesis gighe piederddivgstiaruill Se¢ssies i ption to
the DM 25 J 1 : . : hi s
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t he NM ) [ £ | Kk
as the NMgs aaf fr {)@Hé%es?;' lfﬂt]ﬁfaa)ﬁgkﬂ%é’m ﬁ&&%‘aodbfuhirn%‘bﬁh%gr‘g@é cgftﬁé/ RAlemiBhWBF

managenent node, thout the over subscribing to all
t he det ai |Whicl @igrendershovichpeingade tddwargendadclaimes it shouldgresiuaimet undersigpdnew
notificati ' : i iR L iQf

not |11 cat | 58 nel EOR R pecetl il it AL MRS eded i
new not i f itbel agrmeelytiniended e ooneapipalbfillusiraiering afusiuies arshoraeedures desaioegs

notificalideinTypes of information carried in this notification includes
the identitier of the issuer of the notification, the tinme of notification,

t he c_ou_nt_of _al arns and the total count of alarns. A nore detail ed
20def i ni t i pRIEFDESHRBTIRON OF. THE DRAWINGS

For a better understanding, reference is made to the following drawings and preferred
embodiments of the invention. In the drawings, wherein like reference characters denote
similar elements throughout the several views:

25 Figure 1 shows an exemplary communication network architecture;

Figure 2 shows an exemplary communication network management architecture;

Figure 3 is a signalling diagram showing embodiments of the present invention;



2) The definition and the use of a new notification subscription operation
in that the NM nay subscribe to receive notification carrying sunmary al arm
i nformati on fromone or nore managed object classes, or one or nore nanaged

obj ect instances. For exanple, when NM subscri bes for "all", the

notifyAl arnCount(pararreters will 25carry alarminformation of all
managed no ScCri es for a sect of a network (e.g.. a

Subt ree ofFSHA4GEA TREE S?‘HWW%W%?W?WQF‘LR%@WQWW@? Qg invgtiigi |

carry alarmi nforrratlon of all instances of that section of network only. A

ottty areEnts ABIOEF pRae 2 R Blke B BRE b bGRut g PR REN G U

managed NEs. The rranaged NEs have 9 Distingui shed Names (DNs) defined in
3GPP IS 32,30 Secq:?B’rlrftwélcat I on managenent; Confi gurati on Managenent
(CM; Nane conventlo or naged Objects”. The DN name space is organi sed
in a namng hierarchy not unlike the international tel ephone nunbering

schene. Thsg % %qg%ﬁets%nﬂﬁﬁ’mﬁﬁﬁ ‘ﬁfem syReny anﬁJHIﬁé a‘ﬁad?chﬁécres%?vohfg}p\ |

organi zed i I'erarch I'S not| |cat Ion carries counts o

its managesiciEs tf@fUMTﬁgﬁfrBﬁuﬁlﬁ’adMQC%ﬁ Netwerin&rfiRAd) larabitestamyconiigingieb| e
nam ng hi r of
Che. nemi naCry ord Fafio TREFSIJTER (985 @ONGEE, POl B Wﬁwﬁeﬁ@?@”ﬁ%ﬁfﬁes
t hi s not i faneaarimate Radiadtetwerk Kontiglers (RN{es) éDaThﬂ%umconm@ct@htoa@@r@r Nane

Qual i fi catiapooeNR. THOHAN &7 th e MBAaL B8¥munication and control for a plurality

of user equipments (UE) 18 that each uses downlink (DL) channels 16 and uplink (UL)

10 channels 17. For the reason of clarity, only one uplink channel is denoted 17 and one
downlink channel denoted 16. On the downlink channel 16, the RBS 15 transmits to each
user equipment 18 at respective power level. On the uplink channel 17, the user equipments
18 transmit data to the RBS 15 at respective power level.

The communication system further comprises a network management architecture, shown in
15 fig. 2, comprising nodes responsible of managing the network. These nodes install, configure

and supervise the nodes and links of the communication system shown in fig. 1.

Figure 2 shows the network management architecture. It comprises nodes and links under
management such as network elements (NEs) 28a and 28b, which are nodes in the
communication network system, such as the RNC 10 and the radio base stations 15 shown

20 infig. 1. The management network further comprises domain managers (DMs) e.g. 25a and
25b, each of which manages/supervises some NEs. A number of network managers (NMs)
20a — 20e form a higher level of management applications. The communication channels
(depicted by lines between NEs and DMs) are used to support communication between DMs
and their managed NEs. The communication channels, depicted by lines between NMs and

25 DMs, are used to support communication between NMs and DMs. In 3GPP/3GPP2 this
standardized interface is called Interface-N. In [TU-T this interface is called the TMN
interface.

According to embodiments of the present invention a procedure for distributing fault
information from a lower level network management node to a higher level network

30 management node in a network management architecture comprising modules logically



The identifier of this notification eventTinme Mandatory The tinme this
notification is constructed systenDN Mandatory The identifier of the DM
notificationType Mandatory It indicates that this notification is of type
noti f yAl ar nCount sessionld Mandatory, fidterable It identifies the
subscription session counterSet Mandatory It carries a set of Counters.
Each Countr%rorelsesﬁting network nodes and network links under management, is provided, illustrated in

the signalling diagram of fig. 3.

In fig. 3, the NEs 28 are event reporters (ERs) reporting faults of the NEs as alarm
notifications to the DM 25 which is an event collector (EC), illustrated with arrow 31. The DM
5 25 collects these reported events (step 32) and stores detailed information received in the
alarm notifications (step 33). The DM 25 then sends a summary of received fault information
to the NM 20 illustrated with arrow 34 and the NM 20 receives this fault notification (step 35).
The NM 20 then determines to subscribe to detailed fault information from the received
summary fault information (step 36) and sends the subscription to the DM 25 illustrated with
10 arrow 37, whereby the DM 25 sends this detailed information back to the NM 20 at arrow 38.

Thus, according to embodiments of the invention, a higher level network management node,
such as the NM, gets fault summary information from a lower level network management
node, such as the DM, without the overhead of subscribing to all the detailed fault
information. Accordingly, definitions and use of new notifications are provided:

15 1) The definition and the use of a new notification called
notifyAlarmCount(parameters...). The parameters of this new notification contain a
summary of alarm information at the time of notification. Types of information carried
in this notification includes the identifier of the issuer of the notification, the time of
notification, the count of alarms and the total count of alarms. A more detailed

20 definition is found below.

2) The definition and the use of a new notification subscription operation in that the NM
may subscribe to receive notification carrying summary alarm information from one or
more managed object classes, or one or more managed object instances. For
example, when NM subscribes for “all”, the notifyAlarmCount(parameters...) will

25 carry alarm information of all managed nodes. When NM subscribes for a section of
a network (e.g. a subtree of managed NEs), then the
notifyAlarmCount(parameters...) will carry alarm information of all instances of that
section of network only. A more detail definition of this subscription operation is found
below.

30 notifyAlarmCount notification

A DM knows all the existing alarms of its managed NEs. The managed NEs have



basehj ect identifying the base of a subtree; count for critical alarns;
count for major alarns; count of mnor alarns; count for warning alarnmns;
count of indeterm nate alarns; count of cleared alarns; } The
subscri'beNoti f yAl arnCount operation NM usgs this operation to subscribe for
the reception of notifyAl arnCount notifications. The paraneter of the

essi oni D 1 steisBebemen iode dolnedia el T 3L paRemipkhiogionanagement |
unsubscr i beCerfiiguatio®Nahagentte (CN); ArRicedonvériien $@MdrrgedObjet”. The DN name
space is organised in a naming hierarchy not unlike the international telephone numbering
scheme. The managed NEs are therefore, by virtual of their DNs, logically organized in a
5 hierarchy.

This notification carries counts of alarms of its managed NEs of a particular part of the
naming hierarchy. The whole naming hierarchy is sometimes called the naming-tree (or

tree). A part of the naming hierarchy is called a sub-tree here in this document.

DM uses this notification to notify NM about the alarm count.

10
Parameter Name | Qualification Comment

notificationld Mandatory The identifier of this notification

eventTime Mandatory The time this notification is constructed

systemDN Mandatory The identifier of the DM

nofificationType Mandatory it indicates that this notification is of type
notifyAlarmCount

sessionld Mandatory, It identifies the subscription session

filterable

counterSet Mandatory It carries a set of Counters. Each Counter is:

{

baseObject identifying the base of a
subtree;

count for critical alarms;

count for major alarms;

count of minor alarms;

count for warning alarms;

count of indeterminate alarms;
count of cleared alarms;

The subscribeNotifyAlarmCount operation
NM uses this operation to subscribe for the reception of notifyAlarmCount notifications. The

parameter of the subscribe operation is listed in the table below.

15 DM will respond with a sessioniD if the subscription is successful. The parameter of the
unsubscribe operation has one parameter, the sessionlID.



Par anet er

Name Qualifier

requesting a subscription.

Di stingui shed Nanes (DN).
managed NEs trigger
trigger can be frequency based (e.qg.

It specifies the trj

Comment manaer Reference M It secifies the NM

baseObjectList MIt specifies a |list of

Each DN identifies the base of a subtree of

@ger of notifyA arnCount. The
I ssue notification once every 5

mnutes) or_it can be counter base (e g 2 nore rn'ru*al alarns report
NEs or 10 eipr Mame (Qualifieyn, o h\/ NE) '
operation managerReference M It specifies the NI requesting a subscription.
baseObjectList M It specifies a list of Distinguished Names (DN). Each DN identifies
the base of a subtree of managed NEs
trigger M It specifies the trigger of notifyAlarmCount. The trigger can be
frequency based (e.g. issue notification once every 5 minutes) or it
can be counter base (e.g. 2 more critical alarms reported by NEs or
10 general alarms reported by NE).

The unsubscribeNotifyAlarmCount operation

NM uses this operation to unsubscribe for the reception of notifyAlarmCount notifications.

The parameter of the subscribe operation is listed in the table below.

5 DM will respond with the success or failure.

Parameter Name

Qualifier

Comment

sessionlD

M

It specifies the identify of the subscription that is needed to be .
terminated (i.e. to be unsubscribed)

managerReference

M

It specifies the NM that have requested the subscnptlon

Parameters in detail alarm notification

Below is a table of parameters in detail alarm notification from 3GPP TS 32.111-2.

Parameter Name
objeciClass
objectinstance
notificationld
eventlime
systemDN
notificationType
probableCause
perceivedSeverity
alarmType
specificProblem
correlatedNotifications
backedUpStatus
backUpObject
trendindication
thresholdinfo
stateChangeDefinition
monitoredAttributes
proposedRepairActions
additional Text
additionallnformation
alarmlid

Int



NM uses this operation to unsubscribe for the reception of notifyAl ar mCount
notifications. The paranmeter of the subscribe operation is listed in the
table below. 5 DMw Il respond with the success or failure. Paraneter Nane
Qualifier Comrent sessionlD MIt specifies the identify of the subscription
that is needed to be termnated (i.e. to be unsubscribed) manager Ref erence
M1t specifies the NMthat have requested the subscription. Paraneters in
detail alarmnotification Belowis a table of paraneters in detail alarm
notification from3GPP IS 32.111-2. Paraneter Nane objectd ass

obj ect | nst ance
11

According to general embodiments of the present invention, the method of distributing fault
information from a lower level network management r.ode to a higher level network management
node in a netwark management architecture comprising modules logically representing network
nodes and network links under management, as shown In fig. 4, is as follows:

+ the higher level network management node, subscribing to at least some detailed fault

information (step 41);

+ the higher level network management node, receiving a summary of fault information at a
time of notification sent by the lower level network management ncde (step 42);

» the higher level network management node, retrieving said subscribed detail fault information
from said received summary fault information (step 43).

According to some embodiments, the methed further comprises the step of requesting fault
information from all network nodes under management (step 44).

According to some embodiments, the method further comprises the step of requesting fault
information from all network nodes under management within a section of said network
management architecture (step 45).

According to some embodiments, the type of information carried in said notification is at least one of
the following: identifier of an issuer of said notification; a time of said notification; a number (count)
of alarms; or, a total number {count) of alamms,

According to some embodiments, said notification is received with a pre-determined time interval,

According to some embodiments, said notification is received when a pre-determined number of
alarms has been reported by said network nodes under management.

According to some embodiments, the method further comprises the step of unsubscribing for the
raception of said detailed fault information (step 46).



notification Id eventTime systenDN notificationType probabl eCause
percei vedSeverity al arnifype specificProbl em correl atedNotifications
backedUpSt at us backUpCObj ect trendl ndication threshol dl nfo

st at eChangeDefinition nonitoredAttri butgs proposedRepairActions
addi ti onal Text

10

15

20

25

Figure 5 is a block diagram showing an arrangement in a lower level network management
node, such as a domain manager 25, and a higher level network management node, such
as a network manager 20 for distributing fault information from the lower level network
management node 25 to the higher level network management node 20 in a network
management architecture comprising modules logically representing network nodes and

network links under management.

The DM 25 comprises a transmitting unit 52 and a receiving unit 51. The transmitting unit 52
is sending data to a receiving unit 54 of the NM 20. The receiving unit 51 is receiving data
from a transmitting unit 53 of the NM 20.

The NM 20 comprises a transmitting unit 53 arranged to transmit data to the receiving unit 51
of the DM 25. The NM 20 also comprises a receiving unit 54 arranged to receive data
transmitted from the transmitting unit 52 of the DM 25. The receiving unit 54 of the NM 20 is
further arranged to receive a notification comprising a summary of fault information sent by
the DM 25. The NM 20 further comprises a processing unit 55 arranged to subscribe to at
least some detailed fault information and to retrieve the subscribed detailed fault information
from said received notification.

According to some embodiments, said processing unit is arranged to request fault

information from all network nodes under management.

According to some embodiments, said processing unit is arranged to request fault
information from all network nodes under management within a section of said network

management architecture.

According to some embodiments, the type of information carried in said notification is at least
one of the following: identifier of an issuer of said notification; a time of said notification; a

number (count) of alarms; or, a total number (count) of alarms.

According to some embodiments, said receiving unit of the NM is arranged to receive said

notification with a pre-determined time interval.

According to some embodiments, said receiving unit of the NM is arranged to receive said
notification when a pre-determined number of alarms has been reported by said network

nodes under management.



additional I nformation alarmld 11 According to general enbodi nents of the
present invention, the nethod of distributing fault information froma

| ower | evel network nanagenent rode to a higher |evel network nanagenent
node in a network nmanagenent architecture conprising nodules logically
representing network nodes and network |inks under managenment, as shown In
fig. 4, is as follows: the higher |evel network managenent node,
subscribing to at | east sone detailed fault information (step 41); the

hi gher | evel network nmanagenent node, receiving a summary of fault
information at a tinme of notification sent by the |ower |evel network
managenment node (step 42); the higher1?¥evel network managenent node,
retrieving said subscribed detail fault information from said received

summary faylt . i.on. en: di ﬁt?g?gr%m fon t he
met hod fu%jcﬁéerg'@%%%’E?édé%g{nﬁg{sé{&ggﬁ%?ss@g%ﬁfég% f%‘&éf‘gﬁﬁm?% or mat | %Hr? fnr om al |
net wor k notfisajd detaled fawtifameliemt (step 44). According to sone enbodi ments,
the nethod further conprises the step of requesting fault information from

al'l netwo r'llf'lug' fethdhl ﬂ&fé tddﬁn@y dAd aoiﬁt&%tjt ﬂﬂdﬂen&ﬁ:\oﬁjel '?é:'ahmrok

managenent architecture (step 45). Accordi ngf 1o sone enbolﬂ!ﬂrrents, the type
of I nf or ndbe BypEefasieried 1y apaferred Smpediment frgrot; ikwill be yrdersipod iial Vajious he

f ol I oyvi ng _:oniisitbns erfdi sestinfiona and Sanges indthe foan ahdrietpilsfof thadevinas ilestrhted@ndin sai d
notifi catipg, og?rra]%rmgyf belrfide E%&hogg skitecAh (78 art Wmou?de%%@ froRURDRventidnOpat )  of

alarms. According to some enbodi nents, ,salog notification Is received with a
pm det er mi $aAPIeitiRexpressly ipgnded latallcompipptipes of fhase elsmaglyiandprieethod siege

noti fi cat immnippﬁmsmistaeuhllyuneam fpncaerdlesmstahmwuthemamf achlewg thesames been
repor t ed QXsuﬁté.‘F'rg wm.'ta e g&rﬂggﬁén\%ﬁw M&emgﬁgmrd-be%egada el shrct8dTe

enbodi nent s, ne her conprises the step of unsubsc¢ri bi for the
reception at?f”%?i?’ﬁ?"&éf@f”l Reihd 2tRPs SW@GP tdFi‘?Fb‘idz? neRign “r’}tifﬂy &f%‘ﬁ?cggS is a
bl ock di agemmersmbadimapt efithedmvesting evar he incarpagatécoinany dttey disclosed quuipdcribadragenent
o, sua e o e e 1 om
the | ower meio‘é?d ‘f?@ta\ﬁmﬁﬂdéatﬁ%g‘g%%ﬁ? °f|"n?cﬂ?ml%apf’%"df’ﬁs1%erﬁ?'gher | evel network
managenent node 20 in a network

Expressions such as “including”, “comprising”, "incorporating®, “consisting of’, “have”, “is" used to

describe and claim embediments of the present invention are intended to be construed in a non-
exclusive manner, namely ailowing for items, components or elements not explicitly described also
to be present. Reference to the singular is also to be construed to relate to the plural and vice
versa,

Numerals included within parentheses in the accompanying claims are intended to assist
understanding of the claims and should not be construed in any way to limit subject matter claimed
by these claims.



5 managenent architecture conprising nodules logically representing network
nodes and network |inks under nanagenent. The DM 25 conprises a
transmitting unit 52 and a receiving unit 51. The transmitting unit 52 is
sending data to a receiving unit 54 of the NM 20. The receiving unit 51 is
receiving data froma transmtting unllt 53 of the NM 20. o The NM 20
conprises a transmitting unit 53 arranged to transmt data to the receiving
unit 51 of the DM 25. The NM 20 al so conprises a receiving unit 54 arranged
to re\(j:re data transmtted fromthe transmtting unit 52 of the DM 25. The
recei H‘fd nit 54 of the NM 20 is further arranged to receive a

notificatiagn rising .a ugrrafr f tault infor t|o sent DM 25.
The NM 25) ?)U ﬁga t@ 6‘?@@3 ! P%%agigg?rﬂra EU%W H%’g t‘?’%n mea('j1 é(ntBs(gerl be to
at 15 IeastZ&)meah@eerae\}eedet‘fvankInhanagémen’rabda)(rﬂoamiam mtarmbdla@\r@/etrhm\N@labscrl bed
detailed f ng to
sone enbod|6}'kjrr41°f1tr?9érﬂénq ggé%ggman%m&@bgpég%ﬁ?nggrgh'{&{udé ‘lfomgﬂg r%au%%:)

i nf or mat i orodicabymeatdsentiagwemornamties (10n t@randanbigenieks ( 16A&:6(md¢fng to sone
enbodi ment g, nﬁgérqe r\ﬂ%‘?@ﬁ'ﬂ‘@gntgm lérfle%%@t%ﬁgna Eﬁgmhe&ﬁzlréceglgs and

i nfoor mation trom all wor kK nodes ‘under rnamageméJ sect1on of
sai d net worstorendrigiaddault infoohationsent by, thalowsr @iel getorisparagemsodiofedd, the
type of 'nfr?ér'ﬂ%b?&rﬁﬁrfsfn'g%étéb%‘ d notification is at |east one of the
followi ng: identifier an 1ssuer of said notification; a tine of said
notification; arefgiviserathedigheylevs! ngiwarsrganagement noge &0) ﬁuﬁiﬁ’@?“f(”count) of

alarms. 25 céﬁxﬁ!%ﬁd agjrﬁrﬂaafame%@%ﬂ ﬁ@lﬂhﬁam&fbh@eﬁﬂﬁﬂhéﬂbﬂ@r IVl het@brit he NM i s
arranged to receive said notification with a et ernm ned tlma i nterval .

Accor di ng tRPneeeReE ABLRIIZRERRE '”E%W%F"?%l?é‘?'\ﬂe%”&ﬁ‘?f‘a%meph%oq%?? s arranged to
recei ve sai.d nogu&gcﬁ@,ﬁg Qht WA omhetfetiléke{atit mmmdt.dwnber of al arns has been

ted b d net di ng t
Crmbodi ment 3, sl I BELERTRER SRR R AR UL AR RNt ho.

reception @tf)tlf&allcﬁh fetet ticlireetniediahit levenhetwomimaagerhntsiode@s).e t here have been
shown and descri bed and pointed out fundanental novel features of the
invention as applied to a preferred enbodi nent thereof, it will be

under st 02d A hethod atéandisg tmilzssxi 0 e reetbodsfukibaricomprisassheastep oframgstng fault he f orm
and detai | v eir operation, may be nade
by t hose SEIf rfnedgnfmrﬁ h ﬁe‘ﬁ?r‘k ?%o{%? ‘gjeea'%?ga gnﬁlgmthe i nvention. For
exanple, it is expressly intended that all conbinations of those el enents
and/ or t ho f

ubst ant rar | yorpE ST K £ S AHRGY e b e O o Rt <cope
of the mv@ﬁ@m@ﬁonmébv@workmod%@a) ndsempeagsgIeni wiEhin aaection pirgidnebyorknd/ or
el enent s and/ gL A&k BRASHFRS Shown and/or described in connection wth any
di scl osed form or enbodi nent of the invention may be incorporated in any

ot her disclosed or described or suggested formor enbodiment as a general

matter of eabEhd ﬁEtQJr&Rg toldn |o$clfa|?n%1ﬂ@%b't@@,oftnhﬁhﬁﬁcw&meﬁ%%d' imted only
as |nd| cated by the scope of the clains fpeﬁended hereto %Eesm ons such

as "incl udlnﬁgcat‘ond%ﬁtd?ﬁ‘séP'Pﬁg‘thhe foliving isfegtifien ghan issush af safd nogfiGtion: eimpe s~

used to desgibinBficatish; & hamberTaRehsRAIoEf nunter pragert i nvention are
i ntended to be construed in a nonexclusive manner, nanel y allow ng for

itenms, conponents or elenments not explicitly described also to be present.
Ref er encg tAométhed sbdmh@fo ary ofikiaing D-Besaidnatificatied is recaieddatith 4 wet he pl ur al

and vice v N included wi thin parentheses in the acconpanying
cl ai ns are%F% ‘H%‘i@g?weé\éaé. st understanding of the clains and shoul d not be

construed in any way to limt subject matter clainmed by these clains.
6. A method according to any of claims 1 — 4, said notification is received when a pre-
determined number of alarms has been reported by said network nodes (28) under

management.



14 CLAIM5 1. A nethod of distributing fault information froma |ower |evel
net wor kK managenent node (28) to a higher |evel network managenent node (20)
via an internediary | evel network managenent node (25) in a network
managenent architecture conprising nodules (28) logically representing
networ k nodes (10, 15) and network limnks (16, 17) under nanagenent, wherein
the internediary | evel network managerrent node (25) receives and stores
detailed fault information sent by the | ower |evel network managenent node
(28), Lhﬁ. %Bmddﬁeéﬁﬁdlhéidwytdﬂﬁlaﬁﬁse’?$60ﬂhe el fiitHeg cthprisbs thai sgipeot :ceVﬁI

net wor kK mana t no ot i |ct|o C ising a sumary of the

det ai | ed fé’ﬂg‘fb Q?rf%'g?ger‘?eét@’i’tol?ﬁ?d fj?f@'qd(ﬁ\@ﬁ"”fo%m net wor k managenent node
(28) to the internediary |evel network managenent node (25) subscribing to
at | east _sqne detail t.inforl ihed

detai | od®T ANARRFEF A Pl o LaRER 8 o uREbia GBK THESERERT o

t he i nt er medda(2p) 1oeamghanmvemk~qmamag@mt mmideﬁZQ)z@)an |r2terru3edmy lewel according

L ot & et MERIRMhh A Py LR 3RS d- BB AL Brlicd SRR hald:

i nformation om al managenent
accor di ng t(28)ddgidaly represérgingwetmodk fades Hér 155@n9nets~@é< |lnh%(1§t &P upflerr equest i ng

fault I nf orbh ol AL, n?ér%eé]grg%knéﬂpgﬁﬁwag@méé@ﬂ&fe (IBIREATRTnd kbl 2

section of sali netvvo managéement architectur according to
any of cl aidetpilgd faUBmefh@tl@fyp@t@f’ therlpwerievel triwerkmanagernent sedel28bwheretat i on

is at | eas%hm&\e?fevélh%tv&d?ll @Mhddthent MY 2d)icBMpRdesan 1 ssuer of sali d

notification; time of said notlflcatlon a nunber of al arns; a total
nunber of al ar m? reggiving Yni{ 0 P ARSEHINGI ATt GOTBTISEIN ) SYEMmary Othe %%{F'l?d

noti ficati @iifforREen y&@bwhbfbv@erwvemmwbémerﬁenw@t(% Mab theb. A met hod
according to any of cla said notification is received when a

pr edet er ni H@%f”ﬁgﬁﬁ’é?v%f‘et‘é(Prér’?%’aH%@e’Hé’éﬂe ¥8bGPfed by said network nodes (28)
under managenent.prodessing urft Hﬁtf&(lﬂbw@ﬁgdj AtGedsPsaiey/deddilea Failtiorinatién atde

hod f h b bi h ' f
AR e R BfGe AuRtaffont €EplogaCRY Paul «

i nf or mat i omtérrediagy Ib@estwbi\ednageheaimkder@sagement node (25) to a higher
| evel network managenent node (20) via an internediary |evel network
managenent node (25) in a network managenent architecture conprising
modul es 9280 dregpeaéttyaccaping seclbirmg) saetpnneksimgaiey 5§)i9 arrdriged dnequest ot k

links (16, wﬂ‘gr)naﬂ&gt%mgﬁﬁ 8&%%6%@?&4%{1%%@%@%“%9/ | evel network managenent

node (25) receirving and Storin I'nformati on sent by the
| ower | evel network nmanagenent node (28), wherein the higher |evel network

managerrem. Aploa(}ireanégrggnt%gga}ai-hﬁ%élaim 8, said processing unit (55) is arranged to request fault

information from all network nodes (28) under management within a section of said network

management architecture.

11. An arrangement according to any of claims 8 — 10, the type of information carried in said
notification is at least one of the following: identifier of an issuer of said notification; a time of

said notification; a number of alarms; or, a total number of alarms.

12. An arrangement according to any of claims 8 — 11, said receiving unit (54) is arranged to

receive said notification with a pre-determined time interval.

13. An arrangement according to any of claims 8 — 11, said receiving unit (54) is arranged to
receive said notification when a pre-determined number of alarms has been reported by

said network nodes (28) under management.
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| evel network managenent node (20) for subscription to at |east sone
detailed fault information; and transmitting detailed fault information to

a higher | evel network managenent node which has subscribed to the detailed
fault information.



