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METHOD AND SYSTEM FOR PRUNING BLOCKS FROM BLOUKCHAINS
FORDATA RETENTION AND STORAGE SCALABILITY PURFOSES

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the beneftt of, and prionty to, 118, Non-
Provisional Application No. 17/452,492, filed Ocrober 27, 2021, The entire

disclosure of the above application 18 micorporsted herein by reference.

FIELD

The present disclosure relates to the pruning of a blockchan,
specifically the use of cusrent genesis blocks, configuration values, and a state
database to enable continual pruning of blecks in a blockchain without affecting

imnmuability, st contracts, aid fransaction validation,

BACKGROUND

Blockehain was uatially created as a storage mechanism for use tn
conducting payment fransactions with a eryptegraphic cwurency. Using a blockchain
provides a numnber of benefits, such as decenfralization, distiibuted computing,
transparency régarding transactions, and vet also providing a dégree of anonyuty as
1o the individuals or entities invelved i a transaction. One of the more popular
aspects of a blockehain 15 that 1t 15 an romutable recond: every tramsaction ever that s
part of the cham 1s stoved therein and cannot be changed due to the computational
requirements snd bandwidith Iindtations, particularly as a chain gets Jonger and a
blockeham network adds more nodes.

However, these same atiributes can resull in blockchawms reaching
significant data sizes that make tranuinission or even local storage wefficient or
unpoessible. For mistance, a bleckchain with enough blocks or where & pharality of
blacks store significant data can take up gigabytes of space, which may becone
impractical over time. Traditional bleckehains, being inyutable, often have no
ability for the data size to be rednced w auy meamnglul way., As a result, some
methods have been developed that may enable blocks to be removed from sturage for
some nodes. However, these methods often rely on at least spme godes retaining a
full copy of the blockchain for wse in validations, where nodes that do not retain the

full copy may be unable to validate franssctions whose inputs could be found on
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pruned blocks. Insuch metheds, the reduced data size may be, as a result, ineffectual
mmany cases and impractical n others,

Thus, there is a nead for a technological unprovement to blockchains
that allows for proning of blocks wlile still enabling every node to be able to validate
all new tranisschions without the need forany nodes to retain a full copy of the

blockchain.

SUMBARY

The present disclosiwe provides a description of systems and imethods
for processing new blockehain transactions and confitnung new genesis blocks i a
blackehain configured to enable pruning behind any ziven genesis block i the
blockehain. In the blockchain, a new, current genesis block ix chosen periadically,
where the current genesis block, once chosen, may inchide a configuration value that
1s an aggregation of the current state of smart contracts and, i some cases, nnspent
{ransaction ouipiis. Using the methods discussed herein, the current genesis block
enables new transactions or-executions of smart contracts to bie successfully validated
and processed without the need for any preceding blocks, enabling every blackeham
node to prune those blocks. In somne cases, blockchain nedes may matntain a state
database, which may store unspent tranpsaction outputs and relevant data, which may
enable & blockehain node to validate a fransaction whose puts may cotrespond fo
ontputs of tansactions in praned blocks, which may result in such transactions being
successfinlly vahidated and added to the blockcham without the need for configuration
data of new genesis blocks to include such data. In bath instences, every blockehain
node in & blockchain network can prune old blacks without adversely affecting the
abilify to validate new transactions sl execute smatt contracts, providing for a
stgnificant reduction in file size for all nodes withowt costing any relevant
fanctienality.

A method for processing a new blockehain transaction i a blockehain
configured to enable pronng prior to & corrent genesis block includes: receiving, by a
recerver of a blockehain node in a blockchain network, a new blockchain fransaction,
the new blockchain transaction ncluding at least one ot more transaction iupuls and
ofie of more fransaction outputs; validating, by a processor of the blockcham node, the
new blockehamn trausaction, wherein validating the new blockchain transaction

includes validating'that each of the oné or miore transaction inputs is unspent;
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generating, by the processor of the blockchain node, a new block, wherein the new
block icludes at least a bloek headerand one or more blockeham data values, one of
the one oy more blockehain data values inchuding the new blockchain transaction;
{rapsmiitting, by a rapsmitter of the blockelnin node, the genersted new block to a
plurality of additional nodes i the blockeham network: and storing, 11y a smemory of
the blockchain node, the one or more transaction oniputs iy a siate database assoctated
with the blockchain.

A method for confirming confignration of a new crent genesis block
i a blockchain configured to enable pruning before the new ciurent genesis block
includes: receiving, by a receiver of a blockehain node in a blockchain network, a
genesis response niessage from another tede w the blockeham hetwork, the geesis
response message incliding at least a configuration value and.an ordinal valug;
identifying, by a processor in the blockchain nede, a plurality of standard blocks in
the blockchain added snbsequent to an earlier genesis block that nicludes a nuber
preceding the ordinal value; aggregating, by a processor of a blockchain node, smast
contract state changes from each of the identified phurality of standard blocks; and
validatitig, by the processor of the blockchain node, the configuration value mchaded
in the received genesis response message based on the aggregated smart contract state
changes. The aggregating of simart contract states can be done by the processor of the
blockchain node that is configuring the new curent genesis block, or by another
blockeham node.

A system for processing a new bleckchain transaction ia a blockehain
configured to enable prmning bevond a cwrrent penesis block includes: a bloekchain
network, a plurality of additional nodes 1 the blockehain nebwork; and a blockchain
fiode in the blockchain metwoik iticluding a receiver receiving a new blockchainn
{ransaction, the new blockcham transaction mwchiding at least one or more transaction
mputs and one or more ransaction outputs, a processor validating the new blockcham
transaction, wheréin validating the new blockchain transaction includes validating that
each of the oune or more {rapsaction mpnls is vuspent, and generating a new block,
wherem the new block mcludes at least a block header and one or more blockehain
data values, one of the one or more blockehain data valties uchiding the néw
blockchain transaction, a trapsmitter transautting the generated new bleck to the
plurality of additional nodes m the blockchain network, and a memory storing the one

of mote fransaction outputs ina state database asseciated with the blockehain.
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A system for confinming configuratien of a new curtent genesis block
m & blockehain configired to enable prunimng before the new current genesis blogk
includes: a blockehain network: an another node 1 the blockeham network: and a
blockehain node in the blockehain network tchuding 2 recetver receiving 8 genesis
response message from another node n the blockeham network, the genesis response
message including at least a configwration value and an ordinal value, and a processor
identifying & plurality of standard blocks in the blockehain added subsequent to an
cathier genesis block that ncludes a auraber precedmg the ordial value, aggregaiing
smart contract staie changes from each of the idennified plurality of standard blocks,
and validating the configuration value inclnded in the received genesis response

message based on the aggregated smart contract state changes.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

The scope of the present disclosure 15 best understood from the
following detatled description of exemiplary embodiments when read in conjinction
with the accompanying drawings. Tnclnded in the drawings are the following figares:

FIG. 1 s a block diagrain tHusirating & lngh level system archifecte
for validating genesis blocks and processing new transactions i a proned blockeham
i accordance with exemplary embodiments.

FIG. 2 15 a block diagram illnstiating a blockehain node of the system
of F1G. 1 for validating genesis blocks and processing new transactions in a pruned
blockehain in sccordance with exerplary exubodintents.

FIG. 315 a flow diagran illustrating a process for provessing new
blockchain transactions in a pruned bleckchain i the systent of FIG. 1 m accordance
with exemplary embodiments.

FIG. 4 55 a flow diagram illustrating a process for validating genesis
blocks m 8 praned blockchaiiy inaccordance with exemplary embodiments.

FIG. 5 is a flow chart illustrating an exemplary method for processing
& vew blockcham transachion i a blockehain conficnred to extable prining priorto a
current genesis block in accordance with exemplary embediments.

FIG. 615 a flow chat illustrating an exenplary methiod for confirming
configuration of a new genesiz block 1o 2 blockehain configured to cnable pruning

before the new genesis block i accordance with exemplary embodiments.
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FIG. 7 is a block diagram illnstrating a computer svstem architechwre in
accordance with exemplary embodimenis,

Fusther areas of applicability of the present disclosure will become
apparest fom the detailed description provided hereinafter. I should be understood
that the detailed description of exemplary embodiments are intended for Hlnstiation
purposes only and are, therefore, not intended to necessanily linit the scope of the

disclosire.

DETAILED DESCRIPTION

Glossary of Terms

Blockehain — A shared ledger of all ransactions of a blockehain-based
transaction, whether carrency, provenance, legal or medical records, or nearly any
other form of ttansaction. One or miore computing devices may comprise a
blockchain netweork, which may be configured to process and record transactions as
part of a block in the blockehain. Once a block i3 completed, the block is added 1o the
blockchain and the fransaction record thereby updated. In many instances, the
blodkehain may be a ledger of wansactions in chionological erder, or fnay be
presented n any other order that may be suitable for uge by the bloekcham nefwork.
In some configurations, transactions recorded in the blockchain may nclude a
destination address and a cwrency smoutt, such that the blockehain records how
much currency is attributable to a specific address. In some instances, the
fransactions dre fiuancial and others not financial, or might include additional or
different inforination, such as a sowrce address, timestanyp, ete. In some
embodiments, a blockchain may alse or alternalively include nearly anv type of data
as a form of fransaction that is or needs fo be placed in a disiributed database that
nigintains 2 continuously growng hist of data records hardened agaimst tampering and
revision, even by s operators, and roay be confitmed and validated by the blockchain
network through proof of work and/or any other suitable verification techniques
associated therewith. Insome cases, data regarding » given frausaction may futher
inelude additional data that 18 not divectly part of the franssetion appended 1o
frausaction data. In some mstances, the incluston of such data m a blockchain may
constitute a ttansaction. It such instances, a blotkehatn may not be directly
associated with & specifie digital, virtual, fiat, or other type of cmrency, but rather a

broad range of data transactions.
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Swsteny for Maintaining and Utilizing a Pruned Blockcham

FIG. 1 tlusirates a system 100 for the validation of genesis blocks and
proecessitig of new blockchain transactions i a ptuned blockchain throngh the use of a
state database and conlfiguration values.

The systen 100 may include s blockeham neétwork 104, Fach
blockehain network 104 mavy be comprised of a plurality of different blockehain
nodes 102, In some embodiments, one or meve blockchain nodes 102 may be'a node
in more than one blockehain network 104, Each blockchain node mav bea
computing system, stch as ilinstrated m FIGS. 2 and 7, disoassed 1w mose detail
below, that 1s configured fo perform functions related to the processing and
management of the blockchair, including the peneration of blockchain data values,
verification of proposed blockchain transactions, verification of digital signatures,
generation of new blocks, validation of new blocks, and meintenance of a copy of the
blockchain.

The blockehain may be a distributed ledger that is comprised of at Jeast
a phaeality of blocks. Each blogk may inclade at least a block beader aud one oramore
data values. Fach block header may include at least a tumestamp, a block reference
value, and a data reference value. The fhmestamp may be a time at which the block
header was generated, and may be represented nsing any sutfable method {e.g., UNIX
fimestamyp, DateTine, efc.). The block reference value may be a valiue that references
an earlier block {e.g., based on timestarnp) in the blockehain. In some embodiments,
a block refererice value 1 a block header may be a reference to the block header of
the most recently added block prior to the respective block. In anexemplary
embodiment, the block reference valne may be a hash value genervated via the hashing
of the black beader of the most recently added block. The data reference value may
similarly be a reference to the one or more data values stored o the block that
inchudes the block header. In an exemplary embodunest, the data reference yvalue
miay be a hash value generated via the hashing of the one or more data values. For
mstance, the data reference value may be the root of a Merkde tree generated ustng the
one of more data values.

‘The use of the block reference valug and data reference value m sach
block higader may result in the blockchain being inmmutable. Any atfernpted

modification 1o a-data value would reguire the generation of a new data reference
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value for that block, which would thereby require the subsequent block’s block
reference value to'be newly generated, further requiring the generation of a new block
reference value m every subsequent block. This would have to be perfornmed and
updated in every single blockehain node 102 t the blockchain network 104 prior to
the generation and addition of & new block to the blockcham m order for the change o
be made permanent. Computational and compmnication hmitations may make such a
nyodification exceedingly difficult, if not impossible, thus réndering the blockchain
ithutable.

I some embodiments, the bleckcham may be used to store
information regarding blockchain transactions conducted between two different
blockchain wallets. A bleckebain wallet may niclude g private key of a trvptographic
key pair that IS used to generate digital signatures that serve as anthotization by a
paver for a blockchain transaction, where the digital signatwre can be veritied by the
blockehain netwark 104 using the public key of the cryptographic kev pair. In sonie
cases, the term “blockchatn wallet™ may refer specifically to-the private key. Inother
cases, the term “blockehiam wallet™ may refer 1o a computing device {e.g., participant
system 106} that stores the private key for use thereof in blockchain transactions. For
instance, cach computing device may each have their own private key for respective
cryptogiaphic ke pairs, and niay each be a blockchain wallet for use in transactions
with the blockchain associated with the blockehain network 104, Computing devices
may be any type of device suitable to store and utilize a blockchain wallet, suchasa
desktop computer, laptop computer, notebook computer, fablet computer, cellular
phione, smart phone, smart watch, smart television, wearable computing device,
inplantable computing device, ele.

Each blockehamn data vahie stored in the blockehain may cotrespond to
a.blockeham ransaction or other storage of data, as applicable. A blockchain
frausaction may consist of at least: a digital signature of the sender of currency (e.g.. a
first participant system 106) that is geserated using the sender™s private key, a
blockchain address of the reciptent of curreney {o.g., a second participant svstemn 106)
generated using the recipient’s public key, and a blockchain currency amount that is
fransferred or other data being stored. In the case of lie blockeliain betng used for
data storage separate from cwrency, the awrency amount mav be replaced by such
otherdata. In some blockchain transaciions, the ttansaction may also nclude one or

more blockehain addresses of the sender where blockehadts curreney is cirently
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stored {e.g., where the digital signature proves their access to such cmrency), as well
as an address generated using the sender’s public key for any change that 15 to be
retained by the sender. Addresses to which cryptographic currency has been sent that
cat be used i fivtuire tansaciions are referred to as “output” addresses, as each
address was previcusly wsed to capture ontput of o prior blockehain transaction, also
referred to as “unspent transactions,” due to there being currency sent to the addiess
iy a prioy transaction where that cwrrency is still unspent. In some cases, a blockchain
fransaction nmay also mchide the sender’s publhic key, for use by an eatify 1n validating
the transaction. For the tradifional processiog of a blockchany transaction, such data
may be provided to a blockchain node 102 in the blockehain network 104, either by
thie sender or the redipient. The node may verify the digital signature usiag the public
key i the cryptographic key pair of the sender™s wallet and also verify the sender’s
access fo the fitads (e.g, that the unspent transactions have niot yet been spent and
were sent to address assoctated with the sender’s wallet), a process known as
“confirmation” of a transaction, and then inchude the blockchain transaction i a new
block. The new bloek may be validated by other nedes 102 i the Mockcham network
104 before being added to the blockehain and distributed to all of the blockcehain
nades 102 0 the blockchain network 104 in fraditional hlockchain mmplensentations.
In cases where a blockehain data value may not be related to a blockehain transaction,
but mstead the storage of other tvpes of data, blockeham data values may still include
or otherwise trvolve the validation of a digital signature.

In some embodiments, the blockehain may utilize smart contracts, In
such embodiments, smart contracts may be stored in the blockchain associated with
the blockcham network 104, A smart confract may be a contract that is self-
executifiy, where a result of the simart contract after execution may be a new
blockchain data value, such as 3 new blockchain transaction, that 15 to be stored in the
blockcham. A smart contract inay be executed using ene or more mputs, also referted
to as dispatches, which then generates a new blockchain data value, The smart
contract may be self-executing such that the smart contract will automatically irigger
execution when a valid dispatch ts identified, or will antomatically trigger when
specific criteria is fulfilled, which may then result tn specific dispatches being
provided to the smart confract as inputs for execution. I an exemplary embodiment,
cach dispatch for the smart contract will refer to a prior blockehain data value on the

blockehain, such as by using a hash value of the blockchain data value or a unigue
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identification valua stored in the blockchain with the blockchain data value. When a
dispateh 1s fed as mput to the smart contract, execution of the smatt condract may
result in a new blockehain data value, such as a blockehain transaction, which, in
sotne jnstances, may depend on the dispated itself, such as where a value 1o the
dispatch may resnlt ina different ontput from execution of the smart contract.

T the system 100, the blockchain nodes 102 in the blockchain network
104 mav be configured to prune the blockehain. Pruning of the blockchain miay
melude the deletion of older blocks 1 the blockchain fror local data siprage without
affecting the ongoing operation of the blockchain. As discussed m mmore detail below,
the blockehain network 104 may utilize multiple genesis blocks and theuse of
configuration values aind state databases to enable vahidation of fulure tansactions
and refain the immutabidity of the blockchain evelrwith pruned blocks. Traditionally,
a genesis block is the fivst block 1o a blockehsin, which miay inelude a block header
that hag a null block reference value or other value that does not represént the hash
value of a prior block. In some cases, a genesis block may not inchude any blockeham
data values. In the syvatem 106, a new genesis block may be created, confirmed, and
added to the blockchain, where any blocks in the blockchain prior to the new genesis
block may be pruned by blockcham nodes 102, To ensure that new Wansactions are
able to be successfully confirmed even when attempting 10 wtilize an unspent
transaction output from a proned block, the blockchan nodes 102 i the system 104
may utitize state databases.

A state database may be a local database stored in 2 blockehain node
102 or otherwise accessible thereby that includes current unspent transaction outputs
in the blockehaim. When a block 18 added to the blockehain, a blockehan node 102
niay analyze each new blotkehain wansacton stored thereinn {e.g., in blockcham data
ralues in the block) to update its state database with respect to unspent transaction
outputs {hat have been spent and newly generated transaction outputs. The
blockchain node 102 fay analyze a new blockchain transaction and reisove dny
inchuded unspent transaction outputs from s state database, ot otherwise update the
state of the unspent transaction vutputs as being spent. The blockcham node 102 may
also analyze each new blockehait fransaction to add any hew unspent trausachion
outputs that result from the transaction info its state database. In some cases, a state
value mdicatmg that the transaction ontput is vaspent may also be stored 1 the

database accompanying the uatisaction output. In some emsbodiments, the currency
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amount transferred fo the transaction cutput may alse be stored in the state database
with the {ransaction output.

In seine embodunents, entries for unspent transactions in the state
database may also specify the block u whick the unspent transaction was created.
For mstance, £ach block in the blockchain may have an identification nnmber
asspciated therewith, which may be random or pseudo-random ar may be sequential,
suich as where the fifteenth block iy the chain may have an identification ntiimber of
15 {e.g.. or 14 i the original genesis block has an identilication nuniber of zeral.
When an unspent fransaction 1s stored m the staie database, the identification mumber
for the block in which the unspent transaction was created or last modified may be
stored with fhe mspent fransaction ui the state database. Such @ value may be used
determining if an unspent transaction was created in a block pruned from the
bleckehain or for quicker identification of the unspent transaction fu the chain iiself.

Wheit a new blockchan transaction 15 received by a blockehain node
102 for vertfication and tncluston i a new block m the blockchain, the blockehain
node 102 may validate the transactioly, as discussed above. Tincases where an unspent
Irapsaction cutput i the new blockchain transaction was stored ina prior block that
hax been pruned from the blackehain {e.g., wdentified vsing the identification value of
the block in the state database), the blockchiain node 102 niay ntilize the state
database. The blockchain node 102 way query the state database to delermiue if the
unspent transaction cutpul(s) referenced as transaction input(s) in the new blockchain
fransaction exist in the state databage, and are indicated to be unspent, if applicable.
In cases where cuprency amousats are stoved i the state database, the blockchain node
102 may further vertfy that each unspent transaction eutpui s associated with the
amount of owwtency indicated i the new blockchain transaction. I one of more of the
unspent fransaction oulpuis canuot be verified using the state database, then the
fraunsaction will not be validated and will accordingly niot be added to the blockchain.
In somneé cases, the blockehain node 102 may provide a notification to the participant
svstem 106 that subnutied the blockchain transaction to indicate the fatled validation,
I each of the nnspent fransaction outputs 15 found in the state database and the
blockeham node 102 confirms that the wansaction oufput rexans unspent, then the
fransaction may be confirmed. The blockehain node 102 may then include the new
blockchain transaction in a new block that is gesierated and distributed fo the other

bleckehain nodes 102 i 'the Mockchain network 104 for confirmation and addition o
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the blockchain. The blockohain node 102 may then update its state database
accordingly, as discussed above,

The use-of a siate database may ensure that all new bleckchan
{rausactions can be successfully confirmed and validated even if the {ransactions
attempt toutilize fransaction onfputs from pruned blocks. By only keeping
wformation regarding unspent transaction ontpats, the file sive of the state database
nwy remain consistently small withowt growing over time, while the ongoing praning
of the blockeham stsell may ensure that the file size of the blockeham remams at &
suitable value. In an exemplary embodiment, each blockcham node 102 i the
blockchain network 104 may have its own state database, where the state databases
shoudd cach store the sartie data due 1o the cham botig immutable gnd cousmistent
acress all Wlockehain nodes 102, For instance, as the state database is updated in each
blockehain siode 102 when a new block i confirmed., and as the vew block 15
distributed to every node in the blockehain, the state database should be consistent
across all blockchain nodes 102,

When pruning 15 desired 1 the blockeham network 104, a new genesis
block may be chosen and its identity 1s broadeast to all nodes 1 the blockchain
network and stored sy a record, referved to herein as a “genesis block record.™ stored
in a blockehain node oF nodes 102, A genesis block record may be a record that
midicates whuch block 1 the chain s the current genesis block. The record may be
updated viathe cham {e.g., a transaction which whenit appears in a block 11 the cham
identifies to blockchain nodes which block has been chosen as the new curvent
genesis Mocky. In some cases, a new genesis block record niay be gererated or
choser pertodically, such as affer a speaific period of time, after ¢ predefersiuned
number of blocks, after a predetermined munber of transactions, or dnce the
blackehain reaches a predetermiined file size. The genesis block record may include
an ordinal value, which may mdicate the number of the genests block m relation to all
past genesis blacks (e.g., the S0th genesis block added to the blockchain may mekude
an erdinal value of 50 or 51, Ordinal values may be used to ensure the proper
ordering of the blockchamn, o ensure consistency m prusing across the blockehain
nodes 102, and also to enable & vew blockchain node 102 to participate w'the
blockchain netwerk 104 by starting at a suitable genesis block with a current state

database without the need to obtain the entire blockchain.
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When a new genesis block is created or chosen, the blockchain node
102 may disinbute the genesis block record to a phirality of other blockebhain nodes
102 for confirmation and addition to the blockehain using suitable methods and
systems. The ewevent genesis bleck may have been confirmed and added using the
3 same processas standard blocks {e.g., standard blocks can be blocks that have not
been chosen to sexve as a genesis block in a genesis block record). Tn some cases; &
stapdard block may be chosen to serve as a genesis block record, In'such cases, the
stanpdard block may mchide dats i the block header mndioative of the genesis block
record, stich a8 the ordingl value. For insfance, 'when the block header for that
10 standard block is being generated, an ordinal value may be included in the block
header to signdy its beng chiosen a5 a genesis bleck. Tn'some such cases, blocksthat
are not genesis block records may have a zero or null value stored in the ordinal vatue
i the block header, such that any block with a non-zere value as the ordinal value

may serve ay a genesis block record for the blockcham. As part of the confirmation of

i
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anew genesis block record, a blockchain node 102 mav ensure that the ovdingl value
is correct. Oace a genesis block record has been confirmed and added 1o the nodes of
the blockehain, a Wockchain node 102 may be free to prune any blocks prior to that
genesis block record from its Incal data stores. In some embodiments, a blockchain
network 104-may be configured such that its blockeliain nodes 102 retain the blocks
20 within s predetermined distance from the newest or current genesis Mock record {e.g.,
every block going back to a current genesis lock, five ordinal values before the
current genesis block identified in the genesis blockchatn record, ete.).

T some embodiments, genesis block records may inelnde a

configuration value., The configmration value may include any data that mav be

b
A

needed 1o maintain operation of the blockchain following the pmning of the blocks
prior o the genesis block. In onie exaraple, the configuration value may inehude all
current nnspent fransaction outputs as of the genests block record (o1 a sepatale state
database), such as may be identified by the blockehain node 102 generating the
genesis block record using is state database. In cases where the blockchain is

30 configured to use smart contracts, the configuration value may include state
iiformation for smart contracts that are present on the blockehain, For instanee, a
suxart cotitract and its current input infbrmation or dispatches may be stored in the

configuration value i the genesis blockirecord. In some mstances, s configuranon
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value may be a hash value of such data, such as the unspent transaction outputs or
state configuration data for pending smart contiacts,

In seine embodunents, each blockehaun node 102 may use ifs state
database fe store state information regarding snart contracts i the bockchain i
addition to the unspent transaction outputs. Il snch embodiments, when a new block
15 added to the blockehain. a blockchain node 102 aay analyze the blockchain data
values therein to deternie if any simart contyact state changes are made, such as by
iput transaciions berng added to the blockeham, ontpuis of smart contracts bemg
added to the blockchain, updates to a smart confract added, ete. The blockchain node
102 may identify any such instances and update the state of the sniart contraet i s
state datsbase accordmgly. Intan example, a smart coniract ipay be used as an cserow
where a pavment is inade from participant A to an éscrow wallet to vemain there until
a conlract executed by participast B is added to the blockehai, where the pavinentis
made from the eserow wallet to participait B once the contract is added or where the
payinent is reverted fo participant A if a time pertod for adding the contract expires.
A blockehain sode 102 may store state infonmation for the snrart contract as evenfs
partaining Yo the smart contract ecour, such as to reflect awaiting payment from the
participant A to the escrow wallet, to inchude a transaction identifier or blockehain
data entry for the paviment from participant A to the escrow wallet, ete. Ifthe
blockehain is prused to where the block that includes the blockchain data entry for
pavient from the participant A 1o the escrow wallet, a blockehain node 102 may still
be able to determine that the payment has been made successfully using ifs state
database, such that when the contract execnted by participant B is added to the
blockchain, the smart contract may be executed o faciliate pavinent to parficipant B.

In some such embodiments, when a new genesis block record 1s
generated, the configuration value nitay be comprised of or fnclade an aggregation of
all smart contract state changes that occurred 1 the blockchain since the prior genesis
block record was chosen. In sonie cases, the configuration value may include an
ordered Hist of each state change. T other cases, the configuration value may mclhide
the root of & Merkle tree of the state changes, where the state changes miav be ordered
in the Merkde tree in a known manner, such as using tinge ordering. When the new
genesis block record is penarated and distributed to other blockehain nodes 102, part
of the vahdation of the new genesis block record niay mchide validation of the

configuration value. A blockchain node 102 that feceives a proposed new genesis
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block record may identify all state changes in smart contracts since the most recent
genesis block recordand generate a configuration value using an aggrégation of the
identified state changes. The generated configuration value may be compared to the
cofigutation value i the proposed genesis block record. I the configuration valies
nxatch, then the new genesis block fecord nray be determuned by the blockehain node
102 to be valid and the blockchain node 102 may respond to the proposed genesis
Block tecord with a confirmation message. If the confismwation vales do not mascl,
the blockcha node 102 may reject the proposed blockehain node 102, Asa resul,
the configuration value may be used to ensure that the state of all pending smat
contracts is up to date across each of the blockchain nedes 102,

In some embodiments, configuraiion valiues may be used for state
changes amotg other data w1 the blockchain separate from smart contracts. For
example, 1 sonwe instances, the configuration value niay also be used to siore an
ageregation of the current state database of & blockchain node 102 when a new
genesis block record iz generated. In some such wstances, the configuration value
may mchide an aggregation of smart contract state changes and the aggregation of the
current state database separately. In othier such instances, both aggregations may be
farther aggregated together for a single resulting value that may be confirmed by any
blockchain nede 102 that receives the proposed genesis block record. Other state
mformation that may be stored 1y a configuration value relating to the blockchain may
melude, for instance, genests Mook record data, ordinal nnbering data, node
perniission data, efc.

The methods and systems discussed herein may enable blockehain
nodes 102 to regularly priawe old blocks t the blockehain, which can drastically
reduce file sizes and bandwidth used by blockeham nodes 102 in the blockchain
network. 104, By using state databases, the ongoing operation of the blockchairt ¢an
continue without any node having to retain any of the pruned blocks while still
preventing the possibility of donble spend for any blockchain transactions. The use of
pew genesis block records with ordinal values ensures that all blockchain nodes 102
can be regnlarly kept up to date and also facilitates the addition of new blockchain
nodes 102 faster than using tradificnal blockchams, The use of configuration values
in genesis block records that inclnde aggregations of smart contract state changes also
ensures that smart contracts can still be vtilized fn a blockchain that uses pruming as

discussad above, Accordingly, the tethods and systenss disenssed herein provide for

i4



WO 2023/075941 PCT/US2022/043210

LA

10

all of the fanctionality of existing blockehains, while still enabling significant pruning
to drastically reduce blockeham data sizes.
Blockehain Node

FIG. 2 illustentes an embodunent of a blockchain node 102, such as the
blockehain node 102 m the system 100, Trwill be apparent to persons having skill in
the relevant art that the embodument of the blockehain node 102 lustrated in FIG. 2
1s provided as iHusiration only and may not be exbaustive to all possible
configurations of the blockehain node 102 suttable for performing the functions as
discussed herein. Forexamiple, the computer svstern 700 iHustrated 1 FIG. 7 and
discussed in more detail below may beé a suitable configuration of the blockehain node
102,

The blockehain node 102 may include a receiving device 202, The
receiving device 202 may be configured to recetve data over one or more networks
via oale or more network protocols. I soine mstances, the receiving device 202 may
be configured to receive data from other blockehain nodes 102, patticipant systems
106, and other svstens and entities via one ormore conumunucation methods, such as
radio frequency, local area networks, wireless area networks, cellular conmuimnication
networks, Bluetooth, the Internet, etc. Th some embodiments, the receiving device
202 may be comprised of munltiple devices, such as different recetving devices for
recerving data-over different networks, such as a first receiving device for receiving
data over a local area network and a second recetving deviee for receiving data via the
Internet. The recerving device 202 may receive electiomeslly transmitted data
signals, where data may be superimposed or otherwise encoded on the data signal and
decoded, parsed, read, or vtherwise obtaimed via receipt of the data signal by the
recerving device 202, In some instances, the receiving device 202 may include a
parsing module for parsing the received data signal to obtain the data superimposed
thereon. For example, the receiving deviee 202 may mclude a patser program
configured fo receive and transform the recetved data signal into usable mput forthe
fanctions perfermed by the processing device to cany out the methods and svstenis
deseribed herein.

The receiving device 202 pray be configired o recerve dala siguals
electronically transmiitted by other blockchain nodes 102, which may be

superimposed or otherwise encoded with blockehain data valnes, blocks, blockehain
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transaction data, proposed genesis block records, state database data, smart contract
state data, confirmation nessages, efc. The recerving device 202 may also be
confipiwed to recetve data signals electropically transumitted by participant systems
106, which may be superimposed or otherwise encoded with new blockelwin data
values, smaif condracts, efc.

The blockehain node 102 may also mclide a conpmudcation module
204. The conmmuication module 204 may be configiwed to transmit data between
medules, engines, databases, memories, and other components of the Mlockcham node
102 for use in perforniing the funciions discussed bergin. The comnpudcation module
204 may be comprised of one or more commyaication types and utilize various
commmnication methods for comnmnteations within g compainig device. For
example, the communication module 204 may be comprised of & bus, contact pin
connectors, wires, etc. In some embodiments, the communication module 204 may
also be confignred to communicate batween internal components of the blockchain
node 102 and external components of the blockehain node 102, such as externally
connected databases, display devices, wnput devices, etc. The blockeham node 102
nwy also melnde 8 processing device. The processing device may be configured to
performa the functions of the blockchain node 102 discussed herein as will be apparent
to persons having skill in the relevant art. In some embodiments,; the processing
device mayv inclade and/or be comprised of a plurality of engiues andfor modules
specially configured fo perform one or more functions of the processing device, such
as a guerving module 214, generation module 216, validation fiedule 218, ete. As
used herein, the terny “module™ mav be software or hardware particularly
programined fo receive an mput, perforin one o more processes using the inpw, and
provides an ontput. The mput, ontput, and processes performed by vartous medules
will be apparent to one skilled in the art based upon the present disclosure.

The blockehain nede 102 may incluide a state database 206, The siate
database 206 may be configiwed 1o store state information Yor wnspent transaction
outputs i the'blockchain, and sioari contract state information, as applicable, using a
suitable data storage format and schema. The state database 206 may be a relational
database that utilizes structured guery language for the storage, wentification,
modifiring, updating, accessing, ete. of struchiwed data sets stored therein. State

miformation may melude unspent rausaction culpals, associated currency Lmiouns,
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changes inthe state of a transaction output, input vahues for smart contracts, outputs
fora smart contract, sinatt contract dispatch data, efc.

The blockchamn node 102 may alse include blockehain data 210, which
may be stored in & memery 212 of the blockehain node 102 or stoved 1u 8 separate
area within the blockehaim node 102 of accessible thereby. The blockehain data 210
may inchide a blockchamn, which may be comprised of a plurality of blocks and he
asseciated with the blockehain network 1894, The blockchain data 210 may also o1
alternatively mchide any dafa associaied with one o more blockcham wallets that
may be used by the blockcham node 102, such as eryptographic key pairs, nnspent
fransaction onfpufs, digital asset anounts, network identifiers for the blockchaimn
networks 104, ssizart contracts, signature generation algonthms, encryption
algorithms, communication information for third party services, ete. The blockchain
data 210 may also include data regarding the aggregation of data tn the state database
206, data for the generation of new genesis block records, ete.

The blockehain node 102 may also inchude a memory 212, The
memory 212 may be confipured to store data for nse by the blockchain node 102 m
perfornung the fmetions discussed herem, such as public and private keys, symmetric
keys, ete. The memory 212 may be configured to store data psmg suitable data
formatting methods snd schiema and may be any suitable type of nwinory. suchas
read-only memory, randony access memory, ete, The memory 212 may nclude, for
example, encryptiont keys and algonithms, communication protocols and standards,
data formiatung standards and protoeols, program code for'modules and application
programs of the processing device, and other data that may be suitable for use by the
blockchain node 102 i the performance of the functious disclosed beretiy as will be
apparent to persons having skill in the relevant art. It some embodiments, the
memory 217 mayv be comprised of or may otherwise include a relational database that
utilizes structored query language for the storage, wdeitification, modifving, updating,
accessing, eft. of structured data sets stored theretn. The memory 212 may be
configured 1o store, for example, cryptographic kevs, salts, nonces, commmnication
informtion for other computing systems, generation algorithms, crvptographic key
pairs, algorithins forcalculation of clirrency antounts, ete.

The blockehain node 102 may include a guerving module 214, The
querving module 214 may be configured o execute gueries ot databases to identify

information. The guerying module 214 may receive one of ote data values or guery
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strings, and may execute & query string based thereon on an indicated database, such
as the state database 206 of the blockcham vode 102 to1deniify mioration stored
therein.. The querying module 214 may then owtput the identified mformation toan
appropriate engine or module of the blockehain node 102 as necessary. The guerying
module 214 may, for exanmple, execnte 4 query on the state database 206 1o lock for
unspent transaction outputs 1n a recetved, proposed blockehain transaction fo
deternying if the transaction can be validated.

The blockchain node 102 may alse inchude a generation module 216,
The generation module 216 may be configured to generate data for use by the
blackchain nede 107 in perfonning the fimctions discussed herein. The generation
module 216 may reccive mistructions as mpul, may generate data based onthe
instructions, and may output the generated data to oite or more modules of the
blockehain node 102, For example, the generation module 216 may be configured to
generate crvptographic key pairs, generate digital signatures, generate blockehiamn data
values, generate new blocks, generate block and data reference values, aggregate state
changes, generate genests Bloek records, ete.

The bleckchain node 102 may alse include a vabidation module 218,
The validation module 218 may be configured to perform validations for the
Blockehain itode 102 as part of the functions discussed herein.  The validation module
218 may receive mstructions as mput, which may also mclpde data to be used i
performing a validation, may perform a validation as requested, and may oulpat a
resulf of thie validation to anothey module or engine of the blockchain node 102, The
vatidation module 218 may, for example, be configured to validate digital sipnatures
using suttable signature generation algorithms and kevs, validate new blockchamn
transactions, validate sinart contracts, validate configuration values in proposed
genesis block records, ete.

The blockehain nede 102 miay alse wnclude a transmithitig device 220,
The transmitting deviee 220 may be configured to transmit data over one or more
networks via one or. more network profocels. In sone instances, the transwmitting
device 220 may be configured to transinit data to other blockchain nodes 102,
participant svstens 106, dnd other enitities via one of more communication niethods,
local area networks, wireless area networks, cellular communication, Bluetooth, radio
frequency, the Internet, sic. In some embodiments, the transnitiing device 220 may

be comprised of multiple devices, such as different tiansmitting devices for
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transmitting data over different petworks, such as a first transmifting device for
transiiiting data overa local area network and & second transsuitiing device for
transmitting data via the iternet. The transmifting device 220 may electronically
{rausmit data sigoals that have data superimposed that may be parsed by a receiving
computing device, T some instances, the transmitiing device 220 niay include one of
more modules for superimposing, encoding, or otherwise formatting data mto data
signals suiitable for transmission.

The transnutiing device 220 may be configured to elechronically
fransnut data signals to other blockeham nodes, which miay be supenimiposed or
otherwise encoded with blockehain data values, blocks, blockchain twansaction data,
proposed genesis block reconds; sfate database data, smatt conlract siate data,
contirmation messages, efc. The transmatting devige 220 mav alse be configured to
electronically transmmit data signals to participant systerus 106, which may be
superimposed or otherwise encoded witl transaction notifications. transaction
wlentifiers, etc.

Process for Processing New Blockchain Transactions

FIG. 3 sthustrates a process 300 for the processing of a new blockehain
transaction in the system 100 by a blockehain node 102 1n & pruned blockehain.

In step 302, the recerving device 202 of the blockehain node 102 may
recerve a new bleckchiain transaction from a participant systern 106, The pew
blockchain transaction may inchude at least one ynspent transaction ontput as fnput for
the new blockchain transaction, one or mote output addresses, and, for each output
address, a corresponding currency amonnt. In some vases, each unspent transaction
Gutput may also include a corresponding Currency amount. Tn othercases, the
corresponding cwrency amout for' an wospent ransaction outptt may ot be included
as all cwrrency associated with the unspent fransaction cutput will be transferred as
part of the blockchain transaction. In step 304, the blockehain ade 102 may
determine if the unspent transaction outpui{s) ir the new blockchain transaetion are
meluded in the Tocally stored copy of the blockchaw {e.g., not mcluded n praved
blocks). The determination may wilize transaction identifiers or information in the
state database 206,

T, i step 304, the blockchain node 102 deternunes that the unspent

Iransaction cutpui(s} were included i blocks that have been pruned from the
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blockcham and therefore are not stored on the pruned chain, thet, i step 308, the
quervitg module 214 of the blockchain node 102 may execute & quety on the state
database 206 of the blockchain node 102 to identify each of the wnspent transaction
ontpats therein andfor to identily if each fransaction output is still vuspent according
1o its stored state wnformation, I, o step 304, the Blockehain pode 102 deternuines
that the unspent output(s} were not included 1n blocks that have been prumed from the
Blockehain, and therefore are stored on the prumed cham, then process 300 skips step
306 and continmes duectly 1o step 308, In step 308, the vahdation module 218 of the
blockchain node 102 may vahdate the transaction outputs to deternine if each 1s stll
nnspent, ad validate the transaction to enswre that the transaction mputs are
associated with enough blockehain cumrency to sccommodate the fransaciion output(s)
as indicated in the new blockehain transaction. Tn step 310, the blockehain node 102
may determine 1f the fransaction 15 valid as a result of the validations performed w
step 308, If dmeor more of the validations fail (e g, there is not ehough availible
currency, one of more of the tnputs have already been spent, a digttal signature is npt
suceessfully validated. ete)) then, in step 312, the blockehain node 102 may decline
the new blockcham transaction and the process 300 completed. T some cases, the
transmitting device 220 of the blockehain node 102 may electronically transmit a
notification message 1o the participant systefn 106 that submitted the transsction to
mborm thern of the validation and, i soie mstances, the cause of the failed
validation.

If the validation of the bleckchain transaction s successfill, then, in
step 314, the peneration module 216 of the blockehain node 102 'may penerats a new
block that mchudes the validated blockchan transaction and the ttansmitting device
220 of the blockehain nede 102 may electronically transmit the new block to a
plurality of additional nodes 102 i the blockehaut netweork 104, The additional
blockcham nodes 102 may validate the new Block and, if the block 15 suceessinlly
validated, return & confitmation méssage to the blockchaity node 102, In stép 316, the
blockchain node 102 mayv determine if the new block has been confirmed by a
najority of the additronal blockehan nodes 102, which may be determined based on
the number of received confinmation messages. I the tew block 18 ot successfully
confirmed, then the process 300 may end and the bleckehain node 102 may generate 8
new block orawait a new block from another blockchain node 102 for confirmation.

H the new block 1s snecessfully confirmed, then, in step 318, the querving module 214
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of the Mockechatn node 102 may execute one -of miore queries on the state database
206 to update the state database to remove or otherwise ndicate spending of the
transaction outputs used as imput in each blockchain transaction in the confirmed
block and te add the franssction outpats of each of the bleockehain transactions inthe
confirmed block. The process 330 may then be completed.

Process for Validating 8 New Genesis Block Record

FIG. 4 illusirates a process 400 for the validation of a new genesis
block recordiin the blockehain network 104 by a blockchain node 102 in the svstem
164,

In step 402, the receiving device 202 of the blockcham node 102 may
receive a genesis block record response message from another blockcham node 102 1
the blockchain network 104, where the respoiise mesgage includes a new génesis
block record or data for inclusion in & new genesis block record meluding atf least the
ordinal value for the genesis block record and & configlvation value. In step 404, the
guerving medule 214 of the blockehain node 102 may execute a guery on the
blackehain data 210 of the blockchain nede 102 to identify auy infervening blocks
that have been added to the blockchain between the most recent genesis block record
and the newly proposed genesis block record (e.g., according to ordiual value).

In step 406, the gencration module 216 of the Mockehan node 102
may wlentify and aggregate the state chianges of all simart contracts in the blockcham
ay indicated in the intervening blocks. The generation module 216 may use the
aggregated state changes and generate a test configuration value therefrom, such as by
senerating a Merkle tree using the state changes where the test configuration value 1s
the root of the Merkle tree. In step 08, the validation module 21¥ of the blockehain
node 102 may atteipt a validation of the configuration value received i the genesis
response message using the test configuration vabue. If the fest configuration valuwe
and the received configuration value do hot mwarely, then the process 400 may be
ended. In somecases, the fransmitting device 220 of the biockchain node 102 may
return a notification to the blockcham node 103 that submitted the response message
that indicates that the validation was unsuceessful. If the test configuration valse and
the received configuration value maich, then, mstep 410, the querving module 214 of
the blockchain node 102 may execute one or mote queries on the state database 206 to

apply theidentified state changes to store smaart confract state infomtation. The
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genesis block record mayv thereby be confirmed, and the blockehain node 102 may

also update the blockchain data 210 accordingly, ss applicable,

Exemplary Method for Processing New Blockchain Transactions

FIG. & illustoates a method 300 for the processing of new blockcham
tsnsactions in 8 blockehain that is configured o enable pruning prior to & cwrent
genesis block.

o step 502, a new blockehain transaction may be received by a
receiver (g.g., receiving device 202) of a blockehain node {e g, blockelwain node 102)
i@ blockehain network {e.g., blockchain network 104), the new blockehain
transaction including at least one or more transaction mypuats and one of mote
{ransaction ouipuis. In step 504, the new blockcham iransaction may be vahdated by
a processor {e.g., validation module 218) of the blockchain node, whergin validating
the new blockchain transaction includes validaiing thal each of the oue or more
transaction inpus s unspent.

In step 506, a new bloek nay be generated by the processor {e.g.,
generation mcdale 216 of the blockeham node, wherern the new block maludes at
least a block header and one or move blockchain data values, one of the one ormore
blockehain data values including the new blockehain transaction. In step 508, the
generated new block may be transnutted by a wansmtter (e.g.; transmitting device
2203 of the blockchain fiode to & phirality of additional nodes {e.g., blockchain nodes
102 tn the blockehain network. In step 510, the one or'more ransaction cutpuss n@y
be stored, in a2 memwoty (.2 memory 212} of the blockchain node, w a state database
{e.g.. state database 206) associated with the blockchain.

In one embodisment, the method 500 may further inchade receiving, by
the recerver of the blockcham node, a confumation message fronta majority of the
plurality of additional nodes prier o storing the one or more transaction cutputs. In
some embodunents, validating that each of the one ovore fransaction mpuis is
associated with the corresponding currency amount i the blockchain may mclnde
idenitifying one or more eatlier blockehain data values stored in one o more
preceding blocks in the blockehain that incnde the one or more transaction outpus.
Tz one emnbodiment, validatiig that each of the one or more ansaction mputs 1s
associated with the corresponding currency amount in the blockcham may include

identifying each of the one or more fransaction inputs and the corresponding enrrency
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amownt i the state datalbrase. In some embodiment, validating that each of the one or
more transaction yuputs is associated with the corresponding currency amounnt in the
blockehain mav inclade identifving each of the one or more transaction mputs and the
corresponding currency atount in & condiguration value In 4 most recent genesis
block i the blockchain.

Exemplary Method for Confiromng Configmmation in a Blockcham

FIG. 6 illusirates a method 600 for confivming the confignration of a
new genesis block in a blockchain configured to enable pruning before the new
genesis block.

In step 602, & genesis response message may be received by a recérver
{e.g. receiving device 202} of a blockelwain node {e 2., blockehain node 102) in s
Blockchain netwoik {e g, blockchain network 164) fronm another node in the
blockchain setwork, the genesis response message including at least a configuration
valie and an ordinal value. In step 604, & phality of standard blocks in the
blockchaim added subsequent to an earlier genesis block may be identified by a
processor {e.g.. querving module 214} iu the blockehain node that includes a number
preceding the ordinal value.

In step 606, smart confract state changes moay be aggregated by the
processor (e.g., generation inodule 216} from each of the identitied plurality of
standard blocks. In step 608, the configuration value included m the recetved genesis
response message may be validated by the processor {e.g., validation module 218) of
the blockeham node based on the aggregated smiart contract state changes.

In one embodument, the method 606 may fuither include applying, by
the processor of the blockchain node, the aggregated smart contract state changesto
one of mote correspondmyg smart contracts w a state database {e.g.. state database
206) associated with the blockchain stored in a mremary {e.g , memory 212} of the
blockchain node. In some embodiments, the method 600 may Ruther uchide
generating, by the processor of the blockehain node, & Merkde root using the
aggregated smart contract state changes, wherein validating the configuration value
includes comparing the confignration value with the generated Merkle root for a

match.
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Compgter System Architectire

FIG. 7 dlusirates a computer sysfenm 700 in which embodiments of the
present disclosure, or portions thereof, nway be inplemenited as computer-readable
code. For example, the blockeham nede 102 of FIGS. 1 and 2 may be miplemented
the computer systern 700 using hardivare, non-traiisitory computer readable media
having instructions stoved thereon, or a combination thereof and may be implemented
1 oue oF inore computer systems or other processing systems. Hardware may
embody modules and components used fo implement the methods of FIGS. 3-6.

If progranumable logic is used, such logic mayv execute ona
commercially available processing platform configured by executable software code
{o beconie a specitic purpose computer o1 a special purpose device (e.g.,
progravnmable logic array, application-specific integrated cizenit, afc.). A person
having ordingry skl m the art may appreciate that embodunents of the disclosed
subject matier can be practiced with varzous Computer System configurations,
ineluding nwltt-core multiprocessor systems, minicomputers, mainframe computers,
computers linked er clustered with distributed functions, as well as pervasive or
mimiature cornpriters that may be enbedded nto virtnally any device. For instance, af
least oue progessor device and & memory may be used to implement the above
described embodiments.

A precessor unit or device as discussed herein may be a single
processor, a plusality of processors, or combinations thereof. Processor devices may
have one or'more processot “cores.” The terms “conputer program medium,” “non-
transitory computer readable mediuny™ and “computer usable medinm™ as disenssed
hereln are used to generally refer to fangible media such as a removable storags unit
718, a removable storage wmit 722, and a hard disk jpstalled in hard disk derve 712,

Various embodiments of the present disclosure are described in terms
of this example computer system 700, Afler reading this descuiption, o will become
appatent to a person skilled i the relevant art how to implemnent the preseat
disclosure using other conputer systems and/or computer acchitectures, Although
operations may be described as a sequentid! process, some of the operations may in
fact be performed in parallel, concurently, andfor v a distribuied environment, and

with program code stored locally or remotely for sccess by single or wulti-processor
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machiges. In addition, in some embodiments the order of operations may be
reasranged without departing frosn the spirit of the disclosed subject matier.

Processor device 704 may bea special purpose or & general prrpose
provessor device specifically configured to perform the functions discussed herein,
The processor device 704 away be connected to a communications mfrastrnchure 706,
such as a bus, message quene, network, multi-core message-passing scheme, ete. The
network nwy be any network suitable for performing the functions as disclesed herein
and may mehude & local area network (LAN), a wide area network {WAN]), a wireless
network {e.g., WiF1), 8 mobile comnumication network, a saiellite network, the
Internet, fiber optic, coaxial cable, nfrared, radio frequency {RF), or any conibination
thergof. Other snitable getwerk types and configurations will be apparent to persous
having skill m the velevant art. The compmuter system 708 may also mchude a main
memoty 708 (e.g., random access remory, read-only merwory, efc, ), and may also
inglhude a secondary memory 710, The secondary memery 710 may inchade the hard
disk diive 712 and a removable storage duve 714, such as a Boppy disk drive, a
magnetic tape drive, an optical disk drive, a flash memory, ete.

The removable storage drive 714 may read from and/or write to the
removable Storage wnit 718 ina well-known mauner. The removable storage wt 718
may nchide a removable storage media that may be read by and written to by the
removable storage drive 714. For example, if the removable storage ditve 714 tsa
floppy disk drive or universal sertal bus port, the removabde storage unit 7TI8 may be a
floppy disk or portable flash drive, respectively. I one embodiment, the reiovable
storage unit 718 may be non-transitory computer readable recording media.

In some embodiments, the secondary memory 710 way melude
alternative means for allowing computer progranss or other instructions to be loaded
ingo the computer systen 700, for example, the removable storage unit 722 and an
nxterface 720, Examples of such mieans nay wmiclude 8 program cartridge and
cartridge iterface {e.g., as found i video game systens}), a removable fiiemory chip
{e.g., EEPROM, PROM, ete} and associated socket, and other removable storage
units 722 and mterfaces 720 as will be apparent to persons having skall in the relevant
art.

Data stored i the computer system 700 {e.g., in the main memory 708
and/or the secondary mensory 718) may be stored onany type of sutable computer

readable tnedia, such as optical stotage (2.2, 8 eompact dixe, digital versatile disc,
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Blwray disc, ete.} or magnetic tape sforage {e.g., & hard disk drive). The data may be
configured 1 any type of suitable database conhiguration, such ss a relational
database, a structiwed query language (SQL) database, a distributed database, an
object database, etc. Suitable confipurations and storage types will be apparentfo
persons having skall in the relevant at.

The computer system 700 may also mclude a communications
iterface 724 The commumeations unerface 724 may be configred to allow software
and data to be ransterred between the computer system 700 and external devices.
Exemplary conupunications miterfaces 724 may include a modem, & network mterface
{e:g.. an Ethernet card), a communications port, a PCMCIA slot and card, ste.
Sofiware and data fransferred via the conununteations infetface 734 mav be inthe
form of signals. which may be eleetronic, electiomagnetic, optical, or other signals a8
will be apparent to persons having skill 1 the relevant art. The signals may travel via
a coimmunications path 726, which may be contfigured to cairy the signals and may be
unplemented using wire, cable, fiber optics, a phone line, a cellular phone link, a
ragio freguency hnk; ete.

The compnuter system 700 may further inclade a display-interface 702.
The display interface 702 may be confignred fo allow data to be transferred between
the computer system 700 and extérial displav 730, Exemplary display interfaces 702
may mchude lugh-definition multimedia mterface (HDMI), digital visual inferface
¢DVIS, video graphics array €VGA), ete. The display 730 may be any suitable type of
display for displaying data transnuitted via the display ioterface 702 of the computer
svstem 700, inclnding a cathode ray tube {CRT) display, Haquid crvstal display {LCB),
light-exmtizng diode (LED) display, capacitive touch desplay, than-filsn iransistor
{TFT} display, etc.

Conputer program meditun and computer wssble medivm may refer to
memoties, such as the main memory 708 and secondary menory 710, which may be
memory senuconductors (e.x, DRAMs, ete.}. These computer program products may
be means for providing software 1o the coruputer system 700. Computer pragrasns
{e.z., computer control logic) may be stored 1 the mwin memory 708 and/or the
secondary suemory 710, Computer programs may also be retceived via the
commumications imterface 724, Such computer programs, when execufad, may enable
computer system 700 to nuplement the present methods as discussed herern. In

particilar, the coniputer programns, when executed, may enable processor device 704

26
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o implenzent the methods illustrated by FIGS. 3-6, as discnssed heretn. Accordingly,
such computer programs may represent controllers of the computer systeny 700
Where the present disclosure is implemented using software, the software may be
stored 1n-a computer program product and loaded into the computer system 700 using
the removable storage drive 714, interface 720, and hard disk drive 712, or
communications interface 724.

The processor device 704 may comprise one of more modules or
engmes configured to perforni the functions of the compuier svsteny 700. Each of the
medules of engines may be nuplemented using hardware and, m some instances, may
also utilize software, such as corresponding to program code and/or programs stored
m the main mexiory 708 or secondary merory 710, Insuch mstances, progrann gode
may be compiled by the processor device 704 {e.2., by a compiling module or engiie)
prior (o execution by the hardware of the computer system 700, For example, the
program code may be sotwce code written in a prograniing language that 1s
transiated tnfo a lower level language, such as assembly Tanguage or machine code,
for execution by the processor device 704 and/or any additional hardware components
of the computer system 700. The process of compiling may inchide the use of lexical
analvsis, preprocessing, parsing, semantic analysis, symax-directed transiation, code
generation, code optilization, and any othier techuigues that may be suitable for
translation of program code uto a lower level language suitable for controliineg the
computer system 700 to perform the functions disclosed herein. Tt will be apparent o
persons having slall i the relevant aut that such processes result i the computer
svstem 700 being a specially contfigured computer systemn 700 uniquely programmed
to perform the Rmctious discussed above.

Technigues consistent with the present disclosure provide, ainong
other features, systerus and metheds for processing new blockehain fransactions and
confinmning confignration of a new genesis block in a blockchain configured o enable
prusig prior ¢ 8 current genesis block, While vattous exemplary entbodiments of
the disclosed svstem and method have been desciibed above it should be understood
that they have been presented for purposes of example only, not limitations. It is not
exhaustive and does not lunit the disclosure o the precise forn disclosed,
Modifications and variations are possible in Hzht of the above teachings or may be
acgued from practicing of the disclosure, without departing from the breadth or

SCOpe.
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WHAT 15 CLAIMED IS:

1. A method for confirming configuration of a new genesis blockin a
blockehain confignréd to enable pruning before the hew genesis block, comprising:

receiving, by a receiver of a blockehain node in a blockehain petwoilk, a
genesis response message fom apother node 1w the blockcham network, the genesis
response message including ot least a confizuration vale and an ordinal valne;

wentifving, by a progessor i the blockehain node, a plutality of blocks m the
blockehain added subsequent to an earlier genesis block that includes a number
preceding the ordinal value;

agoregating, by the processor of the blockehiain node or'a processer of another
blockchain node in the same blockehain, state changes from each of the identified
plurality of blecks; and

validating, by the processor of the blockchain node, the configuration vahie
included in the received penesis response message based oo the aggregated state
changes:

2. The tnethod of clatin 1, further comprising:

applying, by the processor of the blockchain node, the aggregated state
changes {0 one or more corresponding smart contracts in a state database assoetated

with the blockehany stored i a miemory of the blockehain node.

3. The method of claim 1, farther comprising:

genterating, by the processor of the blockchamn nede, a Merkle roof using the
agprepated state changes, wherem

validating the contfiguration value wicludes comparning the cohliguration value
with the generated Merkle root for a match.

4. A system for confinming configuration of a new genesis block in a
blockchain confignred to enable pruning priot fo the cwrent genesis block,
COmprsing:

a blockehain setwork;

agother node 1 the blockeham networlke and

a hlockchain nede in the Wockchain network meluding

28
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a receiver receiving & penasis response message from another node i
the blockeham network, the genesis response message meludmg at least a
corfiguration valie and an ordinal value, and
A processor
identifving a plurality of blocks in the blockeham added
subsequent to an earlier genesis block that inchides a number preceding the ordinal
wvahie,
aggregating state changes from each of the dentified phurality
of blocks, and
validating the confignration value inclbded in the received
Zonesis response messaze based ou the agpregated state changes.
3. The system of claim 4, wherein the processoy of the blockehain node
further applies the aggrepated state changes to ot or more corvesponding smart
contracts in a state database associated with the blockchain stored iy a memory of the
blockchain node.
5. The system of claim 4, wherein
the processor of the bloekehain tiode further peneratés a Merkie roof usisig the
aggregaied state changes, and
validating the confizuration value includes coniparing the configwration value

with the generated Merkle root for a match.



