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CLAIMS  

 

1. A computer-implemented method, comprising: 

presenting one or more virtual elements on a virtual reality, i.e., VR, scenario of 

a VR application on a VR device for initiating a service; 

identifying (110), using one or more sensors communicably coupled to the VR 

device, one or more interactive operations of a user of the VR device with the one or 

more virtual elements; 

determining (120) whether the one or more interactive operations match one or 

more predetermined operations for selecting the one or more virtual elements to initiate 

the service and trigger biometric authentication for user identity authentication; 

invoking (130) biometric authentication if the one or more interactive operations 

match the one or more predetermined operations;  

performing eye-blinking recognition or heartbeat recognition for detecting the 

user; 

presenting a notification in the VR scenario to notify the user to perform the 

biometric authentication if the user is detected based on the eye-blinking recognition or 

heartbeat recognition; 

presenting a virtual guidance in the VR scenario for guiding the user to perform 

the biometric authentication, wherein the biometric authentication is a fingerprint 

authentication and wherein the virtual guidance is a virtual mark indicating a mounting 

location of a fingerprint sensor for fingerprint authentication of the user’s identity; and 

presenting (140) a service interface to the user if the biometric authentication is 

successful.  

 

2. The computer-implemented method of claim 1, wherein the one or more 

predetermined operations include a predetermined three-dimensional, i.e., 3D gesture, a 

head movement, or head posture of the user. 

 

3.  The computer-implemented method of claim 1, wherein the virtual guidance 

comprises a static mark in the user view of the VR scenario, to indicate a relative position 

of the fingerprint sensor on the VR device. 
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4.  The computer-implemented method of claim 1, wherein the virtual guidance 

comprises a dynamic mark in the user view of the VR scenario to guide the user to move 

the finger to the fingerprint sensor. 

 

5.  The computer-implemented method of claim 4, wherein presenting the virtual 

guidance in the VR scenario comprises:  

 presenting the dynamic mark in the VR scenario, wherein a pointing direction of 

the mark is initially directed toward a general direction of the fingerprint sensor location, 

 sensing, using motion sensors, the movement of the user’s finger or hand by the 

VR device, and  

 dynamically adjusting the pointing direction of the mark until the user 

successfully scans the finger on the fingerprint sensor. 

 

6.  The computer-implemented method of claim 4, wherein presenting the virtual 

guidance in the VR scenario comprises:  

 presenting a dynamic trajectory of the user’s hand or finger movement and the 

relative location of the fingerprint sensor on the VR scenario. 

 

7. The computer-implemented method of claim 1, further comprising: 

collecting biometric information of the user using one or more biometric sensors 

for registering the biometric information to a user’s user account of the VR device; and 

sending a biometric registration request to a service server that provides the 

service, wherein the biometric registration request includes the collected biometric 

information associated with the user account. 

 

8. The computer-implemented method of claim 7, further comprising: 

collecting one or more biometric characteristics of the user using one or more 

biometric sensors for biometric authentication; and 

sending a biometric authentication request to the service server, wherein the 

biometric authentication request includes the one or more biometric characteristics for 

the service server to compare with the biometric information for biometric 

authentication. 
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9. A computer-readable medium storing one or more instructions executable by a 

computer system to perform the method of any one of claims 1 to 8.  

 

10. A system, comprising: 

one or more computers configured to perform the method of anyone of claims 1 

to 8.  

 


