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Establish initial set of M empty extents, e.g., at N different storage subsystem nodes of distributed file
storage service, designated to store data and metadata for file store objects on behalf of clients
running on compute instances of virtual computing service 801

v

Configure, on demand or from pre-existing pools, initial sets of access subsystem nodes (e.g.,
endpoints assigned private IP addresses within isolated virtual networks set up for clients) for a
particular file store FS1 and/or initial set of metadata nodes 804

v

Monitor performance and health status of access subsystem nodes, metadata subsystem nodes and
storage subsystem nodes over time; store records of successful file store operations that are later
used to generate usage-based billing amounts 807

'

In response to analysis of performance metrics (e.g., detection of a potential bottleneck) and/or
changing health status (e.g., failures at one or more nodes), dynamically add/remove nodes from one
or more of the subsystems (access subsystem, metadata subsystem, or storage subsystem)
independently of the other subsystem populations, without impacting file store operation request
stream 810

FIG. 8a

In response to create/open/first write request directed to an object (e.g., file or directory) of file store
FS1, designate/configure a metadata subsystem node for object, and allocate storage from selected
extent(s) (or extent replica groups) based on applicable metadata durability policies and data durability
policies 851

'

As additional writes are directed to object, allocate additional space for data and/or metadata, e.g., at
other storage subsystem nodes based on applicable striping policies, and configure additional
metadata nodes as needed 854

'

In response to client requests that involve metadata changes at multiple extents/nodes (e.g., delete
requests, rename requests), perform atomic update operations that implement/enforce sequential
consistency semantics 857

FIG. 8b
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Determine, based on durability policies to be implemented for a given file store
object F1, the replica count to be used for the extents storing F1 data/metadata,
the replication strategy (e.g., full replicas vs. erasure-coded replicas), and
placement of replicas (e.g., at least one replica in each of K availability containers
or Kdata centers) 901

!

|dentify specific extent replicas to be used for the object, e.g., based on metrics
such as the storage space utilization levels at different extents, file store “spread”,
etc. 904

!

Designate a storage node storing a master replica of a replica group as a leader
responsible for coordinating writes to the file store object 907

l

In response to a client write request directed to a given logical block, direct an
internal write (e.g., from access subsystem node) to the master extent to which
the logical block is mapped 910

l

Initiate, from the leader, interactions of a consensus-based state management

protocol to perform the required updates at the various replicas, including for

example log records of the state changes as well as the changes themselves
913

l

In response to a commit (success) decision for the internal write, optionally
notify client 916

FIG. 9
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Configure service endpoint addresses for access subsystem nodes of a
distributed file storage service 1001

v

Receive a command formatted in accordance with a supported industry-standard
APl/protocol (e.g., NFS, SMB, CIFS) at a particular access subsystem node ANT1
1004

'

Perform authentication/authorization operations at AN1 1007
|dentify metadata subsystem node MN1 from which metadata needed to respond
to the command is to be obtained 1010

l

Submit metadata request to MN1 1013
Cache contents of a block of metadata for the object at AN1, for cache timeout

period that is less than the block reallocation ineligibility timeout used by the
metadata node 1016

Y

Submit internal read/write request to storage node SN1 based on received
metadata 1019

'

Within cache timeout period, re-use cached metadata as needed to response to
further client requests; at the end of the cache timeout period, discard or re-
validate cached block of metadata 1022

FIG. 10
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Storage subsystem
client (e.g.,
metadata node or
access node) 1310

PCT/US2015/023669
13/69
Read page
request 1351
>

Read response, with read logical
timestamp (RLT) 1352

Write request, with RLT 1361

Write response 1362 (success if page
hasn’t been written since RLT, abort
otherwise)

Storage node 132

FIG. 13
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Determine, at a client C of a storage subsystem (e.g., a metadata subsystem node or an
access subsystem node) that a particular file store operation corresponding to a work
request is to be implemented as a read-modify-write (RMW) operation on a particular

physical page P 1501

'

Receive, from C at a storage subsystem node SN1, a read request directed to P 1504
At SN1, obtain read logical timestamp (RLT) from replicated state machine being used to
manage state of P’'s extent; provide RLT to client with read response 1507

Y

Receive, from C at SN1, a write request WR1 directed to P, with a write payload
(modification) and the RLT 1510

P has been modified since RLT? 1513

Yes

lNo

Modify P as requested in WR1; save write logical timestamp and P’s identifier in a write
log buffer; send “WR1 succeeded” response (optionally including the write logical
timestamp)to C 1516

FIG. 15

Optionally, send “WR1 aborted” response to C 151 -
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Receive file store operation request involving a modification 2001

No
Need to write multiple pages at different extents? 2004

Perform single page Read-
Modify-Write 2007

Select coordinator node for multi-page distributed transaction 2010
Collect/generate metadata to implement transaction - e.g., transaction identifier, sorted

list of pages/extents to be modified, identities of master extent replica chain nodes
including terminal or “decider” node 2013

v

Read pages to be modified, obtain read logical timestamps 2016
Construct Tx-prepare message and transmit to first node in chain 2019

Response received within timeout? 2023

No (Response

is Tx-Abort)
Response is Tx-commit? 2026

Notify client that requested operation succeeded; optionally, send a Tx-cleanup to node
chain members asynchronously 2029

Optionally, notify client that requested operation failed; optionally, send a Tx-cleanup
message to chain members asynchronously 2032

Optionally, notify client that status of requested operation is unknown, and/or initiate a
transaction state recovery process 2035

FIG. 20
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Receive Tx-prepare message at chain member CM (e.g., node with master replica of
extentE) 2101

'

Perform commit analysis for local pages to be modified, e.g., comparing read logical
timestamp(s) indicated in Tx-prepare message with write log buffer timestamps 2104

Modifications committable? 2107

No

‘Decider’/terminal node of storage chain? 211

Initiate modification to local page(s); store transaction state record indicating fransaction
isin COMMITTED state 2113

'

Initiate propagation of Tx-commit message to chain members 211

Store intent record; acquire page lock(s); store transaction state record indicating
transaction is in PREPARED state 2119

'

Transmit Tx-prepare message to next node in chain 2122

Store indication that transaction has been aborted (e.g., either as an explicit ABORTED
state record, or as a no-op-write) 2125

'

Initiate propagation of Tx-abort to other nodes in chain that have previously sent Tx-
prepare messages (if any), and to coordinator 2128

FIG. 21




WO 2015/153659 PCT/US2015/023669

22/69

Receive Tx-commit message at chain member CM (e.g., node with master replica of
extentE) 2201

'

Initiate modification to targeted page(s) of E; update local transaction state table to
indicate transaction is in COMMITTED state 2204

l

Release local page lock(s) 2207
Delete local intent record(s) 2210
If Tx-commits are being propagated sequentially (or if some chain nodes have not yet

been sent Tx-commit messages) transmit Tx-commit on to selected chain member or
coordinator 2213

FIG. 22
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Receive Tx-abort message at chain member CM (e.g., node with master replica of extent
E) 2301

l

Release local page lock(s) 2304

l

Delete local intent record(s) 2307
If Tx-aborts are being propagated sequentially (or if some chain nodes that earlier sent

Tx-prepare messages have not yet been sent Tx-abort messages) transmit Tx-abort on to
selected chain member or coordinator 2310

FIG. 23
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K allocated PPs L unallocated PPs
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Establish initial set of extents, e.g., distributed across plurality of storage nodes of a
distributed multi-tenant file storage service 2701

!

Set initial oversubscription parameters, e.g., respective free space thresholds, for various
extents 2704

v

Select extent E1 to be used for a first write to a particular logical block LB1 of a file store
object; LB1 can be mapped to up to M physical pages within E1, E1 can store up to a total
of P1 pages of various objects, and current size of E1 may be less than combined sizes
of all the logical blocks mapped to it 2707

v

Write payload of first write request to page(s) allocated on demand within E1(combined
size of allocated pages may be less than LB1 size) 2710

v

Receive a subsequent write request directed to E1, with a write payload size WS
2713

Allocating enough pages for WS would violate

E1's free threshold criterion? 2716
Yes

Allocate page(s) for WS and perform requested writes 2719

v

Synchronously, allocate page(s) for WS and perform requested writes; asynchronously,
initiate expansion/copying of E1, e.g., using different storage devices or nodes 2722

FIG. 27
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Allocate physical pages at extents E1, E2 ..., for various logical blocks (LBs) of files and/
or metadata structures over some period of time T1 using an initial set of oversubscription
parameters 2801

:

Collect metrics of file store operations during T1, names of files being created, and/or
access patterns (e.g., sequential vs. random accesses) 2804

Space utilization can be improved by changing
oversubscription threshold(s)? 2807

Change oversubscription threshold(s) 2810

PCT/US2015/023669

File store operation performance
(e.g., for sequential 1/0) can be improved by rearranging
contents of selected LBs? 2813

Initiate asynchronous rearrangement of contents of physical pages of selected LBs 2816

FIG. 28
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Receive or generate a write request at storage service node (e.g., at metadata
subsystem) 3201

!

Determine, e.g., based on analysis of write payload/offset and existing metadata, that
additional storage space is to be allocated for the write request 3204

'

Based on offset-based stripe size sequence in use, and/or on stripe/logical block size
selection policy input factors (e.g., current size of file, client-provided hints, collected
metrics, detected access patterns, etc.) determine size of next stripe/logical block to be
allocated 3207

'

Identify extent, storage node, and/or storage device at which space for stripe/logical block
of the selected size can be allocated 3210

!

Submit allocation request to appropriate storage node 3213

'

Allocate space at storage node 3216

'

Perform/initiate requested modification 321

FIG. 32
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Tokens instantiated Tokens added over
during bucket time based on refill
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/
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A
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(# Tokens token cost

required policy 3562

for one

physical :

I0) Linear offset-
/ based token
cost policy
3561
>
Offset within logical block (or within file
store object)
Offset Tokens
0 - 64KB 10
Token costpolicy 3576 ~ — gaRE =
256KB ;
> 256KB 1
FIG. 35b




WO 2015/153659 PCT/US2015/023669

36/69

1O request queue 3602A

—— (offsetrange = 0> (P-1),
min delay = 4d)

R3646 | R3644 | R3642 | R3639 | R3635 R3631|

|O request queue 36028

,—— (offset range = P > (2P-1),
min delay = 2d)

R3645 | R3643 | R3640 | R3636 R3632|

|O request queue 36028
(offset range = 2P > (4P-

ra 1), min delay = d)

R3641 | R3637 | R3633

IO request queue 3602C
(offset range = 4P+, min
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Receive an I/O request (e.g., a read or a write) directed to at least a portion of a logical
block LB1 of a file store object F1 3801

!

Determine offset within LB1 to which the request is directed 3804

'

Determine, based at least in part on the offset, congestion control parameters (e.g., token
costs or delays) to be used for scheduling the storage operations to be performed
3807

'

Schedule the storage operation(s) based on the identified congestion control parameters
3810

!

Provide response to requester 3813

FIG. 38
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Receive a request to rename object (e.g., file or directory) “A” to “B”; the object’s attribute
values are stored in a DFS-Inode entry DI1 and “A”s directory entry is pointing to DI1
4101

Y

Determine, e.g., based on a deadlock avoidance analysis, whether the directory entry for
‘A’ is to be locked first as part of rename workflow, or whether a directory entry for “B” is
to be locked first 4104

Y

H WA” H NO G
Directory entry of “A” to be locked first? 4107

v Yes

Attempt first atomic operation from a first metadata subsystem node MN1, comprising: (a)
obtaining a lock L1 on “A” directory entry; (b) generating a unique workflow identifier
WFID1 associated with the rename workflow; and (c) storing an intent record IR1
indicating that “A” is to be renamed to “B” as part of workflow WFID1 4110

Y

No First atomic operation succeeded? 411

v Yes

Attempt second atomic operation, potentially from a different metadata subsystem node
MNZ responsible for “B”s directory entry, comprising: (a) verifying that “B” directory entry
is not locked; (b) (after creating “B’s directory entry if necessary) setting “B” directory entry
to point to DFS-Inode DI1; and (c) storing an indication that “B”s DFS-Inode pointer has
been successfully set to point to DI1 as part of workflow “WFID” 4116

Y

NG Second atomic operation succeeded? 411

Yes

Y

Attempt third set of operations from MN1, comprising: (a) deleting the lock L1 (b) deleting
the intent record IR1; and (c) deleting “A™s directory entry 4122

A

) Y

(Retry third set
NG Third set of operations succeeded? 412

Yes
y
Rename workflow succeeded; optionally, return success indicator 412

Abort rename workflow; clean up workflow records if
needed 4131

Y

Asynchronously, delete “WFID1” success indicator stored by MN2 4134

FIG. 41

A
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From
4107

For “rename A to B”, B’s directory entry is to be
locked first

Attempt first atomic operation from metadata subsystem node MN2, comprising: (a)
verifying that a directory entry for “B” is not locked, creating “B” directory entry if needed
and obtaining a lock L2 on “B” directory entry; (b) generating/storing a unique workflow
identifier WFID2 associated with the rename workflow; and (c) storing an intent record IR2
indicating that "A” is to be renamed to "B” 4201

S First atomic operation succeeded? 4204

Yes
Attempt second atomic operation, potentially from a different metadata subsystem node
MN1 responsible for “A’s directory entry, comprising: (a) verifying that “A” directory entry,
pointing to DI1, is not locked; (b) deleting “A™s directory entry; and (c) storing an
indication that “A’s directory entry has been successfully deleted as part of workflow
‘WFID2” 4207

Second atomic operation succeeded? 421

Attempt third set of operations from MN2, comprising: (a) setting “B” directory entry to
point to DI1, (b) deleting the lock L2 and (c) deleting the intent record IR2 4213

(Retry third set)

Third set succeeded? 421

Rename workflow succeeded; optionally, return success indicator 421

Abort rename workflow; clean up workflow records if
needed 4222

Asynchronously, delete “WFID” success indicators stored at MN1 4225 |«

FIG. 42
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Determine, at some time after the first atomic operation of a workflow (of FIG. 41) for
‘rename A to B”, comprising a lock being obtained on “A” at node MN1 and an intent
record IR1 and workflow ID WFID1 being stored in persistent storage, has succeeded,
and before the third set of operations has been initiated at MN1, that node MN1 has failed
4301

'

Designate/configure a replacement metadata node MN-R, to take over MN1's
responsibilities 4304

l

At MN-R, read the intent record IR1and WFID1 from the persistent storage locations at
which they were written by MN1 prior to the failure 4307

'

Send a query to MN2 from MN-R, to determine whether second atomic operation of the
workflow WFID1 succeeded 4310

Second atomic operation succeeded? 4313

Attempt third set of operations of WFID1from MN-R to complete rename workflow 4316

Cancellation criterion met? 431

Abort rename operation and clean up earlier-generated WFID1-related records;
optionally, store WFID1 cancellation record for configurable period 4322

Resume rename workflow: send request from MN-R to MN2 to attempt second atomic
operation 4325

FIG. 43
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Determine, at some time after a request was sent to node MN2 to perform the second
atomic operation of a workflow of FIG. 41 for “rename A to B”, which includes setting “B”
directory entry pointer to to DI1 and storing WFID1 success record, that node MN2 has
failed 4401

'

Designate/configure a replacement metadata node MN-R2, to take over MN2's
responsibilities 4404

'

At MN-R2, receive a query from MN1, to determine whether second atomic operation of
the workflow WFID1 succeeded 4407

Second atomic operation succeeded? 441

Attempt third set of operations of WFID1from MN1 to complete rename workflow 441

Cancellation criterion met? 441

Abort rename operation and clean up WFID1-related records; optionally, store WFID1
cancellation record for a configurable time 4419

Resume rename workflow: send request from MN1 to MN-R2 to attempt second atomic
operation 4422

FIG. 44
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Receive request to add an entry E (e.g., in response to an open() of a file named FName)
to a namespace of a distributed file storage service 5101

Y

Use selected hash function to obtain hash value Hvalue for Fname, such that Hvalue can
be expressed as a bit sequence with N subsequences of M bits each 5104

Y

Navigate HDAG levels, starting from root (level 0) to find candidate node CN for inserting
E, e.g., using successive M-bit subsequences as indexes to successive levels of the
HDAG; HDAG nodes comprise either entry lists or NIArrays (node ID arrays) 5107

Y

Yes

CN found? 511

Return error (e.g., “maximum allowed number of files in directory exceeded”) 5113

CN entry list has space for E? 5116

No (a node splitis
required)

Add E to CN 511

Y

No (criterion for split type #2
CN’s parent node PN has only one has been met)

NIArray entry for CN (or PN is root)? 5122

Yes (criterion for split type#1 has been met)
Generate hash values for CN’s entry list members 5125

Y

Use hash values to distribute entry list members (and E) into P groups
(P>=2) 5128

Y

Store (e.g., using conditional writes or distributed transaction to make the writes
persistent) each group in a different new node of HDAG 5131

Y

Replace CN’s entry list (e.g., using conditional write or distributed transaction) with an
NIArray such that (1/Pth) of the NIArray elements point to each of the new nodes; store
modified CN in persistent storage 5134

Y

FIG. 51 @
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Identify a sub-list of CN'’s entry list (e.g., 1/(Q+1) of the entry list) to be distributed
between CN and Q new nodes NN1, NN2, ...NNQ to be added to the HDAG 5201

Determine hash values for the sub-list members 5204

v

Use hash values to group sub-list members (and E) into Q+1 groups, intended for
inclusion in either CN or one of the new nodes NN1, NN2, ..., NNQ 5207

'

Change appropriate NlArray elements in CN’s parent node PN to point to new nodes
NN1, ..NNQ 5210

'

Using atomic operation (e.g., distributed transaction),store new nodes NN1, NN2, ...,
NNQ, modified node CN and CN's parent node at persistent storage 5213

FIG. 52
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Receive request to remove an entry E (e.g., for a file name FName) from a namespace of
a distributed file storage service 5301

v

Use selected hash function to obtain hash value HValue for Fname, such that Hvalue can
be expressed as N subsequences of M bits each 5304

v

Traverse namespace’s HDAG levels, starting from root (level 0) to find deletion target
node N1 that contains entry E, using successive subsequences to traverse successive
levels of DAG 5307

No (E is the last
entry remaining)

N1's entry list contains other entries? 531

Mark E’s slot in entry list as “empty”; optionally, move empty entry to one end of the list
5313

No (PN does not
comprise a neighbor
NlArray entry)

V1's parent node PN includes a “neighbo
NlArray element NX of the elements NP1, NP2, ... that
are pointing to N1? 5316

Copy NX contents to NP1, NP2, ... so that PN no longer points to N1 531

v

Change PN’s node type (e.g., by modifying header) to an “Entry List” node instead of an
“NlArray” node; initialize an empty entry list 5322

\
Mark N1 as invalid or free 5325

FIG. 53
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Root dir
metadata
5704A Open/lock .state
- information
distributed across
LS 5705A multiple extents

—— ~

Dir D1 Dir D2 Dir D3
metadata metadata metadata
5704B 5704C 5704D
LSI5705B LSI 5705C LSI 5705D ans
File F1 File F2
metadata metadata
5704E 5704F
LS| 5705E LS| 5705F
FIG. 57a
Consolidated open/lock state metadata extent 5754
Lsi5705A |Lsis7058] LS LSI | Lsi5705E | Ls1 5705F
== ———. | 5705C of | 5705D of - P
of rootdir | ofdirD1 | = — _ of file F1 | of file F2
dir D2 dir D3

FIG. 57b
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At access node of distributed file storage

service supporting a session-oriented file

system protocol (e.g. NFS/SMB), receive implicit/explicit request to create a client session
5801

A

y

Transmit request for session identifier to

metadata node from access node 5804

A

y

Allocate block at a metadata extent that is to

contain at least some elements of session’s

metadata, such as the “responsible access node” identifier and/or a lease timeout setting
58

07

A

A

Provide, from the metadata node to acc

ess node, a session identifier (e.g., NFS

“ClientlD”) that is based at least in part on the storage address of the block (e.g., either

logical block address or physical page

address), and the lease setting 5810

A

y

Cache the session identifier and the lease setting at access node, and provide session

identifier to

client 5813

A

A

Receive an operation request from client at
file store object F1) that requires a lock in a
request includes the s

access node (e.g., read or write directed to
ccordance with the file system protocol; the
ession identifier 5816

A

y

Transmit internal representation of request

5819

from access node to metadata node

A

Conflict with existing lock? 5820

No

y
Yes

Y

Return error message to client 5821

A

y

Determine, by metadata node, persistent storage location at which a state metadata

record (e.g., including an NFS “StatelD”) co

mprising a lock state indicator of F1 is to be

stored 5822

A

y

Store state metadata record at persistent storage location, provide lock state indicator to
access node 5825

A

A

Cache lock state indicator at access node; use cached lock state indicator and session

identifier at access node to respond to

subsequent requests from client 5828

A

A

In response to session lease expiration, delete lock state indicator and session identifier

from access node cache and from

persistent storage locations 5831

FIG. 58
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Determine, at an access node, that a file system operation request OR1 received from a
client CI1 during session CS1 belongs to a category of lease-renewing operations
designated by the file system protocol (or is an explicit lease renewal request) 5901

v

Look up session lease information of CS1, e.g., in access node’s cache 5904

Lease due to expire within threshold time T? 5907

Yes

Add CS1 lease renewal request to a buffered set of pending lease renewal operations to

be sent to metadata node in a batch 5910
l

Y

Transmit immediate, un-batched request to metadata node to renew lease of CS1 5913

r

Initiate storage operations (if any are needed) to implement OR1, e.g., by communicating
directly with the storage subsystem from the access node using cached block mappings;
provide response to Cl1 5916

Y

Asynchronously with respect to storage operations performed in response to OR1, send
batch of lease renewal requests including CS1's lease renewal request to metadata node
5919

FIG. 59
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Establish/advertise network addresses (e.g., virtual IP addresses) associated with load
balancer nodes to which file store clients are to direct connection requests (e.g., for NFS
mount requests) 6401

y
Receive connection request from client at a particular load balancer node LBN1 6404

y
Receive connection request from LBN1 at AN (e.g., an AN selected at random by LBN1
from among a group configured for the file store to which client wants to connect);

connection request includes attempt count indicating how many attempts LBN1 has made B
so far to establish the connection 6407

Y

At AN, determine (a) attempt-count based workload threshold(s) WT for accepting
connection and (b) adjusted workload metric(s) WM (e.g., based on weighted combination
of recent and historical workload measures) 6410

Y

Yes cceptance criteria met (e.g. WM <=
WT for respective resources)? 6413

y No
Reject connection 6416

Y

No
Attempt count == Max-attempt-count? 641

v Yes
Connection establishment failed; return error to client 6422

y
LBN1 increments attempt count, selects next AN to contact and submits connection

request to next AN 6425

y
Inform LBN1 that connection has been accepted 642

Y

Receive network packet P1 from client at LBN1, representing client’s storage request;
transmit P1 to local LB module (LLBM) at AN (e.g., after encapsulation) 6431

Y

Manipulate P1 at LLBM if needed (e.g., to unpack encapsulated packet) and send on to
AN'’s network processing software stack 6434

Y

Send internal operation request corresponding to P1 from AN to metadata subsystem
and/or storage subsystem 6437

FIG. 64
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Establish connections C1, C2, ... Cn between an access subsystem node AN1 of a multi-
tenant distributed storage service and one or more load balancer nodes on behalf of
respective clients 6701

v

At AN1, collect (a) local workload metrics and (b) workload indicators (e.g., responses to
connection requests) from a set of peer access nodes during time period T 6704

No

Local workload metrics meet re-balance threshold? 6707

Optionally, throttle traffic on one or
more connections 6728

A

Peer capacity availability criterion met? 6710

No

Time elapsed since last rebalancing
connection termination > Tmin ? 6713

No

Select connection Cj to be terminated at AN1, e.g., based on connection age, amount of
traffic, resource use, and/or other criteria 6716

Y

Initiate close of connection Cj from AN1 6719

:

Cj's client sends connection re-establishment request to load balancer node 6722

l

Load balancer establishes connection to a different access node AN2 on behalf of client
6725

FIG. 67
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Upon establishment of client session CS1, identifier of access node AN1 (through which
session traffic of client CI1 is received) is stored in RAN (“responsible access node’) field
of session metadata 6801

v

AN1 determines that Cl1's connection is to be terminated for rebalancing 6804

'

RAN is set to null, e.g., in response to a request from AN1 6807

'

CI1 sends request to load balancer node to re-establish connectivity to storage service
6810

'

Load balancer node’s connection request is accepted by access node AN2 6813

'

AN2 receives a service request from CI1, with session ID of CS1 6816

'

AN2 sends a query to metadata subsystem regarding CS1's session metadata 6819

CS1 metadata indicates
RAN ==null? 6822

CS1's RAN is set to AN2; CS1 client session resumes 6825

- Session metadata is invalid; client establishes new session 6828

FIG. 68
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