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CLAIMS 

What is claimed is: 

1. A digital certificate use implementation method, performed by a server, wherein the 

server stores mapping relationships between a device ID of a client, an ID of an existing 

certificate of the client, and an identity verification method that has been used for the existing 

certificate, the method comprising: 

receiving a request for using a certificate from the client (210), wherein the request 

for using the certificate comprises a device ID of the client and an identity verification 

requirement of the certificate, and wherein the identity verification requirement specifies at 

least one element identity verification method; 

searching, based on the stored mapping relationships, for an existing certificate ID 

that corresponds to the device ID and satisfies the identity verification requirement (220), 

wherein the existing certificate ID that satisfies the identity verification requirement is an ID 

of an existing certificate, and wherein identity verification methods that have been used for 

the existing certificate comprise each element identity verification method specified by the 

identity verification requirement; and 

sending a certificate use instruction to the client, wherein the certificate use 

instruction comprises the existing certificate ID that satisfies the identity verification 

requirement (230). 

 

2. The method according to claim 1, further comprising: 

receiving a certificate application request from the client (110), wherein the certificate 

application request comprises the device ID of the client and the identity verification 

requirement of the certificate, and the identity verification requirement specifies at least one 

element identity verification method; 

issuing the certificate to the client after the client passes identity authentication 

performed by using the element identity verification method specified by the identity 

verification requirement (120); and 

storing mapping relationships between the device ID, certificate ID, and identity 

verification method that has been used for the certificate (130). 

 

3. The method according to claim 2, wherein the identity verification requirement 
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comprises at least one identity verification method set, and each identity verification method 

set specifies at least one element identity verification method; and 

the element identity verification method specified by the identity verification 

requirement comprises all element identity verification methods specified by one identity 

verification method set in the identity verification requirement. 

 

4. The method according to claim 2, wherein the certificate application request further 

comprises a user ID; and 

storing mapping relationships between the device ID, certificate ID, and identity 

verification method that has been used for the certificate comprises storing mapping 

relationships between the user ID, the device ID, the ID of the certificate, and the identity 

verification method that has been used for the certificate. 

 

5.  The method according to claim 1, wherein the method further comprises: 

determining at least one existing certificate ID corresponding to the device ID as an 

upgradable certificate ID when the at least one existing certificate ID corresponding to the 

device ID does not satisfy the identity verification requirement, wherein at least one used 

identity verification method corresponding to the upgradable certificate ID is the same as an 

element identity verification method within the at least one element identity verification 

method specified by the identity verification requirement; 

sending to-be-upgraded identity verification methods corresponding to the upgradable 

certificate ID to the client, wherein the to-be-upgraded identity verification methods are all 

element identity verification methods different from the used identity verification method 

corresponding to the upgradable certificate ID; and 

sending a certificate use instruction to the client after the client passes identity 

authentication performed by using each to-be-upgraded identity verification method 

corresponding to an upgradable certificate ID, wherein the certificate use instruction 

comprises the upgradable certificate ID that satisfies the identity verification requirement. 

 

6. The method according to claim 5, wherein the client performs a signature by using a 

certificate with the upgradable certificate ID in the certificate use instruction. 

 

7. The method according to claim 5, wherein the method further comprises updating, 
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based on the to-be-upgraded identity verification method that has been used for identity 

authentication that the client passes, a used identity verification method that corresponds to 

the upgradable certificate ID that satisfies the identity verification requirement in the 

maintained mapping relationships. 

 

8.  The method according to claim 5, wherein determining at least one existing certificate 

ID corresponding to the device ID as an upgradable certificate ID when the at least one 

existing certificate ID corresponding to the device ID does not satisfy the identity verification 

requirement comprises: 

determining an ID of at least one existing certificate that corresponds to the device ID 

and has the minimum number of to-be-upgraded identity verification methods as the 

upgradable certificate ID when the at least one existing certificate ID corresponding to the 

device ID does not satisfy the identity verification requirement, optionally wherein 

determining an ID of at least one existing certificate that corresponds to the device ID and has 

the minimum number of to-be-upgraded identity verification methods comprises using a 

greedy algorithm, an A* algorithm, or a top-k algorithm to select an ID of an existing 

certificate that has the minimum number of to-be-upgraded identity verification methods. 

 

9.  The method according to claim 5, wherein determining at least one existing certificate 

ID corresponding to the device ID as an upgradable certificate ID when the at least one 

existing certificate ID corresponding to the device ID does not satisfy the identity verification 

requirement comprises sending a notification indicating that an existing certificate is 

upgradable to the client when the at least one existing certificate ID corresponding to the 

device ID does not satisfy the identity verification requirement and there is an upgradable 

certificate ID corresponding to the device ID; and 

determining the at least one existing certificate ID corresponding to the device ID as 

the upgradable certificate ID after receiving an acknowledgment for upgrading the existing 

certificate from the client. 

 

10. The method according to claim 5, wherein the to-be-upgraded identity verification 

method that corresponds to the upgradable certificate ID and that is sent to the client 

comprises at least two upgradable certificate IDs and to-be-upgraded identity verification 

methods corresponding to the IDs of the at least two upgradable certificates, and wherein the 
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client selects one upgradable certificate ID from the at least two upgradable certificate IDs, 

and performs identity authentication by using a to-be-upgraded identity verification method 

corresponding to the selected upgradable certificate ID. 

 

11. The method according to claim 5, wherein the mapping relationships comprise 

mapping relationships between a user ID, the device ID of the client, the ID of the existing 

certificate of the client, and the identity verification method that has been used for the 

existing certificate; 

the request for using the certificate further comprises the user ID; and 

the existing certificate ID corresponding to the device ID comprises an existing 

certificate ID corresponding to the user ID and the device ID. 

 

12. The method according to claim 1, wherein the identity verification requirement 

comprises at least one identity verification method set, and each identity verification method 

set specifies at least one element identity verification method; and 

the at least one element identity verification method specified by the identity 

verification requirement comprises all element identity verification methods specified by one 

identity verification method set in the identity verification requirement. 

 

13. The method of claim 1, wherein the client performs a signature by using a certificate 

with the ID of the existing certificate in the certificate use instruction (330). 

 

14. A computer device, comprising a storage device and a processor, wherein the storage 

device stores a computer program that can be run by the processor; and when running the 

computer program, the processor performs the steps according to any one of claims 1 to 13. 

 

15. A computer readable storage medium, storing a computer program, wherein when the 

computer program is run by a processor, the steps according to any one of claims 1 to 13 are 

performed. 
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