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This application claims priority to U.S. provisional patent application serial no.
10 61/263,221, filed 11/20/2009, which application is incorporated herein in its

entirety by this reference thereto.

BACKGROUND OF THE INVENTION

15 TECHNICAL FIELD

The invention relates to fraud prevention and detection in information systems.

More particularly, the invention relates to a method and apparatus for maintaining

high data integrity and providing a secure audit for fraud prevention and
20 detection.

DESCRIPTION OF THE BACKGROUND ART

The Vulnerability of Digital Systems

25
Much internal organizational fraud is facilitated by the manipulation of digital
data. Such data includes email, documents, spreadsheets, databases and, of
course, accounting records. Changes of digital data over time, particularly
deletions, are extremely difficult to discover or track. For example, a missing
30 - digital document or email may not be noticeable precisely because the object no
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docunent or enmail may not be noticeable precisely because the object no
Attorney Docket No. MPANOOOG6P | onger exists. Sonething that does not exist,

where a [bhger existsnoSomeliiagahhedoes mob@xisst where astrall fsf hotuhdticwablerpessi bl e
to see. Tanpering with organi zatjonal information, while not necessarily
cl assi f inanexisteny, sy diffigultios ippesibled0se8 by nodification of digital data.
The col |l ateral danage fromtanpering can be significant, even if tanpering
is ultimtely not determned to exist. This danage may take the form of
publ i c rEdraperms withybrganizationsk pofoumation, pbilal natesecdssasilyi cassifietdeds ect ual

d d deci si on- maKi d_on i data. 10
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t hi ngs: un bl e |'edger paper, sequentially nunbered pages in |edgers,
and i ndedigsl eThialkdanTags mayetahei thedormaf pubiligirelatiane mightmares, expasurat i on,

have been proven aver .15. 1 S p t fral it is
G 11 can® B iSRS TS TrRbetE tenadh, i s RN TS .
prior tgdded arhinasturale ghtagpaper, the ancient Egyptians used technol ogi es,
such as carved marks on stone tablets, to serve a sim/lar purpose.

UneﬂQsabIe | edger paper,_seqUentiaIIy nunbered pages, and indelible i nk
ConabP e, 8L MRS 190G b BENPRIO0ERS IO INERARO F el
cal |l ed pmtchaad treomthelyars togaye WhydhPadtly because of three things: unerasable
ledger paper, sequentially numbered péges in ledgers, and indelible ink. These
techniques, especially when used in combination, have been proven over
15 hundreds of years to prevent fraud because it is difficult or impossible to modify
the data. Even thousands of years ago, prior to the invention of baper, the
ancient Egyptians used technologies, such as carved marks on stone tablets, to
serve a similar purpose. Unerasable ledger paper, sequentially numbered pages,
and indelible ink disappeared almost overnight in many organizations when
20  digital computers were invented, and particularly, when micro-computers or so

called personal computers were invented.

Digital systems now predominate for recording transactions, recording
documents, sending and receiving written communication, and performing data
25 analysis and accounting. Yet, digital systems have storage that is composed of
modifiable and deletable bits and bytes of information, mostly stored in magnetic
or other digital media formats which may be readily changed. The manipulation
of digital data need not require the skills of a software programmer or computer
genius. Many of the tools for ease of tampering are supplied by, surprisingly,
30 software system manufacturers themselves. ' |
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nuni Caélgﬁlfkant perdenitage BTsus. ﬁﬂh@s of that size use Quickbooks, the current :
digital accounting environment Ain the U.S. has become effectively an embezzler's
dream come true. In a striking reversal of historical precedent, it seems to be
more valuable today to have an accounting system that is easy to use and

25 inexpensive than one that is secure against tampering and fraud.

The growth of the Internet has fueled the sharing of information among criminals
and prospective criminals about how to commit fraud. Criminals have been
known to organize on the Internet and teach each other how to perform acts of
30 digital fraud. In arecent occurrence co mmunicated to the inventors of the

subject invention, a forensic accountant described a web site that took credit



subj ect invention, a forensic accountant described a web site that took
credit Attorney Docket No. MPANOOOG6P cards, charged their custoners
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bi g. The ,Associ ation of 15 Certified Fr aucg Etﬁa I ners,, in their 20110 Report
to the N4HPSRIEa empgte{msbe,a@eée m_%mﬁho al GOMUTULEES, EEE CBPIFdWI de,
the ACFBRCEERAE! 8nd BbdvamaniBalafion! | Ad ikABWRIRY Shoutrulgitiiedystéme MelE, reports
that the typical organization | oses 5% of their annual reévenue to fraud.
That nreanaret peaplé are deayainigzthei falacy of such hinkiggf rGorseswently sdafai ofi @hnt | y
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such as dapiglgsrs, virus witers, credit card thiefs, and the like. To stop
these crimnals, all sorts of technology is enployed such as firewalls,
antilOvi rus systens, anti-spyware, encryption, web filtering, patch 25

TRnage Mtone tihé B Sy BRRASHERfon BRYecHrBIdY soNREGuidefs { e Lhi ted
ates, ystens to

prevent external fraud and snmall busi nesses spend approxi mately 10% of

their entire ipnformatjon technol o budget on crine preventign. 3
Internal #aud rtlg #raud by employ%/es where money or agsets are ?aken (%or

personal profit. How big of a problem is this? It's big. The Association of
15  Certified Fraud Examiners, in their 2010 Report to the Nation, reports this as a
$994 Billion annual problem. Worldwide,‘the ACFE reports this as a $2.9 Trillion
problem. Further, the ACFE reports that the typical organization loses 5% of
their annual revenue to fraud. That means that for organizations, eliminating
fraud could significantly increase their profit or effectiveness.
20 '
~ External fraud is fraud by people outside an organization. These are so called
cyber criminals, people such as hackers, virus writers, credit card thiefs, and the
like. To stop these criminals, all sorts of technology is -employed such as
firewalls, anti-virus systems, anti-spyware, encryption, web filtering, patch

25 management, unified threat management, and similar systems.

In the United States, private companies spend about $60 Billion annually on
systems to prevent external fraud and small businesses spend approximately
10% of their entire information technology budget on crime prevention.

30 '



Attorney Docket No. MPANOOO6P Yet, in sharp contrast, how nmuch noney is
spent on technol ogy systens for internal fraud prevention? Surprisingly,
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Newgrork City Police Departrrent becane the envy of the world when NYPD

created_a dramatic drop in crime in New York. How did thxcdo it? It was
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prograns related to fraud are consequently not very effective at eventlng
fraud. eeeraﬁ@hr%gm'maﬁtwa m\gogmerypfmm HB’E‘% I%”%'bﬁﬁ tp@oky

reppytsy gﬁﬂé Fﬁg‘@% r d by
fi rgs'; tlﬁn@% ?gen ers. st qé;]st@;&%er?é% auds"t%gregsésre not ?%Egﬁ{(%%tnmléna | s.
Consequefifrdyd. hunan behavi or being what it is, preventi on is likely to be
especially effective against an individual with no prior history or ,
experience of 5 crinme. Yet technology focused anti-fraud systens focused on

prevent van @efeid RGhkeh bRGFedter DA drkd Sfﬁotlcaﬂ'tk)%ﬁn'dieté’étldhebééhdsrealld
prevention in other, perhaps unexpect ed areas, including

detection may heIp to solve a crime after its been committed. Prevention, in

20 contrast, stops a crime before it ever happens, and often for less cost. Ask any
cop what deters crime more, police presence on the street or unseen detéctives
back at the office? The answer you almost always get is “prevention.” In the
1990’s the New York City Police Department became the envy of the world when
NYPD created a dramatic drop in crime in New York. How did they do it? It was

25 stunningly simple. NYPD changed their focus from detection to prevention.
They publicized the physical presence of police. If a potential criminal is tempted
but knows he is being watched, guess what, he won't commit a crime. Simple.
Likewise, detective focused technology service programs related to fraud are
consequently not very effective at preventing fraud.

30



saving human |ives and preserving healthy famlies and a healthy society.

It is 10 an unfortunate fact that a significant nunber of fraudsters who
are caughwocomnmes34gui ci de. While the reasons for this aPeTmstoensionel y
clear, some believe that it is due to the societal shanme of being known as
a fraudsk@mey S ks Mxahbowe that it is because the typical fraudster, being
a first tinme offender, does not think of hinself as a crimnal. Once he is
caught, he is confronted with this fact and he perceives 15 this as the
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prevented fromcommtting fraud in the first place, 25rather than sinply
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Det ect i Gavity hlﬂlmNtheQOé]fd bhssebang altRy Samiilizs éiiidblaphemmyes@msﬂyudly ientitled
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Sherrod rr(%aFyl/E ’becgﬁier motivations as well. For whatever reason, it is clear that the

internal emotional pressure of being found out causes many fraudsters to end
their lives. This has tremendous cost to the fraudster’'s family, his friends, his
church, his social organizations, his co-workers in the organization that he

20 defrauded, a tipster, and even the detective who discovered the fraud. One of
the co-inventors of the invention knows an ex forensic accountant who left the
profession because of the emotional anguish'he felt over the death of fraudsters
he identified. There would be human value and societal value if fraudsters were
kept from temptation and prevented from committing fraud in the first place,

25  rather than simply providing improved methods of detection to catch fraudsters
so they may be given the opportunity to kill themselves.

The Need to Expand Fraud Detection

30 In May, 2005 the Gartner Research Group wrote a study entitled “Introducing the
High-Performance Workplace: Improving Competitive Advantage and employee



15 Tor pey, Walden, and Sherrod point out in their Fraud Magazine article of
Jul y/ August 2009, Fraud Triangle Analytics - Applying Cressey's Theory to
E- mai | Cowounilgmsisons, that E-Mail is an under utilizedPdafus26006™581 i N
forensic¢_investigations. essey's Theory was created by Dr. Donal d
Oesseygtt%ﬁeéDB?ke eMgﬁ'\?QP%El%\ders of the Institute for Financial Crine
Prevention. Dr. Cressey's theory 20 attenpts to explain why people conmt

fraud. H heqQry.. | : S nj
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Thi s t hawilg, iuser eloeun@thts, op@sehtationsy anid Wald miatedalgh-eis Tiostneyuredainden, and
Sherrod tested Dr. Cressey's theory and reported their 25results in the

Fraud Magisentetthe GastneriGroup ravals qut dbatdnoshintarnakauditiesting faenses peopl e
use in [ ; 0 : [ [ : nci ng
each of Sﬁﬁedr{ ﬁ%gé?@ag%g%@n%? tgf fg(:rg%tstééeilg%&giée?dSbﬁiagﬁg%g@dl%g%@@m\%rd sets
wer 5 cr sypstemhshyr dataltaisest & Young fraud investigation team and an ACFE
research teamw th assistance fromthe FBI and several unnaned Fortune 500
30 conpani es. Attorney Docket No. MPANOOO6P Second, they took two known
fraud cgspgiwhematdere was an available E-mail trail during the period
before The Traud took place, as well as during the period of fraudul ent
activity. The hypothesis considered by the authors was whet her they could

anal yze,the E-mail. trai i ndi vi . 0 h ki raud and 5
see an i'%%?eéigla "i“h‘?%‘?gg}ha%aaﬁ'iﬁ89’q‘culﬁ?'h'§%(}(‘5b§r§%ﬁ %Po%\éggﬁﬁm'k%ﬁ)goﬁ ee Fraud
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Tor pey, | den, _and Sherrod's results Indicated a strong increase in the
usage ofhenbreyd THiangle."t hr ee keyword sets by fraudsters during the period of
fraudul ent 10 activity. The usage of all three sets of words spiked
conpared with previous tine periods. The authors conclude that this sort of
E-mai | kPanorgepn@Pis Vinosealiderp @FBr@RA; and MikeSheatodoc@BEE, ERPA.1 syst ens
and be predictive for fraudul ent behavior or may reduce fraud risk. Using
E-mail for fraud detection may becone a val uable new tool in the quiver of

21 £ ed STS honeich, o MRb0d pohb RTHRRAE dnevdr Vpeazi lude of
July/August 2009, Fraud Triangle Analytics - Applying Cressey's Theory to E-mail
Communications, that E-Mail is an under utilized data source in forensic
investigations. Cressey's Theory was created by Dr. Donald Cressey, one of the
co-founders of the Institute for Financial Crime Prevention. Dr. Cressey's fheory

20 attempts to explain why people commit fraud. His theory is that three
components, opportunity, incentive/pressure, and rationalization are all present

. where fraud exists. This theory is referred to as Cressey's Fraud Triangle.

Torpey, Walden, and Sherrod tested Dr. Cressey's theory and reported their
25 results in the Fraud Magazine article. First, they created three sets of key words
people use in email conversation that might indicate if a person is experiencing
each of the three components of Cressey's Fraud Triangle. The key word sets
were created by an Ernst & Young fraud investigation team and an ACFE
research team with assistance from the FBI and several unnamed Fortune 500

30 companies.



docunents may be created and then del eted. Di shonest i ndividuals may
attenpt 20 to hide evidence of fraudulent activity by omtting certain
docunent swbromvm334ol der or includi ng outdated i nformati @eT/US2ew0loaTchy
corrupt individuals may attenpt to hide inflated or other fraudul ent

prici ng addrmdy SRk K& GiraRN00BS t her destroyi ng existing docunments or preventing
the creation of docunents during pre-solicitation activities. Consequently,
auditors should be alert to situations where docunents 25 are inconplete or
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Documents and Fraud

Missing or altered documents of many types may be indicators of fraud. Phony
documents may be created and then deleted. Dishonest individuals may attempt
20 to hide evidence of fraudulent activity by omitting certain documents from a folder
or including outdated information. Similarly, corrupt individuals may attempt to
hide inflated or other fraudulent pricing in a contract by either destroying existing
documents or preventing the creation of documents during pre-solic’itation
activities. Consequently, auditors should be alert to situations where documents

25 are incomplete or contain outdated documentation.

Joseph R. Dervaes, CFE, ACFE Fellow, CIA, mentions in a Fraud Magazine

~article of July/August 2009 entitled Missing Disbursement Documents, Part 1,

that "missing disbursement documents are a red flag indicating disburserhent
30 fraud. But discovering them isn't as easy as it sounds."



A presently preferred enbodi nent of the invention provides a technol ogy
system service program and nethodol ogy focused on fraud and tanpering
prevent i oNO 28H/08B340e t he inventi on has detective el emenPsT/uskoo5mdd a

measure, of credibil| e principal focus is on prevention. Wrkpl ace
RS Teilec Aol e B -

I ntegri ity, integrity of record, and internal control
are a few of the benefits to be realized by the invention. 30 Case Study:

M ssi ng u ME " e n way
Fr audot Brer Loy iyt 3 588 1Y JRg Ny e mietia SUBRY beqasecs B by A"
Joseph Bon@lnmgethat SFmisdidhis Adre difficultvio Nétice thhai soneéthiNg-thataxigtet i on
SBoard of Directors In the July/August 2009 issue of Fraud Magazi ne, Joseph

R Der vE&ansotandstp itiustyyhatt Wﬁgs%ﬁ ralbee than;lppkdor thisgs e IHuFeRnent

Do | &, Fraud nS&ss!

di ggﬂ??lﬁ%’?\é&?gg}gb% C ectﬁes o‘e'?/?folpefo'ﬂ?é{l Q?Paradé}ﬁﬁsﬁ"g b g]est royed
doa&rennnsSing/br hBee baen ajtaaeed oThese sarig of tools/woakl help auoklmmgnddxamdent s are
counds. VRPIGHRR, HRE s fiaeh s el andkare HopUmet BB ALIAL TopaGidmml | Al r
Force b§l§@h 48 PUfilRgRpE2NFY BBEEMERE) dﬁta@%l@@ﬂo@l&q{e é‘n BPéé 8ffoRlist hree

years. "He [enbezzler] ... routinely destroyed f al tered conputer
records, and forged initials of other office personnel on di sbur senent

0 comvabBsiydira BRA Shofl 0 FRals sl SbgRReME sl g RE Hha Tor gl o

fictytipwestigationa@inadyfsis of sube dita avollid _REpad ttheHistoABalt détesfies fodig t hem
fromthe fal se vendor account to other |egitinmate vendor accounts in the

or gani z@R jagrountingpnd dlatakass dormation:. &ééﬁfenyebelbﬂaé@séﬁﬁ@as%ﬁhafof t he

I nventigg, investigative tools need to be developed and applied for use in these new

areas.

15 Most importantly, preventative focused technology systems to prevent fraud and
tampering are currently lacking in the marketplace yet would have tremendous
value for organizations, societies, and governments. Digital systems and the
technology . industry created this mess. Digital systems and the technology
industry should clean it up.

20

SUMMARY OF THE INVENTION

A presently preferred embodiment of the invention provides a technology system,
service program, and methodology focused on fraud and tampering prevention.
25  While the invention has detective elements, which add a measure of credibility,
the principél focus is on prevention. Workplace integrity, employee integrity,
integrity of record, and internal control are a few of the benefits to be realized by

the invention.

30 Case Study: Missing Documents




25 A presently preferred enbodi rent of the invention addresses the above
ment i oned i ssues concerning fraud by providing what is referred to herein
as | ndel iwbeoByws3dddM t echnol ogy, whi ch technol ogy coul dPhaws2poeysat ed this
enbezzl enment for a small fraction of the cost of the | oss involved. 30 The
herei n dissbased: i weAldoogr makes it relatively easy to di scover m ssing or
altered digital docunents or any other altered digital data. As an added
bonus, Attorney Docket No. MPANOOO6P the herein disclosed invention could
have beénthesatbst cosheia@tivay fieaualsters edll trg ¢ocoheen) theic miskieads missingase st udy.
Further, the herein disclosed invention could have | owered the indirect
costs af@cUEmediksed the effort and time invol ved in the post - fraud,
detective, investi gative process. Wth many frauds, the indirect
downstream expenses of investigation, |egal fees, Iost productivity, and
even ri sklosépng n@emaesoCHEJsCiﬁes%CEErFeibmﬂ/Ieeamﬂn@ﬁ ABFEnBaundatidn aud

| oss |t g ol s, such as those provided by the herein disclosed
|nveﬁt| %3 "Fﬁg’%urden of investigation and analysis and are
10therefore of value. The herein disclosed invention service program coul d
have saved this small Air Force base mllions of dollars. Here's how

15Pr even itha July/Augusti2090 issue of Fraus Magazing.i JosephiR 2 Peprassnwipte st e was

t d
o ol ARG I e REST Mg siFseidil 25futhorits AR RIS nB, o1 or e
V\Ihl ch wedtd "Fesud )é)@bﬁlﬁ@tsf eant &asilyi spolvellsbuoéeméﬂt Ifmudpbyacttmt:kmgglfolal dat a,

IS Ilkely he woul d not have e zzIe have deci ded t ly his
tré@e falsifiedndnigsingr Andestseys gchéﬂ"'% h?é"%ﬁ?v&o&@e on oy geég by the

nvent . ’?ﬁﬁﬁlﬁm f hi
!sa?/ar yl, Og%p %Iﬁg?%éﬁig?{?g%rnqggﬁﬁoggé&ﬂ%gezz?yﬁr@nf ospi t abl ecoél%@ﬁr oil(r)rgnt .

woul d bé¢hemrien'baseasy as Rrsouadsi'on is the best way to 25fight crime because
it is effective, predictable, and | ow cost Di scovery of m ssing docunents
made sinple

Mr. Dervaes describes the case of a lead accountant at a small Air Force base
15 who embezzled more than $2,000,000 over a period of three years. "He
[embezzler] ... routinely destroyed files, altered computer records, and forged
initials of other office personnel on disbursement documents."” Mr. Dervaes goes
on to describe that the embezzler "feared discovery of his unauthorized actions,
so he tried to conceal the fictitious transactions in the accounting system by
20 transferring them from the false vendor account to other legitimate vendor

accounts in the organization's computer records."

A Presently Preferred Embodiment of the Invention

25 A presently preferred embodiment of the invention addresses the above
mentioned issues concerning fraud by providing what is referred to herein as
Indelible Synch™ technology, which technology could have prevented this
embezzlement for a small fraction of the cost of the loss involved.

30 The herein disclosed invention makes it relatively easy to discover missing or
altered digital documents or any other altered digital data. As an added bonus,

10



I ndel i bl e Synch 1M technol ogy all ows the conparison of digital data, such
as 30 conputer folders, fromdifferent points in tinme. The nunber of
docurent sworeofiglesians nmay be conpared: The | ast dat e andPCirms2ai/057641

nodi fication e ney Docket No. MPANOOO6P conpared, not to nention
t he con?}é?{?egl)g%g&'ﬁemﬁé\ioh%nt itself. Any of these conparisons present a
strong ability to discover m ssing docunents or docunments with nodification

dates that A .1 he ther w a n to
change em ?él{'ﬁeai%g\%gg i @ﬂ%%ﬁe@r&%\% g)glré\ﬁi %éﬁr@gﬁgﬁz%et %!%?';%%Sr eatly
ease t hacehaltingnreeorks iditlsis @aseishgdyn ssi ng docunents. The herein discl osed
i nvention nmay have been used as a tool to discover the fraud in the first
pl ace or search for evidence after a fraud was suspected. 10 Accounti ng
system Pﬂﬁhﬁﬁ'tﬁe HRASH SRBISEREMYBRIiGh LBHR! ARleFIomsnsd B i BEEBQL‘ dild Ovs
deltas I n thé accounting systemvendor Invoice accounts to be conpared at
di f fer ea@squbithe seffort tande tinmoineol ved liy theppsstfgaud)edeteative, devesti gativieng

f dul ent t ti i.nt I f 15 leqiti.mat.
L1 ansacbla5Res] RV Togy: ER s dhe dROERe! SBHMIEA FopRaRes ol TOIPBRPS for
speci fi pgapfdeddfodt ProliGativity "BAE BRAMSoRESing VIR T PshERs drsbemeel tine

for suspicious activity. FOr exarlt;pl e, In ril of 2008 a | edger for vendor
2

ABC Conpxpgnsivsg thetoth 56 itselfpdpatsnisych @s thhee forpwded yrtherhesein2008. By

20 pdyresed rypRliok”BRe€ i, Bl ey bUSeiouR A RLals, ShEraE et fom
t he1g wothdiréfoes eftvalper i ods, usi ng exact data and software fromthose

separate periods, instead of reporting from"current"' data, may raise a
red flag that woul d otherwi se be m ssed. The invention inplenented s ervice

Pna ot ninEtere U BgEER b erfiensertee iiGarR 4BuR] nERTRALLAIEGRANATD 5.
f raudst Eorce basa méliorishef dallars.tHhere'sf leowor gani zat i ons t oday have any type of

enpl oyee visible 30anti-fraud systens in place, the prospective fraudster
in an organi zati on covered .

15 Prevention in the first place

If the potential embezzler knew there was an untouchable digital recording
syétem in place with encrypted data stored in multiple geographical locations and
accessible by auditors, a system which would easily allow for the discovery of

20 manipulated digital data, it is likely he would not have embezzled or would have
decided to ply his "trade" elsewhere for an organization without the coverage
provided by the invention. An embezzler may make more money via

_ embezzlement than from his salary, so changing jobs for a more "embezzlement
hospitable environment" would be a no brainer. Prevention is the best way to

25  fight crime because it is effective, predictable, and low c'ost

Discovery of missing documents made simple

Indelible Synch™ technology allows the comparison of digital data, such as
30 computer folders, from different points in time. The number of documents in
folders may be compared: The last date and time of modification may be

11



by the invention is likely to either: Attorney Docket No. MPANOOOG6P

a) not be tenpted to conmt fraud in the first place; or b) exit

t hei r or gaioi2artdicésssoand ply their trade down the street whEMS201M085PHLCKI NgS
woul d be far easier. 5Crimnals are opportunistic as are all humans. The
easi est Ap@inby bek@hb. dpaRbodsen. Related utility of the Invention The

I nvention has utility in areas such as intellectual property (I1P)

devel opnment 10 tinme stanping such as support for concept invention, support
for | egadompdredr sos U6 manatich theveontents dietimnsivcament litsatfuiAny sfifhese f or

conpliance oversight, historical analysis, .or other needs, that could be
sati sfi S@MRAHISPNge PIBEMUNE rsé'ianbI%%Q%UFQ:ed'éFOYﬁrstrB'ﬁﬁ@Ql |dpcy %t 87 dat a
and sof tRLmeHS! WiR! hidfidAish BBled dnbe HalvbMehehyed | BRI tHteDdougle! 1 bI e
and include a secure custody conponent. For 15 exanple, many organi zations
t oday arathemviserhewe bbent nd mesd dot cldnger dipamt y heeiniemtionnimplhented

orgargi zatians know the rtraé not He able to F’ehé, on ?gjfcku tapes.and simlar
near ot eriYIGE LBGAm A (Op; D allF Fases s shalend of SisaderBISHS ch as
thi's ar ldeameiRs UTRe fHeRBIncaRLREEE iAlehtiir thdiehhVe thdpeused asThed8! to

organi zations are unable to rely on their enployees either to know when 20
sonet hi rliseayer teefraus, dntleel fisst plagecer searghi tos evidensmnalied ar Baud was as
such evesrasbgcttegey did know. It's not unusual for a manager to instruct

enpl oyees t6 record "ah-hah" nonments in special |ocations and it's not
unusual for an enployee not to do so. Encrypted snapshots of data stored in
an i ndeljble fashion could be used b gani.zations in IP filings and in
courl® t Agsognting system apalyaig made, caMPERNENSINIEr DESCRI PTI ON OF THE DRAW NGS
Figures 1A - 1C are a series of flow diagrans that illustrate a techni que
for 30mai ntaining high data integrity and for providing a secure audit for
fraud pringelittle dSyrehd™ diechnology altses dieltgstio thee acoountingosystem vendor

invoice accounts to be compared at different points in time, potentially exposing

the practice of moving fraudulent vendor transactions into a large group of
15 legitimate transactions for a legitimate vendor. Per period transaction totals for
specific periods for legitimate vendors are compared over historical time for
suspicious activity. For example, in April of 2008 a ledger for vendor ABC
Company may show $200,000 in payments for the first quarter of 2008. By the
time December of 2009 comes around, that same vendor may show $250,000 in
20 payments for the first quarter of 2008. A comparison of reports from the two
different periods, using exact data and software from those separate periods,
instead of reporting from "current" data, may raise a red flag that would
otherwise be missed. The invention implemented s ervice progr am and tools -
greatly ease the challenge of comparing accounting data and other typés of data

25 across periods of time.

Result for the would-be fraudster

Given the fact that few organizations today have any type of employee visible
30 anti-fraud systems in place, the prospective fraudster in an organization covered

by the invention is likely to either:

12



Attorney Docket No. MPANOOO6P Figures 2A - 2D are a series of block
schematic diagrans that illustrate a device for maintaining high data

i nt egrit ywarediifs34pr ovi di ng a secure audit for fraud preceruszamn/0aTedl
detection according to the invention; 5 Figures 3A - 3C are a series of
screen SYUPY POHEENG MPANLPRt e a user interface for a technique for

mai ntai ning high data integrity and for providing a secure audit for fraud
prevention and detectio ccordi tQ .t .nyention; 10Figure 4 is a flow
di agram t hat a?PPﬁ%‘T’ f%e@ﬂe&mmﬁg@é‘&'r‘gﬁeW%{W'ﬁ% Ot’ﬁs_er interface of

Fi gures 3A - pBexacpeirdbrganizatibheand pgntheln trale ddéwen Ihe Sstiedt! WMerdl B am t hat
Illustrates a service event according to the invention; 15 Figures 6A - 6C

are a spkickingsorowdhedar epsies that illustrate custodial accounts and user
i nteraction therewith according to the invention; Figure 7 is a flow
diagramthat illustrates user interaction with the user interface 20 of

Fi gus esChiAninalé Graoppobaunigtit @astdre alluanansinThakdsieisypath i§ oftenacHdsew. di agr am
that illustrates a policy claimaccording to the invention. 25DETAI LED
DESCRI PTI ON OF THE | NVENTI ON An enbodi ment of the invention conprises a

uni que R\éﬁégt@@‘uti@i%?‘?ﬁe @_{g_gﬂigﬁrvi ce program using technology and systenms and
nmet hods raud prevention and data tanpering prevention
for organizational entities.
The invention has utility in areas such as intellectual property (IP) development
10 time stamping such as support for concept invention, support for legal matters
such as discovery in defense of a lawsuit, support for compliance oversight,
historical analysis, or other needs that could be satisfied via a secure and reliable
source of historically accurate data and software applications that may be
legitimately claimed to be indelible and include a secure custody component. For
15 example, many organizations today are concerned about intellectual property
development. These organizations know they may not be able to rely on backup
tapes and similar near-term focused backup policy and procedure. Very often,
_systems such as this are not secure from employee or third party tampering.
These organizations are unable to rely on their employees either to know when
20 something has been invented or indeed to write it down and record it as such
even if they did know. It's not unusual for a manager to instruct employees to
record “ah-hah” moments in special locations and it's not unusual for an
employee not to do so. Encrypted snapshots of data stored in an indelible
fashion could be used by organizations in IP filings and in court to prove origin of

25 an invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Figures 1A — 1C are a series of flow diagrams that illustrate a technique for
30 maintaining high data integrity and for providing a secure audit for fraud

prevention and detection according to the invention;
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30 There are fraud detection service prograns on the market, but nothing
that is prevention focused as the core offering. The principal nethods of
fraud AtwornaycBaoket No. MPANOOO6P detection of fered RSTAISEOWETSE1 pr ogr am
in the marketpl ace are detective focused, not prevention focused. Many of

t hem t enghotney Bk RE WHARodBr Pattern recognition anal ysis of data that |ooks
for abnormal patterns that m ght constitute fraudul ent behavior. This is
generally focused on the narrow area of accounting systens. 5 In contrast,
t he herein disclosed invention focuses on all digital data and, while the
invention may be used for detection, a principal aspect of its value and

focus i F8HEs2y el e amasigsAfikieck scharpatimdiagmme thatdiystiate ademeect i on
as a wa L 1 by [ Lhe, tionis
data tangbrnanRgR Rbh Bater MR nd Ror BIVRRS! Eellre Pudicior RIRIT 00 of
t he speqireventin s defelction ‘accering/® thedoveritiong” or "optim snt on the other.
Wi Ig data tanpering may not constitute a crine, it can cause a manager or
board menber to neke an incorrect business strategy decision, with

expensi Vg QfesCOh aHQ QR hGdrRsWilstre&WBREQUARTE lIvistraR a LaePiMedhserir £ the
invention prevents both fraud, i.e. crimnal activity, and data tanpering,

i . e. notteclyvgue for maindainiighhighadatavntegrityraed ifer/piaviding 8l sesuse auditdpees to

be trusted . LG . _For .enpl oyee does not want
any ot hJ‘fa“éﬂ%gxgﬁ%‘g’?gh%&?%ﬁ'%tﬁﬁﬁﬁﬂéﬁ‘ee@&gﬁﬁ%}’ 20 | eavi ng the | oading
dock door open. The ACFE reports in their 2010 "Report to the Nation" that,
by far and away, the #1 reason fraudsters are caught today is because of a

t %/p 10r orfrigHGt ﬁiﬁ adigy dirgsamnihat glustates 'éﬁefdeteé%@ti%wﬁk}é'ﬂ%#?f Hnieffaee or any
ot her r?ﬁ%?é\frﬁwj—%d%&)rgﬂé tbtth%%\}%‘?\?i?Hse enpl oyees do not want the fraud
I1on. TT"s unfali

goi ng on at eir organi za alr. It hurts them It is a 25 fact
t hat honest cops |ike recording dash cans in their patrol cars because the

vi deo regordi ng. systens protec hem,  Thus, the invention contrjbutes to an
nonest dHGURe0elS. Bl HoWrgRBTa dthey JURHENRD 1% SENGe RHRDH | LB y of
enpl oyeggydtione hel ping keep them honest. 30 New research in 2009 and 2010

at the Kellogg School of Managenent at NorthWestern University, one of the
nostlSr espect ed busi ness schools in the Attorney Docket No. MPANOOOG6P U. S.,

i ncludes-.a stu op~tenptation. Th cher.sy i fi .50 hj call ed
"restr ais':r{gurlﬂsa@):("' é‘ﬁe@fedé g@&@@r%fasé?ﬁéﬁssﬁ%gs[ ﬂ}:?édwsg%gé hcidr?ﬁhlsleg%oé’lnﬂﬁg bi as.
Rest r ai iindoiss interactivartherevittoatdRdingltatthéveationandl e nore tenptation than
he actually can. It turns out that nost people often have difficulty

appreciating the
Figure 7 is a flow diagram that illustrates user interaction with the user interface

20  of Figures 6A — 6C according to the invention; and

Figure 8 is a flow diagram that illustrates a policy claim according to the

invention.

25 DETAILED DESCRIPTION OF THE INVENTION

An embodiment of the invention comprises a unique system, method, and
service program using technology and systems and methods that are focused on
fraud prevention and data tampering prevention for organizational entities.
30 There are fraud detection service progréms on the market, but nothing that is
prevention focused as the core offering. The principal methods of fraud

14



5 power of inpulsive states of mnd. Ironically, the study showed that

t hose who are nost confident about their self-control are the nost |ikely
to gi ve iwbDaotigspd4at i on. A concl usion reached by the re®eashewsssiult he
Kel l ogg Schoal was that "a system which assunes people will control

t hensel Oté%m‘?y@ﬂ‘ﬁ'i'\f?gm%'\'qo%l prey to this restraint bias." So what's the
sol ution? The researchers said the solution 10 to this comon hunan

chal | en i ui.te simle. :The ke I.S S avoi d uat i gns wher e
i ces agtastRl Seled RERL Servidhodam. it Hiarkellacd R st fsbedl (el +
2010 Repeét preventibe fokisean Maay &ﬂ%mfteﬁd o Bstfecgset 6nfpattetn rédoynitidrender s.

Fraudsters are not career crimnals. They are otherw se honest, trustworthy

enpl oyeaBalypis ofi ¢atathaioeks dar akngrmal . pa’meuss that énight seestiutentigudwest er an
ot her wi @?hé\ﬂe?s‘rhﬁ@w Ee#eera ) AARER 0P Yne hkbl 'Gred gf gééﬂ%}r%hf eTrHS

Archi t ectur e er architecture create an a raud
foc@edlmcgaﬁnas?tathe)her@y chsnl&bwménaen documgsoore all d)gltaioda‘.tarwm wihile t he

anti-fraud, i nvention. r referrede odlrret of the architecture
consi st e&inveRion gayoke ngg é‘%%? 19 RIINGRALA vis valig,28¢ feGUsnsport |
secur edigf S C v, server
functi ona?ﬁ?) Yé\?e%lnstg)fnf pF%ngﬁgﬁfggh%A?ttéréigu%i@ ﬂ%@gm’iﬁ%o%%ﬂ client

on- si teprevanumame server appl iance."” This har dwar e server appliance nakes
digital copies or "snapshots" of digital data on the client's production
server systens. This digital data is resolved in a digital bit streamdelta

typRo IReuélédltattﬂrseémoafméaqoepfne Aventienss leiata &é/mpéhﬂg?lghrmsh@abgr ile or
i mage backup or 5 other techniques are possible, and stored on hard drives

or ot hearesi gheutl whethiea ltsaa’ratwsomm@o&ﬁda@f:msw ostser-egjlednicreativeor

cncr ypt B Ruiig: OF PBAET SfbBRE, ' 206 adtabieTugifer hE! Bloetud
schedul g dridd, inBah bausslh usdmayer aribandyndirbeeto makd@m ificofrett Rishigyse, every
15 m nut es. The hardware server aEﬁl i ance i s capabl e of naking cop| es

or snaﬁ%ﬁ@gk‘ degigieni yWH: eXPerdive ef ica St'&PBtﬁJ(fﬁ‘HW sepQrsequently, an
15 embodiment of the invention prevents both fraud, i.e. criminal activity, and data

tampering, i.e. not necessarily criminal activity.

The invention allows employees to be trusted and do their jobs. For example, a
good employee does not want any other employee to perform the digital equal of

20 leaving the loading dock door open. The ACFE reports in their 2010 “Report to
the Nation” that, by far and away, the #1 reason fraudsters are caught today is
because of a tip from another employee, not because of detective systems,
audits, or any other reason. Why is this so? It is because employees do not
want the fraud going on at their organization. It's unfair. It hurts them. Itis a

25 fact that honest cops like recording dash cams in their patrol cars because the
video recording systems protecf them. Thus, the invention contributes to an
honest.and level playing field type workplace by honoring the honesty of
employees while helping keep them honest.

30 New research in 2009 and 2010 at the Kellogg School of Management at
NorthWestern University, one of the most respected business schools in the

15



In the preferred enbodi nent, the encryption key is not held by the client,
their enployees, officers, board nenbers, or any person or entity with a
possi bl e wonhimws34of i nterest, but rather by a third parCy/useswosican. 20
The hardware server appliance nay be used, by the third party custodi an or
under t hRiofne¢ 8dtke: Rb. Aflos¥Lr Si ght, to extract digital data in order to
exam ne or audit data, run a conparison analysis, or reproduce a historical
dirgital environnment, including software systens and confi gurations in use

on the QJISE‘HIncﬁucPé%S@r YRIdy 8h teniptaieh.i Chhe eBBAicheid tdsHaifiedOSornBhik@r dwar e
server appllance may be copied, synchronized, replicated, cloned or

m r r or eccaliedorrstegintyias.” oflheyi discovasad itaalsmosh esepleoexhibb festraipt Biassecur e
data Cerl&c%t iff b%EIIQr gB Br &Bérleﬁfﬁ%r h%scegi/ hghd%' e ?&ﬁgtzﬂf&% HARoRs rol led

by the clle or at ns control l'ed party Service providers
or the tdrutmallypean.yltcbuusmsaduamat mm;topemye BitekdtavidodifiidoriNGipsECiating Ikke dwar e

I I I ' | ed
<1 ongd (PRI HEI RV s eS SErTBH. oM balie AhastEhRven dhak PBso S &
publi c dabanfRt WfideHE hidet their! Qél?—b@ﬁttrolorar@ tHé' Hﬁis? Ik@ye6 Kgive b

mrrored, copied, synchronized, replicated, or cloned hardware server
appl i andemmqtld:m Aswmclusjort mthedrby tb'@rneﬁeamwahtheoKemgﬂaSChwlWasont r ol

and over A o _extr ct di xa 0, dat a,
fn o cdhgbr seiCmhlB stk RoddL i 6ersEy B g e o A P ran:
i ncl udi ng tAid resfraine bRasSy SoeWhatd thet S6IlitiGn? afﬁwfﬁséalﬁchﬁg saftl tHeesdlltiemt ' s

servers at a historical nonent. For exanple, this may take the form of an

audilor toﬂbﬁé%“moad%ﬂﬁﬂ cFhallengsvis avitergimples (iThe k@Mn@rsmméo aypidsampl i er
super vi QNS YV|E¥§J%nGa“ISIHe9Wsainesjsélﬂﬂnbér OVWREE P hiChe® RRIFEANCE,

whet her ared ‘on remse
reports in their 2010 Report to the Nation that 85% of fraudsters are first time
offenders. Fraudsters are not career criminals. They are otherwise honest,
trustworthy employees who find themselves tempted. Thus, the invention may

15 deter an otherwise honest would-be fraudster by limiting his temptation.

The Architecture

A computer architecture created by an anti-fraud focused organization may be

20 used as a component or components in the anti-fraud invention.

A presently preferred embodiment of the architecture consists of the following:

Product focus:
25
Secured copy, secured transport, secured recovery of server based data files
and secured recovery of server functionality itself.
Components:
30
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har dwar e server appliance |ocated at any off site |ocation, and including
copi ed, synchronized, cloned or mrrored data fromthe client prem ses
har dwar e woer2oewvosagapl i ance, may be used to reproduce onePOT/USRIIG/08T6HENT
productigon servers via server virtualization. 20 A hardware server

appl i anCEOREKPORE BhYEMEPPR, noved froma client premises |ocation to any
other location and nay be utilized to extract digital data in order to

; o . ( q o cal
it ar iRkt Hartihed sEREBT eRRRRCE THR, Rardiark R i BPrlais Lo
on the ehalest dRyitabsepisr 6r d&ngpdhotdobf Gijital®aton Ale adliePPs | Produdidi

related to the subject invention stored on hardware server aPpI i ances or at
dat a ceREBies sygteme dbjs digital datausgesolved iy g digialhibgEeamadeliantypet iese

nmedi a L Ver : ty ' hti ffsSi

Ctor age e HtefSts (PIRBnbiyAaRY TeRSIbARE thollot Me:BS K 1Rac® A R0006p
T hg Sysbmérstethmiqtlésrméijmssibtm?m istored aantlagedaves osmm@ﬂdig'&awm'ediseagt h
and status, are_noni tored 24 a data center. nitoring reports an

Ao s sl s RERotD AStess Webbor sHipSa himtn gt SEANEELtq DanTATOVaE vi cos
t he sysggmerg'ﬁgﬁarmg.pose of the high data integrity system of subject

i nvention may be publicized in manners designed to increase it's
ef fectiveness of purpose. For exanple, when used as an organi zational fraud

or tanperin revention system .fh resence of the fraud or tanpering
preventﬁ%ﬁ(g§gf%%§ﬁﬁ98ﬂ%aﬁﬁﬁpﬁkﬂﬁggxﬁgﬁenployees, of ficers, board nenbers,
st akghol ders, third parties and the public. 10 If enpl oyees of the

organi zati on or other users who use the production server resources of the

or gani zdthediata seniesraregnade on aaekiéme dnterval scheduylg thethinayhesadjusteblyyees and

h ' i idf dul
Camper | RQCangY Ge FELIARGEY, L RN, SEH SOt ey he'Speed 1 imi t when

t hey know a policeman is watching. 15 As another exanple, when used as an
recording system publication of it's

intelle | property devel opnent ) N
;or esenc&ﬁ‘léglara‘("?ﬁ? §§qu(5,a\f3@|h§ i %@?Rﬁﬁ? %m%&gpl%fqr@ &BaRsha¥saffaMenbers,
I NVesSt Opfe Q?tnqtﬁgne | %Eﬂpeﬁgu@ﬂgn gbﬁféﬁ_i i ncluding the public at large. An

i nvention ti ne m e prove ch

In the preferred embodiment, the encryption key is not held by the client, their
employees, officers, board members, or any person or entity with a possible
conflict of interest, but rather by a third party custodian.
20
The hardware server appliance may be used, by the third party custodian or
under their control and oversight, to extract digital data in order to examine or
audit data, run a comparison analysis, or reproduce a historical digital
environment, including software systems and configurations in use on the client’s
25 servers at a historical moment.

The data on the hardware server appliance may be copied, synchronized,
replicated, cloned or mirrored at one or more off site locations. These locations
may be secure data centers or other locations, such as other site locations

30 controlled by the client or at locations controlled by third party service providers
or the third party custodian.

17



20 otherw se may not be provable, increasing organizational value and
effectiveness. An invention otherw se not noticed as an invention by those
who i nverweaoitoe3soch as a |ife enhancing drug di scover pCTrsgolbpswitscover ed
by enpl oyees or agents representing the organi zation via data extraction
and anal Mginsy bdcRirNEivARb®Bs hi storical time periods. Wien a system such as
this is 25 publicized effectively, humans are notivated, via human nature,
to consider using the systemfor gain. The presence of a hardware server
appliance may be effectively publicized with a variety of nethods

I ncl udin 30 color of the hardware conponents, the preferred enbodlnent S
red: At©BenBONGER cSSINEr aMPEANCRE ane| losation maynbe sequRli MTeiedag in a

| UEhph g??d)ecfr'c‘?&kgd & ahGREPHLARYAS s%v%%ncéaatrﬂn%ﬁ@”\%&orﬁvﬂa%k

t anper SCrews anpering actu sprayer; an aro

distri bmuhhc dbfanetwdrk-suck esethe Intennétar.a ﬂ'mmatemeﬂﬂome of service prograns
and rret hods related to the present invention may be effectively publicized
with%a vari ety of methods including,

The mirrored, copied, synchronized, replicated, or cloned hardware server
appliance may be used, by the third party custodian or under their control and
oversight, to extract digital data in order to examine or audit data, run a
comparison analysis, or reproduce a historical digital environment, including
10 software systems and configurations in use on the client’'s servers at a historical
moment. For example, this may take the form of an auditor, forensic accounting,
government, court, compliance, or supplier supervised laboratory type

environment.

15 The hardware server appliance, whether located on the client premises or a
hardware server appliance located at any off site location, and including. copied,
synchronized, cloned or mirrored data from the client premises hardware server
appliance, may be used to reproduce one or more client production servers via
server virtualization.

20
A hardware server appliance may be physically moved from a client premises
location to any other location and may be utilized to extract digital data in order to
examine or audit data, run a comparison analysis, or reproduce a historical digital
environment, including software systems and configurations in use on the client’s

25 servers at a historical moment.

As an option, data related to the subject invention stored on hardware server
appliances or at data centers may be copied or “dumped” to data storage media
and these media may be delivered to another location for additional offsite

30 storage, for example, a safe deposit box.
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15public neetings; witten description highlighted in an enpl oyee manual ;
check list itemfor nmandatory new enpl oyee information transfer; text
nmessages,wbego#6ed40spl ash screens di spl ayed peri odi cal | yCorusecanpstoar
nmonitors of enployees within nonitored client organizations. 20 Figures 1A
- 1C ar’émén%gg%a‘été%owﬁiﬂog Pdiagrans that illustrate a technique for

mai ntai ning high data integrity and for providing a secure audit for fraud

et o1 508 FAtnR EshohgREcBhRiltnt” ohe asEL VS Reply hEiEAG: e
i nvent i statud a® mphRYRSY ROXT bysa dhfecémtdr.Dy Monitbriag zeports badadiefts fcapud
integrity service 12. Data associated with a client's technol ogy system

envi r onB@RENT 1o FyseNviceserganizaling arigendes teaus ¥ srruigenithe sysenti i ent ' s

t echnol ogy system environnment is secured 14 and stored 15. The environnment
I's then 30nmonitored 16. Attorney Docket No. MPANOOO6P In Figure 1B, a need
t o det eThe neupbsé refuthehdrighoclata riategrity isystam f ofedulject Timesritiost oraychke dat a
stored in the steps of Figure la is retrigeved. 22 and exan ned for_deltas
(changeRyblsesnianes SRponed: o MEiase 16 SHEENgss OTRUPESS,  (FoTof  auch
exam nagy r izali i 1 ch@ e i f
raud notio Mrihadeag bhitodizalndl Bl Lo femibrTRFPreenlish 3yon

envi r ontinerpresence eftkel frapdagrdtagxearingepreyentiom system may beimdicizedttor i cal

environnent is cogpared with the client .enviropgment_at differen | mres 34
and t hemBlayeBs 8RB bl eBef, itetialir RS baflessane- MEBLLIGA™S 55
arej(a Seldnslopéed bpéie htich 8t diieBsdrBalhd lusestheap@dactey iseevdror

mai ntai ni ng high data integrity and for providing a secure audit for fraud

pr eventiespueaes efcthecerganizabien kapwgtheoproduiction seivess ara being-manitereds, a

o ural 17 PEegs SEEnG Bhef s mEtydol torihin R R pOOGAUAER | 7L, ¢
envi r ongreaingp ey activities. VEDD few pepbley will diveobverethei speeaal lindit svieh thegA, 1068,

106n, a plurality of forensics analysis systens 109A, 109B, 109n, a network
dat abaskoM 8 PoligBMansis ACHiPGvent i on and detection server 100. The

15
As another example, when used as an intellectual property development
recbrding system, publication of it's presence has utility for organizational
employees, officers, board members, investors, stockholders, and others
including the public at large. An invention timeline may be proved which

20 otherwise may not be provable, increasing organizational value and
effectiveness. An invention otherwise not noticed as an invention by those who
invented it, such as a life enhancing drug discovery, may be discovered by
employees or agents representing the organization via data extraction and
analysis from different historical time periods. When a system such as this is

25  publicized effectively, humans are motivated, via human nature, to consider

using the system for gain.

The presence of a hardware server appliance may be effectively publicized with
a variety of methods including,
30
color of the hardware components, the preferred embodiment is red;
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20 server 100 conprises a database 107 and a server-based nmanagenent
processi ng engine 110 which, in turn, conprises a database 104, and

i nt erf acew@241/@mpadoi nput devi ce 115 and, internally in Phirasenbosioaent, a
menory 113, processor 112, and network interface 11. 25Current products
provi de gielepBedetrB3olUthNosdsst €M at anot her | ocation. However, the purpose of
such systemis for disaster recovery, not fraud forensics analysis. Wen
used for disaster recovery (existing nodel), the renpte cl oned backup
systemis useglflashingdigWer / repl ace the entire original production server if
the client site where the production server and on-site backup systemis

| ocat ed bur ns@ POSHREAT tagie yl@apuageist ol en, etc. For fraud anal ysis, the
renote site QLEFﬁﬁdEQ9KaH“ Atdsdngey Docket No. MPANOOOGP systemis used to
Create a virtu |stor|ca? envi ronnment for purposes of detective analysis
and not to replamerahe |ive client production server. In Figure 2B, the
serv§{-based rocesging_engine 110 includes an admnistration 5 nodul e 201,
a cli‘ent accotfCPRAAN®: 202, a client environnent determi nati on nodul e 203,
an automat ed gl@gdck: col I ection nodul e 204, a client fee cal cul ati on nodul e
205, a service deploynent nodul e 206, a control nodule 207, and an
auxi | i ary nodi@nperggoofiscrgwase nodul es are programmed to handl e the process

of fraud preventi . ecti o nd.other integrity of record

functionali tygt%‘[hggwﬁggg‘%%kabsh&%/ restore/ di saster recovery. However,
the fraud sysagarsmnaldistabstorbe used for backup/restore/disaster recovery in
sone enbodi nents. ' 15The adm ni stration nodul e 201 serves to manage, unify,
and Yeport or@hRNMIMRNANERNtINORIKRY. server processi ng engi ne 110. The

adm ni stration nodul e 201 additionally serves to coordi nate nmanagenent
activities related to status, nonitoring, and maintenance, and reporting of
client efhe possetesof seviceqrograons dad sneithatia related tetrenpreseat ayentient er s,

dat abases, forepsi.cs analysis 20 systens,. client onsite hardware server
Con! i ancDay baairaal TPULZERYEI 2 NaNeB:irhR0s SIS, Addi 1 oral iy, the
adm ni stration nodul e 201 serves to provide service contract nmanagenent

services, client and custodial billing services, and transaction
monitSor i ng, reydictheetingsnd nai nt enance servi ces.

written description highlighted in an employee manual,
check list item for mandatory new employee information transfer;
text messages, logos or splash screens displayed periodically on
computer monitors of employees within monifored client organizations.
20
Figures 1A — 1C are a series of flow diagrams that illustrate a technique for
maintaining high data integrity and for providing a secure audit for fraud

prevention and detection according to the invention.

25 In Figure 1A, an anti-fraud data integrity service is implemented 11. A key
aspect of the invention, i.e. prevention, is effected by publicizing the anti-fraud
integrity service 12. Data associated with a client's technology system
environment is gathered 13, and the data associated with the client's technology
system environment is secured 14 and stored 15. The environment is then

30 monitored 16.
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25 The client account nodul e 202 perforns, manages, and coordi nates client
account creation, setup, nodification, status, account mai ntenance, and
nodul e repordimg3340 The client environnment determ nati eaTrasdubo®sBIB serves

to provide s ort and uery capability to determne the suitability and
conpat i ﬁg?rp?y;ﬁ%&“i"eg'ﬁ%%g%y systems and service prograns related to the

current invention. This environnment Attorney Docket No. MPANOOOG6P

determ i inel | ysis. l.ent Si.Z - a acity in
or der t?)k?l ME g%p gﬁ% a eagg(%mee'fgﬁ%@ bﬁg chah%g '%Iz'ﬁgﬁtﬁ%sad gi‘ed d desire
for covhistgrital Aatsbtored igtivé stpteof Bigare 1adastrettieakbt 22 andllexamihée fed | ent
envi ronnment determ nation nopdul e 203 additionally nonitors changes to the

client delas (Ghanges) betwgen differemi historirghime siiges 23n Ehe sesully efesughce
progr a”bmirfa?i%ﬁiﬁéﬁhcwﬁ eosﬂ."i ce program nodifications, including

term nation of service. For exanple, a client's newy discovered need for
dat & storage, based on client environnment data growth, nmay necessitate

servt oo, LN L6t Lol ol ST 0L o0, TP SULomRLEd Ol Acg] oot on
anal ysi gligiHiShicallehArcHPhentCit GRAIRI 32 dMideRSMHERIEID O Qirfual Ri@hder to

provide information support for nodule 205, the client fee calculation
nmodul e. his®ripa epvirenmenkis earhpaiest with the dliert @vdronaent atadifiergat imesd by t he

client co dyle 202, the .enviraonngnt deternination nodule 203, and

t he aut g%r@f‘éghﬂg%%ﬁit?o?ﬁz i%ﬁ"ﬁﬂaﬂ?’éa‘ﬁ) ,enarﬁaoﬁgg this information to
calppl ate client fees for service related to the invention. Calcul ated fees
are transferred to the 20 adm ni stration nodul e 201 for contract nanagenent

and bi | Figwiep8ApodParemmeerias of kleckisehesnatic diagsrims shatghusteate gedevies vi ce
£ om aultinieufaRid M et iteGhn ahin i YorovRfitg S sLERRLTBY fd PFE .V

such aspfegvbation andibtecttcacording $o tESirmvedtibor s, | awyers, courts,
governnments, mlitaries, intelligence services, or others. For exanple, a
client may request that data collected by a forensics anal ysis system may

aut For 1 VB8 RS ZAPE ol MORER o aHaf BreVifs B MR SR T s,
t he resekxcrange fehiacpluvality ob eataepernvicaedcentess 180ANIONBedOpar a plurgliywofce -

requEStglieﬁrwlilyenvironments 105A, 105B, 105n, a plurality of service providers 106A,
106B, 106n, a plurality of forensics analysis systems 109A, 109B, 109n, a
- network database 108, and a fraud prevention and detection server 100. The
20 server 100 comprises a database 107 and a server-based management
processing engine 110 which, in turn, comprises a database 104, and interface
114, and input device 115 and, internally in this embodiment, a memory 113,

processor 112, and network interface 11.

25  Current products provide a cloned backup system at another location. However,
the purpose of such system is for disaster recovery, not fraud forensics analysis.
When used for disaster recovery (existing model), the remote cloned backup
system is used to recover/replace the entire original production server if the client
site where the production server and on-site backup system is located burns

30 down, the gear is stolen, efc. For fraud analysis,'the remote site cloned backup
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30be in witing, E-mail, court order, via the Internet, FAX, voice call,
chat, tweet, or other |ike nethods. G ven the privacy and security aspects
i nher ent Iwoi2nuaglesd At t orney Docket No. MPANOOOG6P whenPCT/usones51681 pri vat e
organi zati onal data, the authorization, coordination, and delivery of

i nf or matAw@mey Bdcrd REl MrANbddEs dat a obvi ously need be tightly coordinated and
controlled to conply with law and confidentiality. Service delivery is

handl ed by representatives of organi zations who own the rights to or

| i cense gykternisased tdtvats bivimualdtstorital ervirontiznt fargelrpbsesiopdetectrse The
control nodul e 207 Erovi es nonj.tor] n%j and control functionality related to
t he i nveatalysis anh 8ot ihieniacefhgive Jight pradyictier seBerhunan, robotic, and
technol ogy system nonitoring related to status, errors, nmintenance, client
10 environnents, service providers, data service and storage centers,

dat abasds,Figomec2B, the samadrylsasedsgrocessing angine 100 fiduddsaanadministratien
appl i_ances, an rau eventi.on an ection,servers. The,.control
207 iy motuiRerohed eft aschumoRhfe fBeen:tiRbt FiBhBien! Soufbafon
i nvent i Qed SIHCIDRSart Quithiatcd dRbCaRRcAOE nseddivaIoR, al BRertoakr cdlcuration € 207
may further be used to performactions 15 related to the above nonitoring

and mai rmeddac0mm isentige deploymentpnedulen20ica sonptrahmastile20€) padtaniat a

st orage . r which exceeds a preset limt may trigger a

comuni cagbﬁ”%ﬁgﬁiﬂad\}dieggb?‘he control nodule 207 and the client fee cal cul ation
nodul e 205 so fees or contracts nmay be adjusted. 20 An auxiliary nodul e 208

provi des_i nproved functionality and benefjts accordj o the present
i nveft i othase modylasnayrs programpied E%h%'?‘ﬂﬁrd"ﬁeﬁr W%Ogﬁguéﬁ?%f&%@ i ces

rel ated c}é?(ta&[ Saﬂﬁh%thépar?ntfebggﬂ '?f‘d ré@éme_rfd?ﬁti{?ﬁﬁlff,”t hef ABdesSirFti on
such as 1 ntellectual property vel opnent tine stanplng and concept

i nvent i dvackupfrestore/dispptartre¢avery e fmweaver t thefrautosysiterarcoalldalsodigyised

hi st ori cal ég pznahys%fﬁ%sznd ot her .needs thgt coultd be satisfied via a
secure dAbPaSYPAGStoresiizasteriecaYEy P isoRs $TROAINENtS: data. Access to data
and reporting nust adhere to the strictest and hi ghest |evel of standards

possi bl e and be enforced by the service deploynent nodule 206. 30 The
custlddi afhexcastinistratidn| mogofe 2811 semes tammagrage, andift oand i rerPEsoBual odi an

account ﬁéﬁ@%éf& |\t|B‘§' e%ﬁ%g%%isggiﬁaté@d?ne S4Bt Ushe ARl &ttrarﬁgh &8RS0

Attorne
additionally serves to coordinate management activities related to status,

nodul e

monitoring, and maintenance, and reporting of client environments, service
providers, data service and storage centers, databases, forensics analysis
20 systems, client onsite hardware server appliances, and fraud prevention and
detection servers. Additionally, the administration module 201 serves to provide
service contract management services, client and custodial billing services, and

transaction monitoring, reporting, and maintenance services.

25 The client account module 202 performs, manages, and coordinates client
account creation, setup, modification, status, account maintenance, and module

reporting,
The client environment determination module 203 serves to provide support and

30 query capability to determine the suitability and compatibility of technology

systems and service programs related to the current invention. This environment
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and nodul e reporting. In addition, the custodian account comruni cates with
the service deploynment nodule 206 in the coordi nation of service requests
and wi t h wbeonunesi4vary nodul e 208. 5In Figure 2C, a higirCaiatSaotionsmgrity

server 140 i hown. The server 140 conprises a database 147, and a
server-ﬁﬁggﬂ%ﬁéfH*bﬁﬁywﬁﬂﬁine 150 i s shown that includes database 144, an
I nterface 154, and an input device 155 and, internally in this enbodi nent,

o "ot heteteitinstioR AEERSE ey ety 88 4 LRt Watayied gt A4G bty M BAELE! 1g°
syst enstol Rdich Lapfroptiatn, sepdicd plogrdinehtd thei dlignt’s nnee® naved t desbireo fér

correspondi ng dat abase 161A, 161B, 161n. The enbodi nent, of Figure 2C shows
how a s?%‘f%fﬁgﬁal&ssc%ﬁi%"@ﬂmqms @se £optineally b flrpthe CligpkerviEanmaent | ent
site lo i 0 S he i o] E 2 f sics
anal ysi g@%ﬁ&!h 3%'?’”&338%9% Oﬁoggliﬁl‘{)gngﬂy ( I@?%rﬁ@égzgqgﬁgggh%mmﬁ%ngﬁ%@qng a
server émdrdranemtg owed ditveeh aghich Miighvt drehdet feer existipgi semgea psegraey Hoased dat a

' [ .180 t hat 1 . dat ab 174, i f 184,
and i nplFESIRG MENOLB SERiGE Progig Madicaiops; inclding iewmination &F Sendcs; 1s>,
menory ﬁ@ﬁex%ﬁ!ﬂét?%t ot s VeIl T RsCOVERdd néBd b HaRPstdfage, BastidCor chéntl €s of

screen shots t Il'lustrate’a user interface for a technique for
mai nt ai envigprinmett dita growthegnay neeessitate spivics plioggam medilicatienaf somer fr aud

preventjon and detection according to the invention. 25In Figure 3A, tabs
are shoW¥for Home 302, Links 303, Contact Us 304, and Help 305, as with

many) home pages for conventional web sites. An Existing Cient pane 306 is
shown that includes a filed for entry of a User Nane 307 and Password 308

pur suant he auwpaatad datapgoligctier medulg 204sallests dafa @oglientrnviropaiasie a

Cient ' - 1 LiAC a a C u n 1.30 and a
FAQ but ?'gérgﬁs%?eﬁ‘it ?@%ﬁ@? %@%\Yé@ WEWA@QG%@%F%E%%Ebaas‘%i’facre pane
313 i s ploviders hatordecta gesvide @ifengatidic sapport Dot aiddule 208, Hiel cliewt fele
consists of fields, for Correspondence Info 315, Billing Info 316, and
Account C@ediation Module Report  Syst em Changes pane 318 includes a Sel f Report
field 319; an ldentify Service Need pane 320 includes an Identify Service
5Need field 399, a Report Energency field 321, and a Live Chat field 323;
and a tiTheatieptfes calbulatioh uoedule 22%nthkeg deitz igathered diydth@4cliemt éicaomats t
Ticket Smfold%‘edZS’ﬁl,]the environment determination module 203, and the automated data

collection module 204, and uses this information to calculate client fees for

service related to the invention. Calculated fees are transferred to the

20  administration module 201 for contract management and billing purposes.

The service deployment module 206 manages service requests and coordinates
service delivery. Service requests may be received from automated monitoring
systems, clients, custodians, or third parties such as CPAs, forensic accountants,
25 auditors, lawyers, courts, governments, militaries, intelligence services, or others.
For example, a client may request that data collected by a forensics analysis
system may be utilized on a periodic schedule such as quarterly by a qualified
and authorized Forensic Accountant in order to perform check-listed activities,
the results of which will be reported to an authorized party. Service requests may
30 be in writing, E-mail, court order, via the Internet, FAX, voice call, chat, tweet, or

other like methods. Given the privacy and security aspecté inherently involved
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In Figure 3C, a paynent pane 326 includes user contact fields 327, a
Paynent Type field 328, a Card Num field 335 for credit card nunbers, and
a Expir. Woebo/m834836 for a credit card expiration datePCAUSATOOSTER t ype
pane 329 includes account type buttons 330, an Account Monitoring button
337, andhtarndsdckdt o AS2RbGHP Moni t ori ng button 339. Account nonitoring is an
optional service related to the invention which nonitors the success of
copying data, securing it, transporting it, storing it, and, optionally,

r epor t i nghem ittdoimes mprﬁ\;ateuﬁgaxﬁ'zaﬁnrmwbw, ithe@u&anﬂaaﬁohpcoo‘r&iriationj\bmd th ori gg
answer s e question, "Is e . system workin n t's I ng on w It?"
A cli entéen%(?gycﬂ trmadionraiat ﬁPttEF‘i ‘i‘@aéﬁaﬂ? Qﬁ%%“%ﬁg’og‘g‘)mﬁ@t? pes of
nonitori | Bt gt ddii ' rdi ng
noni toriérnlrgj aﬁﬁhﬂ%ge@% Tn? F?Z t elgg{j?rganf 'Bs neﬁeﬁg.ﬂg’An Ac!:%ud#é"v%g ﬁqébamogg%im

i ncl udeshyardpresdrdatives df G@mnizadions S¢ho Pwef theeighds th ur ticeanss the prasentsi gn 20

Cust Qdi an ne 342 includes fields, for. custodian i nfornmati on 343. Due to
t he rat Uf¥ ntﬁé"\’%()%%?ﬁ"@w,”z?‘?ﬂi"gd Pﬂ‘ﬁ'&?t ant to protect the data and

confidentiality of the client to the utnost extent possible, both within
the client organization and outside it. There are |legal, privac

gover nmehicontiakimoswie2B0¢ irevidesuneniterinacend epntiahiunstionaliy as@?*féq ol ved |
2|eirg'nt Tﬂgéaﬁ}%ﬁﬁ%hé" THe ct%fngfoF%%&gg%? provid Viged nb¥olg+t|cg‘é\%ﬁ'@ the

orize a custodian ve atcess to the dat'a C ed and
secur ed teghhdiegy nsyatémomorftoaing drslgteduss osths, aare@ss raaihtgnarcectdlientit in a
hi ghly secure way is of great, K uti ' |

lity. Furthernore, in sone | enent ati ons
of tife iSRMIRNMENES,; seryice Py idessndatanseryioeyand Sé‘Pr@SPe?e'E‘é'ﬁef‘J

8%%n0 one
coi | ect o Rl BhaEPRYshe IR RIS rRAERAR: RevEReRRT At
Docket NweveMidxoand Betection servers. The control module 207 may further be used
to maintain systems related to the current invention, such as to update patches
and software. The control module 207 may further be used to perform actions
15 related to the above monitoring and maintenance activity. For example, the
determination of client data storage at a data center which exceeds a preset limit
may trigger a communication between the control module 207 and the client fee

- calculation module 205 so fees or contracts may be adjusted.

20  An auxiliary module 208 provides improved functionality and benefits according
to the present invention by allowing interfaces to other networks and systems,
services related to areas other than fraud and tampering prevention and
detection such as intellectual property development time stamping and concept
invention support, support for legal matters, compliance oversight, historical

25 analysis, and other needs that could be satisfied via a secure and reliable source
of historically accurate data. Access to data and reporting must adhere to the
strictest and highest level of standards possible and be enforced by the service
deployment module 206. | '

30 The custodian account module 209 performs, manages, and coordinates
custodian account creation, setup, modification, status, account maintenance,
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President of an organi zation has access, the invention provides a high
fraud and tanpering preventative benefit which would be | essened ot herw se
by i nj ectwogotihme3i4esue of data credibility. Simlarily, PCi/ush@oiosisent i on

were used for_ collecti ata for the purpose of legally proving the
timeli ngtt‘&{f‘eyiDr?(f:k@TWe@'%'gq%o%r operty 5 devel opment, the benefit would be far

| ess conpelling if any nenber of the client organization, officers, or

i nvesto fot l.j . CO : . reasons
and pot BN AP geERdthE NRGRR Sné lERhEERe gt GofthihicbEshRTBR o

f eat ur estwicd Heplogment niwiule @06tihithd doardisation bhgervitee asfueists ahd avith

organi zati ona| data for_ analysis and reporting purposes 1f and when the
client 1¢ awgliaydneduig2ds: this access. This custodian may be a CPA,

Forensi c Accountant, auditors, |awyer, court, |aw enforcenent, governnent,
mlitary, intelligence service, or other. Finally, there is a Create
Accolnt Ipdrigu@32Q, hat highctatie intaglilyeaceveActtuns siwn.t omh83gdervan 14€ort ant

aspect of the invention is_that, of a custodi an. A custodi i.s the keeper
of "the BREPIIEES GriREhaZe e U SPHGH-La5E GHta S0PV ANGE 1805 SDOHN { ne

data colifAcherideY databhse erfd oan iMeeace M4, Ny tldrothgut dseek fas hpaud or
tanpering 20 prevention and detection, intellectual property devel opnent

suppor t jntemadly rierthisugmbpdimenti @ mempnietad, |8 progassoarid?: ifad ametwatka not be

accessi bl empl oyee.. of fi Lnvest.aL,. etc. f i ent
o oan ptpack 18Y, AP Reifris ok ik apfieR ;s KobneBlacli 3 Buiali fe ot
i nvemt i glient ossuinglsystenis F807ESB0B) 16008, ehcieof which iBein ture dormedtedt | ves
woul d | essen or possibly even conpletely elinminate 25 the effectiveness and

val ue ofo arrorspeadingTddtabase J6iAn 18dBad6ansphe ambedirpent of Eigyes dCe from
the cli ] t oL i ' 2 1 h
e o1 SRawSFER8 yo EHF ke HontBicty s Lhu SR odhalk o SRfnt 1o

cust odi site fovationtinipupporti of thdi imventierount , have access, and request anal ysis
and nonitoring services. Wile a custodian may be an 30 enpl oyee of the
client organization, in a preferred enbodi ment the custodian is a Attorney

Docket 'N?Ficdwzr’é\ﬁ@?%épfér@héiés%biy\éis §HE3mae A1 09udHboB, 168 FigUrEIA) is
supplier, court appointed nonitor, ‘governitent, |aw enforcenent, and the
| i ke. showngomprising aserveml 0 Agving a databaseutts ana furthercamprsingtd on with

Figur o SeMERBaFPO. el aPPE RGod FROD R RIaneieds S deiie Ths '
(ezlogg l n?}té‘fﬁég'gﬂ%s 4844 - inplit Hdvicd hBsUSRAE, | iRtePhANPLiIRdthiP eihBaditert, account
processor 182, memory 183, and network interface 181.
20
Figures 3A - 3C are a series of screen shots that illustrate a user interface for a
technique for maintaining high data integrity and for providing a secure audit for

fraud prevention and detection according to the invention.

25 In Figure 3A, tabs are shown for Home 302, Links 303, Contact Us 304, and
Help 305, as with many home pages for conventional web sites. An Existing
Client pane 306 is shown that includes a filed for entry of a User Name 307 and
Password. 308 pursuant to operation by a user of a Login button 309; and a
Become a Client pane 310 is shown that includes a Create Account button 311

30 and a FAQ button 312.
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an account, a determnation is made if the user needs hel ps (403). If he
does not 10 need such help, then a |ist of account options is presented
(404) andwoOhelwssi4oi s pronpted to make a sel ecti on (405pcTAafSe@o/o9tsech t he
chosen options are added to a user cart (406) and the user proceeds to
checkout at{ofey Dockaivb avirawbdosh t he session is conplete (425). If the user does
need hel p deciding on an account type, for exanple based on a tinme out T=1
(408), then the user is asked if he is in 15 a Type T environnment (409). If
t he answerFigare 3Bsa’ us‘elnmnteim Jlissstiowni thegttinclodes a Cladngal ACddunt. Déiads

| t f 417 [ | t | d
' Sik;é’é‘ari’e a18, GRich Snbistd bi fidkb tob Rosreranistoraines 335, Bifde nfad oy
(410), AcBSUMSPFefs %ﬁgawR@ﬁbﬁdsiétehﬁchgg 8s ?)a-ﬁhépﬁg .ﬁéiudéé)anseif (411)

and, |f t he user answers options 1s called (415)
and the I@emﬁeldzmwam@l@mwfy Senice Needpanef 329 nsludasnan tdantify B2yvice he user

is a ai [ nnent 413 I OCESS
FespanaoVEsd fied tedra Boant EmsyShey R A iR HvgotoRliabiold dhe°ds,
(416) ortidkBepah® 8256 ndl8§E 8 Feridh P Tickets wild Bumam Pyt gk fiiesanting a
list of options to the user (404). 25Wen an option Y is selected, the

option is called (418) and the user is asked if he would like option Y in

hi Al Y ' '

user s citiop2a: o palriEnChaE 32bindia3s usklRoRBlr BRSPS Pakete || o
agal n. 1Typehiteld[3280m G)ardaidgm:i fiel Bi@;mrsmf??it Cﬁm‘ humbkes, el a iEs(pttiE?iH i 12423)
there arge e optjons, to be set. : ere is t Y=Y+ ,
t herl O h@%"%iai GRUt GarhPritplspAate, Atkgocauns Bpe pane, 329 INGkARRAGAI 454)
and the chﬁf%nbswd\t 5Q Nﬁbuﬁ?%@tﬁit g DEEOR RGP Lnal iR Ié‘i@@ount Figure
5is a f I agr am t’hat ustrates a serw ce event according t he

i nvent i dWOhI&)FiHQ‘IbEﬁQﬂIIG@QS,AQEOHBf wianitogngrs ansoplienal iseindde (retamgd émcﬂhe he
t t dul d_ dat || ect h
rcoessednteten whish Bydiés he SuEBesk & raing Bty S8pufiie o aPBadtifa onre
possi bl estofigit, and, o cPtTon%ﬂ]y, SRRy 6ﬁ5iﬁiidu BAY duStotRan autbrize@xcceks toot, a
p

determ nation Is na a third party I s" needed (506 If so, the third
par tly i gt.dblengpdag @eewers the aeestionn Irsdhﬁ@ugtenﬂ westkingiand whatie gptgeen ( 508) .

Fi 9ur s \ifh 170 A XiEnP a1 TotiBhRo iRbidd BHatha) Snbped ol =

account user I on ereW| acco ven I on.
types of monitoring desired and the method of reporting and notification

regarding monitoring which best fits the client's need. An Account Term pane
331 includes a Months field 338 and a Set Preferences button 333. The Assign
20  Custodian pane 342 includes fields for custodian information 343.

Due to the nature of the invention, it is important to protect the data and
confidentiality of_ the client to the utmost extent possible, both within the client
organization and outside it. There are legal, privacy, governmental, and law
25 enforcement aspects of numerous natures involved here. This potential set of
requirements is provided for by allowing the client to authorize a custodian to
have access to the data coiiepted and secured by the invention. Providing
custodian access and protecting it in a highly secure way is of great utility.
Furthermore, in some implementations of the invention, it provides substantially
30 greater benefits if no one inside the client organization has any access to the
data securely collected. For example, if no employee including the CEO or
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15 In Figure 6A, there is a Hone button 602, Links button 603, Contact Us
button 604, and a Help button 605, as is commonly found on many web sites.
Uni quel y,woheri@esaocust odi an wi ndow 601 that includes beCh/tusno1sBHi Ng

Cust odi ne 6 Becone a Custodi an pane 610. Existing custodians
are pregtgn{’é’g) gﬁt'\% t"ﬁ%ogﬁ Pds for their User Name 607 and Password 608, and

may then select a Login button 609; while one desiring to becone a

cust odi %?eﬁ&gntsc?fl &Fbr pcgn'[tﬁef]ﬁm 5@&&3%0%0&{?%%%%@%3%% ?@é{%t on

612. An inportant as THVERt | Oh I an,

who i s tampérepprevantative béheﬁtnwbrchanbulelnbe yeaésemdk@memsétw krgegtiig of
accessi g” e, copies of data collected by the 25 |nvention. di scussed

previ ou e),tquetqf,cla 8i gedigiity.e Simjlagilyy 'fbt@el 'ﬁﬁ%mtcahwer%wseeﬁefoaépﬁeﬁm to be
accessi ghe For I [tﬁﬂgbgé! €& Iéﬁeﬁl}lc Lovuﬁjaath@hf?rln@ﬁﬁe &t ?nteﬁgctug'leg » zation

whose servers are subj ec ta collection activiti t he
i nveht i davalbpmensttbeibenelitwdsldbe ferdess campeling,if amparemizerfofdheclientc] i ent
account _In m) t ca i bl e ex§ﬁ§tions of

d
oy AR tone PR, i el e et TR erly Phart SRleo@HIER. st

aut hori ggr tfeseCleasofls %d b‘@t@ﬁﬁw hﬁbréldﬂ'\'et ihPenttdn hBS bkt mdv_RdaNfi e | zation
code 342 Attorney Docket No P (Figure 3C) before the custodian

may set qgstadiansfesdurgl ta@dlewnan Mherlamtéblsd ratty iedwayet acgrssytd slient

el oy cartanidetiofal, GGt e pndheB AL St umeten, T Aod SMctChEy I8 ¢ °°
enbpyli NnERGoddee t6 ugiamdli s | dcorsbhi rThigatlistodiBmcimas v AUOPACT Forehbic
5client, supplier, court appointed nonitor, governnent, |aw enforcenent,

and t heAce@ntant, augitors, dawyehecewd maﬁnf%cw@abngewrmwta ptRsY f or
changin Qr?d% t hat includes a Correspondence Info field 615,
Billi nggiltéﬁg %%%%GBFO%Z}% 10 Account Prefs field 617. The custodian is
al so presented with a Report Syst em Changes pane 618 that includes a Self
Report hutton 619;. an Service bm t Cai ane 620 that

el udeE el el e, B e tetiey 288 dhakamdHdeE 7 CsBAR ACPaN 621,
Reppy 6:11 qug held 622, and a Live Chat flel d 623; and a ticket pane 689
that i nc es a Pending Tickets field 640 and a Past 15Tickets field 641.

An important aspect of the invention is that of a custodian. A custodian is the
keeper of the encryption key or the keeper of some or all of the copies of the data
collected by the invention. When the invention is used for fraud or tampering

20 prevention and detection, intellectual property development support, or other
functions, it is generally important that the data not be accessible to any
employee, officer, investor, efc. of any of the client organization’s servers that are

 the subject of the system of the present invention. To provide such access to the

- client or their representatives would lessen or possibly even completely eliminate

25 the effectiveness and value of the system. The custodian needs a special
account, separate from the client account. The client must authorize the
custodian, hence the addition of the custodian authorization code 342 (Figure

3C) before the custodian may setup a custodial account, have access, and
request analysis and monitoring services. While a custodian may be an

30  employee of the client organization, in a preferred embodiment the custodian is a
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In Figure 6C, there is a paynent pane 626 that includes user information
fields 627 a paynent type selection 628, a credit card nunber field 635,
and a cr espDRooiAwaB4expi rati on date field 636. There are a&CI@WSpand®S76ADr
selecting a policy type 20 629, which includes policy type selection
but t ons A@khey BatkaARE.MHANOdIBRNI t Or i ng button 637, and a What |s Account

Moni toring button 639; setting preferences 632, including a Set Preferences
button 633; and creating an account 638, including a Create Account button
634. 25Rhgdrparty, isuch 43 @w duditbra@RAatlient| sepplieresours exppioirtted anbnitor, f or

aut hori zed custodl ans th the use |nt erface of Figures 6A - 6C according
to the iFRMERRMEAL laW epfejaerment, at"ﬁjet eIlé® starts (700) with a deternination
if there is an exi stlng account (701). If not, the user is pronpted to
create an account (702). If there is 30 an account, a determnation is made
if the usigurendesia ﬂmtlutaqmoephat ifushratasogseroteractian withthéelspr integace | i st

of accou t .opti d.f704 nd the user is Attorney Docket No.
MPANGOO dg%rﬁﬁt —33'\'%9 gt8lté%t"?\)(ﬁ9%f)'?05), after which the chosen

options are added to a user cart (706) and the user proceeds to checkout

(707), after which the session is conplete (708). If the user does need
hel p dedndFiggrad, dhealiow siarts (480) mith axdetsrmingiiondt Jhee 1S @8 ewsting1

(10 BB i, L gt T W YD B
sel ect | am abcaunt aptibtmiatdh isatdde Kfites astrendats logibs (1037 19he dobstioe user

is asked if heis in a pe. T environnent and there out T=T+1
(712, tnead suph Bieler thep %dfat af acqaunt jopt 'ﬁaS.'%ptq%eate%&ﬁ ARMPISRE S (712)

and, if 4B g't'éd?to gté%\éfé §el Xﬁén 4G§eﬁﬂémh-{:hs’tﬁé c‘PtBthﬁ’lb'reEBﬁs 'a?e ‘éahé@‘?o (716)

and the 'proce rocee ere is a further t , the user
i s agai ra askeecarf (4‘Qﬁ)l and rthe Crwepfboeledsrbnnhmkqu7](4p7)andﬁemwmm¢MS

ds to.th b the T t
(717 "oredspion Boathiefe s oS HsBh HoRE e BelpL figNGAn ARAERLRE g
list of t99é'f@ﬁéxétﬂ?lé1€aé&?6n Giife ouﬂ-‘i’%?ﬂlog)ntl%ﬁ fherusériis askd£Ftheds i he

option i5 called 19) and the user is asked if he would like option Y in
hi s l&ccoulype ﬂ'ZQmVIqufmemie(@ﬁtvxéfrtthan'SY@' is “Yae,” shen de iTssedd aptiopstishe

agai n 1IEASAEEL ] yher SOBER,S n RBBn a8 nicalkint Seikeiod BpiBh f gr T | o
there arthenmee iDaskehi heds e asPypd T2a3‘)v4rohfndn|tleha theredista trmeoutt 'IT"'IY-Hl ( 724),

then the 20 opt Il ed 719 I th h t (725
anﬁ”t hee(ﬂ,'l g})gggu %Qe bgg&%@g%dn %%@éé‘ |f(he |s)|n aeT)S/Se T environment (ﬁ%)sar?c'il, if( )

the user answers “Yes,” then the T set of options is called (415) and the process
20 proceeds. If thereis a further time out (412), the user is again asked if he is in a
Type T environment (413) and the process responds to the user's entry of an
answer by calling the T options set (416) or the process responds to a further

time out by again presenting a list of options to the user (404).

25 When an option Y is selected, the option is called (418) and the user is asked if
he would like option Y in his account (420). If the answer is “Yes,” the option is
added to the user’s cart (421); if there is a time out Y=Y+1 (419) the option is-
called again. If the option is added to the user’s cart, the user is asked if there.
are more options to be set (422). If there is a time out Y=Y+1 (423), then the

30 option is called again (418); else, the user checks out (424) and the process is
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Figure 8 is a flowdiagramthat illustrates a policy claimaccording to the
I nvention. 25 In Figure 8, a service event is identified (800) and the
account mwoebe/063dM ni strative nodul e, and data col | ect iPom/use@vlos7ear e each
accesse 80 80 A determnation is nade if renote resolution is
possiblg“%gﬂ °dﬁH§%N$8%§g? remote resolution is deployed (805); if not, a
determnation is nmade if a third party 30is needed (806). If so, the third

party i 807); if not, an in-house technician is deployed (808).
Attorneéogggégg%ﬁgé'NPANOOOGP O her Unique Material and Additional
Information Visible and Credible Deterrent to Fraud 5 To be effective, a
fraud deterrent, (in fact, any deterrent to crine) nust be both visible and
credi bl E19UR gdied dlow Hagragh thak lustiates depervics iqventuaccerdied det fhges don' t
det er nwﬁgnﬁghne because detectives solve crines that have already been
commi tted. To date, in the anti-fraud market space, products and
services have been largely focused on detection. The prevailing belief in

et G T ek RS, e iR
publ i shgdmifis#2R2 Moddand d£% c%ﬂggtﬁgg@l?d%beléréaéééﬁ !a@@es‘%‘éﬁg'gg‘?f 5@p ded

Fraud, Prevention and Detection. Th , by author David erre,
i r oni cabPy). adddetesninationds tade ifercimaete readlutigariplpessible (BRdcand,tiheoentire

book. Eyen th th rd "pr ntd on" i,s. listed first,in the tit]e,

pr event Y%Hofesr%ﬁgp"&m?ﬂﬁﬁ?ﬁgﬁgégqﬁr iMboﬁb%P%{eﬁB‘"ﬁéﬁn_ 'Sﬂ%%d%ﬁﬂ t-hfrfj Yousi ness
I s 80 Nplsyneeded q5061d If edayhenhipd @Rty isOBeplbys@al507); if hiot] AreRthdusd S to
change this 20 one-sided approach to the benefit of organizations, their
enpl oyeteghnigignisgeioyedh{iG8a. fr audst ers, stakehol ders, governnents, and
society at large. Visible 25 An enbodinent o f the invention publicizes the
I ntroduction of the anti-fraud systemthroughout the organi zati on bei ng

moni t or Eigurys e - BGtaeena Jhiics iohcrates shdts thabilkustrate elistedial vaccoahtsods to

P e R e T
psyghol ogi cal conponent to the )
In Figure 6A, there is a Home button 602, Links button 603, Contact Us button
604, and a Help button 605, as is commonly found on many web sites. Uniquely,
there is custodian window 601 that includes both an Existing Custodians pane
606 and a Become a Custodian pane 610. Existing custodians are presented

20  with fields for their User Name 607 and Password 608, and may then select a
Login button 609; while one desiring to become a custodian may select either a
Create Account button 611 or a FAQ button 612. An important aspect of the
invention is that of the data custodian, who is the keeper of the all important
encryption key or the keeper of accessible copies of data collected by the

25 invention. As discussed previously in this disclosure, it may be important for the
data notto be accessible to any employee, officer, stakeholder, efc. of the
organization whose servers are the subject of the data collection activities of the
invention. The custodian needs a special account, separate from the client
account. In most cases, with the possible exceptions of court orders,

30 government intelligence service requests and the like, the client must authorize
the custodian. Hence, the addition of the custodian authorization code 342
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30 invention. Methods enployed to this end may include: Attorney Docket
No. MPANOOO6P Public neetings. Text nessages, |ogos, or splash screens
di spl ayedwpeniloddzal | y on the conputer nonitors of enpl egeas2ewikiont cl i ent
organi zations, such as daily at login or conputer start. 5 Witten :

descri pta@mefbkt: Ngdiradodoge an Enpl oyee Manual .  Check list itemfor
mandat ory new enpl oyee information transfer. Mention to board of
directors. Mention to stockholders. Mention to clients. 10 Mention to

suppl i erEigurdt30)i Isefote tiraisusivelian mayesétupra castodiil tawcsunt, Miaviei access,
bankers. ntion to conpli gce or governnment oversi QU%
or gani z&@NdbFRYuest §iHNMARIteHaYr JAt: MBFNAMNGePE Other services. ile a

custodian may be an employee or stakeholder of the client organization, in a
preferred embodiment the custodian is a third party, such as an auditor, CPA,

5 client, supplier, court appointed monitor, government, law enforcement, and the
like.

In Figure 6B, the custodian is presented with a pane for changing account details

614 that includes a Correspondence Info field 615, Billing Info filed 616, and an
10  Account Prefs field 617. The custodian is also presented with a Report System

Changes pane 618 that includes a Self Report button 619; an Identify Service

Need/Submit Claim pane 620 that includes an Identify Service Need field 699,

Report Emergency field 621, Report Claim field 622, and a Live Chat field 623;

and a ticket pane 689 that includes a Pending Tickets field 640 and a Past
15  Tickets field 641.

In Figure 6C, there is a payment pane 626 that includes user information fields
627 a payment type selection 628, a credit card number field 635, and a credit
card expiration date field 636. There are also panes for selecting a policy type

20 629, which includes policy type selection buttons 630, an account monitoring
button 637, and a What Is Account Monitoring button 639; setting preferences
632, including a Set Preferences button 633; and creating an account 638,

including a Create Account button 634.

25 Figure 7 is a flow diagram that illustrates user interaction for authorized
custodians with the user interface of Figures 86A — 6C according to the invention.

In Figure 7, the flow starts (700) with a determination if there is an existing
account (701). If not, the user is prompted to create an account (702). If there is
30  an account, a determination is made if the user needs helps (703). If he does not
need such help, then a list of account options is presented (704) and the user is

30



Mention to conpliance oversight authorities. Mention to
constituents. Mention to the press and conmmunity. 20Speci al focus
on trai niwg/2omies3xat i on about the anti-fraud systemis PoThS2@ppbiced to t he
organi zati on's acco i departnment, nanagenent, and the I T departnent
becausegéﬂg?g°353§?ﬁﬁ&ﬁ@gware not unconmonly departnents where fraudsters
typically work or where a co-opted, bribed, or exploited acconplice

typi cal ) Mqnst ' : '
atconpl PlomBleli o Take BTdEbr G el R e EndBeh SRR AT 1o
pr ot Fc})a asgr! oaﬁ$(§|0|6) tarids tiee f@étlprbﬁéed@m? (fff?kdﬂ%@{}@?)[ E)aﬂdrmhmhcmee(rj Lhei r
trai ur posefu ing it look as if a frau as been committed by a
COo- wor kg‘?gs'flﬂgr‘s éﬁm%%%bﬁgs 'W BeelaeRs 866 halp deckling iopaan Aeceenti gi t al

records | ' | 4 al f Thi Sl maid on nmay
nave ol S Rnle basel oA JHRR R BlrRd tnethatker Easkedl fe i et to

MPANDOO&F ypech eaviroran@nh i At)polf the answees Nesat thenntber T set ohdptiorss [got enti al -

scapegoat, S uter keyboard.. This.cap result in erroneous fjring

o7 osccuenlt (PBRg es SRIetiRb ot U B8 sele thbarhiel i 1 T

enpl oyefife Wbdrtis BiskKBE IPRE is inna ﬂ'ygésff BRAVIrénrBANANd thete s 8CHim¥ Vit TRITAect our
j obs, protect our conpany, and Sprotect our clients and suppliers,

st ockho(feh sthendhstuges i pgainsaskednf hafisimat Type T ecivitonaent sitd)end lat i s
n0! Bl b SARL-TEC R 45 e b B kR B RS
clignt' prdckeBepaf thepsis a hativersitné but€PEB)! theuserds againt askdwif he is in a

Type T environment (714) and the process responds to the user's entry of an

answer by calling the T options set (717) or the process responds to a further

time out by again presenting a list of options to the user (704).

15 When an option Y is selected, the option is called (719) and the user is asked if
he would like option Y in his account (721). If the answer is “Yes,” the option is
added to the user’s cart (722); if there is a time out Y=Y+1 (720) the option is
called again. If the option is added to the user’s cart, the user is asked if there
are more options to be set (723). If there is a time out Y=Y+1 (724), then the

20  option is called again (719); else, the user checks out (725) and the process is
concluded (708).

Figure 8 is a flow diagram that illustrates a policy claim according to the
invention.
25 | |
In Figure 8, a service event is identified (800) and the account module,
administrative module, and data collection module are each accessed (801, 802,
803). A determination is made if remote resolution is possible (804) and, if so,
remote resolution is deployed (805); if not, a determination is made if a third party
30 is needed (806). If so, the third party is deployed (807); if not, an in-house
technician is deployed (808).
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10 confortable with IT systens they do not control. |IT enployees are not
uncommonly inplicated in fraud because they have the "keys to the data

ki ngdont' wibt2hiwneassoor gani zati on. | T enpl oyees nay be briPpb@diSoriobemane
otherwise unwi | ling acconplices, 15 sonetines giving in to tenptation or
coer ci omewtdelp&Mdt pbinsAANgdoge | i tt1 e effort on the part of the fraudster. The
massi ve fraud perpetuated by the infanous fraudster Bernard Madoff was

ai ded by two of M. Madoffs IT departrrent enpl oyees who had mai nt enance and
pr ogr anm ng overS|ght of M. Mdoff's fraudulent client asset reporting

FO 2 Ay f , the suns were extrenely
snmal | corrpared to the magmtude of M. Madoff's take fromthe fraud. The

i nvention could have prevented M. Madoff's fraud - one of the largest in
hi st ory Visidiriand fgedibleaDetdieantdpfrrauchave been a miniscule rel ative cost. 25
Col or, of the hardware conponents of the system Bold or bright colors or
unus col or conbi nations, unusual conpared with other information

t echnol oy beysffevtive, drfee/uoaaémtérmmnt fact, enyadéteriontitel cainss) anust be Gatiput er
roonms wth Pl ass partltlons the anti-fraud systens nmay ea5|ly be seen by

passer s \#§iblepans efadibled EhBBaeTRbrEORSOPH S §tr?%bdet¢h9§"@r\{"h6% Ete

associ at r [ enment
rants. b adtel o iR Beesh O ReRATEr Shlve cARBIHR SRR ARk Fgéﬁ

At t or neycdpammitttd. No.  MPANOOOG6P Fl ashing |ight. The system may have a
flasr&ifng | i ght whose purpose is to catch the eye and rem nd people that the
anti~fraud systemis nonitoring data. The preferred enbodi nent col or of the

light i SI' c?]@gte TRt éﬁtl-%ﬁb'@érkbf’séﬂé‘e rﬁgdué@@nd%ﬁlcéb%‘?e%&rlﬁﬁgél

signif ey are recording and chi'ng an area of an environment” Jg’ostl ng
or tag |fncas¢danguhijectsdl‘he The iprevailing Ib&hdﬁNalr@esglsﬁ-ﬁﬂumOm@r‘alsttﬁ@tor sign

i 1 on SREARpEiaD AR B ekl oy Bl &dprghL witHEh g A As Ao or o
si gn | angg@geargliee RAUreasift I6GoK pabhsissd g 2009 5%%HnOWlR§V angeSohe isecurity

of the environnent while drawing attention to the anti-fraud system
15  entitled Computer-Aided Fraud, Prevention and Detection. The book, by author

David Coderre, ironically addresses detection methods and examples throughout
the entire book. Even though the wdrd “prevention” is listed first in the title,
prevention is hardly mentioned throughout the text. The anti-fraud business is
simply not focused today on prevention. A goal of the invention is to change this
20 one-sided approach to the benefit of organizations, their employees, otherwise

tempted fraudsters, stakeholders, governments, and society at large.
Visible

25 An embodiment o f the invention publicizes the introduction of the anti-fraud
system throughout the organization being monitored by the system. ‘This
includes all manner of effective methods to make the system visible to all
employees of the organization. Presentation is a critical component in the
method of fraud prevention. So there is a psychological component to the

30 invention. Methods employed to this end may include:
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A sound. The anti-fraud hardware system nmay incorporate a generator of a 15
periodi c or random sound. The sound may be such that it draws attention to
itsel f wiwbaeoti/assadal y di srupting the enpl oyees in the aPea/useim®steanit ored.

For exanple, the so | d be a short burst of conpressed air being
expel | enR . nt.'\?"AH'\%H)ég&or still canmera may be part of the anti-fraud

har dware system 20 This canera nmay be notion .activated. Its purpose is to
i ncrease the [ty |evel of the environnent local to the anti-fraud
har dwar e whi F@Bg‘?mﬁ%@ggttention to the anti-fraud systens. M crophone. A

m crophone NMEgxemdsaabes| IdgeR, ditdplasineerdetisdarbray@dsperidbdidas, éa tHecr ophone
coul d be voice actuated., Its purpose is to increase the security |evel of
t he envi r onne@MpuUtRTaNORitorsd egaplpyeeswithinaeligm rasg amizations, SWch@sadaibnt i on to

t he anti-fraép@ﬁépﬁgpé{%ﬁﬁa he anti-fraud system may be | ocked to the

conputer rac O fraud hardware is located. This is to

prevent t anpyritih @ELriptoR \Wghlightdd@ &y EhfiidyeiMahuBl. ovi des a visual notice
that this systemis di?germ ignd, hence, Attorney Docket No. MPANOOOG6P

not i ceabl e. LEbRSK 4istdtam donmandgtong sew eraplpyea infegnation tranaterdwar e

conponents tp, | ack .them in.place. Tanper proof screws. The anti-fraud
har dwar e s'ys&l?rﬂ%ﬂa)yoﬁg\%d Pgﬁ'ﬁ%(ﬁoﬁroof 5 screws. These screws are to not

only | owers t jRntibB4o QtodkRBRRIE.NY, but to draw attention go the anti-fraud
system and create a security aura associated with it. Anti-novenent

moni t or. MheMamtionfto @lientsar dwar e system mi ght have a nodule that notifies a

m)ni(')t ori ng. cmﬁetng(igln tS%HE)SﬁerisT the anti-fraud hardware i s noved from

e Mention to customers.

e Mention to auditors.

e Mention to bankers.

e Mention to compliance or government oversight organizations.
15 ¢ Mention to insurance providers.

¢ Mention to compliance oversight authorities.

e Mention to constituents.

¢ Mention to the press and community.

20  Special focus on training/information about the anti-fraud system is to be applied
to the organization’s accounting department, management, and the IT
department because these departments are not uncommonly departments where
fraudsters typically work or where a co-opted, bribed, or exploited accomplice
typically work.

25
Sometimes a fraud accomplice may be an unknowing accomplice, ie. a
scapegoat. There is an element of the invention that protects employees. Itis a
fact that some fraudsters routinely cover their trail by purposefully making it look
as if a fraud has been committed by a co-worker. For example, this may be done

30 via the modification of digital records while using the login credentials of another.
This information may have been obtained without the scapegoat's knowledge,
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10 its location or turned in an attenpt to conpromse it. Further, a GPS
conponent could be incorporated that woul d pi npoint where the system m ght
have beerwonvadessad Tanpering actuated ink sprayer. ThePamfis26wasmshar dwar e
m ght be outfitted with 15 an ink sprayer simlar to the ink sprayers

at t achedlomef bdcret &b.aipANodosr many U. S. juni or hi gh schools to prevent
teenagers frompulling the fire alarmfor fun. If the physical hardware of
the anti-fraud systemis tanpered with, indelible, visible dye, such as red
i nk, wowuthbas siramyrtidg postditendtesdecated heatyorotindérea gmotentialcsuapggbbats

tanmpering. In another e di ment, t dnk could he invisible, simlar to 20
e’ nk QEwRited KePRATE r e yoasy B ERTSHIP 45 Baage TR SRRREORY 3 onl v
made Vi bl doraBe Triy aBREGATIRY DY MBnAGKRE] B eMiphd\RlesanRRCAERSAGE 00! o

Aroma di'stributor. The an hardware may be outfitted with an arona
di st ri buttus systenyisetherot imkeotedtcyaly qrretachour iadxsh peotechouipampeny) and The

. 25 d i nd h ' h i - d hard h
the Far Bt SyE R ang UBBie's” segRofRl A0n boReBRbettt Fi'ce Tor this as
long as it was not an aroma common to the environnment in which the

anti-fraud system was | ocated. For exanple, the aroma m ght be of peat. As
an exanpeinfermatios iechnelpay system thatdsnoturder thasvegndsion mndgeenfiok of

secreti he..si, : - I si des of
thel r t RS tGANRRIBNEToelvieg S@barfndfiftr cdlridbls SRR Yo PHInofedt' OF

ar eas f respeeilg dbybthecalient’'shduDbpattimentyi isecausepiTedepartihéntsnane dfterk @bt No.
MPANQOOG6P Credj bl e . be credible, the anti-fraud system nust actually

f und®i orPORY OH?bgerW'a'HI?nﬁ)ﬁteﬁlsl &0RY AR \}?QiuﬁPgt,mlsucﬁ- %W@Y%‘ﬁ%i%fe ot
account e Yint BcdusBUthey) RalbSHHY kd)s 481 theC YBRAT | SON
anal ysi s, arrmﬁgrﬁlgt @Fﬁg@rlgtgggﬁat c|;t 'S aéysegure syst%}rﬁ 10 Many types of
fraud arkengoorpewithineah eiganidadiogi ng digital data. For exanple, nissing -
docunents are often involved in fraud execution. M ssing di sbursenent
docunents are a common exanple. As anot her exanple, nodification of _

account i|mg eHiHIGydes FRATIEYE Yoribaite drobé6smibt ofHerWibe TnRRG eascothpiRes! enDV
sone custoner's accounts fromthe systemand bill themdirectly from

anotlier spmetisaes giving Eutehtemaptatien for Segesien wWithneurerisinglyelitle effertzon éoval i s
extrenel Lffic C . S i i LS. S
possi bl en?'argéf g‘ﬁoﬁ%@?&g&aﬁrﬁﬂ%gﬁ H%g;é? Eagjgt é%bg’?t%%?) g@ﬁééﬁ%@%%@%%nl y
done t o Barard Madetfdvad\aidaaobyevo ek MpMadoffty i department pepjmteestvetb vi a

emai | than ever before. Renoval of enmmil, records can hide a fraudster's
steps. AlRrdafaintepanee apsh BIAGrARMING zqyeﬁlgékpgé& é\a%‘i’qf% 3@6@6‘16"3\/‘3'&" f the
email h ef,l g enti al
e st Zar%s,?g%h??ﬁﬂgt%%&gg\éy&eﬁ fMr! MBIl Herh RAFUNEnERHS oI
20 with the fraud and not say anything to anyone. Of interest, the sums were
extremely small compared to the magnitude of Mr. Madoff’'s take from the fraud.
The invention could have prevented Mr. Madoff's fraud - one of the largest in

history — and done so at what would have been a miniscule relative cost.

25 Color of the hardware components of the system. Bold or bright colors or
unusual color combinations, unusual compared with other information technology .
systems, draw attention to the anti-fraud system. In computer rooms with glass
partitions; the anti-fraud systems may easily be seen by passers by. A preferred
embodir‘hent color is red. This brings to mind associations with fire prevention

30 systems, flashing red law enforcement lights, stop signs, and so called

audit/compliance “red flag” rules.
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Changi ng or renoving digital data can be extrenely difficult to notice
after the fact unless historical data conparisons may be nmade. The
i nvent i orwoekawess 25possi bl e. Addi ti onal credibilityPcarusheoaswed via an

ongoi ng, progra ot checks perforned by an accredited audit
servi ceAtg(’rr %Hf"[zpﬁﬂ%'ﬂ?’&@@g% her features that nake the invention credible:

Attorney Docket No. MPANOOO6P Encryption Data is encrypted on the client's
prem ses and stored in encrypted format. In one enbodi ment, no enpl oyees or
officers of an organi zati on have access to the 5 encryption key. The
encrypt Flashirgylight. Cthe spdteadmiy [Ravisas dlabhisigditing whoBei subase iSts catbhan nay
be authorized by the client, such as an Auditor or other third party

servi cethsr 8v8 @&, renyipdiReqmie thalthgpantinfrakdysysigmyisimenitering data-odihgn nay
access, S\, ] [ : t QA WSk Sty f i thi N an
or gani Zg{eﬁ%r‘rr]&‘lm‘;)elr}f’d cP (ﬂ@\ggf ﬁ%ﬁgt?? Iﬂﬁgﬁb?ggr{%& ?sil‘ 'ﬁﬁéét% Brpﬁraqoatﬁgﬁraeav\lmtoirﬁt S

| ocked tidedocamerash tiat sigoify pthegnaiee yecdrdinghaendonatchtihg arseared ah an
encryption key that is not controlled by the organi zation being nonitored
under sc%?\é'gort’ﬁ%mvul nerability of traditional backup systems for fraud
prevention. Backup systens are designed precisely to allow 15 enpl oyees of
an organi zation to view and recover historical data. This usage viol ates

t enant sPosting ghtagainza langegget yihef artirfraud haxdwars syptemavaythiave a &g gener al

cite tooBhdno? TafBss wugh AMuFiondh BhcthL thBCaNBhAse bt i oG 2
cent(er swhttgn hen@uesgs apminton Ly thiee BRiptoyelresfthéatierteityanizativy ofd kigh t he
data from one center to another. ile a fraudster may be able to destroy

on-si t elaagHAgEs alite BYEASAsOf WigcPoHNTLYOBIG: b fe IRRTRASE lae SerUHlynef Rer e she
wor ks, é&gaﬁﬁﬂ&tyﬁggﬁag@n@ﬁglﬁqﬂti&?t&ﬂ{edarﬂr-ﬁaac?@yét%n{' nd and identify

off-site a an
A sound. The anti-fraud hardware system may incorporate a generator of a
15 periodic or random sound. The sound may be such that it draws attention to
itself without unduly disrupting the employees in the area being monitored. For

example, the sound could be a short burst of compressed air being expelled.

Camera. A video or still camera may be part of the anti-fraud hardware system.
20 This camera may be motion activated. Its purpose is to increase the security
level of the environment local to the anti-fraud hardware while drawing attention

to the anti-fraud systems.

Microphone. A microphone may be part of the anti-fraud hardware system. The
25  microphone could be voice actuated. Its purpose is to increase the security level
of the environment local to the anti-fraud hardware while drawing attention to the

anti-fraud systems.
Lock. The anti-fraud system may be locked to the computer rack where the anti-

30 fraud hardware is located. This is to prevent tampering and removal of the

system and it provides a visual notice that this system is different and, hence,
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25 Hardware on Cient Prem ses The security of the anti-fraud on-site
hardware itself adds to the credibility of the system The possible use of
col or, flaehlongeBisght s, signs, m crophone, canera, 30 | ecijust@npete4pr oof
screws, tanper proof ink sprayer, aroma, and sound generation |end

cr edi bi lAtdodhey Dok 06 MPYNEXOEKET No. MPANOOO6P Dat a copy/ sanpl e/ snapshot

i nterval The invention nmay have a data copy interval of a set period. of
time, set nonents 5 in tine, or be randonly generated. A feature of the
servi ce mtiteableg mhycke & nocoremealy tused rtbday abn miridividoblodhardwans her
feature may be to, chapnge the interval w thout notice. Another feature may
be to cff&ﬁ‘ép T%P@Pgl%\‘?md'ﬁp G€andom basis. 10 This data snapshot period
of time may be conpared to the interval that a searchlight sweeps around a
prison. It is of value to prisoners wishing to execute a prison break to
know t helampen praiof strawss Thehantisfreag hardwateesystemt maydwyet tampeay proofinknown

and y additionally change timng on .an kno sis, . .the light has a

o eaber STy onpeed FEEVDAT nBPpRl Beb B BRR o Miisherb Ikt BaW n or va
can 15 hgteatisAigo thbintiatral syitemnar tieaes ddecanly 4y feochanrDrfihat any
time. Forensics Analysis System An enbodi nent of the invention involves

using the server virtualization capability 20 of a hardware appliance to

creat e WRHKREG Y | AL Attt naralidl 8RRy oA haven hiAees, e

har dwar € "appliances to be | aboratory type sys orensics anal ysis of
hi st or i ¢hat detifies a/mdniteringi comtrah cbnigr df theadntidfraad hafdwarecisenaved froamt t hat

existed at a point in the past prqvides a uni gue and po ul tool for a
For dhe diedegalin ahturmes i ah AHsEIRII0 SAIHSBRIGR h darlenia g CombepRat o5dar a
exi st ed i bROhRbrgdtateBethR®Sould pinpoint where the system might have been

moved to.

Tampering actuated ink sprayer. The anti-fraud hardware might be outfitted with

15 an ink sprayer similar to the ink sprayers attached to fire alarms in many U.S.
junior high schools to prevent teenagers from pulling the fire alarm for fun. If the
physical hardware of the anti-fraud system is tampered with, indelible, visible
dye, such as red ink, would be sprayed on the hands and body of the person
doing the tampering. In another embodiment, the ink could be invisible, similar to

20 the ink used to mark currency by banks being robbed. The ink may be only
made visible by security personnel with special vision enhancement tools.

Aroma distributor. The anti-fraud hardware may be ouffitted with an aroma
distributor designed to make the system noticeable via human smell. The smell
25  would remind a Human in the area of the anti-fraud hardware that the hardware
system' is present. Any aroma type might suffice for this as long as it was not an
aroma common to the environment in which the anti-fraud system was located.
For example, the aroma might be of peat. As an example, rats are known to
smell cat scent rubbed on things via secretions on the side of the cat's head.
30  Cats commonly rub the sides of their faces on objects and, consequently, rats
frequently stay clear of areas frequented by cats though otherwise tempted.
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This type of usage as a tool in fields such as forensic accounting is
otherwi se extrenely difficult wthout the invention. The reason is that
whil e an Wogani/%ambon may have historical data backups, PESUAIS2@9/05HpE
backups, the s ftwar e ﬂ‘? 30 operating system environnent at the point
wher e détfé”er‘hD& tN9eMEA @ %ed for fraud is often quite different fromthe
hi storical software and operating system Attorney Docket No. MPANOOOG6P
environnment. Furthernore, it is often extrenely difficult or inpossible to
recreate the historical environment. Software systens are updated all the
time and it is often difficult and may even be inpossible to roll back
software versions to a previous tinme period so the data nmay be exam ned
usi ng t keediple war e versi ons 5and software conf igurations in use at the
previ ous historical nonent in tinme. An enbodi nent of the invention uses a
forensics analysis Systemat third party site |locations for data anal ysis,
for exafplbe ceditde) ttimoaaﬂi—ﬁawdssgﬂstmnbyustnacaudily furictioncas atesented,rmust

| abor at - di t th I [
analyoi Sidy G, SUsh BafoRsis FeounIRITe. teR/aramaNk R & THdHRe dat o
copi ed hisfiAckneRta %n?ﬂg?%h%ly% bhe mﬂyﬁab%sﬁb{@%tqﬁﬁéé Qe&ﬁecop' ed

from conmputer systens 15 of sorts to the data storage nedia in the
anti - f reysteryst em The corrputer bei ng nonitored can be any data processing
systemw th data storage. Known systens currently restrict the host
conputer to be one running a Mcrosoft, Linux, Unix, or Apple server

PECIS! Jare spes.raal s porpsigase Gl sl cem ool dat
missing documents are often involved in fraud execution. Mlssmg disbursement
documents are a common example. As another example, modification of
accounting data is commonly done to commit fraud. Fraudsters often remove
some customer’'s accounts from the system and bill them directly from another

15 location, such as the fraudster's home address. Data removal is extremely
difficult to catch unless historical comparison analysis is possible. As another
example, modification of database data is commonly done to commit fraud. As
another example, more fraud is perpetrated via email than ever before. Removal
of email records can hide a fraudster's steps. An anti-fraud system that

20 preserves email records even if the email has been deleted by a user is

something that would cause a potential fraudster to think twice.
Changing or removing digital data can be extremely difficult to notice after the
fact unless historical data comparisons may be made. The invention makes this

25 possible.

Additional credibility can be added via an ongoing program of data spot checks

performed by an accredited audit service organization.

30 Other features that make the invention credible:
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20regardl ess of its operating system Additionally, the invention allows
data to be copied to an on-site server appliance with nmedi a storage

capabi | i twO 20h/s330onput i ng device i s not operating syst ecrdspendststt Not e:
sone systens use a Mcrosoft server Operating systemfor 25their -

appl i ancR&mefoRR: ABIMAsNYoosM Ot her enbodi nent of the invention is to have an
adapt abl e conponent that 30 nodifies fees charged or services rendered
based on the nonitoring of the client environment. This has utility for the
setting Ecrigtion anticipating the need for Attorney Docket No. MPANOOOGP
future storage requirenents so the system does not stop taking snapshots of
data due to insufficient storage capacity, and for potentially other uses.

Envi r onrgag, |§’%HE téd'8n If?eéﬂenﬂ%vbrreﬂﬂé@é‘én G’WBHJ: fe‘bdfo‘PﬁnfaF fPomonent s

that focus on t use o the systemas a preve |on system For
exanpl e, erahocmrrmamtded erapieyacswy 0fécensdopaopd>@amtmng1lavet agcess tatiper with

o 5L R RSP AL B Poh 8PSt 878 Sha' S8R il DA
Custodian may be authorized by the client, such as an Auditor or other third party
service provider. Due to the encryption key, only the Data Custodian may
access, review, or otherwise direct data analysis. A fraudster within an
organizétion would have no ability to modify historical data when it is locked

10  down with an encryption key.

Furthermore, the use of an encryption key that is not controlled by the
organization being monitored underscores the vulnerability of traditional backup
systems for fraud prevention. Backup systems are designed precisely to allow
15 employees of an organization to view and recover historical data. This usage
violates tenants of high data integrity, fraud or tampering prevention, or general

credibility.

~ The option for the collected encrypted data to be copied off site to one or more

20 secure data centers adds credibility. These data centers may be geographically
remote. These data centers may mirror the data from one center to another.
While a fraudster may be able to destroy on-site anti-fraud systems, such as by
burning down the building where she works, the same fraudster would be hard
pressed to find and identify off-site data and destroy them.

25 ,
Hardware on Client Premises

The security of the anti-fraud on-site hardware itself adds to the credibility of the
system. The possible use of color, flashing lights, signs, microphone, camera,
30 lock, tamper proof screws, tamper proof ink sprayer, aroma, and sound

generation lend credibility.
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Schedul ed nedi a data copy delivery A feature of utility in the invention is
the option for a service programwhere "hard copy data snapshots,” data

f rom hi stwoi2enloéssanent s copi ed to storage nedi a, 15 nayPb@/ushélppsemit 0o a
particul ar C chedul e. For exanple, an entity such as an Audit
firm rroﬁt?rB"ry%ﬁ%eb'\ﬁoPﬂﬁlé'\l’O%g tity, such as a client, nmay desire hard nedia
copies of data be delivered to a specific place once, once a nonth, once a
guarter, once a year, and so on. This adds additional security of data.
This allows the possibility of forensic analysis of nore historical tine
per i ods Daltebopygapldiengssiwit fternapr a reasonabl e cost when using off-site
secure, data storage centers for data retention. Forensics data delivery,
anal ysis, and rel ated services 25 The invention has an optional nethodol ogy
where o [ V. V, es and
ot her 'Tﬁg? édé@%)ﬁsrﬁ ﬁﬁgssagé%c&?ﬁ fc?r?«yae')I[g{a‘;(r??‘]p é{%é#%(@gofqgh%’l sflét%fn(?r?'nbﬁr{as; desire
a sef vi aetimeo\or der ratmﬂoddylgemeramdncA)fpatwje aditthe seapsé offerinf may deectoed

I t be d d d f f
anal ysi B0t reveRl dnRelnteBlb MataRoIo | rARefta egtte Brg bE? | shangs sy
provi dejfehaPWifkodt mo@ueél r ARBRYr felatlleFRagnsd a8 Anmgesitse RiehrirsorRid may

further create virtual historical environnents that Tay be used by forensic
At t or neyardbkbasiio. MPANOOOGP accountants or other forensics professionals
for anal ysis. As another exanple, a court or governnent entity nmay nonitor
an organi zation and rely on third party service providers to provi de data

ext {@ct TR dath Inap¥RotS period of time may be compared to the interval that a
searchlight sweeps around a prison. It is of value to prisoners wishing to execute

a prison break to know the interval of the light sweep. If the light sweep timing is
unknown and may additionally change timing on an unknown basis, the light has
a greater deterrent effect on the crime of escaping from prison. The interval can

15 be a set interval or dynamic interval and may be changed at any time.

Forensics Analysis System

An embodiment of the invention involves using the server virtualization capability
20 of a hardware appliance to create a current or historical virtual environment. The
invention uses the hardware appliances to be laboratory type systems for
forensics analysis of historical data. Virtualizing an historical data/software
environment that existed at a point in the past provides a unique and powerful
tool for a forensic accountant to run reports and ‘perform data analysis as the

25 data existed at a point in the past.

This type of usage as a tool in fields such as forensic accounting is otherwise
extremely difficult without the invention. The reason is that while an organization
may have historical data backups, such as tape backups, the software and
30 operating system environment at the point where data might be examined for

fraud is often quite different from the historical software and operating system
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5 O her enbodi rents The invention al so has an enbodi nent where data is not
stored locally but is noved directly, in encrypted or unencrypted form
froma clwenviipwssdocti on conputer to a secure, off-sitePCoaskélons7éi0 The

i nvention described herein has utility in related areas of intellectual
proper t yatbokd) nslRM Rb QW IRBG0sh | M st anpi ng such as support for concept

i nvention, support for legal matters such as discovery in defense of a

| awsui t, support for conpliance oversight, historical analysis, or other

needs t haiviepmeht beF witidraddredit idoftemertremely diffirall or dhpadiiblestoutcreaté
historically accurate data and software applications that

b
| egi ti nethelfjsterigalpavitapmant; ngeftware sysiemsare gpdatederl|the g’%ét%leﬁ/it is
: ) ti . bt . . to th
o o or r et eAGHE G 1ia) BUER, b iipsCBRE T PEF Rk oG \sbas e e 1o ' "°
t hat ot haevieppltincatpeoiod smthebdatauimalyiieieramired usiog dhe etoftfa@re vengions n

w t hout departing framthe spirit d scope of. the present .invention.
Accordi rld SOMHAS GARALIBINSHB 48 B1g PETs s lca) MORPTHIARIRE | nol uded
bel ow. Attorney Docket No. MPANOOO6P CLAI V5 1. An apparatus for

mai ntai ning high data integrity and for providing a secure Saudit for fraud
pr event i Am eamkpdimsest of the invention siseg:a forensicy Vs Bysteanat {hifdspagiyt em

poi nt o 1914 PRRERF BaBt a8 o X Bl i BB G nelud BV AR § et on
dates t h@it ahaverigleaniiiatohgn Inhebmeneribbdirhbetsnithe ineemtidieeilsgasases to
change them and 10said forensic¢s analysis system further configured, based

upontUs ai farensigsaanalysis systenyaha icligntiitedpaatitocunment s or documents with
nodi fication dates that have changed when there woul d ot herwi se have been
no need to change to discover fraud or to search for evidence after a fraud
i s suspel¢mdrs dvdllablehts lrpmadatbucopiEd ftbmi thefn sai d forensics anal ysis system
further configured to conpare differences in accounting system vendor
i nvoi ce accounts at different points in tine to identify any noving of
fraudul et euaRfifthehf 3NBRGHIEHON AllolvsAdABIEDIESPIE Ko BFinbutBH S stems
transactions for a legitimte vendor.

15 of all sorts to the data storage media in the anti-fraud system. The computer

being monitored can be any data processing system with data storage. Known

systems currently restrict the host computer to be one running a Microsoft, Linux,

Unix, or Apple server operating system of certain versions. Therefore the

invention allows data to be copied from any computing device with data storage
20  regardless of its operating system.

Additionally, the invention allows data to be copied to an on-site server appliance

with media storage capability. This computing device is not operating system

dependent. Note: some systems use a Microsoft server Operating system for
25  their appliénces. | v

Adaptability
Another embodiment of the invention is to have an adaptable‘component that

30 modifies fees charged or services rendered based on the monitoring of the client

environment. This has utility for the setting of fees, anticipating the need for
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20 3. The apparatus of Cdaim1, said forensics analysis systemfurther
configured to conpare per period transaction totals for specific periods
for | egi twoabda/osgssdors over historical tine to identifyPSUgS2Eiooss41
activit atus of daim1l, said forensics analysis system

¥ D4. The ag%%r
f ur t her “"BYRTY;SGEheER- MEAE % onpar e reports fromat |east two different
periods, using exact data and software from said separate periods to

i dentif SRiCLouUS activity. arat us fq intaini hi gh, dat a
|t egr | 19t Bteiag¥ 3eBGiariaht, so dogr B, ¥4 Pt Rlod g sersnolsnar

det ect i data §G&R insuffitient @torabe @apabity, dridefoh potbmiaRy dfHareisegppl i ance
configured to nake copies of digital data that is stored on at |east one
client production server system Attorney Docket No. MPANOOOG6P a

dat a stgmggnmém Mgnﬁ_‘F‘ Hnéln sai d hardware server appliance for storing

di gi tal n an encrypted format conprising an encryption key
that5is held by any of said client and a client backup/restore service

e B e o Bl 5 R o b B

conpri sggsiaiyadh ﬁatftfgre\léﬁﬂﬁﬁ"s‘}/ste?ﬁ‘d Fé‘r”@%ﬁﬂéle‘,’égié}‘ﬁbﬁ&éﬁ éél’ﬁélra'b ma sai d

har dwar e’ server appliance configured to restore data at have erY saved
on at | eacsrd opeoplei mha mightretry rtcatampestwitimethel isgstenmr e@ndciseod Hwiver and
t hat haVﬁ Peen chan\aﬁd ortdel et eéi sai d_at, | east 2ne cli fnfj %)r oduct i on
ser ver ; PTBIOSLIRNE QIYIAGR OF tig POy Sﬁ ITNAEES 193 MANTOBRg O _LCT Yt onpr i se a
foremsi cs anal ysis system configured to conpare putatively identical
conputer data stored in said data storage nediumfromdifferent points in
[ gheaed iMedlia Qg COPY. deuYEIY or docunents with nodi fication dates

t hat have changed when there woul d ot herwi se have been no need to change
them and 15said forensics analysis systemfurther configured, based upon
sai d coppfenturemnf utilityiiden irfuentioass the: cptiomfntessevicdqerograrh svheretthard

nodi fi cati on dates that have chang_ed when there woul d ot herwi se have been

no needCPeY ek goapehefss cdatar fremaligtasic é“%’@ﬁf‘@hc@ﬁi?det@i ﬁ@ﬁ%ﬁe Medd, a fraud
|'S PUSPREHLHe s%ﬁ%p@d t-U"g &Q'R@JI%{ W5tafibn Qrith " ched e be‘ eﬁghﬁlé%ﬂ\%gi%ser ver

applTance’is configured to replicate one or nore of sal I'ent ucti on
ser ver ssuchas anviudit fimb nadniainganother éntity, suchpgesa afiast, ofiayQtiesire Bardaher ei n
a virtual ¢lient hist gqr]'bga envi ronrrentcé}icsaéggo ared with a,client

envi ronmﬁ‘riﬂa gpPpPigsof da liveredita 4 She ePACE &JNPPt. ONCE & 4
conpar i §aartéf, oric@P Jef; and so on. This adds additional security of data. This

allows the possibility of forensic analysis of more historical time periods than may

20 be possible for a reasonable cost when using off-site secure, data storage

centers for data retention.

Forensics data delivery, analysis, and related services

25 The invention has an optional methodology where one or more service providers
may provide data delivery services and other related consulting services. For
example, a CPA audit firm may desire a service provider to deliver unencrypted
data snapshots of a covered client environment to be delivered on a schedule to
an audit firm for analysis. In another embodiment, a third party service entity

30 may provide a laboratory environment with Forensics Analysis Systems and may
further create virtual historical environments that may be used by forensic
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8. The apparatus of Claim5, wherein said hardware server appliance and/or
data thereon is mrrored at at |east one off-site |ocation. 30 9. The
appar at uswof200/@B3¥5, further conprising: Attorney Doclker/use010NPAENO006P
at | east one mechani smfor conspicuously publicizing said apparatus for

mai nt ai NikPGe bRt Aahvakddosgrity and for providing a secure audit for fraud
prevention and detection. 510. The apparatus of Caim9, said mechanismfor
publicizing conprising any of: public neetings; witten description '

hi ghl i ghiceduntan@dioestplep Ysrensies wabfessionals for ahalysism Ao anothed @karmple)ew
enpl oyee information transfer; text nessages,. | qQgos or splash, screens

di spl ay &@upe®l g@IYQfam%ﬂt(ﬂﬁ‘t'!)Omﬁ%‘pmitohﬁﬁlQ"G?@'Z@'\“O’ér?ﬁ]doﬁﬁiléé’"\/\ﬁhﬂrﬁl RATRONI t or ed
client of directors,
stockho%&g‘? é?(%\)llcgél:l}'tg to%gﬁxﬁ@’atea'rtagaxﬂg ﬁ?%ar@ ah&ﬁi‘ers conpl i ance or

gover nnent over5|ght organi zations, and insurance prov!ders. 1511. The
appar at Lgther embold%gntssal d publicizing nmechani sm conprising any of:

The invention also has an embodiment where data is not stored locally but is
moved directly, in encrypted or unencrypted form, from a client production
computer to a secure, off-site location.
10
The invention described herein has utility in related areas of intellectual property
(IP) development time stamping such as support for concept invention, support
for legal matters such as discovery in defense of a lawsuit, support for
compliance oversight, historical analysis, or other needs that could be satisfied
15 via a secure and reliable source of historically accurate data and software
applications that may be legitimately claimed to be indelible and include a secure

custody component.

Although the invention is described herein with reference to the preferred
20 embodiment, one skilled in the art will readily appreciate that other applications
may be substituted for those set forth herein without departing from the spirit and
scope of the present invention. Accordingly, the invention shouid only be limited

by the Claims included below.
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color of the hardware conponents; a flashing light; a posting or tag in a
| anguage; a periodic or random sound; 20a canera; a m crophone; a | ock;

t anper prwof20s0068348; a tanpering actuated ink sprayer; PBEIUUSAI10/087641

di stributor; and an anti-novenent nonitor. 12. The apparatus of Caimb5,
furt her "CEAPFPPEFHY: WHANECPPPa net work conprising a medi um of information
exchange: 30a plurality of data service centers; a plurality of client
environnments; Attorney Docket No. MPANOOOGP

CLAIMS

1. An apparatus for maintaining high data integrity and for providing a secure
5 audit for fraud prevention and detection, comprising:

a forensics analysis system configured to compare putatively identical
computer folders from different points in time to discover missing documents or
documents with modification dates that have changed when there would
otherwise have been no need to change them; and

10 said forensics analysis system further configured, based upon said
comparison, to identify missing documents or documents with modification dates
that have changed when there would otherwise have been no need to change to

discover fraud or to search for evidence after a fraud is suspected.

15 2. The apparatus of Claim 1, said forensics analysis system further configured to
compare differences in accounting system vendor invoice accounts at different
points in time to identify any moving of fraudulent vendor transactions into a Iafge
group of legitimate transactions for a legitimate vendor.

20 3. The apparatus of Claim 1, said forensics analysis system further configured to
compare per period transaction totals for specific periods for legitimate vendors

over historical time to identify suspicious activity.

4. The apparatus of Claim 1, said forensics analysis system further configured to
25 compare reports .from at least two different periods, using exact data and

software from said separate periods to identify suspicious activity.

5. An apparatus for maintaining high data integrity and for providing a secure
audit for fraud prevention and detection, comprising:
30 a client on-site hardware server appliance configured to make copies of

digital data that is stored on at least one client production server system,;
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a plurality of service providers; a plurality of said hardware server
appl i ances conprising a corresponding plurality of forensics analysis

syst ens; woretmwsidodat abase; and 5a fraud preventi on aneCaiSeeiodTs4ser ver .
13. The apparatus of Caim5, further conprising: at |east one hardware

server apphkastert ROMPANGJor a correspondi ng forensics anal ysis system
configured to create a virtual historical environnment 10 and to perform

fraud analysis in connection with fraud prevention and fraud detection.
14. The apparatas stordgeamsdiumfwithihesaid bapdwariengervar ppkanrtiector ateringi s
system con‘{)ri sing: 15an adm nistration nodul e; a client account dule; a

client &hgital birdipamydata ipiabenaipiasdorraat eamattIBANRN UURUPTLIRY K& i%n
Tonr o TRISEY S0V oSS AnH Al PRBAL in Rasiares supyont rodule: o
wherein copies of said digital data are made by said hardware server
5 appliance on an adjustable, time interval schedule that comprises any of a set,
dynamic, and randomly variable interval;
said hardware server appliance configured to restore data that have been
saved on at least one point in-time on at least one client production server and
that have been changed or deleted on said at least one client production server;
10 said hardware server appliance further configured to comprise a forensics
analysis system configured to compare putatively identical computer data stored
in said data storage medium from different points in time to discover missing
documents or documents with modification dates that have changed when there
would otherwise have been no need to change them; and
15 said forensics analysis system further configured, based upon said
comparison, to identify missing documents or documents with modification dates
that have changed when there would otherwise have been no need to change to

discover fraud or to search for evidence after a fraud is suspected.

20 6. The apparatus of Claim 5, wherein said hardware server appliance is
configured to replicate one or more of said client production servers via server

virtualization.

7. The apparatus of Claim 6, wherein a virtual client historical environment is
25 compared ‘with a client environment at different points in tim e; and wherein

results of said comparison are reported.

8. The apparatus of Claim 5, wherein said hardware server appliance and/or
data thereon is mirrored at at least one off-site location.

30 '
9. The apparatus of Claim 5, further ‘comprising:
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2515. The apparatus of Caimb5, further conprising: a client portal. 16.
The apparatus of Claim15, said client portal providing for creation of and
access byweat2oliem3sisoone custodi an. 30 Attorney Docket NeCTNRANOOSBRI 17. A
met hod for maintaining high data integrity and for providing a secure audit
f or fraﬁWrb‘i’V@\?@‘ﬁW%WP’gWHO%et ection, conprising the steps of: providing a
forensics analysis systemconfigured to conpare putatively identical

conputer data, fromdifferent. points in.tinme to discover.mssing 5 _docunents
o Hocument s SWidaRT A0 MECARNSHT (oh RSPiHoCRY, BuBiEAiEE SoieheRPe e Goul a

ot her w gRiMaIHfnd aRgh NQatze sstelftyC BMATFort RYidMd a securedPrAUditd &I firidd
forensics anal ysis system further configured, based upon said conparison,

t o i denpieventipB @andgletestiofent s or docunents with nodification dates that

have changed when there would ot herwi se have been no need to 10 change to
di scover fraud or to search for evidence after a fraud is suspected; and

conspi cyoudthe apparattiszofPamaddshidrrasshassmarfel pablicisig compristhg dingofret hod of
Claim 17, said mechani smfor publicizing conprising any of: public
neetings; 15RHPHG BEEHBESri ption highlighted in an enpl oyee manual ; check

list item fof,fBRIRLEAYSIKRTEHRYSH dnEmpiSHEE Aarddaanst er:
check list item for mandatory new employee information transfér;
text messages, logos or splash screens displayed periodically on
10  computer monitors of employees within monitored client organizations; and
mention to any of board of directors, stockholders, clients, suppliers,
auditors, bankers, compliance or government oversight organizations, and

insurance providers.

15 11. The apparatus of Claim 9, said publicizing mechanism comprising any of:
color of the hardware components;
a flashing light;
a posting or tag in a language;
a periodic or random sound;
20 a camera,;
a microphone;
a lock;
tamper proof screws;
a tampering actuated ink sprayer;
25 an aroma distributor; and

an anti-movement monitor.

12. The apparatus of Claim 5, further comprising within a network comprising a
medium .of information exchange:
30 | a plurality of data service centers;
a plurality of client environments;

45



text messages, |ogos or splash screens displayed periodically on conputer
nmoni tors of enployees within nonitored client organi zations; and nention to
any. of boaoaoofoesi4nect ors, stockhol ders, clients, suppl PeTAIS2Q0a6Ttt Or S,
bankers, conpliance or governnent oversight organizations, and insurance

provi dernsiorndPoocdddRo. MBRG@sf Cl ai m 17, sai d publicizing nmechani sm
conprising any of: color of the hardware conponents; 25a flashing light; a

posting or tag in a | anguage; a periodic or random sound; a canera; a
m crophone; 30@lutdligK of §amerprovidets;screws; Attorney Docket No. MPANOOO6P a
tanpering actuated 1 nk sprayer; an-aronma f_li stributor; and an anti-novenent
moni t or . a plurality of said hardware server appliances comprising a corresponding
plurality of forensics analysis systems;
a network database; and

5 a fraud prevention and detection server.

13. The apparatus of Claim 5, further comprising:
at least one hardware server appliance comprising a corresponding
forensics analysis system configured to create a virtual historical environment
10 and to perform fraud analysis in connection with fraud prevention and fraud

detection.

14. The apparatus of Claim 5, further comprising:

a forensics analysis system comprising:

15 an administration module;
a client account module;
a client environment determination module;
an automated data collection module;
a client fee calculation module;

20 a service deployment module;
a control module;
a custodian module; and

an auxiliary module.

25 15. The apparatus of Claim 5, further comprising:
a client portal.

16. The apparatus of Claim 15, said client portal providing for creation of and

access by at least one custodian.
30
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5 20. The nethod of Caim17, wherein said forensics analysis systemis
further configured to conpare differences in accounting system vendor

i nvoi ce awoaomtws3dd different points in tinme to identifpyCanpsommomsregl of
fraudul ent vendor transactions into a |large group of legitimte

t r ansac B DPeket No- MBAYOOPGat e vendor. 10 21. The nethod of O aim 17,
wherein said forensics analysis systemis further configured to conpare per

e o, AR A T P S b B B SR BB 21

17, whergirfaueidybAicahd deRhalonStempKShETthe Stdgy ser 15 configured to
conpare reports fromat |east two ditferent periods, using exact data and

sof t war e froptavidiog sefereasicspanalysis systemeeonfigured dpi coropareaptitatively. 23. A

For ralnypa, SrMrhS dHorbt RucreBs-aiIg bitle BooklsCalér JuRRh¥ ing =
client @dcwrnkAtsher dudrmemterwieh miifidadioaelates thatawavid ehargéd whenkkereopi es of
digital data that is stored on at |east one client production server

syst em would othgrwisediavg keam@need ta geangithamiv@ichi n sai d hardware server

appliance fo Ear i ng.: dicgi b ; ted 41 p t

conpri si ng aﬁrﬁm@ﬁ?%ﬁ&?ﬁ@?-?’??A?é'%?@%}eﬁ fgg/thghgaré@l@%?ubgg?‘gg{ and a
client baidkegmparisarr, do deentifg anissingi desuments or dadunments opitie snadificationh di gi t al
data by ,sai d hardware server appliance adj ustabl e, tine interval
schedul BatERathat fiaNei chandsd, whenathees weuldoifierwiss haven s y1c, aepdrice

i nt gy vak i VR IES i AU ? ﬁ@@' J i gured
to IrEUestgbrlaeng(f)attoadl???"e(asr 30 ﬁgfsﬁéa\?cemﬁgen sé'j'v%géﬁ(ﬁ aat e!ast r?gfeg)?ﬁp intinme
on at | east oomspituausly publicizing paitdofokensitanaliP2isieye®m.pr oduct i on server and

t hat have been changed or deleted on said at |east one client production
server; wherein said hardware server appliance is further configured

to conprgseaha rhefastiClarnal7y shidl ragsh s Hoof FGblﬁcﬁﬂng RobfpiRAiLanybat i vel y
identical conputer 5 data stored in said data storage nedi umfrom

di fferent poPHelic meetings® to di scover missing docunents or docunents with

nodj fication : Wﬁa‘?ﬂ d ot herw se have been
no need to Cwﬁﬁéﬁﬂeﬁ@ﬂ#ﬂcﬂﬁ%ﬁhﬁmwaﬁgrel np@glgé%?%@}egrlfsi cs analysis systemis
further conf tigealelibt iteasfod mpadatesi new emsoysoimforhmatiotetrdndfer; m ssi ng :
docunents or docunents with nodification . Lo

text messages, logos or splash screens displayed periodically on

computer monitors of employees within monitored client organizations; and
mention to any of board of directors, stockholders, clients, suppliers,
20 auditors, bankers, compliance or government oversight organizations, and

insurance providers.

19. The method of Claim 17, said publicizing mechanism comprising any of:

color of the hardware components;

25 a flashing light;
a posting or tag in a language;
a periodic or random sound;
a camera;
a microphone;

30 a lock;

_ tamper proof screws;
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10 dates that have changed when there woul d ot herwi se have been no need to
change to discover fraud or to search for evidence after a fraud is
suspect edwO 20112%3340he nmet hod of C aim 23, wherein said raTdsarie/ sSmsaver

appliance is configured to replicate one or nore of said client prod
servers M{Oﬂ-‘ezggd(ﬁmo‘]{@p{ajl\]b@déﬁ| | zat i on. 25. The nethod of C aim 23,
conprising the steps of: conparing a virtual client historical

uction
further

environnment with a client environnent of said client on-site hardware

server appli agesmpériy htRiated inkGpthayert N tinme; and 20reporting results of
said conparison. 26. A conputer readable medi um having stored thereon

program i nst r @ @rYna distebutond executed by a processor, inplenment the
method of any, 0%, \Endrt ABMitSS: 25

10

15

20

25

30

20. The method of Claim 17, wherein said forensics analysis system is further
configured to compare differences in accounting system vendor invoice accounts
at different points in time to identify any moving of fraudulent vendor transactions
into a large group of legitimate transactions for a legitimate vendor.

21. The method of Claim 17, wherein said forensics analysis system is further
configured to compare per period transaction totals for specific periods for
legitimate vendors over historical time to identify suspicious activity.

22. The method of Claim 17, wherein said forensics analysis system is further
configured to compare reperts from at least two different periods, using exact
data and software from said separate periods to identify suspicious activity.

23. A method for maintaining high data integrity and for providing a secure audit
for fraud prevention and detection, comprising the steps of:

providing a client on-site hardware server appliance

configured to make copies of digital data that is stored on at least one
client production server system;

providing a data storage medium within said hardware server appliance
for storing digital bit stream data in an encrypted format comprising an encryption
key that is held by any of said client and a client backup/restore service provider;

making copies of said digital data by said hardware server appliance on
an adjustable, time interval schedule that comprises any of a set, dynamic, and
randomly variable interval; ‘

wherein said hardware server appliance is configured to restore data files
that have been saved on at least one point in time on at least one client
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production server and that have been changed or deleted on said at least one
client production server;

wherein said hardware server appliance is further configured to comprise
a forensics analysis system configured to compare putatively identical computer
data stored in said data storage medium from different points in time to discover
missing documents or documents with modification dates that have changed
when there would otherwise have been no need to change them; and

wherein said forensics analysis system is further Configured, ‘based upon
said comparison, to identify missing documents or documents with modification
dates that have changed when there would otherwise have been no need to

change to discover fraud or to search for evidence after a fraud is suspected.

24. The method of Claim 23, wherein said hardware server appliance is
configured to replicate one or more of said client production servers via server

virtualization.

25. The method of Claim 23, further comprising the steps of:
comparing a virtual client historical environment with a client environment
of said client on-site hardware server appliance at different points in time; and

reporting results of said comparison.
26. A computer readable medium having stored thereon program instructions

that, when executed by a processor, implement the method of any of Claims 17
and 23.
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