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A SYSTEM FOR PROVIDING PERSONAL MEMORY DEVICES                      WHICH
CAN BE READ AND WRITTEN TO            The present invention relates to
small memory devices containing important          data which can be
carried on a person. Specifically, environmentally 5        hardened
memories are provided which can contain personal documents
relating to an individual and a system for reading and writing data to
these          personal memory devices is also disclosed.
Microelectronics, because of its increasing circuit density, has been used
in          many personally carried electronic circuit devices such as
calculators, and 10      smart cards used in credit transactions. Each of
these microelectronic           devices depends upon an ability to store
electronic data and to recall the           data when the device is used.
Smart card technology which is one of the more recent innovations in high
density microelectronics, places a microprocessor on a credit card-sized 15
substrate. The microprocessor is capable of interacting with a reading and
writing device, such as an ATM machine. The smart card devices have 



external connections for permitting data transfer between the
microprocessor and the reading device. The smart card technology has
encountered problems with durability in a personal environment where they
20        are carried in an individual's wallet or purse, and subject to
rigorous use.           The external connections for these devices have had
a high failure rate in           this environment. Moreover, the devices
have performance limitations           which are based on the size of
available memory. Thus, extensive personal           records by and large
cannot be kept in such devices.            WO 96/29670
PCT/US96/03244                                               2          The
desirability of having a personal electronic device which stores
extensive data records has been recognized in the emergency medical field.
To successfully treat a patient, medical history is invaluable and
sometimes          absolutely necessary for administering proper medical
care. Thus, in a  5       scenario where an unexpected injury occurs,
through occupational hazards          or from the everyday risks of
personal injury, the emergency medical          personnel need to quickly
assess the current condition of the injured          person, as well as
vital details concerning his medical history. In extreme
emergencies, the victims are often not able to communicate such 10
information, and medical procedures are administered without full
knowledge of the patient's history.  



A device which would carry personal medical records in a convenient but
reliable package is very desirable. Thus, such a device, if carried on the
victim's person could be conveniently used to alert emergency medical 15
personnel of the victim's medical history.            A memory containing
sufficient capacity to store these records must also          be durable to
withstand the environment encountered when carried on the
individual. The conventional disk storage devices, either optical or
magnetic, will not meet the rigorous environmental constraints necessary 20
to preserve the data in case of emergency. The smart card technology is
also not sufficiently durable to withstand such environmental conditions.
Thus, there is an identifiable need for a personal mass data storage device
capable of holding multiple pages of information in an environment which
has rendered conventional mass data storage unreliable.            WO
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3                                 Summary of the Invention          It is
an object of this invention to provide a personal mass storage device 



which will withstand rigorous use in all environments.            It is yet
another object of this invention to provide a personal mass storage 5
device which can be carried on an individual's person containing
voluminous personal records.            It is yet another object of this
invention to provide a personal mass storage          device which can be
reliably written to and read from.            It is another object of this
invention to provide for a personal mass storage 10       device having
reliable connections which will withstand extreme           environmental
conditions.             These and other objects of the invention are
provided for by a memory           which is encapsulated by a potting or
encapsulating compound. The           encapsulating compound includes a
plurality of channels which enclose 15       leads of the programmable
memory and extend to the outside of the           encapsulated memory to
permit exterior contact to be made with the leads.           The channels
are sealed with a conductive sealant which keeps moisture           from
entering the storage device, as well as permits electrical contact to be
made with the leads of the programmable memory device.   20      In a
preferred embodiment of the invention, the personal data storage 



device includes a programmable flash memory which can be programmed
with compressed data to store upwards to 1,000 pages of text, or image
data. The potting compound which completely encloses the flash memory
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4           has a surface which is continuous with the sealed channels. A
through hole          located in the potting compound adjacent the enclosed
flash memory          permits the device to be worn by an individual.
The personal storage device may be read and written to by a pair of 5
connectors which are biased against the connections formed through the
channels of the potting compound.            Ina preferred embodiment of
the invention, a PCMCIA interface is used          to transfer compressed
data between the personal storage device and the          flash memory.
10                             Descrption of the Figures 



Figure 1 is a plan view of a personal storage device which includes a flash
ROM memory in accordance with a preferred embodiment of the
invention.            Figure 2 is a side view of the personal memory device
of Figure 1.   15       Figure 3 is a section view of the personal memory
device of Figure 1.            Figure 4 illustrates a device for
transferring data to and from the personal          storage device of
Figures 1 through 3.            Figure 5 illustrates the process for
compressing either graphic/image data          or text data.   20
Figure 6 illustrates the compression process in greater detail.
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Figure 7 illustrates the organization of the memory for compressing data.
Figure 8 illustrates the steps for writing data to the personal memory
device.            Figure 9 illustrates the results of compressing the
contents of the memory 5       of Figure 7.            Figure 10
illustrates the process for reading and decompressing data
contained in the personal memory device.            Figure 11 illustrates
the compression of graphic data stored in the mass          storage device.
10       Figure 12 illustrates the compression of text data read from the
mass          storage device.                           Description of the
Preferred Embodiment          Referring now to Figures 1 through 3, there
is shown various views of a          personal mass storage device in
accordance with a preferred embodiment 



15       of the invention.  The personal mass storage device 9 includes a
programmable memory 10 which may be a flash ROM encapsulated within
a potting compound 13. The flash memory 10 includes a plurality of leads
11 which laterally extend away from the longer edges of the flash ROM 10.
The leads 11 terminate within a respective channel 15 formed in the 20
potting/encapsulating compound 13 during encapsulation of the flash ROM
10.             WO 96/29670                               PCT/US96/03244
6            With the exception of the openings formed by channels 15, the
flash ROM          10 is completely encapsulated and sealed by the potting
compound 13. One          edge of the potting compound 13 includes a
through hole 14 which may be          used to support the personal memory
device on a necklace or other 5      support.            Electrical
connections are made to the flash ROM 10 through an          electrically
conductive sealant 16 which is used to seal channels 15. The
electrically conductive sealant 16 adheres to the lead 11 and forms on the
opposite end thereof a plug or seal for the channel 15 and is ground flush 



10       with the surface of the compound 13. The sealant 16 maybe an
electrically           conductive resin.             The potting compound
13 which forms an encapsulation layer for the flash           ROM 10 may be
selected from any number of urethane resins. The           encapsulation is
done using any number of prior art molding processes such 15      as
injection molding. The urethane resin is selected to have a high flexural
modulus so that the resulting encapsulated memory is hardened against its
environment. With a high flexural modulus material, the personal memory
storage device can be subject to extreme environments without damage to
the connections necessary for transferring data to or from the device.   20
The flash ROM state of the art permits upwards to 1,000 pages of text to
be stored in a single flash ROM chip 10. Although the illustrated personal
data storage device is shown with a single flash ROM chip 10, multiple
flash ROM chips may also be implemented in a larger personal data
storage device.             WO 96/29670
PCT/US96/03244                                                7  



The electrically conductive sealant 16 may also be of a resin type material
having similar strength characteristics. The electrical contact structure
may          be implemented using a conductive epoxy which fills channel 15
and then          hardens. The hardened electrically conductive epoxy resin
16 is then lightly 5        sanded with an abrasive such that the contact
area is substantially flush with           the exterior surface of potting
compound 13.             Data may be written to or from the personal data
storage device using an           interface, as shown in Figure 4. The
interface 20 includes at opposite ends           thereof a cavity 21 and 22
for receiving first and second personal data 10      storage devices 9. A
pair of identical sets of contacts 25 and 26, having a           contact
pattern identical to the pattern of connections 16, are located on
either side of the cavity 21 and 22. When the personal data storage devices
are inserted within cavities 21 and 22, the pair of connectors 25 and 26
have contacts urged into contact with each of the connections 16 formed 15
on the personal data storage device 9 by spring biasing devices 28, 29.
The use of the flash ROM 10 as the memory device within personal data
storage device 9 permits a standard flash ROM  interface 30 to be
connected to each personal data storage device 9 and data transferred over
conventional interface circuitry. Each of the connectors 25 and 26 are 20
connected through similar multiple lead conductors 32 and 33 to the flash
ROM interface 30.             A PCMCIA interface 35 is shown which can
advantageously connect to a 



conventional bus system of a personal computer 36, such as a 486 based
microcomputer system. Thus, the data from a personal computer 36 may 25
be transferred, preferably in a compressed state to maximize use of the
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8          data storage within flash ROM 10 to create various personal
records for the          holder of a personal data storage device.
The personal data storage device, in accordance with Figures 1 through 3
is particularly adaptable for containing medical records of the holder of
the 5      data storage device 9. If the holder of the device is involved
in any serious          injury, emergency medical personnel can recover the
personal data storage          device 9 from the injured person and its
contents may be read by a          computer connected through interface 20
to the personal data storage          device. All relevant information
concerning the medical history of the 10       injured victim will be
available where it is needed most.             In order to make the maximum
use of the data storage provided by the           single flash ROM 10, a
data compression technique such as is shown in           Figure 5 may be
utilized to store compressed data in the personal data 



storage device 9.  The compression steps shown in Figure 5 are 15
implemented by computer 36 which connects to the interface 20. The
compression technique is selected such that the amount of data
compression does not unduly increase the time required to read data from
the personal data storage device. A deliberate trade off has been made
between decompression time and compression density so that valuable time 20
will not be lost in reading the contents of the personal data storage
device,           particularly under emergency conditions.
Turning specifically to Figure 5, there is illustrated a data file 38 of
computer 36 which contains pages of either text or graphic data for storage
in the personal memory device 9. The data file 38 and following execution
25      steps are carried out in a standard INTEL based processing system.
An             WO 96/29670
PCT/US96/03244              9           MS/DOS/windows file system 42 is
executed in the personal computer 36          to recall the data stored in
data file 38 and insert the data in a file memory          buffer 43.   



The contents of file memory buffer 43 are processed in accordance with 5
steps 46 through 50 if the information is text. Graphic information stored
in file memory buffer 43 is processed in accordance with steps 52 through
56.            The compression scheme illustrated in Figure 5 describes an
interactive          process wherein the entire contents of the file memory
buffer 43 are 10        scanned for sequences of data representing
repetitive data patterns. The           process begins in step 47 which
stops the compression technique when all           bytes of the load text
buffer have been checked to determine their presence           in one or
more patterns.             Step 48 represents the determination whether or
not consecutive bytes of 15        data within the load text buffer 46
comprise a pattern. In the event that           more than one set of
consecutive bytes in the load text buffer have the           same pattern,
the consecutive bytes are replaced by a single character such           as
a [err] or # representing the group of characters. The value of the
character is stored in memory so that during a decompression routine, 20
every time the character is encountered in a read operation for recovering
data from the personal memory device, the full byte pattern is substituted
for the character.             Each byte of the load text buffer 46 is
checked to determine whether it           belongs in such a pattern. If it
does not belong in such a pattern, it  
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10            remains in the buffer as it is. The effect of the foregoing
is to decrease the           memory capacity necessary to store the
information by replacing repetitive           patterns of data with a
single character which occupies less memory space           than the entire
pattern.   5        The processing of graphic data is similar to the
processing of text data. As           shown in Figure 5,the process begins
with obtaining a single scan line from           the file memory in a
binary buffer 52. Each scan line is scanned as a single           byte is
when text is processed. Step 53 determines when the last of the
scan lines has been checked and compression is stopped.   10      In step
54 a determination is made whether or not each scan line is the
same as another scan line. In the event the scan line presents a pattern of
data identical to one or more other scan lines, the scan line is replaced
with           a character representing that pattern. The pattern is stored
in a local           memory location so that during decompression when the
character is 15        encountered in the data, the scan line can be
replicated. Scan lines which           are not part of any pattern remain
in the buffer in step 56. 



As a specific example of the compression of text data, Figure 6 illustrates
steps which are executed to determine whether or not consecutive bytes of
the text represent a pattern of data to be replaced by a character. The 20
execution steps shown at 60 begin by selecting an index N corresponding
to a number of bytes which define a pattern. In the example shown in
Figure 7, wherein 64K bytes of data are to be compressed. N was selected
to be 3. In step 62, the first three bytes are compared with every other
sequence of three bytes within the 64K memory. In the example of Figure 25
7, it is assumed that bytes 201, 202 and 203, 340, 341 and 342, as well as
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11          560, 561 and 562 comprise such a pattern equal to the pattern
defined by          bytes 1, 2 and 3. In this case, the decision block 64
will increase the index          by 1 so that the pattern created by bytes
1 through 4 now becomes          compared with the patterns of bytes 201
through 204, 340 through 343 and  5       560 through 563.             In
the event that this next group or set of bytes produces a corresponding
pattern, the process continues such that an additional byte is added to the



previous set to determine whether a pattern exists.             As soon as
the index has been increased to the point where no patterns 10
represented by the new set of data bytes exist, as identified in step 64,
the           previously identified patterns are replaced in the 64K memory
of Figure 7           with a respective character having less bits than the
pattern they replace in           step 66. Step 67 identifies the next byte
of the next set of bytes checked in           accordance with the steps of
Figure 6, which in the example of Figure 7, is 15      byte 9. The process
is then repeated to determine the sets of consecutive           bytes which
include bytes 9 - 11. The process of Figure 6 ends when all           bytes
have been checked.             Before resetting the index to N, the
patterns previously identified are           replaced with a character
representing the pattern.   Subsequent 20        compression on the
remaining bytes of data therefore takes place without           any further
consideration of data previously identified as belonging to a
pattern.  This process trades off compression for processing time which is
readily apparent when the data is decompressed.  Typically this
compression, although not taken to the mathematical limits of data 25
compression, represents a compression ratio of at least five to one.
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12           Figure 9 illustrates compressed data from a scenario where N
was increased          to 7, which resulted in bytes 1 through 7,201
through 207 being equivalent          to  [err]. Bytes 340 to 342 and 560
to 562 were replaced by # as they represent          patterns of the first
set when N equaled 3, and did not form part of the 5      pattern created
when N equalled 7.            The personal memory device 9 may be read at
any time by using the same          interface of Figure 4. The flow of data
from the personal memory device          9 to the computer for
decompressing the data is shown in Figure 10.            Turning
specifically to Figure 10, the data contained in the personal 10
memory device is accessed through the PCMCIA file services routine 70.
The read buffer 75 within the computer which receives the data from the
PCMCIA interface stores each received byte in sequence. Buffer 75 is
checked in each byte position for any of the characters which were used to
identify patterns during a compression routine. The encoding tables 78 and
15      79 containing characters representing various patterns compressed
in the           original data is consulted for each byte position. Where a
character is           found the character is replaced by the pattern of
data represented by the           character. The data obtained from the
decompression process is written to           the decompress buffer 77 and
the computer disk file 80, constituting the 20        original data before
compression and decompression.  



The compression technique is further illustrated in a more general way in
Figures 11 and 12. Figure 11 illustrates the compression of graphic data
retrieved from a personal memory device and Figure 12 represents the
compression of text data retrieved from the personal memory device. The 25
steps for compressing each of the different data types is similar in many
WO 96/29670                                                PCT/US96/03244
13           respects, and steps which are common to both compression
schemes are          illustrated by the same reference numeral in Figures
11 and 12.            In the graphic compression scheme, an entire scan
line is read from the          personal computer file in step 81. The scan
line comprises series of bytes 5        which represent pixels. The scan
line is then broken into black/white, i.e.,          pixel, bit runs in
step 82. Each of the bit runs is checked in step 83 for a
prestored pattern if the pattern is found, it is replaced by a character in
step 86.            When no match is found between the scan line and the
pattern in the 



10        encoding memory, the process continues for another scan line.
When all           scan lines have been so processed, the compression ends.
The compression of text is performed similarly by reading an ASCII text
file from the personal computer in step 84. The text is checked for a
series           of characters indicating a pattern of data bits in step
83. When a pattern 15      is found in step 85, the entire pattern is
replaced by a character in step 86           in the ASCII text buffer 84.
When no match is found, the bit pattern in the byte position remains
unchanged in step 87.             When all byte positions have been
checked, step 86 ends the compression 20        process.             Thus,
there has been described with respect to a preferred embodiment, a
personal security device, as well as a method for compressing and     WO
96/29670                                                PCT/US96/03244   



14  decompressing data for storage in the personal memory device. Those
skilled in the art will recognize yet other embodiments defined more
particularly by the claims which follow.              WO 96/29670
PCT/US96/03244                    15          What is claimed is:   . 1
1.   A personal data storage device for storing information comprising:   2
a programmable memory having a plurality of laterally extending 3
leads and which is encapsulated by an encapsulating compound, said 4
encapsulating compound including a plurality of channels for 5
enclosing said leads and which extend to the outside of said 6
encapsulated memoryto permit exterior contact with said leads; and   7
a conductive sealant placed in said channels for sealing said channels 8
of said encapsulated flash memory and for making electrical contact 



9             with said leads, providing external contacts for said
programmable 10             memory.   1       2.   The personal data
storage device of claim 1, wherein said personal 2             data storage
device includes a hole for securing said device.   1       3.   The
personal data storage device of claim 1, wherein said conductive 2
sealant is a conductive epoxy resin.   1       4.   The personal data
storage device of claim 1, wherein said conductive 2             sealant
fills said channels and forms at an end of said channels a 3
continuous external surface with an exterior surface of said 4
encapsulating compound.   1       5.   The personal data storage device of
claim  1, wherein said 2             encapsulating compound is a urethane
resin.             WO 96/29670
PCT/US96103244                                            16 



1       6.   The personal data storage device of claim  1, wherein said 2
encapsulating compound forming an enclosure for said flash memory 3
includes along a peripheral edge a sealed hole for receiving a 4
necklace worn by a user of said device.   1       7.   A system for storing
and transferring personal data comprising:   2             an encapsulated
memory having a plurality of radial leads which are 3             connected
to a plurality of external contacts located along an exterior 4
surface of said encapsulated memory;   5             a fixture for
receiving said encapsulated memory during a data 6             transfer
including:   7                   a pair of spring biased connectors facing
each other and 8                   spaced apart to receive said
encapsulated memory, each 9                   connector having a contact
pattern corresponding to a contact 10                  pattern of said
plurality of external contacts; and   12                   a computer
interface connected to said connectors and to a 13
computer, said computer being programmed to read and write 



14                   data to and from said encapsulated memory.   1
8.   The system of claim 7, wherein said computer is programmed to 2
compress said data before writing said data to said memory and is 3
further programmed to decompress data which is read from said 4
memory and store said decompressed data in a data base of said
WO 96/29670                                             PCT/US96/03244
17 5             computer.   1       9.   The system for storing and
transferring personal data according to 2             claim 8, wherein said
interface comprises:   3             a flash ROM interface which provides
read/write control signals to 4             said encapsulated memory; and
5             a PCMCIA interface which includes a connector for
communicating 6             with a port on said computer, and which is
connected to said flash 



7             ROM interface for transferring data between said flash ROM
and 8             said computer.   1       10.  The system for storing and
transferring personal data according to 2             claim 8, wherein said
computer is programmed to read and write text 3             or graphical
data to said encapsulated memory.   1       11.  The system  according to
claim  9, wherein said compression 2             comprises a plurality of
programming steps comprising:   3             establishing an index number
which defines a number of consecutive 4             data bytes to be
compressed;.   5             checking sets of consecutive data bytes to
locate each set of 6             consecutive data bytes equal in number to
said index which are 7             identical;   8             incrementing
said index number;              WO 96/29670
PCT/US96/03244 



18  9             forming a second set of consecutive bytes including each
group of 10             data bytes of said first set and a byte following
each of said group of 11             data bytes;   12             checking
each group of data bytes of said second set to determine if 13
said groups are the same;   14             incrementing the index each time
two or more groups of data of said 15             second set include at
least two matching groups and creating 16             additional sets of
data which includes each previous group of data 17             bytes and an
additional data byte;   18             resetting said index to said initial
value when no additional groups 19             of data are created which
match, and repeating the process with each 20             of the remaining
data bytes which have not been included in any 21             previously
created set; and   22             replacing each matching group of data in
a set of data with a 23             character identifying the group whereby
a compressed data file is 24             created which includes characters
identifying matching groups of data 



25             bytes which belong to a data set, and individual data bytes
which do 26             not form part of a matching group of data bytes.
1       .12.  The system  according to claim  11, wherein said process of 2
compression is terminated when each data byte in a data file has 3
been included in one created set of data bytes.   1       13.  The system
according to claim 12, wherein data read from said            WO 96/29670
PCT/US96/03244        19  2            memory is decompressed by
identifying each character representing 3            a set and replacing
said character with said identified set whereby a 4            full data
file is constructed.   1       14.  The system according to claim  11
wherein said data comprises 2            graphics data in the form of lines
of graphic information, and each 3            line of graphic information
is checked to determine a whether a 4            repetitive bit pattern is
present. 




