Met hod And System For Aggregating And Transferring Data From Multiple 1D
Readers Over An Adhoc Wreless Network Field of Invention [0001] The
present iwoentoiwmssel ates to a system and net hod for pr@ecEss2ony/0ando
transferring ID data fromdifferent ID readers so that 1D data is operable
to be transmtted over an adhoc wirel ebs network. Background [0002] ID
technol ogy (radi o-frequency identifications (or RFID), barcodes, smart
cards and bionetrics, etc.) has revol utioni sed busi nesses such as supply

chain and i nwhgamgs,ggé}ﬁrpql?éfgg%gd{rtﬁ%%gldaﬂ%gﬁ%é)bg@grglinst ribution

chain - the manufactur supp ret consuner. The

i mplications of ﬂ\@u}/t'gﬂe [FPRlcla@drd OvRY N A AxthdceWakéless NéthorRased
efficiencies and nore effective distribution chains including inventory

control, asset tracking and asset utilisation, docunentation flow, custoner
service; all theses also translate into higher productivity and reduced
busi ness costs. However, in spit &ed of wentpmi mi sm a sense of caution

per vades adopti-gn and depl oynent of 1D technal ogy. e of the_ nmjor
reason st@&é]f rom tﬁg" E{ngeﬁgbrg@{’ %‘?reiaé?sttlor"f‘gsyﬁtﬁmt%@ rf‘%%’?%g}rpﬁ%ﬁeﬂ?%g %‘%@
nul tipl e treRetefise ID dfadiétnf digfetstt 1Y REReRS sd Bhdt aFS .dalO @0 3perdble t6Ube ent
hard-wired infrastructures for |ID readers especially for large area

depl oynerfFransmitipdrpvas ampdhogsvisaless 1gh¥orkonpl ex. Such infrastructure poses
many limtations in ternms of flexibility, ease of deploynent and cost.

Scal ability is also a key issue in future expansi on and extension of a

wi red network. [0004] US Patent NoBa&kgtdmdd78, assigned to PSC Scanni ng,
Inc., describes a multiple technology data reader. The nultiple technol ogy
data reader includes a bar_ code reader and_ an RFID reader, each is

connect ed09e? dDHechodogy Gadiedinarenayddentifications P RF IR parsedass Brarefarisicl udes
connect e R BAGEEEIRE nA v EIRhsHY DRSRALACRER L e h) B s s
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supplier, carrier, retail and consumer. The implications of ID when applied in business

results in increased efficiencies and more effective distribution chains including

inventory control, asset tracking and asset utilisation, documentation flow, customer

service; all theses also translate into higher productivity and reduced business costs.

However, in spite of the optimism, a sense of caution pervades the adoption and

deployment of ID technology. One of the major reason stems from the high cost of
setting up the infrastructure of multiple readers to read different types of ID tags.

[0003] The current hard-wired infrastructures for ID readers especially for large area
deployments, such as warehouses, are complex. Such infrastructure poses many
limitations in terms of flexibility, ease of deployment and cost. Scalability is also a key

issue in future expansion and extension of a wired network.

[0004] US Patent No. 6,415,978, assigned to PSC Scanning, Inc., describes a multiple
technology data reader. The multiple technology data reader includes a bar code reader
and an RFID reader, each is connected to a device microcontroller. The device
microcontroller includes a bar code preprocessor and an RFID pre-processor, each of

which are connected to a decoding and control means. The decoding and control means



m crocontroller is connected to a host conmputer via a USB. [0005] US Patent
No. 6,3 18,636, assigned to Internec |IP Corp., describes a data carrier
reader f ovOreHdiORPoRFI D t ags and nachi ne readabl e synbolP€T/SGA08E®r is in
conmmruni cation with a host, which can conmand the reader to toggle between
an RPID node and a synbol reading node2 [ 0006] Despite devel opnent in ID
technology, it can thus be seen that there exists a need for a new ID

system t higt cormesral ablae davide N®Iinh@thitatfons Wppatl iand gdowbenmitt THe rdewiders in
an enterprise ID system Sunmary [0007] The following presents a sinplified
sumary tl@lcg?wﬁreaerdssa@eetedﬁ@éigﬁtéﬁmpﬁﬁrw aHeBpresent invention. This
summary i s not an extensive overview of the invention, and is not intended
to identify key features of the invention. Rather, it is to present sone of
the i nvenooes; USxemt doob6,31 8636, assigmddi to dntermer eb@paldesezibes o datazsrrizr pr el ude

to the detail ed desgri pt. that i.s to follo 000 T resent i.nvention
seeks to W5PURN BY & n:ggkgﬁg tagﬁfqnlgsfnraﬁ]@flﬁr%@&a@%'Sy@gl)]ﬁd&g?pfeﬁaﬁreﬂ%\g?\l: toI
address thgnhhfiBatfSkitRh h6QMWARLI AR BbmARKE 1 fefibréb sl baRBer® RPITK. Wth

an integration of nmultiple 1D readers (such as RFID and Barcode for

i nvent or ym@de amd 2 symbal aeddinggnodart Card and Bionetric for security and
authentication) in the "infrastructure-less' |ID network system the present
invention al so provides enterprises with an effective and efficient 1D

sol uti on, [oabd) Chesie sdeRelopmesitin’ BD tdtBnsSlogy,up cai tlis[beesebh thal theybrexiity aict ure
yet is scalable to neet ?uture needs. [0009] I n _one enbodi rrer_ljigf, thﬁppr esent
i nvent i ongsAcer derew 1By sstam thgt isealable) andningthod olegisHpporting difersat Y ri ng

the ID daltegéesrgm)ﬁ{%n\@ r&ﬁft%ﬂé to a backend station for processing. The

system conpri ses: uni vers processor having a plurality of reader
ports, wherein said one reader port is operable to be connected to an ID
reader; andanot her universal |D processor disposed at a backend station;
wherein: said universal |ID processor and said backend universal ID
processor each has a controller andsgmmary

[0007] The following presents a simplified summary to provide a basic understanding
of the present invention. This summary is not an extensive overview of the invention,
and is not intended to identify key features of the invention. Rather, it is to present
some of the inventive concepts of this invention in a generalised form as a prelude to

the detailed description that is to follow.

[0008] The present invention seeks to provide a wireless ‘infrastructure-less’ or adhoc
ID network to address the high cost of conventional hard-wired closed-loop network.
With an integration of multiple ID readers (such as RFID and Barcode for inventory &
control tracking, Smart Card and Biometric for security and authentication) in the
‘infrastructure-less’ ID network system, the present invention also provides enterprises
with an effective and efficient ID solution, which does not require the set up of a pre-

fixed infrastructure yet is scalable to meet future needs.

[0009] In one embodiment, the present invention provides a system for ID data/symbol
reading, and transferring the ID data/symbol via a network to a backend station for
processing. The system comprises: a universal ID processor having a plurality of reader

ports, wherein said one reader port is operable to be connected to an ID reader; and



wi rel ess transceiver; and ID data/synbol read by an ID reader is coded in a
port header and a node header by said controller associated with said

uni ver salwbRorweasssor to form a data packet, so that saca/sdace/opasket is
then operable to be transmtted by said wireless transceiver to said
backend uni versal |D processor for pro"?cesm ng. [0010] In another

enbodi nent, the present invention provides a nethod for reading ID

dat a/ sy mh@bihef afivBgal 112 llo@eﬂai aispysBact S hkedd RRSIH; SFteBdin 036&d udiversal
structure-| ess network ?o a backend station for decodi ng. The met hod

conpri sedD prosesser pnd) said hapkenglaueiversal BD unpsassaagach taproewsnder dnd 9a r eader
port; co dat r

header acu’ &es Qr LCQ et ‘%&‘?3@% ae{/ &ll}%ae%%fnr?geeafi é%alﬁ%ﬁ%% I a'r:}SecgtSl?;eraﬁ o forma
data pac lﬁﬁﬂ,a ﬁdSkﬂa hmelsby tshidngnseller dabeiadckith said Lmlmsa\yqr)spiocégamotcocessor
di sposed at a oackend station for %&‘rclfgdl n and proce Si ng. 1&@8% [; Jn

anot her &REB @ daEhpackety go Hiab seftdaimpasket snihgh ensralle t%l B HRDER yyal
processor,, y of reader
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dat a/ synbol reader; a controller in connection with the plurality of reader

ts f mbl || the |D data/synbol read b t
Gt o paceFi a doatieh Skt T rorenh AR an 1gVda) aiiiod BETRAreD o

backend Riy§niR, doRnRRCHS Ah/sPmboR Y tratknB B9 &er datr8cACISS nétvarian
adj acent uni versal |D processor to the backend universal |ID processor.
[0012] | o arbackdndtatienforodecoding e methad comppisese eenseting arelld rrader o | D

bher oi - T RGELBP Blordat Rl R Hebf BoRRa Rt @ RS M b GRENAPRNER B Cher

type thatreider 606 agottahdertagd hbée heddey agbeiaradeth heuhivetsal HMpideedsor to
enbodi nent, the wireless transceiver |s operable in an infrastructure-| ess
or adhoc fABR o ARta| pagketn gnd angpithpg éa’&lnfi"\‘iérl@ﬁketltg HUBEsab D t he

backend LH‘%?‘()E’édsﬁla faafﬁlﬁ%a'ﬁﬁﬁ%rd&g& g]anh%r r enbodi ment, the ID reader

I ncl udes any one oW ng type requency I D, bionmetric |ID,
smart card and barcode. |In yet another enbodl rrent

[0011] In another embodiment, the present invention provides a universal ID processor.
The universal ID processor comprises: a plurality of reader ports, each reader port
being operable for connection with an ID data/symbol reader; a controller in connection
with the plurality of reader ports for assembling all the ID data/symbol read by the ID
readers into a data packet; and a transceiver for transmitting said data packet to a
backend universal ID processor or relaying another data packet via an adjacent

universal ID processor to the backend universal ID processor.

[0012] In an embodiment of the universal ID processor, the universal ID processor
comprises an ID-type switch associated with each reader port, wherein a logical
address of the ID-type switch is unique to the ID reader type that is connectable to the
relevant reader port. In another embodiment, the wireless transceiver is operable in an
infrastructure-less or adhoc network linking one or more universal ID processor and

with the backend universal ID processor.

[0013] In another embodiment, the ID reader includes any one of the following types:
radio-frequency ID, biometric ID, smart card and barcode. In yet another embodiment,

the ID reader includes a new generation reader; adding a new generation reader



the I D reader includes a new generation reader; adding a new generation
reader conpri ses configuring a reader port to support the new generation ID
reader, swotorgordse | D-type switch accordi ngly and updaPrcmgGeémm/ooanser ol | er
with an upgraded firmvare for the new generation ID reader. Brief
Description of the Drawi ngs [0014] Thi%s invention will be described by way
of non-limting enbodi nents of the present invention, with reference to the
acconmpanydofprideSVénTgsrink A réddet port {0bpdrt Hemewlgdnetatioh TDiresdepasettingftha gr oup
of universal 1D processors in an enterprise |D system according to_an
enbodi medD-typbe switch reesdinglyrandriidating theepairoligrayitipan ppgradsd HiawWatefopy anpl e

of a loo . j jfication of types of ID readers supported by
t he enteiﬁ%érjﬁg‘é’%?%)&%{}gl{lebmg%ﬁ%ﬂm in FIG 1; FIG 2B illustrates a | ookup

table for identification of a firmvare version for the ID reader types
shown in FIG 2A; [0017] FIG. 3 illustrates a configuration process for the
uni versal | D processor according to another enbodi nent of the present

invention; [0018] FIGs. 4A-gRihdusbict 6 thPodaliges0di ng process according
to anot her enbodi nent of the present invention; %I Gs. 4C-4E illustrate

structures of the port header, node header and data packet used in the data
codi ng prioers sThikliféentidfr vallcbed@stlibadsby atay afeta-limitnf emblatimepta ckethe

transm tted befween universal |ID processors. at. nodes .1l and 2; [0019] FIGs.
5A and SEPTPIERLEVERYQN. IIRLCIrdCe &Yy gcm@gél{%%m@“fa%&yet anot her
enbodi ment of the present invention.Detailed Description [0020] One or nore
specific and alternative enbodi ments of the present invention will_ now be
descri bedoeds] FiGsfleillostcates part dica gtorpofi eldi\@rsaﬁm\ geacessprssingnl enapEppH? ent to

one skilled in the.art, however, K .that this invention nmay be practised

wi t hout ssé’é'i‘?ms?)c&ﬂdf“?gc%ooaélteé’?%g.lm%r?zabefpr?sf?gtWg?%%qns may not be described at
| ength so as not to obscure the invention. For ease of reference, comon
reference nunerals or series of nunerals will be used thrqughqut the

figures viIRetel BG4 Hipstrates e examiple of adppi-ntatie feridenfificahap AT types of
ID readers supported by the enterprise ID system shown in FIG. 1;

FIG. 2B illustrates a lookup table for identification of a firmware version for the ID

reader types shown in FIG. 24;

[0017] FIG. 3 illustrates a configuration process for the universal ID processor

according to another embodiment of the present invention;

[0018] FIGs. 4A-4B illustrate ID data coding process according to another embodiment
of the present invention; FIGs. 4C-4E illustrate structures of the port header, node
header and data packet used in the data coding process; FIGs. 4F and 4G illustrate

details of a data packet transmitted between universal ID processors at nodes 1 and 2;

[0019] FIGs. 5A and 5B illustrate a data decoding process according to yet another

embodiment of the present invention.



to the figures. [0021] FiIG 1 shows part of a system 10 of universal 1D
processors 20a, 20b, 20bes, etc. according to an enbodi nent of the present

i nvent i orWOPRh®/®y38bem 10 of universal |D processors as FABWG2009/00008 1
forns part of an enterprise |ID system 12. Each universal |D processor

20a, 20b, etc. has a plurality N of reader ports 22a,22b,22c, etc., a
controller 24a,24b, etc. and a wreless transceiver 26a,26b, etc. linked to
the controller 24a,24b, etc.. Asastddbedriptibt each reader port 22a, 22b, 22c,
etc. is an IDtype switch 23a, 23b, 23c, etc. In one enbodi nent, the IDtype
switch 23a,23b, etc. is a dip switch. [0022] As can be seen in FIG | 5 the

w1 ol eos 0030, SRS BRGE SpGiRe A Pldiive Urblilindls LIGERRLETHIOSAR
backend sbatieddescibddheith defemntd 3o thedittachddndrawigdsait shalhbemppdremiugtonsone of

the universal . 1D processors 20a,20b, etc. The backend universal 1)
pr ocess ofkilenh &y thepart, honvever, ¢ this dnvegtign mavnb B‘iaCtQS@HdYIﬂM‘i S @eﬁ‘r%icse | D

system 1 [ defi kR S gb&sr c. need
to be coﬁ?tiag%jr ggr.nteg)uc gélgﬁlll?g%a glﬁ??g %eg%%ﬁ%mﬁ%}ﬁ%glaa&%gt@al I om%ﬁ{ehe

uni ver salnvetig. doe sswerof réforen2é) somnenaefarencesaizhils or senies ofviunagrals watlur el ess
W rel ess, net k 30 or,adhoc network for the coding. and _transfer of |D data
or "oy nboPS SreLiF RO S st tsead s B c6TE 108 AR HTON FURFSR | 1 D
processof, #3RsresAn advantage of the present invention is that several

types of ID readers 15 can be added to or renoved fromthe system 10
according to any configuration of the enterprise ID system 12. The ID

{hat ¢ ne I KCT sHBe BRbt B HSABATE R o i RO TR od PR 20T B0 ' ©

hence, aetcadieedingtovah kmbopiialt of thef resedk amehtomt TRy steml 10 ehetidaaadwi dt h,
Is sufficient to I nplenment, the enterprise ID system 12 of the rgs%nt
i nvent i oD Jroesqrs s hewpon KIS o frmsnparh iof ensgyterpisey Ho sygey, k2. Eac

20a, 20b, 200ES.1 §Y gswces%afﬁomby@{éﬂés 4 Flubiig /B 5Pfeall dits b2 B, SR Elgur ed 300
for connection w predetérm ned types of " ID

a controller 24a,24b, etc. and a wireless transceiver 26a,26b, etc. linked to the

controller 24a,24b, etc.. Associated with each reader port 22a,22b,22¢, etc. is an I1D-

type switch 23a,23b,23c, etc. In one embodiment, the ID-type switch 23a,23b, etc. is a

dip switch.

[0022] As can be seen in FIG. 1, the universal ID processors 20a,20b, etc. are in an
infrastructure-less wireless communication 30 network with a universal ID processor
20bes at a backend station, either directly and/or in a relay manner through some of the
universal ID processors 20a,20b, etc. The backend universal ID processor 20bes in turn
is coupled to a computer 28 of the enterprise ID system 12. Prior to use, a universal ID
processor 20a,20b,20bes, etc. need to be configured. Such configuration 300, shown in
FIG. 3, allows the universal ID processors 20a,20b, etc. to establish the infrastructure-
less wireless network 30 or adhoc network for the coding and transfer of ID data or
symbols from the universal ID processors to the backend universal ID processor 20bes.
An advantage of the present invention is that several types of ID readers 15 can be
added to or removed from the system 10 according to any configuration of the
enterprise ID system 12. The ID readers 15 may include any new generation readers.
The other advantage is that the wireless network 30 does not require any specific

structure; hence, an adhoc network, operating for example at any unlicensed



readers 15. The nunber of each type of ID reader is also predeterm ned,
this nunber can be changed by re-configuring the relevant universal ID
processorwOTol0/@eIssi fy each type of ID readers 15 that PETSGRoOOI@E or t o
be connected to a reader port 22a,22b, 22c, etc., each ID reader type is
assigned unique logical bits or addreds; accordingly, the IDtype swtch
23a, 23b, etc. at each reader port is correspondingly set to the |ogical

bi t s/ addriagwieh,! ﬁasufﬁefenf e ARIpIMERE theS eMteffzist O Gtk HRtoEGhabiresday t he
associated controller. To record identification of an ID reader type, an

| D-type linesutigp- t able 200 is formed. [0024] FIG 2A illustrates an exanple
of an ID-type | ook-up table 200. As shown in FIG 2A tw binary bits are
used to set four different logic levels in order to identify four different
| D r eaderso2sp Rrivatto @€ of eavhaaiivasadID tpfbcbgommexabgl)bbg ctdlecack spbBetsay e
reader ports 22a, 22b etc. In other words, with two binary bits, four

di f f er ent!D mosesERIalesds & begonfigyred RAY forconprstion VB%WE@‘?‘F%HIP%%B’@F%Of Wvart
d t,
card readgr c&‘:sagsjnar &gﬂﬁ rcﬁ%@ﬁzyggad?lbergh&%n )e}fshgfril%de{t 6ur 3??1?99' men

nmore than two ts are u to identi er ent
types of cabbe cehaiged by&p deafigevuagrihk eelewnt tniZetsalnidy yrobi:ﬂsex; Tao ittty ea¢h 8

di fferent IDre ders ca orted Wth red e ed types
0f 1D 1 odues &y fders 1 hsto domgoien o Brisagnedad fos Bpdniiare e izn ity VP
cor r espongi NGch THDTURIER typkQs asSiedd Afig h@ﬁ?gl&![‘ﬁi%‘of Mdress: acéBrdin y,'tﬁ@ﬂ@d into

the controller 24a, 24b,’étc. of each uni versal I D processor a, 20b, 20bes,
etc. [0028pe Awiten@dn,28h, FlcGat 3ach maderopstt gai rcamesmnémbesg ®Otheologisak h

Star cs U RO 3800 S AR, RTHCR ofuFonitaly Rt A b8 B

whet her &i@nir&ld‘reﬂid%cdr&@@eﬂtﬁic&&mp&rahﬂlb rehfleraigpé, Rnl IEREBE 160K Ep kabls DPEPOTr t ed,
i.e. the ID reader type is included in the IDtype | ook-up table 200, the

| D-type dwfaresds 23a, 23b, 23c, etc. are set, in step 350, according to the
| D-type | ook-up table 200 and t he configuration process 300 ends in step
360. However, if the determnation in step 320 is negative, nmeaning that a
new | D r geabar tRIe 2a0illvstrates da gxamplt é ah DD-type lbdokp pati@ad0@ 2O6hdven i be

connect ecl?IE}O ZEAh %‘wg %Er?aw Htg gre used to set four different logic levels in order to identify
four different ID readers 15 that are connected or to be connected to the respective
reader ports 22a,22b,etc.. In other words, with two binary bits, four different ID readers
15, namely, RFID readers, biometric readers, smart card readers and barcode readers
can be identified. In another embodiment, more than two binary bits are used to
identify more than four different types of ID readers 15; For example, with 3 binary
bits, a total of 8 different types of ID readers can be supported. With a predetermined
types of ID readers to be supported by the enterprise ID system 12, a corresponding
firmware 210, such as that shown in FIG. 2B, is loaded into the controller 24a,24b,etc.

of each universal ID processor 20a,20b,20bes, etc.

[0025] As shown in FIG. 3, the configuration process 300 of each universal ID
processor 20a,20b,20bes, etc. is manually implemented and starts with step 310. In the
following step, a determination 320 is made whether an ID reader type is supported. If
an ID reader type is supported, i.e. the ID reader type is included in the ID-type look-up
table 200, the ID-type switches 23a,23b,23c,etc. are set, in step 350, according to the
ID-type look-up table 200 and the configuration process 300 ends in step 360.

However, if the determination in step 320 is negative, meaning that a new ID reader



I D system 12, the new ID reader type is then registered and the IDtype

| ook-up table 200 is updated, in step 330. Following this, the firmnvare is
upgr aded woaoionadsd i nto the rel evant controll er 24a, 24ipCTZAIGeeI®O@S9 i n st ep
340; accordingly, the firmvare | ookup table 210 is al so updated. In the
next step 350, the ID-type switches 234, 23b,etc. are set according to the
updated | D-type | ook-up table 200, and the configuration 300 process ends

in step 3§0e ndBcIHEPRI tHéfIU %@%ok@@r’cﬁlﬁe éagylg%bggm'fcf’ed tb M erRéPrise
configured for an ID reader ty depends on the nunber of reader ports and

on each |Rﬁ)5}€§mhﬂ%tth© MEWI ID Ielaéﬂet}’p% lsathelheﬁggﬁerﬁdl aﬂﬁéhenmrbme losk-nptabdaader s

15, a uni sal pro a, 20b, et f gai n.

Al ternati v upgﬂgc} tlflos uml%@og}ﬂg qhB’ gjr or%sl 3 Cg%r g d %1(5{112’8(1?%0%{9?
enterpri Stﬁelx@lesyrﬁt &mirbller [24028b,26bdsstc. A %t'@) 480j latdoedinglye the GRfiwage Process
400 according to_anot her embodi ment _of the present inveniion. After the

syst em 10logkupiablerdq 1y plser Géé%t%rﬁn b, mvh, stet 350arile (IRetyBacRERaeSt at i on
are set upy, AR skPaE&@zi@gs the it fANISS 1&,3( AN CHIE3BE! aROthS

22a, 22b, et’c; "the enterprise use. I'n use, the ID
dat a/ synb@inﬁgmdtlmg mmcpﬁ&eﬁo&nﬂhom step F36B. ZEhel swmber ubfe dednder t perts

respective cqontrol |l er 24a,24h, etc, b eri Qdi c scanning of the. reagder
ports 22a2,2’223§%@t2&et°[ b a1e ﬁ@f%%fqrﬁ%r—lﬁd g% tyge deéfonttﬁ?'é DPEYELEL codi ng
process 4Q04e3 Lkt Sni dlesttheRn nbﬁl%entét‘ibnt he et ;9% dfnsd &P tiftlhmBer dFCITSi ON i S

made whet her reader port nu 1 1s connected to an ID reader 15. If the
deci si on teadgpodbi amvmsdcﬁéyrmesmma;mbﬁtoa canpbe ire-cenfegieded0 rageinep 415

por - nurtSHrE 5 5h RO AP KR PO TR Sl B RO Rt | ve,

for exanpg@mmmg‘reader port is not connected to an |ID reader, the next port
I s checke I n step 440, whether reader port nunmber 2 is connected toan ID
reader Thi s codi ng process 400 checks all the reader ports during each

scan. 3%@3‘13 %ﬁbﬁ r r4An gan'aOWBt ?lhfsltrgte éBcocﬁﬁé) Cﬁgées'g‘ Iié@ratcéor\&{n%h to° taﬁgthéll 6.

Fol I owi n
embodiment of the present invention. After the system 10 of universal ID processors

20a,20b, etc. and the backend station are set up, and some ID readers 15 are connected
to the reader ports 22a,22b,etc, the enterprise ID system 12 is ready for use. In use, the
ID data/symbol coding process 400 shown in FIG. 4A, is executed by the respective
controller 24a,24b, etc. by periodic scanning of the reader ports 22a,22b,etc.

[0027] As shown in FIG. 4A, a scan of the ID data coding process 400 starts with step
405. In the following step 410, a decision is made whether reader port number 1 is
connected to an ID reader 15. If the decision is positive, process A shown in FIG. 4B,
is executed in step 415 to code the ID data/symbol captured by the ID reader connected
to reader port number 1 to a port header number 1; if the decision 410 is negative, for
example the reader port is not connected to an ID reader, the next port is checked, in
step 440, whether reader port number 2 is connected to an ID reader. This coding

process 400 checks all the reader ports during each scan.

[0028] Referring now to FIG. 4B, process A starts with step 416. Following step 416,
step 418 is executed and the first reader port is assigned a port number 1. Next, in step
420, the controller 24a,24b, etc. checks and determines the ID-type switch 23a,23b,etc.
associated with this port number. In step 422, the ID data/symbol is read and is



step 418 is executed and the first reader port is assigned a port nunber 1.
Next, in step 420, the controller 24a,24b, etc. checks and determ nes the

| D-type swibt2eto/@33623b, et c. associated with this port negcibSGMmE8ep 422,
the I D data/synbol is read and i sappended to a port header 490 associ ated
with reader port 1. In step 424, the 1D data/synbol length is deternined
and appended to the port header 490. In step 426, the reader ID type

appended dpehdtd 04 tp oheﬁé&rer%@ ask&lattéue vathn?éad&t B8t 428n §ta¢ 4p9r thenyrber i

t hen appended to the port header 490 before process A ends in step 430.

FIG 4C idataismbel éangtinis detarminegrand@pperded pothe tosthiadenthy. @estep 42&dhat each
reader pachad eouil o ahadREAASE Bl HoCRIAE Fhslyed PA2H. ThenfhGAsS Of

checki ng er por |s connecte repéated u r eader

ports ar &hﬁlh@ﬁ}b’f@lded A ttﬁé pbfichdadeit 49 delre pﬂfcéss A. &dsrig 4p@rFIGusber N,
is checked, for exanp n step 450, step 460 is executed and the port
headers 4YBstratesithe @aefémeﬁé thesport hepdgy 490:2eapistadons &a%reaé«?rmoat togvhich gy ¢
header 499p, AR the total port header 490a is then determ ned
and t hen apﬁg%%qglfo a ﬁ% e header 492. Next, in step 470, the node nunber
is appended to the node header 492 whilst, in step 480, a data packet 494

is assenbled into a payl.oad. for nsm ssion to the backend u ive
pr ocessorl0%FheSeHOFasH O ég?ql%“&)‘iyh?tg?ra?ﬁeﬁgertﬂ‘?ﬁdé(jﬂmk?ﬁ@%d?‘ rensRed 4 L@@

uni ver salN Iy @6RS 2R ehetled 2ARer 1RMIGst rladid Jﬁr@@%k%ad@éo&%ﬁﬁiﬂeﬁ?\ﬁ ithe
total port header 490a and the node header 0030 4C and 4D show

t he structhgeked, &f emmpbomtstméﬁbrstep%%ﬁdxmw m@atdierpoztgzadéreéﬁ%mnvel y.

FIG 4E sho e,structure of hedta e |cto I

| CustraneRis gbhS 1360 hlpdlacd IS oi1f) § 0BG neey 400n TR AR R ape . o
FIG 4F ltbiaU@bftaiee@erammnﬂsethaaldeﬂeﬁﬁﬂwaﬁ@ sldn Z8Pehddd eeatdotie Qféad’éir qde 1)
and anot her universal |D processor 20n2 (identified as node . The

exenpl ar yNewt 18 SpRci®: hequorer ruapenily anpendse tadbn n@%@@d%ﬂ%wbdﬂ }rtﬁtep
Processor oaﬁeda?ég&ﬂ8w9 {st%\[&{??ﬁ‘ﬁ%{l ?g 91%&&*@ §18£‘ ?ﬂL BRdri'Ssi ons

of the relevant data packe e por rs 490,
node headeiieer#d pracedsodal Gbep amk atdiredtBA by rrehiyh'gbﬂiraughmnmeﬂ more adJ acent
universal ID processors 20a,20b, ,etc. A data packet 494 comprises the total port header

490a and the node header 492.

[0030] FIGs. 4C and 4D show the structures of the port header 490 and node header
492, respectively. FIG. 4E shows the structure of the data packet 494. If a pictorial
illustration of the results of the ID data coding process 400 is clearer, FIG. 4F
illustrates a universal ID processor 20n1 (identified as node 1) and another universal ID
processor 20n2 (identified as node 2). The exemplary data packets 494 transmitted
between these universal ID processors are as shown with arrows showing the directions
of transmissions of the relevant data packets, whilst FIG. 4G shows the port headers

490, node headers 492 and data packets 494 in a tabular manner.

[0031] After a data packet 494 is received by a universal ID processor 20bes at the
backend station, the computer 28 at the backend station decodes the data packet 494
into individual ID data/symbols for verification, authentication and processing. FIGs.
5A and 5B show the decoding process 500. The decoding process 500 reverses the
coding process 400, i.e. decodes the data packet 494 starting from the node number in



[0031] After a data packet 494 is received by a universal |D processor
20bes at the backend station, the conputer 28 at the backend station
decodes two daw@73sacket 494 into individual |D data/synporscker/ 000089
verification, authentication and processing. FIGs. 5A and 5B show t he
decodi ng process 500. The decodi ng protess 500 reverses the codi ng process
400, i.e. decodes the data packet 494 starting fromthe node nunber inthe

node headgg n%ggheardgf 24, @&ﬁf pCPERGRIE: 1R tiﬂd%d)nstﬁlt@ A1 Yifolthat®¥d relafih@ et i on

relating to the port nunbers are decode 32] As shown in FIG "5A, the
decodi ng thepogswn®en as¢ dedodedsi t h st ep 505 I n the follow ng step 510, the
conputer 28 reads the node nunber fromthe node header 492 In step 515,

the total_ port header t ad fromthe d hea 49 st the
port head@P3afs shewp é‘}j?g ?ét ili? § dingprofiess 5@5 SgW%ﬂj{ tSEerP é%s\ynﬁb%cess B
shown i n flifewi téﬁSﬁ)(QHéJ&&det& p33 }e@@ﬂhu rHoldé nﬁﬁl'belt H@m&ﬁé hodiedaér gpta, i.e.

the total port%eader a, is decoded. Once al port data in a data
packet 49 jtep pbadhe mt@tmt Bedler tengthdisgeat ﬁgrrpth@dmls l&@@réﬁasvvhﬂstsfh@p 560.
The control of .t he backend decod he next
data packBt Foai G RHERT ket . Pl P TR Shine S ot Piogts® Eoste v B0

Referri nQSB@y\éie@utE&(ﬁaﬁﬁg WP aR 3k Forb heddes diva] ite. Sheetd 6rt Heflder 4904, qgl oW ng
step 528, the conputer reads  t he port nunber fromt ort header 490.

In step 5dwod Qda@challyb@pemmat ne gasa paﬂ@a&% iytradiia S‘ieééé the dseing 32, t he
data symb és? ngh Qn;ﬁ 8&’(&}2%69.01“196 Eea il ﬁgghé GadkERd IDVH%AeE%)r fZ@F? O&{Bl 534,

the IDd synbol romthe port Is read ng step
536, the thendadodé sherdeat dats padicafromh asother aaivhrsaleldppotesser 200Dy etpor t
23a, 23b, etc. is processed in the conputer 28 and then the process B ends in

step 538. The next port data is simlarly decoded until g}decl sion step
550 is po@P%qlv%efe@mgenoqu FiGheB, IDeréﬁ%ﬁss%%d’Vlﬂhﬁtép ﬁ@@dnlth‘i llonang ¥eput er

28, the d 208 n@:@@&%%es&grﬁmegg{gg& ?@mﬁyetﬂ&#ﬁlﬁd@ﬁﬁ)efﬁstb ¥ethon, all

the I D da rom eac are us captured and coded by
the respel iype foommthegidreheaddnd F04s, remt. dn sfep BRetheatatn Hintw] tagth frankbe 494

and L ansm ) ed.l fud b BRCkand, LDy R gogenr, 20bes, wiere Ll LR LB,
is read. In the following step 536, the ID data/symbol associated with each respective
reader port 23a,23b,etc. is processed in the computer 28 and then the process B ends in
step 538. The next port data is similarly decoded until the decision step 550 is positive.
Once, all the ID data/symbol are read into the computer 28, the decoding process ends
in step 560. With the present invention, all the ID data/symbol from each ID reader 15
are thus captured and coded by the respective controller 24a,24b, etc. in the form of a
data packet 494 and transmitted to the backend ID processor 20bes, where all the ID

data/symbol are decoded, verified, authenticated and processed.

[0034] While specific embodiments have been described and illustrated, it is
understood that many changes, modifications, variations and combinations thereof
could be made to the present invention without departing from the scope of the
invention. For example, whilst wireless transmission of the data packets has been
described, it is possible that transmission of the data packets can be transmission via

hard wires or optical cables.



[0034] While specific enbodi ments have been described and illustrated, it

i s understood that nmany changes, nodifications, variations and conbi nations
t her eof Cc¥QI20100@7Ade to the present invention without #EFHCRINEIFBHM t he
scope of the invention. For exanple, whilst wireless transm ssion of the
dat a packets has been described, it islopossi ble that transm ssion of the
data packets can be transm ssion via hard wires or optical cables. CLAI M :
1. An | D gataMeadi ng, transferring and processing system conprising: a

uni versal 1D processor having a plurality of reader ports, wherein said one
reader port is operable to be connected to an ID reader; and anot her
universal{ID p iE . aﬁ%@ﬁ% : LN in: said

uni ver sal 1'I D pgggg%g&rregﬁgggiﬁgf a%%en uﬁ%\g/lgggsg%télﬂ%ogl o%@ sor each has a
control | er andaamiversal €0 proceassclenvirey a phurdlity b fchehder ponisoivheread sdig cme | D
reader is_c dedrgsin alpﬁ{t P}eader and a node header by said controller
associ at et O8CTaReR Eﬁ?m}eﬁeart%fi‘% 6739E% 8dr m a data packet, so that
sai d data packgiothdr uniRpsaPI® hARE& o BisPSell hBNBAIKEAE Statton;sai d wirel ess
transcei ver to said backend universal |ID processor for processing. 2. An ID
syst em accor di whereticl ai m 1, wherein the | D reader conprises a plurality of

| D readers. 3. D s m accor di ng. | ai m.2 ein the rality of
| D readers con%drﬁlﬁ]lsdélsg e%%ﬁ‘%%ré)c%ﬁ‘smf %Cp%bcf ﬁ%‘i%e‘ﬁ%“{%fém PR F%?—S?rr%al(%i]ﬁﬁﬁ | D,
bi omet ri ccdnffollsn®id a waelss alscade; amdl any new generation | D reader. 4. An
| D system accoy di n%/to any one of clainms 1-3, wherein the universal ID

processor conpi? set/symbob reagoPe apnil &gadan is epdsAoides portheadyy andhe node
transms Sh&%ﬁelo u}(::] %aﬂaéo%trgﬁ&k%tsoéiéte& eligy Feqil Bﬁi\%?éafl Iﬁgfrié&'ggorutg' #6505 lath P

processor thro one Oor nore universa process
packet, so that said data packet is then operable to be transmitted by said wireless

transceiver to said backend universal ID processor for processing.

2. An ID system according to claim 1, wherein the ID reader comprises a plurality
of ID readers.
3. An ID system according to claim 2, wherein the plurality of ID readers

comprises any one of the following types: radio-frequency ID, biometric ID, smart

card, barcode and any new generation ID reader.

4, An ID system according to any one of claims 1-3, wherein the universal ID
processor comprises two or more universal ID processors, so that transmission of a data
packet is relayed to said backend universal ID processor through one or more universal

ID processors.

5. An ID system according to any one claims 1-4, further comprising an ID-type
switch disposed at each reader port to electronically distinguish the type of ID reader

that is connectable to.

6. An ID system according to any one of claims 1-5, wherein the wireless
transceiver is operable in an infrastructure-less or adhoc network linking said universal

ID processor(s) and said backend universal ID processor.



5. An ID system according to any one clains 1-4, further conprising an

| D-type switch di sposed at each reader port to electronically distinguish
the type wb20Dd/wesmder that is connectable to. 6. An | D ®¢sisenv@mo@sti ng t o
any one of clains 1-5, wherein the wireless transceiver is operable in an
infrastructure-less or adhoc network llilnki ng said universal ID rrocessor(s)
and sai d backend universal |ID processor.7. A nethod for reading, coding and
decodi ng I D data/synbol, said nethod conprising: connecting an ID reader to
a universal ID processor via a reader port; coding the |ID data/synbol
captured by thé npthodafer reading, aocbngtanldeé@t@dlranﬂ) nis¢pgsyimatand.e said smebdt ed
with the g&na%resrlsal | D processor to forma data packet; and transmtting

sai d dat ®t0 a universal ID processor disposed at a backend station

for decoding awhdaéms;ge@ﬂm@ad&toé\uﬁﬁvfemnm@ﬁ%@boflglat&esdeapaﬂt7 wherein the
uni versal ID processor has a plurality of reader ports and said connecting

the 1D reader eXhpg itheeED daipmyerbohgartaied pybthecH? apaden inde @npest beades apHural ity
of reader mrﬁeﬁdergassdﬁla[f@cf‘gﬁg%}%%%? a@%%?o&k%’r% forff cﬁtta} %Etehﬂdt he ID

reader conprises any one types: ra equéncy

bi ometric | D, wamsndittingrsdid data pandtet tamjummyrsaid\m peoessait cihepsbsbdDat ehd&rend 10. A
nmet hod accordl any one of clainms 7-9, wherein said universal ID
processor® tb?ﬂf?ﬁgélE‘éo A PIRESSENgni ver sal | D processors such that
transmtting a data packet to the backend universal |ID processor conprises
rel ayi ng said data packet via one or nore internediate universal ID

pr ocessor& 11A meﬂmdhmowcg)mjic}@ntb wigreim ¢heo uniyersalnED 7progessdrubasher

corrprise nt i anIDrea er seti an ID-type switch to uni que
ooy cai Lt oF {0k, Bl ARl Siapeiink b B e comobis Gt e ficles
configuri Iligre%délet@d:@éh BPdatd ﬁl@raﬁbspm’ééde@@oftp reader, setting the ID-type
switch accordingly and upgrading the

9. A method according to claim 7 or 8, wherein the ID reader comprises any one

of the following types: radio-frequency ID, biometric ID, smart card, barcode and any

new generation ID reader.

10. A method according to any one of claims 7-9, wherein said universal ID
processor comprises two or more universal ID processors such that transmitting a data
packet to the backend universal ID processor comprises relaying said data packet via

one or more intermediate universal ID processors.

11. A method according to any one of claims 7-10, further comprises identifying an

ID reader by setting an ID-type switch to a unique logical address.

12. A method according to claim 11, further comprises configuring a reader port to
support an ID reader, setting the ID-type switch accordingly and upgrading the

controller with a firmware for said ID reader.

13. A method according to any one of claims 7-12, wherein coding of the data
packet comprises attaching sequentially the port headers from all ports connected with

ID readers and the node header of the relevant universal ID processor.



controller wwth a firmvare for said ID reader. 13. A nmethod according to
any one of clainms 7-12, wherein coding of the data packet conprises
at t achi ngveequernrisal |y the port headers fromall ports ®omseco@donissh | D
readers and the node header of the relevant universal |ID processor.14. A
met hod according to any one of clainms 1213, wherein decoding of the data
packet conprises reading a node nunber fromthe node header, a port header
and so onjin aar ﬁﬁéﬁfoﬁeac%x‘éﬁ{g tBraQt?‘ 6&%90f0&9h{%97 P8 O%R&Sin deeodifAP Jrithélak@/ synbol
processor conprising: a plurality of reader ports, each reader port being
oper abl e pasketemnpitses mdmgtamcaln numb@afranstynmode headete r pott headrraniiiseoni n
connecti on vmth thed ura reader ports for assenbling all the ID
dat a/synbg’l FEEEC 6 f/ fﬁré)mf B%Pgoceﬁst’o a data packet; and a transceiver
for transmtting said data packet to a backend I D processor or relaying
anot her data packet via an adjacent |ID _processor to the backend ID
processor 13-16. AsdD @t@réxrab@;pmﬁsoaé@@pamﬁg to claim 15, further conpri si ng

| D-t . agi cal
address o he” P o SRt s deE pbirt R adb RIE bR pbera bR PLhcBef QAR
connect abirelld datalsgmbel maderi reader port.

a controller in connection with the plurality of reader ports for assembling all

the ID data/symbol read by the ID readers into a data packet; and
a transceiver for transmitting said data packet to a backend ID processor or

relaying another data packet via an adjacent ID processor to the backend ID processor.

16.  AnID data/symbol according to claim 15, further comprising an ID-type switch
associated with each reader port, wherein a logical address of the ID-type switch is

unique to the ID reader type that is connectable to the relevant reader port.



