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GSM NETWORK CROSS- REFERENCE TO RELATED APPLI CATI ON [ 0001] This application
claims priority fromU.S. Provisional Patent Application Serial

No. 60/ 460, 257, filed April 2, 2003. FIELD OF THE | NVENTI ON [ 0002] The
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nmore particularly to systens that perlmt ciphering between a CDVA network
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BACKGROUND

[0003} Code division multiple access (CDMA) is a digital wireless technology that
inherently has relatively greater bandwidth capacity, i.e., that inherently permits
the servicing of more telephone calls per frequency band, than other wireless
communication technologies. Moreover, the spread spectrum principles of
CDMA inherently provide secure communications. U.S. Patent No. 4,901,307,
incorporated herein by reference, sets forth details of 2 CDMA system, which
can be used to transmit both voice calls and non-voice computer data.

. ] [0004] Despite the advantages of CDMA, other wireless systems exist that use other
| principles. For example, in much of the world GSM 1s used, which employs a
version of time division multiple access.

[0005] Whetl\ler CDMA principles or other wireless principles are used, wireless
communuication systems can be thought of as having two main components,
namely, the wireless radio access network (RAN) and the core infrastructure
which communicates with the RAN and with external systems, such as the
public switched telephone network (PSTN), the Intemnet (particularly although
not exclusively for data calls), etc. The core infrastructures associated with the
various wireless technologies can be very expensive, both in terms of hardware
and in terms of developing communication protocols to support particularized,

typically system-specific call swiiching, subscription and aftendant



aythentication and call nonitoring, and billing. Consequently, the

communi cation protocols of one wireless system (in the case of GSM GSM
protocols, and in the case of CDVA such as cdma2000-1x, |S-41 protocols) nmay
not be conpatible with those of another system w thout expensively

prohi bi t VQS44P118& atj ons in the core infrastructure WTWE"“@W%m or the
other. [00061 It would be desirable tb internetwrk between a CDMA network
and a GSM network, thereby enabl i ng the use of a CDMA-based RAN, with its
attendant advanta %%F abll hii use of a GSM based core

i nfrastructure® bﬁ%‘%ﬂ'\ Comsequentiye Pd [00071 Thus, a

dual - mode mobi | aemaa og%feﬁa%aesstsg%@fgm euiish Geyer face with a

GSM core infrastructure en In .
i nfrastruct ur epsatrenlsj and mathg casetnﬁéDMﬁx s asnénﬁ)oo SKM\WP@\prﬂﬁcoTs)lﬁdyNVEl\rrl ON
[ 00081 In one ast ect of ese ven ion,. a nethod of F%ﬁ]rel ess

comuni cat i ons &CW@‘B ?{sgﬁgngﬁl@%t&menﬁlg?w B i ng a

nobi | e stati OnalfdiﬁionsM%&ﬁﬁdﬁtﬂhﬁ&ﬁ‘&nb%ﬁﬁerﬁ'@ﬂh@hﬁeﬂ0 communi cate using |
t he second network, b%ngrl sing storing an |denhl)%of the nobile station,

obt ai ni ng [#96lhendt weuld esiretfloforiatermstvark befveena netweskand 25880¢d on t he
identity of th Q?EH.JC mation from
the first netV\g? {yb{hgl}eg% t]e1§=/',d§‘:'l su stltﬁﬂt’%ng % t’te% DA used in a
first algorit hadvtantagmtﬂ:ﬂrehahimg&etﬂseofmﬁsm ‘assdairemrﬁr,astamﬂu@ﬂhsél tuting the
key for SSD-B second orhithmto encrypt nessages between the
mobi | e stati onggﬁg Pﬁféﬁéﬂ%‘ﬁ% #@?g@ﬂi [00091 It is understood that other
enmbodi mentigoedf t M RERARhodetNGks@Ron by bOGEORR to sRasthdbudpparent to those
skilled in the art fromthe follow ng detailed description, wherein various

enbbdi ment s of Etth@c‘?mtbnﬁsbﬁcqmﬁgmmnawhen@e@gstene,mdtmgve@f \
illustration : lﬁ ng q§?| 5 IUKMEP is capable of other and
di fferent enbogi)men SRR T Y S seﬂé ghﬁget al Es;{ %re capable of nodification

in various other respects, all without departing fromthe spirit and scope

of the present invention s and detail ed

description are to be reg§ﬁmgmw nature and not as

E)GRZW cti veoosMO 2R 6d £Bdct EHthPhrkbddbRREn M3 thod 3f Bivéikds chiERuREdneN OF THE
between a first network and a second network enabling a mobile station (MS)

subscribed in the first network to communicate using the second network,
comprising storing an identity of the mobile station, obtaining authentication
information from the first network based on the identity of the mobile station,
using the authentication information from the first network to create a key,
substituting the key for SSD-A used in a first algorithm to authenticate the
mobile station, and substituting the key for SSD-B used in a second algorithm to
encrypt messages between the mobile station and the second network.

[0009] It is understood that other embodiments of the present invention will become
readily apparent to those skilled in the art from the following detailed
description, wherein various embodiments of the invention are shown and
described by way of illustration. As will be realized, the invention is capable of
other and different embodiments and its several details are capable of
modification in various other respects, all without departing from the spirit and
scope of the present invention. Accordingly, the drawings and detailed

description are to be regarded as illustrative in nature and not as restrictive.



[ 0010] Figure 1 shows a block diagramof a systemarchitecture using a
Mobile Switching Node (MSN) in accordance with an enbodi nent. [0011] Figure
2 shows a bl ock diagram of a w rel ess conmunications system conprising a
CDMA network, a GSM network, General d obal Gat evay., f/%:ﬁ’: o1fdagl nobile

st at i on¥A ROUYEGP dance with an enbodi ment; [0012] FIE}UI’ AP And 3b shows a
flowchart for authenticating a CDVA Bobile station with a subscription in a
GSM network in accordance with an enbodi nent not using Secret Shared Data

(SSD); [0013] Figure i [ | -4 pproach to producing
aut henti cati on; 1001@%0 E&é@%@ﬁﬁﬁ Cating of a GSM

subscri bepolop anFANS! sHdws AIbAMTiKpriteiioN g el Abfikefitd ialelaMoliteedent i al s by
using Kc as SSD-Ain accordance with an enbodi nent; 100151 Figure 6 shows

t he infornat i SWithisgNode M4SN} iaeeepsdanre witlhey prbadimptocedure  in which the GGG
dat es t SD : i - i VIR in. i th
p e eI SO Do A PO R R el dlBgee i L1 o)

enbodi ne 0016 ure an 1 ni regl Scenario nodified
for SSD shari rgmprisings CDMbanetwoild, & FESMnetwintg Gamndl Gldfd0Gatetwhky gur e 8 shows t he

i nformati on fl or a ccessful registration with a new WMSC/ VLR when SSD
sharing is al I(%’qnﬁné’z’gﬁ)ﬁtﬂ%é“%"? %V@mﬂ@,mﬁlpowl Figure 9 shows
an outli nﬁoﬁi anFi%M’eﬂgd‘édd%ﬁtsh% Qﬂ&f}&gﬂff& ailﬂfenﬁ’ca@ﬂ@ fiobd ation In

odi escri bes

accordance with an e ment; [0019] Figure 10 GSM key generati on
Wi th a GSM MNB statiomwitBRIsubsetiptionlin a GSdLestweikgu resoniinebaritty dnpasbodibhsst key
generation w th CIZ%\/A i.n .network; 100211 Figure 12 shows a
nessage fl ow dm?s%g egﬁgg?af%@?%‘%a@)accordance with an enbodi nent; [0022]

Fi gure 13(06i3pwWs Figmre@rispion ehe stadard WINSIGH 1appRat 1© pesduging akBehtichdidn; cal | in
a(:"”C)or dance with an enbodi ment; and [0023]. Figure_14 shows the nessage fl ow

during a BB e Yiermishpwtthe pahentigptingiof a singerbeeinge ANt lenbodi ment . WO
2004/ 091176 P%WQ% @598 ftherfication credentials by usmg Kc as SSD-A in

accordance with an embodiment;

[0015] Figure 6 shows the information flow for a successful SSD update procedure
in which the GGG updates the SSD shared with the serving MSC/VLR!in "
accordance with an embodiment;

[0016] Figure 7 shows an initial registration scenario modified for SSD sharing in
accordance with an embodiment;

[0017] Figure 8 shows the information flow for a successful registration with a new
MSC/VLR when SSD sharing is allowed in accordance with an embodiment;

[0018) Figure 9 shows an outline of an authentication procedure for a GSM mobile

) station in accordance with an embodiment;

[0019] Figure 10 describes GSM key generation with a GSM MS in a GSM
network;

[0020] Figure 11 describes CDMA key generation with a CDMA MS in a CDMA
network;

[0021] Figure 12 shows a message flow during registration in accordance with an

" embodiment;

[0022] Figure 13 shows the message flow during a mobile originated (MO) call in
accordance with an embodiment; and

[0023] Figure 14 shows the message flow during a mobile terminated (MT) call in

accordance with an embodiment.



DETAI LED DESCRI PTI ON [ 0024] Acronyns [0025] 3GPP2 - 3rd Generation
Partnership Project 2 [0026] Ack - Acknow edgenent [0027] ACM - Address
Conpl ete Message [0028] ANM - Answer Message [ 0029] Assign - Assignment

[ 0030] AUC - Aut hentication Center [0031] Auth-Authentication [‘0032] AUTHR
- Aut hentYERYEM "Response  [0033] BS - Base Station FBH%52{%044850? Base
Station Controller [0035) BTS - Base dtation Transcei ver Subsystem [ 0036]
CAVE - Cellular Authentication and Voice Encryption [0037] CDVA - Code
Division Multiple Access [0038)1‘ CDNVA2 - _Third Generation CDVA [0039] CH
- Channel [0040] CM - Cell ul B r@@%@gég‘g%o%ﬂ)ﬁl - Cellul ar Message
Encryption Algorithm [0042] ECVEA - Enhanced CMEA [0043] ESN - Electronic
Serial Nunber [0044] GSM - d obal System for Mbbile comruni cations [0045]
GSM x - Cdf%2d} genseromymssSM MAP wi t h CDMA2000 [ 0046] HLR - Honme Locati on

Regi st er I s Lt al Ad Ss ,Megsa 0048] IMsI - International
I\/bgi | e Sug@@ﬁ]t)er%&"t#{lym?w&gifﬁggﬁ)-ﬁrsoﬂ%gxl[ User] Part [0050] Info -
| nf or mat i opoZ6P05 1AcH D&cknotvitidgémdaper abi | ity Specification [0052] IP -

Internet Protocol [0053] Kc - C phering Key [0054] Ki - |ndividual
Subscr i ber 09T henf ¥t 4 Spmploieldessrg01176 PCT/ US2004/ 010304

[0028] ANM - Answer Message

[0029] Assign - Assignment

[0030] AuC - Authentication Center

[0031] Auth — Aunthentication

/ [0032]  AUTHR - Authentication Response
[0033) BS - Base Station
[0034] BSC - Base Station Controller
[0035] BTS - Base station Transceiver Sﬁbsystem
[0036) CAVE - Cellular Authentication and Voice Eﬁcryption
[0037] CDMA - Code Division Multiple Access
[0038] CDMA2000 - Third Generation CDMA
[0039] CH - Channel
[0040] CM - Cellular Message
[0041] CMEA - Cellular Message Encryption Algorithm
[6042] ECMEA - Enhanced CMEA.

B [0043]  ESN - Electronic Serial Number
[0044] GSM - Global System for Mobile communications
{0045) GSM1x - Convergence of GSM-MAP with CDMA2000
[0046] HLR - Home Location Register
[6047] JAM - Initial Address Message
[0048] IMSI - International Mobile Subscriber Identity
[0049] ISUP - ISDN User Part
[0050] Info - Information
[0051]  TOS - Inter Operability Specification
[0052] IP - Intemnet Protocol
(00531  Kec - Ciphering Key
{0054] Ki - Individual Subscn'ber Authentication Key




5 _[0055] MAP - Mbbile Application Part 10056] M N - Mobile Identification
Number [0057] MO - Mobile Originated [0058] Ms - Mobile Station [0059] NMSN
- Mobile Switching Node. 10060] MI - Mobile Term nated [0061] PDSN - Packet
- Data Seryi ée Node [0062] PLC - Private Long Code [0063] PLCM - PLC Mask
[0064] PrP@™OB4 acy [0065] PSTN - Public Switched PRIYERMA0EEt wor k

[ 0066] RAN - Radi o Access Network [00%57] RAND - Random Chal | enge Data

[ 0068] Req - Request [0069] Resp - Response [00701 SIM - Subscriber ldentity
Modul e [0Q071] SMS, - Short ,Message_Service 10072] SMSC - Short Message

Servi ce nggr %@%3}'&%%%?1’1@11 Response [0074] SSD - Shared Secr et

Data [ 00{dpkeSS7 MG W06tk TaEhtRY SR Nunbet [ 00761 TCH - Traffic Channel [0077]
VP - Voice Privacy 100781 VPM - VP Mask [0079] System Architectures [00801

In an embd5Hent M@ hdabils Osiginatelegr at es a CDMA RAN with a GSM Core net wor k.
This is achi.eved in .Tobi l e station (M5) with a GSM subscription and
a GSM net ﬁ enﬁ}&ﬁl‘\}\%s%?oq he options for the GSM network entity are:
(1) A MobifdosojSwi MSN niobklelSwitdsh) Nodnd (2) An | nterwor ki ng and
I nteroperability Function (11F). WD 2004/091176 PCT/ US2004/ 010304
[0060] MT - Mobile Terminated
[0061] PDSN - Packet Data Service Node
[0062] PLC - Private Long Code
[0063] PLCM - PLC Mask
[0064) Priv - Privacy
{0065] PSTN - Public Switched Telephone Network
[0066] RAN - Radio Access Network
[0067] RAND - Random Challenge Data

[0068) Req - Request

“\_/‘!

[0069] Resp - Response
{00701 SIM - Subscriber Identity Module
[0071] SMS - Short Message Service
10072) SMSC - Short Message Service Center
[0073] SRES — Signed Response '
[0074) SSD - Shared Secret Data
[0075) SS7 - Signaling System 7

. ) [0076]  TCH — Traffic Channel
[0077] VP - Voice Privacy
[0078]  VPM - VP Mask

[0079) System Architectures

[0080] In an embodiment, the system integrates a CDMA RAN with 2 GSM Core
network. This is achieved by using a mobile station (MS) with 2 GSM
subscription and a GSM network entity. Two of the options for the GSM
network entity are:

(1) A Mobile Switching Node (MSN); and
(2) An Interworking and Interoperability Function (IIF).



6.[0081] A Mobile Switching Node (MSN) is a network switching el enment that
supports conmuni cati on between a standard |1 OS conpliant CODVA RAN and a GSM
Core network. The GSM MSN wi Il work with GSM Core network entities such as
t he HLR,W,(‘S\L%S%)4 Slgé‘gwsc The GSM system architecture using the NMSN is shown
in Figure r. F ] A General dobal Gateway (G0 iSHPPHOPHor ki ng and
Interoperability Function (I11F) thatd interworks between the CDVA and GSM

core networks. The term "interworks," and "internetworks," can be
i nterchanged. In an enbodinent, the GGG can be called a GSM x d obal
Gateway. The GGG represents an evolution to the J-STD-038 111" that

enhances pugipent AQdbtiRSwikbing N¥de (MBN} is@metwoly swildhirf FatensMat!t i On uses a
standard CDMA MSC/ VLR in addition to a CDMA RAN. The GGG i nt er wor ks bet ween

t hese el ement SUBRRItS commuBicaiadetvacarsiadard KiS eqmephiant GDMAcRANwndpR  AUC, GVBC

and SMsSC. Th areni NEwitiS -2 RPC ok .0 Figure 2.
MSN Architect ?@%@ﬁﬁggﬁ QG?MS:M?V\/S a%gf}%‘éétﬁgf agrgknﬁé%e?\b%%%gm
architecture 19cth assheHLRaAuG/BN SMSCaGhe GSMsystemi dréhiteotueendsogiitheent. The system
100 conpri ses lg%gi.l statjons . 102, a CDVA network 104, a GSM network 106,
an MBN 108, a VPR opnmfigtied. net work 112, and PSTN 114. [0084] The CDVA
network 1 ONpPAI G@srabd WG N ' rfaces with a
PDSN 110,@&%}% ?‘n?%rfacggal\;% an IGlgjggtvmrk %m?ghatﬁgﬁeeﬂn%%@l ment, the

i nterface bet videptiotHEFDbRinicevaibs ketween thedDMHearmd§E3M o networkis cording to 1 CS

4.x. In an e i te: |t er 4. £ PRSN nd the IP
network 112 lr]is)@%tg'ﬁﬂl]I,BF&P%&%S%S(ﬂ'r@%%&}%tcv%\bﬁ&ﬁ%ﬁ%%%a es with a GSM
MEN 108. | n arembexdonat, enGGGichebe cdlied b S5 Iraflvkg Gatehvay COMAGEHE wor k 104 and
t he) GSM MSN 108 is according to ~[.008 The M MSN 1Q8 i nterfaces
{0 a PSTN 114, TePIRSeRls 28 FEOBHqRe E@ﬂfr@ﬁ?ﬁﬁém RS REBACAROIEh VSN 108 and

the PSTN 114 igvyigclictdity. IRREAG ddieidadMbnldd coMA BCARLE 1 L he GSM
network 14. In an enbodirent, the GSM network 14 conprises a GSM SS7 116, a

GSM Short Mes saigitiogént ePMAODRADD ATed1GE dnteavrkgbeioean thesssdements and
the standard GSM network elements such as HLR, AnC, GMSC and SMSC.

The GSM system architecture using the GGG is shown in Figure 2.

MSN Architecture

[0083] Figure 1 shows a block diagram of a system architecture 100 using-an MSN
in accordance with an embodiment. The system 100 comprises mobile stations
102, a CDMA network 104, a GSM network 106, an MSN 108, a PDSN 110, an
1P network 112, and PSTN 114. '

n [0084)  The CDMA network 104 comprises BTSs and BSCs. The CDMA network
104 interfaces with a PDSN 110, which interfaces with an IP network 112. Inan
embodiment, the interface between the CDMA network 104 and the PDSN 110
is according to IOS 4.x. In an embodiment, the interface between the PDSN 110
and the IP network 112 uses an IP.

[0085] The CDMA network 104 interfaces with a GSM MSN 108. Inan
embodiment, the interface between the CDMA network 104 and the GSM MSN
108 is according to IOS 4.x.

[0086] The GSM MSN 108 interfaces to a PSTN 114. In an embodiment, the
interface between the GSM MSN 108 and the PSTN 114 is via ISUP.

00871 The GSM MSN 108 interfaces to the GSM network 14. In an embodiment,
the GSM network 14 comprises a GSM SS7 116, a GSM Short Message Center



7 (GSM SMSC) 118, a GSM Hone Location Register (GSM HLR) 120, and a GSM
Aut henti cation Center (GSM AuC) 122. GGG Architecture [0088] Figure 2 shows
a bl ock diagramof a wireless communications system 10 conprising a CDVA

- net wor k , network 14, Ceneral d obal Gateway 16, and nobile
ons VR0l %t 20" - MR ob | o

stations 2, 24 in accordance with an enbodf
station 20 includes a Subscriber Idenfity Mdule (SIM 26. CDVA nobile
station 24 includes SIM28. SIMs 26, 28 are renovable engaged with nobile

stations 20, 2 r tivel in accordance Wt inciples. known in the
art. In an enbg(ﬁmg&tﬂé’%%ﬁwﬁo ¥ @gﬁﬁ?ter@ﬁ%wh%@%T The GGG 16
i nternetworks ptwReheithaiddBdaetsor kudzand the GSM network 14. The GGG
i ncludes a transceiver (not shown) that allows it to send and receive

messages to and fromthe CDVA network 12 and the GSM network 14. [0090] In
an enbodi nent, glgtwork is an ANSI-41 network. It would be apparent

r

to those skllleu Hr-tieart, the CDVA network 12 may be any variety of CDVA

net wor ks i{oas8udi r}ggurb%hdwsta‘dldadidm@amofsdira]ﬁﬁ%mhxmﬁaﬁbmdjmé}ﬂ@@- | xBV-DO. It
woul d al so be appar ent those klllég n the art, %&%‘XI network 14 may

be any vari ety “OFPESEN 3P} RetBeTEddet %‘i‘et‘ﬁ@l‘\}lﬁsr(ﬁeqeﬁé GatewBit not

limted to CGenegse tigf@%@f:n Rackisions 1§ 126 g%ﬁﬁ)md L\aiheal Mbile
Tel ecommuni cation System (UMIS), and W déband- WCDVR). [00911 The GSM

network 14 conmpmbediment. @Mmb@eﬁﬂlmﬂ@ml@%mhmnbm&mwa&ﬂmrk 32. The
GSM Core 30 co hSes M Locaf.l R HLR) 34, a GSM
Aut henti cati on@@?@ C?’ﬁln}fgﬁ‘?et@%o C%h&% %W %ggéé%ter (GSM SMSC)
38 .and a GSM Geémeovayle Mgt ®witiiriobild ﬂ@longemtﬁ[reéﬁ%ﬁ eBYRecéfdancEREIMCDVA
network 12 conprises a a CDVA Hone Location Re sterGg% HLR) 42, a CDVA
Aut hent i cat i on PEBHPIET Kormya the Arfo)in amembadipentghe Glabal ed cOMA Radi o
Access Network gat RAN) 48. [0092] Wth respect to a GSM nobile station

with a subscriptionin a COMA Core 20, the GGG 16 functions as a Visitor
Locati on Hee9kt erThe\EG 16 Muteroetwinks BSMeen the CDMA network 12 and the GSM

network 14. The GGG includes a transceiver (not shown) that allows it to send
and receive messages to and from the CDMA network 12 and the GSM network
14. ‘

[0090] In an embodiment, the CDMA network is an ANSI-41 network. It would be
apparent to those skilled in the art, the CDMA network 12 may be any variety of -
CDMA networks including, but not limited to cdma2000-1x and cdma2000-
1xEV-DO. It would also be apparent to those skilled in the art, the GSM
network 14 may be any variety of GSM network or successor network including,
but not limited to General Packet Radio Services (GPRS), Universal Mobile
Telecommunication System (UMTS), and Wideband-CDMA (W-CDMA).

[0091] The GSM network 14 comprises a GSM Core 30 and 2 GSM Radio Access
Network 32. The GSM Core 30 comprises a GSM Home Location Register
(GSM HLR) 34, a GSM Authentication Center (GSM AuC) 36, a GSM Short N
Message Center (GSM SMSC) 38 and a GSM Gateway Mobile Switching
Center (GSM GMSC) 40. The CDMA network 12 comprises a a CDMA Home
Location Register (CDMA HLR) 42, a CDMA Authentication Center (CDMA
AuC) 44, CDMA MSC 46 and associated CDMA Radio Access Network
(CDMA RAN) 48.

[0092] With respect to a GSM mobile station with a subscription in a CDMA Core
20, the GGG 16 functions as a Visitor Location Register (VLR) 50 to the GSM

e



WO 2004/ 091176 PCTI US20041010304 8 network 14. Wth respect to a CDVA
nobile station 24 with a subscription in a GSM Core 30, the GGG 16
functions as a Visitor Location Register (Visitor LR) 52 to the CDVA
network 12. 100931 Mobile stations 18, 20, 22, 24 d o have a
subscri PO PHHot h core infrastructures 12, 14 aﬁ%ﬂarr%;g&ﬁog%eﬂxa
subscription in only one of the cored infrastructures 12, 14. [0094] Wth
respect to both the GSM nobile station with a subscription in a COMA Core

20 and a CDMVA npbi,l ion with bscription.n,a GSM.Core 24, the GGG
16 functions gngﬁjﬂ%ﬁ%m%g%ééo %‘éﬁWE"@f’n aet}pn?él\%@)a %%S.cnp?c’%lﬁ d be
apparent to thgsM Cotd 30, td GGG 116 undfibnstab 8 vidifoe T 6¥akford Regigter (Vaor R) OF
comunicate ) with the SMSC 54. [0095] Mobile stations 18, 20 support a GSM

si gnal i ng pr ot3¥dethe CONSSmetyzk k2nt i cati on procedure, and a GSM Short Message

Service. ki . L iy “ i Ui
or ot ocol , P iR oS 1628, 1298 a6 ot S.4ROPL b RO 70
Servi ce. [ 0096hfidtmdtmgs 1234 shd aby baveafsubscifhdh inohlylope of thecae With a -

subscription i.n.the GS& re 24, the GGG acts as an Aut hentication
Control ler in BEpRfures, &g'r k, but authenticates the nobile station 24 using

the GSM ahéignt | athir@Pect ISR HeTTIM kiokRNiERn Wit 4 88sdBEbS I AtDO of a GSM
nmobi |l e station with a. subscription in the CDVA core 20, the GGG acts as an

Aut hent i cat i orfCorehandg CIRM A mokileaiiion sitharskbschpiiondn s KM Cowet2dsthehe nobi | e
station 20 usi t | LON: | Q0 GGG acts as
a nessage cent%@G&?%@?S’%é@gg&e%%g%\sgglégé%?&ﬁ@@ 5%J'h?t%o net wor k,

SM5 nmessages appartmtd thosetskilea do fhe arntliabthe GG 11 6 cai iatludyorddmniugicag a CDVA SMS

mechanism In ot htgr ]:\')@rdé in a COMA network, GSM nessages are tunneled to
and from nobi 'BHPEMSE 34 using a CDMA SMB  nechani sm The GSM messages are

encapsul ajogekiwi t RioBildEdnoME 20 BERAIASSM[sRAAR]g debtkEM SGsMi N @ GSM net wor k,
SM5 nmessages are routed to and fromthe nobile station 20 using a GSM SMS

mechani sm | n Avtheatication giroceduae, anda SHM BerviessaseCimicerdskerges mebide t unnel ed to
and from nobi | s?ati%ﬁsaﬁ, 95‘31%801‘!!%'(&%/[@ signaling protocol, a CDMA Authentication

procedure, and a CDMA Short Message Service.

[0096] During registration of a CDMA mobile station with a subscription in the
GSM core 24, the GGG acts as an Authentication Controller in a CDMA
network, but authenticates the mobile station 24 using the GSM authentication
mechanism. Likewise, during registration of a GSM mobile station with a .
subscription in the CDMA core 20, the GGG acts as an Authentication
Controller in a GSM network, but authenticates the mobile station 20 using the
CDMA authentication mechanism.

[0097] The GGG acts as 2 message center via Short Message Service Center 54. In
a CDMA network, SMS messages are routed to and from the mobile station 24
using a CDMA SMS mechanism. In other words, in a CDMA network, GSM
messages are tunneled to and from mobile station 24 using a CDMA SMS
mechanism. The GSM messages are encapsulated within CDMA SMS
messages.

[0698] Likewise, in a GSM network, SMS messages are routed to and from the
mobile station 20 using a GSM SMS mechanism. In other words, in 2 GSSM
network, CDMA messages are tunneled to and from mobile station 20 using a
GSM SMS mechanism. The CDMA messages are encapsulated within GSM
SMS messages.



GSM SMs nechani sm The CDVA nessages are encapsul ated within GSM SM5
nmessages. WO 2004/ 091176 PCTI US2004/ 010304 9 [0099] An incoming call to a
regi stered GSM subscri ber 24 arrives at GSM gateway MSC (GSM GMSC) 40 in

t he subscriber's home GSM network 14. The GVSC 40 ;%zh&g’% s the GSM LR
50 to debeowion’é he | ocation of the subscriber 24, 'S 1n the CDVA
network 12. The location of the GSM $ubscriber 24 from the perspective of
the GSM LR 50 is in the GGG 16, which appears as a GSM VLR Wen the GSM LR

50 requests routjng infor tlon fro t.he 16 requests

routing ilfP8Y matOHCIRBES @%@?ﬁ%@bﬁzﬁﬂwﬁ%}@ B | is routed
to the CDVA Nﬁ@d@sﬁ@%ﬂ@]ﬂmh&%&%ﬁb@@mﬂwﬂmmﬁ@kﬁ14 %Gﬁs stered CDVA
subscriber 20 arrives at CDVA MSC 46 in the subscriber's hone net wor k

12. The CDMA 4&/’@@%&%@@@&%&8@@ ﬁ@ermmﬁththcmntqfﬂmbsmbﬁe’mt he | ocation

of the subsc t r . The l.ocation of the
CDVA  subscri t%lgﬁ%% WA en%g?%ggc?‘lﬁ?/e MOQ%E%%&?%%%%H& the GGG 16,
whi ch appear ﬂm@@rspeoﬁ%@fﬁi&&SMleﬁOﬁdlﬁﬂ%@GuR5ﬂlch&ppt&%fa§aGSMl ng

i nformation fromthe the GGG 16 requests routing information from

t he serving GgrLﬁRLIiVB@tB?\Q% SPH@“ES&?IP“WW%’BPW@PW%(@ &VBC 40.

[001011 The ChMudass E’eqﬁ?ﬁéxlﬁﬁn%ﬁ]ﬁﬁfn% &9@?@&% Ily a CDVA.
nobil e switching center . usi ng a% radio access netvvork (RAN) 48
i n accor dance twstie c@iDigxopted tochhp CEOMAMBGYG.n the art. In an enbodi ment, the

g?z\a/? i gﬁg [ﬁ‘g‘“blzoalé%"lr}%ﬁi%‘b%‘?%‘“w%?%g?l 7 tﬁ%ﬁ?ﬁ?ﬁ@%‘%ﬁgﬁ bI( leg:/l GVBC)

40 using a Gsmmmmmﬁ@amd@iwﬂshmmpm\&mmmzplmsdﬂmm in the art.
[001031 In accordance with rinci ples known in the art, the CDVA RAN 48

i ncl udes basel\ﬁ%‘ﬂ@%%ﬁ?%ﬁ@ ARi Brio detpmnpeg fhe fogationpfibe enbodi ment, CDMVA

RAN 24 shown i ei t her
cdma2000 I x, c ﬁg%}%g%@ﬁuﬁgﬁ %@%@%ﬁ%ﬁ%i@ﬁﬁ%@@dﬁ’%ﬁ%l nci pl es.

[00104] | n aceuimdairer 80 fomihGSipectivecit fiedPMAIS2 i3 it the GEG 16,HidcHGSM RAN 32
i ncl udes base st at [ On%ﬁ?ﬂvtﬁfewit a{hl %ﬁgithé?)lrle%egtsrou%nan enmbodi nent, GSM

information from the GGG 16, the GGG 16 requests routing information from
the serving GSM LR 50 and thus the call is routed to the GSM GMSC 40.

[00101]  The CDMA-based mobiles stations 22, 24 communicate with a CDMA .
mobile switching center (MSC) 46 using a CDMA radio access network (RAN)
48 in accordance with CDMA principles known in the art. In an embodimént,
the CDMA MSC 46 is an IS-41 MSC.

j00102]  Likewise, the GSM-based mobiles stations 18, 20 communicate with a GSM

) mobile switching center (GSM GMSC) 40 using 2 GSM RAN 32 in accordance

with GSM principles known in the art.

[00103]  In accordance with CDMA principles known in the art, the CDMA RAN 48
includes base stations and base station controllers. In an embodiment, CDMA
RAN 24 shown in Figure 2 uses cdma2000, and specifically uses either
cdma2000 1x, cdma2000 3x, or cdma2000 high data rate (HDR) principles.

[00104]  In accordance with GSM principles known in the art, the GSM RAN 32
includes base stations and base station controllers. In an embodiment, GSM
RAN 32 uses either GSM, GPRS, EDGE, UMTS, or W-CDMA principles.

[00105] The CDMA core infrastructure comprising the CDMA MSC 46 and CDMA
RAN 48 can include or can access a CDMA authentication center (CDMA
AUC) 44 and a CDMA home location register (CDMA HLR) 42 in accordance



RAN 32 uses either GSM GPRS, EDGE, UNITS, or W CDMA principles. [001051 The
CDVA core infrastructure conprising the COMA MSC 46 and CDVMA RAN 48 can

i nclude or can access a CDVA authentication center (CDVA AUC) 44 and a CDVA
hone | ocation register (COVMA BLR) 42 in accordance WD 20041091176

PCTI US29ah0d@304 10 with CDMA princi pl es known i nPCRESHf401084 aut henti cat e
subscriber nobile station 22, and tggcollect accounting and billing
information as required by the particular CDVA core infrastructure. 100106]
Li kewi se, the GSM core 30 can include or can access a GSM aut henti cati on
center ( GSM AUGH GbMih pririBSNinbemin the @ettte arthanbeptstubscrib@SubbileRYatidd i n
accordance wt principl es. kno in.the t to authenticate subscri ber
nobi l e statio %\{Iﬁﬁahﬁcga‘@Bﬂ%@%ﬂ%@WH@ﬂ@%&ﬂﬁs WP‘F?#B’%W ormation as
required by theidags ODMA dbreGMse@it@el nfrastructure. [001071 The CDVA MSC 46

uses the GGG 16 to communicate with the GSM network 14. The GSM network 14
can i ncl utf81es} c&ﬁceméb@%hft@m 3Geantievitdeda caoiecese A GHM a@hentigationGSM horme

| ocati on regi st | ared known in the
art to aut hent('lt atey su A G%dQ%iﬁ ﬁgﬁ‘%ﬁegﬁ%ﬁﬁi\@%@g?‘f&t accounti ng
and billing i rwfcemrdaicemthmM@ﬂmpledknobmmhﬁaaaﬁ hthetitidite Gisthter e 30. [ 00108]
Li kew se, GSM GVBC 40. uigsth 16 tQ co icate wi.th the, CDVA network
12. The CDVA rfaPRiisishation Sie foadte s inforypgign asKeAuEtt i cati on

center 44 and @, &DMMROIRGIM CarelidthshRFins! er (HLR) 42 in accordance with
CDMA principles known in the art to authenticate subscriber nobile station

20 and t ol§dN7} ecﬂhasEbﬁhMW@mdSﬂhcﬁGﬁlthcmbmmaawmﬂsthﬂﬁﬁMred by the

parti cul ar CDNA, he Bot h t GSM cor nd the CDVA core
i nfy astruct ur e” eé‘g%k\éﬁn% ég{%’%ﬁ’/\g&ﬁ cg”ﬁl a%? fa%ﬁ%cﬁssa"’s ublic swtched
t el ephone net V\mﬂienﬁa‘ﬁb'ﬂl);em%@ﬂd 8GSM hdrgd ledtiol it QHLR) B isnet wor k. [ 00110]

Wth respect to a CDVA nobile station 24 with a subscription in a GSM Core
30, the GGG 1 LIPS &WP%%’GW@@H@W‘HB@%#R sybgcribPhe GGG neet s

GSM prot ocol 1 ggiid eARALS aﬁc% cauéékﬁcé& és 'ﬂf%ﬁﬁﬁ{bh%s WohiledSM  core
network el enents such as 4 and 38 according to
by the particular GSM core 30

[00108) Likewise, GSM GMSC 40 uses the GGG 16 to communicate with the
CDMA network 12. The CDMA network 12 can include or can access a CDMA
anthentication center 44 and a CDMA home location register (HLR) 42 in
accordance with CDMA principles known in the axt to anthenticate subscriber
mobile station 20 and to collect accounting and billing information as required
by the particular CDMA network 12, |

[00109] Both the GSM core 30 and the CDMA core infrastructure can communicate
with a nefwork such as a public switched telephone network (PSTN) and/or an
Internet Protocol (IP) network.

[60110]  With respect to a CDMA mobile station 24 with a subscription in a GSM
Core 30, the GGG 16 functions as a VLR 50 to the GSM network 14. The GGG
meets GSM protocol requirements for 2 VLR 50. The GGG interacts with GSM
core network elements such as GSM HLR 34 and GSM SMSC 38 according to
GSM specifications, except that the GGG 16 routes incoming calls to the
CDMA network 12. The GSM LR 50 also performs a location update with the
GSM network 14 when the mobile station registers in the CDMA network 12.
In this sense, the GGG acts as a VLR to the whole CDMA network 12.

[00111]  With respect to a GSM mobile station 20 with a subscription in a CDMA
network 12, the GGG 16 functions as a VLR 52 to the CDMA network 14. The

R



GSM specifications, except that the G35 16 routes incomng calls to the
CDVA network 12. The GSM LR 50 al so perforns a |ocation update wwth the GSM

network 14 when the nobile station registers in the CODVA network 12. In

this sense, the GGG acts as a VLR to the whol e CDVA osg¢ [00111] Wth
5L 4

respectWDGO‘am@SM nmobil e station 20 with a subscription éllﬁﬁd%l net wor k

12, the GGG 16 functions as a VLR 52lto the CDVA network 14. The WD
2004/ 091176 PCT1US20041010304 11 GGG meets CDVA protocol requirenents for a

VLR 52. The th, CONVA co ch as CDVA HLR
42 and CDVA @d %@@é@%%@w@ﬁw&e {?385 ﬁiggéﬁoﬁl& %ﬁa%{shatst he GGG 16
rout es i NCoM Rgth CTRMIA Sofehetwiak SIoMintS BlidheE CDMEA Hilkes CHMATHIRATES@! SO per f or s

a location wupdate with the CDVA network 12 when the nobile station
registers in thaccordany ta&MEAepacificatipns; gxceptdba the CEHd Somtsirtoming a VLR to

the whol e GSMn h&% ]P\(g‘@m@ I §;| Is in the CDVA
network 12 is cal{’ﬁ%qbrom g net wor ﬂggéaﬁ%g&ca ggll‘gscgﬁé)nut ed to the
CDVA LR 52 i nupdtweﬁﬁﬁhéemnetwoakldihwﬁclsthemobﬂ@ﬂhumrraglstixbm1%6 16 routes the
call to the net 2 The et wor eye routes the call
to the CDIVA 3““%13%6{% a%%%sﬁk%%ﬁ fs%m"‘iﬁla#%@‘“.f an SMS is
nuted to the Qm(lermgtvmrk 12 fromthe GSM network 14, the GGG 16 nutes the

nessage to a nessage center (not shown) within the CDVA network 12. [00113]
When a ndBe11Y stWhenpmebiletstation thet ishe Métﬂﬁb?d(k Mlslosll@&'dneﬁlef rom:the

g?gﬁdgsémg[)gc% ca%}&ong1| l?ﬁ%d%@gdéo%t@? e cal gq(fguzggeﬁ/lﬁné?vgﬂ( 14.

The GSM net worstandatd specifitativing. yTlﬁamGGsmtrbmembbalIteﬂﬁer@ml\ﬁﬁ@EmO serving
the nobile statiopn.. Simlar nSI\/Sls ou to the GSM network 10
from the B Retyor {Zf\;%’ cepelevios e & iohftB 8@%% (49 ssrvemgm SVBC 38

w thin the Gs%er}ﬁéﬁﬂé@i&héxﬂ S]ﬁl@l@é}lﬁm\/ﬂmglﬁoﬂi@@wtﬁe@m%}wﬁﬁgﬂﬁters with the
CDMA network 12, the CDVA network 12 sends a | ocation update indication

to the GSM netfinertee GEM miweor ddnbe RKD14 teuies fempessage toa inossagecgnfetipdat e as per
standard specid el Wmd the' COMA network 12.

{00113}  When a mobile station that is in the GSM network 14 is called from:the
CDMA network 12, the call is routed to the GSM LR 50 in the GGG 16 per
standard specifications. The GGG 16 routes the call to the GSM network 14.
The GSM network 14 eventually routes the call to the GSM GMSC 40 serving
the mobile station. Similarly, if an SMS is routed to the GSM network 10 from
the CDMA network 12, the GGG 16 routes the message to a GSM SMSC 38
within the GSM network 14.

[00114] When a mobile station registers with the CDMA network 12, the CDMA
network 12 sends a location update indication to the GSM network 14. The

S’

GSM LR 50 then performs a location update as per standard specifications with
the GSM core network 14.

[00115] When a mobile station registers with the GSM network 14, the GSM
network 14 sends a location update indication to the CDMA network 12. The
CDMA LR 52 then performs a location update as per standard specifications
with the CDMA network 12.

[00116]  With respect to a CDMA mobile station 24 with a subscription in a GSM
Core 30, the GGG 16 acts as an HLR 52 in the CDMA network 12. The CDMA
LR 52 shall meet HLR protocol requirements for GSM to CDMA roaming. An
important piece of information that the HLR 50 maintains is the address of the



the GSM core network 14. [00115] When a nobile station registers with the
GSM network 14, the GSM network 14 sends a |ocation update indication to
the CDVA network 12. The CDMA LR 52 then perforns a |ocation update as per
- standard specifications wth the COVA network 12. [0011%]0 Wth respect to a
CDMVA mobWPE0¥(0876on 24 with a subscription in a GSM PEBPEHPI0NHe GGG 16
acts as an HLR 52 in the CDVA network212. The CDMA LR 52 shall neet HLR
protocol requirenents for GSMto CDVA roam ng. An inportant piece of
information that the HLR 50 maintains is the address of the W) 2004/091176
PCT/ US2004/ 010S0MA MBCfgveriiag the enobile dptinn 24 Vhethe €SM R POintha. \Wien t he

GSM LR 50 in t fgal ‘ : ksle - CDVA LR 52
will further r?)%;tee [ 1L11"?%Eitg ﬁ@%@%%fs@%&%?ﬁlwwﬁgﬁt to a GSM
nobi | e st at i onit2@theisérhing MS(b4@ri ption in a COMA network 12, the GGG 16 acts
as an HLR |. N GSM net 14.. The ..LR 50 shall LR pr ot ocol
r equi remﬁ?@l#]ort@ﬁsﬁeﬁp@gxﬁ%&?ﬁiﬂa ?tag?flcﬁw%?@iﬁ?npﬁ'%&ggﬁ&/{gf ormation
that the HLR mBibal NSihk &G0 26 addsEmHOR 50 homhe GSM £3WR6rk49, T8E SN the nobile
station 20. Wien the CDMA LR 52 in the GGG 16 routes a call to the GSM side

14, the GSM LRLBGOsh#l] méei HlReprotogeitrequinernents farkdMarte GSYL vBRing) A 00118] The
GGG acts as an. Authent.icati nt in.the twork for GSM
subscri bers 24™H tmeggq?ﬂmgﬁ%@%thgwﬁ PE"F%%%@?@& for

aut hent i cat i ng GSMGMIC4BdetingOhe aiobileasitiont 200 VHaleRyCDNALRE3Sn the net wor k
resources. The AUC function in thg GG does not call faor A—Elflg%/ igrovi si oni ng
ﬁ\gg“ G110 t

at the GGG or (R Mgrouiesa calkle the,ESMcsle I the EBWMOavifl {wsther

credential s ang,.thgiERp@yphentication nmethod via GSMsignaling to
aut I?enticate the nmobil e station 24. The GGG responds to valid nmessages that
can’be rededN§d BEhefHEDMEs BB ApthenfioBbn§lontFpider GSICH bt the EDMahngtwotkent i cat i on

Controller (A L t.he M e r r subscri.hers 20....The AUC 36 in
a CDVA net wor ijg%ﬁ ﬁ(l\g s&ggr%%ﬁéﬁ% ‘bfii‘(l)? %&%&eﬁ?{ 12 ‘H%&"P%“’]&{}%& i on and
per m tti ng/ denyithehtidgigmétilcRRtIvOid peteitng deaging ddessAblaethvafict i on in the GGG
does not call for A- kc,a[}rll Rr oVi Si (;)ni_n%1 L.

resources. The AUC function in the GGG does not call for A-key provisioning

at the GGG or the MS. Instead the GGG uses the GSM authentications

~ credentials and the GSM authentication method via GSM signaling to
anthenticate the mobile station 24. The GGG responds to valid messages that
can be received by a CDMA AUC 44.
[00119] The GGG acts as an Authentication Controller (AUC) in the GSM network
for CDMA subscribers 20, The AUC 36 in a CDMA network 14 is responsible

for anthenticating a mobile station and permitting/denying access to network

a\-.’—/s'

resources. The AUC function in the GGG does not call for A-key provisioning
at the GGG or the MS. Instead the GGG uses the CDMA authentication
credentials and the CDMA authentication method via CDMA signaling to
authenticate the mobile station 20. The GGG responds to valid messages that
can be received by a GSM AUC 36.

[00120] The GGG 16 acts as a Message Center (MC) in the CDMA network 12 and
routes SMS messages between the CDMA mobile station 24 and GSM GMSC
40 using a GSM SMS mechanism.

[00121] Likewise, the GGG 16 acts as a Message Center (MC) in the GSM network
14 and routes SMS messages between the GSM mobile station 20 and CDMA
MSC 46 using a CDMA SMS mechanism.



at. the GGG or the MS. Instead the GGG uses the CDVA aut hentication
credentials and the CDMA aut hentication nethod via CDVA signaling to

aut henticate the nobile station 20. The GGG responds to valid nessages that
-can be received by a GSM AUC 36. [00120] The GGG 16 acts as a Message Center
(MO) in VRIFNHhetwork 12 and routes SMS nessagesTHEVSREAPNE CDVA nobil e
station 24 and GSM GVSC 40 using a G8M SM5 nechani sm [00121] Likew se, the
GGG 16 acts as a Message Center (MC) in the GSM network 14 and routes SMS
messages between the GSM nobile station 20 and CDVA MSC 46 using a CDVA SM5
nmechani s ml00AZ2120 e SIPMAMPes isyspowd tohays g xalid Peptop ipthe CPMA.CDMA MBS 24 i s

required to ha 1-d- ] 1 b -this identity is
different f rom\ﬁ%r@@?ms&?ﬁ% %ﬁfgﬁt%@%lﬁgéﬁ nieélrMF%léént ity (IMsl)
(i.e., if the Sibdrbeldumtity (BISH (no}if tis€DMAaetvdik Joes nbhes b 8MSHG provi des a
mappi ng bet ween the I dentity and the IMSl. It would be apparent to
those skilled i n?‘?ﬁﬁ&%ﬂ AFHYPINE ﬁ?ﬁeﬁ‘hggﬁl\ga%d&ml?ﬁ’@%ﬁﬂ?ergﬁ% art to

uni quel y ident MI.tI@Gro{ﬂBlegﬁpa?énﬁdﬁﬂsc%ﬁHH@ihtﬁ@m’t‘ﬁﬁfjan 1Rt/ mEieq CSM M5 20

is required to have a valididentity in the GSM network. I'n an enbodi nment,
this identity Kkoovan ig3hs arMeluniqueky idenify themobibtetivnt2dondy bésessl. not use true

IMSI). |If | dept i ' e t 1,S, -4l ff er ent th i dentity in
a CDVA netié\@(riﬂ ?ﬁllgné WM%%@%S%% %ﬁ%ﬁ%‘ﬁfd‘“@eﬂ%@%@% dentity
and the CDMA i desinbddiment] thisdddntitydie a GEDAIMBL (i.t0ift 0SBV Khdtw6H dogs the art

t hat any techni que/ met hod known .in_the aré to uni que,lgy I dentify the nobile
station 20 mayBetuss&yc N0 Bake ideptity mdhe GPM netwrk asdiderenidFam hsobi | e st ati ons
18, 20, are nobj : %Hﬂ er

manuf act ur er tﬁ“é%“&ﬁgﬁhgg%rﬁ?ﬁ@?%%?%‘g@egmﬁr - e-ggft?‘;e?%ﬁp )

comuni cat i on &SM identdty hedées COMA adentity- |1 wintld hejapparebbiditmsa tkillerbibi | e st ati ons

22, 24, are nohile | e es Kyocer a Sansun ot her

manuf act urer t ﬁ%\et mtf@% ‘ﬂ‘f“’ﬁ@‘iﬂg‘?‘g‘é“’gﬁdﬂ %5!9}1 9 %ﬁge'f¥ ﬁgn% rthe( OTA)

conmmuni cat i on aidbile Byl XaRS, belR@d.pr esent i nvention, however, applies to
ot her nobile stations such as | aptop conputers, wreless, _handsets or

t el ephoned®01d4} a lnageadignting cmbogiment anqbile staons &; 40, ars merbile felsphensson

receivers. made by Kyocera, Samsung, or other manufacturer that use GSM principles and
GSM over-the-air (OTA) communication air interfaces. In a non-limiting
embodiment, mobile stations 22, 24, are mobile telephones made by Kyocera,
Samsung, or other manufacturer that use CDMA principles and CDMA over-
the-air (OTA) communication air interfaces. The present invention, however,
applies to other mobile stations such as laptop computers, wireless handsets or
telephones, data transceivers, or paging and position determination receivers.

The mobile stations can be hand-held or portable as in vehicle-mounted

i S

(including cars, trucks, boats, planes, trains), as desired. However, while
wireless communication devices are generally viewed as being mobile, it is to be
understood that the present invention can be applied to "fixed" units in some
implementations. Also, the present invention applies to data modules or
modems used to fransfer voice and/or data information including digitized video
information, and may communicate with other devices using wired or wireless
links. Further, commands might be used to cause modems or modules to work
in a predetermined coordinated or associated manner to transfer information
over multiple communication channels. Wireless communication devices are

also sometimes referred to as user terminals, mobile stations, mobile units,



The nobil e stations can be hand-held or portable as in vehicle-nounted
(including cars, trucks, boats, planes, trains), as desired. However, while
Wi rel ess conmmuni cati on devices are generally viewed as being nobile, it is

. to be understood that the present invention can be I "fixed" units
in sone WO M9eNERt at i ons. Al so, the present inventi ggqgjlg%@?fg}sogot“o dat a

modul es or nodens used to transfer Vbice and/or data information including
digitized video information, and nay communi cate with ot her devices using

wired or wirel ess .. links. rther, nds m ght. be used .t o,cause nodens or
nodul es to worﬁ?gs Rera‘tm%?’é%[’?#gF%foﬁgaga?ggg‘?%pﬂlﬁﬁ?seguwss l%%c?fgfné’&y Hanner to
transfer i nfor'migdré"qiad"muﬁ:esnmlsbmalcemmmmdncs?gtb@g channel s. Wrel ess

conmuni cati on devices are also sonetines referred to as user term nal s,

nobil e stations, nobile units, WO 20041091176 PCT1US2004/010304 14

subscri ber uniA@meﬂ@m?b%g:@%ﬂ%ggrsﬂ adi ot el ephones, wreless units, or
sinply as "users I some conmuni cati on systens.

Aut hent i c{®125h wWFighes 8a arsl Forh68D 06 dRE] forautianteatiig a SMBImabilews a f 1 owchart
for authenticatin hile. stafion 2 jth a subscrjption in a GSM
net wor k 14 inﬁngg%@éﬁﬁéﬁpwmér@%P%ﬁﬁ‘%%@&% i gures 3a and
3b are descri baghoafindnbfdt using S5 FiiRresda Shd 3Phre @BscAbeddsayanBrm RO126] 1 n
step 202, nobile station 24 (M5) roans into a CDVA area and the fl ow of

control proceedfscripoRpEHE®ES. | n step 204, the nobile station 24 initiates a
] registr gl S C %@@) I % N d the

fl ow of c?rqpr%gl ﬁ%@?ggﬁﬁt‘ggﬁﬁ%ﬁﬁ? X %%%3%0 %@%gl St réﬁiegégvso?gt em access
is a nmessage tantrbleprébds ivEEp 464. Vinatep 164, thiDivbbileAtiéR 24 idigateses sage i ncl udi ng
an hdentity of the nobile station e i he_jdentity of the
nobi | e stati onfeﬁla‘fﬁ?&?%%m%‘éa(ﬁi%hgsc%ma%méﬁﬁ%ﬁﬁem , the
identity of thgowBfdohBolrédeb®o ddp6.an I MSI. In an enbodinent, the
identity of the nobile station 24 is a Mbile ldentification Nunber (MN).

[001281 | iP0&37kp TbsregishietionpipemBeesds aearast indbs CPABRYSM vietheobi | e stat i on
e . e b BTSRRI 2 T e
M5C 46 can makes embodiment, the identity of the mobile station 24 may be provided by the

SIM 28. In an embodiment, the identity of the mobile station 24 is an IMSI. In

an embodiment, the identity of the mobile station 24 is a Mobile Identification

Number (MIN).

[00128] In step 206, the CDMA MSC 46 determines, based on the mobile station
identity, whether the mobile station 24 is a GSM subscriber. In an embodiment,
wherein the identity of the mobile station 24 is an IMSI, the MSC 46 can make

) this determination because the IMSI contains, among other information, a code
representing the country and network in which the mobile station has a
subscription.

[00129] Inthe event that the CDMA-subscribing mobile station 22 is the mobile
station under test, the flow of control proceeds to step 208. In step 208, the
mobile station 22 is authenticated using CDMA principles by the CDMA core
infrastructure, using the CDMA HLR 42 and CDMA AUC 44.

[00130)  Inthe event that the CDMA mobile station 24 with a subscription in the
GSM network 14 is the mobile station under test, the flow of control proceeds to
step 210. In step 210, the CDMA MSC 46 accesses the GGG 16 by sending an
Authentication Request to the CDMA LR 52 in the GGG 16 and the flow of



this determ nation because the I MSI contains, anong other information, a
code representing the country and network in which the nobile station has a
subscription. [001291 In the event that the CDVA-subscribing nobile station
22 is the nobile station under test, the flow of control proceeds to step
208. I n wbhepsA9Grs the nobile station 22 is authentisatestossmizezgs COVA
principles by the CDVA core infrast rycture, using the CDMA HLR 42 and CDVA
AUC 44. [00130] In the event that the CDVA nobile station 24 with a
subscription in the GSMnetwork 14 is the nobile station under test, the

fl ow of contr okorioPEREskEs toBtepIt1 2 Br &tOkdarod valheR edibBdireRe IRRMARYSC 46 accesses
the GGG 16 by sending an Authentication Request to the CDMA LR 52 in the

GGG 16 and t heembestiment, hpflowed cotrelmecesdsiostes23d4/ 010304 15 control

pr oceeds ep ' gOrTy o=t '

enbodi rreniﬂ,m?ﬂe TI% é‘gve%ﬁo%%%’rtgﬁ pro@ggﬁgﬁbgﬁg?ggé%% S%%l@%%%an

enbodi nent, t hERiS@awpart yf thé Authentivation Requesit Adtarnaivelys ttedddntityofithe COMA LR 52
as part of the henti cgt.i on Requ ternatjvel the identity of the
nobi | e stati onmggﬁ‘? %tatg’é&‘(a‘lf %ﬂf’ﬁé&@ﬁiﬁ@é% d%itgibﬁﬁﬁ‘{ﬂbenpﬁé‘m '
Aut henti cati ongefipguest. [00132] In an embodi ment, the Authentication

Request may include parameters MN, ESN and COUNT. ESN is an el ectronic
serial nur@ds2]l [ dozsehbediment, therbothierioation RemestmayannlideparametReMidst my

i ncl ude pararreF S M&JN’F%I@M %Egg[ EE;'}% an el ectronic serial nunber.
COUNT represen Sﬁaan count™ o alsparne e enr“r:nsne h‘%’&beeﬁt that is a nutually agreed

upon eventogag3wedn ab biboddnént 11he AntheidatibieR squattingy iddudel paraaitee9BON] ment, t he
GGG 16 shares tEge ﬁpd ting of COUNT with a node_that interacts with the GGG
16._ By shari ngEpNean m PR 1s; 29 PLefiTPmic Spral murmbeo feOUNTepressalie traffic

bet yeen t he beisdd aamhe, if the
GGG 16 shar eg{ﬁ]@?ﬁﬂ%e?%n of Qﬁ%%?ﬁ@%gi%&%ﬁiﬁ%ﬁ%?ﬁ%e%ﬁmc 462, then the

nessage traffi EHedheod maetile sGBon 26. almchnt ¢rebaddivint MBE GIBG riggyshees teeluced.
(901341 11,20, SRR TPEbur ATy FERIERFAGR A b BGE B2 gD o
station 24 acop@sefimétiva vall\notheywode, the hessagiiraffic tteseath©GAG 16 aid t he
p","r ticular the other node may be reduced. For example, if the GGG 16 shares the function
of updating COUNT with the CDMA MSC 46, then the message traffic between
_ the GGG 16 and the CDMA MSC 46 may be reduced.
[00134] In an embodiment, COUNT represents the number of times a mobile station
24 attemmpts to access the GSM network 14. Each time the mobile station 24
accesses the GSM network, the GGG updates a COUNT for the particular
mobile station 24. The mobile station 24 also updates its own COUNT for the
) number of times it accesses the GSM network 14. The GGG 16 stores the value
of the ESN. In another embodiment, COUNT represents a number of requests

for authentication by the mobile station. It would be apparent to those skilled in
the art that there are many events that can be counted, which the mobile station
24 and GGG 16 can count.

[00135] In step 212, the GGG 16 compares the value of COUNT to a count valneina
GGG database. If the value of COUNT is equal to the count value in the GGG
database, then the flow of control proceeds to step 214, If the value of COUNT
is not equal to the count value in the GGG database, then the flow of control
proceeds to step 216. It would be apparent to those skilled in the art that
depending on an application, a variety of criteria may be applied to determine

whether an Authentication Request is honored.



nobil e station 24. The nobile station 24 also updates its own COUNT for the
} nunber of tines it accesses the GSM network 14. The GGG 16 stores the
value of the ESN. In another enbodi ment, COUNT represents a nunber of
_requests for authentication by the nobile station. It would be apparent to
t hose skwiolzoaimwniethe art that there are nmany event seetiBt2o®inoldoe count ed,
which the nobile station 24 and GGG 6 can count. [00135] In step 212, the
GGG 16 conpares the value of COUNT to a count value in a GGG database. |f
the value of COUNT is equal to the count value in the G3G database, then

the flow gboigent riaktep 204 @e dsitlicaticatiopReduést Returh Resulta(ARRR)fis $e0ldhe | S not
equal to the cou% alue in the dat ghase, then the flow of control
proceeds to sté‘&[] 169%) FWB“’BE@ _ BPertt- %eéﬁ%’éhcék?l}kéﬂeﬁtn_the art that
dependi ng on amcARPRLGRMREhee dv@fcs BoYestft of fl afitiRtidHYn REqRRP! i ed to
determ ne whether an Authentication Request is honored. % 2004/ 091176
PCTI US2004p@13%304n step 2 16) th38uthenticationReguest RetnmReshib st settatfilgeranBeliest Ret urn
Result (ARRR) is set to.true ng t fl ow of control proceeds to step 218.
The Aut hentica Ogﬁ%ﬁémég{oceeﬂé?ﬁﬁ)ggsult nmessage indicates the result of

the Aut henpamsyt i O ré&3pense &6 the [AAGkAHdatibiR 6duest Rehfin Refiflt tRiHgh@B the 83PN Request

Return Result is set to false and the_ flow of control proceeds to step 220.

100138] | n respbawsssenthe (ESMapetwerk 14cad pblainRaessasry sdheghientimdsul t being true,
the GGG 16 acg ﬁ%ﬁ U entication
I nformation frglr%ﬁt e°@%@b§?%5%§§%§?§?nﬁ?@?§ﬁ étc‘ﬁ}]e{éc]{ﬁ 16

| ooks up the Middks np thediBbindtsalatabise toodbtzan a carespondhgG@idiIMFI G8M | MSI and
accesses the GSM net wor 4 by .sendi ng,.a aut hent j.cati on nessage

M ih the INBI  orceretisia et P sakife - ORM el inbaiiuothetas
accordance W t RyilihSINSIGI MR thebilbReitibh MoGhe GOREHDR/ARMCORESSISn t 0 step 220.

[ 00139] Met hod stegs can be interchanged w thout departing fromthe scope of

the invention.ac ce with eppembpdizacrip Bag o of eontrplagecesds tpisied 224 the art that
SLeP 21 R, Hlo el B ARB P ShB R el R
MSC 46 and t he ifitentionofThogrit waldld pe epperdisto tlwss tiditeddin Zhe drithattstep 2222, t he
Aut henti cation d§§s %%ﬁgvelt?gggéer}foligs éforiegteita E%.ed. I f the Authentication
{00140]  Instep 220, the GGG 16 sends the Authentication Request Return Result to
" the CDMA MSC 46 and the flow of control proceeds to step 222. In step 222,
the Authentication Request Return Result is tested. H the Authentication
Request Return Result is true, then in step 224 the GGG 16 starts a timer, Treg
and the ﬂow of control proceeds to step 226.
[00141]  If the Authentication Request Return Result is false, then the flow of control
N proceeds to step 228, Tn step 228, the CDMA MSC 46 sends a mobile station
authentication message to the mobile station 24 indicating the mobile station 24
is not authenticated. It would be apparent to those skilled in the art that the
mobile station may reattempt authentication depending on the application.
[00142)  The GGG includes a logic unit (not shown) to execute program logic. It
would be apparent to those skilled in the art that the logic unit may include a
general purpose processor, a special-purpose processor, and/or firmware.
[00143]  In step 226, the CDMA MSC 46 upon receiving an Aunthentication Request
Return Result indicating successful authentication, sends a Registration
Notification to the CDMA LR 52 in the GGG 16. The flow of control proceeds

to step 230.



Request Return"Result is true, then in step 224 the GGG 16 starts a tiner,
Tano and the flow of control proceeds to step 226. [001411 If the

Aut henti cation Request Return Result is false, then the flow of control
proceeds to step 228. In step 228, the CDVA MSC 46 sends a nobile station
aut henw(g%ml&q essage to the nobi I e station 24 ingeakbiagoiofe nobile
station I's not authenti cat ed. §I7woul d be apparent to those skilled in
the art that the nobile station may'reattenpt authentication dependi ng on
the application. [001421 The GGG includes a logic unit (not shown) to
execut e pbR@f amy &gl 130, 4 ShecVRUhdle RS dARRASMetHePiHRASE 1slféclsilve@mbn the art

that the Ioglc unit may include a general purpose rocessor

speci al - pur pddusisprisaeNetificatiombiiere Trea sxpiede If th ] nepeivaddhe 226 t he CDVA

MSC 46 upon r pﬁg ti S | ndi cati ng
successf ul Iﬁ%&%l ca |or‘1'"éH$en &Jecla &EH%Q}GS ﬂc}@%&‘mfﬁ Ig o t he CDVA LR
52 in the GG&):h&p2311@&&%&%%%%&1&0@@6&&@!&)&6@2% Epst :®32 WO 20041091176
PCT/ US2004/ 010304 .17 [0&441 In step 230, a check is, _made to determ ne

whet her t he cﬁgﬁire inaRleh Boqﬂgumﬁéésﬂgﬁﬁ%?wﬂﬂ&wﬁé@t%%%me TRao
expired. If tj %é‘ﬁ‘“ﬁﬁﬁ?‘é&ﬁﬁgﬁt 213Ref ghl}gggl gbﬁm@ﬁ 208, before Txao

expired, thent eflowo rocee to step ervmsetheflow
of control prRdesResulbissttépirdiate Trec mpdmm flRe gf santral proceelibtoi f i cat i on
Return Result 3 et to indicate Tanta did not expire and the flow of
control pr oceéﬂ’? ?D step 236. In step 234, Registration Notification Return

Resul t i poss| t I dtepl3eaihe GOG & sxpundetd thRedifigtibh MotiféatieRRith@al proceeds to
step 236. 1001451 In step 236, the GGG 16 responds to the R'ﬂ; stration

Not i fi cati on Rfgisiation catipmRetam kamd@amgowheﬂwﬁmwmt endi cat i ng
whet her Txso ult is sent
rom the oo TSR NIGEISFRpR PR i o] GECCRIICRIE CoREE L 2 16
sends a messaué(}%t h or within the Registration Noti f| cation Return Result
i ndi cati el statu .npbile station 24
sends angh%?‘@/s @E@%‘Sﬁ) ﬁggs ggsds aﬁ%%sa@ﬁ%aﬂé’ﬁ @Pr}g%i ce nessages. The
fl ow of cont FRéngaﬁ@xﬁHdﬁﬁdaﬁoﬁR@tﬁm 12&&1; indicating SMS only mode/status.

“SMS only” means the mobile station 24 sends and receives only SMS:

messages, not data and/or voice messages. The flow of control proceeds to step
238.

{00147}  Instep 238, the CDMA MSC 46 sends a Regisiration Accept message to the
mobile station 24 upon receiving the Registration Notification Return Result.
Like the Registration Notification Return Result, the Registration Accept
message indicates whether Trpg expired. The flow of control proceeds to step
240.

[00148]  In step 240, the mobile station 24 determines whether the Registration
Accept message indicates an accepted registration, i.e., Treg did not expire. If
Trec expired, then the flow of control proceeds to step 242, otherwise the flow
of control proceeds to step 244.

[00149]  In step 242, the mobile station 24 may or may not reattempt registration. It
wonld be apparent to those skilled in the art that depending on a mobile station
application, the mobile station may or may not reattempt registration.

[00150] Method steps can be interchanged without departing from the scope of the
invention. Thus, it would be apparent to those skilled in the art that step 244
does not have to be performed after step 242.



1001471 In step 238, the CDVA MSC 46 sends a Registration Accept nessage to
the nobile station 24 upon receiving the Registration Notification Return
Result. Like the Registration Notification Return Result, the Registration
_Accept nessage indicates whether Tpm expired. The flow of control proceeds
to step widtYddos/fo934481 I n step 240, the nobil e statioacBdsmei/@ozsnes whet her
the Registration Accept nessage indiﬁ?tes an accepted registration, i.e.,
TRmdid not expire. If TREG expired, then the flow of control proceeds to
step 242, otherwise the flow of control proceeds to step 244. [001491 In

step 242, [bdi181)moibe2AL iy 98 t2fe RRYuted affRiheTEM HER du@iMRticdtiel niebdagt | On. It
woul d be apparent to those skilled in the art that depending on a nobile

station appl i &athesnsent ipctbpGBM HLBLARG 3h 3frafsten 21%ayin plep 244 ther Gt

regi stration. &ﬁ@ Veddh, t > - Ang&: ] artin
frglmst he !scope 0 gﬁé(? i nvgﬁﬁsﬁoﬁééfﬁﬁg?&??éﬂm%%%%be ég“p%% en Héaéﬂﬁﬁosel )
skilled in thepammeterstd tist@HGA64nd thedownficoliteol erdcecds @ gigri4or ned after step
242. WO 2004/0911 PCT, 04/ 01 4 8 01511 Step.244 only has to be
execut ed al?qlé% th‘gé%éli\ﬂ é@é@ﬂ?f@f#ﬁg’ﬁ%ﬁh‘%&%@n ﬁﬁgﬁ‘ﬁ‘gﬁlﬁﬁ@@ﬁ% to the GSM
HLR/ AUC 34, 36 @iexgll BRLCABMA MSEBRnd febeivhd Mo BT adthdRliOHon Hbssad6 SeNds a GGG

aut henti cation nessage 1 ncluding authentication paraneters to the GGG 16

and the flow offrosothe GSM BEBHeKH3, 36, the 6P UbendsC0GSH| aujkkntigatiomhe GGG 16

successful ly sends .the Regi st | jficati,onReturn. Result to the CDVA

VBC 46 and T eoBUEY Hetcti CEMANSE A R E TR Brserial com rLr Auc 34,

36, the GGG 16 pawaeB t@stéSMEauh biepRag; dic CDMA MYGeistforsdhageGs t he CDVA MsC

46 in step 246. The, fl ow of contro!5 Fhi[e)%!gﬁ)eeds_to step 248. In step 248, the
Yy

CDVA MSC 46 f ortBlpRficationrequsii messaas il piatiyfrand thaflompeieopisok he nobi | e

sta_t)i on 24 and gtdigedsh®Wepisccontrol i proceeds to step 250. [00153] In an
embodi ment, an“application may have nore criteria for authenticating nobile
stations ope#ss] f rlormecmbodimicntea apphipgtion aehytheve meresritegin fieriauthentioating cat i on

Request of step e QUS| enhodi ment... t.he C.46.sends a second
aut henti cati on I?oé’élggt?fm{sﬁg?ﬂ gﬁ%&%%@%@%&f@nﬁéﬁ%@% responds to
the second aut IReqtdscefistepr210eThesin dnredibodi@n) the CDMA MSC 46 sends a

second authentication request (not shown) to the GGG 16 and the GGG 16

responds to the second authentication request (not shown).

[00154]  In step 250, the mobile station 24 responds to the GSM authentication
request message by determining authentication parameters such as an encryption
key using a GSM authentication method and sending an authentication response
including the authentication parameters to the CDMA MSC 46. Inan
embodiment, the authentication response s sent using the IS-637 SMS transport.

) The flow of control proceeds to step 252.

[00155] Instep 252, the CDMA MSC 46 forwards the authentication response to the
GGG 16 and the GGG 16 validates that the authentication parameters by
matching the authentication parameters to values received from the GSM
HLR/AuC 34, 36 in step 244. The flow of control proceeds to step 254.

[00156]  In step 254, the GGG 16 sends an update location message to the GSM HLR
34 to update the location of the mobile station 24 and the flow of control
proceeds to step 256. In step 256, the GSM HLR 34 sends GSM subscriber
profile data of the mobile station 24 to the GSM LR 50 in the GGG 16. The
flow of control proceeds to step 258.



[00154] In step 250, the nobile station 24 responds to the GSM

aut hentication request nessage by determ ni ng authentication paraneters
such as an encryption Kkey using a GSM aut hentication nethod and sendi ng an
-authentication response including the authenticatio to the CDVA
MSC 46. MO ¥¥MIBdi ment, the authentication responsgc?l?gibg‘ﬁ‘ﬁﬁ%@i ng the

| S-637 SMS transport. The flow of coltrol proceeds to step 252. [00155] In
step 252, the CDVA MSC 46 forwards the authentication response to the GGG

16 and the 16 val i dates t he tjcation par te mat chi ng
the aut nerPPio: g‘ﬁ%@@ﬁﬁ%ﬁ%ﬁ?%‘%%‘%@%&i’% x4 Qe PMA R AC 34,
36 in step 244.gPRfbdripRifil@indGenisid CRIDICHOAS dath ifi b Qualfidhtiol DEdGRE | n step
254, the GGG 16 sends an ggdate | ocation nessage to the GSM HLR 34 to

updat e the | ocde fheCIIVIAMEC A6 pad the Sowtof spntrad progerds teesten 298 dbe cont r ol
proceeds to st B0 . . . : 4 subscri ber
profile data o@{aﬁg%{ép@é@?’a |%ﬁesgl%%%h %ﬂéﬁ%ﬁf It?f?%%ﬁ?hn%%{l He GGG 16. The
fl ow of cont r olaufoaedad sortmansitapwb the GEM 2060 4. 11T theRAbi SR 10304 19
[ 001571 In step 258,?1H1§, GGG 16, naps éhe GSM subscriber profile data to a
COMA  subscr i bé?P¢aBtlified. BAReRlflaion ¢4 EviohaHPoIZer & PmNiciei8Ual i f i cat i on
Directive to ttﬁ@Gmtvb@;glzﬂﬁl_o@%“&x eTnf dn MR HinteRh kHeAbGON B HRBIRst® Step 260.

The Qualification Directive indicates that the nobile station 24 is

qual i fied, i.e.the CRMAMSCAS] fulbprofiniiwhiduindumiis forviarded3sberaobilsr k 14. . | f the
nobil e station Ls. N i.td ed...1he | tatihon .24 4,5 _not
aut hori zed to ngaﬁnr% %;j %f%d@m&%htoﬁﬁfgoﬁgaﬁé’%ﬁ?ﬁ_{%m(ohg? Q%%%\%"?’H n an

enbodi ment, t heefd¥adkeccivediitiotidsigdimitedeo SMPAndEaged6 "ful |l profile, " which
in-turn is forwarded to the _nobj | ecz%ati on 24 and j ndlcat_es .to the nobile

s_ta,_t)i on 240PH8 t MestepsDs tae SPMA YO esnendgiohe Qualificatian igsctiye #dut  bei ng
i mted to SVB WRASANRRcARRIHLNaR S0 B CHEA PRYA diBEedfwi goponds to

the Qualification D rective an sends a Qua tion Directive Response to
the CDVA LR 52 canuolipnescédsdasterf 262cont rol proceeds to step 262. [001591 In

dat o the BEREE ey Aerdluots etas of foeevint o PRUBIREE 0t ne” Gomt
HLRJAUC 34, 36.profile data, the GGG 16 sends a GSM subscriber profile data response to the
GSM HLR/AuC 34, 36.
[00160] In step 264, responsive to the GSM HLR 34 receiving the update location
message from the GGG 16 in step 254, the GSM HLR 34 responds to the update

location message and sends a update location message response to the GSM LR

50, the update location message response indicating that the location of the
mobile station 24 has been updated at the GSM LR 50.

Authentication Xeys

[00161] i isin the area of authentication that the GGG differs most from the J-STD-
038 IIF. Since the J-STD-038 IIF requires that the roaming subscriber have dual
subscriptions — one for ANSI-41 and the other for GSM — it nses standard ANSI-
41 techniques to authenticate the subscriber in ANSI-41 foreign mode. In

contrast, the GGG solution does not require that the ANSI-41 foreign mode
roamer have a complete ANSI-41 subscription. In particular, etther the MS or
GGG needs to be provisioned with ANSI-41 A-keys. The following first
describes the standard ANSI-41 authentication mechanism. Then modifications
to ANSI-41 method are described.



[ D01601 In step 264, responsive to the GSM HLR 34 receiving the update

| ocation nmessage fromthe GGG 16 in step 254, the GSM HLR 34 responds to

t he update | ocation nessage and sends a update | ocation nessage response to
the GSM LR 50, the update |ocation medkage response indicating that the

| ocation of the nobile station 24 has been updated at the GSM LR 50.

Aut henti cation Keys [001611 It is in the area of authentication that the GGG
differs nost fromthe J-STD- 038 HE Since the J-STD-038 IIF requires that

t he roam ng subscri ber have dual subscriptions - one for ANSI-41 and the

ot her for GSM - StindusioSNSEahdatheéntidBba 41 techni ques to authenticate the
subsc contrast, the GGG sol ution does not

in ANSI -41 faoreign node.
r eqjﬂqlé }hat t hdhasandad Afl*b%eﬁlgarppfﬁﬁa'é to prognsng MWU&&W@{S@%@ in1
b cript oned
SUbSOr L e B NHE WL 200 Sl URE MR R R SF R PRI O

aut hent i catandrauthemhanmsmntéfhmm mdd(ﬁmmmbenc‘salled BANISESIA1 302 hod paycessed

descri bed. -20- dard. ANSI -41 Aut henti on [0016 h stapdard ANSI -41
approach t o sﬁ}g(?oé‘éeﬁg”? ntqiogatt? BWdPE?g?Séhﬁéﬁmg?fé&ﬁ%‘h& et ehated The
A-key 300 (mhhessys T}H@op%?ﬁfoﬁtlsﬁéf Fmé 8 Mhe B ets%t&ﬁ'ﬁnmg'ahﬁeﬁﬁ&hbﬂn and
aut hentication center a rahdom nunber ca RANDS SD 302 are processed
usi ng a CAVEntergdhé Sﬁilame&dstsdqﬁ%UmSSDaAmg B0E rusmlfer awthritieatiarhandSe®l- et
Shared Dat Thi s.operation is rformed in e statlon and
The. aut hent PEESPONkeY:BAT i eroRui e O i sy feMaredst i Mot atssSn Hi€hs Used
for aut hent yf Althdficah rdspbise (AUTHESP- Bhk ey peéksinBISSENAT VI OBSNO3®AGh

system access the nobile statl on generates " an authentication rezgonse

(AUTHR) 308MEY pHaceawhengicaam datg0sl4 | (HSKHIDATA pitter Ml endisledidigsn dat a

access LypelnaTh Op e ANEhedl o R Shibrh hunfRRRAN0 ST it o

over head nebg &@MT;h&v@h@dmsaggs | Bhepprotasing i Iaegm)nnecbygaexey:Mebmgxgthe CAVE
al gorithm 3&. The nobi]e st tion Hansmts AUTHR 308 in the system access
and i s aut heAVE SeeRhEneH S nalbeup PRl yaten BRsTEEH AU HRor 3t lvothsﬁmcne he

MSC/ VLR) i RENd {(WiBn BT lﬂe
result wt h@g’%at rggg‘%t%{/%ng%t&? Usi ngmlekgmggﬂg%%ggﬁ%g{tlcg %%gngglg% S?

aut hent i cat imigpendesly parfosws tHesame omputahiSh amilcqmmamsrtke wsilhyith et received.

Using Kc as SSD-A
(00163} The goal of authenticating a GSM subscriber in an ANSI-41 network using the

GSM authentication credentials can be achieved by using Kc as SSD-A. The new method
to generate the SSD-A key and AUTHR 402 in accordance with an embodiment is
shown in Figure 5. When the GSM authentication 404 is run at the mobile station and

| at the GSM AuC, the secret key Ki 412" (known only to the subscriber’s SIM and the
GSM AuC) and the random number (GSM_RAND) 414 are used to produce the
SRES 410 and the encryption key Kc 412" . Kc 412 is 64 bits in length just as
SSD-A. Therefore, Kc 412 can be substituted for the SSD-A value in the standard
ANSI-41 computation of AUTHR using 2 CAVE algonthm 416 .

[oolbt] Since the GGG gets the GSM authentication triplets (i.e., GSM_RAND, SRES
and Kc) from the GSM AuC and the RAND 418 ,ESN 420 ,MIN 422 . and
AUTH_DATA " 424 in an AuthenticationRequest INVOKE it can then use the Kc



GSM aut henti cation credentials can be achieved by using Kc as SSD-A. The new
method to generate the SSD-A key and AUTHR 402 in accordance with an

enbodi nent is shown in Figure 5. Wiensthe GSM aut hentication 404 is run at
the nobile station and at the GSM AuC, the secret key Ki 412 (known only to
t he subscriber's SIMand the GSM AuC) and the random nunber (GSM RAND) 414
are used to produce the SRES 410 and the encryption key Kc 412 ,. Kc 412 is

64 bits invhiaegs thejSSEt-Adaiue &okhtAentiCarrBE Aiobile Katidhl AsinthddENSIMB triethotied f or
the SSD-A value in the standard ANSI-41 gogl%ut ation of AUTHR using a CAVE
al gori t hm after the grobye ptateprys dirst pathenie atedh using {aSMSRIAMTR n M8 | aOthSA WMordsp| et s

(i.e., GS : ] 8, ESN 420
N 422 SO0 LR paR R A e Db MK IR B can ¢ hen
use the Kc ex&ixnesthd G8Mbauthdnacdtivh-poacdlireaising theivdlendf GaMe RIAND ndbf | &t thé¢ at i on
usi ng the -41 od after the nobile stati is.first henti cat ed
usi nS esm_@ﬁ@ ﬁ@s E‘Wf AUBESAtI QT AL P#ﬂ@&@%@ﬁﬁﬁélm@ BHPOH have a
comon val yg;.Qf Rh Seﬁﬁ% : ; j cation
pr ocedur e ﬂg}n%gGﬁg?%\gﬁFe&% Iﬁ% SR%IND 4 g&gtoﬁwé #ﬁoﬁ%&&}(ﬁ@%%é

aut hent i catthesanavalizeof[iar, then tied valoe cirebeddsd a¢ S5DOMAAD S@ndeed WSE-41usi ng GSM
signaling ove S-637 SNS transport, On t he ile statiqgn .an ave
he. s vaPEHONEARDE uin S RFRIcpi e oG BEUOI dde4dv-e 8T THOE DSt ¢
ANSI - 41 mejhafienfiddticdRechfiRded 9 bRt iRiHalin@éficlellSy. WRIM Ihat fistdppRiAch 4186

advant age of using the ANSI- 41 authentication techniques is better

si gnal i ng emgsts thergogl of Muthentidating a mobilg platiomintthe ANS I-4taetwork wsing 68iM of

aut hent i cat(i: Q%n?x nobil e station in the ANSI-41 network using GSM

credenti al s“™Ad ﬁléhti cation with SSD sharing [001651 For the operational
scenario of Figure 3, the ANSI-41 ACin the GGG retains authentication
responsi bi | § ' LR is assuned to respond to each nobile

ntikiatio
station. ess, ahte . e i 1491 i age response and
flash)sT%?{;ﬁi AR eﬁgﬁ%‘.ﬁl‘é‘%%%m°q%§%ﬁ?ﬁ}%§@ﬁﬁr%@’%‘ﬁ§GG&ﬁm _41 HLR/AC in
e o, V\r\tdtzﬁnsi:[ 'ffﬁmimmbwsﬂ:;ﬂ:’}ﬁydihg 4“ I\/ISC?VLR. m%am:ﬁm&;gadFSBEGin T
nore signaling traffic hetween the - , and.t he 0
reduce MBC/ $ASPendip W"’,&@%bql Y?%“P“@ccf’? e 2 TRPRTOP BN P Bvs the AC to

di stribute samE.auhhombimalivih MOSRRGScRIdREYIe INVOKE téardd thg MSC/ VLR
ANSI-41 HLR/AC in the GGG. While this approach provides ma;dmum
security, the tradeoff is more signaling traffic between the ANSI-41 MSC/VLR
and the GGG.
[00166] To reduce MSC/VLR — HLR/AC signaling traffic, a method that allows the
AC to distribute some authentication responsibility with the serving MSC/VLR

> is described below. SSD sharing is applied to a GGG-based GSM1x solution if
the value of Kc is used for SSD-A as described in reference to Figure 4. The

remainder of this section describes how SSD sharing is performed.

SSD update
100167]  Figure 6 shows the information flow for a successful SSD update procedure

in which the GGG updates the SSD shared with the serving MSC/VLR in
accordance with an embodiment. The initial condition for this scenario is that the
GGG has previously shared SSD with the serving MSC/VLR and that the
MSC/VLR authenticates the MS when it performs a system access.

100168] The following procedure describes this information flow:



I's described below. SSD sharing is applied to a GGG based GSM x solution if
the value of Kc is used for SSD-A as described in reference to Figure 4. The
remai nder of this section describes how SSD sharing is perforned. SSD update
.100167] Figure 6 shows the information f |low for a successful SSD update

pr ocedur avo poe4/0ash t he GGG updat es the SSD shar ed wirch/ustmeds/gwsodsi ng MSC/ VLR
in accordance with an enbodi nent. gzl nitial condition for this scenario
is that the GGG has previously shared SSD with the serving MSC/ VLR and t hat
the MSC/ VLR authenticates the M5 when it perforns a system access. 100168]
The fol | oM0Ate9pr onestiapr®1 dibs GlGhimitiatdsitle SSTF wpdatbiyonvokinguhuthibti2Ada( 091176

PCTI US20041010 0 te 1 i niti.ates e SSD update
by i nvoki ng Aut %FV%Q%%%@?qW%@%%MﬁMMe > ANSI - 41
M5CI VLR wi t h t hesivadd NOESID pavaghefdSSD par aneters. [001701 In step 502, the
M5Cl VLR di scards the SSD t|I”|) it has for the@égemfled M5, and responds by

i nvoki ng Awoh@htimwzmpwmmmaﬁ at it hgofor dle sppeifiedddS, The

a0 for each sySlenrars oy hap ek bFRETIve sRNE ASakHTontls By | N oiies

Count Request (G%lmmmﬁmwﬂﬁokdm&ﬁﬁﬁéhmeqmstmmﬁﬁﬁhd he current

S04, the NBG VIRLMALHBAOUAR trb e ARG MRot ur n Rosul L

(1 S41_counigpef) . &OM O'S'ﬂﬁgdd@nﬁ@l%@%&ﬁq{eﬁ% PRCOMUEER 1 1n step
505, if thte & has r?gs addi ti onal GSM aut hent ?Ecﬁgtlon tri pI%%@Q’%@? the M5,

t hen the GGG i nholSE/ WhRicEmmEsMUT sErept CAT dithe SElllistoyiiotst (CORBYIOSM HLR, The

next time that the e s the system the following steps occur:
[00174] In steﬁaﬁ%e%%f%%ﬁﬁre%l? responds with M-send-authentication-info

cont/ai ni ng (@172t ﬁﬂéte;imsﬁheM&jNQRraspbﬁtfsrmﬂaaéCamtmquwsemaum[meﬁ%] In step

507, the next tine the accesses the syste t he foI | om ng occurs:
1001761 In step(I%tigCO‘@FﬁBeCOS@@lP% e OYEL ngrasKtsted, the MSCT/ VI .
;ntvg]gﬁts A Ete . ﬁétéﬂbSﬁ?%@GG%%Mhﬁ@M%%&%Mp%ﬁtﬁe
u |

MS, then the GGG invokes MAP SEND AUTHENTICATION INFO towards
 the GSM HLR. The next time that the MS accesses the system, the following
steps occur:

[00174]  In step 506, the GSM HLR responds with MAP_send_authentication_info
containing a set (at least one) of authentication triplets.

[00175]  In step 507, the next time the MS accesses the system, the following occurs:

[00176]  In step 508, since SSD is no longer being shared, the MSC/VLR invokes
Authentication Request (IS41 _AUTHREQ) towards the GGG to authenticate the

) MS system access.

[001771  In step 509, the AC in the GGG executes ANSI-41 authentication given the
parameters received in the previous step, and the value of Kc (SSD-A) stored for
that MS. The AC then invokes Authentication Request Return Result
(IS41_authreq) towards the MSC/VLR to indicate successfiil ANSI-41
authentication.

[00178] In step 510, the GGG initiates the GSM1x authentication process by
invoking GSM1x Authentication Requests using the I1S41 SMDPP transport. '

[{00179] Instep 511, the MSC forwards this SMS to the MS.

[00180] Instep 512, the MS responds to the GSM1x authentication request by
computing SRES and K¢ using the GSM authentication method, and sending a
response (GSM1x Auth Rsp) using IS-637 SMS fransport.



M5 system access. [001771 In step 509, the ACin the GGG executes ANSI-41
aut hentication given the paraneters received in the previous step, and the
value of Kc (SSD-A) stored for that Ms. The AC then invokes Authentication
.Request Return Result (1S41 authreq) towards the MSC/ VLR to indicate
successf WO 2MBHmE aut hentication. [001781 In step PLOUSL€0IGHSE i niti ates
the GSM x aut hentication process by b#fivoki ng GSMLx Aut henticati on Requests
using the 1S41 SMDPP transport. 100179] In step 511, the MSC forwards this
SM5 to the M5. 1001801 In step 512, the M5 responds to the GSMLx

aut hent i cal0pB] r ebpstspt51Bythe MSGinrvards SREBISHN dheddGlsindghe GEGGSktates

aut henti cation t.h ng. s i.n r espans MLx Au using |1 S-637
SMS transport. %%@%%@%%ﬂ%ﬁ%@%gﬁ%fﬁﬁﬁfﬁﬁg step 513, the
MBC forwards t heSNIVE.R/AnCHEn %k camflettd e SEGny@ité @ahe®S. t hat the SRES in the
GSM x Auth Rsp matches the val ue received fromthe GSMHLR/ AuC. This step

conFI etes {08 ZESDIQHWailésmnﬁhﬂaﬂewsiyﬂFMszbYﬁeM%ﬂlﬂm Q’t\ﬂé’e@gﬂkﬁé n?XEI 1
system access %mﬂ?ﬁ cation Reques

AU THREQ) tomr%%tﬁt‘ﬁg%eﬁf%g@%]]’% n'ste @"f@ﬁy?ﬁﬁ% in the GGG executes
ANSI - 41 auioiss] i chisteprblgj tie ACtinghe PEGaretutas ANSIek iauthenticatiéthgiv@rtbyi ous st ep,
and the value of Kc, (SSD-.A),.stored.for, that M5, T hen i nvokes

Aut hent i cati on W&e&? Ry IHﬂF?e%'ﬁW?‘_’S S@Q@%%Yagfeéjgi(cﬁg@@smg elVBC/ VLR to
i ndi cate succesgiis ANSlA hen ANLRQ MRt M0n RIGRIERAREANEL €r IS al so
included to share SSD with the MC VLR Initial regl stration with SSD

shari ng 10018410%41gentlecq) tewads theMSGIVILRAP indeqglesueaesy rio nodified for

SSD sharing in i HQB i I ion fl ow shown in
Figure 7. is st @‘{agﬁ%ﬁﬁﬁgbp or n%%?sg%ofriﬁ %é\(/leg-t%\%n&%ﬁ? @Bﬁeovvc hart of
Fi g_L)r es 3a and MBCWIR.! step 619. [001851 In step 601, the initial

regi stration scenari o begins when the M5 performs a registration system

access. [00186]_]n. step 602, the ANSI-41 MSC/ VLR i nvokes Authentication
Request Inttia] registration with SSD sharing

[00184]  Figure 7 shows an initial registration scenario modified for SSD sharing in
accordance with an embodiment. The information flow shown in Figure 718
similar to the information flow shown in the flowchart of Figures 3a and 3b until
step 619.

[00185]  Instep 601, the initial registration scenario begins when the MS performs a
registration system access.

[00186] Instep 602, the ANSI-41 MSC/VLR invokes Authentication Request

(IS41_AUTHREQ) towards the HLR in the GGG (the HLR for the GSM1x
 MS). The relevant parameters in this AUTHREQ are MIN, ESN and COUNT.
The GGG stores the value of ESN and compares the value of COUNT to the

value in the database.

[00187]  Instep 603, the GGG looks up the MIN in its database to get the
corresponding GSM IMSI and invokes the
MAP SEND AUTHENTICATION INFO towards the GSM HLR/AuC.

[00188] Instep 604, the GGG invokes the Authentication Request Return Resutt
(IS41_authreq) towards the MSC/VLR indicating successful authentication and
starts a timer, TREG.

[00189]  Instep 605, upon receiving the IS41_authreq indicating successful
authentication the MSC/VLR invokes Registration Nottfication
(IS41_REGNOT) towards the HLR in the GGG.



(I'S41_AUTIITREQ towards the HLR in the GGG (the Bl R for the GSMiLx MsS). The
rel evant paraneters in this AUTHREQ are M N, ESN and COUNT. The GGG stores
t he val ue of ESN and conpares the value of COUNT to the value in the

. dat abase. 1001871 In step 603, the GGG | ooks up the MNin its database to
get the worpLwpondi ng GSM | MSI and i nvokes t he MAP_BENDSHAUFHENT| CATI ON | NFO
towards the GSM HLR/ AuC. [00188] Inmtep 604, the GGG invokes the

Aut henti cation Request Return Result (1S41 authreq) towards the MSC/ VLR

i ndi cati ng successful authentication and starts a tiner, TREG 100189] In
step 605, 38N r du eliew b9y ifithe GGSAEcavas 41 REGIOT bofom iEREG skpites

thentication the MSC/ VLR i.nvokes Registrati.on .Noti f.icati | S41_REGNOT
Fovar ds t ne. FLITRCHEREEE UR S80S ROty b s DOUFGoR 8R4 [ 0o100] | h
step 606, if tResuli@B41e@ghotpwith bprofifidadiitikdridag VS odiFESME¥Rlyies (as in

this scenario), then it responds with a Registration Notification Return
Result (1$41 r&?ﬁ%ﬁeﬁaﬁl\foﬂlﬁwﬁi profile macro authorizing SM5 only. SM5S only is

speci fi edl\[gﬁ%{éol IM:Ogrégdﬁgﬂ{}\esmeg);ingﬁwmson%st riction = "allow all"

[00192] S rmnatTorRestriction = "allow all"™ [00193] ‘
Origi nati qomiez)i c &iMS_TFembimativgiRestdctiect Gillpwnidlttber " (e. g., pl ays announcenent)
[00194] In_step 607, upan.receiyi.ng the |1S41 regnot the MSC/ VLR sends

regi strati[%E’ cce ﬂ%oﬁﬁ@%@f“[%ﬁ@@é‘f@qwgﬁ.‘% 6@@"1%1Wéaf&§_§ni’%’&%‘? es the
VAP_send elbt_ilb«ﬂ”t'Iﬁ@fcb@ﬁU,hF&PreEéiﬁHFEH&qs4l(__ﬁgnbﬂtﬁéﬁ!&@/’?ﬁl&fsﬁld@' ng one or nore
authentication triplets. [00196] I'n step 609, after the GGG successfully
sends the 1S41regsiatien aceent frethe ¥/ VLR (6) and receives the MAP _send

authont  od00198) | dnSicb SO8 iqlobHenerieNke (Blg sibeBBRE WAFEERNE | nsport.
[ 00_197] I n st eGSMHLRI A ddnGiting vas afsndré mgthenhiBation tiiplets.MS. [ 00198] In step
oL e R e L A T AL R B comt oSS
MSC/VLR (6) and receives the MAP_send authentication _info from the GSM
HILR/AuC (8), it sends the GSM1x authentication request (GSM1x Auth Req)
message using IS41_SMDPP transport.
[00197] Instep 610, the MSC forwards this SMS to the MS.
[00198] Instep 611, the MS responds to the GSM1x authentication request by
computing SRES and Kc using the GSM authentication method and sending a
response (GSM1x Auth Rsp) using IS-637 SMS transport.
[00199] Instep 612, the MSC forwards the SMS to the GGG and the GGG validates
that the SRES in the GSM1x Auth Rsp matches the value received from the
’ ) GSM HLR/AuC.
[00200] Instep 613, the GGG invokes MAP UPDATE LOC towards the GSM HLR
to update the location of the MS.
[00201] Instep 614, the GSM HLR invokes MAP INSERT SUB_DATA towards
the GSM VLR in the GGG to send the subscriber profile.
[00202] Instep 615, the GGG maps the GSM subscriber profile to an ANSI-41
subscriber profile and sends this ANSI-41 profile to the MSC/VLR by invoking
Qualification Directive (IS41_QUALDIR).
[00203] In step 616, the MSC/VLR responds to the Qualification Directive of step
615.
[00204] Instep 617, The GGG responds to the MAP_INSERT SUB DATA of step
614.




response (GSMLx Auth Rsp) using |IS-637 SMS transport. [00199] In step 612,
the MSC forwards the SM5 to the GGG and the GGG validates that the SRES in
the GSM x Auth Rsp nmatches the value received fromthe GSM HLR/ AuC. [00200]
-In step 613, the GGG invokes MAP UPDATE LCC towards the GSM HLR to update
the | oca Q¥ e V5. [00201] In step 614, the GSMPAERSPYAIONS \pp

| NSERT_SUB DATA towards the GSM VLR 2 the GGG to send the subscri ber
profile. [00202] In step 615, the GGG naps the GSM subscri ber profile to an
ANSI -41 s i ber profile nds this l- rofi taq the MSCI VLR by
i nvoki ng @tﬁg‘fsﬁfu @%ﬁ%bﬁgdhffﬁ‘?@i@?@&&@%@&@%ﬁﬁé@%ﬁ?ﬁ?éﬂp 616, the
MSC/ VLR respondgisto the Qualification Directive of step 615. [00204] In
step 617, The GGG responds to the MAP-|NSERT- SUB- DATA of step 614. WO
2004/ 09117806T/ UBpeemdiG1 umnhe nost HotsmEsess hy shedS Gredollaviag 8&M HLR r esponds
to the MAP UPDAJE. L.CC of step 613. [00206] In step 619, upon the next
system access by the M5 the follow ng steps occur: [00207] In step 620, the
MSCNLR VLR[o020m K e in Aep 6280 thic 043 C/VMRRELR ersbkes(ABidehti dtibhiRBG)est owar ds t he GGG

[00208] In step 1, th in th executes ANSI-41 authentication given
the paraneter sagégéi[mﬁ{ﬁgtf’ﬂ@%&’@ﬁs step and the val ue of Kc (SSD-A)
stored for roobdypt mg@,&%@% USRS St NQSILA ICAk RcaREA BRI S miet Ur n

8
Result (1341 authre towards the _I\/BCNL?? to indicate succeSsful ANSI-41
aut hent i cat i on. pafémct@sBcpiedimgheprevigussiteponi thl aliedf Ko (854 s®8Id i t h t he

MSCNLR. Regi strat t VS i 550 ar i [ 0QR20 Figure 8 shows
the informati on%%tl]@al flbel"ﬁ;%seﬁ&gglg%f%mtﬁ%ﬁggaﬁis??ﬁwegﬁﬁ%@ﬁ%ga ew MSC/ VLR when
SSD sharing is @84iowsttrehNtodanie ARISE/ VIR 0 iadicadfiockissNANSI-4002101 In step

715 upon the next stem access by the M5 the foll owin t eps
) P authen%gahon. The SS paran:){eter?s also mcluged to share SSlg vsgth tge

MSC/VLR.

Registration at new MSC/VLR with SSD sharing

[00209]  Figure 8 shows the information flow for a successful registration with a new
MSC/VLR when SSD sharing is allowed in accordance with an embodiment.

[00210]) Instep 715, upon the next system access by the MS the following steps
occur:

[00211]  Instep 716, the MSC/VLR VLR invokes Authentication Reguest
(IS41_AUTHREQ) towards the GGG.

100212] Instep 717, the AC in the GGG executes ANSI-41 anthentication given the

_ ) parameters received in the previous step and the value of Ke (SSD-A) stored for

that MS. The AC then invokes Authentication Request Return Result
(IS41_authreq) towards the MSC/VLR to indicate successfill ANSI-41
anthentication. The SSD parameter is also included to share SSD with the
MSC/VLR.



occur: [00211] In step 716, the MSCNLR VLR i nvokes Aut hentication Request
(I'S41_AUTHREQ) towards the GGG [002121 In step 717, the ACin the GGG
executes ANSI-41 authentication given the paraneters received in the
_previous step and the value of Kc (SSD-A) stored for that M5. The AC then
i nvokes wotherwpiicat i on Request Return Result (| S41_mat/bsmeorvionar ds t he
MSCNLR to indicate successful ANSI-4lg authentication. The SSA paraneter is
al so included to share SSD with the MSCNLR WD 2004/091176

PCTI US2004/ 010304 26 G phering 100213] GSM Ci phering is based on
successful GSM Aut hentication. The RAND value sent to the M5 by the NMSN for
aut henti cati ong@g%ﬁso used in the creation of the GSM Kc. The RAND val ue
is passed to t to create a Kr, value. In an enbodinment, a GSM A8

al gori t hmjooidjch GSMIishering 3 badtd oalshiccehsFul (GEM Aluthenttdatiah. ETHIRAKD val ue. The
SIMreturns Kc to the MS for bulk encryption (using A8) in a GSM network.

A3 and AS are X#unentodhs MabydkMRN foyabantieation is alsorised viBe oreafion ne of
Aut henti cati on pﬁ;ﬁg j i

aut henti cati onogdrilgg%%frcg' i@r a ﬁ%ﬁﬁ ge(ﬁts}gma@tssllgfr}ogir‘lgagce{(}g?Qa%%gnw th an
enbodi nent. Fi guemb&limantanGEMAS slgorithmt Wwhich falinbentin thatitole wgsddecess that is

used by a GSM nobi l.e statio 15 N epds an_aut hentication
request 904 wi Pﬁmﬁﬂ?ﬂ&iﬁ%enﬂﬁﬁgﬁ%m%6y§ﬁlﬁg%§% X SREEP Sg sent by the
M 906 to the GSMnS MMaktvor0A3 MR drbsRANR:Rh 2Fd By @nlhalicy t he same as
GSM_RAND shown in Figure 4. [00216] The MS 906 interfaces with a GSM SPA
card 908. |n afmsHensdi ment, the GSM SIMcard is renpvable. Alternatively,
the GSMcard is integrated into the M 906. In an enbodi nent, the GSM SIM
908 uses a GSM aut hentication algorithmto calculate SRES, which is sent to
t he) MSN 902. [ @2flihélef AnthamicetidioRliooainte, t he MS 906 responds to the
aut henti catjon :Ts_tc]uesg 904 by pon'?uti ng SI ZES and. Kc _usi t he.. GSM

; §

aut hent i caP92iH Rk hows A outing of anauthientication procedure for a mobile

station in accordance with an embodiment. Figure 9 is an outline of the
authentication process that is used by a GSM mobile station.

[00215] An MSN 902 sends an authentication request 904 with a random number
RAND to an MS 906. The RAND is sent by the MS 906 to the GSM SIM card
908. Note the RAND of Figure 9 is the same as GSM_RAND shown in Figure
4.

[00216]) The MS 906 interfaces with a GSM SIM card 908. In an embodiment, the
GSM SIM card is removable. Alternatively, the GSM card is integrated into the
MS 906. In an embodiment, the GSM SIM 908 uses a GSM authentication

: ) algorithm to calculate SRES, which is sent to the MSN 902.

{00217]  In an embodiment, the MS 906 responds to the authentication request 904 by
computing SRES and K¢ using the GSM authentication method, and sending an
authentication response with SRES to the MISN 902,

[00218] The MSN 902 verifies the SRES returned from the GSM SIM 908 to the
MSN 902. The MSN verifies that the SRES returned by the GSM SIM card 908
matches the SRES provided to it by the GSM AuC (not shown).

Kevy Generation
[00219]  Figure 10 describes GSM key generation with a GSM MS in a GSM

network. Figure 11 describes CDMA key generation with a CDMA MS in a
CDMA network. '



aut hentication response with SIZES to the MSN 902. 100218] The MSN 902
verifies the SRES returned fromthe GSM SIM 908 to the MSN 902. The MSN
verifies that the SIZES returned by the GSM SIM card 908 matches the SIZES
_provided to it by the GSM AuC (not shown). Key Ceneration 100219] Figure 10
descri bewoGeMickays generation with a GSM M5 in a GSM paEets»esk1036s gure 11
descri bes CDVA key generation with a M5 in a CDMA network. WO
2004/ 091176 PCT/ US2004/ 010304 27 [002201 In accordance with an enbodi nent,
the system seam essly integrates a CDVA RAN with a GSM Core network. This
I s achi evd@pzedii ndn accofsivhddSth srhatbod ok, élse dykiemGRidAlessNIntegratdses GSM Cor e

a1 gor i thrs. | nCHAA RASHIIEACEM FErbieh THak Mhepros et Saitice. such as a
PLC to sorambl ey dpRe me/cahiThRAN: MR OBV RAork O diftrg Rt | On Uses

A5/1 - a Ciphering algorithm In an enbodi nent, GSM key generation uses

A5/ 2. [002211 rembnesdhotivdbMend COMA Koy Sieamatontigorébms.hln aGSM key gener ati on

of Figure 10 w .t h K ne |on of Fiqure uch that a nobile
station with aemég‘%%grﬁi %?%ﬁm? %Segsg%ﬂ%tﬁdgtsﬁ%???c %'gﬁas agﬁcrzrg%?craén@? ation that
has access to IKbicé traffic. e <oibvliinentISM kepgeneRtsn asss ASCDMACipéritgr kK and be
aut henticated according to the GSMgubscri ption and nessages sent and

recei ved by t h@lBowER: |18 ag erbediment S M ey genapafionyseshVid, the nobile station

with a GS béHiRete Ve PR kb I LAD2R ccordance
with an e%@g?ﬂm\r@?g%ﬂgﬁ@ 10 dgscri bggmz&ggM‘ggK%ﬁéyéenerata%)gir:\&g%ocess, whi ch

is used for GSW avithfetDMA keyrgeperatioprof Figuye 1 Fugluthet a tbitbesftatioasvithaay GSM

aut henti cati on _and. crypto h rk in a.GSM.context. [00223]. RAND 1002 and
Ki._ 1004 are inf H%megﬁsg%%f‘i“%{ﬁﬁ&’ a,&goabllﬁéglt‘%ﬁ’a%s ac%@%tg.%éﬁ?&e t wo

el enent s gener giedGIMReRioHE catloaith b EDMNRESWOM thdcspdnikentichR42. SRES 1010 is
an aut hentication Ear aneter. During the authentication, process, the network

gets a responsaccopngle e ISMppbscription and gaessages soph adgersived huthes) M or

aut henti cati on : [ 4 : [ station
aut hent i cati on Bt Shrion i b8 BoASRid. 1158 hdYRBNilcSakER wiils BN

works in a CDMA network seamlessly.
[00222] In accordance with an embodiment, Figure 10 describes a GSM Key

Generation process, which is used for GSM anthentication and privacy. Figure
_ 10 defines how GSM authentication and cryptography work in a GSM context.

[00223] RAND 1002 and Ki 1004 are inputs to two algorithms, A3 1006 and A8
1008. These two elements generate two other elements, SRES 1010 and K¢
1012. SRES 1010 is an authentication parameter. During the authentication
process, the network gets a response, which has SRES in it, back from either the

' “) SIM or authentication center. The network is authenticates the mobile station
based on SRES.

[00224] GSM Privacy means encryption of voice packets. From the voice traffic
1014, every voice frame gets encrypted to prevent other devices from decoding
the voice frames. Other devices cannot decode the voice frames because they do
not have access to Kc.

[00225] A8 1008 generates Kc, which is a ciphering key. Kc is used to do voice
ciphering. Kc and the voice traffic element 1014, which provides a number of
bits for speech encoding are combined together using algorithms A5/1 or A5/2
1016. The A5/1 or A5/2 algorithms 1016 enable GSM ciphering for GSM

privacy.



[ 00224] GSM Privacy neans encryption of voice packets. Fromthe voice
traffic 1014, every voice frame gets encrypted to prevent other devices
from decoding the voice franes. O her devices cannot decode the voice
frames because they do not have access to Kc. [002251 AS 1008 generates Kc,
whi ch | svezesphesi ng key. Kc is used to do voice cPPREBIAYIIONE and t he
voice traffic el enent 1014, which proyides a nunber of bits for speech
encodi ng are conbi ned together using algorithns A5/1 or A5/2 1016. The A5/1
or A5/2 algorithnms 1016 enabl e GSM ciphering for GSM privacy. WO

2004/ 091108228CT/ Bigacd4/sbaesUBM AL Eeyd Gome@ibnit gagoesdance witlpass CDVA  Key
Generation in @a gglga ce with an enbodi ment. [002271 The CDVA

Authentlcatlon is turned off. However, the GSM MSN and M5 wil |

gener at e @oym CeThs CDALY AuthehticaidiMroéess is\@rhedofpr Hyaewer, (MBESMMEN GSM M5 and
MSN wi || generate. an, Enhanced Cel | ul ar Message Encryptlon Al gor I t hm ( ECMEA)

Key for Signal W@AW"WW CENPIEPIIVAHNE fopyoygeprivacy VR e follow ng
elements int r e ECMEA Ke

for Signali ngrgrllavl\gggﬁ é@@o@?’fﬁ%%%ﬁgﬁggnp %p?’égiﬁ%ﬂesﬁe Eg%% 2301 SSD- Byl S
re|tol acEd wth mgonthmmmyﬁssmmg&’adawtgolzwsl [g02321 Bot h thet
network a ch is never sent over
t he net WoihgﬁEESNIE%_‘LM%%I %wﬂi a%c%ﬁﬁ f@&ﬁﬁ}/gl% ety i tRemoeess ¢ty & CAVE

al gorithm 1108ealcmh§1g%N@MitQWfanﬁh€Eme far@%ﬁ% S%he RAND of
Figure 4. The CAVE algorithm 1108 produces SSD 1110. e S 1110 is 128

bits, whi (1§22% dSSDd%EfTPRhi@dmI%‘arts SSD-A 1112 and SSD-B 1114. SSD-A
1112 and gﬁ% %ﬁ}% (iaﬁ?ceh to two other rungs of a CAVE algorithm

1116, 1118. e rungs "is used to cal cul ate authentication
[ nf)ormat [ mzsmUTEENmﬂ.%@lacéﬂmﬂemsm henti cat i on bits are a sequence of bhits

that no offiE) aorEe Br¥eBant e mone sy e A kid I0RTit iSBerer dat & S9D
;g%dt gave ger@JeEdleh&WoﬁthMWAlm 1AL HRd REINE 1166 ZOMphid® Net work is

CAVE algorithm 1108. This RAND 1106 of Figure 11 is the same as the
RAND of Figure 4. The CAVE algorithm 1108 produces SSD 1110. The SSD
1110 is 128 bits, which is divided into two parts, SSD-A 1112 and SSD-B 1114,
SSD-A 1112 and SSD-B 1114 become inputs to two other rungs of a CAVE
algorithm 1116, 1118. One of the rungs 1116 is used to calculate authentication
information, AUTHR 1120. These authentication bits are a sequence of bits'that
are sent with evéry access, so the network is capable of determining that no other '
device except the mobile that has the shared secret data SSD could have

3 generated the anthentication AUTHR. That is how the network is able to

’ determine whether the mobile station is authenticated. Similarly, the network
always sends a RAND, which enables the mobile station to determine the
network. The concern for authentication is to make sure the network is
communicating with the correct mobile station.

[00233] SSD-B 1114 goes to another instantiation of the CAVE algorithm 1118.

Qther inputs to the CAVE algorithm 1118 include ESN 1114, anthentication
data such as MIN or last dialed digits 1122, and output of CAVE algorithm 1116
that was executed using SSD-A. The CAVE algorithm 1118 processes these
inputs to produce VPMASK 1124 and CMEAkey 1126. VPMASK and
CMEAkey are used encrypt CDMA packets. Just as GSM key generation
provided Kc and algorithms A5/1 and A5/2 were executed using K¢, CDMA key



“determ ne whether the nobile station is authenticated. Simlarly, the
network always sends a RAND, which enables the nobile station to determ ne
the network. The concern for authentication is to make sure the network is
comuni cating with the correct nobile station. [002331 SSD-B 1114 goes to
anot herwihB§dsRbfahat i on of the CAVE al gorithm 1118. orimeszod4mpits to the CAVE
al gori t?u'm 1118 include ESN 1114, autqentication data such as MN or | ast
dialed digits 1122, and out put of E algorithm 1116 that was executed
using SSD-A. The CAVE al gorithm 1118 processes these inputs to produce
VPMASK 1124 agehetiiofipeyvided 36D-B/RIBAVEd]gobNmsey edited using $SPAB.N Jpt  CDVA
packets. Just_as GSM key generatl(()lE, provided Kc and al gorithnms A5/1 and
A5/ 2 were exeé’afi'éaseé’s‘il ISIgEe SPEHRIRTFGRPYH41091176 PCT1US20041010304 29
gener at i qp2BOVi HGR eabbAiBeR e S%B/Emﬁd:ﬂeresmhy éen%f&ﬁ&ﬁ’&ﬁﬁlgﬁﬁaﬂg SSD-B. In

bot h cases, C|phers are generated or encryption 00234 n enbodi nent,
the system comihr{‘é@dm&@}ﬂ@@n@fﬁtgmﬂoﬁm@mm&rlwmﬁomﬁhﬂkey

generation of a, nobile . station with a
v si M st Pt i s e RE R e 6 W mb iR bebra®’ "o 1 <
then substi t ulRd Kiods thieh SubSitea fathle SKID-ADaddSSTHB OISV kegener at i on of
Figure 11. Then, the npbile station perforns exactly as shown in the CDVA

key gener at i orgewailﬁpé‘ﬁf@“?ll ['I@;ggjlgﬁmqhﬂ%tanpﬁpgfq@gp;@ﬂmow Wper ati on,
i.e., a nobil g, j.roamng into a CDVA network, the
nobi | e statlon generat ggm}é?a@on?g@gﬂ using a random nunber. Once Kc is
creat ed, [BR23b]s sThuws;intlyedd mode SSperdtiemale., Sﬁbb&staﬁmohtherﬁwmmh t he
net wor k and npbil.e stat] 0 _have,.va aut hentlca on ta & encryption.
Vessage i ow BT RCtOMA et s Sestle pRlty et ke S8R e 2 redbage
fI'gw i n accor aig 8 raddbi nathber e KRAS credted, K@x@mﬁﬁtdteamrlsemtmﬁdl on node,
I..e., a nobile statlon havi n GSM SIM roamn n%iﬂ a CDVA network. MSN is
An

at the same | Spd-Bavhigh Wﬁ@sgﬁh@wkﬂ‘&%@?ﬂ@ iseagslidenbodi nent, the
same procedur gy §ntf91!1$ - 1eh) twork with a GGG In the GGG
configuration, u ecnetvvor hacs M5C i nstead of the MSN and the

net wor k i ncl udes a GGG just as shown in Figures 6-8.

Message Flow During Registration

[00236]  Figures 12-14 describe a message flow in accordance with an embodiment
for a hybrid authentication mode, i.e., a mobile station having a GSM SIM
roaming in a CDMA network. MSN is at the same level as an MSC in a CDMA
network. In another embodiment, the same procedure is followed in a network
with a GGG. Inthe GGG configuration, the network has a CDMA MSC instead
of the MSN and the network includes a GGG just as shown in Figures 6-8.

[00237]  Figure 12 shows a message flow during registration in accordance with an
embodiment. Figure 12 describes the message flow for the first time the mobile
station is authenticated.

[00238]  Figure 12 assumes the mobile station had been just switched on. The mobile
station sends a registration message 1202, which gets sent to the MSN as part of
a Location Update Request 1204. The registration message gets converted to a
Location Update Request on the interface between the BTS/BSC and the MSN.
The interface between the BTS/BSC and MSN is called the A-interface, which s
defined by the CDMA2000 standard.

{00239]  Afier the Location Update Request is received by the MSN, the MSN sends
a MAP SEND_AUTHENTICATION Info 1206 to the GSM HLR/AuC 1266.
The MSN sends the MAP_SEND AUTHENTICATION Info 1206 to the GSM



'[00237] Figure 12 shows a nessage flow during registration in accordance
wth an enbodinent. Figure 12 describes the nessage flow for the first tine
the nobile station is authenticated. [00238] Figure 12 assumes the nobile
station had been just switched on. The nobile station sends a registration
messagewhadmooY3s Ch gets sent to the MSN as part of pcautoe@iiozon Updat e
Request 1204. The registration nessa gets converted to a Location Update
Request on the interface between the BTSBSC and the MSN. The interface

bet ween the BTS/BSC and MSN is called the A-interface, which is defined by
t he CDMA2000 ﬁmmacclzwmmaﬂmﬁcaﬂohaﬁbmbhmmmﬂamsaﬁqmeﬂe is received

by the MBN, th se a MAP- SE CATIO\IInfo 1206 to the GSM H
LR/ AuC 12086. Wﬁw@&%&a{aﬁ@ w UEETQaRP PATEMAIS6 to t he GSM
WO 2004/ 091176 RET#ALIS2004A 8 1930 tﬁ@{ﬂﬂkﬁbﬁﬂ@oﬁ dile PRIsFHdM @4t henti cati on

I nformation for the nobile Station. The MSN obtalns SRES, a random nunber,
Kc, and ot her G_ﬁMMAE@I Forsubsegeent awthentications, dp MENGan nbtamlﬂmar&END
AUTHENTI CATI O\ o se 120 fromthe GSM HLRI AuC. For subsequent

aut hent i cat i o5 m{‘ T Bbtain different aut hentication par amet ers.

[002401 Tpazbet ﬂﬁﬁ&E&Rﬁmﬁﬂmmw andR€) diCotored i thé MSed THe MY VBN, The
MBN then sends a GSM aut henti cati on req]éfst 1210 to the BTSBSC. SMs i s used

to encapsul atkensgrdsa{ARM erthanisationseqeesisl2d P tthe BISBSG- SMBds usghivom nunber
travels throu 1212, to the
nobil e stati o%ﬂ @ﬁ‘ﬂ%aﬁqﬁﬁ&h} a¥ [ oggsredéegpotﬁgegtﬁglu?% %@%ﬁ%g%fest Dat aBur st
1212 with a AutamelRéspuhselafdivaBuesdagd Abth R¢OR DhlaBitse 1212nthahe nunber i s sent
to the SIMby t st a .The SI n urn SRES and

cal cul ates t hém%? %@%?@F@Fﬁ@@?ﬁ@?&%ﬁ%@“ qF‘?s??D?tHg UEt hent i cati on
Rejponse 1216. 12Tb%ﬂ5mmmg&pgﬂamgztme SRES received fromthe AuC with
t he SRES t he m)blle sends and_ if the two SRES pmatch, then the NMSN

det er mi net§0343kt P‘Eﬂlﬁaﬁ%‘r@ﬂ?ww?m@b’éﬂﬁa@ﬁe“ﬁﬁmmy ation is

aut henti cat ed. dfﬁgw tdf?{@’S? Elh% P) te Location
Request 1218. % responds to the %ﬂ ocati on Request 1218 with

an Update the Authentication Response 1216. The MSN then can compare the SRES
received from the AuC with the SRES the mobile sends and if the two SRES
match, then the MSN determines that the mobile station is authentic and the

mobile station is anthenticated.

[00242) The MSN updates the GSM HELR with an Update Location Request 1218.
The GSM HLR responds to the Update Location Request 1218 with an Update
Location Response 1220. After receiving the Update Location Response 1220,
the MSN sends a Location Update Accept 1222 to the BTS/BSC. The
BTS/BSC sends a Registration Accepted Order to the mobile station and the
mobile station is allowed fo use the GSM network.

[00243) At the end of the message flow of Figuré 12, the mobile station has a Kc,
which is the same as the Kc the AuC sends to the MSN. Both the MSN and the
mobile station have the same K¢ and both are ready are encryption. Figures 13
and 14 are the call flows that enable encryption.

[00244] In an embodiment, GSM Authentication is performed immediately after
Registration fo provide the optimum privacy. In an embodiment, Voice and
Signaling Privacy is requested in the Page Response for a mobile terminated
(MT) Call, or the Origination Message for 2 mobile originated (MQ) Call after
the MS has passed the GSM Authorization process.



Locati on Response 1220. After receiving the Update Location Response 1220,
tthe MSN sends a Location Update Accept 1222 to the BTSBSC. The BTSBSC sends
a Registration Accepted Order to the nobile station and the nobile station
is allowed to use the GSM network. [002431 At the e ssage fl ow of
Fi gure WO2004f814gbi | e station has a Kc, which is tﬁgrlggngeﬂgosﬁ?he Kc the AuC
sends to the MBN. Both the MBN and tdHe nobile station have the sanme Kc and
both are ready are encryption. Figures 13 and 14 are the call flows that

enabl e e ti . LIren ' Lon is perforned
edl at AP ¢ crte fREAS Shoey Pl EPMALH TR ered S LA RABRE T | D 21

enbodi nent, VeeceredbeforeRegisahtiongs Bympleiey i s requested in the Page Response
for a nobile termnated (Ml Call, or the Oigination Message for a nobile

originated (MO Call after the M5 has passed the GSM Aut hori zati on process.

WO 2004109117648 3mﬂ&ﬂ§%0§é§&&p@g@l The next two cases exist if a
L call 1S nade of

phone is powered on and @ recei ved before Registration is
conpl et e. [00246)s agligre & dysipuwsi thembsshgd fovOlurgigraa M@ cathin acf@deéithiagur e 13 shows

t he nessage fl g uring-a cal | | [ iph.a odi nent. The
MBN shal | sen Wﬂ%nm\/lgl}ﬁ@[ 5 %&ﬁﬁﬁ@%ﬁ@ﬁa&fﬁ?setup in the
PRI VACY- MODE- RiefhE-&T serp e PRIVACY MOBIRWEDIONS T MNeshpd oK fiel d. [00247]

Figure 13 can be divided into two . The part above the Authentication

arts
Procedure is twwgmow-mbi |l e sends an origination 1302 and
t he BTS/ . '  nalL that th
e ﬁ%&4ﬁﬁndﬁ§g@t1§ewﬁﬂmmwfan@g§gég§§%ﬁ B J&P@?&%ﬁéﬁ at the

BTSBSC has receiv L he origination e ackno nt order 1304
i s needed si ndzodurets the OBM A ralhweben dehempgbileetnds en sagitationl I36hind 1002481 The

BTSBSC sends rvice Request, to th 1306 .t e a call. As a
result of thi ghef%%g S ‘ﬁ@“ﬁé‘%%’ieﬁ@e’gﬁr%%@fg%ﬁ%ﬁ%ﬁ#%% to the
BTS/BSC t 0 getBEs/BH@Rarecedred it @ikination iRssaB i THR ackdbev&pmBsibrdgnds a CH
Assign 1310 to _the nobile station. [002491 The nobile station sends a

traffic channdP04 Faesded sineasmprisination megsagpmmay tdepetreliphy: TCH preanbl e 1312
means thepgng] | e1Rd BES/B8CIsSndiBSI M Service Request to the MSN 1306 fo set up a

call. As aresult of this request, the MSN sends an Assignment Request 1308 to
the BTS/BSC to get a channel assigned to the mobile. The BTS/BSC sends a
CH Assign 1310 to the mobile station.

[00249]  The mobile station sends a traffic channel (TCH) preambie 1312 to the
BTS/BSC. The TCH preamble 1312 means the mobile station is making a
noise. The BTS/BSC listens to the mobile station and attempts to acquire the
mobile station. As soon as the BTS/BSC acquires the mobile station, the
BTS/BSC sends a forward (FW) Ack Order 1314 to the mobile station. The FW
Ack Order 1314 indicates the BTS/BSC has received the TCH preamble 1312.

[00250) A Service Connect 1316 is sent from the BTS/BSC to the mobile station.
The Service Connect from the BTS/BSC indicates to the mobile station that the
mobile station is on service now and is ready. The mobile station acknowledges
the Service Connect with a Service Connect Complete 1318 to the BTS/BSC,
which then translates to an Assignment Complete 1320 from the BTS/BSC to
the MSN. At this point, the MSN has a traffic channel to the mobile.

[00251] IAM 1322 and ACM 1324 arc SS7 sigpaling to the telephone network
setting up a link on the other side with the PSTN. The mobile station is making
a call. TAM message makes the called device “ring.” ACM is the completion of
the SS7 call setup.




noi se. The BTSJBSC listens to the nobile station and attenpts to acquire the
robi |l e station. As soon as the BTSBSC acquires the nobile station, the

BTS/ BSC sends a forward (FW Ack Order 1314 to the nobile station. The FW
Ack Order 1314 indicates the BTSBSC has received the TCH preanble 1312.

[ 00250] wh 208fo¥its€ Connect 1316 is sent fromthe BTSES$:20040e0a0bil e
station. The Service Connect from tﬁe BTS/ BSC i ndi cates to the nobile
station that the nobile station is 06n service now and is ready. The nobile
station acknow edges the Service Connect with a Service Connect Conplete
1318 to tjh@sHTS/ BRihe i Cehatotd & sbih )8 GEVE Suth@htidiohPdcOMTE Bin Heorpl et e 1320
fromthe BTS/BSCto the MSN. At this point, the MSN has a traffic channel
to the nobil eoPlimetyngriomsd. 1 Beoptensl quibeptiggtion pecedire prUTIRGNt 0 t he

t el ephone net I j t S - S i PSTN. The
nobil e stati oﬁ%ﬂsfeardrg%ﬁgﬂggH%gﬁfﬁélﬁéﬁﬂoﬁn%saﬁ%@kﬁa%%@?eﬁ E%mné%mdglgedevi ce
"ring." ACM i satdeeidetnyindhd autheoficatibinpro&fnreeditionsit. But eXO12BOMIDY1176

PCT/ US2004/ 01Q304 , 32 [ 00252]. After the traffi.c nel ig.set up, a GSM
aut henti cati o oSS IGLRYG e@“ﬁ%?ﬂalﬁgonﬁ‘ﬁf?‘%%he?ﬂ}?elf’“ftglﬁﬂﬁ%mﬂlé’ﬂﬁpti onal GSM
aut hent i cat i OBaRéPERAMICR iAR s KO8k m@mN“RadTHé’ﬂ@&ﬁb%h&?es%&Bfth& channel s.
For a nobile originated can, the MSBN can decide to fun the authentication

procedure opti pythentipation prasaduré ispedfomB  does not run the aut hentication

pr ocedur en | ast i | J ener gt is the sane Kc
as the NgRPZE@ T(%l{él‘%l%égao-rﬁl @eé%%%ee@%ﬁg%%%galfég%sm%%#tafl?%ﬁﬁon procedure is
performed. 1002Z3th thaSNa AN 32613 WE biiswd mieBRg©pROST7 elpdalbi, thatghd |, t he PSTN

sends an ANM 1326 to the MSN.. ANM 1326 i s an answer, nessage per SS7
si gnal i ng, thagl%ﬂﬁﬁsm%%ﬂ@é@m@kﬁﬁ&ev e User gRVEEL L i other ed ofine user

anyvers at theypeviSRIEn dcid to G bn plitiRy Mol: 4898 WaGhES:dsQo it N ON privacy
node 1328 that indicates to the BTSBSC ¥o start encrypting and in the

Privacy Mode #ES&eto stast epcrypiingandtie the Privey Modemessage, 1 BiealowBRd i ndi cates to
the Privacy NoE RS 1R AR PR e MR e Do Bs
descri bed in tOMELRMMIGD:s saidipdbsse keyblie thedirivatisMddd mesfiRl ypt voi ce packets.
e Pt AR RIS TSR S i e B SR S al B 1 © STt o
standard. They are used to encrypt voice packets. In the Privacy Mode message
1328, the MSN indicates to the mobile station to start encrypting and the mobile

acknowledges responds with a Request Privacy Long Code Transition Response
1332..

[00255] The BTS/BSC sends the MS a Request Privacy Long Code Transition Order
1330 and the mobile station responds with a Request Privacy Long Code

9 Transition Response 1332.

[00256]  After receiving the Request Privacy Long Code Transition Response 1332,
the BTS/BSC sends a Privacy Mode Complete 1334 to the MSN. After the
Privacy Mode is complete, the mobile station is in a scrambled talk state

meaning that voice frames are being encrypted.

Message Flow During Mobile Terminated Call

[00257]  Figure 14 shows the message flow during a mobile terminated (MT) call in
accordance with an embodiment. The MSN shall send the VPM and ECMEA
Key to the BTS during call setup in the PRIVACY _MODE REQUEST message
of the ENCRYPTION INFORMATION field.



acknow edges responds with a Request Privacy Long Code Transition Response
1332.. [00255] The BTSBSC sends the M5 a Request Privacy Long Code
Transition Order 1330 and the nobile station responds with a Request

. Privacy Long Code Transition Response 1332. 100256] After receiving the
Request Woizemmyiiteong Code Transition Response 1332, paius:8084iB®C sends a
Privacy Mbde Conplete 1334 to the MShk After the Privacy Mde is conplete,
the nobile station is in a scranbled talk state neaning that voice franes
are being encrypted. Message Flow During Mbile Term nated Call [00257]

Fi gure 14jmebssys Fizereields agexafdptewf@®rivacygviedemolin acall ¢y orighateddn(ihd) call in

d it . di t. . The, MBN shal |, . d the. VPM _ECVEA K t
he Bre dur § gtV rid ol Al Roud ke ooRiet sl i BB of the
ENCRYPTI ON- | NFQRVAT rbinbdsded oo MMLAQEHTN R5Tpm5A0A44R4038¢; 33 1 [ 002581

Figure 14 is an exanple of Privacy Mdde when a call is originated on the
PSTN si de. Themesssges tatare usedvoband onigimatiuy anddtrimination atessage todbd i ng this nobile
station. The ges between MSN and PSTN are regul arly defined as SS7

nmessages that ‘afe ‘'used to send origi'nation and term nati on nessage to the

PSTN. [ 00Rfasb] | ARAIMAIGR2 is% requestiidiGiting Belihe MM hat Hcdllieh iheddtg call is
being initiated to _the nobile station, In response to the |AM the NMSN

pages the nobifemokiagaion. inesprses odhs HiM,the pages g mobde bagawss defi ned by
Figure 12. - ThombEbReR BoevibusiyagifidolaateERla gl 2! BEe HEN fifsa AL LHI S

point, the nobile y ha cause 1t "was previously authenticated
usi ng GSM aut hRagingReqinesh 1404de e B E/BSC0A2 80y poildothe mebidé alieady kaslBagi ng Request

fromthe MSN, the BTSBSC sends neral. Pa 06, to the nobile station.
The, nobi | e st a{(F Wapsggtp%ﬁajgevg%mﬁrﬁg eﬁﬁﬁgdﬁ?gﬁgﬁé‘gﬁm%g@ﬁ%se 1408 sent to
the’ BTSI BSC. Thecddk®/ BSC sends a Page Response 1410 to the MsN. Once the
Page Response 1410 is received b the MBN, the MSN knows the nobile is

t her e and [99360) ¢ 5 §lpon prepizingipFaeiag Reayest from thediN: the RTS8 & sserds aassi gnnent
Request 1412 tgefhf pBTE06 10 thE faobile station. The mobile station responds to the

page with a Page Response 1408 sent to the BTS/BSC. The BTS/BSC sends a
Page Response 1410 to the MSN. Once the Page Response 1410 is received by
the MSN, the MSN knows the mobile is there and is ready to receive a call. The -
MSN then sends an Assignment Request 1412 to the BTS/BSC. The

Assignment Request 1412 indicates to the BTS/BSC to set up a channél for the
mobile and the BTS/BSC assigns a channel to the mobile and sends a channel
assign 1414 to the mobile station.

[00261] The mobile station sends a TCH Preamble 1416 to the BTS/BSC. The TCH
Preamble 1416 indicates the mobile 1s making some noise on the forward
channel so that BTS/BSC can acquire the mobile station. The BTS/BSC sends
an FW Ack Order 1418 to the mobile station after receiving the TCH Preamble.

[00262] Once the BTS/BSC acquires the mobile station, there is a Service Connect
1420 and a Service Connect Complete 1422. The BTS/BSC sends a Service
Comnect 1420 to the mobile station and the mobile station responds to the

L\'_.."/;

Service Connect 1420 with a Service Connect Complete 1422.

[00263] The BTS/BSC sends an Alert with Info 1424 to the mobile station. The
Alert with Info is a request for the mobile station to ring. After the mobile
station starts ringing, an Assignment Complete 1426 is sent from the BTS/BSC
to the MSN. The Assignment Complete indicates to the MSN that the mobile

station is ringing and a charme] has been assigned to the mobile station. An



Assi gnnment Request 1412 indicates to the BTSBSC to set up a channel for the
mobi | e and the BTSBSC assi gns a channel to the nobile and sends a channel
assign 1414 to the nobile station. 1002611 The nobile station sends a TCH

- Preanbl e 1416 to the BTSBSC. The TCH Preanble 1416 indicates the nobile is
maki ng sH@EMdPEE6 on the forward channel so that BTEBIBER0e¢M0MEquire the
nmobi |l e station. The BTS/BSC sends amg4FW Ack Order 1418 to the nobile
station after receiving the TCH Preanble. 1002621 Once the BTSBSC acquires
the nobile station, there i's a Service Connect 1420 and a Servi ce Connect
Conpl et e 1422. ACME 14283B S0t femdbe MSSeip #iedtS TNOdicatintg 1o 42EPSIW thhe nobi | e
station and the on responds to the Service Connect 1420 with a
Servi ce Connec?l()@gét%&fn%% [ 002631 The BTSBSC sends an Alert with Info
1424 to t hen2embi | ssmapbmﬂauﬂ'éi@cké\hpﬂie cullddndbilk Gtation and £Os@SE Grér t he nobi | e
station to ring, After the nobile station starts rin IE&S an A55|gnrrent

Conpl ete 1426 g@(]sléﬁfiﬂtﬁ'ﬁ’@rfﬂh?ﬁ@blmto%BtTIS@%N[hW ds Conpl et e

i ndicates to they, h{?}ltiﬁ%t glbile station is ringing and a channel has
been assigned to t ?e statlon An WO 2004/ 091176 PCTI US2004/ 010304 34
ACM 1428 i[e02égnt OGncethetdosndvbdh bas bbheest%ﬁlﬁheﬂ,rtﬂé G3M authenticatibe plaSddird he nobi | e

station is rin 0 a ys i cks up.the called nobile
station and a gﬂﬂ%e"é’gi 'ﬂﬂ%gé%m% gg’%agg’b tof%ﬁﬂ ﬁﬁé‘ﬂ ARG E Htion to the
BTS/ BSC. Then, piddaivid 8REFoeeh @ttheric Gby dethHictit® tHah@e MabbntkcR465] Once the

connection has been est abl i shed, the M aut henti cati on procedure can be
optional |y runpropedurabeswnionspavenine calds or@Rce werm,p@atﬁpr@mmnla{ Th

procedur e, thereltqlrl&c %gﬁ#hb%h?%ﬁgry Slqazﬂld the

auerentlcatlon proce ure n on Ive ca s or once every ten
calls for examﬁﬂbwﬂﬁﬁtq;oh@guc I ndi cates the authentication policy to the MSN,

o occdur ¢ PG Vg b AriiedhcsHonerbeRie ey vy gAes o o desFdehe

synchroni zed ashRhSYduRUSd synétRezdde Previbiisly BEIcHBEY m%ﬁvacwﬂs&st 1434,
request privacy Ionqicode transition order 1436, request privacy |ong code

transition resprtes 1433 gequest privasy langgedeimnsttien erder {36, remepsianivacy
long code transition response 1438, privacy mode complete 1440, and ANM

1442 operate as described in Figure 13. After the ANM 1442 is sent from the
MSN to the PSTN, the MSN starts the call, which runs in Scramble mode.
ANM is the answer message as before.

[00267] Note that in 2 GSM network, the Authentication center tells the GSM MSC,
when the GSM MSC should do authentication. In a CDMA network there is no
such mapping such that the AuC indicates to the MSC when to do

j authentication. However, for a mixed mobile station, i.e., 2 mobile station with
a GSM SIM roaming in a CDMA network, the GSM authentication procedure
can be run whenever the MSN needs to run it, i.e., according to authentication
policies of the MSN. Thus, the MSN can implement the policies set by the AuC.

[00268]  While the particular CIPHERING BETWEEN A CDMA NETWORK AND
A GSM NETWORKX as herein shown and described in detail is fully capable of
attaining the above-described objects of the invention, it is to be understood that
it is the presently preferred embodiment of the present invention and is thus
representative of the subject matter which is broadly contemplated by the present
invention, that the scope of the pfesent invention fully encompasses other
embodiments which may become obvious to those skilled in the art, and that the

scope of the present invention is accordingly to be imited by nothing other than



1442 operate as described in Figure 13. After the ANM 1442 is sent fromthe
MSN to the PSTN, the MoN starts the call, which runs in Scranble node. ANM
is the answer nessage as before. 1002671 Note that in a GSM network, the

. Authentication center tells the GSM MSC, when the GSM MSC shoul d do

aut hent i¥QeedA21176n a CDMA network there is no such BEFFZHE/EIN t hat the
AuC indicates to the MSC when to do s3authentication. However, for a m xed
nobile station, i.e., a nobile station with a GSM SIMroamng in a CDVA
network, the GSM aut hentication procedure can be run whenever the MSN needs
to run it, i. etheappsodeddilaims.tin whichmefpreneste an plement in dhesingplar tsiet MSN.  Thus, the

MSN can i npl eng t LWCi es.set ) . 26 i t.he particul ar
Cl PHERI NG BETVE%@@%B%%‘ N&Fﬁ&%ﬁ}iﬁgg %&MW@ Y%‘r’“‘gh?eﬁ Wown and
described in deatmérk". i Sl kvichitalead abkitoral equivialentsio 0@ eldnenihftrabescr i bed
objects of the invention, it _ is to be understood that it is the presently

preferred embodfsrrivd Perredembodizent that puelnomaypr dater comedtbrsknopaie esent ati ve  of
the subj ect magl jishy & ¥reGQ ﬁlﬁ){n@é %ﬁgg i nvention,
that the scope o%rot he pr slélrlltmiﬂﬁ\%ntei oﬁ& yrgﬁrggxn%l%@gg&ot ere enbodi nment s
whi ch may becoams apbintended tode ehwapasskd by thd presentickims. tMomoebrtihiatnot he scope of
the present invention is.accordi tQ be limted b ot hin t.her than WO
2004] 001176 PCIFEISS0 Sas s 589 fsidissErashdbd Farrbole LR ¥het er ence (o
an el ement in idhedyTRdibradent ivendbn, forit MRS cdpRRADY i ReseidlMity one”

unl ess explicitly so stated, but rather "one or_nore". Al structural and
functional equfwHicanes, nolepmt, cpapensal opmethpd stapb\ibe prggeatdisalesyreds ef err ed
enbodi nent tha - KRR e of ordinary
skill in the ar t&gfgle%gg‘g?%g%?dyéﬁl%rgggggfeg%@ﬁ ﬁ%r el ﬁﬁéﬁghgre%%nce and are
int)ended t 0 becemmandassedhdistaphieeyplieitigntcited & the claiuisr dNowdim element not
necessary for device or nethod to address ery probl em sought to
be solved by ﬁq@nbsrtggvgmnsihwgqp?i%tﬁ?pp&sqnf °Fﬁ§a@$&%‘§ﬁ’sed by the present
claims. Furt hgirh@hsh, ufiessehSd@Ndnt isCRPRYMEREiteisingRbd SHilass 'PBarks ot he pr esent
disclosure is "intended to be dedjcated to the _{)ubl ic regardl ess of whether
the el ement, | o%8hipersaes2eethadclaivy thedemnens isapeiter @5 & ['Yopr astepdaf am t he
clainms. No clahm«el enent herein is to be construed under the provisions of
35 U S.C. 112, sixth paragraph, unless the elenent is expressly recited
usi ng t he [@26%s e Metbahdepsoar be interchanged without departing from the scope of the

invention.

What is claimed is:



or, in the case of a nethod claim the elenent is recited as a "step"
instead of "an "act". [002691 Method steps can be interchanged w t hout
departing fromthe scope of the invention. Wiat is clained is: 36 dains
What is clainmed is: 1. A nmethod of wrel ess conmunications between a first
network and a second network enabling3% nobile station (MS) subscribed in
the first network to conmuni cate using the second network, conprising:
storing an identity of the nobile station; obtaining authentication
information fromthe first network based on the identity of the nobile
station, the first network being a GENsinst work, the second network being a
CDMA  net viBhdt;is ¢lsinteg i§:he aut hentication information fromthe first network
to create a key, the created key being fromthe first network; substituting
the key for asafetasd bERiiieRtoRMunk@YonRevden adirkd detlorRl28@ 5 st B@tw%'r'ﬁ henti cate

the nobile gialih®RmodNd saHbs mswu'bagtbwﬁlJﬁ@mstil&mmﬂnm%ﬁm{m used in
a second al ggrslﬂ; and t he
HHile

second netwgrk, .. gﬁ% ggg%% i %} %lm cﬁ%ﬁﬁ?§ﬁ§%ﬁfﬁ rfthmis
executed in E gw on ) a#% tH d: ¢ m%ﬁ t he
aut hent i cat L OA° rli%)(l 3 '1§§E)Q el ipe %Mrﬂ? ‘%06 ?Se(?f;%(ilﬁ‘for & Qfg
encryption iag,ths a”?)hen fhEeptiop Tromyihe st neark 19 Credie a ks t

al gorithmi cpreagdekey b B‘Blff"r'ﬁﬁ stV Rk BRI tyinechakey for apmeheitisatisle second
al gori t hm i §eUsCAVER Arshalepritim toputhppcatethp swbde station; end subsiitiag thetkise  GSM
network is €wrheeatryPéikiey usedling Seond admlthl(l@ﬂs)ypt@esmés patwboathef claim 1,
wher ei n t he @8N stetiovoarikl the sadnid/eatwatk. Mobi | e  Tel ecomnmuni cati on System
(UMFS). 9. The nmethod of claim1l, wherein the GSM network is W deband- CDVA
(W CDMVA) . 2. The mEthed wetlaml 1 pivhatiaithe flrst spa&itkinis exveueDidchs etomad eiviork.
cdma2000-1 x. 11. The nethod of claim1, wherein the CDVA network is
cdma2000- 13 EKe Batho 1 cAiPDIvh &SRS &ibniERIBRIS IMEDREANS for storing an
identity of the nobile station; neans for obtai ni ng aut hentication

I nf or mat i TL% ﬂl'ahtoﬁ%ffdleflﬁltl %EW&&%@%F&HOW]@@@S @nt' ty of the nobile
e e

station, t I'rst network’being a second
5. The method of claim 1, wherein the first algorithm is a CAVE algorithm.

6. The method of claim 1, wherein the second algorithm is a CAVE algorithm,

7. The method of claim 1, wherein the GSM network is General Packet Radio Services
(GPRS).

8. The method of claim 1, wherein the GSM network is Universal Mobile
Telecommunication System (UMTS).

9. The method of claim 1, wherein the GSM network is Wideband-CDMA (W-CDMA).
10. The method of claim 1, wherein the CDMA network is cdma2000-I1x.
11. The method of claim 1, wherein the CDMA network is cdma2000-1xEV-DO.

12. A mobile station, comprising: means for storing an identity of the mobile station;
means for obtaining authentication information from the first network based on the
identity of the mobile station, the first network being a GSM network, the second
network being a CDMA network; means for using the authentication information
from the first network to create a key, the created key being from the first network;
means for substituting the key for an authentication key used in a first algorithm to
authenticate the mobile station; and means for substituting the key for an encryption
key used in a second algorithm to encrypt messages between the mobile station and
the second network.



network being a CDVA network; means for using the authentication information
fromthe first network to create a key, the created key being fromthe first
network; rmeans for substituting the key for an authentication key used in a
first algorithmto authenticate the ile station; and neans for
substituting the key for an encryption ™ key used in a second algorithmto
encrypt nessages between the nobile station and the second network. 37 13.
The nmobile station of claim 12, wherein the GSM network is General Packet
Radio Services (GPRS). 14. The nobile station of claim12, wherein the GSM
network is Universal Mbile Telecommunication System (UMIS). 15. The nobile
station of 1&ITaemobile sighen of daith?, @brreiethasrSM netwprkdisSzangralbagkey RedicDvR) . 16.
The nobil e stSatvieea (6PRE).ai m 12, wherein the CDVA network is c¢dma2000- | x.

17. The nobile station of claim 12, wherein the CDVA network i s cdnma2000-1 x
EV- DO 14. The mobile station of claim 12, wherein the GSM network is Universal Mobile
Telecommunication System (UMTS).

15. The mobile station of claim 12, wherein the GSM network is Wideband-CDMA (W-
CDMA).

16. The mobile station of claim 12, wherein the CDMA network is
cdma2000-ix.

17. The mobile station of claim 12, wherein the CDMA network is cdma2000-1x EV-
DO.



