ELECTRONI C TRANSACTI ON VERI FI CATI ON SYSTEM Fi el d of

the I nvention The present invention generally relates
woaoasroegtist and identity verification systens. ROTAS2005/011147
particularly, the present invention relates to credit
approval systens at the point of sale that utilize

bi ometric data such as fingerprints, signatures,

and/ or other methods to ascertain if the identity of

the person attenpting to pay by use of a token, such

as a negot ERRICGRARICE HRRNSACIION VERIPREATIOR s¥/sTetiv

card, a smart card, 1s an authorized person for that
particul ar checking or credit account, and if that

account is in order. Background of the Invention There
are devices known in th%ﬁ&h%fﬁﬂﬁh dather bionetric

dat a from persons for srurage-ur—¥ur—tbnparison W th

st or ed blﬁxgﬁyt)r%sl&ﬁt g@gﬁ%f géeggr%gf Rfates QEI éggzﬁ{]taﬁ& Xc%fg%ng ¥eorirﬁcation

verificat oring nmetric

i 1 VR, ot eFredsgh 4 pitacht PR G p bR <y Etypritat Sutems
Silverman, et al, 6 discloses storing a fingerprint on a

car cihe PRI oF Ff tigh viiga APmEFE taciith s (praihRtiftay pignaidssy andor
the card is read by a, control n¥ ns. The fin erBring

r ec ottRitmeSheds do asceitain &ithe tdsntity @ aPéFéSPP HicpRihe P Ay By use of a
the card which is jidentification based upaon solely the .

il crioky sushas papeasieble prstrament (e-giht elpcks 2 qesdit gptde gyt card, is an
related to the fingerprint. Check funds verification )
sy stahprizedpesandok hatwprticwlar plecking of prgeit agqoun Ak IE hghgegount is
and others to verify that custonmers have funds

avaiihabdes i n a specific checking account. U S. Patent

No. 5,484,988 to Hills, et al., discloses a
check-witingpoint of sale systemthat provides for

renote verification of funds availability. Hlls, et

al., is particularly dackstoegd phihefeventioghase of goods

t hrough an el ectronic funds \
15 There are devices known in the art that gather biometric data from persons for

storage or for comparison with stored biometric data for purposes of identity
verification. An example of storing biometric data for identity verification is U.S.
Patent No. 4,213,038 to Silverman, et al., for an access security system. Silverman,

et al, discloses storing a fingerprint on a card, in either an actual print or

20  "micropattern,” and the card is read by a control means. The fingerprint recordation is
ancillary to the preferred function of the card which is identification based upon
solely the microperforation of the card, which is not directly related to the fingerprint.
Check funds verification systems are also known in the art that allow

merchants and others to verify that customers have funds available in a specific

25  checking account. U.S. Patent No. 5,484,988 to Hills, et al., discloses a check-writing



transfer. U S. Patent No. 4,253,086 to Szwarcbhier

di scl oses a process and apparatus for positive
woOderstovgiscat i on of custonmers that is particul aPty/us2005/011147

di scl osed as using a fingerprint on a credit card and

CONMPR{rt BYsdid) %rsfehpﬂhﬁtr Iﬁﬁhﬂés 1of reﬁﬁﬁé WSt ATHRof fighdt RddilaBility. Hills,
t he ‘card, sel ectively, with a nmaster print on
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smart cards” known in the art which
[ ncIt q&ﬂgl ngerprint identification neans, such as U. S
Pat en 4,995,086 to Lilley, et al, U S. Patent No.
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. 15T ed Trngerp
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poi nt of sale to assi st custo ti |cat on.

D RpleE R AT P ey SEr Dt 5P fsslopssa pripfhe fifberprint
No. 5,745,096 to Hsum, et al, which is for a

surﬂﬁ&% shaped sensor |dent|f|cat|on devi ce. The

Hsum , et al device is focused on the s eC|f|c el

of sensi FeFrane r SEHdicAEst H@owR nierths iait  Whish opg B&ecﬁngerprmt
to a conplete identity verification system_ There are

Var i idenificstipasmerms biughres i PrisaisNe- e 06ith Lillpintiral y 6KS. Patent
today. The types of bionetric nmeasurenents include

fi ngde. p4f58r2t98ﬁetp|lfqﬂl?a&ﬂéﬁ Pateiti Ng oMB06§ to Vinsewka, et al., and U.S.
recognition, retinal scanning, iris scannin

si grizatent &lov &4 B.p@latoi Mingmatswl Alhef dieserreferyadst C'g igsipse gl cards that
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met hodel dglgast, Thetoped Gegeprindrin anlpcy)i memoriyn@ieh auglagnetic tape or

usual ly begins with an enrol |l nent process. The
integrated circuit) that interacts with a reading means at the point of sale to assist in

15  customer identification.

An example of an actual fingerprint sensor is U.S. Patent No. 5,745,096 to
Hsumi, et al., which is for a surface-shaped sensor identification device. The Hsumi,
et al. device is focused on the specific element of sensing and recording the
fingerprint, as opposed to a complete identity verification system.

20 There are various types of biometric measurements in common use today. The
types of biometric measurements include fingerprint verification, hand geometry,
voice recognition, retinal scanning, iris scanning, signature verification, and facial
recognition. Each biometric device and system has its own operating methodology.
The process for any given individual usually begins with an enrollment process. The

p
25  system captures one or more samples of the biometric. The samples are stored in a



system captures one or nore sanples of the bionetric.

The sanples are stored in a"bionetric tenplate" (also
woeb@rwgdit o herein as a bionmetric database), aauduse®s/io11147

used for future conparison during authentication. Once

enr ol ikdtic AR QA189R fe8 (S RFBL 8¢ LhioRBicXatabase), and are used for

aut henti cate thensel ves by matching the tenpl ate

agal Coh5RR0n it taufhehdi4Bof abfco) EABQBaSd ark R6m
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c%arac&ﬁéistics of the individual's hand and fingers

ahd & st widely used in physical access contro

ol oonl HeBE TETPRIOHE SHORRAL PR yhemeifid measurement. 1
i WEpe g R SRR i e bt S kP B Low cost

human voi ce enough to _nake voice, recogpition

di f f Hagf geometry H%S’[%SLF g3 charagfgyistgs ?@E‘BE’HW‘?"&W hand and fingers
technol ogi es incl ude tel ephone authentication. . .
Ext r &tk isomostnvidslyt wsed din iy seal rrgeess soRtral iystedar eYefet reppenition
conputer chips are used to analyze voices. Retinal .
$¢ anvemadsi diffjgait| toe nplpNPEEh e degpits FrCERI 3AvaRaeH riat ¥oice recognition
however, it requires that the individual |ook directly

i nt otethmslagss hagkgrownsaise, mieaphors quekitaintbe sorawen gold, and anxiety can
| owintensity beamof light into the eye and record

t he plter ther mnph woéderepough tolmakeyweice redognitiom diffiewdt, if not impossible.
overconmes nost of the problens of retinal scanners and
doesVnpt reeguitioce teihnelogies dmthadet telophdmet dvthenticationr , Exteaction and
does it require the individual to renove eyegl asses.

The patchnobtolyg wigpdithms pmbedted ion gompwennhipgwee wsad toanalyze voices.
patterns of the iris. Unlike retinal vein patterns

tihat Retadal sdaamige isovell estabtighed tahd highly aicéwateirtiosueeerait dequiresthat the
not change during a person's lifetinme. Faci al

r ecogdividuanlodi Slirests At retimhagadat eRdtibhi ansshobt asow-intensity

t he
beam of light into the eye and record the pattern of veins in the eye. Iris scanning
overcomes most of the problems of retinal scanners and does not require direct
contact with the scannef, nor does it require the individual to remove eyeglasses. The

20  technology works by scanning the unique random patterns of the iris. Unlike retinal
vein patterns that can change over time, the iris is unique and does not change during
a person's lifetime. Facial recognition systems measure characteristics such as the
distance between facial features (e.g., pupil to pupil) or the dimensions of the features

themselves (such as the width of the mouth). Neural network technology or statistical

25  correlations of the facial geometric shapes are used with this kind of system.



di stance between facial features (e.g., pupil to

pupil) or the dinensions of the features thensel ves
woOushgit he wi dth of the nouth). Neural netwecCk/US2005/011147

technol ogy or statistical correlations of the facial
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smart card at the transaction |qcatiopn. However, t e%e .
al t erheahipmerisdpiqpprtiopsstqredy o ithegcip 531 AF é?ftlpaa%‘f %‘Pt‘Be lometric
are not neeting the needs of industry. The use of | )
0 ngafopnptinn ef fhekpirsonapreseatip s sBAT Gk at fig frangagtion location.
sophi sticated forger, but the process of identifying )
t he Howeyer, phésatalterpativegnsthads rof gegycingfeudulpypgtiyifharej et meeting
crinme labs due to their backlog and their obvious
pri dhé tgedsfofpindustssThryuse olyBngsriring stichstsairpeddgteresyf for the least
crime scenes in which felonies involving viol ence
occ wophisticaaeornger butdise prbedss effifentididnl bie singerpiin oplaispeker can take
are used with credit cards or debit cards, but still
do nolongtigxdn trithb abeductogingihbasklog atdtheir dbvivust prioriby ef processing
The nore sophisticated identity thief steals account
iNf ofinpigrans ab@inkd efforpr @ihue eseres Sinowhick r felbintes cavalving violence
containing his own bionetric information enbedded in
t he gdinRed. V@At thies Wik Rinbbddet! bicaietrior eldeadrs ukddswith credit cards or
bionetric information at the transaction |ocation, the

debit cards, but still do not prevent the more sophisticated identity thief. The more

sophisticated identity thief steals account information and then produces his own
credit card containing his own biometric information embedded in the chip. When the
20 identity thief presents his biometric information at the transaction location, the
verification is being made against an already faulty biometric sample stored on the

chip.



verification is being made against an already faulty

bi onetric sanple stored on the chip. Summary of the
woOnvesmbs@n The present invention, in its sinpleer/uSesn11147

conbi nes the use of valid bionetric sanpl es obtained

fromauthentic identif§ealhpnsrtht Biventibi N bi ometric

sanpl es provided by a person-at a transaction

| ocati onThe:{Hgsreﬁtq}{ve\ﬁﬁgﬁ,;iN i DGmb RIS o RbABRIE ke of valid biometric
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forged, caounterfeit, stolen, etc th ingerprint i
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preventing any further identjty.theft activjity_.by thi

per sEHetc Them\sueh Fases thegentie %pr%%esﬁpe@tﬂ%/ﬁn%rp”m hat has
invention, in its nost conplex fqorm adds addi ionaL5 .
saf digamiaken ang plrceds of i tolemer ehthe) trngactipn SR o PYheh thh token is
fromthe state. This ensures that an | D has not been )
Hl t aremeddn the tansastipa dacation asfprgehtcornterlet sloles tge theingerprint
(e.g., driver's license). Another such safeguard is

ver i if yeintegedt hgo ithef databese of kaewn fievapid dserssihyg pevsatine gfy further
the token with the original information that a bank or

t ok eidentibyrhafipctinityiyrikid persont dnghe vesificitinn systemh dhe pighend fnvention,
t oken account. The present invention, in one exenplary
enmboidiittanbst chaplen fforn; adgsrddditional sefegidriss atdhors veyiftirgnthe ID with
for check/ negotiable instruments or other form of

t ok eifformidiirciforh @t stdne it dristirgs that aciBrhas net beah altered, andis in fact
from negoti abl e i nstrunents such as the

15 an authentic state-issued ID (e.g., driver's license). Another such safeguard is

verifying the information at the processing center of the token with the original

information that a bank or token company obtained at the creation of the bank or
token account.

The present invention, in one exemplary embodiment thereof, comprises a

20  verification system for check/negotiable instruments or other form of tokens, which

has the ability to scan the information from negotiable instruments such as the

magnetic ink character recognition (MICR) line, and gather biometric data such as

fingerprints. The system alternately scans driver's licenses or other identification

cards, and obtains and transmits a signature of a customer, preferably all occurring at

25 a transaction location (e.g., point of sale) for purposes of identity and fund



magnetic ink character recognition (MCR) |ine, and

gather bionetric data such as fingerprints. The system
weaho@rmsitsel y scans driver's |icenses or other PCT/US2005/011147

identification cards, and obtains and transmts a
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The verification systempreferably digitizes various. . . .

! ndi Frigmoprierb b ikiees vas U ey P P&%‘i%%‘? fisia being
magnetic ink (MCR_line) on the check, tendered by the

cust Berenagieti Hek (MARRaE4S) o Fh&c%l%eF]ént,en‘é‘?iE‘P Y alig ngpigmer at the

the data to a negotiable instrunment inforpation . .
dat atseusectiop Heestioh andcermmmit Batdaimio Faggbiapleipdmasyt infgmation
inputted data is conpared with _an existing, database of

il f odatabiaiee threughdreeoarmynicatipys megburg. fehesshyrthe inpuitrd gsd iscompared
of sale is in fact authorized to use the account, and

i f tWwith acenisting database efdnfoghationde yetewmring ifi thh cystnmeg jab iR point of
approval . The conmuni cati ons nedi um can be a broadband
connsat isoin, fact aitlirize te osmnthetacomnt, sandiif gt account is in satisfactory
conmuni cations link, a satellite link, or fiber optic

cabl eonditioarfgr ohdekrappmivaiinilba tommuhications meedivan Icawde a broadband
comuni cations between a transaction | ocation and a
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incl getgsomicdeible or ang dedr hathdidicatiee dintli that aksl¥s0 communications
transmtting a biometric nmeasurenent of the customer

at t hewbQCAtdnesttioh Idchfont M Aeakial Sloddatabage.t he case of
a fingerprint bionetric,

In this exemplary embodiment, the verification system alternatively includes a
device and method for recording and/or transmitting a biometric measurement of the
customer at the location of the transaction and, in the case of a fingerprint biometric,

20 printing the fingerprint on the negotiable instrument, either in actual or digitally
encoded form, such that the fingerprint can be later checked against a biometric
database of existing fingerprints at such time as the instrument is processed at a bank,
which provides an added means of security in the event that fraudulent activity has

been discovered between the time of receiving the token at the transaction location

25  and the time it is presented at the processing center. If the system includes a device



printing the fingerprint on the negotiable instrunent,
either in actual or digitally encoded form such that

woOheosioosmger pri nt can be | ater checked agai nst &CT/US2005/011147
bi onetri c database of existing fingerprints at such
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si mn agRes Sifyrmat fataiee #dg bippere m@iwéwnﬁ r%e transmitted data is
conbined data is transmtted to a central (or |

sy st emnaredt With idenidfication dafa abeady qunfilsy aagk the serel éﬁa@%al) system
and a bionetric database, and the transmitted data is

¢ npdateschings tifithie ddentifipationtdatsnofo antarizedhuser oR filp eaichgm ith the
the central (or local) systemdetermnes if the

i dentransingttedideta fbait the ofer atithe tratsestionderatiersr Lagal gybter, in the present
matches with the transmtted data fromthe user at the

t r ansmext wifers ©eadystom that dcialphgsjet proxiniity to He transaston location (e.g.,
context refers to a systemthat is in physica

pr oxsafriet store)0 Theesysteanther rétarns theaadulte of (he. pcisios ameapproval to the
store). The systemthen returns the results of the

deci gsamaction 1&ppo0V Al devize tah éhet traamsedon icoatidnodigiglaysrihe decision data
device at the transaction |ocation displays the

deci sidast piatsauan dardrcopy indicatigtivhethdralicdnogotiabld inslinamdnit/fgren was
whet her the negotiabl e instrument/token was approved

or d%ﬁhggdoﬁ§mkg_mell known i n the banking industry,

the MCR line on a check includes

As is well known in the banking industry, the MICR line on a check includes

the bank routing number, account number, check number, check amount, and other
information, that can be printed near the bottom of the check in magnetic ink in
20  accordance with generally applicable industry standards. In operation, the central (or
local) system receives data from the transaction location and then determines if the
"ABA" magnetic number on the MICR line of the check is a valid number, if the
fingerprint data is that of an account owner authorized to use that account, and/or if
the signature is that of the authorized account owner, whereby any negative response

25  to these decisions preferably causes return of the data indicative of the negative



the bank routing nunber, account nunber, check nunber,
check anmpunt, and other information, that can be
wonoostoegi4near the bottom of the check in nagnePCT/USmI05/011147
in accordance with generally applicable industry
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i ndiaceass gtabase. undathe aperavlds retgned fo the Eanswdign depgtion.  Various
limt, and thus, disapproval of the transaction. If

tohe ascounependiimesen be Used: alfemagixelisie vsfift the canditompl an account.
determined limt, then the verification of the check

i s afnoh osoaditians isale Votstandingt ¢henks"s "etwebdt oheghsiatapd "account
the frequency of account access database, and the

approdysal” arsorigadthers) eitbr exanipie if thene seccaritgandingehedks on the system for
Various account conditions can be used, alternatively,

to vgiidef yadcbentCaint pfeSerd invaitichoan ugthn aflindication di thie dragsaction
i ncl ude ' outstandlng checks," "returned checks," and

" ac Ceekton Ela@ BRGisers ABIOGNIAE ﬁtﬂﬁﬁconﬁnfonwwﬂipﬂyehe ﬁégoﬁébﬁmﬁrument.
are outstandi ng checks on the systemfor a user's

gccount , ThheRificheonRl 868 Pleférable iclu@ts haRapadlligy o @ovide reports on
|nd|cat|on to the transaction |ocation that the user's

ac C OBl cdston? tactiv'i‘ty GORGHdhRR drBuSiadss Shon fehesh CURY maddhnt directs
instrunment. The verification system preferably

I ncl JogsuihNe tRaRARA (of McdlPsyRfefVWhiBh s8R @bhfuRRation with a series of

databases and which preferably includes databases indicative of: a number of
transactions for a specific account; the location of the transactions for such account;
20 and a user/customer list and relevant data associated with the user/customer.
Depending upon the inquiry generated from the merchant, the main (or local) system
retrieves the requested information to generate a report on a specific customer, and

then returns the report to the merchant.
Alternatively, the verification system can be used in conjunction with a bank

25 proofing machine during batch processing of checks. When the proofing machine



user/custoner activity to a nmerchant or business upon
request. The nerchant directs an inquiry to the
woenisroag74 or | ocal ) system which is in conmuni eariusmos/011147
with a series of databases and which preferably

i ncl sldg‘ﬁsthg% &%ceﬁuﬂl&q' ?rf {h\éechgélé, the Mt@?ﬁ:{aﬁ@ﬁ data imglfrinted on a
transactionsfor a specific account; the location

the transactions r.s . s AN UstQueE

i Stc gﬁ(datraté? lt1‘ Izlasﬁft{% al{)calfi&;] 15%%?@?{6%3 WV%II %C@ﬁlg%%érclﬁéﬁt on data

al
ev a assocli
/ t .. Dependi t ' ir.
1T orf R L 9o MEm R Dy gt B askette s oS ount ovner
F eptBrgRa el T ol TR 6 1R SEBEE B Gnftgtion with an
t Lot t. tively,.th , .
vor phibctanico fedfe rsnbin, GEBTSIRET A S ghecl pfprgation is

bank proofing machine duri bat ch.processi ng of

oo cREh b ARG B 1 R i HULE S 5, 6+ Rpghentingper checks
nunber fromthe check, the identification data i

i nprFostferyaghprascatiesa B ECERSIER Ahsylfy T5Frried (s agrFlpegronic Check
conpared with account owner identification data as .
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the correct account owner submtted the check, The

ver i Vitle atdken peogetsimgsyeem sich s peredis s¢rdion detdtgaprheipessing center to
with an El ectroni ¢ Check Exchange (ECE) systemin )
whi cyerifh éhecinéanation tadditonn thei magagiihsirigen the token with information
electronically, inlieu of or in addition to the

ex ¢ hangrdeddndpegiarinehbyctos crefiv or debitwandgronessingrentent , an

ECE systemis usually referred to as an El ectronic

Check Pr aseottingly; th¢ pfeRint fyettemhaihpravigral dpplieationnn that it provides
system al so can be used in conjunction with a token

pr oc&s sledtthbniy Shattdy olrificatian Gyseeh tto @anekclomt debist at artchnsaction
processing center to verify the information read from

the wBARA! ivhidt déprndhest {Tethe akeavtustombr iinfaothomiddotd use a specific
recorded and mai ntained by the credit or debit card

R§ OCLIGhMNY ah€E Bhe aNoGR! Wi MObafisfabios, PoRERIN td MMeiNti@R for the
has a practical application in that it provides an

el echdQfRhule InsRREaR 1WA 48Ktk cation systemto a
merchant for use at a transaction

The present invention of the electronic transaction verification system further

has industrial applicability in that it provides a computer system which correlates
biometric daté that is precise with not easily forgeable measurements of a customer,
20 such as fingerprints and/or data from identification cards, and that can be digitally
encoded and processed along with the information relative to a negotiable instrument
such that the risk of the merchant accepting a bad instrument is greatly reduced.
Thus, the present invention can be quite economically beneficial to a merchant

utilizing the system.
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Brief Description of the Drawings

The invention is better understood by reading the following detailed description
of the invention in conjunction with the accompanying drawings.

20 Fig. 1 is a block diagram of an exemplary embodiment of the electronic
transaction verification system illustrating a verification unit in communication with a
central system and identification database.

Fig. 2 is a block diagram illustrating an alternate embodiment of the present

invention whereby the electronic transaction verification unit is in communication

10



substitute check is a |legal equivalent of the original

check that has been truncated. It contains an i mage of
woOhersiwgrat and back of the original check and beafs2@s/011147

MCR |ine containing all information appearing on the
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Detailed Description of the Invention

" The following description of the invention is provided as an enabling teaching
of the invention in its best, currently known embodiment. Those skilled in the
relevant art will recognize that many changes can be made to the embodiments

20 descyibed, while still obtaining the beneficial results of the present invention. It will
also be apparent that some of the desired benefits of the present invention can be
obtained by selecting some of the features of the present invention without utilizing
other features. Accordingly, those who work in the art will recognize that many
modifications and adaptations to the present invention are possible and may even be

25  desirable in certain circumstances and are a part of the present invention. Thus, the

11



bi onetri ¢ dat abase for known custoners and a second

bi onetri ¢ dat abase for known invalid data. Detail ed
woOrssrovgisi on of the Invention The fol | ow ng deBcTiystiosmiii47

of the invention is provided as an enabling teaching
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a part of the present invention. Thus,. thefal | ow .
e bt FRr o T et gt 1P s e e R i nfd processing
principles of the present_invention and nqt i.n .

| i mietemol? tbﬁé?fél&f?? arg jdgpidficption @a&%’a%@ @T d’ikﬁéct‘eﬂlﬂggﬂéﬁ? database can
invention is defined by the clains. Referring nowin_. )
gr eaipelpdeja mambertof detabasey wiRA Ay the ifentifipgtion Hf?%gi TGhras g plometric
represent |ike conmponents throughout the several . .
W evdntabaseyof nown) qystomsy é@a,aasw‘%igﬂs #iSeRyFalfigpbags, of known invalid
exenpl ary enbodi nent of the verification system

i |1 ussersat They databast ef tknevin dnalid ritseist 4as rbey estgbliphedt pyoporrelating a
unit 10 in conmunication with a central processing

sy st lsinmétRic ipheaentedhatl athesaction lodativmi thatdnesed nvidien Bipylentiyobtained
The identification database can include a nunber of

dat afrasa&sion sekenj andtstoeing teritionhétcats mmalpk oentrsl raesissing system 12
bi onetri c database of known custoner data, as well as

a separed a gaihadysism minokenfram iheviednisabtios dostiomlheWhile a check is
dat abase of known invalid users can be established by

D1 I @kAbded@s @ne type of token to be processed in an exemplary embodiment of the

present inventive system, other tokens can be processed in the same manner as
disclosed herein. Negotiable instrument, as the term is used herein is defined in
Article 3 §104 of the Uniform Commercial Code. An instrument is negotiable if it is:
(1) a written instrument signed by the endorser or maker; (2) an unconditional
20 promise to pay a certain amount of money, either on demand or at a future date; and
(3) payable to the holder or bearer. Examples of negotiable instruments are checks,
bills of exchange, and promissory notes. A check as used herein means a draft,
payable on demand and drawn on a bank, or a cashier or teller’s check. This is the
customary definition of a check. The exemplary embodiment of the electronic

25  transaction verification unit 10 is comprised of, at least, a check scanner or token
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bi ometric presented at a transaction |location that is

used with a fraudulently obtained transaction token,
wandsawening the bionetric as invalid. Central PCT/US2005/011147
processi ng system 12 can be a main systemrenote from

the LLaRS8Ght AbibAGRE 18:calfBlihe d&iGhBE KudkSas BRsPHEA recording
as one type of token to be processed in an exenplary

enbogli fmnt of the present inventive system other

t okens can be processed in the sane manner as
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f
unt  of " noney, el ther on demand or at a

S
a cerf‘al n ano

future te; and (3 ayable to it r. or.b (1t
Eeamgretigt miERfes apoBR Rt B Brbl PR ERnRha R} Ripavity of
of exghange, and om ssor ofes.. A check as.us

ner ot AetBaREadn b Shed SE Htish 5 ofbeh A R i chge that
bank, or % cashier, or teller's check. This is the

cust YRHFSFULIEE SOMPAIER- of a check. The exenplary

enbodi ment of the electroni¢ transaction verifjcation,

unit 10 iT8e OiwsliG EgorHng deviqee ks prefegyabiy digitizes h, dpegprint of a
t okenreader 16 and a bionetric data-gathering device

18, eustomenst de P ek siq for trarsadysinng adeppiedionairg datphasg, Many
scanni ng devices are known in the art that scan the
magnéaviiess ifprkdigitizatipa 4ndttrappmistion RE Ergerprds gigcwell kygvaein the art,
range in use from point-of-sal e devices to scanners

usedsush dsdhk devisdsenfaligitab bipmetricad VQtherebiogelyicdeyicey guch as retinal
referred to as bank "proofing" machi nes. However, such

devi sanzrd endabebyrinty eteualesnatdie usebaith] ot yn dieuvifdée exemplary
digitization of the check or gathering of other

char fiagegprins t¢anseroSutthlsiombteic Ketideatarearosmmigeflly aviadable and adaptable
conpari son. The bionetric recording device 18

ps ef gy aldk ywith ghe investidnhe The ripetratic ntansgectien verification unit 10 also

preferably includes a card reader/scanner, such as a driver's license scanner 20 which
scans information from a driver's license, which is especially useful in states that put
information, such as fingerprints, in a computer-readable medium such as a magnetic
strip (e.g., a California license) or a bar code (e.g., a Georgia license) on the driver's
20 license. When the license contains this information, the electronic transaction
verification unit 10 can perform an initial comparison between the biometric recorder
device 18 and the device's license scanner 20 for determination of the
user's/customer's identity, in addition to or instead of, transmitting biometric data to
the biometric database of the central processing system 12. The information gathered

25  from the license scanner 20 can also be verified with information licensed from a state
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custoner at the point of sale for transmssion to a
renote bionetric database. Many devices for

wdizgistoogat i on and transm ssion of fingerprintsprarasdsioiii47
known in the art, such as the devices of digital

bi ONgikioh of ntStheleHRIQMRL 8iG [MtRAGcaRIE lrids s Reh@! Finally, the
scanners and voiceprints are alternately used with, or
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I .nC| eunggcises thec grggatérgqgﬁrdlgl&??&ﬁ{at fo?%ﬂsﬁﬁsi@n.thMFfralﬁmissions can
| i censeé scannér ich scans Information from a

d{]i V& ;JS vx!itihcgrn 3shara nﬂr Cﬂbnll sthee%Q?s(ﬁili@ic!ry of! %ﬁé‘ Uhecknidgﬁtﬂ{cﬁﬁon and
t’hat |§u if O RAFT , such as fingerprints, in a
R S Y B4 B AL e ) Pagrnr
11 ccfisbribit SPfee SR M ad Ko FHie (o SEy F DGR setisectorly
transaction verifjcation unit 10 can perform an

i ni t ndhe EIFELINYLENC BStSRken the biometric recorder

device 18 and the device's ]jicense, scanne ﬁﬁ) f or

det er ni nAb¢ gpetiopictrasagien vesificgiongigi L0 ds Rref[@ Y3 compyter platform
addition to or instead of, transmtting bionetric data

1® t whichihanthe cppabiiy ibeeseivarrdigitiee admrecsss e drcagudigdpta from the
system 12. The information gathered fromthe |icense
scankvicegshewn bal becko?4, \ier frinsexbsigntth & ¢pniplngysiesn12. The central
licensed froma statedivision of notor vehicles in

or desysteo Bunahédnrénciels losaigd ifpartheelp¢troaipdransactipmstatjons phean be at
el ectronic transaction verification unit 10 preferably

i ncl thdesme Bagjivat ay ¢het eleétromiod gonseetion2statinnt esg.] emgn-gtore central
custoner to wite his or her signature on the device

t hat probesoremd adedadech@nséogrdato urletronic dradsagtiorabtafigrsrigt a local area
for transm ssion. Such transm ssions can occur with or
sepanaivelky Thoohbhdeticeananitesinegratefl witte thieheaputer platform of the
identification and bionetric data. There are nmany

devi gle&rdai0Wandabtidrn &edfitatibi aiinitall Do Womewirgiiat dedcdso cloe also be
digitized for storage and conpari son, and any of such

devi gRSpentidd: M kheSedniiiterGllfformas long as they are in connection to the

electronic transaction verification unit 10 sufficient to transmit and have received by
the unit 10 the relevant data from the devices. The central processing system 12 is in
20  connection with, at least, an identification database 14 which at a minimum contains
the relevant specific identification data related to various checking and/or credit
accounts. The identification database 14 can be a hard drive on the central processing
system 12, computer platform, or other type of memory device located either locally
or remotely, but in connection with, the central system 12. Thus, in its most basic

25  form, the present invention solely generates and records identification data of the
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in the present inventive system The electronic
transaction verification unit 10 is preferably a
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central processing system 12 is nnectio at
| easipe RSP PR O B PRBEs L EREg cistid] of gl tncoded
m ni mum cont ai ns the relevant specific identification
dat aforra) whesebst Bisvidentibyiae chmeststirgc h dreoreronsathing or tendering the
accounts. The identification database 14 can be a hard
dy i veheel i pratainedtypan thy efeesk diself) and, banksn pracessingig ichpck have the
platform or other type of menory device |ocated
ei t heapabibiydp cgmpnre thahipweinied fingerpiint withnneetorists o ftle for the actual
the central system 12. Thus, in its nost basic forn1
t he goemtholdemyimcessarys dlosleyergd erigingef shefingarmsinien the check or
identification data of thecustoner relevant to a
si ngineosmheioandthatbe eicafme, atdincardkeesip@cambe altenssady bend in any
| ocation through recordation of the specific token
i dengmbdddadrt ofitha pebsdnit mvedtivievedftagionfystehe cust oner at
the transaction location, which is then transmtted by
ihe vari pigs dauisesss ah dlieeadle eibodinent pArnbactaconic transaction
verification unit 10 for recordati on. Wen the sinple
I eC oyigichiadh it 0Ne cememhichtionefifles tatal databhs: J0rsatiethabihe central
that the electronic transaction

database 30 allows the data stream of the electronic transaction verification unit 10 to

be acted upon by decision block 32 to determine if the token verification is approved
or denied, and then returns the approval decision to the .electronic transaction
20  verification unit 10. In such embodiment, the computer platform receives, processes,
and transmits the data of the various devices, shown by logic block 28, to the
identification database included in the central database 30, via a communications link,
for a simple comparison step to determine approval. The central database 30 includes
a customer account information database (i.e., transaction information database), a

25  biometric database of known customer biometric data, as well as a separate database
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verification unit 10 output a fingerprint (or other

bi onetric data) for inputting on the specific check,
woegiosdai e i nstrunent, or in conjunction w t hpanwSk®s/011147

type of token at the transaction |ocation, shown by
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. .t di .
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gg%g{f glg%f\gég %‘@g}gﬁlj?en ﬁg?lﬁrg%) ggsgi[eglglgﬁgggr %1 H%Eecmon 36 on

el ectroni c_ transaction veri tion unit 10 to

act edPPERYSh isper sxciraspyftad) lafe{i e W“&é‘i‘eér}}ﬂq?f@r‘? Pg{fﬂré“ 28 of the
token verification is approved or denied, and then

r et uehesk tveeifieasion gyl 1QecWaile rthe Ghedke veiifisatipnopng 10 is shown in
transaction verification unit 10. In such enbodi nent,

ihe ewmpunieatiop|vethfodatahasc ) Vﬁ‘é@telb Aeseted dhegetogif g not necessary that
transmts the data of the various devices, shown b

| ogi thebdeotrd 98temt ¢2 tdnethe dletabasei Thbp dacagrat rebwiely to the electronic
included in the central database 30, via a

c onmumiseaion orsfidatipik pnif &0. ka faétnibe eleclorniairinsantios weypfigagion unit 10
determ ne approval. The central database 30 includes a

cust amiecenaaicsystet i2nanrbeeselfenntdmedbbte t(ahsagtion location whereby the
transaction i nfornmati on database), a bionetric

dat abmsel dftabasontheustaneinfdrimatiet andcbidattaic dasbaved hre asntinually
a separate databaseof known invalid users. The

dat ahafaedokittkn aielbdtroalc danystios verificdion eatt dlol thelugld ehiyer a data
correlating a bionmetric presented at a transaction

| ocagdmBetitintt Ambétaughidvasd biythedighipaaddit mamasicdpdats from storage
token and storing the bionmetric as invalid.
media such as floppy disks or CD ROMs. In such an embodiment, the electronic
transaction verification system is preferably self-contained and includes all the
necessary devices for scanning drivers' licenses 20, gathering biometric data (e.g.,
20  fingerprints) 18, or scanning checks/reading tokens 16 (gathering check or token
information data) within one unit comprising the system.
Fig. 3 is a flow chart of an exemplary embodiment of the processing logic of
the electronic transaction verification system showing the electronic transaction

verification unit 10 where a check or token is swiped, shown by logic block 38, and a

25  fingerprint is taken, shown by logic block 18, with the fingerprint then being
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At the central database 30, the incomng data is
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data for authorized users of accounts, shown by

deCioﬁiﬂEbd?'sﬁ% : lo?ﬂ:dbl%a{ 4ppPr BYA! the ScHIB GnBindiBn data and the
whet her or not tO0 acCcept the token. Either a yes

deci-si . oo L _
o Py M 8 A i i o i
28 Ot]fcloctlg1 4?0, Cfgle éaﬁrlayglat fn:sﬁs’igé 2N T4 'tltanélrl%ttec\i/\?ahtjaqhérpf‘eaé‘i{%E(flla% central

veriticatron own I n conmuni cation wW

dat ab tely | . a it i ) ]
e SRR, B el T hctobun P @hog st S o roleh LSbuns and biometrc
30 be | t ed tely to th | ect i C..t. ti .
o0, o BB AR o Bl BB B SR e 121

transaction verification unjit 10 .and central syste .
can BETEdpreghes HEd BPR. (A0 ACRCTTORY Budy i Rentrication
whereby the central database, t he accoupt., .. .

[ nf otARIOR SIS e Rl Af ABiebese® 4kl 18t fdsgifizagjon process.
updated within the electronic transaction veréfic tiog..
uni 00 of 4t g a6 DIEIEHIS QADASSC B KRRV GHPTESTodis ¢t acditional
dat abase or through perjodic manual updates from . . .
st or kigmeiis dpiabasg @% kepyr npplidyusers swsalen decgstabtiphed. [The idsptification
an enbodi nent, the electronic transaction verification

3y st databiase bt edllsctitsily refess fo te one ion aWrebigmetiic| dgtpbaseg| [The central
t he necessary devices for scanning drivers' |icenses

20, syatetel? mprioimsret décisichateteninigg | if fthe gheobfiplfensipformation and
or scanni ng checks/readi ng tokens 16 (gathering check

or t bikmatricribranatdnsistentarity) aneuthriredower fonibe acrorpiragainsigvhich the
the system Fig. 3 is a flow chart of an exenplary
enbodieole it drafied betokew cepevidey, Isbaic bpfdetikien blogk t42owhereby a yes
transaction verification system showi ng the el ectronic

t r angea@lidnCld orarrof decidionds ivmeivineliGo Wedraasaaticthiecdtiony shown by logic
token is sw ped, shown by |logic block 38, and a

fi5 NOBIbEK 481t Upsn kel of tiehdannfidly theo@htaltysied 128the watatindicative of
the fingerprint then beingdigitized, shown by |ogic

bl ocie HeisiBR N dispayah siivni B3f @iEpT@L block SAtaad@nd HakEcopy is printed

out, shown by document block 50, indicative of the decision made, and alternatively,

the grounds for acceptance or rejection.
The present invention accordingly utilizes an inventive digital process whereby
20 a dataset originates from the transaction location from the electronic transaction
verification unit 10, shown by logic block 54, and is preferably processed on the
central system 12 as shown in the processing logic flow chart of Fig. 4. A decision is
made as to whether information on the MICR line (e.g., "ABA" number) or on the
token is valid, shown by decision block 56, and then a decision is made as to whether

25  the fingerprint (biometric data) is that of the registered account owner, shown by
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bi ometric fingerprint data are unified at the

transmtting data platform shown by |ogic bl ock 40,
woaoospas7al |l el transm ssion. The transmtted darariuisems/o11147

reaches the central system 12 that is in comrunication

Wi t hyeBisfoll Btk 85, 4nfl Ifl‘?eﬂ aHeGiRidR s AR ab tPRBtier Ghe signature presented is
identification database 14 such that a decision is

mideth{v‘ S the abddn f&%err a%m%ﬁ%yeﬁgci]s%n' Blodieafr Qf{h%uﬁlb@ ®dsponses to

or token approva I scussed previously,

| degt%ésfel ERL R0 %%E@ys Sed b0 NGl Uy a/oP?Mé}hﬁlwalﬁfv further

dat abases Used ent | |caf|on process

el 005 s BRI DR e R st

ona1 |onetr|c knowi T nva

ot DREE rGuRCe B T B aon 185 Rl b B8 sransacion i

y Feters
bi onetric central s sten112 erforns a

deci ?a(?ﬂroa‘céc?éﬁlqquwl?ystdo%ha he check/%/oken i nf gr mat i on

and biongtric_data are consistent w th an t hori.ze

user fo?Bfl??eang‘B?}D’ﬁtre?é’ﬁ?eﬁ}? ‘?Nﬁ?eélrfef%‘éedatﬂ ‘f;‘ElSPgS 5% &, and 65,
drafted or  toke r ovi shown by deci si

o e Behdbpard '2V4a°6FSS‘a'i‘grf’o¥rS‘8’8P@’ i eggs; Gilabase 78

returned to the transaction | ocation, shown _by |0

bl ocwhigBhasptormatian purpcegunishasedHpan L) gwmﬂg? fo the system
system 12, the data indicative of the decision is

d spfoay specifihanapurisyshawa by 9sie bloek 76 2nd shely formation ig maintained
copy is printed out, shown by document block 50,

i ndi et indatedfin tthes figausnay oh aprotel, acserd detabasen shawreby database 78,
the grounds for acceptance or rejection. The present

i nvewhich wambe ittiemiptegraied with e remoterio dhe cemdradisyfitera(12.  Then a
process whereby a dataset originates fromthe

t r andmisidnois rhagleatsi torwlfetlemtlich@irehieadeessris dn £xeess at & ippgetermined
verification unit 10, shown by logic block 54, and is

pr ef gfoxiable dpromaesSadessrindulives tetht spdtens Yot aespedific ascasthipwhown by
in the processing logic flow chart of Fig. 4. A

deci gdcaioni Bloslede, asd tip theheirkeat acdefoismht bxvessonf theealMv@Rle pre-
line (e.g., "ABA" nunber) or on the

determined amount, shown by yes arrow 82, then the data is returned to the
transaction location indicative that the requested access exceeds the allowable
amount, shown by logic block 84, and thus that the transaction is disapproved.
Otherwise, if the current access is not in excess of the allowable pre-determined
20  amount, shown by no arrow 86, then the electronic transaction verification request is
approved, shown by logic block 88.  Other measures can also be used in lieu of, or in
addition, to these steps, to verify the condition of the account.
Upon approval, the information regarding approval is transmitted, shown by

arrow 90, to the frequency of account access database 78 for updating of the records

25  contained therein. The information regarding the approval of the electronic
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token is valid, shown by decision block 56, and then a

decision is made as to whether the fingerprint
woOho@mesnic data) is that of the regi stered aceoumus2005/011147

owner, shown bydeci sion block 62, and then a deci sion

s qﬁqgacaén t0 il Shfedt D6 BAHEE IRARSE PlE diebtorkid) @hnsaction
of the account owner, shown by decision block 68.

f1i : -2
Al H%HB%%*Sg&?§§%g§g%?§R$khﬁ§§£g§0|SIOnS, shown by yes

arr ows preferably allow further

processi -g& %%pst %ﬁﬁg %@ceséé@ etnfbétﬂ;iﬁ L}fﬁ%.oi‘ Sire> PRBY performed by

arrows 60, prerera ect a return of

Cr anghRpleaRne R e s kBl ERBHRS Rt Sysem 12
36, 6o et PRRRRR AT G TFAUER h e Gt ansaction

processe

accessi.ng. a frequency of access datahase i ch )

o GRRGETisn it s o] RS heS e FL AL POLE f 8 Somputer
inquiries to the systemfor a specific ac n shown..

by I SOETE R n HS B TOBCRe PISTt ST PORF 0 Al Y Spftgsclosed
and updated in th frequencX of acgcoynt acces .

dat ISR theahists SByicuat RTHES pReraghios focaRPiE: Bpifeysufficient to
integrated with or, renpte to the central system 12.
Therpeafogn dhedpssp as disqlepadhefsing o whet her the current

access is in excess of a predeterm ned allowable_

thount ofheduesert iimgaiione oIt tet plectiopiar digngaghiony vepifieation ¢ system
account, shown by decision block 80, and if the

cur rgaferabtc ésbides thencaprbidisys totetirnea a¢nopwieh k angselant/vendor upon
det ernmi ned anount, shown by yes arrow 82, then the

dat areiygest, @s shomadn Fig. Shstsozmbadicd,on ingyiratapd/ar request is made from
i ndicative that the requested access exceeds the

al | cavaletchamtniinecied testaodarthd yerltiab systed 6% kh&4n by tagic blgek 94, which
that the transaction is disapproved. Gtherwise, if the

cur regtessce egsificsrepat or rsedosceSepotfs. t Abe abitahapitem 12 preferably
pre-determ ned anount, shown by no arrow 86, then the

€4 eCintinadsCadceBNDAL tvuddty T dafdbast i 96N whixhuprsferdbdy contains separate
approved, shown by logic block 88. O her neasures can

al sogdubabksankliding b Qutabdse i@ficatie of a number of checks cashed for a given

account, shown by database 98, locations of checks cashed for a specific account,
shown by database 100, and a database containing various information regarding the
customers of the account, shown by database 102. The central system 12 selectively
20 accesses and interacts with these databases in response to the inquiry from the
merchant at logic block 94, and generates a report on the specific customer or
customers, shown by processed data logic block 104. The processed data then is
returned in report form to the specific merchant, shown by logic block 106, which
made the inquiry and request to generate the report. Such information generated by

25  the verification system can prove highly informative as to customer trends such as
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addition, to these steps, to verify the condition of

the account. Upon approval, the information regarding
wapprsgwed41i s transmtted, shown by arrow 90, tecrhs2005/011147

frequency of account access database 78 for updating

of the m%q%n&&ruf%%gse& ft%@t%iner ittt BRbth& trends that can

regardlng t he approval of the el ectronictransaction is

thenth&?wéfﬁ%ﬂvélyta& fodluh ASRGhE SffokOCat i on and

el ectronlc transaction verlflcatlon unit 10, shown by

| ogi c b| ?gsentTPSzelﬁ Peer t{c;ﬁe }%Ee%g %Eﬁlfe? V\g&@%d% OHLR afier the

in Fig. e preferably per or ne elng

execy, %QQg&Bﬁi@ﬁmu&egucg 'aéquﬁggbgm% §eh Snfrilfled on the check,

centraﬁ'sys l'ocat e tra act

|50 Catthl ones%rqtdmve %o%rg eﬂte}(ﬂa{e@ %g?}lsgcl ?n;c oca 18 con ejrm%thn with the

transa i'on veri | On uni
th t On f ] t h
progP kLl ¢ i Wiy ?F{l?tH% 2 14sFRBID T Hita op et s at

rom1charts cl ose n t he obj ec . .
Ut FPCPEAESB AFTo 4F D0 AP ol EhBIBBAgLES) Tom the biometic
platformsuffjcient t rfor the tasks as di.sclo
her efAMInH dlepic st p’F*‘%‘VE‘ﬁY |a6rF HirappAstiQy %Clap?fhllig 15 Sent either

transaction verificatijon s tem preferably gﬁlude )
t he edagemicelly riRhysigallyy fo ar ) laa%hlrr?ér B9k eMgreotiable
upon request, as shown in Fig. 5. As so enbodi ed, an

ilhquinstyuraendy b4, bxisaliy at 3 @am@ceﬁmﬁﬁe&wﬁéi@h%@w past, checks were
directed towards the central system 12, shown by | ogic
bl octypB4lly st physiceliyiéesa bank arprsedessing ¢eajsspnd e magnptéssline of the
of reports. The central system 12 preferably includes
ac cedwck physioatly iseanyedofy e pedvfisg smagkine Whi. cGuipandly cmaityl ghecks are
cont ai ns separate dat abases including a database
i ndi beitg weunodtedh electrbaicallyf anhebk sinfoashtén tontaipedyithesgin is being
account, shown by dat abase 98, |ocations of checks
cashp@céssed direstheai ihdiceciy bphost consgutarmatishe bk abpoeesdi0P centers.
and a database contai ning various information
negar di ngn thleenbadineresheowafin Flpe 6 aihe biontetricsdutanis poited on the check
dat abase 102. The central system 12 sel ectively

by the biometric scanning device 110 and the printed biometric data is scanned, and

thus gathered, in addition to the magnetic numbers of the check. A comparison step
preferably occurs within the proofing machine 114 during the batch processing and
scanning of the magnetic numbers of the checks for transfer of funds from the
20 accounts. The biometric data is retrieved and updated from a first biometric database
118 that contains the biometric data for known customers having accounts. The
proofing machine 114 also preferably perform a comparison step with a second
biometric database 120 containing biometric data for known invalid users who have
perpetrated, or attempted to perpetrate, fraudulent activity with regard to tendering

25  checks/negotiable instruments. Databases 118 and 120 can reside on the proofing
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accesses and interacts with these databases in

response to the inquiry fromthe nmerchant at |ogic
wol2o0usk9®741 and generates a report on the speci PCT/US2005/011147

custoner or customers, shown by processed data |ogic

bl ockachfid 114Ng cQﬂ Qél%éﬁ&preﬁiléfeﬁl tRERidf S8 IBSnétAc database 120
report formto the specific merchant, shown by | ogic

bl ogk preféa 1R1s6 o CRAE tbg%e BGbEY sBRin SRYRE!110 At the transaction
gener Rte'the report. Suth i nformation generate by the

verijfi 68l 198 nfc}y ﬁéﬁ%&%ﬁ‘d BERYAEink Gk sd gﬁfa%rh}"%hlvgr fScdnfunction

cust oner tre asdrops In frequ nci es of

pur C\Dl‘%hs %1’?6 rﬁéﬁg{t\gﬂ fﬁstlr ﬁlfeacﬁédk%égcgpa%leqtnﬂﬁ{(metrﬁ ﬁélg;f compared

that Can th ely target et ng

fe L]; ?x%ggftel&er | @aeued%lf {1 tﬂ E%}n'e%ﬁh e&éﬁaﬁ:hsfe ]??Itl'% QYR Q%brmining the

R st P AR AR

al t er nat e bank i,n con nct i
pr odiSi lﬁ@&n‘é’é H&‘?’i‘e‘%i get%fa’c“&“ﬂl? nin fhat ¢ d:nbb e?rr“f @gtabase 50 is also
identifi i on da a on e .check.is that
oGRSty S Syt | bridigesiisn ctaf?é’asﬁ. Blstiira dagbage 30, as
fromthe bionetric scannlng devi ce refer?P X h
t he Velhaselesiranic fransagtiop yeriffeption ynig éﬁt Or °H8‘i‘ of known fraudulent
el ectronically or physically, to the prooflng nmachi nes
for whecks or negotiable instruments 114, typically at
a bank processing center 116. In the past checks were
t ypi cal | Jhe presen igushiden ¢ap hegrtilizeshifka yerighy o€ &y yyjth a variety of
center and the magnetic |line of the check physi cal
scanswetbebyf inframpticodtherghardledse descibied in detpil bereiny Asrﬂarwample the
checks are being truncated el ectronically and the
i nf oglemtonioriransavtion metficatier wystamicgn be intgfasedtwewsios transaction and
directly or indirectly by host conmputers at the bank
or pidewiRsiioyg infemiativs .databasth eordaibingi avetomes laenennt mf¢Fmngtion and
6, the bionetric data is printed on the check by the
b onBibmkgicSefammtiog. devi ce 110 and the printed
bi onetric data is scanned, and thus gathered, in
addi t i onwigletthéere MAGH BbdnCshownhepsfentd ahé aitraatk embodiments of the
compari son step

present invention, it is to be understood that the invention may be embodied otherwise

than is herein specifically shown and described, and that within the embodiments,
certain changes may be made in the form and arrangement of the parts without
20  departing from the underlying ideas or principles of the present invention of an

electronic transaction verification system set forth in the claims appended herewith.
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preferably occurs within the proofing machine 114
during the batch processi ng and scanni ng of the
worgis@vs@i nunbers of the checks for transfer ofPciwse®s/o11147

fromthe accounts. The bionetric data is retrieved and
updated froma first bi orregri@ §Iat abase 118 that
contains the bionetric dat known cust oners havi ng
accounts. The proofing nmachine 114 also preferably

What jseldimethiss conpari son step with a second bionetric
dat abase 120 containing bionetric data for known

1. i Avatledramne rimansdutioh averifjpatie tsystemd foronseatit enmpricetiont ovhere a
perpetrate, fraudulent activity with regard to

t eRskaEddi0okaeRpEésapLablyallifdil AT dERshe: Dat abases 118
and 120 can reside on the proofingmachi ne 114, or can

dat abaas TR R lpa R B ESTAG B M p o ination for

bi onetric scannin gievi ce 110 at the transaction
| ocat i on 11?“?'!%‘0’3?? dtfhg and conparing, either

separately fromor_in conjunction wth, the praoofing
machi na reefing devigefor sepdig andgrnsmiiiag taasaction Hioreatiog data
conpared was tendered fraudulently, the bionetric

dat abase 12® ths infeshationfdstabdest;er mi ni ng t he

perpetrator's actual identity, and conparison between

dat abag@soridific dad deRtefon sahfdghad mdemftong bidesuid Yata with
determination. In that regard, bionetric database 120

Is also accﬁl%%%ggcti%}i i6®Rhhtin S X5 Bfdridtion database;
identification database 14, central database 30, as
wel |l as.el ectronic transagii. i ficati j
for defx’g@felnbﬁleo loﬁlﬁ%%f\;m&ﬁ?’ %‘8‘8 ééri?&tvg r@‘l}ﬂs 8 Ltg!r)lrélg%%tdata to
invention can be utilized in_a variety of. forns.with a
vari ety of 3&?@@?‘%? diéﬁ’géﬁenﬁ%ri ISR V{’Iﬁh?fh‘?ﬁ&?&g’éﬁm data
described in detail herein. As an exanple, the
el ectroni c stogts det ithe ansharized aesepntos yerifmtharidendity of the
interfaced to various transaction and identification
i nf or mat i onirdividte pessenion the niangctiors tolerandc count
i nformation and bionmetric information.
wherein the reading device selectively transmits transaction information
data to the information database for comparison with account
information stored for the authorized user to verify a condition of

the account.

2. The system of claim 1 further comprising:
a signature scanning device for scanning signature data received with the
transaction information;

a signature database for storing signature data for the authorized user; and

22



Wil e there have been shown a preferred and alternate

enbodi nents of the present invention, it is to be
wandesrwsaod that the i nvention may be enbodi edPCT/US2005/011147

ot herwi se than is herein specifically shown and

describﬁd,,and that withip Hgg,enb dLnﬁnts, certain

changeWhersin te StEqRIe ACanpngr dsvifetpClysa IgarBie Sigpaqifedata to the

parts wi thout departing fromthe underlying ideas or

princi pl es @ignathie gatabasat for ngamparisan owitlarthe| Bgnateej stored for the

transaction verification systemset forth in the

cl ai ns appeadberidedrmssi t h. CLAIMS What is clained is: 1.

An el ectronic transaction verification systemfor use

at a location where a transaction token is presented

by an individual conprising: a transaction information

dﬁ%ﬁa %{aﬁe?n Iﬁ)? r(:la‘f’&lf)lr U Ge @ Wioh %l?ernr%'iﬂ {Yed B legﬂ one of a

au I'zed user; a reading device Tor reading an

transm tting transaction i nforngtjon. data to the .

SRt B ho 6 T er PR G HGA: Caid grpromissory

scanning and transmtting bionetric data with the

t netpseavelesheliesk.cindwtfoed ste@mpt he i nf or mati on dat abase

wherein the bionetric data device selectively

transmts biometric data to the bionetric database for

conparison with the bionetric data stored for the

aphd §fskc@ df bIaMh 1tveheydh ithe/bibetrictRifd istayiy @he bhe fingerprint scan,
i ndi Vi dual presenting the transaction token; and

OB S &,?ﬂrh% ili§ ?&%R%Vgi@é{ bgﬁt S Bhff %(iho\ﬁ?ét dehRNe Bith&al scan.

transacti’on 1 nforiation dafa to the information
dat abase for conparison with account information
stored for the authorized user to verify a condition

of . . :
The system of claim 3 wherein the transaction information data includes data

written in magnetic ink on the check.

The system of claim 3 wherein the transaction information data includes data

encoded on the transaction token.

The system of claim 1 wherein the electronic transaction verification system

selectively returns a report on customer usages.

The system of claim 1 wherein the biometric data device further selectively

encodes recorded biometric data on the transaction token.
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10.

11.

12.

13.

14.

the account. 2. The systemof claim1 further
conprising: a signature scanning device for scanning

weigsabsme data received with the transacti on PCT/US2005/011147

i nformati on; a signature database for storing

nat ur e ta f he.a hori z user dmhereln t he
PRSI St O v R B St g B o5t o
S|gnature data to the S|gnature dat abase for
clingsapring seami & Fetinplescan.giiaiisseat thoyQse pont. griwnd geometry or a
aut hori zed user. 3. The systemof claim1l wherein the
tfasiabsani on t oken conprises at | east one of a check, a
substitute check, a credit card, a debit card, a smart
card, a prom ssory note, travelers check, and a food
stanp. 4. The systemof claim1l wherein the bionetric
O Asylshor BY cf?ﬁlﬁ 1Ofinérefnl Y ?ééﬂﬁﬂ@&e\ﬁ%d h8 WidlAbtrie R device
an 1ris scan, Vol ce prlnt a hand geonetry scan, or

scan ystem claim

oo L5039 SR T oh® B Y i
V\ﬂl‘ignetlc ink on the check. 6. The systemof claim3

#@ser the transaction infornmation data includes data
encoded on the transaction token. 7. The system of
claim1 wherein the electronic transaction
verification systemselectively returns a report on
CUkd Oysedm WS alma. 1 Fheréheths ysdding ddvied aidnht bidreeteic nlatahdevice
bi onetric data device further selectively encodes
%@%&?&i i ﬁﬂﬁhﬁtycto‘mé BioRRtrid @atd¥a88 8R¢F the Ahnk QKB i¥ormation

e systemof claim@8 wherein the recorded bionetric
%gahgs any one of a fingerprint scan, a retinal scan,
' i99° scan, a voice print, a hand geonetry or a
faci al scan.

The system of claim 1 further comprising an additional biometric database for

storing biometric data for a plurality of invalid users.

The system of claim 12 wherein the biometric data is transmitted to the additional
biometric database to determine if the individual presenting the transaction token

is an invalid user.

An electronic transaction verification system for use at a location were a
transaction token is presented by an individual, comprising:
a transaction information database for storing an account information for

an authorized user;
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10. The systemof claim 1l wherein the reading device

and the bionetric data device are |ocated renotely
wonwmwsm1 bi onetri c dat abase and the transacti 8aT/US2005/011147

i nformati on database. 11. The systemof claiml

wherein the readi ng device, and the hionetric data,

devi cetafBEBEARs dor eAdipE 8% msyllﬁwgﬁwgsacﬁt@wgr%aﬁon data to
dat abase and the transaction information database. 12.
The syst em 8t igfoamgdian dafahasesr conpri sing an addi tiona

bi onetri c database for storing bionetric data for a

pl ur al biometdic | davalmehnsstor scecdrBingThnad syatseniting  bloaietnid 2lata
wherein the bionetric data is transmtted to the

addi tional kdcerRH With dat @RsdiohOinflRinatish ldatal fo thB&nformation
i ndi vidual presenting the transaction token is an

invalid USefa¢ .An el ectronic transaction
verification systemfor use at a location were a
transaction token. is present.ed by. an. indi.vi dua
comr, irghettS (iR B SRR Smiic e 5 e mtrizgg user
storing_an_account_informatjon for an authorized user; .

r eadi n§hewein dhe gadingaeHy IFEtvely fansmits HensacHAR daforgation
information data to the information dat abase;

bi omet ri ¢ ddeta toethedrahsactior efpratipnadatabase feneaempartgon with
bi ometric data received with the transaction

i nf or mat i onag@iuat inforbdagion frahéralthorizedatsab@seriffa condition of
bi onetri c database for storing bionetric data for the

aut hori zed ygefeccodftesiki N the reading neans selectively
transmts transaction information data to the

trans a%vtl‘lier%ri]n ithrc]-:f ﬁ%ﬂ%{rlco&téj %tegll?sas%?ecti%lyctpa@ﬁhg Sﬁgm\é{r}chdata to

the biometric database for comparison with the biometric data
stored for the user to verify the identity of the individual presenting

the transaction token.

The system of claim 14 further including:
signature scanning means for scanning signature data received with the
transaction information;
a signature database for storing signature data for the authorized user; and
wherein the signature scanning means selectively transmits signature data to the
signature database for comparison with the signature stored for the

authorized user.
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16.

17.

18.

19.

20.

21.

22.

account information for the authorized user to verify
a condition of the account; and wherein the bionetric
wdav@/mgans sel ectively transmts bionetric dararius2dobe11147
bi onetri c database for conparison with the bionetric
data stored for the user, to verify the identity of the
i hef SERP Pries é%tVY IR A ‘F%néﬁ%’é‘ttf’%‘? §URRIfes yEleastpne of a
system of claim 14 further including: signature )
sdwnki epbstitus cliask, 8 etadili aagd, i dabit erd aismart cawde pusemissory
with the transaction information; a signature database
f fote, o teavielegs dliegh ahdia doatbdtamp.or t he aut hori zed user;
and wherein the signature scanni ng nmeans sel ectively
transmts signature data to the signature database for
conparison wth the signature stored for the
PSSR B B0 ne B Nor | R IRl ol Rt
substitute Che%ﬁ’ a crgdht card, a debit card, a smart
cYFiHen I BAgHRIS 1 91 58Ky travel ers check and a food
stanp. 17. The system of claim 16 wherein the
transaction informati on data includes data witten in
magnetic ink on the check. 18. The system of claim 16
wike eysterh v dlaian $Gottieosin ithd trrmsatiion infetnzationcdagal énclufies alata
encoded on the transaction token. 19. The system of
cboded dn fHertidnedctionedkedi ng report neans for
transmtting a report detailing custoner usage of the
el ectronic transaction verification system 20. The
systemof claim 14 further including neans for

s;ﬂlg (s:ytfslte\:/n(:il&f C arir%om ﬁgﬂ}eyj fucluding report means for transmitting a report

detailing customer usage of the electronic transaction verification system.

The system of claim 14 further including means for selectively encoding the
biometric data from the biometric data means in a readable medium on the

transaction token.

The system of claim 14 wherein the biometric data is any one of a fingerprint
scan, a retinal scan, an iris scan, a voice print, a hand geometry scan, or a facial

scan.

The system of claim 14 further comprising an additional biometric database for

storing biometric data for a plurality of invalid users.
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23.

24.

bi ometric data fromthe bionetric data neans in a

readabl e nedi um on the transaction token. 21. The
woeyeismasai claim 14 wherein the bionmetric dat aPCT/uamps/011147

one of a fingerprint scan, a retinal scan, an iris

scan, a voice print, a hand geonetry scan, or a facial

scan. 22. The systemof claim 14 further conprising an

addi tional bionetric database for storing bionmetric_ .

dBheasyistem af ¢lpigr 22 wherest the hieinsteic detaris rpmsmittpd tasthe rdditional

of claim22 wherein the bionetric data is transmtted

t ot icadiditaso tradetdyiromeifithe indiatidird peeseutingethe transastioh token

the individual presenting the transaction token is an

Ii9valihehlidseér. 24. A nethod of verifying the identity

of a person attenpting to tender a transaction token,

and the condition of an account agai nst which the

transaction token is applied, the nmethod conpri sing

the steps.of..obtaining, transaction infornmation from ..
R anetheR ot Rprtsfi Bk Mot b7 BRRon Sluniinl B Hbhddl & fifhetion
the person tendering the transaction token; ) )
stekewtandethg qondition; ¢t #thgoeawat peapgavhichihe Aregsasten dpken is
to a transaction informati on database that stores an
aappbieds the nfethodeoipnisingrthasteprethor i zed user; conpari ng
the transmtted transaction information with the

ac Counpbthini teish@ion St foragiomfréi ehd traissetivni token;
i nformati on dat abase to determne if the account

agai ns by, hhibRB i BRSRGH B pdrSiteend indRRY r@shatifor tken;
condition to satisfy the transaction; selectively
fj;? gg;néc%%tﬁg]pt I?r%n?rh%gt rtlhg tgﬁ{sgct{o% qni%hﬁﬁ?t}nr it8 a transaction
information database that stores an account information for an
authorized user;
comparing the transmitted transaction information with the account
information stored in the transaction information database to
determine if the account against which the transaction token is
applied is in condition to satisfy the transaction;
selectively transmitting the biometric data to a biometric database that
stores biometric information for the authorized user;
comparing the transmitted biometric data with biometric information
stored in the biometric database to determine if the person

tendering the transaction token is authorized to use the account

against which the transaction token is applied.
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25.

26.

27.

28.

stores bionetric information for the authorized user;
conparing the transmtted bionetric data with

woiersbsi4c i nformation stored in the bionetri cpdaabmse11147
to determine if the person tendering the transaction
token is authorized to use the account agai nst which
the transaction token is applied.25. The nethod of
claim 24, further including the steps of: obtaining
t e wietodoficlain 241 ﬁhléthpleinsl@gingéhmﬁﬁli)&f@f: t he transaction
token; selectively transmtting the signature
i nf or netithding tae tigastuteadehdpsrson tehde@ingghpanmbetion tokem
the transaction information and the bionetric data, to
a si gnglidiivedatARANENE MR siphAERSInEIrARAbAI StheN{dpetRE Wafh or
for the authorized user; conparing the transmtted

signature i gefggfc?g%}g Xolo 'etéﬁagé'tc%ﬁ‘filﬁf)ﬁn%tﬂ{n%nﬁacﬁé Bldmleic data,

t he signatur ase ermne | € slignhature

is that of an authorized. use or the account again

whi oht et Pomaleren CRareR Thel Yot Satisg it Hhy e
of claim24 further including the step of encoding the

bi onetri ¢ dagthom#edtuses; t r ansact i on token. 27. The

nmet hod of claim 24 further including the step of

t r ansnedrhparingdatha i treshismétteidv esigiateet inforniatien pevithonsigsature
aut hori zed to use the account to the | ocation where

t he transactijfemndtiohah e sigMratdabibasetor dgeriitiaifahé€ signature
obtai ned. 28. An electronic transaction verification

system for }ésﬁg\é‘”g? %%%&%QQISEP Rorl fHECAECBIRCESRIsP Which the

system at a ere a transaction token is
presented by an authorized user, conprising:a reading
devi ce for %glé%cﬁ(alté’ﬁ%nisﬁgﬂ@?ﬁ?tti ng transaction
information to ~

The method of claim 24 further including the step of encoding the biometric data

on the transaction token.

The method of claim 24 further including the step of transmitting data indicative
of whether the person is authorized to use the account to the location where the

transaction information and biometric data are obtained.
An electronic transaction verification system for use with a transaction token

processing system, at a location where a transaction token is presented by an

authorized user, comprising:
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the transaction informati on dat abase; a bionetric data
device for recording and transmtting bionetric data

woOheds/mws4tecei ved with the transacti on token; &CT/US2005/011147
bi onetri c database for storing bionetric data for a

I it f t.hor.i zed.. ; t ti . .
"t or e FsinadPEs S eaing eof g BaR fRskTion dafbrgaion t

for an authorized user; wherein the bionetric device

sel ect i vel ytherteansaation ipfopnationdatabases to the first

bi ometric database to verify the identity of the

i ndi vi abidmgirie sletat devipettherecomivppaid wmshokieg;bieamekric data that
wherein the readi ng device selectively transmts the

t ransact i onid fE&vémivitR thettnkdt@ioh keeaact i on i nformation
dat abase to verify the condition of the account. 29.

The el ggldndaiic dBt%B‘e&%"i‘ﬁ} été}ihrgVB?BﬁlEﬁf‘cha'té’f%r ﬁ?fr)]ﬁ{rgl' fo%uﬂ‘lggzed
with a transaction token processing systemo 'ai m
further conplri sing an additional bionmetric database

for storing"BOnetric data for a plurality of invalid
users. 30. The electronic transaction verification

syst enffikgpsasdien inpfopmatian dgiahese frsterngrecpppciatarmaton for an
system of claim 28 wherein the transaction information
conpri ses naythetitel usak character recognition data that

is printed on the negotiable instrunment.31. The

el ect r Qhiefeint HanbRatcdh dyetd fdlediventransaiisnbibmetritSéata to the
with a transaction token processing system of claim 28

wher ei n t he i OpBkirfe BahshseaYi Foif¢lithé tilafiy df the individual
representation of the bionetric data received with the

transaction_| ' the digitized
bi onetric dg%%grgi{ﬂg%% ?rg‘“%%ﬁi@ﬁ@?gﬁ%am on token.
wherein the reading device selectively transmits the transaction

information to the transaction information database to verify the

condition of the account.

The electronic transaction verification system for use with a transaction token processing
system of claim 28 further comprising an additional biometric database for storing

biometric data for a plurality of invalid users.
The electronic transaction verification system for use with a transaction token processing

system of claim 28 wherein the transaction information comprises magnetic ink character

recognition data that is printed on the negotiable instrument.
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31.

32.

33.

32. The electronic transaction verification systemfor
use wWith a transaction token processing system of

wolaisrmgA1wherein the bionetric data i s transnPCTaS2006/011147

the additional bionetric database to determne if the

N s R R P Rp——
verification systemfor use with a transaction token

pBysteEs oif r?éﬁlgy%é/ avherin theabigmetricr date evice sligitizesi sgepresentation of the
scanni ng device for scanning signature data received

whiokettie datego¢deatellewithsthe unewsactioa sifgmnaittion eardbeadialse the digitized
for storing signature data for the authorized user;

WERhRIHc 848 dEEaRNb e daMieRosRIkest i vel y transmts
signature data to the signature database to determ ne

if the signature data was received fromthe authorized
user.

The electronic transaction verification system for use with a transaction token processing
system of claim 29 wherein the biometric data is transmitted to the additional biometric

database to determine if the individual presenting the transaction token is an invalid user.

The electronic transaction verification system for use with a transaction token processing
system of claim 28 further comprising:
a scanning device for scanning signature data received with the negotiable
instrument;
a signature database for storing signature data for the authorized user;
wherein the scanning device selectively transmits signature data to the signature
database to determine if the signature data was received from the

authorized user.
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