DEVI CE AUTHENTI CATI ON This invention relates generally to conmunication

bet ween el ectronic devices and, nore particularly, to the authentication
of two electronic devices including authentication by a third device. 5 In
conmuni cation between el ectronic devices, it is sonetines desirable for two
devices to comunicate with each other using a third device. Typically,
one device will seek to establish commurication with a second device by
making a request to the third device. In such a circunstance, the third
device may act as a gatekeeperDENdCErkU@HEMTI&ATmNSuch comuni cati on
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device. In cases where each of the two devices to be authenticated each have the same
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secret value, the third device may authenticate the two devices by each of the devices
providing their copies of the secret value to the third device for comparison.
However, if the communication between the first or second device and the third device is
20  potentially not secure, or if the third device itself is potentially not secure, direct
communication of the secret value or key to the third device is typically not desirable as
the secrecy of the shared value is placed at risk.
‘United States Patent Application No. 2003/233546 in the name of Blom teaches a
* challenge-response authentication procedure that includes masking of the expected
25  response generated by an authentication center by means of a masking function and
transmission of the masked expected response instead of the expected response itself, to an
intermediate party at which the actual user authentication takes place. The intermediate
party also receives a user response from the user and generates a masked user response
using the same masking function as the authentication center did. In order to authenticate
30 the user, the intermediate party then verifies that the masked user response corresponds to

the masked expected response received from the authentication center.




usi ng the same nmasking function as the authentication center did. In order
to authenticate 30 the user, the internediate party then verifies that the
masked user response corresponds to the nmasked expected response received
fromthe authentication center. 2 It is therefore desirable to have a
mechani sm for authentication of two devices by a third device in which the
ri sk of exposure of the shared value is reduced. Summary 5 According to an
aspect of the invention there is provided an i nproved net hod of device
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sel ected such that the operation o e secret val ue
the product twRievices aeakmgmtcamnmnﬁdalteyard ipfd\ildbadl witlopslizaéd weoret vilee.n®hdrod
conprising the steps of 25 the first and t second devi ce conmuni cating a
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device is able to determine if each of the communicating devices has the same shared
secret value without the third device being provided with that value.
According to another aspect of the invention there is provided a method for securely
closing the communications channel established using the authentication described above.
20  According to another aspect of the invention there is provided a method for the
authentication of a first and a second device by a third device, the first and the second
devices each possessing a shared secret key value A, each of the devices having available
to it a public key P, selected such that the operation of deriving the secret key value & from
the product AP is a computationally difficult operation, the method comprising the steps of
25  the first and the second device communicating a first set of values and a different second
set of values to each other using the third device, such that the first device is able to
calculate a first expression with a value equivalent to the product AP and the second
device is able to calculate a second expression with a value equal to the product AP, the
third device retaining copies of the values being communicated between the first and the
30 ~ second device, the method further comprising the step of the third device calculating and
comparing the values of the first expression and of the second expression to authenticate

the first and the second devices.




calculate a first expression with a value equivalent to the product hP and
the second device is able to calculate a second expression with a val ue
equal to the product hP, the third device retaining copies of the val ues
bei ng comuni cated between the first and the 30 second device, the nethod
further conprising the step of the third device calculating and conparing
the values of the first expression and of3 t he second expression to
authenticate the first and the second devices. 3 According to another
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- authentication of a first and a second device by a third device, the first and second devices

cach possessing a shared secret key value A, each of the devices is operative to carry out
mathematical operations on defined groups E(F,) and Z,, where F, is a finite field of
prime order ¢, including scalar multiplication defined with reference to the group, the
20  method comprising the steps of:
a) obtaining a public key P, such that P generates a prime subgroup of the group
E(F,) of order p, and making available to each of the devices the public key P,
b) the first device obtaining a random value #p such that 1 < rp < p-1, and calculating
avalue Rp = rpP,
25 ¢). the first device communicating the value Rp to the third device,
d) the third device retaining a copy of the value Rpand forwarding the value Rp to the
second device,
¢) the second device obtaining a random value rg such that 1 <rp<p-I, and
calculating a value Rg = rpP, where Rp is determined such that it is not equal to
30 Rp, the second device obtaining a random value ep such that 1 < ep< p-1, the

second device communicating the values rp and Rp to the third device,




b) the first device obtaining a randomvalue rD such that 1 < rD < p-I,
and calculating a value RD =rDP, 25 c). the first device conmunicating
the value RD to the third device, d) the third device retaining a copy of
the value RD and forwarding the value RD to the second device, e) the
second device obtaining a randomvalue rB such that 1 < rB <p-1, and -
calculating a value RB = rBP , where RB i% determned such that it is not
equal to 30 RD, the second device obtaining a random val ue eD such that 1
< ‘eD < p-1, thethsé&unshdbvitevttamingenpinsiof thd vadpes e and i péswaidingithd sHB values he
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the first device is identified by a non-authenticating identifier and in
whi ch the second

According to another aspect of the invention there is provided the above method, further

comprising the step of the first device authenticating the second device when the condition
15  ygP+ eg Rp= hP is satisfied, |
According to another aspect of the invention there is provided the above method, further
comprising the step of the second device authenticating the first device when the condition
ypP + ep Rp = hP is satisfied.
According to another aspect of the invention there is provided the above method, in which
20  the first device is identified by a non-authenticating identifier and in which the second |
device retains a set of key values which set includes a key value shared with the secret key
value of the first device, the method comprising the step of the first device communicating
the non-authenticating identifier to the second device whereby the second device may
select the key value shared with the secret key value of the first device from the set of key
25  values.
According to another aspect of the invention there is provided the above method, further
comprising the step of deriving the value 4 from a shared secret value s.
According to another aspect of the invention there is provided the above method, in which
the step of deriving the value 2 comprises the step of carrying out a one-way hash

30  function on the shared secret value s.




device retains a set of key values which set includes a key val ue shared
with the secret key value of the first device, the nmethod conprising the
step of the first device conmunicating the non-authenticating identifier
to the second devi ce whereby the second device may select the key val ue
shared with the secret key value of the first device fromthe set of key

25 val ues. According to another aspect of the invention there is provided
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15  the first and second devices.
According to another aspect of the invention there is provided the above method in which
the communications channel is defined by the assignment of an Internet Protocol address
to the first device.
According to another aspect of the invention there is provided the above method in which
20  the communications channel established includes the third device as part of the channel
and the third device having retained the values yp, P, ep, and Rp, the method further
comprising the step of closing the communication channel between the second device and
the third device, the step of closing the said channel comprising the steps of
k) the second device obtaining a random value #¢ such that 1 < r¢<p-I, and
25 calculating a value R¢ = rcP, whereby R is constrained to have a different value
than both Rp and Rp,
1) the second device communicating the value R to the third device,
m) the third device obtaining a random value ec such that 1 < ec< p-1, the third device
communicating the value ec to the second device, |
30 n) the second device authenticating the close operation when the condition ycP + ec

Re=ypP + ep Rp is satisfied.




According to another aspect of the invention there is provided the above
met hod in which 20 the communi cations channel established includes the
third device as part of the channel and the third device having retained
the values yD, P, eD, and RD, the nethod further conprising the step of
cl osing the comuni cati on channel between the second device and the third
device, the step of closing the said charfhel conprising the steps of: k)
t he second device obtaining a randomvalue rc such that 1 <rc < p-1, and
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is not equal to the val ue . According to anot her aspect of the invention
there i & prompteitg the sehoefoneair both ofithe sdeend arkthird dpvices chgckihgtimt thesrabhfe one

or both of the secon%iﬁd third devi ces checking that the value ec is not
equal to thé §APLYRDCHRe valLe arinddigagt equg! orfae ValPugseB. According to
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conprising a medi um havi ng execut abl e program sal d nedi um
t he execut aimmeismggmadnonicyinpeixegutabic pomgsdry cedecanib@tdeineaidanéddivus} thdevi ce,
a second device and 15 a t i{’d device, the e>iecut bl e, program code, bei ng
operati ve tg{eega@g QA sede mﬁms{ycpxecutab e on a first device, a second device and

15  athird device, the executable program code being operative to cause the above methods to
be carried out.
According to another aspect of the invention there is provided a system comprising a first
device, a second device, and a third device, the first and the second devices each
possessing a shared secret key value h, each of the devices having available to it a public
20 key P, selected such that the operation of deriving the secret key value A from the product
hP is a computationally difficult operation, the first device, the second device and the third
device each comprising memory units and processors for storing and executing program
code,
the program code code being operative to cause communication of a first set of
25 values and a different second set of values between the first device and the second
device using the third device,
the program code being operative to cause the first device to calculate a first
“expression with a value equivalent to the product AP and the second device to
calculate a second expression with a value equal to the product AP,
30 the program code being operative to cause the third device to retain copies of the

values being communicated between the first and the second device, and




be carried out. According to another aspect of the invention there is
provided a systemconprising a first device, a second device, and a third
device, the first and the second devices each possessing a shared secret
key val ue h, each of the devices having available to it a public 20 key P,
sel ected such that the operation of deriving the secret key value h from
the product hP is a conputationally difficult operation, the first device,
t he second device and the third device each conprising nenory units and
processors for sthopraggpmncdechedngidpengiveto gnasathechuléd detibetoprabigtaterarclode code
bei ng operative to cause corrrrutn%c tion of a first set@g{ 25 val ues and a
di fferent second®¥darofevalugeel the i enprerion 31t thesrrend QipaestinR \Qecond
devi ce using thea&ﬁﬁnfi%t@ﬁ}@i?r@banﬁﬁﬁe .08 a0i&Rde being operative to cause
the first device to calculate a first expression with a val ue equi val ent
to the product hP and the second device to calculate a second expression
with a value equal to the product hP, 30 the programcode being operative
to cause t hacqorfing tanathes agngct %fttﬁ? WVEEfmfb%le@flsPWéﬂdeg]éh‘ Ve EYstgn 11 whic
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val ues comuni cated between the first device and the second device, the
progr am codePerafiverie Flogothscrmmpyicatien shagebbrtwesdhe second device and the third

15  device, the said code comprising program code operative to exchange sets of closing

authentication values between the second device and the third device to permit the third
device, the said code comprising program code operative fo exchange sets of closing

authentication values between the second device and the third device to permit the third
device to carry out a computation of an expression based on the retained values and the

20 closing authentication values to authenticate the closing the communication channel.
According to another aspect of the invention there is provided a system comprising a first
device, a second device, and a third device, the first and second devices cach possessing a
shared secret key value A, each of the devices being operative to carry out mathematical
operations on defined groups E(F,) and Z,, where F, is a finite field of prime order g,

25  including scaIar multiplication defined with reference to the group, the first device, the
second device and the third device each comprising memory units and processors for
storing and executing program code

o) the program code being operative to obtain a public key P, such that P generates a
prime subgroup of the group E(F,) of order p, and to make available to each of the

30 devices the public key P,




operative to close the conmuni cati on channel between the second device and
the third 15 device, the said code conprising program code operative to
exchange sets of closing authentication values between the second device
and the third device to permit the third device, the said code conprising
program code operative to exchange sets of closing authentication val ues
between the second device and the third d%V|ce to permt the third deV|ce
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and the 20 cl en 1 cat ues icate os ng

conmuni cati on ch@nmﬁhﬂmtﬁeﬁgkqtmgﬂmqoaﬂ@magﬁp@@megg @hpPt he invention there
is provided a systemconprising a first device, a second device, and a

third device, 4@ h@ePIQ%anﬁﬁ‘éﬁ le,eer@gmpr@wﬂ@e@lsed@rﬁrpbéﬂywéo AQEUNICAKRR] secr et

key val ue h, each elng operative to carry out mat hemat i ca
operations on de¥|ne 8%%£Ehl{§§hj and Zp, where Fq is a finite field of

prine orger qr) Xheipfspraiflicode Seimd Giperdtiilctd Bhise #id thitd dedicdRtreithd dcdfdtiance to
the group, the first device, the second device and the third device each

conpri si ng nermr‘;ﬁht!ﬁﬁbsnfhﬁmfomﬁd&ﬁs&@iwﬁmw the sesondidevierd execut i ng pr ogr am
code o) the pr, m code bein tive to obtain ubl.i ¢, ke

that P gener atbend i O SRR BlF shfe Bk 2o aRiehiR b PR and i
make avail abl e twl@aghueh tHah e < 3 SAeVinaas c&lbﬁaﬂélama'lliéﬂ(ﬁ%‘rﬁ? vherdRp the

program code being operative to cause the first device to obtain a random
val ue rD such tdrigrmined suclpthat § i$ not egnal te &pcandcialcarss the sespudkddvire-toobain q)

th de b t t he .f t d
the "valle RD 1 o* PREOERARE BeviicisCsS By int et PahvibieT FSS R e o

cause the third gant gediRvicgt ain a copy of the value RD and to forward the
val ue RD to the second devi ce, s) the program code being operative to cause
t he second deW) c@etpm@@n&pé\e beingoptoativevta causc R thigddhvieh tor retpinceapies ofghel,  and
to calculate a val ue such that it is not

equal to RD, and 4% "Pﬁ&géo %g?i?{?fﬁag‘?ﬁa&iv?ll}es tBtﬂ?;i‘? ﬁrsgﬁe‘ﬁcer andom val ue eD
such that 1 <y§DhePrdbrhm coddTeihPoS@i0enb ¢alse thdrsV @vik@So chcalat FNRlud ) £ he

third devi ce,
15 h-eprp mod p, to cause the first device to obtain a random value eg such that 1 < eg

< p-1, and te cause the first device to communicate values yp and eg to the third
device, ‘

v} the program code being operative to cause the third device to retain copies of the
values yp and eg and to forward the said values to the second device,

20 w) the program code being operative to cause the second device to calculate a value yg
= h-egrg mod p, and to cause the second device to communicate the value yg to the
third device, and

x) the program code being operative to cause the third device to authenticate the first
and second devices when the condition ygP + ez Rz = ypP -+ ep Rpis satisfied.

25

According to another aspect of the invention there is provided the above system in which
the first device is a wireless handheld device, the second device is an enterprise server, and
the third device is a router and in which the program code operative to cause the third
device to authenticate the first and second devices comprises comprises program code

30 operative to establish a communications channel between the first and second devices.




t) the program code being operative to cause the third device to retain
copies of the values RB and rD and to forward the said values to the
first device, u) the program code being operative to cause the first device
to calculate a value yD = 15 h-eDrD nod p, to cause the first device to
obtain a random value eB such that 1 < eB < p_|, and to cause the first
device to comrunl cate values yD and eB to®t he th| rd device, v) t he program

code bei ng |ve 9;cause th d device et ain c of the

Vol ves yD a8t 8 A if ik APl RlpE B bR ASHE BARR Bbece 20 w
the progranyanéie thehdd foPae alild@vidR 16 BlaEednBusieaan® 1ﬂevt&1@avfeq1@al culate a
value yB = h-eBrB nod p, and to cause the second device to conmunicate the
val ue yB t oinfgrmatiphpbeitgeshiared seenstivalye posecssediy thmteo dethpmsicatpd slseices i ve t o
cause the third device to authenticate the first and second devi ces when

the conditi DP+ eD RDis satisfied. 25 According to
anot her as B fyﬁ 5¢ tlonc’ﬁﬁe S ere is provided the above systemin which
the firsg dRvdrE@ines whioh illeéRSSh A bLEGNERY bES a phdTereéPaARSHiAeT (Fehd S an
enterprise server, and the third device is a router and in which the

pr ogram cod@V@Hmﬂatl ve to cause the third device to authenticate the first

and second devices conprises conprises program code 30 operative to
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thi rd devi cguthentichiisldf thé Grsneesldé@éest he th| rd device to have conmmuni cat ed
toit, or to have direct information about, a shared secret val ue

possessed by the two aut hentl cat ed devices. Brief Description of the

Dr awi ngs 5 DRtaHEG e ate by way of exanple only a preferred
enbodi vi ces
and a t ?%%%?ﬁ"em%‘@y ‘ﬁ%ﬁfﬁm@ iatieh BBt f R AR ER s B

Det ai | ed DeBﬁWbﬁi ivﬂﬂh@ﬁ:ret‘lhae&tfbt@&ﬂﬁd:\@ébs and a third device is used to control whether such

communication is to take place or not. Figure 1 is a block diagram that shows device 10
and device 12, for which a communications channel is to be established. In the example of
Figure 1, device 14 determines whether such communications may take place, or not. The
15  determination is made on the basis of authentication of devices 10, 12 by establishing that
each device has the shared secret value. In the example of Figure 1, a direct
communications channel is shown between devices 10, 12. Other arrangements are also
possible in which devices 10, 12 use device 14 to establish communications and in which,

for example, all communications are routed through device 14,

20  The description of the preferred embodiment refers to communicating devices but it will
be understood by those in the art that approach of the preferred embodiment may be
implemented for other contexts where authentication of two devices is carried out by a
third device. Each of devices 10, 12 must be able to communicate with device 14, but the
ultimate purpose of the authentication of devices 10, 12 need not be for their

25  communication with each other.

It will be understood by those skilled in the art that electronic devices, as referred to in this
description, include all manner of devices that are able to establish communications with
other devices and are able to carry out computations as described below. In particular, the

devices include communications servers such as e-mail and other message servers for use




10 There are many different contexts in which comunications are sought to
be established between two different el ectronic devices and a third device
is used to control whether such comunication is to take place or not.
Figure 1 is a block diagramthat shows device 10 and device 12, for which
a conmuni cations channel is to be established. In the exanple of Figure 1,
device 14 determ nes whether such connunﬂ@ations nay t ake place, or not.

The 15 detern nation on of d vi ces 10,
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devi ces 10, 12. O her arrangenents are also possible in which devices 10,

12 use deviweically nipdds pabmpstingeivironienattdranéslephany.n whi ch,  for exanpl e,
al I conmuni catl ons are routed t hrough device 14. 20 The descri pti on of the

f d f Ll but L
P raer et co T kB chitbilitert f RET 53 bR R BRp itk wlinsksnsiiie ne
may be 4 Win&ﬁ%ﬁc&@mﬁ‘déw@éshel"heqﬂ@le%@nﬁan‘ﬁﬁ%% b%%hﬁ)ﬂlddqﬁfa'c@ﬂlpﬁfer% MWRraeVi ces
is carried out by a third device. Each of devices 10, 12 nust be able to

conmuni cat ePrRiudt tpsynadedes progoum codeeon uimeiliver iabig udpbwaldt ta the devicesanferedt i on

of devi ces need..not be for their. on W ch ot

"t w1 Cbe BBEMECRSAPHGR SEEeSRrRRHE IS e RUAY ph A BrE e 6 Jadyoes,
as ref erredceﬁ@dﬂﬂtﬁd}h&h@ajg@@ﬁbwl on, include all nmanner of devices that are
able to establish communi cati ons W|th ot her devices and are able to carry
out conputations as described bel ow. In particular, the devices_ include
communi cat i 9Ae ezsfémp’de p’éalsmnlelagnt@umﬂ theypreTested eombed inaeny éncludey e cenfigratiose 10
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devi ces, ingl d&id&godﬂdbh?ﬁsa wirdlBistahdbeld88Mcd, MR r6 AP deVitedd\keisUPARAT O 1N
tel ephony The preferred enbodi nent is described as a nmethod that is

i npl emrent edcatine¢tiondippeesn the wirslesybdndbéld devienil @ amévm @tetslzprl?{mervqrpﬂeemtqi i on
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as to carry out the nethod descri bed.
15  device is able to improperly obtain an IP address from the device 14 router, in the
preferred embodiment both the device 10 handheld and the device 12 enterprise server
have a secret value s. As is set out below, the device 14 router is able to establish that the
device 10 (handheld) is a trusted device and a communications channel with the device 12
(enterprise server) should be set up by the device 14 (router). In this example, once the
20 authentication has been done by the device 14 router, it forwards communications to the

handheld of device 10 by using an assigned IP address and forwarding communications

from the enterprise server of device 12 using the Internet.

The description of the preferred embodiment set out below includes several steps in which
values as sent between devices are checked. To ensure that there is only one point of

25  failure in the method, when such a check determines that there is an error condition, the
approach of the preferred embodiment is to redefine one of the values in a manner that will
cause the method to fail to authenticate the devices in its final steps. As will be
appreciated by those skilled in the art, there may be other approaches used for carrying out
such checking that will result in the method being terminated at an earlier point or in an

30  error condition being specified in another manner.




One exanple of an inplenentation of the preferred enbodi nent includes a
configuration 10 in which device 14 of Figure 1 is a router used to assign
an IP (Internet Protocol) address to device 10 which is a wrel ess handhel d
device. The router of device 14 sets up the connection between the

wi rel ess handhel d device 10 and an enterpri se server, represented in the
exanple of Figure 1 by device 12. In thi 1exanple, the device 14 router
forwards t ' devi . el r ' 1 t FSE
erver . To DRHiFEnR shSGaHEH SRSl RKsE Tacit PR REREERE o,
| P addr ess drt eipablteofidanyiag obderiypiop@bhicifindtioas MidwRich ekhreih b emudiheith t he
devi ce 10 handhel d and the device 12 enterprise server have a secret val ue
s. As is sehedltowing euptosyrera poameters, Flmathematicqh pperatépns slessibed arercarrtedt he
device 10 (handhel i sted Vi an ni i el. with
the devi oo LM BENPLEL Bl B TR e R S B A RSB HL FBRA S
(router)s IfheNatiSngTawphte of smaaramldzﬁeo@ﬁblbgylmm?lhﬂﬂomﬁsmaﬁﬂraﬂem by the
device 14 router, it forwards conmunications to the handheld of device 10

by using ancllBtit epreeiovap FaddFles eurse Has oeaiegtel ofpneorkherficddfy trilefingd a4 t he

enterprise ver device 12 usi t he l.nternet.  The rption of the
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of 25 failure in the nethod, when such a check determnes that there is an
error condi E{Ighof ender mpphonetptiarf xR rprgseats eHipbid corvigseplaanultiphcationy whikse kne
one of e values, in manner . th will. cayse the nethod to fail .to
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out such checking that wll result in the nethod being termnated at an
earlier point &t in ?n 390 error_condition being specified in another
manner. 11 Rrerppdfett dd, anbed nenk itsgdeamtidrtonof hehefrdinge of hedevi ces
10, 12, 14, each of which are capable of parg%ng out cryptographic
functions aflliPtiheurne poiat B and A=deg rshbisdhediblengteaf@. f ol | owi ng crypt osyst em
paraneters. The mathematical operations described are carried out in
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The field Fq i s defined as_ a . . ) .
carried out may vary. The elliptic curve is a common group for such operations in

cryptography. Any mathematically defined group can be used for the implementation of
the preferred embodiment. For example, the group defined by integers modulo a prime

number can be used for an implementation,

20  In Table 1, set out as follows, the calculations and communications of the preferred
embodiment are set out. In the preferred embodiment, s is the shared value known to both
device 10 and device 12, but not to device 14. In the preferred embodiment, device 12
may communicate with one or more devices and therefore device 10 is provided with an
identifier Key ID that specifies which device or class of devices is seeking to communicate

25  with device 12. Similarly, device 12 may, in other implementations, be provided with an
identifier to allow device 10 to specify which device is seeking to be authenticated. It will
be appreciated that the Key ID described is not sufﬁéient, in itself, to authenticate the
device. It will also be appreciated that if the identity of device 10 is obvious from the
context, the Key ID may not be necessary. For instance, if device 12 communicates with a

30  single device 10, and no other such devices, then the Key ID may not be necessary.
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h = SHA-512(s)h = SHA-512(s) Generate random rD,

| <rD<P-1 Cal culate RD =

rDP Send RD to Device 14; Send Key ID to Device 14. Wile RD == point of

infinity, then RD = rand().

Send RD to Device 12; Send Key ID to Device 12
13 DEVI CE 10DEVI CE 14DEVICE 12 Wiile RD = point at infinity, then RD =

randQ Generate randomrB, 1< rB <p-1 Calculate RB = rBP Wiile RD = RB,
then choose another RB. Cenerate random D, 1<eD <p-1 Send Key ID, eD and

RB t o Devi - ==
Wiile eD 5| 0, thlaﬁeigiﬂ

At ot —nf i g
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ot—Rb—= ﬁﬁwéﬁeﬁ RB—=-+randQ.

While Rp == point at infinity,
then Rp = rand(}.

Generate random rg,

1< rg <p-1
Calculate Rg = rgP

While Rp == Rp, then choose

another Rp.

Generate random ep,

1<ep <p-1

Send Key ID, epand Rgto

Device 14.

While Rg == point at
infinity or Rp == Ry,
then Rg = rand().

While ep == 0, then ep
= rand().

Send Key 1D, ep and Rg

to Device 10,




= randQ Send Key ID, eD and RB to Device 10. 14 DEVI CE 10DEVI CE 14DEVI CE
12 While RB = point at infinity or RD == , then RB = randQ While eD = 0,
then eD = randQ Conpute yD=h - eDrDnodp Generate random eB, | <eB <p-1 Send
yD and eB to Device 14. Wile eB 0 or eB eD, then eB = randQ Send yD
and eB to Device 12. Wile eB == 0 or == eD, then eB = randQ Conpute
yB=h - eBrB m)dp Send tho Devi ce 14 Sendyto Device 10. If yBP +

eB RB ! = hP FeBTRB yDP—+ebRD hermTeject eD
RD, ] et rBFYACES DEVICE Th DEVICE 12

then r

While Rp == point at
infinity or Rp == Rp, then
Rg = rand().

While ep == 0, then ep =
rand().

Compute

Yo— h— €p rpmodp

Generate random eg,

I<ep <p-1

Send yp and eg to Device

14,

While ez == 0 or
eg — ep, then

eg = rand().

Send yp and eg to
Device 12.

While eg == 0 or eg == ep, then

ep = rand().
Compute yg= h — eg rzg mod p.

Send yg to Device 14.

Send ypto Device 10.

IfypP+ eg Rp!=hP,then |IfypP +eg Rg!=ypP+ | IfypP+ ep Rp!=hP, then

reject ep Rp, then reject reject




The above table specifies steps taken in the process of the preferred
enbodi nent for carrying out authentication of the two comrunicating

devi ces (devices 10, 12) that includes third party authentication (device
14). It will be understood by those skilled in the art that certain steps
may be taken in different order and that, _as indicated below, 5 certain
steps may be omtted. The first step cargﬁed out in the preferred

crodi e s e BB B UL e b PRI Al SRR IRLGED oo
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device 14. At device 14, an error check on the RD value is carried out. If
RD i s etfual thew commupisiied tethejattiar wsing arshane eoramenicatiens channedr Fenexemplepubl i ¢
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communicated to the wireless handheld when that device is in a cradle that is connected fo -

the enterprise server by a secure network connection.

20  After determining the value A, the next step in the authentication process of the preferred
embodiment is for device 10 to generate a random rp value to be combined with a public
key value P. This random value is defined to be greater than 1 and less than p-1. In this
example, p is defined to be the order of the prime subgroup of E(F,) generated by the
point P in elliptic curve E(F,). Once the random rp value is obtained, the value Rp is

25  calculated by taking the result of the scalar multiplication rpP. This randomized public
key value (Rp) is then sent, with the Key ID value, to device 14. At device 14, an error
check on the Rp value is carried out. If Rp is equal to the point of infinity then there is an
error in the public key value (if P is a valid public key then the scalar product will not
equal the point of infinity). According to the preferred embodiment, error handling is

30  carried out by setting the Rp value equal to a random value (specified by the pseudo code

Rp =rand() in Table 1). The Rp value and the Key ID value are then forwarded by device




30 carried out by setting the RD value equal to a random val ue (specified
by the pseudo code RD = randOin Table 1). The RD value and the Key ID

val ue are then forwarded by device 16 14 to device 12. It will be noted
that in the preferred enbodi nent, device 14 will retain in nmenory certain
of the values that it receives and forwards. These retained val ues are used
in a final authorization step, as is deséfi bed bel ow. At device 12, there
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the scal ar iprading euthgizagion isigpsastihdesgabedeba®®y. An  error check at device 12
is carried out to ensure that RBis not equal to RD. If these values are

cart _ that RBis not equal val ues.
cal cul at g, Mg 2 Web AR ARG S bitck 3o o kp SOERH Sl o,

it is possidfiefifiey) aBd adirhit keor handlidgbrp M feriddGut VPddéessafy. MevideSQ dldd t hi s
step at device 12 a randonmly defined chal |l enge value eD is obtained. This

eD val ue igengetasitgosd repdes velge B qgmbination whdutha peblis keyPs Thegmpdom vadue h

the eD and RB ues. ,,as _determ ned by.devi.ce 1 r t devige 12 to
devi ce 14, oo tauteiin gR5RE Sy har BeS SR Sy<Dr e Effer e REE AT one
si mul t aneougtot chbdkatdeviet 191s ABYIRS td itird the RIIR o8&}l ® Ry OIf tHele PdlHey tO
al l ow device 14 to determ ne which of the set of devices including device

10 to send aRequizplgetdherna newcanden yatnesalisidefined and o newtRyr vabep is galdelaiede 14 by

al ues. ere |j

devi ce , &.ong .wiith the eD.and, RB At vi.ce 14, .t i S.a
rvor clbokTanp itfekeh belfeRRuRRaRs & 18 ot fFaeple 6 1T pdSnis BERSabENs ¢ e
poi nt of i nfdidndiNe dBTame ok Or handling step is potentially taken. The
conpari son and error handling are carried out for the RB value in the sane

way as RD was conpared and an error handling step taken in the earlier
steps set offsoamdiestespidavige|ly a rapdomly defiesd dpllepesnticrs inpkiainedmpiiednt o

each ot her if th [ term.ned to be equival.e en a r.Qr
handl i ng stg%ge ]ﬁﬁe%wsrgt %3 ? %Se%)etfeogr %aeter:tg?naga%ﬁe\s/sgﬁ%w 'ITR%(?%?' eeec?u%%\c/lg{}e‘%?:uee%of RD
and RB is rgchgstintied Bdctite QR8s seaPheildvi@N e eRVRE 19eVetRe 12 ntsRcafrfing RB
in a manner that ensures that it has a different value than RD. If, on
recei pt 1y ewviwéple similar transactions simultaneously with a set of devices that includes device

10. In order to allow device 14 to determine which of the set of devices including device

10 to send the values to, the Key ID value is also returned to device 14 by device 12, along

with the ep and Ry values.

At device 14, there is an error check carried out on the Ry value. The Ry value is

20  compared to the point of infinity and an error handling step is potentially taken. The
comparison and error handling are carried out for the Rp value in the same way as Rp was |
compared and an error handling step taken in the earlier steps set out above. Similarly, the
values of Rp and Ry are compared to each other and if they are determined to be
equivalent then as an error handling step, Rp is defined to be a random value. The

25  equivalence of Rp and Ry is recognized as an error condition because device 12 generates
Rp in a manner that ensures that it has a different value than Rp. If, on receipt by device
14, the two values are identical then there must have been an error in transmission or an

attacker has redefined the values.

A further check is carried out at device 14 at this time to ensure that ep does not have a

30  value of 0. If the value is O then the ep value is set to a random value. If ep has been set to




14, the two values are identical then there nust have been an error in
transm ssion or an attacker has redefined the values. A further check is
carried out at device 14 at this time to ensure that eD does not have a 30
value of 0. If the value is O then the eD value is set to a random val ue.

| f eD has been set to 17 a value of O (piZentially by an attacker seeking
to obtain information to allow a fal se thentication) then the value of h
may become known. To avoid this, eD is given a randomvalue. It will be
appr eci at ed? Yakug off} (retangplly heanaftackensseking tarebtain anfommtion tpgllowgdalse to RB

and the ch i .pbe.referr to as
error c hecEagﬁleéﬁgﬁ@?ﬁh%ﬁtggﬁalgﬁf %@?ﬁ%g@%eﬁ@. grr? 2%%[) 1e t?‘}msa?l’ %ré ‘gat%taac ker is
not abl e t canddnaivalue.nftoriitdbkiappreciated uhattaltRovshl the clakk o efoaathitiey, thecéqual

referred to above js conplete, device 14 sends Key ID, RB and eD to,  device
10. In the tﬁ?@fa@ﬁﬁéﬂcf@ﬁggw?%mtﬁaw if peleapal 190 maebadelpriepio pazereqt hedss,

val ues, sdevihe@ chBckakd cartfll 6316 ¥ndid thtaﬂ%nagﬁﬁﬁer%ﬁ&‘%ﬁlettﬂ %Bta}(i?{n‘?orﬁﬁﬁ()ﬁ ed out

at device 12, and take the sane error Ing steps (setting either RB- or
eD to 0, asbowetliedplueafimwas the case with the communication of the val ues
bet ween device 12 and device 14, the communication between device 14 and

device 10 i5_a .potential poi t which at t acker seek .10 alter
Tal uos to (ndk BRRERkRseRel fo Mk nelfle iR A serPis At Msofer T
aut henti catdeRftea). a 15 device. As is shown in Table 1, once the checking
of values RB and eD has taken place at device 10, there is a calculation

of a yD value. The definitjion of the value is:. YD=h-el rDnodp As is .
descri bed ilf thopreteged smbodanely onreeiptot theKeplD. dta and eoivalues dsaice 48 v4llt hat
will a i gat ' . - t jce 14.
Anot her Us; e dar 1B 5Rnk SReAR Ml Rnd Gpricfor s SR £ B nREthe A BHbE D o
val ue. Thi shandlisg $tepayaetting tithdr R zam eg B Opdsureddiit Ak svas diedamd withlesen from

the range greater, than 1 an | ess t hanp- Bot hyD and eB val.ues are then

sent |t o devicBENTHCatRE oS %ﬂiuefk,ew% SGuko i ae 5%‘%%% MPYHCAHORNd Wit h

eD. 1T eB haswéen'd@vite 1208 ldetife 80 11 Potential point at which an attacker may seek to alter
-values to gain access to the communication channel through improper authentication of a

15  device.

As is shown in Table 1, once the checking of values Rg and ep has taken place at device
10, there is a calculation of a yp value. The definition of the value is:
yo=h—eprpmodp
Asis described in more detail below, the yp value is used in comparisons that will

20 - authenticate the devices 10, 12 to each other and to device 14.

Another step carried out by device 10 is the generation of a challenge value. This
challenge value is an ep value that is randomly chosen from the range greater than 1 and

less than p-1. Both yp and eg values are then sent to device 14.

At device 14, the eg value is compared with 0 and with ep. If eg has a value equal to either.

25  ofthese, then ep is set to a random value.

The ep value is then sent by device 14 to device 12, along with the yp value. At device 12
the:ep value is again checked (against 0 and ep) and if the check is not successful, ep is set
to a random value., A yg value is then calculated:

yg=h—egrg modp




25 of these, then eBis set to a randomvalue. The eB value is then sent by
device 14 to device 12, along with the yD value. At device 12 the: eB

val ue is again checked (against 0 and eD) and if the check is not
successful, eBis set to a randomvalue. A yB value is then cal cul at ed:
YB=h-eBrB nodp 18 As will be seen, the vggue yB is defined in a manner
symmetrical to the definition of yD. The”yB value is sent by device 12

where was cal cul ated, to device 14 and fromthere to device 10. At this
poi nt in thds pibbesesn, thpzapyaitdeliped il ammennea senmewisakterihe dgfinitéan fenlo to

1o Furt ner oM I8k ER0AT L AR TR AR, A R R, Y O

devi ce 14 hdewicedloso be retained at device 14. Consequently, as will be
- seen in the last step of Table 1, authentication steps are carried out to
aut henti cat hat .bqth device 10 and device 12 have the sape shared secret
val ue s. 1o£1 1SoiRtiiR Hheprocess, thsyn g Ruvalpesdaye been-senthy i104p d8Yic®f t he
two_deviscestd budid A RofvatitBRas'v@R B 65 Ao 12 GPuRR A, HRINEE Bohlh oft e &
i s authentication 6‘? devicce 12 11 and onFy i eyngl eB lgB = E’.’ %I%Qg’d%{f/i ce
12, there itbexalubethal ryeibeen oiwarded teantiGent frandeving ¥4 hive ald yeBRtained Bt RD =
hP. As will  be patent to.,thos killed.,in the art, the process of
aut hent | cat5ieeat oo B o Nk BE sorudn i s fen ok Tabled s heRtraror ieas
operati ons @8dagied oMb HeBcAehal bARdeAts1 M&RTdevide 1DNRVSHINGME shared
identification scheme (see for exanple A Menezes, P. van Oorschot and S.
Vanst one. I-ﬁfﬁ@bﬁ%ikeﬁprpl i ed Cryptography, CRC Press, New York, 1997 at
pages 20 414-415). The preferred enbodi nent, however, permts two devices
to mut Y t : : @]pq . DeldH i rd. i 10
aut hentul ?J'catlé,\1 oicﬁﬁg’e{{}?@{ggﬁ: ?%&Eergté%ﬁaen |(1§1%%|1081nc{f?i§é %@r&reﬂ%ggﬂdﬁﬁg;ﬁﬁltlﬁe third
device (device 14 in thgPexapRe)ypttesppify. the fact that the third device
does not know the secret value s that is shared between the two

At device 10, there is authentication of device 12 if and only if
yeP+ eg Rp=hP.

At device 12, there is authentication of device 10 if and only if
15 yDP+ GDRD=hP.

As will be apparent to those skilled in the art, the process of authentication set out above
makes use of certain of the mathematical operations and equivalencies described and used
in the Schnorr identification scheme (see for example A. Menezes, P. van Qorschot and S.
Vanstone. Handbook of Applied Cryptography, CRC Press, New York, 1997 at pages

20 414-415). The preferred embodiment, however, permits two devices to mutually
authenticate each other and to permit a third device to authenticate both devices. The
authentication is carried out by the third device (device 14 in the example) despite the fact
that the third device does not know the secret value s that is shared between the two
devices 10, 12. It will be noted that the mutual authentication between devices 10, 12 is

25  carried out at the same time, as a result of a series of overlapping steps having been taken.

The authentication process of the preferred embodiment is suitable for use where a
communications channel between two devices is being defined and a third device will
provide information to allow the channel to be set up. This may occur where a wireless

handheld uses a routing device to gain access to an enterprise server. The routing device




devices 10, 12. It wll be noted that the nutual authentication between
devices 10, 12 is 25 carried out at the same tine, as a result of a series
of overl appi ng steps having been taken. The authentication process of the
preferred enbodi nent is suitable for use where a comruni cati ons channel
bet ween two devices is being defined and a third device will provide
information to allom/the channel to be séP up. This may occur where a

wi rel ess handh a routing devjce to g access.to an.en e
cerver . Thettng Ry e U e bk o e SEUA e Mkt B Rl

aut henti cat de&RiteOTht RBo vk &dss ﬁ&ﬁufs@ﬁcﬂ‘hﬁtﬁ&ﬁé&tﬂ?ﬁtﬂ‘%@%ﬁled%i’hxﬁﬁo hhGeiebove
process permts such authentication to be carried out and to have the

third devi chirdwdaeice Ghe eruterf fmr e&atmuip) m)lkemhk:autﬂubmcauomwmlomdtawmg knpwhedpe

havi ng knowlfeigg (% ](tﬁ‘g r}d a reduced set of state

i nformation 59y rairﬁ S‘E)tfo flate WP?%d enbodi ment i ncl udes
error checking applied to the R val ue. ThIS is carried out to determne if

R is a val igheatdlve Aedetiytivbifie pAferfdd dmRRIimaRRESGEdR 88 cHelkitig @ppHIRI tﬁlﬂf‘eCk| ng
may be omtted fromthe nethod of the preferred enbodinent I'f it can be

ensur ed t hak vRiDei Jhisgs carjedbuttto dRBrmetifiBighvilid publigéreralbé.yAs pikber abI e to
carry out this che to e re that the e is.b out
correctly. Ef—eﬁﬁt‘fcggl?ls G?Weq’ﬁ&gfl%wg eé’ﬁﬂ%‘g{ﬁ@'ﬂt %@g@Pﬁﬁgg‘ %{C’EB utation
of a hash V@h&tﬁhﬁfenttlhﬁ cHFBE @ﬁsuré&%hért?ﬁ% ngﬁéﬂuﬁptojig Afthudh 1tqg§érié?a11]5r2 The use
of a hash function to encode the secret value s as the value h, "is not

required aI lnlh&u:@lhe fotcarry oat tilnml‘eckﬁd egsurp thad theipnoaeseis being oditredatut creectlf.  t he
secr et her a function in thjs t he
soor ot i, e e fegted sBihol bert Heficroibe coRBuaneh & hith yaMR SR dicisaton

val ues. 15 '@ﬁué{ ﬁfd%{fircgqmaﬁd RN foe lchQ"h@lﬂlE@@fﬁ h&sBERRoR &SI TR ctieEFMd

establi shing an communi cati ons channel from one device to a second device
t hrough a thasthe deue deis nohrequitedaltdmsigh itiis apsafcatbdasﬁﬂpetgemunntethﬂshreaimse of
i cl.ose the ch et ween tR third device

aut hent i cat& roto ol \X)gt?l &l
and one of THEBEHY uet CWCHSP?IBS%?feafléqS CQH’E)HH HeRpONSG e sfgret value is
aut hent i catﬁs@dqhea@tercarcafaﬁém@rﬁ)ffé?fntau&whﬁba%&eau the basis that the

third device retains 20 certain values. In particular, after the

aut henti cati on has taken place prior to establishing the conmunications

channel 15 t hés tdienrad debpes tl(edewlitea:leicati@n froceshmap uedph esteblisiimpeane 1) retains

\égl uﬁs ?/r[])P comlellqrgcatloﬁgchannel ’ﬂe'om ong de‘?l%t\el Itoca(,a se:(L:gn evzliclzentﬁx %L u%ﬁmﬂﬁwce In eb,
this case, it is advantageous to use an authenticated protocol to close the channel as
between the third device and one of the other two. In the preferred embodiment such an
authenticated close protocol may be put in place on the basis that the third device retains

20 certain values. In particular, after the authentication has taken place prior to establishing

the communications channel, the third device (device 14, in the example of Figure 1)
retains values yDP +epRp, Rp, Ry, ep, ep. Device 12 retains values Rp, Rg, €p, eg, h. In
Table 2, an authentication process is set out for use where device 14 has authenticated

device 12, as is set out above and device 12 seeks to close the communications channel.

25




Tabl e 2, an authentication process is set out for use where device 14 has
authenticated device 12, as is set out above and device 12 seeks to cl ose
t he communi cati ons channel. 25 20 Devi ce 14Device 12 Device 12 initiates
cl osing the connection with device 14. Pick randomrc, I<rc<P -1 Calculate
Rc =rcP Wile R == RB or Rc == , then choose another Rc. Send Rc to
device 14. Wile Rc = point at infinity 8 Rc == RB or Rc =RD, then Rc =
randO. Generate randomec, I< ec <p-1 Wile or ec = eD or ec = eB, then
choose another ec. Send ec to device 12. Wiile ec == 0 or ec == eD or ec =
eB, then ec = rand(). Conpute yc= h - ecrc nod p Send yc to device 14. If

yOP + ecRc| beviydR + eDRD, then reject| &liceA2 Wl be seen fromthe| above,
the authentication for the close protocol is available, even though device
14 (the thij j $s or use directly security value s or

t he Device 12 initiates closing the connection

with device 14.

Pick random r¢,

I<rc<p-1

Calculate Re = rcP

While Rc == R or Rc == Rp, then choose

another R¢.

Send R to device 14.

While R¢ = point at infinity or
RC == RB or Rc = RD,
then R¢ = rand().

Generate random e, 1< e¢ <p-1

While or ec == ep or ec= eg, then

choose another ec.

Send ec to device 12.

While ec == 0 or ec == ep or ec = €,

then ec = rand().
Compute yc=h —ecremod p

Send y¢ to device 14.

IfyGP + ecR¢ I=ypP + epRp, then

reject




hash value h. In this case, the authentication follows the Schnorr
identification schene, based on the values that are retained by the
devices referred to above (devices 12, 14 in the 5 exanple given). These
val ues are available to the third device as a result of using the

aut henti cation process described above. gzrious enbodi nents of the present
i nvention having been thus described in tail by way of exanple, it wll
be appar ent AL Qi BOSRnHdrl IEdbblk, i dnibiRh Ak AUdsO Bt IREAIHE AP
may be made w thout Bepartlng romthe 1 nvention. The invention I ncludes
all such 1Ghwagh dﬁvu@risi (ﬂru:thnfd) de‘ﬁcc)aioemm p@ssekadi useidirhétly deberity valpe sof titehe

appended cl ai rs. od for the authentication of a first
and a s econ’%ﬁsgg@]i é 89 ﬂés P%Ffrthe a@bw&t@atl%@llpwme %‘ili’&o’frﬂéené’%@@fﬁﬁl H¥aPes

each possesgjg Q@o@ﬂﬁ:h@f&g t]‘%?gfeggtahl%?{ vibes £ &ﬁlj??&)tfo bbb dgﬁ\ééscﬁzs 1 ?ﬁ’{h@g

available to 1t suc he op ratron’o

derivi ng t hexaggpds gt/eﬁgeﬂ"h\eﬁ t@ud@ afe mlhﬂﬂe tpthediied dévite dsa r%mmfmsmnh@nal |y
difficult operation, the nmethod conprising the steps of the first and the
second devi @henéisaanressss Agscabed soveset of val ues and a different second
set of values to each other wusing the third device, such that the first
devi ce calc

pr oduct hP.g&%&%%@ﬁgég%ég QNQFE %grgw?%g%gmgmgecon ‘ﬁgﬂﬁﬁgﬁggﬁﬂhaﬁmﬁ a
val ue equal oft exatnipte, prvaitlthetappitent tb Migost kkitldd dethe as thia tvatiationg acdmiodHicafionishe
first and second set of val ues, bei ng_conmuni cated between the first and the

second devingy! ef%éeﬂfé@iﬂwcﬂep@it%éwnbw‘fe@rlﬂ@ Thedmengipn giclydsg all {34y devi ce
cal cul at{ n and of the
cecond Sy etifiont GRALKALINE of BIHFR R md UBol LEAL ATRRETERAR. T1C o 1572
The nethod of claim1 in which the first device is a wirel ess handhel d
device, the second device is an enterprise server, and the third device is
a router and in which the step of the third device authenticating the
first and second devices conprises the step of establishing a

comuni cati ons channel between the first and second devices. 20




3. The method of claim2 in which the conmmuni cati ons channel established
includes the third device as part of the channel and the third device
havi ng retai ned the values comuni cated between the first device and the
second device, the nethod further conprising the step of closing the
communi cati on channel between the second device 25 and the third device,
the step of closing the said channel conmB2ising the steps of the second
device and the third device exchanging sets of closing authentication
values to @eAMVIS:the third device to carry out a conputation of an

expression pased on the retained values and the ¢l osing authentication
val ues to aﬁt I%WF&‘BQtf‘éT the, authenfication ?i%ﬁeﬁrs&mffﬁce@f %fhcegwaaqtﬁga.de@ee,é@ 4. The

method of any gon6,9 fthecée@(grmsc}]e%ic%g eath p%&@ﬁh%]a SREH &Eléftépﬁq gagl\f(j: ﬁ,eéaéh%ézfl._eq)

operative to carry out nathematical® operations on groups

and Zp , wher deviges Imvingfavailitde tdf it @ lpoblod kay P, RElecied euchgthatithe bpedativg ofcal ar

multiplication defined wwth reference to the &i%gpup and the public key P
[

avai | abl® to &58Wngthe werchkey vadue & Eauythe prodyctdth e compyiatiopally gfigilfe gr oup

E(F f d - Locl-udi : ‘ . devi '
obt ai ni ng a r ShaaieapdEegd obRBHL B qéiS of sy dhORbhd vl 1O
val ue RD = r Digpmntunécating & firdl eyt cfevalvesinia didferang sécofd valof@alby foeatthethehi rd

device, the third device retaining a copy of the value RD and_forwarding
the val ue RD wgingfke third dewigefychytygt e firstidevise sdpdatge ¢ ifice capression wih a r andom

value rB s UC.h/afug%élﬁiéfﬁléﬁltgtth?ﬁglga&ct h%dctﬁ‘é eldbrgti {j%@cet alc\ﬁﬂt&ea %@01131; BP, where

RB is determne 'S Not equa e secon Vi ce

obtai ni g a r rp@EBidEAWiIE arvaue&agﬁél td fRtprdduet kB, the tirdldevidieenatanebpia\of cig:
communi cating the values rD and RB to the third device, 15 the third_device
retaini ng copifesf asd seqead veli afglurBbeing cermmunispigd beivwegn theddirsbangd thesaserd t o

e 1T e e YR N e NPl B ™0,
first device conptfihgieivalieyaf the $irstExpression and of the second expression to
authenticate the first and the second devices.
15
2, The method of claim 1 in which the first device is a wireless handheld device, the
second device is an enterprise server, and the third device is a router and in which the
step of the third device authenticating the first and second devices comprises the step
of establishing a communications channel between the first and second devices.
20
3. The method of claim 2 in which the communications channel established includes the
third device as part of the channel and the third device having retained the values
communicated between the first device and the second device, the method further
comprising the step of closing the communication channel between the second device
25 and the third device, the step of closing the said channel comprising the steps of the
second device and the third device exchanging sets of closing authentication values to
permit the third device to carry out a computation of an expression based on the‘
retained values and the closing authentication values to authenticate the closing the
communication channel.

30




and eB to the third device, 20 the third device retaining copies of the

val ues yD and eB forwarding the said values to the second device, the
second device calculating a value yB = h-eBrB nod p, the second device
comuni cating the value yB to the third device, and the third device

aut henticating the first and second devices when the condition yBP + 25 eB
RB = yDP + eDRD is satisfied. 5. The nme#hod of claim4, further conpri sing
the step of the first device authenticating the second device when the
condi ti on y8P The ngBhodRE any oheof daimat 1 ©f 3, edhereded®h of e dewiden s aperativatom 4 or

claim5, further conprisin he step of the secon Vi ut henti cati ng
the first devi’teY®i a‘i’ﬁ&”&i’%ﬂ?ﬁ@?ﬂﬁlﬁ?ﬁiﬂehﬂede@ouﬁa'g@dj Pﬂﬁc 2& W@‘ﬁ’f‘? FagnIs,” 7,
The met hod of g, I M [ ' '

i dentified by a non- nObrdkt, ’i@'t"ﬁﬁ%g?a sl UBndd it BT IR,

devi ce ret ai ngrapsatl thd pitdi kenlPivailablbtocduck ef thienlel wekegenaraiesyn prahembgtvaped

with the secret. key va of. the fjrst device, the nethod conprising the
step of Yhe fioﬁgie %%W?%&i&%ﬂfﬁf%&b?ﬂﬁ@ﬁéﬂﬁwnéﬂpﬁmp -ating 5 identifier
to the second i Mhes : Vi | ect val.ue
shared with tﬁﬁej@gfgggeet kggégkﬁga@%ﬂ%u?ﬁésut%ﬁg{g%fc:i%ffgr% %@%ﬁ%‘ ey

val ues. 8. The nedliBpefrpfiny one of clains 4 to 7, further conprising the

step of deriviﬂqg the ,value h froma sfiared secret value s. 10 9. The
met hod of cl aitffr Bt fyicaroammyneatingdhe wlugkp £, s ghirddewicd ue h conpri ses the

step of carryng: : z i Na kR S8k e | ue s.
10. The net hoghégglrgl%v%%gagp iﬂ%?ﬁg{&ﬁé'ﬂﬂﬁ%é@% g:{e‘]#},ua?ntﬂ hfé}&%(;%ﬂﬂ ri S|aﬁtgel'??1{g t}s{?eps of
one or nore of debomdhdevice; st, second and third devices checking that the

value eDis not zero and/or that the value eB js not zero. 11. The net hod

of any one of % %eeRd devicy ohaining arrpdony W rassueh thehd <Stsspid omdsileubitingsr e
o A oL S CARER e M SEE Al R S0P,
the point at i nfdevideyobaainingra riditim value rp such that 1 < rp<p-1, the second device
communicating the values rp and Rjp to the third device,
15 the third device retaining copies of the values Rg and rp forwarding the said values to
the first device,
the first device calculating a value yp = h-eprp mod p, the first device obtaining a
random value eg such that 1 < ep < p-1, the first device communicating values yp
and eg to the third device,
20 the third device retaining copies of the values yp and ep forwarding the said values to
the second device,
the second device calculating a value yg = h-egrg mod p, the second device
communicating the value yg to the third device, and

the third device authenticating the first and second devices when the condition ygP +

25 eg Rp= yoP + ep Rpis satisfied.

5. The method of claim 4, further comprising the step of the first device authenticating

the second device when the condition ygP + ep Ry = hP is satisfied.

30 6. The method of claim 4 or claim 5, further comprising the step of the second device

authenticating the first device when the condition ypP + ep Rp = hP is satisfied.




the value RB is not equal to the value RD. 12. The nethod of any one of
clainms 2 to 11 in which the comunications channel is defined by the
assignment of an Internet Protocol address to the first device. 25 13. The
met hod of any one of clainms 3 to 12 in which the third device has retained
the values yD, P, eD, and RD, and in mhggh the method further closes the
communi cati on channel between the secon@’device and the third device, the
step of closing the said chanpel conprises the steps of: 30 the second
devi ce obt af-nilhg methodfewny vae akclpims lord, imyhich the ﬁ@t deviceris idgntifiedb-anen-i ng

a value Rc = bﬁ@gﬁlﬁ%%ﬁﬁ&(ﬁnﬁ 11? %.%éhrtﬁé E'B ﬁn& 8 &Vl% Sda JGF 8{:1? tva}ﬁ%& ue than

both RB and R secon evi'ce conrmnrcat 0 the
third devi ce, vii¢h dehincthddey keevats s'ﬁafednglﬂaﬂfe%eaemeyalaue of€he ﬁ’ﬂdﬁdbvwéaﬂlel <
ec< p_l, the third device comunicating the value ec to the second

devi ce, t he s &shpd wsnrisinedbe pemof Badinsiglevice compwmicafies ﬂaﬁn@nrawlpénnqaheg
condi ti = isfied hod of
craim 13 o isnBE e welad Fricdvgeie e kBt ik onty BByRANS"  ha
the val ue ec shaed@ithaks Secret Reyl Palud GEhE BN ASvied fiomAh&kek 3f REy Fdlddsm 14,
further conprising the steps of the third device checking that the val ue
Rc is not equal to the p0|nt at infinity. 16. The method of any one of

clains 13 t t s of one e second
ohd ThiTa ooy Deatethdd Fans SFROY it 4 067, ShRE oGBS s sl cpflanb i,
15 and i s not v@m@adﬁérﬁatshgeaaé@@vmesand/ or that the value ec is not equal

to the value eD and is not equal to the value eB. 17. A program product
conpri slhg a nmedi um havi ng execut abl e program code enbodied in said

di th bl n cod t abl f
20 devi ce, % aBE MAERRAEHA P AR PE ol B Y R T et B oe
belt ng oper at ickRyihg oGPIeR-whehiB tthRFioffonany siafeddedlePalhe §.0 16 to be carried
out .

10. The method of any one of claims 4 to 9, further comprising the steps of one or more of
15 the ﬁrst, second and third devices checking that the value ep is not zero and/or that the

value eg is not zero.

11. The method of any one of claims 4 to 10, further comprising the steps of one or more
of the first, second and third devices checking that the value Ry is not equal to the
20 point at infinity and/or that the value Rp is not equal to the point at infinity and/or that

the value Rp is not equal to the value Rp.

12. The method of any one of claims 2 to 11 in which the communications channel is

defined by the assignment of an Internet Protocol address to the first device.

25
13. The method of any one of claims 3 to 12 in which the third device has retained the
values yp, P, ép, and Rp, and in which the method further closes the communication
channel between the second device and the third device, the step of closing the said
channel comprises the steps of:
30 the second device obtaining a random value r¢ such that 1 < r¢< p-1, and calculating a

value R¢ = rcP, whereby Rc is constrained to have a different value than both Rg

and RD,




18. A systemconprising a first device, a second device, and a third
device, the first and the second devi ces each possessing a shared secret
key val ue h, each of the devices 25 having available to it a public key P,
sel ected such that the operation of deriving the secret key value h from
the product hP is a conputationally diffj.cult operation, the first

devi ce, the second device and the third 3évi ce each conprising nenory units
and processors for storing and executing program code, the program code
bei ng oper at i Ve fegordidpvicecommmnieating ke viluaRe fo the thid deyiceyal ues™ 30 and a
different sec t:.0f ! e fins ice a S d
device wusing 't gﬁ‘tﬁ ﬁc?zgeégée,ﬁg@, Q%ﬁ?ﬁg ajpdr%(f rsg%l%%§§¥5€i§ﬁé ’g%ée{ﬂgrfiicéiggo
cause the first cemnosicitingafit oalhabgtoxtht sécohd dewps,essi on with a val ue

equi valent to the product hP and the second device to calculate a second
expr essi on wi tthe seconqd deviceputhentieatingghg elosn pneratiop wheh shereanditiomyeB deedde Tig
operative to cau h hj_rd. ice toretain copies of the 5 first and.
second sﬁ‘eat of va"?'g)e% ag’e}?’higssg%&n}%hi cated between the first and the second
device, and the program code being operative to cause the third device to
cal cul ate and conpare the values of the first expression and of the second
expr essi on b Thematagst ¢iccdaim 13, durfher sempriging the steps ofithegesandalsvice cherhingThe
system of cl ai i i e first device is a wirel ess handhel d devi ce,
the second dél\q/%tiige‘(ague\gér}'lgﬁ?{e%ﬁ?‘i se server, and the third device is a
router and in which the program code opertative to cause the third device
to authenticae the first and second devices conprises program code

oper ati ¥& t & ddeasthedolrlamniden daim bhfurdieaneraprisise thetsiape of thedhifd deiceand

second devi ce . TIh tem of cl ai 19 i n.which. the communi cati ons
channel establ%Pg‘%(grégtgiﬁtgtpgﬁlgeR‘fésn?trﬁq}lgtazl?ﬁ@ér\{wﬁl % of the channel and

the third device conprises nenory to retain the values comuni cated
between the first device and the second device, the program 20 code further
conpri si ng thdhgmredwiangene péelains/ B o5 cughe comprismginitepstdfone or both

of the second and third devices checking that the value R¢ is not equal to the value Rg

15 and is not equal to the value Rp. and/or that the value ec is not equal to the value ep

and is not equal to the value ep.

17. A program product comprising a medium having executable program code embodied
in said medium, the executable program code being variously executable on a first
20 device, a second device and a third device, the executable program code being

operative to cause the method of any of claims 1 to 16 to be carried out.

18. A system comprising a first device, a second device, and a third device, the first and -

the second devices each possessing a shared secret key value &, each of the devices
25 having available to it a public key P, selected such that the operation of deriving the

secret key value A from the product AP is a computationally difficult operation, the

first device, the second device and the third device each comprising memory units and

processors for storing and executing program code,

the program code being operative to cause communication of a first set of values

30 and a different second set of values between the first device and the second device

using the third device,




channel between the second device and the third device, the said code
conprising program code operative to exchange sets of cl osing

aut henti cati on val ues between the second device and the third device to
permt the third device to carry out a conputation of an expression based
on the retained values and the cl osing aghhentication values to 25

aut henticate the closing the conmunicati channel . 27 21. The system of

any one of cl ai 2@ 18 to 20, wherein each of the_devices is operative to
carry out mat hen®EPEOEam cedeReinmapesHivade caise i shdevieetnpalgwate afyst wher e
Fg is a finite ' - of .nr r [ Ael udi i4ld ion
defined with refée)a gér?glgﬁt“gﬁﬁlgﬁugécgﬁﬁalégﬁad ?%é’y‘%ﬂl?%?@%@{eﬁg%gi‘ﬂ%ﬁ\gg&to each

of the devices gabelatescanpiekpressotbgitbudalue eqhalththegiodipt EPFq) of order
p, the program code being operative to cause the first device to obtain a

random val ue r D thegeasram gpdebeing ppsrativs-tp caysg dhe third devige torrstain opigsoi s =
rDP, the progra I iMe: Qo i LSt |

Cormuni cat e the Tal o <Fpttke? Bpliis tBisledoliafodolycbal Ok 65 8 speond,
operative to caudsidehend hird device to retain a copy of the value RD and
to forward the value RD to_the second device, the program code being

operative to caude PregEam sednbripmopedivedo eptssithe third davisniocaleidate pl such t hat
1 <rB <p-1, an I .= I LS. erm ned
such that it is %&&gﬁﬁlgﬁ}dlu%g %@e;ﬁ%l&? Bﬁgé%%%ﬁf(ﬁ’emé\geggﬁ% er!\elsiilé’g%{)o obtain a

random 15 val ue afthatichte iltafirsflard tBOseconddévicnd t o comuni cate the val ues
rD and RB to the third device, the program code being operative to cause
the thi  device to retain copies of the values RB and rD and to forward

the sai d valgiancLoubhSelisIeihisnd B BLAX BT RISs REAMPRSAAL I T0

cause the first vice to calcu € a val ue to

cause the firstcol@\detiee isancditdpiiseder @i Gadtrthiie de®be BUCAutehahd th whickefe<
p--1, and to cause the first device to conmmunicate val ues D and eB to
the third dePregsamchde ppasgipiosues theithitd dgyisede avibentivag st and seenndd
device to ret YelhicEP 0'11(1:“‘1551‘138@c pllogleam code operative to establish a communications channel

15 between the first and second devices.

20. The system of claim 19 in which the communications channel established includes the
third device as part of the channel and the third device comprises memory to retain the
values communicated between the first device and the second device, the program

20 code further comprising the program code operative to close the communication
channel between the second device and the third device, the said code comprising
program code operative to exchange sets of closing authentication values between the
second device and the third device to permit the third device to carry out a computation
of an expression based on the retained values and the closing authentication values to

25 authenticate the closing the communication channel.




values yD and eB and to forward the said values to the second device, 25
t he program code bei ng operative to cause the second device to calculate a
value yB = h-eBrB nod p, and to cause the second device to conmunicate
the value yB to the third device, and the program code being operative to
cause the third device to authenticate E%ﬁ first and second devices when
the condition y BP + eB RB = yDP + eD Is satisfied. 30

21. The system of any one of claims 18 to 20, wherein each of the devices is operative to
carry out mathematical operations on defined groups E(F,) and Z,, where F, is a finite
field of prime order ¢, including scalar multiplication defined with reference to the
group and the public key P available to each of the devices generates a prime subgroup |

5 of the group E(F,) of order p,
the program code being operative to cause the first device to obtain a random value rp
such that 1 <rp < p-1, and to calculate a value Rp = rpP,
the program code being operative to cause the first device to communicate the value
Rp, to the third device,

10 the program code being operative to cause the third device to retain a copy of the value

Rp and to forward the value R to the second device,

the program code being operative to cause the second device to obtain a random value
rg such thét 1 <rg<p-1, and to calculate a value Rp = rgP, where Rp is determined
such that it is not equal to Rp, and to cause the second device to obtain a random

15 value ep such that 1 <ep<p-1, and to communicate the values rp and Rz to the
third device,

the program code being operative to cause the third device to retain copies of the
values Rg and rp and to forward the said values to the first device,
the program code being operative to cause the first device to calculate a value yp = A-

20 eprp mod p, to cause the first device to obtain a random value ey such that 1 < eg <
p-1, and to cause the first device to communicate values yp and ep to the third
device,

the program code being operative to cause the third device to retain copies of the
values yp and ep and to forward the said values to the second device,

25 the program code being operative to cause the second device to calculate a value yg =
h-egrp mod p, and to cause the second device to communicate the value yp to the
third device, and

the program code being operative to cause the third device to authenticate the first and
second devices when the condition ygP + eg Rg = ypP + ep Rpis satisfied.

30




