1 B FEB 2005 5 WD 03/ 054745 PCT/ SG2/00292 Z System Method and Apparat us
for Multinmedia Display Field of the Invention This inventidngr Fﬁt?ffﬂﬁto a
system nethod and apparatus for multinedia display and 10 refers
particularly, though not exclusively, to a system apparatus for
di spWenp3/0%743rul t i medi a content obt ai ned over a net \NB”EEE%@%Q% tions
Throughout this specification a reference to a network is to include all
forms of 15 tel ecommuni cati ons networks including those over cable, fibre
optic cables, wireless, satellites, and direct broadcast (as in television
and radio). This includes |localtarea networks, w de area networks, the
Internet, and the Wirld Wde Wb. Background to the Invention 20 There are
many web sites that allow users to log in and downl oad for view ng

smul ti nedi a content over the Internet. The content can be as snall as a new
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35

graphic _feature, or as |l.on a,t ht.ee- hour notion picture. Unfortunately,
rru System, MstbadandAppargiis fo Mﬁ@ﬁ?‘ﬁ%ﬂgﬂi cations so a person wishing to

use their machine their machine to view and/or listen to the content mnust
have that particular application (or one conpatible. . 25 with it) on their

maEaldef thelattentiont use it to view and/or listen to the content- Wth nany

such appli,cations bein ropsi et any. an ' ' . rticul ar

c o hiB Agvention gelates in 2 sﬁg?f@ ﬂﬁ{wsa@ IW&%E@ %ﬁlﬁégﬁa&%{%ﬁ%ﬁ@z to 'be able
?-H} ‘ﬂ{dﬂ?ﬁ&ﬁ&dﬂéﬁd&}ﬁ of sykte@Sinethbliasd hspararis fopdisplayct ory, invol ves

users 1n extra expense,. and consunmes storage on their machine for nany

apgfinndtimiedia sontentablunedoverrnetwadk. end result - on-line 30 view ng and/ or

listening '"to content. Furthernore, viewing a three-hour notion picture on

a conputer nonitor is not ideal, particularly if an entire famly w shes
t pdgatigneol ved. It is far nore preferable for such content viewing to be

able to use the fam |y entertai nnent center_ which i ncl u a 35 large
s cFheenghow this spesificatien aqFrferense; 1 AREY| ‘sa%%?wg%r#@m?&egi ving a

t qgm&%oﬁs %ctﬁroﬁtselngﬂgﬁg'those over cable, fibre optic cables, wireless,
sat;llites, and direct broadcast (as in television and radio). This includes local area
" networks, wide area networks, the Internet, and the World Wide Web.

Background to the Invention
There are many web sites that allow users to log in and download for viewing

multimedia content over the Internet. The content can be as small as a new graphic
feature, or as long as 2 three-hour motion picture. Unfortunately, much of the content
uses particular applications se a person wishing to use their machine their machine to
view and/or listen to the content must have that particular application (or one compatible . .
with it) on their machine, and must use it to view and/or listen to the content. With
many such applications being proprietary; and being linked 10 2 particular company,
users must have many applications on their machines to be able to use the Internet/web
io its fullest. This is not satisfactory, involves users in extra expense, and consumes

storage on their machine for many applications to achieve the same end result — on-line

_viewing and/or listening to content.

Furthermore, viewing a three-hour motion picture on a computer monitor is not ideal,
particularly if an entire family wishes to be involved. It is far more preferable for such
content viewing to be able to use the family entertainment center which may include a

large screen television set, and surround-sound audio system, thus giving a theatre-like



WO 03/ 054745 2 PCT/ SG02100292 5 presentation. This also enables the famly
to be confortable and to use furniture intended for such pHrPgﬁes. The
quality of reproduction is also higher. ,Thisralso i rrpacts1a e85t

t el ephone as this required use of a nmachi ne such as conput er.
| f arwOws/es4mst canera i s al so being used, it can be ﬁﬁgﬁﬁ%%ﬁﬂgkt to do 10

this froma bedroomor study. At tines of a famly or conmunity event,
comuni cation wth persons overseas using Internet telephony, and a
canera, could be facilitated if the famly' s main entertai nnent area could
be used. it is therefore a principal object of the present invention to
provide 15. a user's machine that can be used with a nonitor and/or a

tel evision receiver. Another object ofthe present inventign is to provide
af i pteegnationd Hennlsh epshjésribe tfhmily up | be camfestobliaijandple WeREWIHE at the one

time, 20 Yet another ohject .of the pr nt, .4 Lon is to provide an
i nt emdgnded r §uthPYIRASES- %ﬂ“ﬂﬂyﬂgeﬁﬂﬁﬁg%%ﬂ%ﬁig{%? Jlé'ct of the present
invention is to provide a systemthat can be automatically upgraded over a

network. 25 Summary of the Invention Wth the above and other objects in
M Ndthik hsopigacts tani Inteemdt itdlephpme s dbis raquiyest wse ¢lor madneLBIONY &n on- i ne
search, the systemincluding a user's.machi | nst ' search at a
searW@ﬁb‘F"ﬂ&m‘?’hE @H@W&f‘grﬂﬂg‘%%%%?ﬁedﬁﬁcﬁge @éﬁ%ﬁ%&g‘? de through a
13)0 Sils fidm %?cﬁo&x‘aroﬁ‘%df.i AR 604 BinilyCMSHin dvast, eanmbicationt | east one
at abase Of server, the server providing the result of.its search of

e ), .
t he vaith o¥ phopy,fag&@ qag: s machi ne.
h eseatatsimg daternet telephony, snd efre cauidcbe facilitated i the hi
The present .invention also ﬁ@q}\? de(? a system for conducting an on-line
|

searfamilysppain eijedIUNeRt afea of $°FGcei ving at a server instructions for the

)search, the instructions being a copy of the instructions for a search as

sent to a search engine, the server conducti r‘1’9 a4 1 8 FEB 2005
It is therefore a principal object of the present invention to provide ,\)

15. auser’s machine that can be used with a monitor and/or a television receiver.

| Anotber object of the presmt invention is to provide an integrated search engine that will
allow multiple searching at the one time. -

30  Yet another object of the present invention is to provide an interactive help desk over a
network.

A final object of the present invention is to provide a system that can be automatically
) upgraded over a network. '

Summary of the Invention

With the above and other objects in mind, the present invention provides a system for

conducting an on-line search, the system including a user’s machine instructing the

search at a search engine, the instructions being sent to the search engine through a
30  server, the server simultaneously conducting the search on at least one database of the

server, the server providing the result of its search of the at least one database as a

message to be send to the user’s machine.

The present invention also provides a system for conducting an on-line search, the
35  system including receiving at a server instructions for the search, the instructions being a

copy of the instructions for a search as sent to a search engine, the server conducting a



WO 03/ 054745 PCT/ S&2/00292 3 5 search of the server database, creating a
search result nessage, storing the search result nessage r,
receiving at |east ong identity pertaining to the user's ﬁLé%?%gF§QMﬁ
sending the search result to the user's machine as a nessage. The polling
of thgossosess may be by sending at | east one uni que PEEAGPYY22 t he server.
10 The server may include a network file system server, a nessage server
and a database The user's machine. preferably includes a web server and an
application processing interface. In a further form the present invention
provi des a systemfor a secure, oh-line upgrading 15 of an operating
system of a user's machine, the systemincluding the steps of sending a
nessage to the user's nachine of an upgrade after a signal for |og on by
the searh' 6f thwshveredatabase nérestingaa Searele result hmmesssga, ' sonirge thienseaseindi ng to t he

server confirmation to proceed wth the, rade: .r.eceivjng fromthe server
a unieslt message 7 the serVers Jecsiving at ppgy Hgg’gtﬁgi’eé@é‘“{'% o (Si“bgs?ro%nd; and

obt ai ni | L S8l er's machi ne as an
over%@?&h%ﬁeﬂ?ﬂé%ﬁgﬁgf‘%ﬁ%g]ggllgg%i]hg sfsatgg‘nl{lgs'% “invention al so

provi des a systemfor a secure on-line upgrading -of an operating system
of a user's machi ne, the system. inc|udin the steps of _.a server sending a

neséﬂ@d’on@’gt?fethﬁ§€r‘fc%mﬁiééﬁ?f’ﬁée ng At (o3 anigue ddentlity fothe sepver. | g on by

fohe ﬁé‘iér'véﬁ]&ﬁg méqerhenéﬁoﬁ@ﬁlk shRe:B sEREY %rmeskég% SSRFeY Sand'£8A4bAs@g from the

)

) 1

user™s “Hachine confirmation to- proceed wth the upgrade; the server
sendibagstits binehing epreferabhc hichelen auwely servert and snapplicationcprooessiamg whi ch t he
upgrade is to be found; and obtaining the upgrade and downl oading into the
usei@agchi ne as an overwiti ng of the un-upgraded operating system 30
There may be provided an automatic garbage step so that any files of the
un-upgraded operating systemthat are overwitten are sent to garbage

af t Bra funthenfoymathe presentinysntion provides pisgstern dipn Boseguies outlisg upgradingt he downl oad

y fecommence at t | ast fi . r Lsruption. The
ys?%ﬂ?% ‘an %Eip%ﬂadgg’tqé?nggsge? g%? s%glt??s? 30??%%%5 can be
nai pbhgeth A% b’y machinkcof & agipudesafiafa sigralsier leg ohsbynthe wseBsbl ocked. WO
03/ 054745_4 | . . .
machine is sent to a server; the user’s machine sending to the server confirmation to
proceed with the upgrade; receiving from the server a universal resource locator at

which the upgrade is to be found; and obtaining the upgrade and downloading into the

20 user’s machine as an overwriting of the un-upgraded operating systern.

30

35

The invention also provides a system for a secure on-line upgrading -of an operating
systemn of a user’s machine, the system, including the steps of a server sending a
message to the user’s machine of an upgrade afier a signal for log on by the user’s
machine is sent to a server; the server receiving from the user’s machine confirmation to
proceed with the upgrade; the server sending to the user’s machine a universal resource
locator at which the upgrade is to be found; and obtaining the upgracie and downloading
into the user’s machine as an overwriting of the un-upgraded operating system.

There may be provided an amtematic garbage step so ﬂﬁt any files of the un-upgraded
operating system that are overwritten are sent to garbage after the upgrade is complete.
If the download is disrupted, the download may recommence at the last file of the
download before the disruption. The system may operate as a pull system so that

security firewalls can be maintained as long as the IP address of the server is not

blocked.



1 8 FEB 2005 PCT/ SG02/00292 5 . in yet another formthe present invention
provi-des an interactive help desk systemfor operating over a network, the
systemincluding froma machine of a user receiving a hel p gdg§R oder y;

with the query receiving a unique machine identity of the nachlne and a

uni quwowsesszaient ity of a user of the machine; obt ai RCRGCA2HRAR i1e of the
user to facilitate dealing with the query and the user; and attending to
the query. 10 The uni que machine identity and the unique user identity may
be provided automatically. The user profile may al so be provided
automatically. An interactive chat* w ndow may be opened on the user's
machi ne for sending and receiving nessages regarding the query. The

il yetcithers o the Prsent RepGRLITOgES 81 i e b denCpffepR for =" =
Co b | be b
‘ros s dpErE ity 2R A S Bl RenePlie b £ ue R BRI dgs a
Syst efp gﬁm—ﬁ WitR e \gueip wededang hﬁquﬁe&iachmmdmfutymfthermdﬂane and @ont ent

i ncl udi n e on-line search system, the syst sec
upgranhqlgusanébnﬂhef-’fa meépﬁﬂleum@hwa ?}’tﬂﬁ‘é‘ﬁ 3513}’5_ fo"é‘b g‘f ff‘:’fqﬂ%? per f ormi ng

an or I he arch raky secure on-1|ine upgrading;
appar‘%{ﬂﬁﬂég 8?%?%18% an |§nr11 get%ggipg ﬁlﬁgih%g' desk system and apparat us

. fgr streami ng download in real time of nultimedia content 25 30 In a final
formthe present |nvent|on prow des apparatu erformn t,r eam ng
down(Tbad ‘E{i?l “F?rnégenpﬁé 'g‘ ﬁ%tlffg%‘% g udi ng a web

eV el onleandOld 6k gfrygm gﬁgrawﬂe m@édemtaﬁawanyamhnm &t conduct i ng

~}an oft? g nearis for conducting an on-line upgrading,
' mes s ggidetk may et spensd ani the useﬂmmachmc for seriding gnd TeceiNing aFFafgst he

H‘;'e?'re?w%'eq%eﬁ%&?ﬁ%mo@ et et patfind T et APy JRNRY, ST U

-i(D

e dksk éHnd&fntrbhﬁie ﬁmmﬂwﬁﬂiel 38r srmachmd (beln;nmmdnont ood and
readi y put Into practical effect
the user’s machine and the help desk may be by messaging. The network may
be the Internet.

The invention also provides a system for streaming download in-real time of multimedia
20 content including the on-line search system, the system for secure on-line upgrading, and
the interactive help desk system; apparatus for performing an on-line search; apparatus
for performing secure on-line upgrading; apparatus for performing an interactive heip
desk system; and apparatus for sireaming download in real time of multimedia content.

25 In a final form the present invention provides apparatus for performing streaming.
download of multimedia content, in real time, the apparatus including a web server, an
application programming interface, search means for conducting an on-line search,
upgrading means for conducting an on-line upgrading, messaging, and translation means
for receiving and displaying the multimedia content.

30
The apparatus may be given a unique identity, and any user of the apparatus may be

given a unique user identity.

Description of the Drawings
35  In order that the invention may be fully understood and readily put into practical effect,

there shall now be described by way of non-limitative example only a preferred



there shall now be described by way of non-limtative exanple only a
preferred WD 03/054745 PCT/ SR2/ 00242 5 5 enbodi nent of %the pr edent

i nvention, the description being with reference to the acconpanying
illustrative drawings.: Figure 1 is an illustration 3{]'/5%4@ @‘;tem

ar chwipastosy7¢s Figure 2 is a nore detail ed i |1 ustrat it 4l system
architecture; 1,0 Figure 3 is an illustration of the software |ayers
within the system Figure 4 is a flowhart for an online upgrade of the
systenis operating system Figure 5is a flowhart for a first case of
online support; Figure 6 is a fldwchart for a second case of online
support; Figure 7 is a representation of the architecture used for a search

request; and 15 Figure 8 is a_ flowhart faor a sear req Descri ption
6f  Ranbiodinent] of thro pifesat tinviestion, the ‘&é‘F‘&hOP o{"fﬂ‘% u\""gﬁ 1{8?{}#59%“?:&&0\/\“ the -

overal | architectyre. source 10 of -nultinedia content has a web, site
tha@cmawpﬁtlggé@gdﬁiy:";ig#user' s machine 16, using a 20. . network 14
through a server 12. The user's nachine 16 has a web server 18 and an
,application progranmng interface ("APP) 20 integrated into-the user's
mac Fignee 1 & anlilnsagon of the syskean ahijetug> nay have a network file system (°
NFS') server 22, a. S I 2acliedug; dat abase 26. QO her servers
mayF)!%‘“i l?lﬁfﬂ%'ﬁdmﬁu%gd%\?g%fﬁ%sm% or as 25 required and/or desired.
].a'heg;%%;e/ﬁsaﬁ%}&mfeﬁéméhymmiﬂﬁeﬂ#symm ne 16 using a network, such
as e Internet 14 and the usual -Itaﬁt ernet service %Eﬂ%\ll der ("ISP") 28 of
theFigsﬂMis”ﬁriwaﬁman@BMH‘R%%ﬂ%ég PREPYLOREHIESYEEEhi ne 16" using a

tel econmuni cat | i od SR Yupterise one or nore of PSTN 30, | SDN 32,

DSCrigHre R5§@%’%?Bgf°P§§£% e%ne 38, OII‘%QWI rel ess 40. The user's nachine 16
) useﬁgaﬂmhmmm@amme|cm@m¢mp¢er 44 for display purposes. As is

stated above, a web server 18 is in : | .ngguser's machi ne 16.
On eFignrefos @ reresepaliQisof e ety hgfétfé%%\glg%%gﬁs%é esg,s, for exanple, keyboard,

\ i efor b QacIBR@aAkRLr s, and canera,” may be connected to the
140 UES e 8Tk G HTBRA o Rg

uservs nmachine 16, |

Description of Preferred Embodiment ‘
To first refer to Figure 1, there is shown thé -overall architecture. A source 10 of

multimedia content has a web site that can be.accessed by a-user’s machine 16, using a
20- network 14 through a server 12. The user’s machine 16 has a web server 18 and an-
'applicaﬁon—pmgramming interface (“APF”) 20 integrated into-the user’s machine 16.

In Figure 2, the sexver 12 may have a network file system (“NFS”) server 22, a message
} server 24 and a database 26. Other servers may be included within server 12 when or as

25  required and/or desired. .

The server 12 communicates with the user’s machine 16 usiﬂg a network, such as the
Tnternet 14 and the usual Internet service provider (“ISP”) 28 of the user. The ISP 28

. communicates with the user’s machine 16 using a telecommunications network that may

30 use oﬁe or inore of PSTN 30, ISDN 32, DSC 34, ADSC 36, a leased line 38, or wireless
40. The user’s machine 16 uses a monitor and/or a television receiver 44 for display
pm;poses. As is stated above, a web server 18 is integrated into the user’s machine 16.

One or more of the usual peripheral devices such as, for example, keyboard, mouse,

micropbone, lond speakérs, and camera, may be connected to the user’s machine 16, if

35  desired or reguired.



35 desired or required. WO 03/054745 6 PCTI SG2/00292 5 The software
.applications used in the nachine 16 are shown in Figure 3. The base |ayer

i s operating system 46. Then are the drivers 48 for thingqﬁphg@hl devi ces.
Next are the graphics system 50, nessagi ng system 52, and_ hg web server

18. werosfosamas | ayer includes an audio player 56, vi#ﬂéscﬂFIQV%-SB, an

I nternet browser 60, and a desktop 62, which should include preference and
settings. Each will now be described. 1G The operating systemis preferably
an open source system capabl e of operating with all known Internet and web
browsers or operating systens, Have nulti-tasking, be preferably in the
style of "UNIT"', and be "POSI X' (portable operating systeminterface)
conpliant, It is preferably provided with a secur.it royi shon such that if
£oppigd dofiwhfe ﬁumbm;uhadcbpyhsamﬁha?1§h@“6§6§“ﬁ§]ﬁﬁﬁe Tne

0 o gabl e, Furt her nor e,
the TCP/IP stack is r ef er.abl | Bl ehefiphdraldevicet.em . To
f urtabe fayer mwﬂt&nﬁssé!ﬁgm‘{%efh%%g?g%%?1164'&3%/52?2‘%&%85?? he nenory space -in

which it jis | I Ehi 52, end treorcbtserver 1 heThg/Sodm does no
Xt i o, eSS dlD SO s St - ‘

cr . critical aﬁgl i C%bl on, f&isﬁg es. . The
opg&%imgﬁgﬁaialpﬁfyarmb@deh@kwani%ﬁﬁﬁtﬁmﬁh WHE OLofETEH? In this . way
old” versions of any routi S RaRscrtfelier the new version is
| o@@gwhichisheuld gmelnd “’é&?ﬁeﬁng?icy mvgﬁl}stga{)f resources and reduces the

storage capacity required. 25 The operating system al so uses a nulti-Iayer,
-mopti mzed file systemthus providing it wt lt hg g%ia-'gt?(,itﬁ%ucorrpress and
de%@mfﬁﬁéisyﬁ&n‘immeHMOP%WU@WW%‘@PG COLRBYRG™® Trom smal | capacity
e

bl ock devices. The rating sy | &I pdley nitiitalingn b2 ROM Wi th t he
RAMnbwin Iptgraet ?E&pﬁ?qgﬁ’f f°|§‘I th s% 0 aégﬂ%d processin RAMis fully

_ g. The
Y ¢l earfed ﬁ’viﬁ e 4IEf FORDUS ahd berTGSEﬁt@bneblﬁ_@pmmﬂfﬁﬁ@ﬁ’e‘ate&ﬁ) It's al so

pr ?'aaB e that"there be no built in di sk driye +THS &gggd t'ates dealing
Wi tebmpliamts ek inpreferablycpyouided Yoftha| s SGRET" &5 atta(‘:'i r use data -s{ored

on a disk, drive w Whdshifle f Ungriticanorej the. TEB/IPtstack jsref erred 1 hat,
15h eprEupss J8F 5PRY SPhﬁelgtd{é]\gia% rivers are included in the operating

preferably built into the operating system..

To further protect itself, the operating system makes the memory space.in which it is
Joaded as protected. This ensures that the system does not crash, even in'the event of .

20. critical application failures.

The operating system preferably has automatic garbage collection. In this way old .

. versions of any routine are sent to garbage after the new version is.loaded. This

) provides for efficiency in use of resources and reduces the storage capacity requiret?.
25 The operating system also uses 2 multi-layer, optimized file system thus providing it
with the ability to compress and decompress files “on the fly” while writing or reading )

from small eapacity block devices.

The operating system is preferably stored in a ROM with the RAM being for temporary
30 file storage and processing. The RAM is fully cleared every time the receiver’s machine
16 is switched OFF. It’s also preferable that there be no built in disk drive. This
facilitates dealing with viruses as viruses are normally designed to attack or use data

stored on a disk drive with read and write functionality.

35 It is preferred that, where possible, the device drivers are included in the operating

system so that no new application is required for a user to attach a standard peripheral



system so that no new application is required for a user to attach a
standard peripheral 1 8 F E B 2005 WO 03/054745 PCT/ SQ02/ 0 Z%iﬂ;_? F"?gﬂgvi ce
to their machine. Upon the user's nmachine 16 being swtche ) Q :
operating systeminitializes the system opens access to the, network 14,
| aunGghg §34d1%ss GJ and the wi ndow nanager, and then sPEFB&INU2active

desktop. The device drivers included are for the usual

known peri pheral

devices including, but 10 not limted to: nouse, printer, external disk
drive, camera, |oud speakers, audio, and so forth. The audio dr
preferably includes a radio tuner?” and nmay have MP3 and WAV for
As shown. in Figure 4, upon opening access to the network, and
active 15 desktop, the user is required to log in at 48. The uni que

i gleNeividead théir hiyhineerUponnthe hiserds méchinndlé hbeing eswitehed ¢

i ver
mat support.
starting the

the t he server

at 42. The server_ checks for any nessages at 43. e, ne may be that
t herapeiating systprgriniializes, the W%p‘é?eﬁf P?‘Fg?g%f%&@rﬂe%‘frkgg: Ia&?ﬁﬁ%g@‘e nmessage is
sent t use gng ' ﬁf@t&ft B8ciieHeddBn., and requesting a yes/no
ans@f)‘qﬂgﬁ%m@ .rf‘%?éﬁ?’é‘%@ y VVIS'E?I] the upgrg%le. If yes, at 45 the URL for
the specific, secure .20 upgrade:is shown, and the user's nmachi
changes to. an upgrade node tgt 46. The upgrade,. s senhb&.o t;h

mac Ahealetise duivesstingfuded arg dor
is a di.sruption Kendtedndl ]:Id&wgl%qm t1b8d ' dwdicg wad <6

10c1 8P :‘E‘g{”zlg'?m%’tergé‘succesrs@u 5r;{)gradea’at 48, the user's machine 16
I eb@Rins Thk aglliodrivéd prefictatith énchudes @ sah

or

Y the di sruption occurred during the dowl oad and

& &sygl kpgwn mekp ﬁ"g dryises 6

[

ie tuher and mapi davepMPIpnd WAL

ne 16
user's

m%‘ybsli em |If there

back to

successful ,

I f the disruption is 25 sufficiently severe, the process reverts back to
bef fmmatyppod2. Preferably, in'such an event, the system -renenbers where

only fromthe commencenent of the disruption, By usingetgi" ul I

sec At shbwn andfifarechupon opehing AicAesy tothe etrerk: and,sfartin
tretes g _ —uSEr o . jau
eg;qgg?,ﬁér he@%?ra%%alﬁ;?ﬂﬁtetf&ohbe | TGRS oMte ust®yRabiiaEr Own uni que

accordance wi t-h | EEE 802 st andard,

) _pachi
I3ise

chyg

i.es nay

recomences the downl oad

system
has a uni que

and) graxd B user, MACsentitty the sersercit 42. Thasenyersthecky fonmeyimgsragessat 43-ul | profile

¥
dat a on each user

16 e/ MeFBER MAYhe

-20

30

35

message is seit to the user advising them of the upgrade and requesting a yes/no answer
1o proceed irmediately with the upgrade. If yes, at 45 the URL for the specific, secure
upgrade is shown, and the user’s machine 16 changes to. an upgrade mode at 46. The
upgrade is sent to the user’s machine 16, at step 47, and overwrites the old operating
system. - If -there is a disruption or break in the download, the-system reverts back to
before step 46. After-a successful upgrade at 48, the user’s machine 16 reboots at step
49 and the process ends. If the upgrade is not successful, or if the disruption is
sufficiently severe, the process reverts back to before step 42. Preferably, in 'such an
event, the system_remembers where the disruption occurred during the download and
recommences the download only from the commencement of the disniption.

By 'using a “pull” system secure firewalls can be maintained. Each user’s machine 16
has a unique machine identity, and each user of that machine will have their own unique
pser identity. The identities may be in accordance with IEEE 802 standard, and may be
a MAC address and/or a uniquely created address. Full profile data on each user is kept
on the server 12 to be aware of which machines 16 have been upgraded, and those that
haven’t been upgraded. Appropriate messages can therefore be created by the server 12
for those machines 16 that haven’t been upgraded in a timely manner, and be sent to

them after they have logged on.

b B B T USTobu Bl % e e e nes



haven't been upgraded. Appropriate nessages can therefore be created by the
server 12 35 for those machines 16 that haven't been upgraded in a tinely
manner, and be sent to themafter they have. |ogged onka V@Eg32@54745

PCTI SG02/ 00292 a 5 The nessaging systemis preferably ?descri bed in our
co- ]G biesap@t ent application entitled "Messagi ng SpeTSEN2/#029%d

cont enpor aneously herewith, the contents of which are hereby incorporated
by reference. The data stream ng systemis preferably as described in our
co-pendi ng patent 10 application entitled "~Method for Display of

Mul timedia Content” filed contenporaneously herewith, the contents of “which
are hereby incorporated by reference. The graphical environnment (Figure 3)
is preferably derived fromthe known X server and 15 incorporates a known

n . J@@Hi- referabl® e deb@ibed s ini gbénveicgfgendinp dupaientand
?nusﬁgl% zagi%.élst may l§suuiioport )\G/)ari ous skins and stgfﬁ(%nﬁlo be able to chdnge
t he applivatierentitied “Messaging ISysten” flas comtemporaneensbh heGWEnthe GeMeRtSyr aphi cs
server see VW\I\{\%({f_I’GGSG.Oég l%%The, web server supports many known systens
i ncpfiwhieh arehgreby RCOFRATFER Y FYS™ e, CCS, JavaScript, Cookies, SSL, Jdva,
Plugin, and non blocking I/0, and has a built-in imge "viewer as well as
supporting Internet Protocol V.6, and Xbel bookmark an managenent. 25 The

WebTherdaer shreiingesysiem lie goeferbly @sndaserikpd: Enespr| £O-PFP RS is/are
capable of rmakjng stem cal | s~.0 he su ' hi Al ovi des
1Q nt eppligation f@?“deanoﬁé?@“’@alt% ng)’s]fq?'?(;a :%rflt Z@g@é@?o (g(gl?st?ﬁs{t t lgauser with the
Seté&n%?poﬁi:‘e&&gi Mhef&eith, Nhed B6htakts Cofasbiich! Sré rhergbyo\inctirparated byt er acti ve

et hel'p de

I ntern sk. 30. A chat windowis provided to allow the user to be
- guidfederey. t he hel p desk. The interface also allows the help desk to take
) control of the user's machine to assist the user in initializi ng their
machi ne by, for exanple, zoom ng the video, increasing the audio,
| aupEhihidahGaviroRuRer (Figune 3pia phefernbly dBsivérbiromghekbewn & servepepdser ver iy
lSal Sigcoagggl sates 2 tk_lltioe\wn window lgﬁaag\ég partitalarly SR€ it is Hightweight, modular and
customizable. Jt may support various skins and styles to be able to change the.

appearance and feel. For further -information on such a pgraphics server see
www.xfree86.0org

- 20 The web server supports many known systems inchuding, but not limited to: HTMLA,
CCS, JavaScript, Cookies, SSL, Java, Plugin, and non-blocking VO; and has a built-in
image "viewer as well as supporting Intérnet Protocol V.6, and Xbel bookmark and

management.

—

25  The web server includes at least one common gateway interface that is/are capable of . )
making system calls on the user’s machine. This provides interfaces for remotely calling |
the interfaces o assist the user with the settings of their machine and also assists in

providing an interactive Internet help desk.

30 A chat window is provided to allow the user to be guided by the help desk. The interface

| also allows the help desk to take control of the user’s machine o assist the user in
initializing their machine by, for example, zooming the video, increasing the audio,
Jaunching the browser, and so forth. By having a built in web server it also allows the
user to have remote access.

35



1 8 F E B 2005 WD 03/054745 PCT/ SG02100292 9 5 Two hel p desk
functionalities are shown in Figures 5 and 6. To firstq]rgeffgp peysi gure 5,
the user logs in to server 12 using their machine 16. Upon the desktop
bei ng di splayed, the user selects the link on the desktop and is connected
to ttwedankemsictive Internet help desk- The hel p deRCHSGAUNYRat i cal |y
provided with the machine 16 identity as well as the wuser's identity.
These are suppl enmented by the nachine's 16 I P and user identity. As 10
such, the help desk is provided with to the user's profile. This may be on
a call-up basis or automaticall%. This will assist the help desk in
dealing with the user in a nore friendly and responsive manner. The help
desk can now take one or both of two possible actions: 1. open an

~ § nt'Ewatelp/desk atctionaliticsaroshown inFégures ranshé.riko fisstusfendp Figdrs fie 16 so the

o e AoB,8:1p Srse PHERe Fpdshine G- Do e eSO PRyl D ek usi ng
t hjh@ﬁ%&%@ie@& thelitic i %Eﬂ&# and RbAneckadt Whe AérictiveahRntehlklpconnect s to
t he " we e machi e

server on t 16 and authenticates itself to the nachine
16.dedin THediclp disisis asematically providedwith tte rhachinei éridengity enwebag tene 16 20 such

, f anpl e, I t .l h th .o f ti , vid
Fuises il Thiserir BpPIeRRE Y, BeCReny T 3P AR e S YT Dogr 15"

wéf‘éﬁé@@"@%éﬁ% é%ﬁﬁ@&wfims&ﬁ@a@}’k Yofild, TRisIAR b6 oh% dafl as that of

at the second option is ,the hel p desk sendi ng nessages

"t 0o Bstonaticallyt Thss wilbasaiybthe beolpt deisk imdpalingwith the ysenin 3 morezisdle to user

)

iy mabRc 151 RP etk depe b B b oo iRey R Boidkly 700 CRC T

regularly poll for messages, as is described above. The browser includes a

search function, and this is illustrated.in Figures.t S. The user
sel.ect epenian interactive chatjwindow aay thijusey &Iﬁacgg@ﬁGﬁgﬂge‘H?@“?aﬁﬁj%’ Bearch query.

j5 The sear %iﬁp:tﬁﬁEﬁﬁf&%Eiﬂ@h&!BQlél@ﬁﬁﬁé‘ﬁﬁ@%ﬁ&vﬁeﬂﬁeoﬁaaﬁﬁh@QGSear ch. At the

20

30

335

same t agent In

polls, at regular intervals for messages from the help desk wsing the messaging

system refeired to above; and/or
2. the help desk connects to the web server on the machine 16 and authenticates itself

to the machine 16. The help desk can then control the functions of the machine 16
such as, for example, volume control, launch the browser, audio functions, video

functions and so forth.
The belp desk assists the user until the uvser is satisfied.

The functionality of Figure 6 is the same as that of Figure 5 except that the second
option i the help desk sending messages to the user, the messages containing
instructions in response to user queries. The instructions may be directed to the machine
16, and machine 16 may act on those instructions without user input. The machine 16

will regularly poil for messages, as is described above.

The browser includes a search function, and this is illustrated in Figures 7 and 8. The
user selects the search engine they wish to use, and enters the search query. The search is
instructed and the search engine performs the search. At the same time, a utility agent in
the operating system sends the same query to the message server. The identities of the
machine 16, and the user, are sent with the query. The message server searches its

databases, andfor any database to which it has wrestricted and direct access, for any
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udiocH, 26l ue isomemidi olse vatitithe gesiliantivesTHie W6 H0ghH 1o

originate from any_known _source and he. L sDl.an ]
pl aliefwensitei of dboeairbieneine for %ngﬁ%’g%gﬁ%lﬁzﬁl@ces stoifl s/ 812

Si tQtiorPanll procéedntd perfortnthe hensssanntransaelioy- Kinal
as, for exa/rtvgre, LASH novi e player. 25 The user's nachine 16
no thietsokreh iy Al s

t

the operating system sends the sane query to the nmessage server. The
identities of the machine 16, and the user, are sent 'l""%tPEB@]UQ“eW- The
nessage server searches its databases,, and/or any data

unrestricted and direct access, for, any 1 8 FEB 20?,‘5: &09%9254745
PCT/\w6®30802512 10 5 possible solutions to the query: N

nore solutions, it sends those solutions to the machine 16 as a nessage.
By being a nessage, it is sent to the user the next tine the
machi ne polls the server 12. In that way the user can instruct
and do sonething else until theWesult arrives. The user does
return to

ase to which it has

i'nds one or

user's
the search,
not have to

the web site ofthe search engine for the search result, if the
result comes fromserver 12. 10 If the requi i@% - solutio 6% anongst. t hose
rgﬁg_ﬁlﬁg,sold‘lﬁnslmtheocpmnsdf gcfindshene c@fumose Sol@eps:i & SER Elaos e

h

necessary transaction. |f t cprl & idsBr tHehe search by
t heolitionste t@g@q«;@pﬁﬁ@ssw-nﬁgbsﬁlgggﬁ%ﬁ% gn%%éggﬁ?gtl%s;&ntﬁehat can handl e
mul ti nmedi a input W irNQ. tWihapedy divonser camppskiuctatieon. |1t can
Fesert s fop B riickitp fols B ek 1 i

ed to perform

t, graphics, tables and ct}??rtz, ti,on pictures,
VO O

fyed can

t is

top is simlarly based.

B itfse Fr6vidéd)thowsertdan sedset 'the ireqnizeddual settings

mlﬁ&ﬁ‘gwlgﬁn&%fgﬁﬁom page, booknarks, Ij% sear.ch enngi

VG CHEIRRDA

can originate from any

independent.

‘In consequence, the desktop is similarly based. The deskiop also takes note of and

follows the user’s individual seitings such as, for example, home page, bookmarks, ISP,
search engines, web sites, and so forth. The video and audio player may be known
systems such as, for example, FLASH movie player.

The user’s machine 16 includes a monitor and/or televisiqn receiver, for display
purposes. Display includes an audio (radio) broadcast. If a television, it can be viewed in
comfort, and the usual home entertainment units used to create a theatre-li]'ce effect.
Even with a television, a user can do one or more of: surf the internet, view live events,
view prerecorded meotion pictures, listen to live audio, listen to prerecorded audio,

messaging, audio/visual chat, and use various applications on the server. This may

include remote storage of files using the server.

By having a unigue ID for the machine 16, as well as for each nser, the server 12 can

' maintain the profiles of each user of each machine '16. This may assist in providing

detailed records when billing, usage patterns, and so forth.

nes, web
systens such
i ncl udes a

&9¥8%-on receiver, for display Purposes. Display includes
an audi o (radio) broadcast. If a television, it can be viewed

and' the usual hone entertainment unit ed 1o ck awftﬂ&?t
ef The browser6n meletably arjapplicapen thal ¢a0. nméfg'“%erfféggltrlﬁnnore of .

15| heinis th qpei Ahaftis) Ut Tr call 8 ARl L T piribics) tablesraed,

0 prerecorded audig, 30 nmessagi ng. ‘ﬁ%lﬁi“ O\l
NehaHiS SrmbB6n Pitures phdic achwling tic, ed seforldy Therrpritertl) be; GRTHE
st orage of. fil,“l)es usinrx]o%n;[ kslg SETU8 be able to be displayed. It is platform-
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By having a unique ID for the machine 16, as well as for each user, t he
server 12 can maintain the profiles of each user of eathgghiogg; ' 16. This
may assist in providiing 35 detailed records when billing, usage patterns,
and so forth. 1 s F E B ZOOS WO 031054745 PCT/ SG02/ 00292 11 5 As a

nul t womdss7dievi ce, the machine 16 shoul d be abl e t oP§HSE8#P9%,cD directly
froma VCD player or fromCDR, Wndow s bin image file; DVD directly froma
DVD player using optional |ibdvd read for chapter support and |libcss for
encryption; MPEG 1/2 system stream ng and El enentary streamfile formats;
RIFF AVl file formats;-ASF viI.0"iles, on screen di splay; subtitles; and
renote control; and I\/PEG 4 functionality.. 10 Wiilst there has been

S?Z&&h?%’wb&&?ﬁq&%%f i it §fBioufth b aB{sef FopBot VRIS R, opr i are
tec?f&hxcélvgfﬂa&%or%?ﬁc BROWiHAS Ul age B, VD Liseally RBm A pydst ai | s of

des on or ‘opération may bée-nade w t hout departln fromthe

pr g?}?xgé g]sﬂoﬁal Kisivd Ireddnfor chaptérsappgypambaetss o5 encxnyiption; MP
C-r0,/00292 R el ved 19 Mar, 2004 12 5 Te

h
O alResystenystegrame and Filementary stream f%ﬁﬂsaﬂ]ﬁg‘gﬁfﬁﬁf% t"J system of a
user c ﬁﬁrs Aol %dmmbrm%aﬁ?al | able to a
use?lﬁﬁéﬁsnﬁm on- lgﬁremfsueé*rldg c%ystem to 10 search mul ti medi a
j@nd software upgrade content; a first syst emto perfor m secure online
pgr adi ng of an operat,i em of fhe. .user’ 0 he user

D B B B ol el SR B HAP of

the present invention, it will be understood by those with the appropriate technical skills

that many variations and medifications in details of design consiruction or operation

may be made without deparh;ng from the present invention as claimed in the appended

15 clamms.
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are upgrades for the operating systens; and an interactive hel p desk system
to provide user assistance in initialising their 15 machine on request:
wherein the on-linme search system searches for nultlnedggqﬁﬁgmggﬁg@are
upgrade content such that the operating system of the f§ 4E?d@4ne S
ypgraded. to .enable viewing of fly.- multinmedia coff

I nteractive help desk provi des user assistance 20 when requesto& 2. A~

-met hod for secure online upgrading of an operate Aye of a _user's machine,

the method conprising the steps of: a) sending a nessdg8 BﬁBaZMErver to the
user's machi ne of an upgrade afger a signal for log on by the user's
machine is sent to a server; b) receiving by- a server fromthe user's
machi ne confirmation to proceed wth the upgrades c) sending by a server
to thﬁ,T|= ¢S machine a universal resource locator at which the upgrade is
to be tounds and d) obtaining the upgrade and downl oading into the user's

"machine as an 30 overwiting of the un-upgraded operat;‘ﬁg system 35 3. The

met hod as% JB,M%ISM ai- a3 upgriiigeofharf opading Y an automatic
e

gar bage S to send files of the un upgraded operating systemthat are
over\machheﬂhetswstgamfter t he upgrade is conplete. PCI/SG 02100292
Recei ved 19 %WME%M&]MaﬁMMGWWm as claimed in
claim2 o Wherein it the dovvnwgd i s disrupted, the downl oad
rﬂpommufamrdtmmmd@ﬁwm downl oad before the disruption, 5. The

method as MM&W%&LB&'@M&M@WW fillle system operat es
us&rsma.chmeupontheuserloggmgmtothcS}rstmnandaﬁercheckmgwheﬂmrthere

are upgrades for the operating systems; and
an interactive help desk system to provide user ‘gssistance in mmahsmg their

15 machine on request,
wherein the on-line search system searches for multimedia and software upgtade

content such that the operating system of the user’s machine is upgraded to enable
viewing of the multimedis content, and the intersctive help desk provides user assistance

when requested.

’ 2. A method for secure on-line upgrading of an operating systcm of a user’s
miuhine, the method comprising the steps of:
a) sending a message by a server 1o the user’s machine of an upgrade afier a
signal for log on by the user’s machine is sent to a server;
25 'b)  receiving by a server from the user’s machine confirmation to proceed
with the upgrade;
) sending by a sexver to the user’s machine a lmiversgl resource locator at
which the upgrade is to be found; and
&)  obtaining the upgrade and downloading into the user’s machine as an
30 overwriting of the un-upgraded operating system.
3. The method as claimed in claim 3, wherein further comprising an automatic
garbage step to send files of the un-upgraded operating system that are
. overwritten to garbage after the upgrade is complete.
35
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as a p systemso that security firowalls can be maintained. 6. The system
as clainmed in claiml, wherein the interactive help desk system for

. operating over a network includes: a) a receiver. nodulo to receive froma
user's nmachine, a help desk query, unique machi ne ident PCE/SGUMD282uni que

wser identity ; b) a profile nodule to obtain a profrdegived 19 RRrch004t O
facilitate dealing wwth the query and the user, and c) a response nodal s

- to attend to the query wherein the operation of the usei'ﬁ @?@f is taken
over by the help desk system to control the operation of 't Q S

machi ne. 20 7. The systemas cli@ined in claim6, wherein the uni que nmachi ne
Identity and the wunique user identity are provided automatically by the

user's machine. 8. The system as ¢l aj med.i ' ; wherein the user
prsof i4) e iThepnaicidcks tlzirasl] amm&iqrga ?‘Bf‘ﬁ%g‘l"ﬁ%@%d’ﬁs [r‘r‘él% ne. P, 30 9, The

system as, ct %ﬁg%@rg:ﬁ%s%ﬁe%ﬂkafﬁ&d&d@daﬁmww I nteractive chat

w ndow i € user's machine for sending and receiving nessages
from the hel pdesk systemregarding the query. 10. The systemas clainmed in

any one of claings @ to.9 wherein.- B wRbdiPhe sRingertcshe user' s machi ne
and fhe Haegethedgs m%“ﬁ?gfn@%"g‘gg}wng’. 11, The systemas clained in any

one of clggmﬁﬁéwﬁeﬁﬁﬁﬁwﬂmwm the 35 Internet

10 .
6 Thesystemasclaimedhclahnl, wherein the interactive help desk system for
operating aver a network includes: -
a) a receiver module to receive from a wser’s machine, 8 help desk query,
\miquemachineidenﬁty,ﬁndamﬁque user identity ; -
15 b) aproﬁlcmoduletoubiainapnrqﬁle of the user to facilitate dealing with the
query and the user; and »
c) a response module to attend to the quety, ’ |
wherein the operation of the user’s machine is taken over by the help desk sys
to control the operation of the user’s machine.
20 o . o o
7. The system as claimed in ¢laim 6, wherein the umique machine identity and the
unique user identity are provided automatically by the user’s machine.

8 The systera as claimed in claim 6 or 7, wherein the user profile is provided
25 automatically by the user’s machine.

.9. The system s claimed in any one of claims 6 to 8, wherein an interactive chat
" windowis opened at the user’s machine for sending and receiving messages from

the helpdesk system regarding the query.
30 , .
10. The system as claimed in any one of claims 6 to 9, wherein communication
between the user’s machine and the help desk system is by messaging.
11.  ‘The system as claimed in any onc of claims 6 to 10, wherein the network is the
35 Internet.



