WD 2004/ 021300 PCT/ EL2003/ 000677 ELECTRONI C LOCKI NG
SEAL FI ELD OF THE | NVENTI ON [ 0001] The present
invention relates to electronic seals generally and
nore particularly to tanper-resistant electronic
woahe/02BMCKGROUND OF THE | NVENTI ON [ 0002] TheCT/IE2003/000677
followng U S. Patents are believed to be
representative of the prior art: [0003] 4,750,197,
5, 056, 837; 5,097, 253; 5,127,687; 5,169, 188; 5, 189, 396;
5, 406, 263; 5,421,177, 5,587,702; 5,656,996 and
6, 069, 563. 1 WD 2004/021300 PCT/112003/ 000677 SUMVARY
OF THE | NVENTI ONELEEABPNEREQGHIEENMEAInvent i on seeks to
provide an inproved el ectronic seal. [0005] There is
thus provided in accordance with a referred
enmbodi ment of t he FIFHOEHE ANASAY T
tanper-resistant renotely nonitorable electronic sea
including a shaft portion, a socket arranged to
{@blage t hideghesent puentionnrefatesatonelediiopicaisiels geaenally and more
j socket and the shaft
go%@gﬁﬁgggsﬁﬁg&ﬁgﬁF%%ﬁﬁble event, and a
wirel ess communi cator associated with at |east one of
the shaft portion and the socket and being operative
to provide a renotely nonitorable indication of the
noni t or abl e evVBACKGRUEINDAH THE INMEEMITTON ess
conmuni cator is a transceiver. Additionally, the
shaft portion includes at |east one conductive path
[0802ich | s TheTlowkil BS. Phtehit® SRUREEved tObEl HpRRAAGBARA thePrior
t he socket and the shaft portion and wherein the
rel ess comunicator is operative to provide a

[dogsyOt el ymonw 3lkggsiNds00tbon ofini by, 5969 1€y abh 8 396;
event. [0 I'n_accordance W th andt hér ‘preferred

5 APt ﬁé%ﬂ 55,55137% 8$EAH6 adhfelif0i56h, the shaft
portion includes a frangi ble shaft portion having a
press-fit tip, the socket includes a press-fit socket
arranged to engage the press-fit tip in a destructably



renmovabl e manner, whereby di sengagenent of the socket
and the shaft portion results in breakage of the
shaft portion, the at |east one conductive path
extends at |east through the shaft portion and is
POaaKaR13e0 i n response to breakage of the shafQI/IL2003/000677
portion, and the wreless comunicator is associated
with at | east one of the shaft portion and the press-
fit socket and is operative to provide a renotely
moni t or abl e i ndiStaMI@R YoOF T INVBMINONY or | ack of
integrity of the at |east one conductive path.
Preferably, the at | east one conductive path is
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m@@Ttablexyos/ B@&&IJE!, teO@iEETdss Lommogioatoran g ransctifery afiditionally,

r. odi ne he, .or esent
o YRR IR0 R 1R B8 TR el S 5P esponse
to sdhsn]‘ngzgﬂmehtl ofh t!lita\sodfkgt and abk ghife p@ﬁfohl o1d, whihg &@C%ﬁbless
ncl udes .a nt arran to
conJERIERE 1§ ARFINE BV Hest FHECER) (ORI SRboHaR e the
mortherdl\evelitsengagenent of the | ocking el ement and the
ft po t|on esul t reakage of the shaft
m@%?t i on, ﬂ%"o anpe, 4 é‘ﬁ o PERfETdy empediment o f dhiy Pregent

inVeRfsH, thehuhas @Brtioh enchlRé b fﬁﬁtﬁble%ﬁaf@ 1b1§h£f‘ir?ga&<ﬁ:€§seﬁt'tﬁ) the
response to breakage of the shaf portion,
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provide a rernotely nonitorable indicatio
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I ncl udes a groo apt a e en
witglesh cqntmauticatdei ingssediaerbwith at Iﬁ@domq afrilad shyft potien atd the amtss-
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in electrlcal contact with a conductor formed in the press-fit socket when the shaft
portion and the socket are in press-fit engagement. Additionally, the press-fit tip
includes a toothed tip. Alternatively, the at least one conductive path includes at least
one reed switch which is operated by a magnet associated with the socket whereby
when the shaft portion is separated from the socket for any reason, the at least one

conductive path is broken.



[0008] In accordance with a further preferred

enbodi nent of the present invention, the comunicator
is located in a sensing circuitry and contmuni cat or
housing integrally formed with the shaft portion.
woepE0ary, t he frangi bl e shaft portion i nclR{J&E2005p00677
| east one frangible location having relatively weak

nmechani cal strength as conpared _w th other portions
[08671t he sﬁaﬁ?coﬁbﬂ‘fq with vat westheyoxeforad gmbodiment of the present
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thappfrkét: ingludes adeakingsliergent fapraiged He ongdge dif Ingkaie aptiey in a
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T A e
A&l eheed 1aRcomR raeﬁ@tcn%q;auﬂmammrad &aszemwdeh s@itch which is
preferred enbodi nent, of the pr es nvent‘l gl?éom
opexatrd. by maget Assogiatedswith ther sosket fear i%enthe
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ockabl e el ectronic seal of Figs. 3A and 0014
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mQ{nﬂBH‘thséo?rgﬁﬁmiafbr t18catdS8 8 g&ls g%frctﬂ trP bfP@udnhinicator housing

ect’roni ¢ seal constructed operative in
inggrely Bumed withtthe shafi pettion. Ppﬁetaélyr tbé frapgbldishathporien inplades
at ‘PeraSt %@%ﬂa!n%\éﬁrm ag?]? g%\%%lll%]&gtﬁ%l t%vleaolg@eo cg%t%ﬁ@f'l gsr céorllnpared
wﬁly@h@poﬁlobseﬂhsshaﬁ@drmed in the press-fit electronic .
seal of Figs. 5A and 5B; [0016] Figs. 7A and 7B are
sinplified pictorial illustrations of two stages in
the assenbly of a | ockable electronic seal
constructed and operative in accordance with




anot her preferred enbodi nent of the present invention;
and [00171 Figs. 8A and 8B are sinplified pictorial
illustrations of two different types of breaks
produced in the | ockable electronic seal of Figs. 7A"
Wa@gomg213ep WO 2004/ 021300 PCTI | L2003/ 000677 TMOEMAIDFR0677
DESCRI PTI ON OF PREFERRED EMBODI MENTS [ 0018] Reference
is now made to Figs. 1A and 1B, which are sinplified
pictorial illustrations of two stages in the assenbly
of a pFeSSTmeE?ﬁ?HR%‘T@bﬁﬁP"THE wivgsed and
operative in accordance wth a preferred enbodi nent of
the present invention. [0019] As seen in Figs. I A and
therg is provided a 5 ' L [
8L, voi B BeBrR ARG BP dhat S b hopr B A B Ay
fronh ikehfollewingt detpilal | descripbomedkan inhconiuntiionewith oha dewings rig
cihbrcuitry and transceiver portion 12. Shaft portion 10
Whﬂﬁhef erably has a generally cylindrical configuration
[000A0] t er rBigat ASankd Boarp siegbifitd pictohfl ildstratigrsef ewalthges in the

s R sttt 8 SEEbER 2l SRS ShE R Alve i Sl i D
pref@fddRabeditieb fitROirBseht ikeentiggesses formed in a socket
The press- fit_engagenent between tip 14 of

18. ] \ shaf t
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tyﬂe§o£&9&§géohh&dtn9ﬂ{e%@¥ﬁt 418&rohicReal 41 Fi%@ matdag 18ocket 18
wi t hout breaking the shafteﬁgortlon 0. [OOZO] Shaf t

[0¢38} t i on Tigs- BT PBuiry sirmpbifietipistogiah ieseatied of Fungrase & the
assefably! 4} lgzg«abléal A&ALEL il BhdRaLAd B%atﬁr@riﬁ'aé&rdance with a

circuitry and transceiver portion 12 and the tip 14
preferedginbb@meotrafiterpre@ni isveptieter abl y | ocated cl oser to
sing | [ .
QR0 5 S o o By, SLATREE o1y PR HF e ftre s
typesofitireadte prodficet] irethe $dvkitile gorttongrsed ©f FigdGA1dnd AB;

T Y
assemblyl gfr pisafidelatitonicestal corstradidd pair dpeoniva Gn aswodancet trigh
R M e R
[oqISpper t iTags. GA bk 6B odrel Wiztplified Ipiudgrial Zllustrations of two different
types of breaks produced in the press-fit electronic seal of Figs. 5A and 5B;

[0016] Figs. 7A and 7B are simplified pictorial illustrations of two stagés in the
assembly of a lockable electronic seal constructed and operative in accordance with -
another prefetred embodiment of the present invention; and

[0017] Figs. 8A and 8B are simplified pictorial illustrations of two different
types of breaks produced in the lockable electronic seal of Figs. 7A and 7B.



[0022] In accordance with a preferred enbodi nent of

the present invention, sensing circuitry 23 and an RF
transcei ver 24 are housed within sensing circuitry and
transceiver portion 12. Sensing circuitry 23 is
WPaet0r B8l | y coupl ed to conductive | oop 22 ROGTAL2MWHEMET7
the integrity thereof. Receiving an output from
sensing circuitry 23 is transceiver 24, which is
operative to provide transmtted information

i ndic Qﬂﬂf)elﬁ cRugt BOBOHAMENTt act .
Cbnveﬁ¢|gna W re ess nnnltor|n5ﬁ§¥iCU|try (not shown)
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OpFCL cor RO o 30w Rl Fight JAOMd 18 o simpliica
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intérkiber ent types of breaks produced |n the press-fit

el ectronic seal of Fi ﬁ§a§lF oted abovef
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S f _
fit elﬁlga{gc Ig%ﬂthl c\%)gf@ ﬁdth Eo%ﬂﬁg% 2r %tsgek ﬁﬁﬁed H{S %%\?\géﬂs ﬁiﬂ% press
fittangagement betveer tip mg pf)sheft portion % a@i)soalke(t g it referitlyfsuch that it

s Bkttt a1 e B e B BARRE e B SRR

1properties of the conductive |oop 22. [0025] Reference

[.S.,NOW to .Fi B, which ar I|f|
wbiﬂc!t ori gggef% POrgpy g? |p6%§ra€l?’ Tabdegtaa‘ﬁeea%ce?eﬁl eg%;s err§1gii 70,
logdtedainteptibdifit ehee bedging @itcging @ad traﬁmﬂséxr prtied 12ragkd the tip 14

operative in accordance w.t referred enbodi,ment of
Frahedblp PBRGR 20 S RIHERS HoCAgRRTE: s SUSRR Ry o BRRScs ey
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| ockabl e el ectronic seal which preferably conprises a

shafi gewiopdf-t i on 30, which is integrally formed with or
[ hzf}edht ]Q{aa cSRIBSHRT 1dob " B ipkettati Cxtehdd) SRBLME shdfD pbitidA 10

through to the tip 14 thereof and is configured and mounted in shaft portmn 10, such

that breakage of the shaft portion 10 produces a disconnection or significant change in
the electrical properties of the conductive loop 22.

[0022] In accordance with a preferred embodiment of the present invention,
sensing circuitry 23 and an RF transceiver 24 are housed within sensing circuitry and
transceiver portion 12. Sensing circuitry 23 is electrically coupled to conductive loop 22
and senses the integrity thereof Receiving an output from sensing circuitry 23 is
transceiver 24, which is operative to provide transmitted information indicating whether

the conductive loop 22 is intact. Conventional wireless monitoring circuitry (not shown)



portion 30 preferably has a generally cylindrica
configuration and termnates in a |ockable tip 34,
preferably formed with an undercut groove 36 which is
adapted for |ockable engagenent with a correspondi ng
WoerHYy3e enent 38 formng part of a |ock ARET/IL2003/060677
defining a socket, which includes a magnet 41. Lock 40
is here shown to be a key- operated lock, it being
mapiEr aileped b tehate iafcy'maﬂidnewhishj isttreipbraitteq pe R fransseivergdyand
. he | oved. 4 of
g e P S 1 QL B8 SRR o MR BT P
[0828¢h t haRefeiehdeoist ntﬁwrmadeuml Btgm B4 ahie2Bowdhichi arej smplified

s TR R B P D P BRBRER

seilQif Figan A34hd [H) 02 hbteShBdVe, spplitdtion oBﬁ?:rcFerteﬁrerS&b loj Figs. 2A and

ncl udes a weakened_frangi
o1 s e e SR SERePRGT D el R o] P el o o b
duﬁ:ﬁfr e®Rroddoaited 18 henﬂdupﬁ?sﬂ breakih@ (@i SBAfE p@reioh IIOFF1§2.2A shows

erabl Iocated closer to sen circ
sufll s retlon ¢ dpoatien Y EDL ARG PRS0 IPCH DR TossEy B 14 1Li
seffilat B3 g:%aﬁ BAdude? d HiBcoRfleclBAl of ¥RnERbdtYehRa® i@ the $RBfrical

thi ckness than the remainder of the shaft portion 30.
PF‘PWGE@]OfE&Bé@WGEF@‘FﬂW Fo0p 44, including a series

[o%ainect e f@ﬁ@haw Leh a‘ﬁemtqﬁb friritil PSEEn DY HRGNRL sithk

n sha portlon 30 1s 1n |ockabl e engagenent with
poktipakl 041 is sepr thirethis mrgak@i@p enuivcestay disrghestiarf or s fiqaprhagge

r t nd is configured and
ln]in%lfgatlégjgal p%peﬁeeF %HB dh&ﬁ%g&f s’%ch t hat breakage of the
[06254f t poRe&mnce?,& nqnwadaclcem Higdi éAoamle&.BJ whichr are simplified

e |n the.electri.c f t
m QbR bR i, 05 FSLERETY IRRRHL At 28
copsteiced raadl operative iresrtorddnct veithpa p&sﬁantedlembedlmnenn pf the present
..sensing circuitry 46 and an RF transceiver 48 are
myfHHR%d within sensing circuitry and transceiver

[0@115'] t : 03 B2 seeD@NBiof B ACAIGW, tHeye i4 Provided b etliger-eadistant reusable
ed to, condu tlve 44 and s es t.he
IO‘FIﬁPlég‘??cttr?mF hplefic %Fz\?’g’nﬁorﬁﬁ’f‘%ﬁtapg?%f PP s ivigeh is
inehralip Fduidd $&hiof fixbd &S SREME kirdftry Wkt ©dhséebved poitiah 37 eSHatt
provide transmtted i nfornmatjion |ng|cat|ng whet her

POFq‘f@ 3O meripeatly day g ogpngrally eylimdriggly co jgrminates in a
loMabR! 15554, TRELRY ifShed] Wittt bt LHddk R lersthOWB)which is adapted for

lockable engagement with a corresponding locking element 38 forming part of a lock
40, defining a socket, which includes a magnet 41. Lock 40 is here shown to be a key-
operated lock, it being appreciated that any other suitable type of lock may be
employed. The locking engagement between tip 34 of shaft portion 30 and locking
element 38 is preferably such that without first unlocking the lock, it is impossible to
remove the tip 34 from engagement with the locking element 38 without breaking the
shaft portion 30. _

[0027] Shaft portion 30 preferably includes a weakened frangible portion 42,
located intermediate the sensing circuitry and transceiver portion 32 and the tip 34.

Frangible portion 42 is preferably located closer to sensing circuitry and transceiver
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may be enployed to receive information which is
transmtted by RF transceiver 48 and i ndicates when
the shaft portion 30 is located in | ockabl e engagenent
with lock 40 and when the shaft portion 30 is
Waga218¥ from | ock 40 due to either tanperiB&d/Hap0¥000677
the seal, which results in breakage of the shaft
portion 30, or disengagenent of shaft portion 30 and
pottinel324Barbiy tigsihandayiieallyties addsearkhicioeks en thetrethander of the
sh reciated that the provision of reed switch 45 and
enabl es sensing circuitry 46 to sense when
[0628 shaf A copductiveino B4, iiscludiged eded conhartddatxddeswitch 45 which

enent th | ock. 40 wh haf t t. 3
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pre.ffaablp esemdd nigoedh aﬁga 39 aRshgh db Sthe gy s4raldrsofodnd is
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prd@lhé‘ésoﬁ | Bdcotebtisit bAkigATRaRf cHaiR: 6H fiec ERAtic] VRESer@s of the

br eaks produced in the | ockabl e el ectronic seal of
COIF‘i“@%"“SW%d 3B. As noted above, application of force

[0629] t he sgalccffiadet O5ith 44réBded 4BhddinaR Glhe 'iiPéseﬁthventlorll

separate shaft portion 30 from | ocking el enent
sensioig aitquise 46igad aB R @afbéeltﬁfsf'e?rf’g%tb@é“f Witk sgegigengjreuitry and

173 I
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transcmr\{grf%{kc a% EICS;(E)IGIS&IQEE & n[kr{)ﬁldg g iel Cxqqoﬁlga?g)g zrﬁiﬁt%aggg W ether
thet dnadmnd loop 4¥ és 1htactpCdlﬁlJenﬁorMDNﬁﬂ@8$/rmﬁ1ﬁBﬂ@ circuitry (not shown)

PCT/ | L2003/ 000677. 003
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mdg&tes lviheh SheSshefd pbﬂﬁaﬁ 30 b lechiseiakoakhsle epga(geiuﬂﬁh Swiﬁ lock 40 and
i sconnecti on Si ant e electric
whih SO oD s SR FrdofnRn it PtaSmbrs Wit e
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the ill ustrated_ enbodi nents of Fig can.al sg
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pOlttlﬁg SQgsslgqaﬁgepdym dckeble engagenant with fack A8 and whenthe sha portion 30
s LA UL AL 0 B ek
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[6030] Reference is now made to Figs. 4A and 4B, which are simplified
pictorial illustrations of two different types of breaks produced in the lockable electronic
seal of Figs. 3A and 3B. As noted above, application of force to the seal of Figs. 4A and
4B in an attempt to separate shaft portion 30 from locking ciement 38 will not cause tip
34 to be disengaged from locking element 38, without first breaking the shaft portion
30. Fig. 4A shows such a break at a location along the shaft portion 30 which lies just
abovg the tip 34. It is seen that this break produces a disconnection or significant change

in the electrical properties of the conductive loop 44,



[0034] As seen in Figs. 5A and 513, there is provided

a tanper-resistant electronic seal which preferably
conprises a shaft portion 50, which is integrally
formed with or fixed to a sensing circuitry and
WOo2EE130®r portion 52. Shaft portion 50 prREBHANPH06T7
has a generally cylindrical configuration and

termnates in a press-fit tip 54, preferably forned
[00311h a sEigi éB sbbwg buch anfreakesitthe frangdlele poB®Nn iR alongahe shaft
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feFRRG R F PRt Ahane Boffe ALUTES R SERRSE iR press
fitengr@ereera betwebetip 54 ofshafs hortion fyarsiowtieet ©8 ®Qpreferablyeuch that it
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is ERp OB ST EigRe g B s it 155 oo i Hieine 2 J1RE Bortion 0.
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Frafiid Pertieh 60Uk tpraferdlly andtedrtldr to SumSiBg icitelitry 2nd k@nsceiver

housed wi thin_sensing .circuitr nd transceiver
PR Teoets i UrSeh ek B 5P fhiekncs] ek FegipgHer of the

sh&PpeHigdsg. 0 conductors 62 and 64 and senses the

integrity of a conductive | gop which_ is defined by
[093¢hduct opPes 2f gleneate conductors 62 and 64 preferably extends through shaft

portion 50 through to the tip 54 thereof and is configured and mounted in shaft portion
50, such that breakage of the shaft portion 50 produces a disconnection or significant
change in the electrical properties of at least one and preferably both of conductors 62
and 64. Preferably, conductors 62 and 64 communicate with respective contacts 66 and
68 which are exposed at the end of tip 54 and are arranged to electrically engage an
electrical shorting contact 70 at the corresponding interior surface of socket 58 when
shaft portion 50 is fully press-fit mounted into socket 58, thereby defining a conductive
loop.



64 when the shaft portion 50 is fully seated in socket
58. Receiving an output from sensing circuitry 71 is
transceiver 72, which is operative to provide
transmtted information indicating whether the
WOoro4®R13¢e | oop is intact. Conventional wi rctE%E2003/000677
monitoring circuitry (not shown) nay be enpl oyed to
receive information which is transmtted by RF
[603ANScei rencchRlaardwithdi prafesed embpdimengofnhe hpredent eaition,

whi ch res S reakage of the shaf. rt.ion.
sl SRS R U B8 FE ROOATRIE 5 Prat i Smarghrf o
trabRivet palibd EZE(Senmg:&lfmit@l 71|1k blaahcﬂ]tylooﬂlsied)fo donductors 62 and
different types o aks i n.t
64aind e e MBS Iy ﬁ? gj%t“'e ‘ﬁaehs*é def/l&e%ebgp °883%°6°65 é’ and

6PRMN $atshah p@iftloﬁ G0GE filly delred seadckef SFiRESeivinA aangiput Bom
in an, attenpt to separate s aét porti.on 50 fr%msocket
semgng,cirpuitgn /1o iy Fanserper 5 22 gl 1S @PEEHEa R P ERLd

ln§>§natwnt Rektidel HEImRTBakbimicdRelosPaf intRAr CowRnidhal Firgless
6A shows such a break at a | ocation al ong_the, shaft

meRiofing FirgBmMiR shp velsmpy ¢ caIBlYEd (hEScEIVp infprmion; hich is

u&?rﬁf?t::? BARF tfinSc Ve AKX ar 1RGSR pHirg GARTMBE kb hh results in
Icant change in the electrical properties of

bwdk%%ﬁrﬁhﬁﬂl}@ﬁ’fpwlbmé% defined by conductors 62 and 64.
[0[1:%?39] F gferefl 3 %J“ &&htan ek g gﬁe W@ Hebhifiplified

tion ong aft ortion 5 IS seen
pnttmetl ildstratidns eﬁWvoedzﬁcrelpﬂma cBiyeaks grasivcdie @hel oessdit clectronic

lfl e r t
seEheE T iES i bt T8 i ot oP Eap b eLite BUREN d B YA and
6F-ingf. att&ﬁpaﬂdeﬁaﬁate vﬁmftqiortaméOsﬁ‘dnfp backetedd willi not causatip 54 to be
illustration i.n the. asse
ijeniatat PamcsBRt oMt SR SiealiBe Miow 8l PERE SooFislss shovs
sudle £ Bresloft Goditibi alaA©thb @Haﬁﬁj’ozfs'oarﬂ()edn&mﬁmd\umhwe oife tiphhd. It is
present |nvent|on see .l
s et s Dl GFBEFSa# (AAps- AR OF Sl otioagy & B Getfica

prépeifels bOhe ‘éoﬁﬁ@ﬁvevl@émﬂﬁécﬂfy&foﬁm&o@&m’fd @sies a Shaft
ortion 80, which is integral]y._  faormed Wltgbo;ﬁ i xed
t

[0039] 2 senEign§Bhewpchy? biprk & rtﬁfhgé%ﬂﬂ?/l% POTioR e shaft

portitif 40. RO §éeﬁ’ Ehaggns RERS fdoaRbdcBASdifodRIBbA L Mgmﬂcant change
cyI indrical confi &yratl on and termnates in a | ockable

ingheplgtrical gypraréqsabFap cpRiuRNs I0RR: h an under cut groove 86
[otMH ch i spi gfg?e‘ﬁgf% 8% }ch{fekﬁp'ngs Qﬁgﬁ&?f’fﬁntwﬂm Bre@simplified

co respon cking el ement” 88 formng part of a
pitogat @astraum phitwg stagsodk dhe, asspinbly ¢he | loekableaclprigpist seal

conéltmc{ég 9c%e1|:a§1vp% %c&)?% R Bofek $¥eferred embodiment of the
present invention.

[0641] As seen in Figs. 7A and 7B, there is provided a tamper-resistant lockable
electronic seal which preferably comprises a shaft portion 80, which is integrally
formed with or fixed to a sensing cireuitry and transceiver portion 82. Shaft portion 80
preferably has a generally cylindrical configuration and terminates in a lockable tip 84,
preferably formed with an undercut groove 86 which is adapted for lockable
engagement with a corresponding locking element 88 forming part of a lock 90,

defining a socket, which includes 2 magnet 91. Lock 90 is here shown to be a key-

9



9 WD 2004/ 021300. PCT/ 1 L2003/ 000677 operated | ock, it
bei ng appreciated that any other suitable type of |ock
may be enployed. The | ocki ng engagenent between tip
84 of shaft portion 80 and | ocking elenent 88 is
WOoap®0aPs such that w thout first unlocki ngPGH&2008/848677
it is inpossible to renove the tip 84 from engagenent
with the | ocking elenent 88 wi thout breaking the
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08837 " SRRl 80 PRy filiden 8 ik e GeREORLPYE
lo%ﬁﬁdﬂﬂ&%ﬂ?&ﬁ@ e Senbihg hxr&ﬁtrwhnd: fransseiedromoetibrb§2 mmd) ket tifP§4.
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Frivgeie §prHoR 0 dn s Tonb d&ﬁff‘eér%‘rsﬁr Bore R CBOo P %ﬁéﬁ“w%“’ef
poI‘tb.ﬁ g2l than B4ipt RELROKpiddlE Hab a ¢exedr tgfuikrRes hid thenenbiader iofithe
shaft portlon 80, such that breakage of the shaft

shafbpertieth8®B0 produces a di sconnection or significant

[Om nge iR chh®r @ﬂoﬁ%atté' ddp@hctorP DO BET 66, 86lefk oﬁ’é Oﬂ\ﬁﬁ&l in€logs a
preferably b conductors 94 and

setfpseonsaisi yeed seital Q8 t“é‘li“él 19@@594&?9@%@%%6&&%@ apripp 80 is
in h%ﬁ@o%: %J'lg renfeﬁ{‘\%@l? fodk 86 %x A8 tﬂxf&gl%ﬁaﬁ %oﬁfoﬁ 80 2ABRHaE tRkip

Contacts 102°and are arranged

84ttbere¢fetm:1 fsi waﬁglyecéﬁgiag@mt@nn ehaftpariiera$O. serbrthat bepakagsioh e
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s Pl F oF LR OGRS S SR BBl BB
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e f serles cont r ch, 9 -
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present i nventi on, n t
enlel SR RPE Fopar g6 LTS SR et g 3k pmen
shﬁiﬂ %o;?fbﬁ 30 lslg &l WRkatho gﬁgta@an&z witheadd 9 L;msr ﬂgﬂtigldéay eﬂga@emmt
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togeths ¢ty e clostng %ﬂg}esofona@ %ﬂnffﬁsf i Py gg W&ﬁ?ﬂ Jhereby
deflgds Nedaiveigpgiuct ors 94

[0044] In accordance with a preferred embodiment of the present invention,

sensing circuitry 108 and an RF transceiver 110 are housed within sensing circuitry and
transceiver portion 82. Sensing circuitry 108 is electrically coupled to conductors 94
and 96 and senses the integrity of a conductive loop which is defined by conductors 94
and 96 when the shaft portion 80 is in lockable engagement with lock 90. Receiving an
output from sensing circuitry 108 is transceiver 110, which is operative to provide
transmitted information indicating whether the conductive loop is intact. Conventional
wireless monitoring circuitry (not shown) may be employed to receive information
which is transmitted by RF transceiver 110 and indicates when the shaft portion 80 is

located in lockable engagement with lock 90 and when the shaft portion 80 is separated
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and 96 when the shaft portion 80 is in |ockable
engagenent with | ock 90. Receiving an output from
sensing circuitry 108 is transceiver 110, which is
operative to provide transmtted informtion
WOePwaRishy whet her the conductive | oop is i MEJEL2003/000677
Conventional wireless nonitoring circuitry (not

shown) may be enployed to receive information which
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conductive | fi duct rs 94.
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t hat thi e al sq uces a ectio
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indei§orf BRUEHtadEhy! VAP hﬂ;ﬁebxﬂﬁﬁﬂ&ﬂmﬁ@ﬁ&“& I\xﬁf&s&ﬁ)e@ B&eﬁﬁbove
[0047] It is appreciated that the reed sw tch and

Rathegn8e §9pAN of nthe haressnt y dvemioa d incBigss ab et nfebjpationg sand
suge%mbllﬁlmauf@ VHoREMERE dibribd e RIHABN SR el Rfvafitdss and

modlﬁcat;lons which would occur to persons skilled in the art upon reading the

specification and which are not in the prior art.
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[0048] It will be appreciated by persons skilled in
the art that the present invention is not limted by
what has been particularly shown and descri bed

her ei nabove. Rather the scope of the present

i nvention includes both conbi nati ons and
subconbi nati ons of the various features descri bed
her ei nabove as well as varilations and nodifications
whi ch woul d occur to persons skilled in the art upon
clffdi ng the specification and which are not in the
prior art. 11 0 12 Cains: 1. A tanper-resistant
renotely nonitorable electronic seal conprising; a

shaft portion including at |east one conductlveaﬁath
1. & GawrEstesisapbicHotely QO@H@@QI@ elegtranisisaalicompgpinggrshaft pogion
indfRAL{ Of BB Snd ROty BURA.SPYCRLASRABAPHRAE R saRPhR portion
socket an sa| I'oh results

in rmmonﬂmableememmn,t whanetly ailmngageﬁmt @b rgaidhsacktionnd said shaft

g%l?t ed w % east one, of said shaft porti
o Teaith L Rckord eKeAPdgpui eI RO ARy RROCiZte ith at
leaktes®e 8F mmaﬁ qfo@i%@ ahd @hﬁaédcﬁél fa 8ah g{@@l‘lhgc? E@%&de a

events, said | east one conductive
rematelgr mepiterable nmd@gpcmﬁ sad dineitigaige nmntsofsaldaau least one

af t. ti d ft, t
conB & ol Being InErinRd n Fpbnd o Aknenetstant O st SRk Pl
said $h s @nd @mdlsﬁaﬂa POLRNBAN safd bt 5@&8&{@@% 2 Being

er-resistant renotely

shaf t portlon . A tanp
bregkghletip Fespense & @ém@aﬁrme@ ehpaid sedetundgaidohef aplﬁm and

wherein: said shaft portion conprises a frangible

shaft portion having a press-fit tip; said socket

2. Actnpet-saitat presslyfménitosie tleatrodoged dccordingagelsai dand
e . .nanner,

ess:-fit tip,in a destructably renovab
thﬂ%ﬁ%rssl&ys haft DeFiPRGRORISS DR f@ag@? HaRgrorugmhainga fo‘é% -fit tip;
said %Eﬁét Q:erpﬁ§éél 3 gﬂésg Byl ol S el ecﬁﬁd Qng;a{g p@%ﬁé in a
exten | eas

sai d ['east One conductlve
deStIuhfﬂthg‘hmsmtd\B whader, wherehodisengdgémeriod akidisbeket and said shaft

poriG SRS HBhaeRn Sarof e ROLDE ARectIFEh o8t cpEUSE REn
exterdh at BAkidh@OSH tai@ hdfl oHion dnd Rl lcdkaBRSn frésssoﬁségk BlcaRélk of

IS operative to provide a renotely nonitorable
said shafj poations fnd saigirelpasegmpaynieston ig @rsasfatdnwihy et fegstgme of

said %bftdp(ﬁ{lmll QAst safl Yress-fit socket and is operative to provide a remotely

monitorable indication of the integrity or lack of integrity of said at least one

conductive path.

3. A tamper-resistant remotely monitorable electronic seal according to claim 2 and
wherein said at least one conductive path is defined by conductors extending through
said shafi portion which are in electrical contact with a conductor formed in said

press-fit socket when said shaft portion and said socket are in press-fit engagement.

4. A tamper-resistant remotely monitorable electronic seal according to claim 2 and

wherein said communicator is located in a sensing circuilry and communicator

housing integrally formed with said shaft portion.



conductive path. 3. A tanper-resistant renotely
nmoni torabl e el ectronic seal according to claim2 and
wherein said at | east one conductive path is defined

by conductors extending thr ggh gaid shaft' portion
which are in electrical contact with a conductor
formed in said press-fit socket when said shaft:

portion and said cket.arege i ress-fit engage .
SR PR e moleRy, fopisftablel et s AR ra 2 and
whérein RARCREHIBE shaft pbloMcdmprises #gisEbie faigible location having

communi cator is located in a sensing circuitry and
relagiveli niveskt mechanisak istiepatin ee gemprpd f witinotheniporioggof the shaft

02@ t portion. 13 5. A tanper-resistant renotely
P I'torabl e electronic seal according to claim2 and

wherein said frangi ble shaft portion conprises at
| east one_frangible locatiqn having relatiyvel a
6. e topansr-aeistay ramefely menitasalle cleqtropf el ageqrdisg rtg i‘ﬁ'& 5o?“d
BOLL | 0. &W-resistant renotely
Wﬁﬁopeﬁ?g%gggﬁsseﬁgflég@{rlgﬁ%aéebea according to claim2 and

wherein said press-fit tip conprises a toothed tip. 7.
ni torable el

At -y esj stant tel tr onj
7. ScBPRCESIEh el e ol Hectypii Sea) agchriiig 0 Flain 2 and

wheRE &R0 dUchdt VRe BalducBRITRIth 868 pAdes!a@ &bt R FeddeRdtchWicthis
which is operated by a nmagnet associated with said

opesated by anhegnebsssotiatad sdihcsaighsocketpwharetynwhen saichphafipasiion is
f id. f ;
sepplaREeR et got 5 Sy Bter S87 hea BpEelautERGjab B rolcen

renotely nonitorable electronic seal according to

claim1l and wherein: said shaft portjon conpri sle_s ? d
8. 4 tappfrpstaR demotshr mosiiomblei sigstranicovrbincardingolor flap | an
N | i&s! LEIHDHIE i 1 1Rkabt
whelBh TR EEh R EFons { PEREIRICC BT ROnBE 1ATHE S It
porticeraxidbdoekererongiiseah dociding diesenyagargedtto ahgagsi shid lockable
| ockin el ement ang.said shaft portion resylts i .
Porti e RS LS A remE YRS aERF WhereRy fedgaepigatof sgidlocking
elenfeAD S §4i¥ QAR pEIBH rERMUS 1R brdaRAR oft OB %ﬂti@h;sshﬁtif &t least
portion and is breakable in response to breakage of
one soiidictinapethptendsat leastdthsaigh wwid shafis porsiomendiie Rragkable in
associated wt t . S : '
resp @ oo Bt 7Y SR bof0B: Bpe Sty AREbLAPasnts
assodTBred tvdfidy 1east BHE ofkiiashek pbhini didegid tocker ardais lopefative to

integrity of said . . . . . . . .
provide a remotely monitorable indication of the integrity or lack of integrity of said

at least one conductive path.

9. A tamper-resistant remotely monitorable electronic seal according to claim 8 and
wherein said at least one conductive path comprises at least one reed switch which is
operated by a magnet associated with said socket whereby when said shaft portion is

separated from said socket for any reason, said at least one conductive path is broken.

10. A tamper-resistant remotely monitorable electronic seal according to claim 8 and
wherein said at least one conductive path comprises at least one reed switch which is

operated by a magnet associated with said socket whereby when said shaft portion is



at |east one conductive path. 9. A tanper-resistant

renotely nonitorable electronic seal according to

claim8 and wherein said at |east one conductive path

conpri ses at |east one reedlsw tch®which is operated

by a magnet associated with said socket whereby when

said shaft portion is separated fromsaid socket for
t | east one, conductive

sany %ﬁ&é@%@@dssgisfeé Y_rr%a:?P%tsélﬁlt at !l%aﬁ{)cp@ cynﬁ%&;?? IB?%JQ i lg?ken,
alg(% ?‘sf&effﬁ@a %ﬁsc%ﬁhucg&% %&Qh&agt@oﬁg@ kT4 8haX0 Portioh @R iwhichadrel in

east ohe conductive path conprises at |east one
cleeigidalawntachwith e clondectordparelt isdaldysogketofivatsaid sheft pertiey and

it h id, K wh by . wh id shaft ti is 14
S%@E%*%%tﬁ“ﬁgﬁﬁﬁkﬂ?ﬁgé%@%%t sgrsgky ?egsonPO;a:Sna{S

| east one conductive path is broken, and is defined

by conductors extending through said shaft _ortidﬁn a§1d d
1k eampsr-eesistant eqraeielyi reenitosble eleetranie prah 2eCoHURE fograim © an

orared.in sal d.socket .S Q] t. i scat
whAH i RobPioRy R IRER d8 2, ek ooty A} Efmunicator
hdusinp Sitegraly formpll witsidehyft pomiohor abl e el ectroni c sea

according to claim8 and wherein said comruni cator is

| ocated in a sensing circuitry and comuni cator
12!‘2%%}#3&-&%&9{ I%Hc)fel? %dﬂﬁgﬁaﬂet dleci@ht deoRiHgl to@himPand

A tanper-resistant tfenotely nonitorable electronic .
wleedn sad dondiblgshad pdraomr@nprisds atveestedne fsangibld fogatgirhaaing

shaft portion conprises at |east, one frangipbl ,
relf Okt PBRE g el rength | SpriReag P@ﬁrﬁ%ﬁf&%ﬁﬁ%r"éﬁgﬁwm
ofsenconpared with other portions of said shaft

P portion. 13. A tanper-resistant renotely nonitorable
el ectronic seal according to claim8 and wherein said

shaft portion co i Ses.. a gr for im 8 and

13, B i getany AR dd PR FoR TRl MG o olpim 80

whiraiip&id st pbaidh doimised ¥ groovet adapbible Erelotkable cngagerhient
.according to claiml and wherein said wreless

with sgiddpskingielrme™d 4 transcei ver.

14. A tamper-resistant remotely monitorable electronic seal according to claim 1 and

wherein said wireless comumunicator is a transceiver.



