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Blocking Functionality on a Smart Device

The present disclosure relates to a method of blocking functionality on a smart
device. In particular, the disclosure relates to a method of blocking apps and/or features
such as a camera or browser of a smart device. The present disclosure also relates to a
system and its component parts that perform the method.

Many businesses lose productivity from employees using electronic devices during
work hours for personal business. There are many techniques for businesses to monitor
usage of computers, e.g. PCs connected to the company network.

Bring-Your-Own-Device (BYOD) is becoming a more common practice in
businesses, wherein employees use their own smart device, e.g. mobile phone, for work
business. This can save costs for the company as the company does not need to supply
and maintain a number of devices for their employees. However, there is the potential for
lost productivity with BYOD arrangements as employees may be more likely to use their own
smart device for personal use during working hours if they are allowed to be seen using their
own devices for work business. If the employee’s device is not connected to the company
network and is, for example, using mobile internet, then it is difficuit for employers to monitor
whether employees are using their own smart devices for work or personal use during
working hours.

Furthermore, the use of BYODs in the workplace can have serious security
implications. Some apps and features are particularly vulnerable to cyber attacks, and some
enable users to intentionally or mistakenly disseminate confidential business information.

US 2016/0034699 to Sasaki discloses a system in which, when a user attempts to
open an information acquisition unit {e.g. a camera) on a mobile device, the device contacts
a server with information regarding the device’s location and the server determines, based
on the location, whether the information acquisition units should be allowed to open and
sends this information to the device. US 2015/0327011 to Fairbanks discloses a system and
method for tracking employee time using mobile devices carried by each employee.

According to a first aspect, the invention provides a method of blocking one or more
app(s) and/or feature(s) on a smart device, wherein the smart device comprises a GPS
receiver and one or more wireless receiver devices; the method comprising, on the smart
device: detecting, by a control app running on the smart device, movement of the smart
device into or out of a predetermined region based on data received by the GPS receiver
and/or one or more of the wireless receiver devices; and blocking one or more app(s) and/or
feature(s) on the smart device when the smart device is within the predetermined region.

The invention therefore enables the blocking of app(s) and/or feature(s) when the

smart device is in a certain region, such as the workplace. This improves security, e.g. by
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preventing employees intentionaily or mistakenly disseminating confidential information, and
reduces wasted work time due to employees using apps and/or features on their phone in
the workplace.

The invention therefore allows blocking to begin when movement of the smart device
into the predetermined region is detected and the apps are then blocked while the smart
device is in the predetermined region.

The step of blocking may comprise blocking one or more predetermined app(s)
and/or feature(s). That is, the blocking may be in the form of a “blackiist” of apps that are not
allowed to be used when the smart device is in the predetermined region.

The step of blocking may comprise blocking all apps and/or features on the smart
device except for one or more predetermined app(s) and/or feature(s) when the smart device
is within the predetermined region. That is, the blocking may be in the form of a “whitelist” of
apps that are the only apps/features allowed to be used when the smart device is in the
predetermined region.

These “blacklist” and “whitelist” concepts are applicable {o all the various
embadiments and aspects of the invention described herein. Thus, where blocking of app(s)
and/or feature(s) is described, this may utilise the particular blacklist or whitelist concepts as
discussed above.

Operating systems on smart devices will usually allow restricted access fo regular
users, and higher level access {o those with administrator or root-level privileges. The
restricted access is partly to prevent a user from affecting features necessary for the stable
operation of the smart device. For example, a reguiar user will generally be prevented from
accessing the functions that determine memory allocation or how a touchscreen operates, or
how the phone registers with a cellular network. These apps and features that are not
accessible to a regular user (one without special access privileges) are beyond the purview
of the present disclosure. That is, "apps” and “features” referred to herein generally refer to
those apps and features that can be blocked by a user who does not have administrator or
root-tevel privileges. In the industry, such apps and features are commonly referred {o as
‘manageable” {(i.e. "manageable apps” and "manageable features”), in that a regular user
can manage those apps without special access permissions via the device settings or
enroiment in and use of a MDM system.

As noted above, the invention blocks app(s) and/or feature(s) based on where the
smart device is located. Preferably howsver, app(s) and/or feature(s) are blocked
additionally based on whether a time is within a predetermined time period. Thus, the
method may further comprise determining a current time, wherein the one or more app(s)
and/or feature(s) is blocked when both the smart device is within the predetermined region

and the current time is within a predetermined time period. The method may therefore
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comprise determining whether a current time is within the predetermined time period. Ina
preferred embodiment, a server with which the smart device may communicate determines
whether a current time is within the predetermined time period based on the time of a clock
of the server.

The smart device and a server with which the smart device may communicate may
each comprise a clock. In the case of a blacklist as described above, the one or more
predetermined app(s) and/or feature(s) may be blocked when both the smart device is within
the predetermined region and when a time determined from one or both of the clocks is
within a predetermined time period. Or, in the case of a whitelist as described above, all the
apps and/or features of the smart device except for one or more predetermined app(s)
and/or feature(s) may be blocked when both the smart device is within the predetermined
region and when a time determined from one or both of the clocks is within a predetermined
time period.

if the server comprises a clock, the method may further comprise the server
determining the current time from the clock and sending the current time to the control app of
the smart device.

Thus, according to a further aspect, the invention provides a method of blocking apps
and/or features on a smart device that is configured o communicate with a server, wherein
the smart device comprises a GPS receiver and one or more wircless receiver devices; the
method comprising: determining a current time; detecting, by a control app running on the
smart device, movement of the smart device into or out of a predetermined region; and
blocking one or more app(s) and/or feature(s) on the smart device when the smart device is
within the predetermined region.

in the case of blocking one or more predetermined app(s) and/or feature(s), the
invention envisages the blocking of only one predetermined app and/or feature. However,
the invention may typically include the blocking of more than one predetermined app and/or
feature. Furthermore, in the case of blocking all apps and/or features except for one or more
predetermined app(s) and/or feature(s), the invention envisages the exception of only one
predetermined app and/or feature from the blocking. However, the invention may typically
including the exception of more than one predelermined app and/or feature from the
blocking. Thus, plural apps and/or features are often referred to herein. A predetermined
set of apps and/or features is also referred to.

By blocking apps and/or features based on both spatial location and time, app/feature
blocking can be more tightly controlied. For example, the smart device may be an
employee’s smart device. An employer may desire apps and/or features to be blocked
whilst the employee is at work. By defining a predetermined region relating to the
workplace, and defining a predetermined time relating to working hours, app blocking can be
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particularly accurately implemented. Accurate implementation is very important since
employers would want to ensure that apps/features are correctly blocked in the workplace to
provide the advantages thereof, but both employers and employees would not wish
apps/features to be erroneously blocked when the employee is not at work.

Preferably, the smart device is configured to communicate with a server.

Preferably, the server comprises a clock and the method further comprises the server
determining the current time from the clock and sending the current fime to the conirol app of
the smart device in order to prevent a user attempting to circumvent app blocking by
maodifying the time of the smart device’s clock.-

The one or more wireless receiver devices may be any combined device having
receiver functionality. For example, the wireless receiver devices may further comprise
fransmission functionality. The wireless receiver devices may be transceivers.

The one or more wireless receiver devices may include a Bluetooth receiver device
and/or a Wi-Fi receiver device and/or a cellular network receiver device. In accordance with
the above, a Bluetooth receiver device may be a Bluetooth transceiver, a Wi-Fi receiver
device may be a Wi-Fi transceiver and a cellular network receiver device may be a cellular
network transceiver.

The GPS and wireless receiver devices may be considered as “sensors” that provide
location data.

Blocking apps/features may also be described as filtering apps/features. Blocked
apps/features may be considered as disabled functionality, whilst unblocked apps/features
may be considered as enabled functionality.

In line with the discussion above above, the one or more pre-determined app(s)
and/or feature(s) which are blocked may be termed a blacklist. The blacklist may include for
example apps such as Facebook, WhatsApp and Instagram. Other apps that may be
biocked may be apps that control lower-level functionality of the smart device, such as
controlling the camera optics and CCD. A feature that may be blocked may include a
camera. Anocther feature that may be blocked may include a browser. Such features may
be blocked at the system level. Apps and features may together be described as
“functionality” or “functions” of the smart device. In this case of this option, i.e. "blocking one
more predetermined app(s) and/or feature(s) on the smart device when the smart device is
within the predetermined region”, the method may include blocking those app(s) and/or
feature(s) except for other app(s) and/or feature(s) and indeed except for all other app(s)
and/or feature(s).

Likewise, the one or more pre-determined app(s) and/or feature(s) which are not
blocked (when all other apps and/or features are) may be termed a whitelist. The whitelist

may include for example a work email program.
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The one or more predetermined app(s) and/or feature(s) may be selected by an
administrator, e.g. an empioyer. The administrator may select the apps and/or features at
the server, the server may then send this pre-determinad list of apps and/or features to the
smart device.

This allows employers to ensure that apps and/or features that are not relevant for
employee’s work are not available on that employee’s device when the employee is within
the predetermined region {e.g. the workplace) and during a predetermined time period (e.g.
working hours).

The smart device may typically be a smart phone, tablet or smart watch. Preferably,
the smart device has an Android 0OS or iOS.

The data received by the GPS receiver and/or one or more wireless receiver devices
provides an indication of the location of the smart device.

Thus the step of detecting movement into or out of a predetermined region based on
data received by the GPS receiver and/or one or more of the wireless receiver devices
comprises obtaining an indication of the tocation of the smart device from the data.

The step of detecting movement into or out of a predetermined region may comprise
determining the current spatial location of the smart device using the GPS data and/or data
from one or more of the wireless receiver devices (e.g. Wi-Fi, Bluetooth); and assessing
whether this location falls within or without the predetermined region.

Determining the current spatial location and assessing whether it falls within or
without the predetermined region may be part of a single step. For example, if data is
received by a Bluetooth device indicating that a particular Bluetooth beacon has been
detected, and if the predetermined region is defined as one in which that particular Bluetooth
beacon is detectable, then by detecting the Bluetooth beacon it is known that the smart
device is within the predetermined region.

The predetermined region may comprise at least one of the following areas: a 2D
spatial region defined by a predetermined set of GPS coordinates; a 20 spatial region
defined by a single predetermined GPS coordinate and a radius from that GPS coordinate; a
region in which a predetermined network identifier is detected by the wireless receiver
device. The predetermined network identifier may be a SSID or UUID. Inthe case of a
UUID, this may be a Bluetooth Low Energy (BLE) Beacon UUID.

The step of detecting movement into or out of the predetermined region based on
data received by the GPS receiver and/or one or more of the wireless receiver devices may
therefore comprise determining whether a GPS coordinate of the location of the smart
device is within a 2D spatial region defined by a predetermined set of GPS coordinates. it
may comprise determining whether the GPS coordinate of the location of the smart device is
within a 2D spatial region defined by a single predetermined GPS coordinate and a radius
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from that GPS coordinate. it may comprise determining whether a predetermined network
identifier such as a Wi-Fi SSID or Bluetooth Low Energy Beacon UUID is detected by the
wireless receiver device of the smart device. Such steps could readily be implemented in a
control app by a person skilled in the art.

The predetermined region may comprise a superposition of more than one of the
aforesaid areas. For example, the predetermined region may comprise both a 2D spatial
region defined by a set of GPS coordinates and a region in which a pre-determined network
identifier (e.g. the workplace Wi-Fi network) is detectable by the wireless receiver device. By
detecting movement info or out of a predstermined region comprising both these areas, it
does not matter if, for example, GPS reception is poor. This is because the app can detect
movement into/out of the 2D spatial region by the network identifier.

Preferably, the method comprises the server receiving data from the device indicating
the device has moved into a predetermined region, and the server determining based on this
information that one or more pre-determined app(s) and/or feature(s) should be blocked or
that all apps and/or features should be blocked except for one or more certain pre-
determined app(s) and/or featurs(s), and the server sending this dacision {o the device.

Therefore preferably the method may further comprise the control app sending data
relating to movement of the smart device into or out of the predetermined region to the
server. The method may further comprise the server determining, based on this dats,
whether app(s) and/or feature(s) should be blocked on the smart device. The method may
further comprise the server communicating with the smart device to provide instructions to
block app(s) and/or feature(s), wherein the blocking is carried out in response 1o these
instructions.

This may allow the list of predetermined app(s) and/or feature(s) to be set centrally at
the server, e.g. by an administrator. Thus, if a new app or feature is identified that should be
blocked while in the predetermined region, then the administrator can add that app or feature
at the server-side so that blocking of this new app/feature does not require action from the
user of the smart device. This also can make it easier o ensure multiple smart devices
{managed by the same server) are all blocking the correct apps.

When the server receives data relating to movement of the smart device out of the
predetermined region, the server may determine whether a current time is within a
predetermined time period and additionally use this to determine whether app(s) and/or
feature(s) should be blocked. For example, if the smart device has moved into the
predetermined region and the current time is within the predetermined time period, then the
server may determine that app(s) and/or feature(s) should be blocked. The server may then
communicate instructions to the smart device or the control app at the smart device to block

app(s) and/or feature(s).
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The predetermined time period may be selected by an administrator, e.g. an
employer. The administrator may set the predetermined time period at the server. The
server may send this to the smart device.

The method may comprise the steps of: the smart device sending o the server a set
of current smart device parameters that are currently applied on or detected by the smart
device; the set of parameters comprising at least one of: some or all current app permissions
for the control app, the current activation state of one or more wireless receiver devices of
the smart device, and the current state of a manual override switch of the control app in the
smart device. The method may further comprise the steps of:

a. the server determining whether the current smart device parameters conform
to a predetermined set of parameters; and

b. when the current smart device parameters do not conform {o the
predetermined set of parameters, sending a notification to the smart device to instruct the
smart device or a user of the smart device to adjust the current device parameters applied
on the device.

This can improve the functionality of the control app and ensure user compliance with
implementing the method. For example, if the server determines that the current activation
state of a wireless receiver device is off when it should be on, the smart device {or user of
the smart device) is instructed to turn it on. This would e.g. prevent a user trying to
circumvent the blocking of apps on their device by turning off Bluetooth.

The method may comprise the step of the server sending notifications to the smart
device to set or update the predetermined region.

This allows an adminisirator {o set or amend the predetermined region at a single
point, the server, and the server then updates the corresponding predetermined regions for
each device (e.g. each employee’s device) that is configured to perform the method.

When the current control app permissions are determined to not conform to the
control app permissions of the predetermined set of parameters, the method may comprise
the step of the server pushing a notification to the smart device o initiate communication
with the server.

When the activation state of the GPS receiver and the or each wireless receiver
device are determined to not conform {0 a desired activation state, the method may
comprise the step of the server sending a notification to the smart device to notify a user to
change the activation state of each of the GPS receiver and the or each wireless receiver
device that are determined to not conform to a desired activation state.

The method may further comprise the smart device sending to the server one or
maore of: network identifiers for any wireless networks that are detected by the smart device,
visible beacons and current GPS coordinates of the smart device.
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The smart device may be associated with a first user, and the server may maintain a
record of the current control app permissions for the control app on the smart device; and
when the control app permissions are determined to not conform to the control app
permissions of the predetermined set of parameters more than a predetermined number of
times, the server sends an alert to a second user identifying the first user.

This allows auditing of an employee’s compliance with the operation of the control
app. If a given employee has (repeatedly) not given the correct control app permissions,
then an administrator (i.e. a second user) may be alerted by the server.

The smart device may be associated with a first user, and the server may maintain a
record of a frequency with which the smart device communicates with the server; and when
the frequency drops below a predetermined frequency, the server sends an alert to a second
user identifying the first user.

The smart device may be associated with a first user, and the server may maintain a
record of the last time that the smart device communicated with the server. When the
duration since the last time that the smart device communicated with the server exceeds a
predetermined duration, the server may send an alert to a second user identifying the first
user.

This allows another form of auditing employee’s compliance with the operation of the
control app, wherein an administrator may be alerted to the fact that an employee's device
has not checked in recently with the server.

The method may further comprise unblocking blocked apps when movement of the
smart device out of the predetermined region is detected by the control app. Unblocking
may further be based on if the current time is outside the predetermined time period. In
other words, the method may comprise determining when a location of the smart device
moves out of the predetermined region and when the time falls outside of the predetermined
time period, and when both these conditions are satisfied the method comprises unblocking
(e.g. enabling) one or more app(s) and/or feature(s) that have been blocked on the smart
device.

The step of detecting movement of the smart device out of a predetermined region is
carried out by the control app. The smart device may send data relating io movement of the
smart device out of the predetermined region to the server. The server may determine,
based on this data, whether app(s) and/or feature(s) currently blocked on the smart device
should be unblocked. Generally, if the smart device has moved out of the predetermined
region, then the server will determine that currently blocked app(s) and/or feature(s)} should
be unblocked. The server will then communicate with the smart device or the conirol app at

the smart device {o provide instructions to unblock particular blocked app(s) and/or
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feature(s), or indeed all blocked app(s) and/or feature(s), wherein unblocking is carried out in
response to these instructions.

When the server receives data relating to movement of the smart device out of the
predetermined region, the server may determine whether a current time is within a
predetermined time period and additionally use this to determine whether currently blocked
app(s) and/or feature(s) should be unblocked. For example, if the smart device has moved
out of the predetermined region and the current time is oulside of the predetermined time
period, then the server may determine that currently blocked app(s) and/or feature(s} should
be unblocked. The server may then instruct the smart device or the control app at the smart
device to unblock certain blocked app(s)features or all blocked app(s)/ffeatures.

Regarding the blocking of apps on the smart device, this may be achieved by means
of the confrol app. However the skilled person would readily appreciate that the particular
implementation may depend on the operating system of the smart device. For example,
blocking functionality will typically need to be implemented differently for an Android
operating systemn than for an i0S. Particular examples for each of Android and iOS are
described later in relation {o the Figures.

In a further aspect, the invention provides a non-transitory computer readable siorage
medium having stored thereon executable instructions to: detect, by a control app installed
on a smart device, movement of a smart device into or out of a predetermined region based
on data received by a GPS receiver and/or one or more wireless receiver devices of the
smart device; and biock one or more app(s) and/or feature(s) on the smart device when the
smart device is within the predetermined region.

The non-transitory computer readable storage medium and processor may further be
configured to block the one or more app(s) and/or feature(s) on the smart device additionally
based on whether a current time is within a predetermined time period.

In a further aspect, the invention provides a system comprising a smart device and a
server, wherein the smart device comprises a GPS receiver and one or more wireless
receiver devices; wherein the smart device is configured to: detect movement of the smart
device into or out of a predetermined region based on data received by the GPS receiver
and/or one or more of the wireless receiver devices; and to block one or more app(s) and/or
feature(s) on the smart device when the smari device is within the predetermined region.

In the system the server and/or the smart device preferably comprises g clock. The
smart device may be configured to block one or more app(s) and/or feature(s) on the smart
device additionally based on whether a current time of the clock is within a pre-determined
time period.

The server may preferably be configured and reconfigurabie to define the

predetermined region and/or the predetermined time period, and/or the one or more
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predetermined app(s) / feature(s). The server may preferably be configured to communicate
with the smart device to set the predetermined region, the predetermined time pericd, and/or
the one or more app(s}/ feature(s).

The server may contain editable computer-executable instructions to define the
predetermined region and/or the predetermined time pericd and/or the one or more
app(s)yfeature(s); and the server may contain editable computer-executable instructions {o
communicate with the smart device to set the predetermined region and/or the
predetermined time period and/or the one or more app(s)/feature(s).

This method and system of the invention may increase the productivity of a user of
the smart device by blocking distracting apps and/or features (e.g. news apps, sccial media
apps, dating apps, gaming apps, camera functionality} while the user is in a predetermined
area during a predetermined time (e.g. at work, during working hours). Information security
is also increased. Advantageously, the blocking is “smart” in that the funclionalily returns
when the user is outside the predetermined area (e.g. when commuting, or out to lunch} and
is on their own personal time.

For example, an employer may institute a BYOD policy contingent on such devices
having the control app installed. The employer may then configure the server {o identify the
predetermined area {e.g. the workplace) and the predetermined time pericd (e.g. working
hours), and may set which apps and/or features are allowed/blocked on the user’s device.

A plurality of different smart devices (e.g. belonging io different employees of the
same company) may connect to the same server (e.g. managed or configured by that
company). This allows the company 1o set and update a common policy that applies to all
the smart devices being used by employees as part of the BYOD scheme.

In the system, the or each wireless receiver device may be one of a Bluetooth
receiver device (e.g. a Bluetooth transceiver), a Wi-Fi receiver device {e.g. a Wi-Fi
transceiver), and a cellular network receiver device (e.g. a celiular network transceiver). This
allows the predetermined region to be set in a variety of different ways. Where the wireless
receiver device is a Bluetooth receiver device, the predetermined region may be defined by
a Bluetooth beacon. Where the wireless receiver device is a Wi-Fi receiver device, the
predetermined region may be defined as the region in which a specific Wi-Fi network is
detected by the smari device.

in terms of the GPS receiver, the predetermined region may be defined by GPS
coordinates.

Most modern smart devices will have all thres types of receiver device (GPS, Wi-Fi,
and Bluetooth) which allows for the predetermined region to be defined in multiple ways,

increasing the flexibility of the system.
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in addition to the above described advantages in relation to information security and
increased productivity, a particular technicai advantage of the methods and systems of the
present invention can be that the smart device may run faster and/or have longer battery life,

in a further aspect, the invention provides a system comprising a smart device and a
server, wherein the smart device comprises a GPS receiver and one or more wireless
receiver devices; wherein the smart device contains computer-executable instructions to
detect movement of the smart device into or out of a predetermined region based on data
received by the GPS receiver and/or one or more of the wireless recsiver devices; wherein
the smart device contains computer-executable instructions to block one or more app(s)
and/or feature(s) on the smart device when the smart device is within the predetermined
region.

The server may contain editable computer-executable instructions to define the
predetermined region. The server may contain editable computer-executed instructions to
communicate with the smart device to set the predetermined region.

The server and/or the smart device may comprise a clock, and wherein the computer-
executable instructions of the smart device may block one or more app(s) and/or feature(s)
on the smart device additionally based on whether a current time of the clock is within a pre-
determined time pericd.

The or each wireless receiver device may be one of a Bluetooth receiver device, a
Wi-Fi receiver device, and a celiular network receiver device.

The server may contain computer-executable instructions causing the server to
communicate with the smart device to set the predetermined region and/or the
predetermined time period

in yet another aspect, the invention provides a method carried out at a server,
comprising: receiving from a control app of a smart device an indication of movement of the
smart device into a predetermined region; and based on this indication, communicating
instructions to the smart device or the control app of the smart device to block one or more
apps and/or features at the smart device.

The server is considered as an invention in its own right, and thus in a further aspect,
the invention provides a server, wherein the server is configured to: receive from a conirol
app of a smart device an indication of movement of the smart device into a predetermined
region; and based on this indication, communicate instructions to the smart device or the
control app of the smart device to: block one or more app(s) and/or feature(s) on the smart
device when the smart device is within the predetermined region.

The smart device is also considered as an invention in its own right, and thus in
another aspect, the invention provides a smart device comprising a GPS receiver and one or

more wireless receiver devices; the smart device being configured to: detect, by a control
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app running on the smart device, movement of the smart device into orout of a
predetermined region based on data received by the GPS receiver and/or one or more of the
wireless receiver devices; and to block one or more app(s) and/or feature(s) on the smart
device when the smart device is within the predetermined region.

The predetermined location may be partially determined in negative terms. Thatis, it
is possible to specify a region where apps are unblocked that is inside a region where apps
are blocked. For example, a company could designate a cafeteria or break-room as a place
where employees have unrestricted use of their smart devices. To do this, a first region (e.g.
using a GPS latitudefiongitude and a radius) may be determined; and a second region may
be defined inside the first region, optionally using a beacon (e.g. a low-energy Bluetooth
beacon), wherein the predetermined region is defined by the subtraction of the second
region from the first region.

When the smart device can detect the Bluetooth beacon, this may cause the smart
device to turn off app blocking despite the smart device being inside the first region. When
the user moves {within the first region} out of range of the Bluetooth beacon, app blocking
may be reestablished. Stated another way, the predetermined region may contain one or
more “holes” such that a user that is inside the outermost boundary of the predetermined
region, may nonetheless be outside the predetermined region by virtue of being in located in
a hole within the predetermined region.

iBeacon or Eddystone beacons may be used to implement a low-energy Bluetooth
beacon for defining the first region or for defining the second region (i.e. a hole in the
predetermined region).

The predetermined time may be set at the server to be during working hours and on
working days.

The predetermined time may be set differently for each user’'s smart device.

in this manner, it is not necessary that all users registered with the same server
share the same predetermined times. This feature allows the conirol app and/or server to
account for different work schedules and/or employee holidays (vacations).

The control apps may communicate with online services that provide a crash
reporting system. This can allow various parties (e.g. the user, the employer, or the
manager of the server) to identify bugs in the overall system.

There are various situations in which the control app, via the smart device, may be
configured fo flag something to the server. These situations include:
connecting/disconnecting from a Wi-Fi network, entering or exiting a predetermined region
{e.g. passing a geofence), a periodic scan for beacons, pericdically checking if any VPN
services are running on the smart device, periodically checking if the control app has the
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correct app permissions, checking the Wi-Fi and Bluetooth states of the smart device, and
checking the device location.

The control app may require a given time to elapse {(e.g. 30 seconds) before
determining the smart device 40 is inside the predetermined region.

This can ensure that the smart device 40 is indeed inside the predetermined region,
and that that no brief error has been made in delermining the location of the smari device.

The control app may be configured o request the necessary location permissions
from the smart device to access location services.

The control app may be configured to check, at a configurable freguency, whether
the required permissions and actlive services are availabie.

Location services on smart devices allow determination of the location of the smart
device by detecting one or more of: cellular data signals (e.g. which cell tower(s} is/are the
smart device abie communicate with), Wi-Fi signals, GPS networks, and Biuetooth beacons.
Access {o several different location services may allow the control app to more accurately
detect movement of the smart device into or out of the predetermined region.

Smart devices may be “supervised” or “unsupervised”. A supervised device allows
the supervisor a greater level of access to the OS that is granted to a user {(where the
supervisor and user are different people). For example, organisations that own a large
number of smart devices that are distributed to their staff, will ofien register the
organisation’s smart devices as “supervised” to allow the company a greater level of control
over the smart device than the employee. Unsupervised smart devices are smart devices
that are not supervised. Unsupervised devices will typically be smart devices purchased by
the employee for personal use.

The server may have a greater level of control over supervised smart devices
compared to unsupervised smart devices. For example, on a supervised device running
i0S, individual apps may be blacklisted or whitelisted. In an unsupervised device, it may be
that blacklisting/whitelisting may only be based on broad categories of app, e.g. based on
the age rating, described below.

An unsupervised smart device running i0OS may be enrolled in a headless MDM
which allows, for example, blocking of ali apps on the smart device that have been
downloaded from the Apple App Store, based on an age rating policy.

The Apple App Store currently has age ratings for apps of 4+ (i.e. suitable for users
over four years old), 8+, 12+, 17+ and “No Rating”. Thus, the headless MDM may, for
example instruct the smart device {o block all apps with an age rating above 4+,

The present disclosure provides detailed examples for implementing the method and
system on smart devices running i0S make by Apple Inc. and Android made by Google inc.

The conirol app may work in very similar ways for different variants of these operating
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systems. 0S8 has a number of diffsrent versions. Similarly, Android has a large number of
variants, in particular, variants that are modified by third parties to use the base Android
system along with other functionality programmed by that third party. Thus, in another
aspect, the control app is configured {o run on smart devices running one of iI0S, Android,
and any variants thereof.

it will be readily appreciated that the various optional and preferred features of certain
embodiments described above may be used separately or in any combination, and are
applicable to all of the aspects of the invention.

Certain embodiments of the present invention will now be described in greater detail
by way of example only and with reference to the accompanying drawings in which:

Figure 1 shows a plan view of three buildings; and

Figure 2 shows a plan view of three buildings with a circular region defined;

Figure 3 shows a flow diagram of the process followed by a conirol app to determine
whether to block/allow apps and/or features;

Figure 4 shows a sequence diagram for updating the predstermined region from a
server to the smart device;

Figure 5 shows an architecture diagram of the process of blocking apps and/or
features on a smart device running the Apple i0S;

Figure 6 shows an architecture diagram of the process of blocking apps and/or
features on a smart device running the Android OS;

Figure 7 shows a schematic view of the communication links between: a server, a
smart device running i0S, a smart device running Android, and a {remote)} control interface
for the server;

Figure 8 shows a flow diagram for background operations performed by an
exemplary control app;

Figures 9A and 9B show a flow diagram for operation of an exemplary control app
running on i0OS;

Figure 10 shows a flow diagram of the main operation loop for the exemplary control
of Figure 9;

Figure 11 shows a flow diagram for checking location permissions for the exemplary
conirol app of Figures 9A/8B; and

Figures 12A and B show a flow diagram of the initial setup for the exemplary control
app of Figure 8.

The beiow description describes the blocking of multiple apps and/or features.
However, from the above description it will be appreciated that the invention inciudes the
blocking of only one app and/or feature. The below description simply relates to particular

preferred embodiments.
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Figure 1 shows a plan view of three buildings 10, 20, 30. A first of the buildings 10 is
a workplace of an employee of a company that is operating the described embodiment. The
other two buildings 20, 30 may be other workplaces of different companies. A number of
wirgless emitters 10a-c are associated with the first building 10. The other buildings 20, 30
may also have their own wireless emitters 20a, 30a. The wireless emitlers may be, for
example, a Wi-Fi device such as a Wi-Fi router or Wi-Fi extenders, or a Blustooth device,
such as a Bluetooth beacon. The employee has a mobile smart device (e.g. a smartphone,
tablet, lapiop etc.) 40, which may be anywhere in the area shown. It is in wireless
communication with server 50 within first building 10, which is operated by the company. The
server (which may be referred {o herein as the "Blackout Server”} runs software that may be
used to control access to other apps and features of the employee’s smart device 40.

Figure 2 corresponds to Figure 1, except that it shows a circular region 16 centered
on a point 12 defined by GPS co-ordinates.

The company based in the first building 10 wants to allow employees to use their own
smart devices in the workplace while limiting access {o certain apps and/or features on those
devices when the employee is at the workplace and during working hours, so as to improve
worker productivity. To achieve this, the employer may have the employees download a
computer program {app) to their smart device(s). For example, an employee may be senta
message to their smart device inviting them to download the app from a particular link.

Once installed, the app (which may be termed a “control app”) configures the smart
device 40 to contact the server 50 in response to certain events, such as the arrival of a
push noftification or a detected movement into or out of a predetermined region (see below),
at which point, the smart device 40 transmits to the server 50 data regarding the current
state of the smart device 40. In particular, the smart device 40 sends data including at least
one of: the current app permissions of the control app, the current activation state of the
GPS receiver and all wireless receiver device(s), and the current state of a manuai override
switch of the controf app in the smart device 40. These steps are discussed further below in
relation to Figure 4.

The app and server 50 are configured to cooperate to perform the following steps,
shown in Figure 3

Step 100: determine a location of the smart device;

Step 102: determine the current time;

Step 104: check if the current time is within a predetermined period of time;

Step 106: check if the location is inside a predetermined region;

Step 108: if the current time is within a predetermined period of time and the location

is inside a predetermined region, then a predetermined set of apps and/or features (blacklist)
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are blocked on the smart device or all apps and/or features except for a predetermined set of
apps {whitelist) are blocked on the smart device; sise

Step 110: turn off any blocking of apps and/or features {i.e. unblock those apps
and/or features).

in other embodiments, step 104 may not be carried out and so step 108 may involve
blocking based on the location only. These steps will be described in more detail below,
referring fo the embodiment where step 104 is performed.

Decisions about when to activate or deactivate app and/or feature blocking on the
smart device 40 are made by the software running on server 50, based on data received
from the smart device. Thus, in relation to Step 100, the smart device will send data relating
to the detected movement into or out of the predetermined region. The smart device 40 may
also send the network identifiers for all wireless networks that are detected by the smart
device 40 and any visible beacons {e.g. Bluetooth beacons). Based on the received
information (Steps 104 and 108), the server 50 then communicates with the smart device or
the control app at the smart device 40 to instruct the smart device 40 or the control app at
the smart device 40 to block or unblock apps and/or features on the smart device 40 (Step
108). Exemplary implementations of the blocking functionality are described later for each of
i0S and Android in relation to Figures 5 and 6.

As a result of the above, when an employes is, for example, in the workplace during
working hours, the smart device 40 is configured (by the control app) to block user access {o
certain apps and/or features.

The determination of the location of the device {Step 100) is related to the definition
of the predetermined region used in Step 108, so these are now discussed in more detail
together.

The predeterminad region may be defined in different ways. For exampile, in Figure
1, the employer may define the predetermined region as an area defined by a set of GPS
coordinates defining the shape of the building 10. In this instance, an employee with a smart
device 40 at location A would be within the predetermined region and thus, during a
predetermined time period e.g. working hours, the control app would be active in blocking
certain apps and/or features or allowing certain apps and/or features on an employee’s
smart device, as appropriaie.

Alternatively or additionally, the predetermined region may be defined as an area
defined by a single GPS coordinate 12 and a radius 14, thereby defining a circular region 16,
as shown in Figure 2. This region may extend beyond the building 10 and consequently an
employee at either location A or location B would be within the predetermined region.

The predetermined region may comprise one or more areas defined in different ways.

The predetermined region may be a superposition of such areas or an aggregation of such

16



10

15

20

25

30

35

WO 2019/086880 PCT/GB2018/053167

areas. For example, the predetermined region may comprise an area defined by a set of
GPS coordinates and an area defined by a single GPS coordinate and a radius. Thus, if an
employee is within a pre-determined region comprising a superposition or aggregation of any
of a plurality of areas thus defined, the control app on the employee’s smart device 40 would
be active in blocking.

Alternatively, or additionally, the predetermined region may be defined as any place
at which the smart device 40 can detect a particular wireless network, e.g. when itis in range
of any of wireless emifters 10a-c (Figure 1).

in this example, the predetermined region is defined as anywhere that a smart device
40 owned by an employee from the first building 10 can detect the wireless emitters 10a-c of
the first building.

Smart devices can commonly detect a number of wireless emitters without
connecting to any of them. The wireless emitters 20a, 30a of the second and third buildings
20, 30 are not associated with the company of the first building 10. Therefore, evenifa
smart device 40 detects these wireless emitters 20a, 30a, they do not define the
predetermined region. Thus, the smart device 40 of an employee from the first building 10 at
location C may detect wireless network 20a but, provided that smart device 40 cannot detect
any of the wireless emitiers 10a-c of the first building 10, then location C is outside the
predetermined region. The skilled person would readily appreciate how to configure the
control app to distinguish between wireless emitters defining the predetermined region and
wireless emitiers unrelated to the predetermined region, e.g. by virtue of a particular
identifier.

Similarly, if an employee of a company from the second building 20 (which also
implements this system) is at location A with their smart device 40, then their smart device
40 may detect one or all of the wireless emitters 10a-c of the first building 10 but, uniess
their smart device 40 can detect the wireless emitter 20a of the second building, location Ais
outside the predetermined region for that employee’s smart device 40.

Put another way, each smart device 40 can be configured to use different methods to
identify predetermined regions. Thus, a first smart device 40 may have a predstermined
region defined by the GPS coordinate 12 and radius 14, shown in Figure 2. A second smart
device 40' may have a predetermined region defined by its being able to detect a given
wireless emitter 30a.

The conirol app thus gathers data relating to the location of the smart device 40 e.g.
GPS data from a GPS receiver and/or data relating to the detection of a network identifier
e.g. from a wireless receiver device such as a Blustooth receiver device, Wi-Fi receiver
device or cellular network receiver device. The GPS and wireless receiver devices may be

considered as “sensors” that provide location data. The control app assesses, based on the
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location data, whether the location is within the predetermined region. If itis, the control app
contacts the server 50.

The current time (Step 102) may be determined from a clock on either the server 50
or on the smart device 40. Preferably, the time is determined from a clock on the server 50
to avoid user circumvention by changing the clock on their smart device 40. The control app
then determines whether the time falls within a period during which blocking is required
(Step 104), e.g. during the normal working hours of the business.

Assuming that it is required, the blocking of apps and/or features (Step 108} may be
effected by the control app or via server interaction with the smart device. How blocking is
effected may depend on the operating system running on the smart device, e.g. i0OS or
Android. Embodiments of blocking functionality are described later.

In order to determine which apps and/or features are to be blocked in Step 108, a set
of permissible apps and/or features may be determined as a whitelist — i.e. the employer
prepares a list of apps and/or features that are allowed to be used during working hours and
in the workplace, and all other apps and/or features are blocked by default.

Alternatively, the set of apps and/or features may be determined as a blacklist - i.e.
the employer prepares a list of apps and/or featurss that are to be blocked during working
hours and in the workplace, and all other apps and/or features are allowed by defauit.

A smart device 40 may run faster or have a longer battery life as a consequence of
blocking apps and/or features in the manner provided by the present disclosure.

it is a general feature of smart device operating systems (0Ss,) that any given app
requires various “permissions” to interact with the device itself and with other apps. Usually,
when a user downloads an app, the smart device 40 alerts the user to what app permissions
are required for the proper functioning of that downloaded app. For exampile, it is common
for apps to require internet access in order to deliver advertisements to users using the app.
it is also common for an app to request access {o the user’s contacts stored on the smart
device 40 if that app has functionality to share data with others {e.g. by sending a text
message or email to other users devices from within that app).

To implement the above-described method via an app, it is important that the control
app has the correct permissions.

Consequently, the server 50 is provided with a list of the required control app
permissions. The control app may communicate a list of current control app permissions to
the server 50. The list of current control app permissions may be considered as a type of
“current smart device parameters”. The server 50 may check whether the current conirol
app permissions match the list of required control app permissions. If the smart device 40
does not have the correct control app permissions, the server 50 may send a push

notification to the smart device 40 to request the smart device 40 to contact the server 50.
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The server 50 then sends information to the control app {o notify the user that they need to
adjust their permissions or {0 cause the control app to automatically adjust the permissions.
Push notifications may be performed by the Urban Airship service, for example.

Figure 4 shows a sequence diagram of this process. Actlions at the smart device 40
are shown on the left and actions at the server 50 are on the right.

Step 200: a user, e.g. an administrator, sets the predetermined parameters (e.g.
required control app permissions) on the server 50.

Optional step 201a: the server 50 requests the smart device 40 to send a list of
current parameters. These parameters may include: current conirol app permissions seton
the smart device 40; the current activation state of the or each wireless receiver device of
the smart device 40; and the current state of a manual override swiich of the control app on
the smart device 40. Network identifiers for any wireless network that are detected by the
smart device 40 may alsoc be requested by the server 50.

Step 201: the control app sends the list of current parameters to the server 50,
inciuding the current control app permissions and optionally the network identifiers, in
accordance with the request.

Step 202: the server 50 checks whether the current parameters conformto a
predetermined set of parameters.

Step 203: if the current parameters do not conform to the predstermined set of
parameters (e.g. if the current control app permissions do not conform to the required control
app permissions) then the server 50 sends a notification o the smart device 40 containing
the predetermined set of parameters {i.e. specifying the control app permissions required).

Step 204: the smart device 40 then applies the parameters or requests a user to
apply the predetermined set of parameters, as required. Thus, since the parameters include
current control app permissions, the smart device 40 applies the predetermined control app
permissions or requests the user to do so.

if a user persistently has the incorrect permissions, this could indicate that the user is
attempting to circumvent the app when at the workplace during working hours. Thus, an
audit method may be implemented in which, if the app permissions for a given smari device
40 are determined to be incorrect more than a certain number of times {e.g. Stimes, oron §
different working days), the server 50 may send an alert 1o a second user, e.g. a supervisor
at the firm, to identify the smart device 40 and its owner and alert the second user that this
person may be irying to circumvent the control app’s functionality.

Alternatively, a user may attempt to circumvent the control app by preventing the
control app from contacting the server 50 (e.g. by disabling all wirsless communication
systems on their smart device 40). Thus, the server 50 may store either or both of &
frequency with which the control app connects to the server 50 and a time (duration) since
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the smart device 40 last connected to the server 50. {f the frequency of contact is too low,
the server 50 may alert a second user, e.¢g. a supervisor that the user may be trying {o
circumvent the control app. If the time since the last communication from the conirol app is
too long, the server 50 may alert a second user, e.g. a supervisor, that the user may be
frying {o circumvent the control app.

As mentioned previously, the particular implementation of the method and system will
depend on the operation system running on the smart device 40. In particular, the
implementation of the blocking functionality will be different for each of I0S and Android.

An implementation of the control app 42a that is configured to run on iOS produced
by Apple Inc. is described below with reference to Figure 5. it has no capability to directly
block or unblock apps and/or features (in other words, {0 activate or deactivate app filters) or
to directly determine the state of blocking (i.e. the state of filters). Instead, it relies on the
server side elements for this. 108 smart devices 40 may be enrolled in a Mobile Device
Management system implemented by the server 50. This allows the MDM system to
manage the smart device. The smart device 40 may therefore be termed a *managed
device”.

An implementation of the conirol app 42b that is configured to run on the Android OS
produced by Google Inc. is described below, with reference to Figure 6. In contrast to the
i0S system, it is entirely responsible for the implementation of blocking (i.e. implementing
filters to control blocking/unblocking of certain apps/features). This is because, on Android,
apps have a much higher potential control over other apps

Considering first the i0S embodiment, Figure 5 shows an architecture diagram of the
process of blocking apps on a smart device 40 running the Apple iI0S. In this embodiment,
08 smart devices 40 having the control app 42a installed thereon are enrolled in a Mobile
Device Management system implemented by a server 50. The server uses the iOS MDM
features to control the functionality available {(e.g. the apps and/or features that are blocked /
not blocked) on managed devices as discussed above.

in i08S, it is possible for a device (e.g. smart device 40) to be enrolled in sither one or
zero MDM systems at a time. Enrolling in an MDM system allows the MDM system to
manage the smart device 40 in various ways including disable/enabling apps, the camera,
and the Safari web browser. There are two mechanisms of control. The MDM System can
require a device to apply or remove any number of 'Configuration Profiles’. Disabling apps,
the camera, and the Safari browser are all consequences of applying Configuration Profiles.

MDM Systems can also apply Commands to devices. Commands are typically
changes of state like making a smart device 40 install a certain app or putting the device into

fost’ mode,
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The control app gathers data relating to the location of the smart device 40 as
previously described, e.g. using sensors such as a GPS receiver, Bluetooth receiver device,
Wi-Fi receiver device or cellular network receiver device. Movement into or out of a
predetermined region can be detected based on this sensor data as previously described,
and this enables the MDM to be instructed {o set the allowed functionality of the device (e.g.
iffwhat apps are to be blocked) on the managed device. In terms of specific implementation,
depending on the exact version of iOS running on the smart device 40 and the level of
allowed management, the MDM may instruct the smart device 40 to install or remove
Configuration Profile(s) that contro! the availability of apps and/or device features.

The process of blocking apps is Hllustraied in Figure 5.

The flow of operations is as follows:

Step 1: An event occurs which causes the control app 42a, via the smart
device 40, to contact the server 50 (ref 1). This event may be detection, by the control app
42a, of movement of the smart device 40 into or out of a known region (defined e.g. by GPS
coordinates or by proximity to/detection of a wirsless network elc.). Alternatively, the avent
may be a periodically scheduled event, such as a daily instruction to contact the server 50.
The control app 42a sends at least: the current app permissions of the control app 423, the
current activation state of the GPS receiver and all wireless receiver device(s), and the
current state of a manual override switch in the smart device 40. If the conirol app 42a has
detected movement of the smart device 40 into or out of the region, the control app will
communicate this to the server 50.

Step 2 The server 50 receives the information and determines, based on that
information and the time according to the server 50 clock, which if any apps and/or features
on the smart device 40 should be blocked. The server 50 sends an instruction 2 to the MDM

containing a list of which, if any, apps should be blocked on the smart device 40.

Step 3: The MDM instructs (ref. 3) the APNS to send a “wake up” message 7
to the smart device 40.

Step 4: The APNS acknowledges (ref. 8) the send-message instruction to the
MDM.

Step 5: The MDM acknowledges (ref. 9) the instruction from the server 50.

Step &: The sarver 50 returns (ref. 6) the current app permissions of the

control app 42a, the current activation state of the GPS receiver and all wireless receiver
device(s), and the current state of a manual override switch to the smart device 40.

Step 7: The APNS sends g “wake-up” message (ref. 7 again) o the smart
device 40. This is asynchronous with step 6.

Step 8: The smart device 40, on receipt of the "wake-up” message from the
APNS, contacts the MDM (ref. 8 again) to retrieve a list of what functionality (apps and/or
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features) which shouid be blocked or unblocked on the smart device 40. Blocked
functionality may also be considered as disabled functionality; unblocked functionality may
be considered as enabled functionality. So, blocked apps/features may also be considered
as disabled appsffeatures; unblocked appsffeatures may aiso be considered as enabled
apps/features.

Step The MDM sends (ref. 3 again) to the smart device 40 a list of what
functionality (apps and/or features) should be blocked/unblocked (disabled/enabled) and the
smart device adjusts its settings accordingly.

As noted above, in an alternative embodiment, the app 42b may be running on the
Android OS. The control app for Android may have a high level of permissions to affect the
operation of other aps. There is currently variation in the field of supported Android OS
versions and devices that may require use of a blend of techniques to achieve the app
and/or feature blocking. The control app configured to run on Android may achieve app
blocking through two approaches:

1. Accessibility Services. The conirol app 42a leads the user through the process of
granting permission for the control app to detect when other apps go into the foreground and
to ‘draw over’ them {o prevent use.

2. VPN Services. The control app 42a will also prompt the user {o grant the
permissions necessary to prevent blocked apps from communicating directly with any
networks.

Depending on their availability on a device's specific version of the Android OS, the
control app 42a may use a blend of Android system services to prevent interaction with
blocked apps by way of the main user interface, notifications, or other forms of app
messaging. These include Accessibility Services, VPN Services, and access to the list of
running processes.

Currently, on Android, apps have a much higher level of potential control over other
apps on the same smart device (e.g. smart device 40). For this reason, an implementation
of the control app configured to run on Android does not require the same device-wide
influence as in the iOS case. The control app running on Android instead requires a high
level of permissions to affect the operation of other apps. Blocking the use of the browser
and camera may be effected by blocking the apps used for opening those functions. For
these devices, the process of contacting the server 50 and blocking apps and/or features
may be implemented according to the following process illustrated in Figure 6:

Step 1: An event occurs which causes the control app 42b, via the smart
device 40, to contact (ref. 1) the server 50. The control app 42b sends at least: the current
app permissions of the control app 42b, the current activation state of the GPS receiver and

all wireless receiver device(s), and the current state of a manual override switch in the smart
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device 40. [f the control app 42b has detected movement of the smart device 40 intc or out
of the region, the controf app will communicate this to the server 50.

Step 2: The server 50 receives the information and determines therefrom
which if any apps on the smart device 40 should be blocked. The server 50 replies (ref. 2) to
the smart device 40 with a list of which, if any, apps and/or features should be blocked on
the smart device 40. The control app 42b then applies these blocks on smart device 40.

Depending on the availability of Android system services on the specific version of
the Android OS running on the smart device 40, a blend of system services is used {o
prevent interaction with blocked apps and/or features by way of the main user interface,
notifications or other forms of app messaging. These include Accessibility Services, VPN
Services and access to the list of running processes.

Some embodiments of the disclosure enable blocking of functionality such as a
camera and/or a browser {e.g. the default browser). In an implementation of the control app
for a smart device 40 running i0S, the camera or browser {e.g. the Safari browser) can be
disabled at the system level. In other words system-level blocking is carried out. This may
be done by the server contacting the smart device (not the control app) and instructing the
smart device to block/unblock certain features such as the camera or browser (i.e. change
the enabled/disabled functionality). This would be a simple implementation matter for the
skilled person. Alternatively, an app which operates the camera or a browser app may be
blocked as part of the above described app-blocking. In an implementation for @ smart
device 40 running Android, system-level blocking is not carried out. Instead, the browser
and camera apps are blocked from opening. This is extended app-level blocking.

in one embodiment of the invention, when a user (e.g. an employee) wishes to make
use of the conirol app {e.g. as a condition of a BYOD policy by the employer), the user can
download the control app and register their smart device 40 with the server 50, such that the
smart device 40 receives the correct settings regarding blocked apps and/or features,
allowed apps and/or features, predetermined area, predetermined time etc. as seton the
server 50, e.g. by the employer. On successful registration, the control app fetches the
current configuration from the server 50 and then goes into an event loop. In this event loop,
the control app contacts the server when a particular event occurs, e.g. when relevant
sensor data has changed, or when it has been a particular time since the last contact.
Figure 8, which will be discussed in detail below, shows a number of different events that
each cause the smart device 40 to (fry to) contact the server 50.

More specifically, non-urgent event types may include movement of the smart device
40 from or into the proximity of the predetermined region and the current app foreground in

use by the user. Urgent event types may be the receipt of a remote push notification from
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the server 50 and/or when a user changes state of the manual override switch in the Ul of
the conirol app.

When any of the above evenis occur, the control app will gather all relevant data (list
of visible beacons, current GPS coordinates, current network SSID etc.}, all relevant device
states (permissions, activation state of Biuetooth efc.) and send it along with the current
state of the manual override switch to the server 50. The server 50 will reply with the full
current correct configuration and the expected state of app blocking (i.e. filter activation).

Part of the server 50 configuration will be a minimum amount of time the control app
should wait before contacting the server 50 in response {0 a non-urgent event. This will be
configurable on a per client (e.g. per employer) basis and will allow administrators to achieve
the right balance of app blocking latency and system load and device battery impact.

In terms of the control app contacting the server 50 after a particular fime has
elapsed since the last contact, the control app runs in the background on the smart device
40, reporting information about the smart device’s 40 state {o the server with a frequency
determined by the server 50.

Figures 7-12 show detailed implementations of the control app running on smart
devices 40.

Figure 7 shows a high-level view of the system showing the communication links
between an Android smart device 40 and the server 50, and between an i0S smart device
40 and the server 50 {and a MDM 66), and between a browser or dedicated administrator’s
device (belonging to, for example, the employer} and the server 50.

The server 50 shown in Figure 7 contains a number of different modules for providing
different functionality. These include a user APl 52, a relational database management
system (RDBMS) 54, an administrator AP 56, and a Web Admin interface 58. The Web
Admin interface may allow a user (e.g. an employer) o access the server 50 remotely to set
the specific policies (predetermined times, predetermined areas, whitelists, blacklists etc.) for
smart devices 40 registered with that server 50.

in this embodiment, the server 50 implements a message queue 60 for sending
messages/updated to users’ smart devices 40. The messaging queue 60 is implemented
using the Urban Airship push notification system 62. The message queue 60 also
communicates with the Sparkpost emailing service 61. The push notification system 62
communicates with the control app running on user's smart devices 40. The control apps
communicate with Crashlytics 64, which is a service providing a crash reporting system.
Management of smart devices 40 running iOS is routed through a Mobile Device
Management (MDM) system 66, as described above. The MDM 66 comprises a
management AP 68, a relational database management system (RDBMS) 70, and an Apple
Push Notification Service (APNS) queue 72, which communicates with the APNS 74, which,
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in turn, communicates with the smart device 40. The I0S device 40 communicales with a
MDM API 76 in the MDM 66. An administrator communicates with the Web Admin interface
58 via a browser 82 running on a client device 80 (e.g. a PC})

Figure 8 shows a flow diagram showing a sel of processes (shown in boxes {o the left
and at the top of the figure) that run in the background in an implementation of the invention
(i.e. aspects not visible to the user of the smart device 40). This depicts situations in which
the control app, via the smart device 40, communicates with the server 50 to flag some
event delected by the conitrol app. These situations are: the smart device 40 connecting
{o/disconnecting from a Wi-Fi network 84, the smart device 40 entering or exiting a
predetermined region (e.g. geofence) 86a,86b, a periodic scan for beacons 88 by the smart
device 40, pericdically checking if any VPN services are running 90 on the smart device 40,
periodically checking if the control app has the correct app permissions 92a, checking the
Wi-Fi 92b and Bluetooth 92¢ siates active on the smart device 40, and checking the smart
device 40 location 92d.

The control app implements a dwell lime of 30 seconds for determining that the smart
device 40 has indeed entered the predetermined region before implementing app blocking.
When exiting the predetermined region, the app immediately unblocks blocked apps.

The periodic scan for beacons 88 occurs every 3 minutes. The checking to
determine if any VPN services are running 80 on the smart device 40 occurs every 5
minutes. in this step 90, if required and able, the conirol app restarts the VPN service.

The conirol app implements listening subroutines to immediately determine if the
correct app permissions are implemented S2a, checking the state of Wi-Fi 92b and Bluetooth
92¢ states, checking the OS’s Accessibility setlings 92d and Notification settings 92e.

When required, the server 50 sends silent notifications to the control app io
block/unblock apps 94 or {o alter setlings 96 of the control app.

Figures 9A and 9B shows a flow diagram of the running cycle of the app on a smart
device 40 running i0OS starting from first instaliation of the confrol app on an i08 smart
device 40. (Figures 9A and 9B are parts of the same flow diagram split over two pages. To
clearly show the links, several flow arrows extending from steps shown in Figure SA are
marked A-E, and these correspond {o the flow arrows A-E in Figure 98.)

in these diagrams, where one flow arrow goes to mulliple actions (e.g. see arrow
lsaving “App Launched by User” box), the actions are performed in order of top-to-bottom in
the orientation shown in the diagram. That is, in the example of the arrow extending from the
“App Launched by User” block, the app goes on to “Is Registered?” first, and then, if
appropriate, "Setup Flow”, "Check Location Permission Flow” eic.
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As shown in Figure 8A, once the control app is installed at step 5901 and then
launched at step S902 by the user, the control app starts by determining whether the smart
device 40 is registered with the server 50 at step S903.

if s0, the control app checks that it can contact the server 50 at step 5804 and, if so,
the conirol app enters the Main Operation loop 1000, discussed in detail below with respect
to Figures 10-12B.

If the conirol app cannot contact the server 50, it outputs a failure/error message
(step S905).

if the control app is not registered with the server 50, the control app first enters the
Setup Flow 1200, described beiow with reference to Figures 12A and 12B, and then enters
the Check Location Permission Fiow 1100, described below with reference to Figure 11.

At step 5906, if the app launch or foregrounding was caused by the user tapping the
“Location Permission Reminder” (part of the Check Location Permission Flow, discussed
below in relation to Figure 11), then, at step S807, the app redirects the user to the Settings
app on the smart device 40 so that the user can set the necessary permissions.

These steps are performed in order each time the control app is launched or when it
is foregrounded by the user.

Figure 98 depicts actions of the control app when it is running in the background. in
this situation the flow staris at step S908 whersin the control app checks whether the smart
device 40 is registered with the server 50 and, if so, it begins the Main Operation Loop 1000.
If not, the control app attempts to contact the server 50 at step S804 and, if it cannot, it
outputs a failure/error message (step S208), i.e. as above, when the app is foregrounded.

if the control app is not registered with the server 50, then the control app enters the
Check Location Permission Flow 1100.

At step 8908, if, while backgrounded, the control app is suspended by the OS for any
reason, then the control app, , may be automatically relaunched (step S910) by the OS
determining a significant location update has occurred, or by detecting entry of the smart
device into/out of the predeiermined region.

if the control app is terminated either by the user or by the OS (step S808), then the
control app must be manually relaunched by the user {i.e. return to step $102) or restaried
by a significant location update or by detscling entry of the smart device into/out of the
predetermined region.

Figure 10 depicts the Main Operation Loop 1000 of the control app, i.e. its method of
operation. The method starts at step S1001 with the control app on the smart device 40
monitoring for entry/exit into the predetermined region. Further, the control app wails {step
81002} in the operation loop for one of the following to happen:

An update from the server 50 that changes the predetermined region 1003;
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A silent push notification from the server 50 is received 1004;

The control app being foregrounded by the user 1005;

The user changing a manual filter switch in the control app that allows the user to
explicitly disable the app and any active filtering of apps 1006. Use of this switch by the user
is logged at the server 50;

The smart device 40 changing to connect to a different Wi-Fi network 1007;

A change to the User Notification Authorisations 1008,

A change to the Location Permissions 1008 (i.e. authorization on the smart device 40
to use the Location Services) — at this point, the control app first enters the Check Location
Permission Flow 1100;

A change to the beacon or geofence region state 1010 {i.e. entry into or exit from the
predetermined region, as detected by the GPS receiver or by detecting/not-detecting a
beacon of interest, i.e. a beacon that at least partiaily defines the predetermined region};

A change to the Bluethooth activation state on the smart device 40 1011 (i.e. turning
a Biuetooth receiver on or off) or a change of afthe beacon to which the smart device is
connected via Bluetooth or detection of a beacon of interest;

A change of the smart device to a low power mode 1012; or

Background Refresh Status Change 1013 {i.e. a setiing changed by the user as {0
whether or not apps can be updated in the background}.

At step S1014, if the control app detecis one of. an update from the server 50 that
changes the predetermined region 1003; a silent push notification from the server 50 1004;
the control app being foregrounded by the user 1005; or the user changing a manual filter
switch 10086, then the control app contacts the server 50 and awails instructions therefrom.
The server 50 then identifies whether or not the control app has failed or if there is no
change to the region list (step $1015a). If the control app has not failed, the server 50 sends
{step $1015a) to the control app an update to the region list, i.e. an update fo the
predetermined region{(s).

if there is no change to the predetermined region, the control app returns {o the step
of waiting in the operation loop for one of the aforesaid events to happen {(i.e. step 51002).

If there is a change to the predetermined region, the control app goes to the step of
monitoring for entry into/exit from the new {i.e. updated) predetermined region {i.e. step
S1001).

in any of the other aforesaid events 1007-1013 occurs, the control app checks to see
whether ali areas (“regions”) have been determined at step S1016. The control app has a
list of areas of interest (e.g. a GPS coordinate + radius, a list of Wi-Fi and Bluetooth beacons
etc.) that make up the predetermined region. An area is flagged as “undetermined” when it
is not currently clear to the app whether the smart device 40 is inside or outside that area
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(e.g. if the GPS receiver has not yet obtained an exact fix on the location of the smart
device). An area is flagged as “determined” when the control app knows definitively whether
or not the smart device 40 is within the predetermined region. If all regions have not been
determined, the flow returns to step S1002. If all regions have been determined, the control
app contacts the server 50 at step $1018.

Figure 11 shows the Check Location Permission Flow 1100. This Figure details the
flow of steps when the control app requests the necessary Location Permissions (i.e. access
to Location services) from a smart device 40 running iOS. Location services on i0S (and
Android) smart devices 40 allow the location of the smart device 40 to be determined by
detecting cellular data signals, Wi-Fi signals, GPS networks, and/or Bluetooth beacons, as
described previously, and the control app is configured to use the Location services to
determine the location of the smart device 40 with respect to the predetermined region(s).

The Check Location Permission Flow starts at step S1101 in which the control app
first checks to see if the user has been previously prompted to provide the necessary
focation permissions.

If not, the flow ends (step S1102).

If so, the next step (step $1103) is the control app determining if the Location
Permissions granted by the user are indeed those necessary for correct functioning of the
control app.

If the permissions are not correct, the control app checks to see if a reminder is
already scheduled to remind the user to set the correct location permissions on the OS at
step S1104. If no reminder is set, the control app schedules a reminder to the user (step
$1105) and the flow ends.

If the Location permissions are correct, then the control app cancels any pending
reminders to the user regarding Location permissions for the control app (step $1106) and
the flow ends.

Figures 12A and 12B depict the flow of steps for initially setting up the app on a smart
device 40 running i0S. At “Start” the app is run for the first time and the app initially checks
whether the smart device 40 is registered with a particular server 50. The process continues
from there and is described in detail below. (Figures 12A and 12B are paris of the same flow
diagram split over two pages. To clearly show the links, several flow arrows extending from
steps shown in Figure 12A are marked F-K, and these correspond to the flow arrows F-Kin
Figure 12B. That is, for example, after the step of “User Allows/Denies Permissions”, in
Figure 12A, the flow diagram proceeds along arrow “K” to the step of “Are Permissions
correct’” shown in Figure 12B etc.) In this flow, the control app first checks if the smart device
40 is registered with the server 50 (step $1201). If so, the control app checks if the required
app permissions have been previously requested (step §1202).
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If so, user is shown the Setup Check screen $1212a and the control app then checks
whether the permissions are correct (at step $1203} and, if so, the control app contacts the
server 50 to check whether the smart device 40 is correctly enrolled in the MDM (at step
$1204). If the device is incorrectly enrolied in the MDM, the user is shown a Retry prompt
$1204a and step S1204 repeats.

Once it is determined the smart device 40 is enrolied (at step $1205) in the MDM, the
user is shown the Manual Filter screen {step $1206) and the flow ends.

If the smart device 40 is not enrolled in the MDM, the control app determines if the
user has previously followed the MDM link (step $1207) and, if so, the user is shown an
“MDM Removed” message (step $1208) and is instructed to foliow the MDM link (step
51209), at which point the flow ends and the user is left in the Safari app. If the user has not
previously followed the MDM link, the MDM link is shown to the user (step $1210) and the
user is instructed to follow it (step $1209), at which point the flow ends and the user is left in
the Safari app. When the user is enrolied in the MDM, the i0S internet browser, Safari,
mediates communication between the conirol app and the MDM server 66.

If the control app determines that the required app permissions are incorrect (at
$1203), the user is informed accordingly (step $1211) and directed to the iOS settings app
(step $1212) to correct this, at which point the flow ends and the user is left in the i0s
settings app.

If the control app determined that the necessary permissions have not been
requested (at step $1202), the control app directs the user to the relevant screens (e.g.
Location Access and/or Notification Access screens) at step $1213, at which point the user
allows or denies the permissions at step $1214. if the permissions are allowed, the control
app checks if the permissions are correct at step 81215 and if not, the user is shown the
“Incorrect Permissions” screen at step S1211 and the flow proceeds from that step.

if the permissions are correct at step 1215, the user is shown the MDM link screen at
step $1210 and the flow continues from that step.

If the permissions are denied, the user is again prompted to allow the correct
permissions them and this repeats until they are accepted and the flow proceeds as above.

If the device is not registered, the user is prompted to enter an authorization code
received from the server 50 at step $1216, the user enters said authorization code 51216a
which the app registers with the server S1216b, which is then checked with the server 50
$1217. if the code is valid then the control app is registered with the server 50 and activity
branches into two simultaneous streams: a first stream in which the app enters the Main
Cperation Loop, described above ané a second stream that passes o Step 1213, described
above. If the authentication code is invalid the user is shown an Error prompt $1218 and the

flow returns to step S1216.
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Claims

1. A method of blocking one or more app(s) and/or feature(s) on a smart device, wherein the
smart device comprises a GPS receiver and one or more wireless receiver devices; the
method comprising, on the smart device:

periodically detecting, by a control app running on the smart device, movement of the
smart device into or out of a predetermined region based on data received by the GPS
receiver and/or one or more of the wireless receiver devices;

when movement of the smart device into the predetermined region is detected,

blocking, by the control app, one or more app(s) and/or feature(s) on the smart
device while the smart device is within the predetermined region and independently of any
attempt to access the one or more app(s) or feature(s) on the smart device;

wherein the smart device is configured to communicate with a server;

the control app sending data relating to movement of the smart device into or out of
the predetermined region to the server;

the server determining, based on this data, whether app(s) and/or feature(s) should
be blocked on the smart device;

the server communicating with the smart device to provide instructions to block
app(s) and/or feature(s), wherein the blocking is carried out in response to these
instructions;

the smart device sending to the server a set of current smart device parameters that
are currently applied on or detected by the smart device; and

wherein the set of parameters comprises: some or all current app permissions for the
control app, the current activation state of one or more wireless receiver devices of the smart
device, and the current state of a manual override switch of the control app in the smart
device;

the method further comprising the steps of:

the server determining whether the current smart device parameters conform to a
predetermined set of parameters; and

when the current smart device parameters do not conform to the predetermined set
of parameters, sending a notification to the smart device to instruct the smart device or a

user of the smart device to adjust the current device parameters applied on the device.

2. The method of claim 1, wherein the step of blocking comprises blocking one or more

predetermined app(s) and/or feature(s).

3. The method of claim 1, wherein the step of blocking comprises blocking all apps and/or
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features on the smart device except for one or more predetermined app(s) and/or feature(s)

when the smart device is within the predetermined region.

4. The method of claim 1, further comprising determining a current time; and
wherein the one or more app(s) and/or feature(s) is blocked when both the smart
device is within the predetermined region and the current time is within a predetermined time

period.

5. The method of claim 1, wherein the predetermined region comprises at least one of the
following areas:

a 2D spatial region defined by a predetermined set of GPS coordinates;

a 2D spatial region defined by a single predetermined GPS coordinate and a radius
from that GPS coordinate;

a region in which a predetermined network identifier is detected by the wireless
receiver, optionally wherein the predetermined network identifier is a SSID or UUID,
optionally wherein a UUID is a Bluetooth low energy beacon identifier.

6. The method of claim 1 wherein, if the control app permissions are determined to not
conform to the control app permissions of the predetermined set of parameters, the method
comprises the step of the server pushing a notification to the smart device to initiate

communication with the server.

7. The method of claim 1 further comprising the smart device sending to the server one or
more of: network identifiers for any wireless networks that are detected by the smart device,

visible beacons and current GPS coordinates of the smart device.

8. The method of claim 1, comprising the step of the server sending notifications to the smart

device to set or update the predetermined region.

9. The method of claim 4, further comprising the server determining whether a current time

of a clock of the server is within the predetermined time period.

10. The method of claim 1, wherein the smart device is associated with a first user, and
wherein the server maintains a record of the current control app permissions; and

when the control app permissions are determined to not conform to the control app
permissions of the predetermined set of parameters more than a predetermined number of

times, the server sends an alert to a second user identifying the first user.
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11. The method of claim 1, wherein the smart device is associated with a first user, and
wherein the server maintains a record of a frequency with which the smart device
communicated with the server; and when the frequency drops below a predetermined
frequency, the server sends an alert to a second user identifying the first user.

12. The method of claim 1, wherein the smart device is associated with a first user, and
wherein the server maintains a record of the last time that the smart device communicates
with the server; and

when a duration since the last time that the smart device communicates with the
server exceeds a predetermined duration, the server sends an alert to a second user

identifying the first user.

13. The method of claim 1, wherein the or each wireless receiver device is one of a

Bluetooth receiver device, a Wi-Fi receiver device, and a cellular network receiver device.

14. A processor in conjunction with a non-transitory computer readable storage medium
configured to:

periodically detect, by a control app installed on a smart device, movement of the
smart device into or out of a predetermined region based on data received by a GPS
receiver and/or one or more wireless receiver devices of the smart device; and

block, by the control app, one or more app(s) and/or feature(s) on the smart device
while the smart device is within the predetermined region and independently of any attempt
to access the one or more app(s) or feature(s) on the smart device;

send, by the control app, data relating to movement of the smart device into or out of
the predetermined region to a server;

determine, by the server, based on this data, whether app(s) and/or feature(s) should
be blocked on the smart device;

communicate, by the server with the smart device, to provide instructions to block
app(s) and/or feature(s), wherein the blocking is carried out in response to these
instructions;

send, by the smart device a set of current smart device parameters that are currently
applied on or detected by the smart device to the server;

wherein the set of parameters comprises at least one of: some or all current app
permissions for the control app, the current activation state of one or more wireless receiver
devices of the smart device, and the current state of a manual override switch of the control

app in the smart device;
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determining, by the server, whether the current smart device parameters conform to
a predetermined set of parameters; and

send, by the server, a notification to the smart device to instruct the smart device or a
user of the smart device to adjust the current device parameters applied on the device when
the current smart device parameters do not conform to the predetermined set of parameters.

15. The non-transitory computer readable storage medium and a processor of claim 14,
further configured to block the one or more app(s) and/or feature(s) on the smart device

additionally based on whether a current time is within a predetermined time period.

16. A system comprising a smart device and a server, wherein the smart device comprises a
GPS receiver and one or more wireless receiver devices;

wherein the smart device contains computer-executable instructions to detect
periodically movement of the smart device into or out of a predetermined region based on
data received by the GPS receiver and/or one or more of the wireless receiver devices;

wherein the smart device contains computer-executable instructions to block one or
more app(s) and/or feature(s) on the smart device when the smart device is within the
predetermined region and independently of any attempt to access the one or more app(s) or
feature(s) on the smart device;

wherein the smart device contains computer-executable instructions to communicate
with the server;

wherein the smart device contains computer-executable instructions to send data
relating to movement of the smart device into or out of the predetermined region to the
server;

wherein the server contains computer-executable instructions to determine, based on
this data, whether app(s) and/or feature(s) should be blocked on the smart device; and

wherein the server contains computer-executable instructions to communicate with
the smart device to provide instructions to block app(s) and/or feature(s), wherein the
blocking is carried out in response to these instructions;

wherein the smart device contains computer-executable instructions to send to the
server a set of current smart device parameters that are currently applied on or detected by
the smart device;

wherein the set of parameters comprises: some or all current app permissions for the
control app, the current activation state of one or more wireless receiver devices of the smart
device, and the current state of a manual override switch of the control app in the smart

device;
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wherein the server contains computer-executable instructions to determine whether
the current smart device parameters conform to a predetermined set of parameters; and

wherein the server contains computer-executable instructions to send a notification to
the smart device to instruct the smart device or a user of the smart device to adjust the
current device parameters applied on the device when the current smart device parameters

do not conform to the predetermined set of parameters.

17. The system of claim 16, wherein the server contains editable computer-executable
instructions to define the predetermined region;
and wherein the server contains editable computer-executed instructions to

communicate with the smart device to set the predetermined region.

18. The system of claim 16, wherein the server and/or the smart device comprises a clock,
and wherein the computer-executable instructions of the smart device block one or more
app(s) and/or feature(s) on the smart device additionally based on whether a current time of
the clock is within a pre-determined time period.

19. The system according to claim 16, wherein the or each wireless receiver device is one of

a Bluetooth receiver device, a Wi-Fi receiver device, and a cellular network receiver device.
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