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Extract a digital account creator identifier from a digital account creation request in response 
to the digital account creation request

302

Create, based on the digital account creator identifier, a digital account configured for 
storing a virtual resource

304

Obtain a preset master public key, and generate a signature public key of the digital account 
based on the master public key and the digital account creator identifier

Obtain a master private key paired with the master public key, and generate, based on the 
master private key and the signature public key, a signature private key paired with the 

signature public key

308

Transmit the signature private key to a terminal corresponding to the digital account creator 
identifier, the transmitted signature private key being configured for triggering the terminal 

to generate a digital signature based on the signature private key; receive a resource 
processing request that is fed back by the terminal and that includes the digital signature; and 

process the virtual resource in the digital account based on the resource processing request 
after verification performed on the digital signature based on the signature public key of the 

digital account succeeds

310

306
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Obtain a digital account creator identifier, and generate a digital account creation request 
based on the digital account creator identifier

902

Transmit the digital account creation request, the transmitted digital account creation 
request being configured for triggering creation of a digital account, a signature public key, 

and a signature private key based on the digital account creator identifier, and being 
configured for triggering generation of a verification code and encrypting the signature 

private key based on the verification code, to obtain an encrypted private key

904

Receive the encrypted private key and the verification code

906

Decrypt the encrypted private key based on the verification code, to obtain the signature 
private key, the signature private key being configured for generating, in a resource 
processing process based on the signature private key, a resource processing request 
including a digital signature, and the digital signature being configured for triggering 

processing of a virtual resource in the digital account based on the resource processing 
request after verification performed on the digital signature based on the signature public 

key bound with the digital account succeeds
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A terminal obtains a digital account creator identifier in response to an input operation of the digital account 
creator identifier, generates a digital account creation request based on the digital account creator identifier, and 

transmits the digital account creation request to a server

The server extracts the digital account creator identifier from the digital account creation request in response to the 
digital account creation request, and creates, based on the digital account creator identifier, a digital account 

configured for storing a virtual resource

The server concatenates multiple digital account creator identifiers and a preset master public key when the 
multiple digital account creator identifiers are extracted from the digital account creation request, to obtain a 

concatenated identifier; and performs a hash operation on the concatenated identifier, to obtain a hash identifier

The server obtains a second elliptic curve, and determines a second base point on the second elliptic curve; fuses 
the second base point and the hash identifier based on the second elliptic curve, to obtain a signature public key; 

and multiplies the signature public key by a preset master private key, to obtain a signature private key

The server obtains a verification code, determines an encryption key generation algorithm, and processes the 
verification code by using the encryption key generation algorithm, to obtain a first encryption key; encrypts the 

signature private key based on the first encryption key, to obtain an encrypted private key; and transmits the 
encrypted private key and the verification code to the corresponding terminal

The terminal receives the encrypted private key and the verification code; processes the verification code by using 
the encryption key generation algorithm, to obtain a second encryption key; and decrypts the encrypted private key 

by using the second encryption key, and obtains the signature private key when the decryption succeeds

The terminal displays the verification code and a verification code fill-in box; displays a filled-in verification code 
in response to a filling operation on the verification code fill-in box; and transmits the filled-in verification code to 

the server

The server receives the verification code filled in the terminal by a digital account creator, performs consistency 
comparison between the filled-in verification code and the transmitted verification code, and determines, when the 

filled-in verification code is consistent with the transmitted verification code, that the signature private key is 
successfully delivered

The terminal displays multiple items, and displays, in response to a selection operation for the multiple items, a 
detail page of an item selected through the selection operation, the detail page displaying an item obtaining control 

and a quantity of resources required to obtain the item selected through the selection operation

The terminal generates, in response to a trigger operation for the item obtaining control, a resource processing 
packet based on the quantity of resources required to obtain the item selected through the selection operation, signs 
the resource processing packet by using the signature private key, to obtain a digital signature, generates a resource 

processing request based on the digital signature, and transmits the resource processing request to the server

The server receives the resource processing request, verifies the digital signature in the resource processing request 
by using the corresponding signature public key, and processes the virtual resource in the digital account after the 

verification succeeds
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