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Application 5 This application is a continuation of
and clainms priority to U.S. Application No. 10/228, 15
1, filed August 26, 2002. The entire teachings of the
above application are incorporated herein by
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pricld el the Javendighy i t y nust be ensured. One approach to
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encryption prior to transm ssi or. In a prior art ﬁS
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mevibrsymidarcgligiqneies BHnga WCRGOAEOf-east a private
encryption key. Wen information is to be transmtted
fromthe host conputer systemto a recipient via the

| Baeckgreoundnfithednydfotioniconf i dential nature, the
information is first passed to the encryption

processor for encryption using 30 the stored private
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with the Internet is a lack of secure communication channels. Thus, in order for

hospitals, governments, banks, stockbrokers, and credit card companies to make use
of the Internet, privacy and security must be ensured. One approach to solving the
aforementioned problem uses data encryption prior to transmission. In a pridr art
system, a host computer system is provided with an encryption unit, for example an
encryption processor that is in electrical communication with at least a memory circuit
for storing at least a private encryption key. When information is to be transmitted
from the host computer system to a recipient via the Internet and is of a confidential
nature, the information is first passed to the encryption processor for encryption using
the stored private key. Typically, a same private key is used every time a data

encryption operation is performed. Alternatively, an encryption key is selected from a
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course, a data encryption operation that is perforned
by an encryption processor -2s a mathematica
algorithmin which an input data value, for instance a
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length typically in the range of 56-128 bits. The encryption algorithm is designed

such that it is very difficult to decrypt a message without knowing the key.

In addition to block ciphers, Internet security protocols also rely on public-key
based algorithms. A public key cryptosystem such as the Rivest, Shamir, Adelman
(RSA) cryptosystem described in U.S. Patent No. 5,144,667 issued to Pogue and

Rivest uses two keys, one of which is secret — private — and the other of which is
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that public key; however, decryption of the mnessage
can only be acconplished by -&se of the private key.
The advantage of such public-key encryption is
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common CPUs cannot be used directly. Instead, special algorithms that break down
the large multiplication operations and division operations into operations small
enough to be performed on a CPU are used. These algorithms usually have a run time
proportional to the square of the number of machine words involved. These factors
result in multiplication of large numbers being a very slow operation. For example, a
Pentium® processor can perform a 32x32-bit multiply in 10 clock cycles. A 2048-bit
number can be represented in 64 32-bit words. A 2048x2048-bit multiply requires



result in multiplication of |arge nunbers being a very
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2048-bit nunber can be represented in 64 32-bit

words. A 2048x2048-bit nultiply requires WO

2004/ 019548 PCT/ CA2003/ 001279 -4 64x64 separate

32x32-bit multiplication operations, which takes 40960
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previous processing element of the serial array, with respect to the return processing

direction, which results comprise in aggregate the processed data returned by the
encryption processor. This assembly-line approach to data processing, using a large
number of processing elements, is a very efficient way of performing the
computationally expensive data encryption algorithms described previously. Of

course, the application of pipeline processors for performing computationally



previ ous processing elenment of the serial array, with
respect to the return processing direction, which
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a pi peline processor capable of processing encryption
operations using keys with different bit lengths with
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accordance with the invention there is provided a
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20 In accordance with the invention there is provided a method for processing data

comprising the steps of:

a) providing a pipeline processor including n individual processing elements
arranged in a serial array such that a first processing element precedes a
second processing element which precedes an nth processing element;

25 b) providing an m-bit encryption key to the pipeline processor;

¢) providing data indicative of the encryption key length to the pipeline
processor;

d) providing data to the first processing element for processing;

e) determining a last processing element in dependence upon at least the data

30 indicative of the encryption key length;



25 b) providing an in-bit encryption key to the
pi pel i ne processor; c) providing data indicative of
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d) providing data to the first processing el enent for
processing; e) determ ning a6last processing el ement

i n dependence upon at |east the data 30 indicative of
the encryption key | ength; WO 2004/019548
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processi ng el enents rrange in a serial array
upon the data indicative of an encryption key length.

In accordance with the invention there is provided an apparatus for processing data
comprising:
A plurality of individual processing elements arranged in a serial array
wherein a first processing element precedes a second processing element
which precedes an nth processing element;
A logic circuit internal to each individual processing element for, in use,
processing data indicative of an encryption key length and for providing a
signal internal to the processing element indicative of a last processing
element status, the signal provided in dependence upon the data indicative of

an encryption key length.
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25 wherein a first processing el ement precedes a
second processing el enment which precedes an nth

i ndi vi dual processing elenent for, in use, processing
data indicative of an encrypfion key length and for
providing a signal internal to the processing el enent
i ndicative of a |last processing 30 el enent status, the
signal provided in dependence upon the data indicative
of, . encr.yption .l ength. WD 2004/ 019548
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Figure 5b shows a simplified block diagram of a serial processor array of the pipeline
processor of Figure 4a in which each processing element has an internal decrementing
circuit;

Figure 6 shows a simplified block diagram of a fourth preferred embodiment ofa
pipeline processor according to the present invention;

Figure 7 shows a simplified block diagram of a fifth preferred embodiment of a
pipeline processor according to the present invention;

Figure 8 is a block diagram of a resource efficient processing element design for use
in a pipeline array processor for performing encryption fuﬁctions;

Figure 9 is a block diagram of a systolic array for modular multiplication;

Figure 10 is a block diagram of a single unit with its input pathways shown;

Figure 11 is a block diagram of a DP RAM Z unit;

Figure 12 is a block diagram of an Exp RAM unit;
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preferred enbodi nent of a pipeline processor
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a sinplified block diagramof a fifth preferred

enbodi ment of a pipeline prdcessor according to the
present invention; Figure 8 is a block diagramof a
resource efficient processing el enent design for use
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predetermined length is provided to the processor 1 and the encryption operation is

performed. Alternatively, if the encryption key is less than the predetermined length,
it is padded to bring it to the predetermined length and then the operation is
performed. In either case, the operation takes an approximately same predetermined
amount of time. Unfortunately, as key lengths grow larger, the efficiency of the prior
art processor 1 for processing older, shorter keys is reduced. For example, a
processor designed to accommodate 256 bit keys will process a forty-bit key that has
been padded to 256 bits at approximately 1/ 6™ of the “efficient” time for processing
only the forty-bit key. This is a poor allocation of resources. In order to better
allocate resources, some processors include a plurality of processor arrays each for

processing a different length encryption key as shown in Figure 2. Thus the processor
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25 adg‘kefy' 69?91#:1}/)5 6b InEEEGIE bER omitted for clarity) comprising processor
elements 8, 82, 8, ..., 8" and 8". Each processor element 8 is separately in electrical
communication with the last-bit signal conductor 9 via a connection 11. By way ofa
specific example, each processor element is an eight bit processor element, such that
serial array 6a comprises 32 individual processor elements for supporting 256 bit

30  encryption. Thus, the most efficient allocation of processor resources requires five

individual processor elements to perform a forty bit encryption operation, eight
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within each array 6a, 6b and 6c. The logic circuit 7
is for receiving data indicatd-ve of an encryption key
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processing cycle the logic circuit 7 decrements the data indicative of the encryption
key length by a predetermined amount. In the present example the encryption key
length is forty bits, requiring five processor elements to complete the encryption
operation, such that the data indicative of the encryption key length is representative
of the value five. Then, at the beginning of the first processing cycle the logic circuit
7 decrements by one the value five to indicate that four processing cycles remain.

The value is further decremented at the beginning of the second to fifth processing
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Using the bi-directional pipeline design shown, the result is efficiently
calculated regardless of key length and additional processing cycles are avoided. The
use of processors for supporting keys of different lengths within the device supports
more than one efficient encryption process at a time — each process having a

30 maximum key size. That said, in a common encryption processing system, statistics
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indicative of an encryption key length and for providing a signal to a determined
processing element via the series of hardwired addressable datapaths 22. In use, the
data indicative of an encryption key length is provided to the switching network 21
such that the series of gates determines to which processor element 8 a signal
indicative of a last processing element status is to be sent. The switching network 21
transmits said signal to the determined processing element via a selected datapath of
the hardwired addressable datapaths 22. For instance, the signal is used for setting a

bit of the determined processing element to a value that is indicative of a last
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are other than divisible by 32 bits, for instance the
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the second processor element 14> calculates a zero value, then the logic circuit of the

second processor element 147 generates a signal internal to the second processor
element 14° indicative of a last processor element status. At approximately the time
that the second processor element 14* completes a predetermined second stage of
processing, the second processor element 14? turns the data around and the processed

data is read out of the serial array 13a and into a memory buffer (not shown) of port 3.
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encryption key which 10 padded to at | east 64 bits
prior to processing. Referri-itfg now to Figure 5a and
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| ngd GRE pr¥&ssiff bRt P EoU RErhPEh, 6B Yank G0 Br RYeifing data provided
predet erm ned amount, The decrenented data indicative
ofbytarrdicrtrstatipp {rop showay), alserig operdtye peramivgieationsvithiaoud/aetgnd
pr. €] : | ' | f
QR R e AETR st ALRAGUN il of D alblsln, B Rk 6O ere
el thiwe ptocds4drs pe@eowdes cathchaging earriten erfaYRiion el eiag jupported
of, th n ion k l.engt.h Sal -
aeh VB STt i Bt s ] ot ! STBE} 7 ik So2e i
| qgocessot.r Oficdursef it istalse peesitdant spirupqesserorsaif @rheimry le4gths, but
calcul.ates a zero.value,.then.the l.ogic .cirqguit. of the
C ab RS RowE sb8h R Bt Ster PR R ab it of

i Ndo@¥stlaheh Makingurs ebitityhs defsd diany ehealiee ptocdsédg arrays, for
indicative of a | ast processor el enent status. Al

o B ORE RS E A RS (Do R T t5E A s

el imbBimehfi2 conpl etes a predeterm ned second stage of

30 processing, the second processor elenment 142 turns
the data around and the processed data is read out of
the semdealus@idiAhdkadvedTd ke Ieﬁ%ﬁ i ReRad B RbcetdPhlong with
shown) of port 3. WD 2004/019548 PCT/ CA2003/ 001279 _ .

- 1the @4 £ prasessing am g eacrpptios kemihg ocswr pd dllppadgsubficent

?i cheﬁéﬂﬁjel#i@ tfhB Blsk Qlﬁidth%gfﬁﬁcf?i%ﬂyéa@lo@a@é?ﬁﬁgﬁ&g PRc&sor 16 is

urth preferred enbodi ment of the present invention.
Thebowi pithiadegipeivmitdse wag preivivesly disgosgd pitrefierepse toffigure 3a
A" 80, S t%@cpr% nREREERRA me BERTRNPL{RL 0GEIRAT!
el €nent's not. sRown ,, Tor 1nstance, arrays 6a and 6b
edgts processed by the processor 16, compares the tally to data indicative of the

encryption key length, and transmits a universal signal via the last processor signal
conductor 9 in dependence upon the comparison indicating an end of encryption data.
Optionally, other systems for indicating a last processor element status are used, for
instance the system described with reference to one of the second and third

embodiments of the invention.



5 supporting 256 bit encryption operations and array
6Cc supporting 512 bit encryption operations. Dotted
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coupling for providing electrical comrunication
between the | ast processing-8tement of array 6a and
the last elenent of array 6b, and between the first
el enent of array 6b and the first elenent of array

6c, ol i . ¢ i ock difbram of a pipeline
c reﬁag@gaé&wﬁ@%u?% qygiiy RO biock difgram of a pipel

conmuni ca Wi irst processing el enent
epohesarIdpacading by a fiffldpeered efbydimens of thepeeserd iyention. The

provi.ded b cli y o) '
LSS eRlr P LR ARl P el |
delemefito (prpdesoe sisimangs byt shown)nde tataect, areys oh andieb eachays

6a, 6bhb, 6cC. re three Qcessors ar ' .

o Sionorizs P hSiantinn Ui B SRY Ry ho Bl B8y (dEfiion
buperiiime TR hii@rdchsstg dunnnestunns 6anel thptasosieahdny of array 6b
concatenated to forma.single 1024 bit pr SSOr .
O b acal commaniat 4 Vo8 FHRESE SowRr i S R arG  of
abReh@I Urh P idishe Bitt cledbtit Sf 2fdyeoR atdia dledtrishlsinaminication
addr essi ng over head, which can be undesirable,.

( of
¢ Biarthehardivan cormertionrhoP) TesReRTEDY yAT IEPHHOUIPRERP™ Hilny

S Bhic M RAGRESHhE BrsfhroddSing Eihent @X A0 6 if &t reRERSRIANY
6%%%% fe;g, are cghgateng ed ?h agggidéncéﬂmfﬁﬁahis

entsoifiediie clian sBienm@stshasnh aln i ParHYROFHMEIRED FdAgt h
! gm/ %lﬁggrt%oth% St @&éb?@c%&ﬁfg b‘?ltﬁg‘&riw drBingdni@it SkahAarta9% 6a,
processtn n-key

and the encrypti , the processor can
albbomdtoe. Spfifially swparatp irpots<rit sepwm prepregdader gaiag dand
t her efficientl I l6,16
it R L R e e
di scl osed with reference to Figure 3a 25 and Figure
3b. Th in the present. enhodi men | 0gi ks '
ai 11 obots ol SREiofREE by IR s blbe e
16ipcadpatasad disdiratibyal pipelitmtpaodesilit dsatossible 0fF baghreusing the
encryption ﬁey Iegﬁth,.ggq trQQ§ its a ugivers%gbn
SHhEPme A eyl opie s sHPPIERd RaFeSmE AR BT 1
d@paRESeNREts RN didtok QRALH, 8 Signifibatit eaprongnemn inefficiadcy
encrﬁptlon data. Optionally, other systens for
i ARUEAti ng a | ast processor el enent status are used,
for 30 instance the system described with reference to
one of the second and third enbodi nents of the

| nvent BersaBiROdHOEoEA eeTI TR0 e hegrocessgr along with

gﬁlgegﬁragdmf&g P%g&’gﬁlg gﬁ, %lg EferfptioR ROl pPoRssdt 8 dltbéRclsulbfi Bt
processing units to the task and thereby efficiently allocate resources. Processor 18 is
shown with a logic circuit 7 as was previously disclosed with reference to Figure 3a
and Figure 3b. Thus, in the present embodiment the logic circuit tallies a number of
bits processed by the processor 18, compares the tally to data indicative of the
encryption key length, and transmits a universal signal via the last processor signal
conductor 9 in‘dependence upon the comparison indicating an end of encryption data.
Optionally, other systems for indicating a last processor element status are used, for

instance the system described with reference to one of the second and third

embodiments of the invention.



processor 18 according to a fifth preferred enbodi nent
of the present invention. The pipeline processor 18
WO pakotsds a plurality of arrays 6a, 6b and 6c BET/CA2003/001279
processor elenents (processor el.enments not shown),
for instance, arrays 6a andi16b each 5 supporting 256
bit encryption operations and array 6c¢ supporting 512
bit encryption operations. The | ast processing

el enent of array 6a a t l.ast el.e t_of 6b
are | nﬁ@Ip 1P§ E‘%?esﬁ%ﬁ‘ﬂg?ﬁdg%tolfg}gu{ﬁsg a%qﬁg’ i rea%?@m

C PR i bk Shereathtd figedfihibShie lae beivesndr dément pEthe Biyaiads
the first element of arr 6C are | Iecttlricalhnmm_e
COAFRATRIARS f9rine BT aoREOF TG PEAT R R ST BTG ke

I 830854 h¥&ds¥or eRfhehtd RiY 1’6?1_4'1‘6@ @dr apRfticuldr pocekfing operation, the
conmmunication with the rst processin,

ir elenment of -
5 aeffeyivelength of Bie PFRSESPRATHY ITAPEASSH PHYHEE B P I
SB}?&&A’[Q)B V&lﬂ’lﬂ? o SR differ@htSEral. NOPRREB] Wi HRTMRAAISTR blodgssor
W I nput/output port 3, the data for proce33|§g py
t blemseis irzlrequined Fug @ periicular progresing ngiasiondhe offigtivelspetppt the
tionally, .s | i SRAWbe@ich WitRM hdarl
rBiooBaT i (SGRG By LpHRg W phocE ARbbeRt PIK RS
e dffepemt arotyh dlor thaanple, highef pmesaf thel ripedine proFesers sRovapn Figgres 6
Here the array 6b ds .bi di ' -@fi2 tipe
10 { G BHERPET B grry Rt 3o B bicfion 30 o HEBEURS, Sla b
bieliry@oh using kwpdiffetennarags; aod 9624 bit ericsyppios yéing &l thepe
be%jn using the |last element of the array 6b once it
h& ﬁﬁ%ﬁﬁ? ed processing for an operation occurring
inits other direction. As such, a significant ‘
i mprovenent in efficien 20 results. Because .dat :
| ndli catf RGPk EYA IER AT BDE SRR PO E AP pibcessing,
15 PLOGESRA o & aotdle tHat\Rocbadortd 6 copiins &SRistignanihnbiher
encryption key, the processor ca% ﬁllocate sqfféﬁlfnt
proeRsesse. ritpr grieRle, EUETRE PRARKRCHY OF RETRIBY SRS PETEH 1Y
al lr&:%?sﬁrf‘g 5B HRULGSSion e8GR ARd BkirsPrebessspaVaB oWt dicigption
I&blc circuit /7 as wasS previously disclosed with
r ebemntors eAssume Pl ifracsigilay Prosavor 1 Geraetape afic grocessipe elyment
presen | | 16 cGhp16Hd b pioRbdsing eedt WFRET 2
o#ﬁiﬁF%gggggggggg%a%gs?kgqgggcé%sor.88, go%pé?gs the
20 t alif opetatiomlatisies, i dH oatible éo dgint the opesgiiop PpPraspsspgyray 6b
length, .and transm | | i h&shast:
R e R g S
C DAk Sanert ndi bave icogplated predessing efithe prrcesing delt ia cugent
Optional ly, .ot her syst for_i-ndi cati . :
pri’oEsE SRR Y %{‘é agfs]%’g[ FE PGY ,ag?eoﬂy}g 311%%11 angvgtl?lﬁ gta
S Ysrb @R @86 hbathgéthdr pretansncke tvildretoshproiteosetmadd

and third . enbodi nents of the invention.
25  array processing.

Montgomery based Pipeline processing of encryption data

Applying Montgomery’s algorithm, the cost of a modular exponentiation is
30 reduced to a series of additions of very long integers. To avoid carry propagation in

multiplication/addition architectures several solutions are known. These use
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WD 2004/ 019548 PCT/ CA2003/ 001279 -16 The pi peline
processors 16 and 18 of Figures 6 and 7, respectively,

processor elenent of the array 6a is nade avail able
to the |l ast processor el eneii?- of array 6b. For
i nstance, when nore than 256 processor elenents are
required for a particular processi ng operation, the 5
ective, | h_of t Sl sof
EoRaerR g e hronaellR SR S B ad Sy ERRAFor o
se&and Nlinffeeg@mim.ar ray. O course, when nore than 512
processor elenments are required for a particular
processi rat i 1ibn 6 Mbiy g
pr oceiI é@gﬁg F angﬁlr)lc\%r[@gege dg& ﬁleﬁ&ﬂ& \ 9{1 Bomery’
pmeaﬁasnmgpmmm1gmmm mﬁmrmsacmonsjon GompléprémZ(@ 160 &ry0 99,

Fo I 1003 %p@awg@h%%a rl]ag Hﬁlfltbptlg??téo% %)ﬂh%?ls%}d%ﬁ&?ﬁp LyPefficient
pﬁa[rﬁ@&r@hﬁﬁlem@ﬁﬁudﬂ B gafhGh yidell esultisiang a higherridok fequenyy, due

HERIXNC AT TN AT Y

Aﬂﬁ%ﬁhﬁﬁﬂ%%ﬁ@édhp Fa4tBCSE thb whStekhr@aan when a processor
conpl ete processing, 15 it becones possible to

al l ocate that processor cessi downs a

not hefbe ppsgegblbaoran et DR PR O TR B

PWQ@%&@@ Barihas. sREENS BRghdel elavlgi, el P. Riuoodssi ng
256 bit encryptlon operatlons and begi ns ioce

2 Beetimmeicayise MEROTIeH BERNIGHCIASEHHE BB° Iar

PROGERE0Es ord VESISR SRR, R 3356 -89, \D4OE BB%iang MeblenERtd  6a
comences processi ng before it is conpl

p i dodisiin @astqubmenﬁamns af B84 coplagraphpda Pé&CF 5 1?% il 3?11\}@?’5
?ym%/)o rﬁ %{} @owﬁt%r Rﬁﬂﬁﬁ%&& I'ﬂﬁ% s QPS5 lsh 01@99 NinRHAE 85 89 XILINX

time dafa has propagated
t G0QHEPG Astsin semmltsp@efd L;prrmﬁe@s iiedpdinerthg/ Chigese Tetpapder

| t | ntiati
o O g G P aBALRES A dYind Oponentiion

oviestildlis 68 temppandnomoduiaexbynentationi Whe dwlgmaniasion goraputes

g\r;lg‘ﬂsgg ?@A}I\%Ic%/%ﬂ%b? ItatrI tg %E g%ﬁgﬁé t(ip %)%g ]Seé%% Bit tdch%on) and a

Prseg 8x RSM&%CN@M@@W&&&%S beade dbRI(hehi pe Sp2 brt éswptg)n); fA

encryption data Jo Mont goner

cosrvhark of ts éﬁPEﬁﬁPE Qééﬂ’g ﬂ?magt | %rﬁsefn\étm%# Pedd é@g; to EQﬁwned
S&hth &% 195ic aPeskitA sefthay B Yirdhdgut tluede Ii*ec.onf[guled/mtldevely
carry propagation in nultiplication/addition

armehimeiusr es several sol utions are known. These use

The problem of using high radices in Montgomery’s modular multiplication
algorithm is a more complex determination of a quotient. This behavior renders a
pipelined execution of the algorithm other than straightforward. In H.Orup.
Simplifying quotient determination in high-radix modular multiplication. In
Proceedings 12th Symposium on Computer Arithmetic, pages 193-9, 1995, the
algorithm is rewritten to avoid any operation involved in the quotient determination.

The necessary pre—computation is performed only once for a given modulus.



WO 2004/ 019548 PCT/ CA2003/ 001279 -17 Montgonery's

algorithm in conbination with a redundant radix
WOoer958y st em or a Resi due Nunmber System | nPCT/CA2003/001279

S.E. Eldridge and C.D. Wl ter. Hardware inpl ementati on of

Mont gonmery's nodul ar nul ti gBi cation algorithm |EEE

Transacti ons on Corrput ers, 42(6):693-699, 5 July

1993, Mont gorrery s modul ar nultiplication algorithmis

dapt f I
garn o At p e oy VSRR B IR ALy oo

dbb%tenisOInS?rdeéh(ﬁﬁgSJﬂﬁb@hEEEIm&matlmglﬂ SymBsmparedircwts and

previ ous tec n Brickel ' a
D o e oty 2o g P e el NS R R o
ngg@h%fyy? ?Bd\@arghﬁéﬁlblgﬁﬁbﬂ fgeiim (e eriticat path tled détermines the
uillenn ert

;o heo s e Hhiaione by iR Aok L TRt i ridn.

Egﬂeg 4 4 i6usSH¥ o‘é‘ﬁ@nsc éﬁ’éveﬁﬁﬁt ofltime—hrea pSamti o s
on VLSI Syst ens, March 1996 and M Shand

alftor JWO/wRs Tenpriad: Fast i rrpl enment ati ons of RSA
cryptography. In Proceedings 1 Ith | EEE Synposi um on

fg m>3< :J tL fﬁuﬁd‘ 3 hjaa;elt hitd P.R8ERAp IO Re Afikle ADRBS Montgonieay of

15 3090 FPGAs usi ng sever al eed-u
i modular myltipheation plgesthmy Bk ngeiacﬂqnﬁ &b F@E‘P éﬁfgﬁ%d@
10 © @%lkx 96 r&pécﬁgé Dhevif %ach a8He ARV ROV @ S%q@é?ﬁ‘@nﬁ $)atrhen

I's used to 1 nplenment nodul ar exponenti ati on.
Tla@omhpi e frepiemeitohwigbnmedek in the BIFG o mreasamabiietiplst i on

a_rat 970 bit decryption)
aﬁ)qocessmgl 1%3#%%%§£%ﬁgﬁ%lng excess of 300 kb/s
(1.7ms per 512 bit decryption). A 20 drawback of this
sol ut i Oficousse; ast af ks Thlereassy Cﬁw’o@%ﬂ%ﬁ todadIRTe: he

t ﬁréll#fe nta B BF ?f@%és?&s tHafiQe i Lﬁ‘l@ ok ROhExibiERS esent ation so

e ar chi ture nust be reconflgured with every
new nodul us. The probl em of usi ng]é gh radi ces p
15 I\/bnt gobery hevermbagiiieer a mamker pf preraspls for S&ﬁft@lmr{aﬁ ﬁmhgecalres or

[ S TR éj 48 ThRAL kPR s Qifco Gl bedHexibiliys

aVI or ren ers a 13/2 o] pe |ne executlon of the

aI gorithm ot her than strajghtforward. In %l%g
Si rrpl i By Eny Baiglsell. drruregs 08 Wi %ﬂerp?fltﬁ}ogho 0 Advances

%ol?%} L Yﬁ"ﬁ *89%agé§*368976)§9&§1gé10@§1a ZIdwo SYFPRSiKEIN

I'thnmetic ages 199 t he
aI sgmmatlhem theschimsvaviiteblerin £ 39 Cafprpedioamipe KFer ACHBHM- nvol ved
in the quotient determ nation.

20 In N. Takagi. A radix-4 modular multiplication hardware algorithm efficient
for iterative modular multiplication operations. In Proceedings 10th IEEE
Symposium on Computer Arithmetic, pages 35-42, 1991, the author proposes a
radix—4 hardware algorithm. A redundant number representation is used and the
propagation of carries in additions is therefore avoided. A processing speed—up of

25  about six times compared to previous work is reported.

More recently an approach has been presented that utilizes pre-computed
complements of the modulus and is based on the iterative Horner’s rule in J. Yong-

Yin and W. P. Burleson. VLSI array algorithms and architectures for RSA modular



The necessary pre-conputation is perfornmed only once
for a given nodul us. WO 2004/ 019548 PCT/ CA2003/001279

WO 1@4P19548 WAng in the article New VLS| architBCT/GAR®3/001279
of RSA public key crypto systenms. |In Proceedi ngs of
1997 | EEE International Symptsiumon Crcuits and
Systens, volune 3, pages 2040-3, 1997 proposes a novel
VLSl architecture for Montgomery's nodul ar

B e

ddhenpayed to Momtgeareiyrigaleatthms theseappoache$ uselibe mbgoigniflemt bits
Conpared to previou QRosSi ti I Mpr.ove t of

¢ R o il el Bt Yach Al bR ot R G S egly The
J.dBaitRck of theddsdiudibns iathdt tReyKsathaeiada idige dieovat 6f sedregeApace or
RNS Mont gonery nodul ar tiplication algorithm |EEE

5 Trnézﬂ’é’ef&‘t%&qgesc}ﬂ C%ﬂlﬁ‘iﬁtaé?‘gf,ﬂla&‘?‘(elf??‘“‘f’é’é- .76, 10 July

1998, describe a new approach using a Residue Nunber

Sy st emThRMS}t poptiler Abehh tfhithddelair Bxpjopemiatiediswhd dquare &

nmodul.i. in the RNS.on n reasonably sinple ocessors.
THRulRly @iaorlﬁlgl- Ef'\@e%*g%x %WP%SYF@X’@ eﬁ%ﬁuﬁ Bid &n LIS
Ofexbbi@ntiftfoflof RpeReLpdifdddiBey BotLdRtohLarb BT H¥IRM@st basic
||r¥g enent ations of processors that have little or no

f

sngAiqop py the pguare grdem iy algrdtheen a nunber of
proposal s for systolic array architectures for

ar .arithmet) coel i_ngter i afi, conpl exity
10 Pl o 2 £ RO R Ty e B e
har dvvarle irrgléggent ations of RSA. In Advances in
Cryptol'ogy - PTO ' 89, pages 368-70. Spri nger-Verl ag,
1990, E.F. BORcksl1t2deuntedrPQ@es the chips available in
1990 far pegfzoizr%&%}iRSA_ encryption. 20 In N Takagi. A
radi x- 4 nmodul ar nul ti pl i cati on hardware al gorithm
ef ficient fIog=1EHENIAeZrEdoddN mul tiplication
15 oper ations. M@ﬁceedi ngs 10th | EEE Synposi um on
Conmput er Ari c, pages 35-42, 1991, the author
proposes a radix-4 hardware algorithm A redundant
nunber Mehokk ket 2(a+1) bperatpasinghawodstcasprmipaatl) omavsfage.

carries in additions is.theref.ore | ded. A .

o b Sbu A9 S G e B oy sriog of e
Pr 2Mhie 86 mwiiply hahsepant askd: More recently an approach
has been presented that utilizes pre-conputed

conpl ements of the npdul us and is hased on tt}1e

i tMietitonVe2 qatoéss Ps= Kimned Mawhere Yomgy, e 2 »¢ < 0.1

20 1. Pi=1,Z=X
2. FORi=0ton-1DO
3.  Zm=ZfmodM
4,  IFe;=1THEN Py =P;- Z;mod M
ELSE Pui=Dh
25 5. ENDFOR

Method 1.2 takes 2n operations in the worst case and 1.5n on average. A
speed—up is achieved by applying the 1 — ary method, such as that disclosed in D. E.
Knuth, The Art of Computer Programming. Volume 2: Seminumerical Algorithms.
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Yin and W P. Burleson. VLSl array algorithnms and
architectures for RSA nodul ar WO 2004/ 019548

Transactions on VLSI Systens, 5(2): 211-17, June 1997.
Conpared to Montgonery's alg6érithns these approaches
use the nost significant bits of an internediate
result to decide whi ch nultiples of the nodulus to

i %géISOéI sley, N&eadl ng\ﬂffﬂgﬁh&fw; bes @dl?&] Y64 10RRichSs 4 hat

nee ar ge anount St ora € space or 5
”@Wrﬁﬁkm of Wcthed 1tlo Th@hﬁpdtrgmt}a)dmmsa&l exponent bits at a time.

[ |on
gl)]jh gfp Wlp?,c ere s thp (?h . &]lll,ltp ?e%%é%m@slk ?9% e—cgﬁ}:»{ltg 1@%!5@&\
Prdalétemke Y prectotpiutaions g pbeitie. dherestlyipg cxmhplgpgltybag)ggﬂm n/1
nmodul ar ., exponenti ati on ar repeated point addition.
BH’c‘lFPPé)‘E?é’roﬁtoP?fﬁ’%onéla’é P ATPHRE PPHAYSYS basi ¢ forns done by
the square and nultiply algorithm 10 Method 1.1

C 0 np ut &s Zhown)éﬁofﬂ;)ﬂloﬂdllan/\ﬂmm&nﬁationkﬁeduoed tc2a, seg’es & h@luley
X. 2. FOR =n-2down t %

| T oS AN A VDT PRRe B D) T e

g ﬁg:'rtﬁb)j f&ﬂﬁcfl_@t‘ldr ﬁm&lptheaﬂdﬁelemt)ed belus @apyrdpckeSHNP. ). o n

ver age 0 conmpute a sgquar d Lti

" iosesbgionin . Loorgpmens Mg vees Bry oo oDl s

n‘f&z&ﬁeﬁlaﬁﬁcé@d&ﬂm@ﬁ@n bﬂ(l@@)‘v’@w%tﬁlﬁﬂ 1982 Iﬁ@ Apitied 6 =

wher e

Pl nORt sBIBR M. tiom Sding A o8 b Y. i
E%Bﬁ%g(&s}%}g HE%gP it frisfebiduefla Mpu@-tﬁgrrﬁ'ltibjicatloﬁ lwith@hdse m-

takes 2n operations in the worst
¢ assiluan dn the Snd, dire rmm@gonwe wppebmerback tockir@ted by

?)QQ NN\ Gerdor, Y aﬂﬁ&!&ﬂ o onwgetﬂeﬁﬁalt\ﬁéﬁ adifglosed in
multiplication operations in the transform domain are computed (e.g., modular

exponentiation).

To compute the Montgomery multiplication, a radix R > M, with gcd(M, R) =

1 is selected. Division by R is preferably inexpensive, thus an optimal choice is R =
2"if M = Z;':mi 2’ . The m-residue of x is xR mod M. M’ = M mod R is also

computed. A function MRED(T) is provided that computes TR mod M: This

function computes the normal representation of T, given that T is an m-residue.

Method 1.3 MRED(T): computes a Montgomery reduction of T
T<RM,R=2" M = Z m, 2! ,gcd(M,R) =1
1. U=TM’ modR
2. t=(T+UM)/R
3. IF t>M RETURN{-M
ELSE RETURN t

The result of MRED(T) is t = TR™ mod M.
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Massachusetts, 2nd edition, 1981, which is a
generalization of Method 1.-21- The 1- ary nethod
processes 1 exponent bits at a tine. The drawback
here is that (21- 2) multiples of X nust be

re-c uted and stored. A .redyction to = :
Sr e- cﬁ%’ﬁf"éf“iﬂa fYVQ IEEEES, abqngrb “1’#’5 trralésg% (lio%al%’gv st 51 y
| ®speeti@teyretthtatiofs diti(aRi dd M bnddRape} ), iagneduanaf the two
squari ng. oper at |_ogs. s?qvvn above, nodul ar
SEPESHENATIORE ¥ BFPVIdS ﬁ%ﬁ@&i ¥o a series of modul ar
nul ti plREA (aR MRS aﬁgkmmw SURART F@BR $icdd usi ng t he
Mont gonery et hod. The nethod for nodul ar
mul tiplication described bel ow.was pr.oposed P, :
Vont o FynadRISpeReR YRS 1 R PR P icaPiing

Wit Nemba § .1 logd 26 %étsél'heq{hal redfdt Matvamabi BR @bd M. One of these
Conput ation, 44 :

| 70): 519-21, April 85, It . is a
mealingsds previdedvigl NIREPUH) ey setilles tesiliegpd %ﬁ%&%"‘w- whi | e
avoiding division by M The idea is to transformthe
i Nt egeriy ihflialtdnSHld Uep sENEbqeieRRustE thétilarddubiiiink Cltdvoid the
wth these m residues. In the, end,

he

r dyyiséonanradradorrannaieR tRUYrSIESY Bt @veatea IR fpe dome only
r 8&&%%‘%1%& QbtbH8EROTo cdRiafid BRPHEAEHférE: dMan MRED(aR*
beneficial when § series of 15 nultiplicatio
opedad) aad MRED(oHR maedhroriereehinigst dy wod M@S‘PD&PE’%%. ,

fi.at.l GRS nthe Mont gonery
nuna%tv 4.035%821? ?%nﬁ?’%ada?%?}gﬁ%’@% with ged(M R _ 1is
selected. Division by Ris Pr ef erably i nexpensi v.er. .
t hus aRorggwrdvere mrderacatation RE Methodl i3; anyp xqugrbit multiplicafien
m, [ 85heu i¥onl Mp 2= T thiePRekiRe r&ultStha?®as
08{11%%?%3& %{dﬁ&r%%il%g{tdl\%%%s ips provi ded lt hat u,conpljlt es
TReahy ao2in bits. Timtead of cometuitiog Ucd apess ene digiboffgrmigfix
represent at.i T . G Ve [iSr A hitesh@Ee) =11
VEGRR T it g s SR g o, T e o o
T plefsirdMDiviRion 13 is Msepieferablylihgxpensive, thye e fptioml chojee 1§ 1=
EE%M&W%%% 682 z?re %bwtre:p(rc;rs&%'e\:@ {n% b%‘sislr':relgré%tgﬁa_rp%}lo{h'epﬂ ELSE
improvement is to include the multiplication A x B in the algorithm.

Method 1.4 Montgomery Modular Multiplication for computing A-B mod M, where
M= ST m, € 0128 ~1) B= Y25 bub, € .20 - 1};

A= Z’"—l(zk)iai,ai S {0,1...2k —1}5

=0
A,B <M;M <R=2";M'=-M " mod2*;ged(2",M) =1
Sp=0 '
FORi=0tom-1DO

ai = (((S; + 2;B) mod 25M”) mod 2

St = (Si + M + a;B)/2"

END FOR

AR



The result of MRED(T) ist = TR1 nod M WO
2004/ 019548 PCT/ CA2003/001279 -21 Now to multiply two
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respective representations are (aR nod M;.and (bR nod
M, a product of the two representations is provided
to MRED(T): MREDX(aR mod M (bR nod M) = abR2R-1=

abR nmod M5 For a nodul ar exponentiation this step is

repeat dn rdj to Method 1.1 or
. to ‘get gl“n;“ﬂwg Rlvﬂod Mor P'Rnmd M One
of these vaI uesEngprovudlepUmSyRED(T) to get the
result Z nod Mor Pn nod M The initial transform step

still re uire St uc ns.
i vi i BiF PRI pBb e SRR fide WG A At e E
TR Bit ﬁﬁlﬁfbh@ﬁﬁ)ﬂ%p&@tl@ﬁ aflon e—lﬁmdylmoﬁe)s xeqmedft@co@uga st for
crypto yst em To get a_and b . in. the transf rm don%bg

et

MVREDBR? FRbeev XWREE(“H‘I@A Opﬁliagom BYeR
aR f1Rhs MeqﬁgdekaRT‘HPQm%nal Q@lé'n%ﬂ%lf ¥ is @dBYced & il -e2 g be

transforned in this manner or a hardware
i pprhesrechiodled 2 biss offethestil-d. 3: an in x in-bit
multiplication and a 2mbit addition is used to

CoMput fre&#o8R.54s a I%hﬁ%ﬁ%h%ﬂleﬁfo@ 11466 1HalixGHD. F3VBe Alix r =
15 many as 2mbits. Instead of conputing

0 aeth@l pgqrwo@ﬁ ingsienr ¢fMsthod bpriesiont medEn 2i & h%@ﬁﬁlﬁ?%% igpdd
ﬁ?ﬁ%ﬁh Q%R Q@d—i K K ollBHS ﬂn&%&telg%& M =N )mcd 21 HeSice
Is also preferably
i M’)Epéﬂiémvé 2 atsh ldsgeawa@ptq Mar leAbpctbe Fnéﬂtkphcatloz by ME|mod 2 in
bl e epresented in a basis-r
{epg : (r)ﬁsﬁoﬁglg' gn({t her inprovenent is to include the
rrultlpllcatlon A Xx Bin the algorithm 20 Method 1.4
Vet odvbS Mavtighoieay Motwles Multl@hfﬁﬁ@ﬁ (Raskix 10 ANGE PHEPUARS nod

M where rn M= ~itt O (2k )" ifli , f72i E {0,1...2k
-1}, B lidtioE for témputs %anibdeﬂie T
(2k) l\/I'oanlem]y{ I(/I&Iﬁllar I\%ltlp 1} 101I _r AﬂuBmg M <R—2k re

l\"g “‘Pﬂ% o6 @h} NB JZ"‘T(Z £8,,5 0025 2.
A=3"0" a,0, € 01} 4B < M;M <R =2";g0d(2,M) =1

1 Se=0

2 FORi=0tom-1DO

3 g = (Si +a;B) mod 2

4. Siv1 = (Si + M + a;B)/2

5 END FOR

6 IF Sm 2 M RETURN S - M
ELSE RETURN S,

The final comparison and subtraction in step 6 of Method 1.5 would be costly
to implement, as an m bit comparison is very slow and expeﬁsive in terms of resource
usage. It would also make a pipelined execution of the algorithm impossible. It can
easily be verified that Siq < 2M always holds if A, B <M. Sy, however, can not be

reused as input A or B for the next modular multiplication. If two more executions of



3. gi = (((Si +alB) mod 2k)M) mod 2k 4. Si+l = (S
+ gqiM+ aiB)/2k 5. END FOR WD 2004/ 019548

wWOEDAMQME3/ 001279 -22 6. | F Sm M RETURN Sm - PO/CERIBBE001279

RETURN Sm The result of applying the nethod 1.4 is Sm
= ABR-1 nod M At nost two k2% k- bit nultiplication
operations and a k-bit addition is required to conpute
step 3 for 5 a radix 2lc. For step 4 two k xm bit

B! C r ons_ [
antht BB 3t SR A o AL, T < he BRI A0S <
MM istsa@sloilt Bpw, Soaparedsedastisit Brfotthe sexs inolslehod 1 3
5is asinmplification of Method 1.4 for radix
mﬁgghcﬁfé “the radix r = 2, the operations in step 3

of Met hod 1.4 are done nodulo 2. The nodulus Mis odd
10 due Todurthee recloceckine b@mlgd@(qvu\/lezlk))i 15, B is phiftédyid teyese

5 iRegonneEn e B Sy TR fects SN 2 o MlndPhdion iy
wbstdpmdls gvdided. git}i@ulﬁiateft)f Spt (o qIMy a@)yi2t it seglacddynG ot QJVB/Z +
nt gonmer u t I ti Radi = 2)..f
R YRt GBS h B Bk PR L e iperipl i =0
COPRUIEREH Wb wWiBsiniVseytieve@ptihatibrs. Z; “0o(2k) " na, ,in, E
{0,1}; B =Yi=01(2k) b=, b; E {0,1}: A z"'ol(2ka 1,al E

%%Q%Eb&i @ﬁ\féggé\%éy ajflod%lla u?tip%g%n (%%cax 5= Zigor fomgut_i_nf AB
0 (tcégd ’?@‘Fgﬁ@b G T %?so‘?; 3 Bilber i on i n
s T B SoBap e drt el AT o iCelarier ve i n

terms of regour.ce
. 0=

2. FORi=0tom+2DO
3. = (S;) mod 2

15 4. Si+1 = (S;+ qM)/2 + ;B
5. END FOR

The algorithm above calculates Spes = (27 2 AB) mod M. To get the correct
result an extra Montgomery modular multiplication by 222 mod M is performed.
However, if further multiplication operations are required as in exponentiation

20  algorithms, it is better to pre-multiply all inputs by the factor 22D mod M. Thus
every intermediate result carries a factor 2™*2 Montgomery multiplying the result by

“1” eliminates this factor.

The final Montgomery multiplication with “1” insures that a final result is

smaller than M.

25  High—radix Montgomery algorithm

By avoiding costly comparison and subtraction operations of step 6 and

changing the conditions to 4M < 2" and A, B < 2M some optimization results for



usage. It would al so make a pipelined execution of the
algorithminpossible. It can easily be verified that
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not be reused as input A or B for the next nodul ar

mul tiplication. If two nore-2dxecutions of WO

2004/ 019548 PCT/ CA2003/001279 -23 the for loop are

perforrred with am+i = 0 and inputs A B < 2M the
ual it Nowy.

erﬁ?“f“é Bﬁ%é 1#0‘?%’14@”’5%2#'6 pen IS O mb t p<12u| cat |fgl%

T%o%@ieh@éﬁlﬂn@%ﬂﬁﬁ;&h&ibﬂwé exi ty of Met hod 1.5, Bis
shifted up by one 5 position, i.e., nmultiplied by tmo

Th| S @ef'zl\i?\‘ﬂ%o%ﬁ’ MPEUI?ﬁ\Z“I%Bra%m? ? gﬁﬁtﬁg%kﬁ :

tﬂ’@/%{n‘;ﬁzefj Z“%?%bé’@ﬁs'z” iM/2 + aiB. The cost of
IS

tr'on 1S one re execution of the |oop

with am+2 = 0. ~Th od hel ses these
ouritEwesanie et o o & e dbirey Wbau ar
Mul ti cation (Radi x r=2 ohputing Al O nod M

i” (24)2,35, ;‘{01 )2"11&12?5”52?@41%6@%32%1% (2k )
bl, bt E {0,1}; 1-0 1=0 Aol(2k)lal,a, e {0,1}: A B
<2MMMZZQ’EM2—W-M0&2" So=0 2. FORi =tom+2 DO 3.
qi (S) nmod 2 15 4. Si+i = (S + giM/2 + aiB 5. END
FOR Thé al gori® hm above cal cul ates Sm+3 = (2- (m+2) AB)
mod M, To gﬁgRgh@tgﬁ{.rpgb result an extra Montgonery

nmodul ar mul t1plication 22(m+2) nmod Mis perfornmed.
HoweveBd. i quFliSI*h@B)mﬁll plication operations are

reqU|red as in pon jn 20 algorithms, it is
better? top nﬁﬁ( pﬁn %ﬁ nputs by the factor

22(m-2) nodg Igtb @y every internediate result carries
a factor 2mt ntgonery nul tiplying the result by

"1" elimnates this factor. The final ﬁ(gﬂn&a& B

mul ti pTheatation: aaigtermination garpplexdtytip Grther ‘Fu ceq REfgplacing

S @lﬁ Sk tSIﬂQ:@ alM mod 2% = 0, step 3 is reduced to g; = S; mod 2%, The addition in
step 3 is avoided at the cost of an additional iteration of the loop, to compensate for
the extra factor 2¥in B. A Montgomery method optimized for hardware

implementation is shown below:

Method 1.8 Montgomery Modular Multiplication for computing A - B mod M, where
M= Z?: 25Y'm,,m, e {0,1...2" —1}

= (' mod 24 T = 37 (2 iy € 0.2 1)

B= 32y bb, € 01,25 ~1); A=Y (2 a0, € 012" ~1pa, =05

A, B < 2M4M <27, M'=—M ™ mod 2*
1 So=0

2 FORi=0tom-1DO

3. gi=S; mod ok

4 =S, +q,8)/2* +a,B

5.  ENDFOR



25 High-radix Montgonery al gorithm By avoiding costly

conparison and subtraction operations of step 6 and
weba@ngiesgs t he conditions to 4M < 2km and A, B RCRIFAS®AR01279

optim zation results for WD 2004/ 019548

PCT/ CA2003/ 001279 -24 inpl &fenting nmethod 1.4 in

hardware. The penalty is two nore executions of the

| oop. The resulti ng rrethod is as follows: Method 1.7

Nb nt g 0 egrglypes#lt 1S r%}en oxttg?(ryerﬁ%u%he@ %%)? ?or@% 1&99 ?ﬁ?ﬂc%}g

et}lt_e{ré}nﬁsdlscﬁkse&heremabove B =~m1(2 k)ib;,bi ¢ {0, 1
k - 1}; AEM-1 (2 k a. i ~ , a; ElOl.... k

iF(:]Qi IZOB1A t esE% st %/1&141%8’[0 %SF%MIE/ of M’e ggytecﬁg %(SQW%
Sleﬂ[tltleé M&lulat BstpdentiatioB)on lReanﬁgEf.ablEII@rcﬁfR Fldsubmited bnt
det e nat t
5 Tapeges mn gt TS itk bR A B TR
I @ebpoed tive differcht Bipeliiethretitectiifeefoa getifdrindy annrypﬂ@ ﬁm@pns
i s avoi ded at_the cost,  of an additi onal
| Reinp Biogiias B SEHE e s PR Ghasss ra e el foture
Ab%éﬁtoﬁmﬁdﬂ Nehotpent ditig@drchcnirar Ahvaiget devices Xilinx
i mpl enentation i s shown bel ow. Mt hod 1 8 Mont gonery

089 familytdepicpcwe® 8%% or conputing A B nod M where
m3 M=jm (2k)i m,m E {0,1...2k -1 i=020 M=

10 (M mod2KJehi:M mdikf2 sQ612karrah h@eslﬂﬁm@s h@rokessinglelenddnts, whére m

is the number of bits of the modulus and each element processes a single bit. 2m

modular multiplication operations can be processed simultaneously, featuring a
throughput of one modular multiplication per clock cycle and a latency of 2m cycles.
As this approach results in unrealistically large CLB counts for typical bit lengths

15  required in modern public—key schemes, only one row of processing elements was
implemented. With this approach two modular multiplication operations can be
processed simultaneously and the performance reduces to a throughput of two

modular multiplication operations per 2m cycles. The latency remains 2m cycles.

The second consideration was the choice of the radix r =2¥. Increasing k
20  reduces the amount of steps to be executed in Method 1.8. Such an approach,
however, requires more resources; The main expense lies in the computation of the 2k
multiples of M and B. These are either pre-computed and stored in RAM or
calculated by a multiplexer network. Clearly, the CLB count becomes smallest for r =

2, as no multiples of M or B have to be calculated or pre—computed.

25 Using a radix r = 2, the equation according to Method 1.6 is computed. To
further reduce the required number of CLBs the following measures are optionally
taken: each unit processes more than a single bit. A single adder is used to

precompute B+M and to perform the other addition operation during normal



B=yima (2k )i bi , bi E{0,1...2k -1}; A= Ymo (2k
ai, a, ¢ {0,1...2k -11, a,n =0; A B < 2M4M < 2km
woreo4/0Mss8r0d2 kK 1. So = 0 2. FOR = om 1DO 25PGr/C42003/001279
Si nmod 2k 4. Si+i = (S1 + g1l 1) | 2k + alB 5. END
FOR WD 2004/ 019548 PCT/ CA206&-001279 -25 The fina
result is then Montgonery nultiplied by 1 to elimnate
the factors therein as discussed herein above. In a
thesis, suhmtted.to e Faculty of th r .
o SRR e PrieoRom r e RS efer This
oRedRace aividudradhehitidydmanieeakdelsubm t t ed by 5 Thomas
Blumon April 8th, 1999 incorporated herein by
referenc Th s _Blum .. propas two.. di rent
T HPERTCarRT e o p By il o o
functions wusing nodular nultiplication and Mont gonery
s paadadir Matipliceéoredd priyerfpraessingtedatentseompaised mefular
Nbﬂgoq.1"6 and a speed efficient architecture. As
t FFYERBBMR ces Xilinx XC4000 fanmily devices were
used. 10 A general radix 2 systolic array uses in
t iNedildr Exporeataonipnétiremeotuiy multilieation opérgtiersdo mmeBaar
of bits.of the dul d ch el ement processes a
s?ﬁ@ﬂ?nﬁﬁp?a “ﬂﬁ%%ﬁ#gg%ﬁﬁﬂggplication operations can
be processed sinultaneously, featuring a throughput
ofProcmsing iddngemtsTul t i pl i cati on per clock cycle and a
| atency of 2mcycles. As this approach results in
unr eal gt | CaL Yo sl GG @iQHQttasﬁJrB&Esiﬁé’@érﬁéﬂt. bi t
| engt hs reqU|red'|n nogén1pub I c-key schenes, only
one row of processing elenents was inplenented. Wth
10 thi s appthsaeieetsing shavamfsdhe RUPVINEIeLHAITs 8§ PHFERat i ons
can be processed sinultaneously and the perfornmance

reduces {0 @by RHARPULxE of W momaHul ar mul ti pl i cat on

operations per 2mcycles. The | atency renmai ns 2m

cycl es. The_second, consi deratign . the choice of the
radix r = 2@&@&&8@&5&ﬁﬁﬁg?oaéﬁgﬁgﬁﬁigg the amount of

steps to be executed in Method 1.8. Such an approach,
however., re@HM-REg (AHi6): 58 bf 8 intdifrediriresuintpe s e
lies in the conputation of the 2k

. S-Reg (u + 1 bits): storage of the intermediate result (inclusive carry)
15 . S-Reg-2 (u - 1 bits): storage of the intermediate result
. Control-Reg (3 bits): control of the multiplexers and clock enables

. a;,q; (2 bits): multiplier A, quotient Q
. Result-Reg (u bits): storage of the result at the end of a multiplication

The registers need a total of (6u + 5)/2 CLBs, the adder u/2 +2 CLBs, the
20  multiplexers 4 - w/2 CLBs, and the decoder 2 CLBs. The possibility of re—using
registers for combinatorial logic allows some savings of CLBs. Muxg and Muxges are

implemented in the CLBs of B-Reg and Result-Reg, Mux; and Mux, partially in M-



mul tiples of Mand B. These are either pre-conputed

and stored in RAMor calculated by a nultiplexer
woeioo19548 Cl early, the CLB count becones snal | BGT/CARN03/001279

= 2, as no multiples of Mor B have to be cal cul ated

or pre-conputed. 25 Using a-27adix r = 2, the equation

according to Method 1.6 is conputed. To further

reduce the required nunber of CLBs the follow ng
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003/ 001279
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| evel s. Processin
S ot OF BPTEAL P E1om R AP 1 B Sk Fas il v te
akdiay 1iRE oPEPEERRETFI MRk ETRMeSt Sriptotcempatef B atce abd store

mul tiplication. Mdul Ex t
it i B 5, Ty G0 Pehoh LT S Ve N RAL o
ag kLl G St ﬁegAﬁng Frind i cllides oPIVRG LSS M@xzﬁkdadm&&l&dl:ﬁygmiﬁhe

8 shows t impl enentation of a processing el ement.
1©ontmlmeilpsm*@‘se§,y ng elenments the follow ng registers
are present: M Reg (u bits): storage of the nodul us

10 B‘ Reg £r§1rh9 'f&lﬁ))mngﬁ(ﬁ{ -laﬁ)ecy@IEs § hedBarhltipIaii@r is cathREg

(u bits stora he internedi ate result

Sasz@gdl(lgjthqthml §) Mu%*@lﬁ?ﬁ%rd\é% peleqiponefids H@BTS& M EBNgm JiMto
h ﬁg ?(%CH? LeNeCad &I’ Jcl@rdméﬁ) the Rgs ér tﬁéjbmargt E?L%&tbﬁs a; SHQE. A0, Beds

erms late re Control - Re bits cont r ol
ofthd el nmlsttsugmhmmﬂ:gts aﬁt]le oreyioes esabb&Reg: plag tha ieaftglgmﬁcant

gltr%ﬁ%gr 'bltmfI:thteir%(‘J vt ( ’V%S tyitﬁmshig é‘l gﬁ? SHb %he E‘)&Qn& Hlpm $r3ie

e resu e en tl ||Cat|0n
15 Thiﬁde’rEDheSt’emltSs stored naS{R@E &br o cycby The E}tst siggifipant bitigaes into

h r
IEIH toglé Crb%%& HI_E%FWOT@ it 116%}15)%8)5}% c%rrf} %o ‘ﬂg{ée glalgoﬁge left.
f ?ﬂ EHLii 8fcke 4 @bor{d&ﬁcﬁﬂuﬂwhmﬂu;ﬂ:lcaﬂoogs Qalcalattqms ths@dderswifh ygiated
0 ValuesB gf S—Il\{lélé(g,Bai%gg qiMIlﬁe second mu1t1p11cat10n uses the same operand B but a

different operand A.

20 At the end of a modular multiplication, Sms3 is valid for one cycle at the output
of the adder. This value is both stored into Result-Reg, as fed via S-Reg into B-Reg.

The result of the second multiplication is fed into Result-Reg one cycle later.

Figure 9 shows how the processing elements are connected to an array for
computing an m-bit modular multiplication. To perform the method for m bits with u
25  bits processed per unit m/u + 1 units are used. Unito has only u - 1 B inputs as By is
added to a shifted value S;+ q;M. The result bit S-Regy is always zero according to
the properties of Montgomery’s algorithm. Unitmy, processes the most significant bit

of B and the temporary overflow of the intermediate result Si+;. There is no M input

into this unit.
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costs are approximtely 3u + 4 CLBs per u -bit
processing unit. That is 3 28 4 CLBs per bit,
depending on the unit size u. Before a unit can
conmpute a nodul ar nultiplication, the system
paraneters have to be.l oaded. M i | Nt Reg
b et irets S oprg e e s et lyapafohg ifad!
NMslibw Righwegt TMOntrﬁeNcg@,Qﬁ add; He ipﬂmbcf]hﬁkﬁd lrtghrameféﬁ thtoagh the
B-in or S-Reg, accordi to.t select. l.ine o

e easelt Bbwaies Priibleas pety By SPer oy Sttty
0NES-iARDuRkO iR righh ©ubRS 8l OubistalveayBedvnBered tofipus S_0_In of
opefation needs two clock cycles, .as. the result is
cthe ki tp thafightsT iR Eppeserdy th fbﬁlémé‘ip’ @é& e 9E®r Mux1 and
Mux2 are controlled by a; or the control word

r especk el the mbSulhdMibRd b bewinfig T3 @ifow eRYughyiniedsr the

modul ar nmultiplication is ,corir@g_t ed ?crﬁor [ nq{to :
Meigkbio Prapagat for alidhevts Miis 1 ld PR £106K &GS Mo RY's
OﬁuMs, MBovEn Muk Qonrgied RAllieRert gntRedemitasetheMIgidtBus
the value of the binary variables a; an

1. . Mux .
f emdsocted foallpdd numpgsed unjis fis arProgal aljvsdo gqegflﬁ’éﬁs Brtﬁwfﬁ‘iﬁ et
r - ) | oom foga@ng m.result bit
o%%é’cgéxﬂmu;%@f&?ﬂi 3?%%%?3‘%%‘39?& ft right) into
the second input of the 15 adder. The result is stored
in S- RBp dporand Res iopdedesimifly. Taeggnalsiagmt'sq YR {odPe "E%gs
i ' ' bilaBbOSE thY stbph@f Mesoid fit6
r?%‘%fs)ﬁal%%ﬂ? gﬂg&é%%a&&?%p&%t to tt;[e ?te%@?. In this
cyedims.a second nodular nultiplication is calculated in
the adder, with updated values of S Reg2, a; and q;.
;he se $&Rf?1ﬁ Tt 'ri@hﬁfo@@dnﬁ%ﬂi%%ﬁ? RBoSAER, ARaE gftde Bd kb

di fferent operand A he end of a nodul ar

miieiri rpgisterat ThorpddSreomButesS-Rag2 @lusdh: Moige BeyM ig ogg clpgeeyele
out put. . f, 1he,. ' U8 teSeRMifredd BARAs bt for the
R@%%FC%H} é)ga,‘ érghsq,.?%g?{/aftg}%i gl\ét%glnt 0 eB-e Reé. ' The r (Segul tr-
ofnetthemperitnd Thetesilhg eaty binthe sorftitiwpids & ape girg PymeRgd into
one cycle lLater. Figure PHOEES SlohYcvcle.
ertErigie et iy SRS O pOERORET loBhycle
in-bit nodular multiplication. To performthe nethod
for i nkbéuth awjsdlicifashts thyi costrervprdgs ad apsbthe it bitfiarey +
1 units.are used.. Uni o BividifStw@sn BO
" B aop el 8 MRS LR Aol agﬂ'/lﬂ%hle.l result bit
S-VReBe .6 lealyysto aahifi-rgit opatiting. Tlee leasheignifiope bit PESUHY'S
g/ib aaéﬁ%lgg&%]ls Séh%{yg & btagkn}nto%é Itlﬂit {o UndE g%‘t: SN nid3BafOSt

multiplication is completed, the results are pumped from left to right through the units

and consecutively stored in RAM for further processing.

A single processing element computes u bits of Siv1 = (Si + qi - M)/2 +a;* B.
Tn clock cycle 1, unito computes bits 0 . .. u- 1 of S;. In cyclei+1, unit; uses the
resulting carry and computes bits u . . . 2u - 1 of S;. Unity uses the right shifted
(division by 2) bit u of S; (So) to compute bits 0. .. u -1 of Sy in clock cycle 1+ 2.

Clock cycle i+ 1 is unproductive in unity while waiting for the result of unit;. This
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The ﬁrst 16 bit Wlde word from I/0 spec1ﬁes the length of the exponent in bits. Up to
64 following words contain the actual exponent. The pre—computation factor 2m+2)

mod M is read from I/O 2u bits at the time. It is stored into Prec-RAM.

In state Pre-computel we read the X value from /O, u bits per clock cycle,
and store it into DP RAM Z. At the same time the pre—computation factor 22(m+2)
mod M is read from Prec RAM and fed u bits per clock cycle alternatively via the B-
even-Bus and B-odd-Bus to the B-registers of the units. In the next two clock cycles,

B + M is calculated in the units.

- 28 The i nput sPErdA2003/001279
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bi ESm@dd. shadk wywt €,0, . .. 0, 1 is fed alternatively via the B-even-Bus and B-
odd-Bus into the B-registers of the units. Py is “pumped” from DP RAM P as a; into
the units. After state post-compute is executed, u bits of the result P, = XE mod M are
valid at the I/O port. Every two clock cycles another u bits appear at I/O. State pre-

computel can be re-entered immediately now for the calculation of another X value.

A full modular exponentiation is computed in 2(n + 2)(m -+ 4) clock cycles.
That is the delay it takes from inserting the first u bits of X into the device until the
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exponent state the first word i 1s re from /O a s‘coredl:‘;ﬁstl\o/I tﬁe %y ;regiis[c]etr.olts
value specifies the length of the exponent in bits. In the next cycles the exponent is
read 16-Dbit at a time and stored in RAM. The storage address is computed by a 6-bit
write counter. At the beginning of each compute state the 10-bit read counter is
enabled. Its 6 most significant bits compute the memory address. Thus every 16th
activation, a new value is read from RAM. This value is stored in the 16-bit shift—
register at the same time when the 4 least significant bits of read counter are equal to
sero. When read counter reaches the value specified in the 10-bit register, the

terminate signal triggers the FSM to enter state post-compute.
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The following elements are provided:
. B-Reg (4 bits): storage of the B multiplier
. B-Adder-Reg (5 bits): storage of multiples of B

. S-Reg (4 bits): storage of the intermediate result S;
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Figure 17 shows the design of DP RAM Z. An mx4 bit DP RAM is at the
heart of this unit. It has separate write (A) and read (DPRA) address inputs. Two
counters that count up to m + 2 compute these addresses. The write-counter starts
counting (clock-enable) in sub-states B-load when the first digit of Z; appears at data
in. At the same time the enable signal of the DP RAM is active and data is stored in
DP RAM. When m + 2 is reached, the terminal-count signal of the write-counter
resets the two enable signals. The read-counter is enabled in sub-states compute. The
data of DP RAM is addressed by q out of the read-counter and appears immediately at
DPO. When read-counter reaches m + 2, terminal-count triggers the FSM to transit

into sub-state B-load. The last two values of z; are stored in a 4-bit register each.
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Nuner o L@c&xﬂ}% ce%ﬁ@%%@%ﬁicl@%c&l@s fMith prRgedinpeleiontt

e

departing omthe spirit or scope of the invention.
15 \G) 28044i0g 85 1bi FTyyChoDlrs /O i PIRYline BSO8R M5 What
s cl '?I r{g\qmbg 'daté irildica@v 0&96019{39(;@?%&! tB%e‘i,ﬁéeﬁne
corrprJ sri)ng e steps of: h) providing a pipeline

pr ocessmoeessoe] udi ng n i ndi vi dual processing el enents

arranged i.n. a ri : Batroorbdeksie:

proc sﬁﬂ§ ggg%§ﬁ% %P%%Eg%§§§ggggzongﬁgrgbegging

el enelt deshiniting Reedesssing etetenpinderendénsg pinetiioast;the data
provi di ng. an m.hit encrypt| ey to the pipeline
process@gP%TﬁQF?wﬁ?%ng%ﬁﬁygggg’indicative of the
encr yRj pomdey sigaigh thetlast ploeesping eleiers indiratzesshe progassmg

providing data t he first processing elenment for
processﬂﬁ@?ﬂ%Tn@gFé¥ﬁ?Wpﬁ8m% F%E%’processing el enent

I N depepRpnaing@anfopfuriheagbeesdhes idatsap-wiskiooedrd sagiabfashion
the enc Efr)cilgtﬂlleof[l]rsr per)o/celss?rl;]ggetlgnﬁent only until the last processing element; and,
wherein at least two of the processing elements within a same pipeline

processor are determinable as the last processing element.

2. A method for processing data according to claim 1 wherein the last processing

element is other than the nth processing element.

3. A method for processing data according to claim 1 wherein the encryption key is
padded to an integer multiple of a predetermined number of bits and wherein the
predetermined number of bits is equal to an integer multiple of a number of bits

processed by an individual processing element of the n processing elements during

one processing cycle.

4. A method for processing data according to claim 3 comprising the step of providing

a signal to the determined last processing element indicative of the determination,



15 m providing a signal to the |ast processing

el ement indicative of the processing elenent being
W b@4losgst8 pr ocessi ng el enent, n) propagati ng deCECA2003/001279

further processing in a step-wi se- forward seria

fashion fromthe first proe®ssing el enent only until
the |l ast processing elenent; and, wherein at |east
two of the processing elenments within a sane pipeline

20 .processor are determ nab as t.h S [ '

e PR B e TP e BBy e o BB TR e
C lpgovided withetreninry fdrerdvadibg the sigedsi ng el enment is ot her
than the nth processing elenment. 25 3. A nethod for
processi ng data according to claim1l wherein the
enc Athddfokcdssing Qg sleording tatlaintd, egereimizivti thiren of a

predet erm ned nunber of bit nd wherein the
5p Ipé?féisé’rgrﬂ%tsrﬂf‘nn%é‘?‘mﬁpb]ﬁ s §1e ?@t Rerai e ’ge%‘ﬂlt'i nt eger

mul tiple of a nunber of bits processed by an

i ndi vi dual processin% el ement of the n processin

el6efrenatkod T pragessipmdatp peserdang; to glaky b ingludmg the steps it hod

for pgp gﬁﬁfﬁiiﬁggthg Bl irRRE YRS choryslodikdy RnS@APiHe $ird 0

the step of providing a signal fo the deferm ned |ast

pr ocess bragessingreterient widh Giadate for bping pecerstdr mi nati on, WO
10 2004/ g)l ?ﬁ)%@ssﬁg[ﬂe%qg%%; 2 Re ericribiidh REElALiPMiYe LRARS

processing el €nents determ nabl e das | ast processing

el ement sntemd to fhedivst geagessinglelegientcend ry for provi di ng

the signal, 5. . q ' '

L A S S

el ement eastrike vkt prondspiag Elemearg foraddiliosdl processisg g$mgyinternal

el enent .. 6.. netpod for processing data according to

cl ai m 1 THEUHERS t he steps of: 0) providing the data
15 i ndicative of the encryption key length to the first

processj ng. el enent with the data. for, bei rocessed;
Do By EaPRG AL S TR CAPT 0BT e LRy BT B
k ale denglibatieiofl he@hérgptidnrkey length €y dhalof b Gedidneenting sfieration
processi ng el.ement; and, q) propagating the processed
d P4 2 HGTeESPREORsTaPHe encryption key | ength to at

| east the next processing elenent for additiona

rocessing using internal _circujtr her eof .
20 P 8. A methodg for procgssing data according to claim 7 ¥nc}ud1%1g the step of:

)

r) when the step of processing the data indicative of the encryption key length
using circuitry internal to the at least the next processing element returns a
predetermined value that is indicative of the processing element being the
last processing element, propagating data after processing only along a

25 return processing path in the direction of the preceding processing element.

9. A method for processing data according to claim 1 including the steps of:
h) providing another pipeline processor including n individual processing
elements arranged in a serial array such that a first processing element
30 precedes a second processing element which precedes an mth processing

element;



15 7. A nmethod for processing data according to claim
6 wherein the step of processing the data indicative

woRootloedsecr ypti on key length is one of a decrROBEAOARIMG001279
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operation and an increnenting operation. 20 8. A

nmet hod for processing data-stcording to claim?
including the step of: r) when the step of processing
the data indicative of the encryption key Iength

usin Ci_r cui n{ ernal . t eas

proc s ST '@gﬁﬁ%?%$ FW?QQ ﬂ%ﬁ?ﬁ@?“%%ﬁﬂn ?m§§%&k?hat
i s i ndivgathev@e ath prfisshigat@sat aghehteodesdiey dignérhe a last
| ast proceSS|E§3elenent propagati ng data after

pr oces FFWEHR M bng a 25 return processing path in
the direction of the preceding processing elenent. 9.

A nmethod for processing data accordi to claim 1
i e ety forrosesape dag dcopmimgyid, ¢l ﬁ&ﬂgfﬁ&%@siﬁ%%w ne
gﬁ&%@&? %{d P edci ﬁlﬁelfﬁe inRdbgbihdtn alFirQGRSE itper@b@PRslise

rranged 1n a serial array such that_a first

prowsesos and ek esverdt modip pRdewabined PREEBFRIOBFYEessi ng
el enent whi ch precedes an mh processing elenent; WO
2004/ 019548 PCT/ CA2003/ 001279 -37 i) wherein the step
ofldmtmwmwnsﬁgpNWQMMQdﬂapmmuégging el ement determ nes

\F/)\A; gg 2&13321}1‘%11 ? Indiy n({ugf:p%&selsﬁ%se%n? R ral) thlﬁ] g ss%}faharray wherein a

roces
10. /ﬁxmmmﬂgmﬂenmnommewgsedaﬁa)rmmgchlmnt whigh aieﬁngs
wherein_the fi.rst el ine processor and the second

p|peﬁ?ﬁﬁlﬁ?%%%§%%?g% e in a first node i ndependent
pi peldgog in rareémezﬂ somnsuAingion with asbm agraveding glegieniifghe

conblne i ne. S; .2ppar or
pr oce§e} ﬁg‘ ‘ﬁg’(’ Broy Bﬁ‘tﬁr‘f% 83“" Si‘bajr i o {%G?S%}l%fané
I ndi ibgy arcuiptPia@Estridg ceinmmwmamﬁh@mt and veithsz teastltwo

array wherein a first processing el ement
sec o)r%yo%p%lggeeggrpqpﬁs cg]t}éensgﬁr[ﬂ aay %}r', P%ecglaoggssmgﬁa %3t of

Pr 0Ce5shBgp@drEd® Mngthto BGEfmihd b 1t @Edcédsﬁlgleleﬁmm'ﬂﬂﬂhmhalo n
wWth at | éast a processing ele of the

S€e
ar r ayarfapy pntbfqu\prod}dﬁ‘@ asgngl Pong Hgtﬁes alloasi twgrpf%fﬁss'n&,ellements

Proceggiinge d@t@gnmédsprb&géoi; o1& BF the Yerlal a:pdyaf HépeBddnce upon
conmuni cation wth the port_ and mnth at least two
the data indicative of an encryption key len

12. An apparatus for processing data according to claim 11 wherein the plurality of
individual processing elements are arranged in two or more pipeline processing arrays
wherein the arrays are for independently receiving data for processing or for, when
the last processing element status is attributed to a processing element beyond the last
processing element of a single pipeline processing array, being concatenated into a

single larger array.

13. An apparatus for processing data according to claim 11 wherein fewer than n

processing elements are determinable as the last processing elements.
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processing elenents of the serial array for, in use,
processing data indicative of an encryption key

wo eogvss® determ ne a | ast processing el enent POf/CAR®3/001279

serial array and for providing a signal to one of the
at least two processing elemgnts that is the

determ ned processor elenent” of the serial array in
dependence upon 20 the data indicative of an
encryption key length. 12. An apparatus for processing

daia pesat@ifBoplotessingidaialabciiRipad blaihie 3phieidh tHeyprodessing
i ndi vi dual processing elenents are arranged in two or

eiementpejermineblp pothedast RrpoassingAemepie fusther eqraprigercaipuitry for
LﬁB‘%dIn%ﬁh‘jﬁ Qggﬁendently recei ving data for processing or

or’, en the | ast processing elenment status is
attributed to a processing el enent beyond the | ast
processi n%ﬁel ement of a single pipeli roce

[ e sing . .
15 Adyappwatiadoremesse 8a deadorst medo Seim draliossia die 1adie sipovity
. . N . i : i && .
g R B R e AR itk froccaging
derecrieticrmidiaddsabladathpegh.] ast processing el enents. WO
2004/ 019548 PCT/ CA2003/ 001279 -38 14. An apparatus
for processing data according to claim 13 wherein the
. QGephiatls 16} FIIBE Do REaIcBdORRI 6 cR$m 1ASWHeASHA the logic circuitry
processi ng el enents gurt her conprise circuitry for
qemapriséiing the signal. 5 15. An apparatus for

processi ng,data according to claim rein.t .
Pogi o eepatpiepesBr 6P EXdnd Progidt Qabto MRRhRS dfif procgpeing
pr ovi démentan degshdéndeQipbh EhedtRtLinticatet ¢ Diesd8igig and for

el ement via an addressabl e datapath. 16. An apparatus
for prrevidsw myjcemtathsdevrmingd Preseesing demantypik ei n t he

| ogi c, ¢l ] g :

exeoct s EYon sl SRR Aol BESANRIUAEET A 6o
el emefxio dfhélppeadmaetengmsof the saal arraynfhir catidueengtheaignal
key length and for providing a .signal to the

det erkPREE isfrcele%g@tc?ﬁéoretpé%ﬁq?maﬂ PIRCSSREGITNERt-i on
pat h extendi ng between the second processor and at

| east 15 two of the processing elenments of the serial
B rayappertusdndpotéssiggtdat @ingmialng: f rom t he second

g;ggq? Y t}% g@i%ggggggg{ohn%sgﬁgtegeﬁe&%c S:prrs Ifaglgﬁcg %neans%?lted ar%agf W}ﬁer%ein a

first processing element precedes a second processing element which precedes

an nth processing element;

a logic circuit internal to each individual processing element for, in use,
processing data indicative of an encryption key length and for providing a signal
internal to the processing element indicative of a last processing element status,
the signal provided in dependence upon the data indicative of an encryption key

length.

18. An apparatus for processing data according to claim 17 wherein the plurality of
individual processing elements are arranged in two or more pipeline processing arrays
wherein the arrays are for independently receiving data for processing or for, when

the last processing element status is attributed to a processing element beyond the last



a plurality of individual processing elenments arranged

in a serial array wherein a 20 first processing
web@amns4pr ecedes a second processi ng el enment mI/cA2003/001279

precedes an nth processing elenent; a logic circuit

internal to each individual g%ocessing elenment for, in

use, processing data indicative of an encryption key

| ength and for providing a signal internal to the
R S S b e R e el

uingld lagedatay. | ndi cati ve of an encryption key |ength.
18. An apparatus for processing data according to
claim17 wherein the plurality of individua
processing elenents are arranged in two or nore

pi pel i ne processing arrays 30 wherein the arrays are
for independently receiving data for processing or
for, when the |l ast processing elenent status is
attributed to a processing el enent beyond the |ast WO
2004/ 019548 PCT/ CA2003/ 001279 -39 processing el enent
of a single pipeline processing array, being
concatenated into a single larger array.



