COMMUNICATION SYSTEM, COMMUNICATION DEVICE,
NOTIFICATION METHOD, RECORDING MEDIUM, AND PROGRAM
CROSS REFERENCES TO RELATED APPLICATIONS The present
invention contains subject matter related to Japanese Patent Application
JP 2005-263969 filed in the Japanese Patent Office on September 12,
2005, the entire contents of which are incorporated herein by reference.
BACKGROUND OF THE INVENTION 1. Field of the Invention The
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BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to communication systems,
communication devices, notification methods, recording media,
and programs. More specifically, the present invention
relates to a communication system, communication device,
notification method, recording medium, and program with
which a counterparty of communication can be readily
identified.
2. Description of the Related Art

Recently, services employing short-range communication,
such as commutation tickets, prepaid cards, electronic money,
and ID cards, are becoming common. An example of short-
range communication standard is NFC (Near Field
Communication, ISO/IEC 18092). A feature of short-range

communication is that the distance between communication



communication device, it is possible to determine a counterparty of
communication and to start communication. Short-range communication
is described, for example, in Japanese Unexamined Patent Application
Publication No. 2004- 215255. SUMMARY OF THE INVENTION In
short-range communication, although it is possible to start communication
simply by placing a communication device to a different communication
device, for example, when a plurality of communication devices as
candidate counterparties of communication exist in the proximity, it is
devdiffeltits seleced specicount&rpaitydf commbaicatien and to confirm
a counterparrtly \gith which a communjcation path has been established.
r

COMBURASHRTOrR™ reCat Uset ThtBHaced déMahd that s coarteiarty of

comfRMMLicAtion be selected;on;the hasis of theypregence in; the groximity
and processing for selecting a counterparty of communication using

coudedee-spegifiec infornation (ex@. an |IBnar bame) betomitieduhhius, even.if
technologies that allow secure exchange of data with counterparties of
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of a party in connection could occur sq that data could be read - 2 or
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-1 s6@Pmunication be readily identified.

SUMMARY OF THE INVENTION

In short-range communication, although it is possible
to start communication simply by placing a communication
device to a different communication device, for example,
when a plurality of communication devices as candidate
counterparties of communication exist in the proximity, it
is difficult to select a specific counterparty of
communication and to confirm a counterparty with which a
communication path has been established. Furthermore,
recent user interfaces demand that a counterparty of
communication be selected on the basis of the presence in
the proximity and processing for selecting a counterparty of
communication using device-specific information (e.g., an ID
or name) be omitted. Thus, even if technologies that allow
secure exchange of data with counterparties of communication,
such as wvarious types of communication keys, spoofing of a

party in connection could occur so that data could be read



A communication system according to a first embodiment of the present
invention is a communication system including a first communication
device configured to carry out wireless communication; and a second
communication device configured to carry out wireless communication.
The first communication device includes setting means for setting a first
indication mode and a second indication mode corresponding to the first
indication mode, sending means for sending data representing the
second indication mode to the second communication device when

or EEThiuMicabivnHasEeH ertkilishad WEthiths Séeond communication
device, and_first in icatin% means for indicatinég thg establishment of
nd

commurictfor Bétweenthe firsi CoMmbREAt vicB IR the2seBhd®

rea@qr@@u%lggﬁe%pg in the first indication mode, correspondingly to
indication of the establishment of communication in the second indication

madedaynthensecondo somydeationcdevice of heosecondream@ubisatioBn nt
device includes receiving means for receiving the data representing the

of sdprigrindiation Mo; e dat Ravingbeen seht ffoms i first including
communication device, and second indicating means for indicating the

& LA bliSHIREIY Of COMMUNIAGHdT Befiwdtnt THe fifst coniradidatioh device
wirand the second commupicatign 5 3, device,in the second.indication made,

correspondingly to the indication of the establishment of communication
conifitherfist indicaiionymede by the fiest coavnunieaticndevice. The first
communication device includes setting means for setting a
first indication mode and a second indication mode
corresponding to the first indication mode, sending means
for sending data representing the second indication mode to
the second communication device when communication has been
established with the second communication device, and first
indicating means for indicating the establishment of
communication between the first communication device and the
second communication device in the first indication mode,
correspondingly to indication of the establishment of
communication in the second indication mode by the second
communication device. The second communication device
includes receiving means for receiving the data representing
the second indication mode, the data having been sent from
the first communication device, and second indicating means
for indicating the establishment of communication between

the first communication device and the second communication



A notification method according to the first embodiment of the present
invention is a notification method in a communication system including a
first communication device and a second communication device that
carry out wireless communication. The notification method includes the
steps of setting, by the first communication device, a first indication mode
and a second indication mode corresponding to the first indication mode;
sending, by the first communication device, data representing the second
indication mode to the second communication device when
devésimumicationIReBeen estabRsheerwitl fifo st eBARRdRIeatiork© the
device; indicating, by the%j?r t.communication device, the ,estab,lishrtggnt of

INOdGiRmURicatibn BEwEEH e first EaMmUNicatoR davice ard thesecdRd

£ 1 FSaMImication sievicen the firstingication made, corraspondingly:to. |
indication of the establishment of communication in the second indication
madenkyt theiseconercammuaitation dexiceyraceiving, Fyithet segeliment
communication device, the data representing the second indication mode,

of theedara haviny Bevresdritdrom the firsttddmmuhicationeebize; anda
indicating, by the second, communication_device, the establishment of

COMERrthicHTidn S BEtwden the fitsr cmmuhication YaUEe arich the Sbcond-c©
and? Lommynicatign deyice ip the sgeond.indigation mede, garresnandingly

to the indication of the establishment of communication in the first
contidication ede by ke fikst ification method includes the steps
of setting, by the first communication device, a first
indication mode and a second indication mode corresponding
to the first indication mode; sending, by the first
communication device, data representing the second
indication mode to the second communication device when
communication has been established with the second
communication device; indicating, by the first communication
device, the establishment of communication between the first
communication device and the second communication device in
the first indication mode, correspondingly to indication of
the establishment of communication in the second indication
mode by the second communication device; receiving, by the
second communication device, the data representing the
second indication mode, the data having been sent from the
first communication device; and indicating, by the second

communication device, the establishment of communication

between the first communication device and the second



communication device. A communication device according to a second
embodiment of the present invention is a communication device that
carries out wireless communication with a different communication
device. The communication device includes setting means for setting a
first indication mode and a second indication mode corresponding to the
first indication mode; communication means for sending data
representing the second indication mode to the different communication
device when communication has been established with the different
comgtitmicetionHevices ahd ihdicativy Mn’srférim@lkhﬁﬂgméer
establishment of commgnlcatlon between th f? own commu £ tion dewcg
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confiRISSPONANGNY Ip Kdieation of the eataRlishinart ol cpmmuypicalionip

the second indication mode by the different communication device. The

congeiting means may setthe first indication mode and the second indication
mode using a random number. The communication device may further
includeorE vkeRanrging deedrseior seemeynexcramyirie s cothrmiweatiornt
key with the different communjcation device so that the communication

of El%%nQE%ﬁaQ%éBé{t%r?%bP&ejr\?lna tFr& WEHGHE 2 5 LRt Todd B the
cariffetens communication deyice after, complgtiqn, of the;exchapge of the

communication key, the data being sent in an encrypted form using the
comG@MmticadiONdevice. The communication device includes

setting means for setting a first indication mode and a
second indication mode corresponding to the first indication
mode; communication means for sending data representing the
second indication mode to the different communication device
when communication has been established with the different
communication device; and indicating means for indicating
the establishment of communication between the own
communication device and the different communication device
in the first indication mode, correspondingly to indication
of the establishment of communication in the second
indication mode by the different communication device.

The setting means may set the first indication mode and
the second indication mode using a random number.

The communication device may further include key
exchanging means for securely exchanging a communication key
with the different communication device so that the

communication means sends the data representing the second



key. The communication means may further send first identification
information identifying the own communication device to the different
communication device and receive second identification information
identifying the different communication device so that the indicating
means can further indicate the second identification information
correspondingly to indication of the first identification information by the
different communication device. The communication means may continue
or stop the communication with the different communication device
indaecording toetanstudton IApaLEY alisef afBRtheCdiffependevice after
communication device wjth which tthe wn communication device ha
con1§t é% % of t

abitsHe L TnfEAtBRHAS BEent dentifiBl St tie B&dls bFthe the
datindication bythe indicating. means.and the:indication by;the different cat 1 on
communication device. The communication means may carry out
keyshort-range communication in which communication with the different
communication device is started when the different communication device
is placed IMaAprOXIMItY Ot thHe awd BemniuHicdtion device. 6L THe
indicating means may include a djapelg that . indicates the establishment

Ldegi domimuhication heRwBET e oW M{Hichtioh Hetice SRGTHE L cation
dev@ggmggCgﬂgnﬂwf§@?éq@w8%mmunication device and receive

second identification information identifying the different
communication device so that the indicating means can
further indicate the second identification information
correspondingly to indication of the first identification
information by the different communication device.

The communication means may continue or stop the
communication with the different communication device
according to an instruction input by a user after the
different communication device with which the own
communication device has established communication has been
identified, on the basis of the indication by the indicating
means and the indication by the different communication
device.

The communication means may carry out short-range
communication in which communication with the different
communication device is started when the different
communication device is placed in a proximity of the own

communication device.



by displaying an image or text that is the same as or that corresponds to
an image or text displayed by the different communication device. The
indication means may include a light emitting device that indicates the
establishment of communication between the own communication device
and the different communication device by emitting light with a color that
is the same as or that corresponds to a color of light emitted by the
different communication device, or by blinking by a cycle that is the same
or that corresponds to a cycle of blinking of the different communication

deViee. The irdicdting Mmeans nidyinélideitaddie btppuidevieet that
, dindicates tI\?e establish{ne% of comn;unication between the own N
InddGamunication device and e different CBMHGTcAtSH: devicdktyy the ovn
comPitputting:a,sound that is,the same of that, correspands o a.sound etpyt.
by the different communication device. A notification method or a
by programaceording icnthes seeond embogirnentsofdhe prasentdrvestiontst
a notification method of a communication device that carries out wireless
corgsRRRIMEation With ATkttt eat cormmunithtiphatesibelor & srograit farent

allowin% a,computer of a communication device - 7 that carries out
COMGBRSE toMIMEARSH with a different communication device to execute

21[%?@5%19&@%@99589 method o the, processing jpcluges the steps
device that indicates the establishment of communication
between the own communication device and the different
communication device by emitting light with a color that is
the same as or that corresponds to a color of light emitted
by the different communication device, or by blinking by a
cycle that is the same or that corresponds to a cycle of
blinking of the different communication device.

The indicating means may include an audio output device
that indicates the establishment of communication between
the own communication device and the different communication
device by outputting a sound that is the same or that
corresponds to a sound output by the different communication
device.

A notification method or a program according to the
second embodiment of the present invention is a notification
method of a communication device that carries out wireless
communication with a different communication device or a

program for allowing a computer of a communication device



setting a first indication mode and a second indication mode
corresponding to the first indication mode; controlling sending of data
representing the second indication mode to the different communication
device when communication has been established with the different
communication device; and indicating the establishment of
communication between the own communication device and the different
communication device in the first indication mode, correspondingly to
indication of the establishment of communication in the second indication
thapodeyithe différenit 6rhaAfmiciThidevics oeomiriuhicatbhidesent
according to a third embodiment of the present invention i?;ta

COMESRUMication Helice that caffies'6ht wirdless 2ofiunicaion with a
notdifferent; communication devige. The commypicatian deyicedngludes o o¢

communication means for receiving data representing a second indication
setmode corespendingde eftrsbindication amede: feoma theldifiesentat ion mode
communication device; and indicating means for indicating establishment
corgfecarmm@initation betwedr thé oWrfésmmumicdtiondevice ane thel ng
different communication device in the second indication mode,

SeNEGIEs ponditigh? td TRAEATOH of the ‘dstabiRhifieht bf Commiurficatbfin ©©
t nethgifist dndication mode; by the diffgrent communication, device 8 \The, s
communication means may further send first identification information
be eldestfyingl therawn serimueation: tevisedo dhedifferent-comamasicatien
device and receive
and indicating the establishment of communication between
the own communication device and the different communication
device in the first indication mode, correspondingly to
indication of the establishment of communication in the
second indication mode by the different communication device.
A communication device according to a third embodiment
of the present invention is a communication device that
carries out wireless communication with a different
communication device. The communication device includes
communication means for receiving data representing a second
indication mode corresponding to a first indication mode
from the different communication device; and indicating
means for indicating establishment of communication between
the own communication device and the different communication
device in the second indication mode, correspondingly to

indication of the establishment of communication in the fist

indication mode by the different communication device.



second identification information identifying the different communication
device so that the indicating means can further indicate the second
identification information correspondingly to indication of the first
identification information by the different communication device. A
notification method or a program according to the third embodiment of the
present invention is a notification method of a communication device that
carries out wireless communication with a different communication device
or a program for allowing a computer of a communication device that
cafies GiRTIREIESSREGMmUPRGEtiIDNith & different eBRtndritation device
to execute ErocessinﬁaThe ,notificﬁgon method or the processin% includes

LAefbldtdpS bF TontrBiting Tatastibn 6 dhta Tépradenting 8EcoRET I ECaton
devindicatign mode,cerresnanding, o @ first indigation.mode, the data-haviag
been sent from the different communication device; and indicating
secestablistynentfof copirmunication rkatween ke swneormmupicatian fleyvicen
and the different communication device in the second indication mode,
comgurPdsponding &y ihdication o dtte e5rblisitheatah gommaufication in
the first indication mode by the different communication device. 9
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corGXBMYNiCAtion deyvice; sets afirst, indicatignumede and; SeeaNnd ¢4t 1 on
indication mode corresponding

information by the different communication device.

A notification method or a program according to the
third embodiment of the present invention is a notification
method of a communication device that carries out wireless
communication with a different communication device or a
program for allowing a computer of a communication device
that carries out wireless communication with a different
communication device to execute processing. The
notification method or the processing includes the steps of
controlling reception of data representing a second
indication mode corresponding to a first indication mode,
the data having been sent from the different communication
device; and indicating establishment of communication
between the own communication device and the different
communication device in the second indication mode,
correspondingly to indication of the establishment of
communication in the first indication mode by the different

communication device.



to the first indication mode, sends data representing the second indication
mode to the second communication device when communication has
been established with the second communication device, and indicates
the establishment of communication between the first communication
device and the second communication device in the first indication mode,
correspondingly to indication of the establishment of communication in
the second indication mode by the second communication device. The
second communication device receives the data representing the second
indicstiondhode  thé BataHavirtg padrdeneiémahe kst conmPaRication
device, and indicates the establishment of communication betv%/een the

' J%ﬁrcigéi/i

IOVERE e SR muUnicat EOERY e 8&dony Cormtnitatioh devicé it the
inag&eondjpdicatien mode, crrespondingly-to the ndication.gtthes v onging

establishment of communication in the first indication mode by the first
to eoramtmicationraevice: Accoreing jo thensecangtembediment of they the

present invention, a first indication mode and a second indication mode
s e cemfespohtimg-toctherfipstendieatibe nictecard setsendipgtofdatglevice

representing the second indication mode tq the different communication

"hefe\iCE T Eortronea WhEH - 16 Cbrimubitatioh Has'beeh dstabifdted With
com%ﬁﬂ@g%%q%ﬁxﬁgpyB@?ﬁgggeY%gi@gqggagﬁ@bgngS@H%%ment of

communication between the own communication device and the different
communication between the first communication device and the
second communication device in the first indication mode,
correspondingly to indication of the establishment of
communication in the second indication mode by the second
communication device. The second communication device
receives the data representing the second indication mode,
the data having been sent from the first communication
device, and indicates the establishment of communication
between the first communication device and the second
communication device in the second indication mode,
correspondingly to the indication of the establishment of
communication in the first indication mode by the first
communication device.

According to the second embodiment of the present
invention, a first indication mode and a second indication
mode corresponding to the first indication mode are set,
sending of data representing the second indication mode to

the different communication device is controlled when
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communication device is indicated in the first indication mode,
correspondingly to indication of the establishment of communication in
the second indication mode by the different communication device.
According to the third embodiment of the present invention, reception of
data representing a second indication mode corresponding to a first
indication mode is controlled, the data having been sent from the different
communication device, and the establishment of communication between

the own cqmmunication device and ;he different commun'ication device is
comipdichted- irthelseeohd fidieaticr - Mede EorresponrdingRitd isdieation of

the establishment of communication in the first jndication mode by the |
COmRRRiR CSHMUPIC o diVibe: AS qeXcrBhd ABB7E adtordRERE S 25 1o

the

petifSLIP third embodiments ai the present invention, it {5pessiale 1o

recognize that communication with a different communication device has
combeeri estabbshetk Fusthefmote, dicearding iathendirstie ghird ndication

embodiments of the present invention, it is possible to readily identify a
modggurterpaetyf tdnadnicator, 96 fedt seeurs communidatiohicineat of

carried out readily and reliably. - 11 BRIEF DESCRIPTION OF THE
Comﬁﬁﬁl\Wﬁ\Tégfi:id.Xl 1% bivck Htdgrait of § commaiNEation system 1 Lt erent

confgerding ta anembadiment of the present invention;

According to the third embodiment of the present
invention, reception of data representing a second
indication mode corresponding to a first indication mode is
controlled, the data having been sent from the different
communication device, and the establishment of communication
between the own communication device and the different
communication device is indicated in the second indication
mode, correspondingly to indication of the establishment of
communication in the first indication mode by the different
communication device.

As described above, according to the first to third
embodiments of the present invention, it is possible to
recognize that communication with a different communication
device has been established. Furthermore, according to the
first to third embodiments of the present invention, it is
possible to readily identify a counterparty of communication,
so that secure communication can be carried out readily and

reliably.
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Fig. 2 is a block diagram showing an example of the configuration of an
NFC communication device shown in Fig. 1; Fig. 3 is a block diagram
showing the example of the configuration of functions achieved by a
controller shown in Fig. 2; Fig. 4 is a flowchart of a process executed by
an initiator; Fig. 5 is a diagram showing an example of blinking pattern of
an LED; Fig. 6 is a flowchart of a process executed by a target; Fig. 7 is a
diagram for explaining eavesdropping by a third party; and Fig. 8 is a
block diagram showing an example of the configuration of a personal
computer. DESCRIPTION OF THE PREFERRED EMBODIMENTS Before
describing embodiments of the Bresent invention, examples of

BRIggrrgsEp% ehee Between the fattIFes 6f the present invention and
embodimentsdeschbed in the, 12 speeification and SIoWibin the s ¢ e

drawings will be described below. This description is intended to assure
accihat iembediments stppatiag the preseat investion ate:desaribed; in this

specification. Thus, even if a certain embodiment is not described herein

astofresponding tb tealindfeafires showing an example of the

configuration of an NFC communication device shown in Fig.
1;

Fig. 3 is a block diagram showing the example of the
configuration of functions achieved by a controller shown in
Fig. 2;

Fig. 4 is a flowchart of a process executed by an
initiator;

Fig. 5 is a diagram showing an example of blinking
pattern of an LED;

Fig. 6 is a flowchart of a process executed by a
target;

Fig. 7 is a diagram for explaining eavesdropping by a
third party; and

Fig. 8 is a block diagram showing an example of the

configuration of a personal computer.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
Before describing embodiments of the present invention,
examples of correspondence between the features of the

present invention and embodiments described in the

- 12 -



of the present invention, that does not necessarily mean that the
embodiment does not correspond to those features. Conversely, even if
an embodiment is described herein as corresponding to certain features,
that does not necessarily mean that the embodiment does not correspond
to other features. A communication system according to a first
embodiment of the present invention is a communication system
including a first communication device (e.g., one of NFC communication
devices 1 to 3 shown in Fig. 1, acting as an initiator) configured to carry

speguthiiteiess eommsuriéatioh; Badtd secbirly ebmnuhiedtidrrde\ies te.gsd

one of tﬁ% ?F communication devices 1 to, 3 shown in Fig. }} acting as a

igu

Afget) Cohfighifet to &ariPSut WireiBSS 2o dric Ao The First

empERMMUnication devices ingludes setting.means (e.gy, A, indicatipnsmpde.
setter 32 shown In Fig. 3) for setting a first indication mode and a second

in iodicatiepsrade €otrespondingde the fiest indicatioremode nsenthdgliment
means (e.g., a short-range communication unit 12 shown in Fig. 2) for

is saiding datailepreseiiingthe Second atcatibhwode tee1Bate Sedndres

communication device when communication has been established with

°f {hSsdbonaeommiiicatid Bevic82and'fifst Rbicalting fidds Yy "aA"
thalPdigatorta,shawi in Fig, 2), fof, indicating 4ie etablishment o ¢ o« e s .

communication between the first communication device and the second
ConG@mBwMicatiolen if an embodiment is described herein as

bel

corresponding to certain features, that does not necessarily
mean that the embodiment does not correspond to other
features.

A communication system according to a first embodiment
of the present invention is a communication system including
a first communication device (e.g., one of NFC communication
devices 1 to 3 shown in Fig. 1, acting as an initiator)
configured to carry out wireless communication; and a second
communication device (e.g., one of the NFC communication
devices 1 to 3 shown in Fig. 1, acting as a target)
configured to carry out wireless communication. The first
communication device includes setting means (e.g., an
indication-mode setter 32 shown in Fig. 3) for setting a
first indication mode and a second indication mode
corresponding to the first indication mode, sending means
(e.g., a short-range communication unit 12 shown in Fig. 2)

for sending data representing the second indication mode to

- 13 -



device in the first indication mode, correspondingly to indication of the

establishment of communication in the second indication mode by the

second communication device. The second communication device

includes receiving means (e.g., a short-range communication unit 12

shown in Fig. 2) for receiving the data representing the second indication

mode, the data having been sent from the first communication device,

and second indicating means (e.g., an indicator 15 shown in Fig. 2) for

indicating the establishment of communication between the first

thecanpRmtationtEvicetan® thel S8é6rd commuTieatiohi dgéiéein thes been

ond indication maqde, correspondingly to the,indicgtion of the

| .
oot LI Re O e R CCETian 17 SRR FrthdAtbr MBAE By RBGr&i TSt
indquargggﬁ\’@: @.UOFgWaQBHMQBQ ageording to the ﬁ.f?g . 2) for

embodiment of the present invention is a notification method in a
indeeramimication systein including @ first communicaiiondevice: (e.gn atee

of NFC communication devices 1 to 3 shown in Fig. 1, acting as an
firiphiateryand ecsecond comimenication devicee (@pd onewiithe NRG on

communication devices 1 to, 3 shown in - 14 Fig. 1, acting as a target)

ASVihat carty bitwirefess ¢ofnithication™ THE notifEaticH Mt intludes
ind€-A18B% & SeHNg (9., 5EPHHSNRWR N Eigy MY theiflist 5 he

communication device, a first indication mode and a second indication
sechede oofrespendingrio dle Brst tndicatiorom@depmmunication device.
The second communication device includes receiving means
(e.g., a short-range communication unit 12 shown in Fig. 2)
for receiving the data representing the second indication
mode, the data having been sent from the first communication
device, and second indicating means (e.g., an indicator 15
shown in Fig. 2) for indicating the establishment of
communication between the first communication device and the
second communication device in the second indication mode,
correspondingly to the indication of the establishment of
communication in the first indication mode by the first
communication device.

A notification method according to the first embodiment

of the present invention is a notification method in a
communication system including a first communication device
(e.g., one of NFC communication devices 1 to 3 shown in Fig.

1, acting as an initiator) and a second communication device

(e.g., one of the NFC communication devices 1 to 3 shown in

— 14 -



sending (e.g., step S8 shown in Fig. 4), by the first communication
device, data representing the second indication mode to the second
communication device when communication has been established with
the second communication device; indicating (e.g., step S9 shown in Fig.
4), by the first communication device, the establishment of
communication between the first communication device and the second
communication device in the first indication mode, correspondingly to
indication of the establishment of communication in the second indication

Figmode Wthérsecafd acdmirimicatibh devicer Fécetving (é Be 1step S27
shown in Fig. 6) the second communicationqde,vice the da

, b t
O ESERtiG the s&2ond Mdication mdtde the A ah%%ijh%dﬁgeﬁg%ntsﬁgr%s
ot thedirsteommunicatiop device; and, indicating {e.9a)Step $28 shown.in.
Fig. 6), by the second communication device, the establiShment of
comé@mmmicationdbetiveen theffirsteommanication tevisecanchthessesondnd
communication device in the second indication mode, correspondingly to
indthedhdieatiow afthecastablishmemof teorhfrinication in s first imticatiohe /
mode by the first - 15 communication device. A communication device

SENRIEI A& of NFC EGRMUhiSAHOR délicks D to™3 sh&Wn T Bigh 47 &kting
conR AR Ijiaton) accarding tp-a second embedimentofthe present

invention is a communication device that carries out wireless
indication mode to the second communication device when

communication has been established with the second
communication device; indicating (e.g., step S9 shown in Fig.
4), by the first communication device, the establishment of
communication between the first communication device and the
second communication device in the first indication mode,
correspondingly to indication of the establishment of
communication in the second indication mode by the second
communication device; receiving (e.g., step S27 shown in Fig.
6), by the second communication device, the data

representing the second indication mode, the data having

been sent from the first communication device; and

indicating (e.g., step S28 shown in Fig. 6), by the second
communication device, the establishment of communication
between the first communication device and the second
communication device in the second indication mode,
correspondingly to the indication of the establishment of

communication in the first indication mode by the first
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communication with a different communication device (e.g., one of the
NFC communication devices 1 to 3 shown in Fig. 1, acting as a target).
The communication device includes setting means (e.g., an
indication-mode setter 32 shown in Fig. 3) for setting a first indication
mode and a second indication mode corresponding to the first indication
mode; communication means (e.g., a short-range communication unit 12
shown in Fig. 2) for sending data representing the second indication
mode to the different communication device when communication has

compeen estabRshetEwWith the different communication device; and indicating
means eﬁé.,rnlan indicator 15 shown in Fig. 2) for indicating the

establiSAMERLSFlommMunation betiween e Swi commumidalioR deice™"
devaRb e difigrent communigagan,deyice . Ine fysk dndigation medeo .
correspondingly to indication of the establishment of communication in
accihessecgnddndicateromodemby diendiffererit comemypication dexicenthen is
communication device according to the second embodiment of the
a cpresentipveation ArYfarheéhmelutRikele exevanging Meahs (e.g., a key
exchanger 34 shown in Fig. 3) - 16 for securely exchanging a

o AR e Tt SOOI o o fhaf B+
oneCURMUNICaton means sends the data representing the second indiation o |

mode to the different communication device after completion of the
actexchange0fthe gemmunicationckeyqiihe dataibeingsente includes
setting means (e.g., an indication-mode setter 32 shown in
Fig. 3) for setting a first indication mode and a second
indication mode corresponding to the first indication mode;
communication means (e.g., a short-range communication unit
12 shown in Fig. 2) for sending data representing the second
indication mode to the different communication device when
communication has been established with the different
communication device; and indicating means (e.g., an
indicator 15 shown in Fig. 2) for indicating the
establishment of communication between the own communication
device and the different communication device in the first
indication mode, correspondingly to indication of the
establishment of communication in the second indication mode
by the different communication device.

The communication device according to the second

embodiment of the present invention may further include key

exchanging means (e.g., a key exchanger 34 shown in Fig. 3)



in an encrypted form using the communication key. A notification method
or a program according to the second embodiment of the present
invention is a notification method of a communication device (e.g., one of
NFC communication devices 1 to 3 shown in Fig. 1, acting as an initiator)
that carries out wireless communication with a different communication
device (e.g., one of the NFC communication devices 1 to 3 shown in Fig.
1, acting as a target) or a program for allowing a computer of a
communication device (e.g., one of NFC communication devices 1to 3

forseen PRy, X aemitpas dnanigator) thatearies babwiréless the

4 fcommunication with a differe tco,mmunica%ion d%\%ice %e. ., one of the

R eSO mmIRRARO R Hetitd s TthS Sshvwn inFig “1.ad %‘gmé% t&gedto

mea@EUR pOGERSING, The-aolficalin mefhod or e PiREesainIC0RS mode
the steps of setting (e.g., step S7 shown in Fig. 4) a first indication mode

to ameacseconddndicationimede cotrespandingetasthedirstdogisation arodes
controlling (e.g., step S8 shown in Fig. 4) sending of data representing

thetherserond<indfcation medetthedifferent egmnitificaticridddée heant
17 communication has been established with the different

10 Enftintedtion teide" ahd irdickthty (&5 S48 SRBwARK - Fig. 4) the
establishment.af. Gommynicatign etween the. awn communication deyice
and the different communication device in the first indication mode,

seceRfrespaneinghe - ingicatiph present invention is a notification

method of a communication device (e.g., one of NFC
communication devices 1 to 3 shown in Fig. 1, acting as an

initiator) that carries out wireless communication with a

different communication device (e.g., one of the NFC

communication devices 1 to 3 shown in Fig. 1, acting as a

target) or a program for allowing a computer of a

communication device (e.g., one of NFC communication devices

1 to 3 shown in Fig. 1, acting as an initiator) that carries

out wireless communication with a different communication

device (e.g., one of the NFC communication devices 1 to 3

shown in Fig. 1, acting as a target) to execute processing.

The notification method or the processing includes the steps

of setting (e.g., step S7 shown in Fig. 4) a first

indication mode and a second indication mode corresponding
to the first indication mode; controlling (e.g., step S8
shown in Fig. 4) sending of data representing the second

indication mode to the different communication device when
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of the establishment of communication in the second indication mode by
the different communication device. A communication device (e.g., one of
NFC communication devices 1 to 3 shown in Fig. 1, acting as a target)
according to a third embodiment of the present invention is a
communication device that carries out wireless communication with a
different communication device (e.g., one of the NFC communication
devices 1 to 3 shown in Fig. 1, acting as an initiator). The communication
device includes communication means (e.g., a short-range
comggtitmication it R2 ShoRAtiAFIg.S2)E8r reddiviig dath feprasariting a
second indication mode corr spondin%to a first indication mode_ from the |

COMGIBrEH commImEaticn d8lide; AT indicatifg (Medns (85 Farindfdaesy 17

F1 L5 showpdn Eig. 2) forindicating cestaplishment.of communication ne oun
between the own communication device and the different communication

conmélerice irthersetondcindicationivode, osiespondinghytoindication atthece
establishment of communication in the fist indication mode by the

in gifferdntcommonicaicn devive i notificatiorrmethotbdva programi cation
according to the - 18 third embodiment of the present invention is a

°f fotftication et dfa esminiHication device (&g bhe Bt NiEE
1 nadEMUnication dayices L 19,3 showp,in Fig, 1, acting a5 &, argedbat
carries out wireless'communication with a different communication device
(e.g., onenafthe NFGn device (e.g., one of NFC communication
devices 1 to 3 shown in Fig. 1, acting as a target)
according to a third embodiment of the present invention is
a communication device that carries out wireless
communication with a different communication device (e.g.,
one of the NFC communication devices 1 to 3 shown in Fig. 1,
acting as an initiator). The communication device includes
communication means (e.g., a short-range communication unit
12 shown in Fig. 2) for receiving data representing a second
indication mode corresponding to a first indication mode
from the different communication device; and indicating
means (e.g., an indicator 15 shown in Fig. 2) for indicating
establishment of communication between the own communication
device and the different communication device in the second
indication mode, correspondingly to indication of the
establishment of communication in the fist indication mode
by the different communication device.

A notification method or a program according to the
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communication devices 1 to 3 shown in Fig. 1, acting as an initiator) or a
program for allowing a computer of a communication device (e.g., one of
NFC communication devices 1 to 3 shown in Fig. 1, acting as a target)
that carries out wireless communication with a different communication
device (e.g., one of the NFC communication devices 1 to 3 shown in Fig.
1, acting as an initiator) to execute processing. The notification method or
the processing includes the steps of controlling (e.g., step S27 shown in
Fig. 6) reception of data representing a second indication mode
thigshrespordintert adirstifdicatien addel the datoRavifg beda seht frafmlon
he _different communication device; and indicating (e.g., %tele S28 shown
met% FC

Fig°6) EstaBEHMeTof cothmtnitation befiveer” tie 8fn
confRMIUNCAIENARY IS the differst camppupiegiion. deviceghgs 5
second indication mode, correspondingly to indicafion of the
t aregtablishtaentafcomipunigation irethes first indicatioremode byitha a
different communication device. Now, embodiments of the present
difihgeation ddMBe deseribed withrefisreniCe o thecdr@wings: g NE'Shows
an example of the confi%uration of a - 19 communication system (a

congiitaintierath efers $6°a 15gical Combittioh of & Blurdiity %?Bé\?i%(eg,s an
in1tegrdiess gtwhether the copstituent deviges are disposed within the

same case) according to an embodiment of the present invention.
comReferdag iohigidy thescammunjcation systamincludesinication devices
1 to 3 shown in Fig. 1, acting as a target) that carries out
wireless communication with a different communication device
(e.g., one of the NFC communication devices 1 to 3 shown in
Fig. 1, acting as an initiator) to execute processing. The
notification method or the processing includes the steps of
controlling (e.g., step S27 shown in Fig. 6) reception of
data representing a second indication mode corresponding to
a first indication mode, the data having been sent from the
different communication device; and indicating (e.g., step
S28 shown in Fig. 6) establishment of communication between
the own communication device and the different communication
device in the second indication mode, correspondingly to
indication of the establishment of communication in the
first indication mode by the different communication device.

Now, embodiments of the present invention will be

described with reference to the drawings.

Fig. 1 shows an example of the configuration of a
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three NFC communication devices 1 to 3. Each of the NFC
communication devices 1 to 3 is configured to be capable of carrying out
NFC (Near Field Communication) with other NFC communication devices
by electromagnetic induction using carrier waves of a single frequency.
The frequency of the carrier waves used by the NFC communication
devices 1 to 3 is, for example, 13.56 MHz in the ISM (Industrial Scientific
Medical) band. Near Field Communication refers to communication that is
allowed between communication devices within a mutual distance of
comgpisrogmtately B eeand indiidéstomaiimicationthasist eariediitcal

etween communicaCiLlon devices (%ases thereof) in contact with each

COmpihRR TR cSniricaton Systeri ShOWRU £1g. T RaybE-&1 e ard =2ex
£ heSYSIEmdn Which ope pr mare gf the NEG, cammyinieation. devices 1 103,

are reader/writers and the other or others are IC cards. Alternatively, in
accihecammusicationsysteimecaach of thecdNbEcommmunication dexices 1 to

3 may be, for example, a personal digital assistant (PDA), a personal

compliesr (P, & eelldlar phoné ewatthon adednt Thadisst oD éacH vfles

the NEC communication devices 1 to 3 is a device that carries out NFC

R g0 1 ot TR o a1 Rarf o F&aderiiter in ai TG Raft system. " ©
comir@fl ALiheNFGcomunynicatign deyices .10;3,15, capable ,0f cagying,Qut, ¢

communication in two communication modes,
carrying out NFC (Near Field Communication) with other NFC
communication devices by electromagnetic induction using
carrier waves of a single frequency.

The frequency of the carrier waves used by the NFC
communication devices 1 to 3 is, for example, 13.56 MHz in
the ISM (Industrial Scientific Medical) band. Near Field
Communication refers to communication that is allowed
between communication devices within a mutual distance of
approximately 10 cm, and includes communication that is
carried out between communication devices (cases thereof) in
contact with each other.

The communication system shown in Fig. 1 may be an IC
card system in which one or more of the NFC communication
devices 1 to 3 are reader/writers and the other or others
are IC cards. Alternatively, in the communication system,
each of the NFC communication devices 1 to 3 may be, for
example, a personal digital assistant (PDA), a personal

computer (PC), a cellular phone, a watch, or a pen. That 1is,
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and is also capable of transmitting data at a plurality of transmission
rates. The two communication modes are referred to as a passive mode
and an active mode. Now, considering communication carried out
between the NFC communication devices 1 and 2, in the passive mode,
similarly to an IC card systems of a type that has hitherto been used, one
of the NFC communication devices 1 and 2, e.g., the NFC
communication device 1, modulates an electromagnetic wave generated
by itself (a carrier wave corresponding thereto) to send data to the other

eacRFefcdmmuiicatioAraeYites € 1 othe e €dmnuitieatiort Bedice 2ihdhis
case, and the NFC_communication device 2 load-modulates the

thakiecirbmaghetic walie (a Saitier ab8 corre8pbiding théréto) gererated”
rea@)é@ﬂﬂﬁﬁ%.fommlé@jc%@rbg%c%gggeﬁgnd data to the NFC

communication device 1. In contrast, in the active mode, the NFC
comuimieatiarh denices doad: 2 heth send datai by ;madutating is capable
electromagnetic waves generated by themselves (carrier waves

of ecorraspording therey)un2¢alniRCicartie oaPhy elettohiagnetiedes,
induction, a device that first outputs an electromagnetic wave to start

AN omnfihicationtie T 8 devide thab takes 1hE inttaest Eomnttitcation, &

tral;%ggg@) ta.as @Qggigqtor. The initiator sends a command to a counterparty
of communication,
The two communication modes are referred to as a

passive mode and an active mode. Now, considering
communication carried out between the NFC communication
devices 1 and 2, in the passive mode, similarly to an IC
card systems of a type that has hitherto been used, one of
the NFC communication devices 1 and 2, e.g., the NFC
communication device 1, modulates an electromagnetic wave
generated by itself (a carrier wave corresponding thereto)
to send data to the other NFC communication device, i.e.,
the NFC communication device 2 in this case, and the NFC
communication device 2 load-modulates the electromagnetic
wave (a carrier wave corresponding thereto) generated by the
NFC communication device 1 to send data to the NFC
communication device 1.

In contrast, in the active mode, the NFC communication
devices 1 and 2 both send data by modulating electromagnetic
waves generated by themselves (carrier waves corresponding

thereto).
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and the counterparty of communication returns a response to the
command, whereby NFC is carried out. The counterparty of
communication that returns the response to the command from the
initiator is referred to as a target. For example, when the NFC
communication device 1 starts outputting an electromagnetic wave to
start communication with the NFC communication device 2, the NFC
communication device 1 acts as the initiator and the NFC communication
device 2 acts as the target. In the passive mode, the NFC communication
devieeNF @ciag Bs tHe fiifiatbl contiticsnputting an' efbetrontanetic
wave and mqdules the electromagnee%i% wave it is oug)uttin% to send data
2

Vb TRe comfmitmiREtieH Havid fivg 3 targét, WhdThé NFC ™
comfRMTLMicAtion device 2 Jogd:modulatesihe electramagnetic.waye; heing ¢
output by the NFC communication device 1 acting as the initiator to send
comdhataito dhe HEC cemmumieation deviess 1akn conirasstib the active mode,
the NFC communication device 1 acting as the initiator starts outputting
inigzn sdlestrarhagietic wavE by sélPand Arodul@es e y22f communication,
electromagnetic wave to send data to the NFC communication device 2

anCadtity &St argst- Whetthe NEE tontthafiation Hevice™ hastinfshd"©
£heSENAIRG data. fhe NEG communication, deyics, 1 .Stops QUIRUIING e 5 -+

electromagnetic wave: Also, the NFC communication device 2 acting as
of thentargetsiiisn that returns the response to the command
from the initiator is referred to as a target.

For example, when the NFC communication device 1 starts
outputting an electromagnetic wave to start communication
with the NFC communication device 2, the NFC communication
device 1 acts as the initiator and the NFC communication
device 2 acts as the target.

In the passive mode, the NFC communication device 1
acting as the initiator continues outputting an
electromagnetic wave and modules the electromagnetic wave it
is outputting to send data to the NFC communication device 2
acting as the target, and the NFC communication device 2
load—-modulates the electromagnetic wave being output by the
NFC communication device 1 acting as the initiator to send
data to the NFC communication device 1.

In contrast, in the active mode, the NFC communication
device 1 acting as the initiator starts outputting an

electromagnetic wave by itself and modulates the
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outputting an electromagnetic wave by itself and modulates the
electromagnetic wave to send data to the NFC communication device 1
acting as the initiator. When the NFC communication device 2 has
finished sending data, the NFC communication device 2 stops outputting
the electromagnetic wave. The NFC communication devices 1, 2, and 3
include indicators la, 2a, and 3a, respectively. The indicators la, 2a, and
3a are modules for indicating that a secure communication path has been
established with a different NFC communication device. For example, the
elejplicarsrsng 2« #Rd Satcandse fonstivktéd using IFhEemtifyg deviceson

h as light emitting diodes (LEDs) or Jamps, display, devices, stich
o Tyt TS (LR B o Redes B S AHThay on

deviRgakers, vdbrating deviges .such,as Jibrators,,ar gdevices,mevable-Ry: on
actuators or the like. As  will be described later, for example, when a

devsegtre capwniaationpatmbyasheesestallished betweentheeNFCa1so,
communication device 1 and the NFC communication device 2, the

thejindicatsrdant tHe NFCSofitHicationadevicesl apd the - 3T irrlicatbrza s
of the NFC communication device 2 indicate the, establishment of the

OutEauré LBnfthumcation PAHBEweENTRE SNPE confifiunication Bavicea s
tned the: NEC commupication deyice. 2.4n deir respective jfdication

modes. Although the communication system shown in Fig. 1 is
communication device 1 acting as the initiator. When the
NFC communication device 2 has finished sending data, the
NFC communication device 2 stops outputting the
electromagnetic wave.

The NFC communication devices 1, 2, and 3 include
indicators la, 2a, and 3a, respectively. The indicators 1la,
2a, and 3a are modules for indicating that a secure
communication path has been established with a different NFC
communication device. For example, the indicators la, 2a,
and 3a can be constructed using light emitting devices, such
as light emitting diodes (LEDs) or lamps, display devices,
such as liquid crystal displays (LCDs), audio output devices,
such as alarms or speakers, vibrating devices, such as
vibrators, or devices movable by actuators or the like. As
will be described later, for example, when a secure
communication path has been established between the NFC

communication device 1 and the NFC communication device 2,

the indicator la of the NFC communication device 1 and the

- 23 —



constituted by the three NFC communication devices 1 to 3, the number
of NFC communication devices constituting a communication system is
not limited to 3, and may be two or four or more. Furthermore, a
communication system may include, for example, IC cards or
reader/writers of an IC card system of a type that has hitherto been used,
as well as NFC communication devices. Fig. 2 shows an example of the
configuration of the NFC communication device 1 shown in Fig. 1. The
configurations of the other NFC communication devices 2 and 3 shown in
indfiga toare’thesan@ as ¥he cenfijuration bl tie NETicoinmuhkdiieate the
ice 1 shown in FI%% so that descrﬂptlons thereof will be omitted. The
Vi

eStﬁ%%:lcS&%uhc ftioh tievice T frich el AT anhna L 1“4 Bhbf-ringe °e
NFCCUBMMNEAION LI 1o A rANCOMEAUTDRL GARLralohdSaaR RN o

an indicator 15, and a controller 16. The indicator 15 is the same as the
2 indicetardashewsdn Fig. Liwithctheirefereace sumeral reassigned for
simplicity of description. The antenna 11 forms a closed-loop coil, and it
ouiiah*tém@h eléttropragnetic waves inHcebRIantR it chande ih-the 1s
mount of current that flows through the coil. A current flows through thg

Co“&ﬁtéﬁﬁ&ﬁ(i Viert te dgRgtie fitx HASEIRG thrsugH e coirSstving =
th%ﬁﬁ(ﬁ%@“%%%@'@”%ﬁmﬂﬁ Sher-Eange. camaunication;ynit 12 teceives

communication system is not limited to 3, and may be two or
four or more. Furthermore, a communication system may
include, for example, IC cards or reader/writers of an IC
card system of a type that has hitherto been used, as well
as NFC communication devices.

Fig. 2 shows an example of the configuration of the NFC
communication device 1 shown in Fig. 1. The configurations
of the other NFC communication devices 2 and 3 shown in Fig.
1 are the same as the configuration of the NFC communication
device 1 shown in Fig. 2, so that descriptions thereof will
be omitted.

The NFC communication device 1 includes an antenna 11,
a short-range communication unit 12, a random—-number
generator 13, an input unit 14, an indicator 15, and a
controller 16. The indicator 15 is the same as the
indicator la shown in Fig. 1, with the reference numeral
reassigned for simplicity of description.

The antenna 11 forms a closed-loop coil, and it outputs
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current that flows through the antenna 11, carries out tuning and
detection, and demodulates signals obtained by detection. The
short-range communication unit 12 decodes the demodulated signals,
which are in the form of, for example, Manchester codes, and supplies
the decoded data corresponding to data transmitted from a different NFC
communication device (hereinafter also referred to as reception data) to
the controller 16. Also, the short-range communication unit 12 encodes
data that is to be transmitted to a different NFC communication device
e le@erematacieierrad e as ittarsmissidnteta)’ stppletnfiémithe tdontraiernt
16, for example, in Mancq%ster odes. When communication is carried
°F GUtih TRe abfiem %%‘f]sor en %qu%i&a?ib% is cArrfetf StHh tt%gows
£nrBRsiive mode and, the NFG commuynication device 1 agls gs theiinitiator,
the™ short-range communication unit 12 causes a current to flow through
thrihegntenra &350 thattherantesna Ad is causethtol emihacagier wave
(an electromagnetic wave thereof) having a predetermined single
fre§henéh The ShorB g2 icontrhanication uhit 12anedyiates-he
carrier wave in the form of the current that flows through the antenna 11,

CUT3&dbrding>to SigRYIS dbtaiRBd by dHcotiHg atsmissionata therditafter
rund'sg referegdoasancoded signals), Jhvgcan elecromaoneicwayg ny

generated by modulating the carrier
detection. The short-range communication unit 12 decodes

the demodulated signals, which are in the form of, for
example, Manchester codes, and supplies the decoded data
corresponding to data transmitted from a different NFC
communication device (hereinafter also referred to as
reception data) to the controller 16.

Also, the short-range communication unit 12 encodes
data that is to be transmitted to a different NFC
communication device (hereinafter referred to as
transmission data), supplied from the controller 16, for
example, into Manchester codes.

When communication is carried out in the active mode,
or when communication is carried out in the passive mode and
the NFC communication device 1 acts as the initiator, the
short-range communication unit 12 causes a current to flow
through the antenna 11 so that the antenna 11 is caused to
emit a carrier wave (an electromagnetic wave thereof) having

a predetermined single frequency. The short-range
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wave according to the transmission data is emitted. When communication

is carried out in the passive mode and the NFC communication device 1

acts as the target, the short-range communication unit 12 changes the

impedance, as viewed from the outside, of the coil serving as the antenna

11 according to encoded signals. When an electromagnetic wave that

serves as a carrier wave is has been generated by a different NFC

communication device so that an RF field (magnetic field) has been

formed around the antenna 11, in accordance with change in the
Comppedamed O the e6il servititfasahe antéracer the R droufiélehd orm

antenna 11 also changes. Thus, the carrier wave in the form of the ,
o HBG5iMagRElic WATE GO & AHfErerE NIFE SEAUNEation Gakbino

to ISimadylatedaccording o encadad Rignals,and tansmisgiondata is

transmitted to the different NFC communication device outputting the
(heelectiamagnetia wave c The moertulationssehemelgsed inythelshort-ranges, an
communication unit 12 may be, for example, amplitude shift keying
e L e@SRnavitiTiut dintiration 36 ASIK tothelmotiatidA - 2B sthemes riayeiie
used in the short-range communication unit 12, such as phase shift

e Ve G TP SKT 8r §ladrafure EHpadS MBddiation tOAR: Al the

degies of madulation can be; chasen.as desired. withgut imitalion 10, e

values such as 8% to 30%, 50%, or 100%.
and the NFC communication device 1 acts as the target, the
short-range communication unit 12 changes the impedance, as
viewed from the outside, of the coil serving as the antenna
11 according to encoded signals. When an electromagnetic
wave that serves as a carrier wave 1is has been generated by
a different NFC communication device so that an RF field
(magnetic field) has been formed around the antenna 11, in
accordance with change in the impedance of the coil serving
as the antenna 11, the RF field around the antenna 11 also
changes. Thus, the carrier wave in the form of the
electromagnetic wave output from a different NFC
communication deice is modulated according to encoded
signals, and transmission data is transmitted to the
different NFC communication device outputting the
electromagnetic wave.

The modulation scheme used in the short-range

communication unit 12 may be, for example, amplitude shift

keying (ASK). Without limitation to ASK, other modulation



The random-number generator 13 generates a random number, and
supplies data representing the random number to the controller 16. The
input unit 14 includes buttons, switches, a microphone, etc. The input unit
14 is operated or receives input of speech when the user enters various
instructions to the NFC communication device 1. The controller 16 is
formed, for example, by a processor such as a central processing unit
(CPU) or a micro processor unit (MPU). By executing predetermined
programs, the controller 16 controls the blocks of the NFC communication

schg@iice TandExeeats predéeemiedproEessifg GieprdiAges ton unit 12,
instructions input by the user via the input unit 14 or recegtion data from

SUChthap E6mmtinication’ devices .S,Klgg Othe LHHIFOIEH 16 stPBites o the
modSNYE 18RY] SRMMuUNIgation upif, 12 fransmission datg that isbtr(l? l%Ean be

transmitted to other NFC communication devices. Fig. 3 is a bloc
chodiagrars shewing-an examipteiof themcoafiguration ofAnetiensachiexed 83
by execution of predetermined programs by the controller 16. By
to exeoutiol =270 6f tHEpredetermined programs by the controller 16,
functions of a communication controller 31, an indication- mode setter 32,

an INGicafo COhthoIEr %3, g%‘f/re%&ﬁﬁnég’r 331 8A BhER plioh AR /btion
nuﬁﬂ$£§5€ﬂgjg&%%%Eggeéggggﬁepresenting the random number to

the controller 16.

The input unit 14 includes buttons, switches, a
microphone, etc. The input unit 14 is operated or receives
input of speech when the user enters various instructions to
the NFC communication device 1.

The controller 16 is formed, for example, by a
processor such as a central processing unit (CPU) or a micro
processor unit (MPU). By executing predetermined programs,
the controller 16 controls the blocks of the NFC
communication device 1 and executes predetermined processing
according to instructions input by the user via the input
unit 14 or reception data from other NFC communication
devices. Also, the controller 16 supplies to the short-
range communication unit 12 transmission data that is to be
transmitted to other NFC communication devices.

Fig. 3 is a block diagram showing an example of the
configuration of functions achieved by execution of

predetermined programs by the controller 16. By execution
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The communication controller 31 controls the short- range communication
unit 12 according to instructions input by the user via the input unit 14,
etc. Also, the communication controller 31 supplies reception data from
other NFC communication devices, supplied from the short- range
communication unit 12, to the indication-mode setter 32, the indication
controller 33, the key exchanger 34, or the encryption/decryption unit 35
as appropriate. Furthermore, the communication controller 31 obtains an
encryption key from the key exchanger 34, and supplies the encryption

of ké\ptotheshorirrahgetompdhicaioRYnitl®. mIB6 rthékdmrhbnication
controlleré%obtains transmissjion data to o@gé\l% communigeation ,

,an

Fung&icES1rom fheCSRE PGS pticH thit pplied fHe-cation-

modikansmissions data;to the short-range communication unit 12, When the, e
NFC communication device 1 acts as the initiator, the indication-mode

34, seifters32csets ahdndigcatierygnode farrthe NFEC cammunication geviee dsor
acting as the initiator (hereinafter referred to as an initiator indication

36 .mode) and an indication mode for a different NFC - 28 communication
device actin%l as the taré;et hereinafter referred to as a tarﬁet indication

moue) ontHE BSIAGriRE fardion naifber SupisliecF o the® S7o% -
ran0dO0AUMbeL generaer 13-, Bhe dndicatian;mode seter 32sLpples ot

ata representing the initiator indication mode (hereinafter referred to as
by the user wvia the input unit 14, etc. Also, the
communication controller 31 supplies reception data from
other NFC communication devices, supplied from the short-
range communication unit 12, to the indication-mode setter
32, the indication controller 33, the key exchanger 34, or
the encryption/decryption unit 35 as appropriate.
Furthermore, the communication controller 31 obtains an
encryption key from the key exchanger 34, and supplies the
encryption key to the short-range communication unit 12.
Also, the communication controller 31 obtains transmission
data to other NFC communication devices from the
encryption/decryption unit 35, and supplies the transmission
data to the short-range communication unit 12.

When the NFC communication device 1 acts as the
initiator, the indication-mode setter 32 sets an indication
mode for the NFC communication device 1 acting as the

initiator (hereinafter referred to as an initiator

indication mode) and an indication mode for a different NFC
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initiator-indication-mode data) to the indication controller 33. Also, the
indication-mode setter 32 supplies data representing the target indication
mode (hereinafter referred to as target-indication-mode data) to the
communication controller 31. The indication controller 33 obtains
target-indication- mode data transmitted from a different NFC
communication device from the encryption/decryption unit 35. The
indication controller 33 controls the indicator 15 on the basis of the
initiator-indication-mode data supplied from the indication-mode setter 32
comgyhedatgetindieatictemuedel ddtaapanstitted femt a (difehtNFCT
communijcation device, there,%}/ causing the igaicator 15 that a secure
|

re L S hitunication Path Hak been SdEBlidel it 2 difSrenp RiFGs1s Of the
- anSMMunisation. deyice.The key, exehanger 34.exchanges keys witha. 13

different NFC communication device with which communication is carried
TheoutnMiore ispesificalys whenttbe NEC coppmtiBisation deviepde astscasithec he

initiator, the key exchanger 34 generates a pair of asymmetric encryption
inikeyasnd deerpton kep. TheRey hoDeéxcdrjer Basuppties five as

encryption key to the communication controller 31. The communication

PrEortfotier 'ST06tAMNS A sBSSIon K8y Theryptéd Gsihgthe BheRiptioi kel 1<+
33.(hejgingfter ieferred io.a5 an.encrypted session key), ipasited.fram a

different NFC communication device
representing the target indication mode (hereinafter
referred to as target—-indication-mode data) to the
communication controller 31.

The indication controller 33 obtains target-indication-
mode data transmitted from a different NFC communication
device from the encryption/decryption unit 35. The
indication controller 33 controls the indicator 15 on the
basis of the initiator-indication-mode data supplied from
the indication-mode setter 32 or the target-indication-mode
data transmitted from a different NFC communication device,
thereby causing the indicator 15 that a secure communication
path has been established with a different NFC communication
device.

The key exchanger 34 exchanges keys with a different
NFC communication device with which communication is carried
out. More specifically, when the NFC communication device 1
acts as the initiator, the key exchanger 34 generates a pair

of asymmetric encryption key and decryption key. The key
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(target) with which communication is carried out. The key exchanger 34
decrypts the encrypted session key using the decryption key paired with
the encryption key used to encrypt the session key, and supplies the
session key obtained by the decryption to the encryption/decryption unit
35. When the NFC communication device 1 acts as the target, the key
exchanger 34 obtains from the communication controller 31 an encryption
key transmitted from a different NFC communication device (initiator) with
which communication is carried out. Also, the key exchanger 34
exchenerates’d session key ohlthe Basisvefta Arthdony nimbeRegenerated by
the random-number erﬁrator 13. Furthermore, the ke ,exchanr%er 3

COMENYHR S SeSSBRKEY WEing'the ehCryptidh ey tahishiitted Rt fhe" <™
31 Bifiedam and syoplias Ahg epcoptad session key 10 MRCAMILILANION oy

controller 31. Then, the key exchanger 34 suppliés the encrypted session
(hekeyi toatheencryftion/decrypticnsurih3snthe poeryphen/desryptien unit 35

obtains from the communication controller 31 reception data received
trafemid 30 Hiffstent NFEGmmuniéation devicel Thgion device

encryption/decryption unit 35 decrypts the reception data using the
(taEGRfn Ry, hri SUPbIES TR BRER bt ddta 6~ dilia Blocessbp 365eY

exchlsQ,the %@9%8@}%9%@ yptin ypit, 35 phiains.framdhe data praGesser,
36 transmission data that

decryption key paired with the encryption key used to

encrypt the session key, and supplies the session key

obtained by the decryption to the encryption/decryption unit

35.

When the NFC communication device 1 acts as the target,
the key exchanger 34 obtains from the communication
controller 31 an encryption key transmitted from a different
NFC communication device (initiator) with which
communication is carried out. Also, the key exchanger 34
generates a session key on the basis of a random number
generated by the random—-number generator 13. Furthermore,
the key exchanger 34 encrypts the session key using the
encryption key transmitted from the initiator, and supplies
the encrypted session key to the communication controller 31.
Then, the key exchanger 34 supplies the encrypted session
key to the encryption/decryption unit 35.

The encryption/decryption unit 35 obtains from the

communication controller 31 reception data received from a
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is to be transmitted to a different NFC communication device. The
encryption/decryption unit 35 encrypts the transmission data using the
session key, and supplies the encrypted data to the communication
controller 31. The data processor 36 executes predetermined processing
on the basis of the data supplied from the encryption/decryption unit 35.
Also, the data processor 36 supplies transmission data that is to be
transmitted to a different NFC communication device to the
encryption/decryption unit 35. Next, processing executed in the NFC
difésmainicttioncaaviea 198l bendeyibed withleference to Figs. 4 to 6.
The fallowin descrif,tion will be %i en in the context of an example where

P ChENFE oMTGRREGGR dBUitE 1°ZctS 8" thE hiitlaltsr i e Npe @22
usiGQMHDicalion deyige,? actas e fyget Hareinallet fiedfGar s o

communication device 1 acting as the initiator will be simply referred to as
t heth@ainiiatoroard g NFE. commumjcation daviceyd acting as the targenwillnit
be simply referred to as the target. First, a process executed by the NFC
35 edrhmunicationm- 3hede\ice 1 ictiAg a8the ditidtor Wilhbe geserited withhat
reference to a flowchart shown in Fé%. 4. 1n ste&PgSi, the short-range
[

18 {SmMtnicatiof Tint 12 ek8cites pbltifg SMord EpedifiGhlly et t+on device.
TheSRA[EIRNGE; GAMIMURIcation ynif 12 seqds polling commAands Al 1) srmission

data using the session key, and supplies the encrypted data
to the communication controller 31.

The data processor 36 executes predetermined processing
on the basis of the data supplied from the
encryption/decryption unit 35. Also, the data processor 36
supplies transmission data that is to be transmitted to a
different NFC communication device to the
encryption/decryption unit 35.

Next, processing executed in the NFC communication
device 1 will be described with reference to Figs. 4 to 6.
The following description will be given in the context of an
example where the NFC communication device 1 acts as the
initiator and the NFC communication device 2 acts as the
target. Hereinafter, the NFC communication device 1 acting
as the initiator will be simply referred to as the initiator
and the NFC communication device 2 acting as the target will
be simply referred to as the target.

First, a process executed by the NFC communication
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predetermined intervals via the antenna 11 under the control of the
communication controller 31. In step S2, the short-range communication
unit 12 checks whether a polling response has been received. When it is
determined in step S2 that a polling response has not been received, the
process returns to step S1, and steps S1 and S2 are repeated until it is
determined in step S2 that a polling response has been received. When it
is determined in step S2 that a polling response has been received, the
process proceeds to step S3. More specifically, the process proceeds to

devgtep I3 whehthe aargetTeéeivés- atpollingisigndlcn S&rS2Pemhdrsends a
polling response command in step S22 and the sIlort-range

et Edmmtnidation UnitoTS 8fthe iRftiakst reCeitéd the response command, as
willkhe deseribed laterwith, reference Ja Fig, &0 step $3nthekey 12

exchanger 34 generates an encryption key and a decryption key. More
exespeacifically 1thenkey exchanges34igenesates,a paie o asyromeirieye

encryption key and decryption key based on a public-key cryptosystem
comgiyghi g3 theoR SA(Rivelst Stimie ABfemam)dergpiosysiém, &n - 32

elliptic-curve crypto system, or the EIGamal cryptosystem. In step S4, the

PT e§iorerahg Comiumication Uit 86ndd & eheryptioH k& ant h fytrot
or MoLe spaaifically, e key. sxchanger, 34;supplies the generated

encryption key to the communication controller 31. The communication
contiollfep S2, the short-range communication unit 12

checks whether a polling response has been received. When
it is determined in step S2 that a polling response has not
been received, the process returns to step S1, and steps Sl
and S2 are repeated until it is determined in step S2 that a
polling response has been received.

When it is determined in step S2 that a polling
response has been received, the process proceeds to step S3.
More specifically, the process proceeds to step S3 when the
target receives a polling signal in step S21 and sends a
polling response command in step S22 and the short-range
communication unit 12 of the initiator receives the response
command, as will be described later with reference to Fig. 6.

In step S3, the key exchanger 34 generates an
encryption key and a decryption key. More specifically, the
key exchanger 34 generates a pair of asymmetric encryption
key and decryption key based on a public-key cryptosystem

such as the RSA (Rivest Shamir Adleman) cryptosystem, an
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31 supplies the encryption key and an ID that serves as identification
information of the NFC communication device 1 acting as the initiator to
the short-range communication unit 12. The short-range communication
unit 12 sends the encryption key and the initiator ID to the target via the
antenna 11. As will be described later with reference to Fig. 6, the target
receives the encryption key and the initiator ID in step S23, generates a
session key in step S24, and sends to the initiator a session key
encrypted using the encryption key transmitted from the initiator (an

el lamdryptedu 58Ssi6n KeyParsd h $D thatserves b famiticatioipt osystem.
infarmatijon of the NFC cog;)munication device 2 acting as the targ?t in

step’S26.9R step S5 the Sigrt-rag s ommURTEALIoR Nt 12" teteivés fid S

an ERCYRIediSEssion key and therlh trapgipitted, fromethe target vig, the, o
antenna 11. In step S6, the key exchanger 34 decrypts the encrypted

excsessigirkeyl Moresspestically, therNrG comraunicaiion device,1 supplies
the encrypted session key and the target - 33 ID to the communication

comgpiitichieE BenThe tbrtdMication coRfrellecamsugslitsithe eprenjpted ler
session key to the key exchanger 34 and the target ID to the indication

31 SHRHOIET 33 he ey &xChaRger 34 e/ pis the efrdiyptet Session ey
ideﬂ%ﬁg£@%9§9ypﬂ9%5§%9€983ﬂ%?"{ﬁ@pﬁ%% communication device 1

acting as the initiator to the short-range communication
unit 12. The short-range communication unit 12 sends the
encryption key and the initiator ID to the target wvia the
antenna 11.

As will be described later with reference to Fig. 6,
the target receives the encryption key and the initiator ID
in step S23, generates a session key in step S24, and sends
to the initiator a session key encrypted using the
encryption key transmitted from the initiator (an encrypted
session key) and an ID that serves as identification
information of the NFC communication device 2 acting as the
target in step S26.

In step S5, the short-range communication unit 12
receives the encrypted session key and the ID transmitted
from the target via the antenna 11.

In step S6, the key exchanger 34 decrypts the encrypted
session key. More specifically, the NFC communication

device 1 supplies the encrypted session key and the target
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As will be described later with reference to Fig. 6, the session key
obtained by the decryption is a shared key generated by the target using
a random number. Furthermore, the encrypted session key is encrypted
using the encryption key generated by the initiator, so that the encrypted
session key can only be decrypted using the decryption key owned by the
initiator. Furthermore, the session key remains effective only during the
current communication session. Thus, the session key is owned only by
the initiator and the target of the current communication session, so that

ID gatatérrerysen usirgptheSessohkey/ T ohly-be Beeryptadnpy ftfmt ion
initia{ ran%gme target.. Therefore, a secure encrypted co municatioﬂn

conR It BerdblichRd bt Beh i CGBY AT the IO 1 Sibp Sy, ThE ke

exciidication-mode, setter 32 setsan pdicafionmode using 3 £,andeMc v o11er

number. More specifically, the input unit 14 supplies data representing a

33 .gerneratace yardein augeleria the indieationemede settep32dThe ssion key
indication-mode setter 32 sets an initiator indication mode and a target

us iipdicalion frcde Bit Hee bESIE of HNe Faridin 1 34Shgmbep received. In step
S8, the indication-mode setter 32 reports the indication mode. More

SpeGifitaity. the indfatbnHode Letter 82 dhppfic§™nce ©° Fig. 6
tneiniiatorsipdicationtpeds data fepregenting.the pitigfor jndigation, mode,to,,

the indication
generated by the target using a random number. Furthermore,
the encrypted session key is encrypted using the encryption
key generated by the initiator, so that the encrypted
session key can only be decrypted using the decryption key
owned by the initiator. Furthermore, the session key
remains effective only during the current communication
session. Thus, the session key is owned only by the
initiator and the target of the current communication
session, so that data encrypted using the session key can
only be decrypted by the initiator and the target.
Therefore, a secure encrypted communication path is
established between the target and the initiator.

In step S7, the indication-mode setter 32 sets an
indication mode using a random number. More specifically,
the input unit 14 supplies data representing a generated
random number to the indication-mode setter 32. The
indication-mode setter 32 sets an initiator indication mode

and a target indication mode on the basis of the random
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controller 33. Also, the indication-mode setter 32 supplies
target-indication-mode data representing the target indication mode to the
encryption/decryption unit 35. The encryption/decryption unit 35 encrypts
the target- indication-mode data using the session key, and sends the
encrypted target-indication-mode data to the target via the
communication controller 31, the short-range communication unit 12, and
the antenna 11. The target receives the target-indication-mode data in
step S27 described later with reference to Fig. 6. In step S9, the indicator
numnps hdietes west a secure communication path has been established with
the target. Mare sp cificallgéiunde_r the cogtrol of the incrjfi ation controller

33 heihaRator 15 ndicates that 4 ¥eclirs' cofihlinitation pati hasb&eit
inag$tapblishedwith the farget, i, the indication mede represeated By thege

initiator-indication- mode data. At this time, in step S28 described later
setwith referenpe 1d Eig. Hn int coapearation withithe initiatos, thettarget also

indicates that a secure communication path has been established with
repgesaiaicrdintthe indicatiat modend33-aépresentedicby thethe indication

target-indication-made data transmitted from the initiator. For exam

le, ..
CONREH He indicatof 15 & formed gt Altight "SRy Gevics SGEh a8 aSﬁJéeﬁl ies
. argfgggggg@@gt%% lightsbulb., by cagsipg the indicator, 15 of the initiator

indication mode to the encryption/decryption unit 35. The
encryption/decryption unit 35 encrypts the target-
indication-mode data using the session key, and sends the
encrypted target-indication-mode data to the target via the
communication controller 31, the short-range communication
unit 12, and the antenna 11.

The target receives the target-indication-mode data in
step S27 described later with reference to Fig. 6.

In step S9, the indicator 15 indicates that a secure
communication path has been established with the target.
More specifically, under the control of the indication
controller 33, the indicator 15 indicates that a secure
communication path has been established with the target, in
the indication mode represented by the initiator-indication-
mode data. At this time, in step S28 described later with
reference to Fig. 6, in cooperation with the initiator, the
target also indicates that a secure communication path has

been established with the initiator, in the indication mode
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indicator 15 of the target to turn on or off in synchronization with each
other, it is possible to indicate that a secure communication path has
been established. In this case, for example, an LED ON period ton and
an LED OFF period toff shown in Fig. 5 are set using a random number in
step S7, and target-indication-mode data representing the ON period ton
and the OFF period toff is transmitted from the initiator to the target in
step S8. Instead of causing the LEDs to turn on and off in synchronization

with each other, for example, the LEDs of the initiator and the target may
reppe seiised t8Yurileh Wih I8¢ sanicolér Foreramphs the ToIGRDE L5 ¢t

c forr{led of a,c%isplaé device, such as a liquid crystal display (LCD), it is
L OBodsitle 16 diédt8that a secure communication path has been

established by causing the {ndicatpy 1p of the fnjtiator agd.the ingdicator 13,
of the target to display the same moving image picture, sill picture, text, or

emitheilikg. dB-thiscasecior example,qonteni thatis 4o heddisplayed: is sghen
the basis of a random number in step S7, and target-indication-mode

bul@atalrgpreseniing thé dispraicoritent -136 o trahsmittcd-freinahe dmitlatone
to the target in step S8. Yet alternatively, for example, when the indicator

IndtS i Rmed ot analfid 36Tt deficeSdct? Bs %rsp%gﬁeﬁ}r an alarm, it
syniSiOssible fo indicate that 3 securg communication path has bgen 4 i -5t e

established by causing the

that a secure communication path has been established. In
this case, for example, an LED ON period ton and an LED OFF
period toff shown in Fig. 5 are set using a random number in
step S7, and target-indication-mode data representing the ON
period ton and the OFF period toff is transmitted from the
initiator to the target in step S8. 1Instead of causing the
LEDs to turn on and off in synchronization with each other,
for example, the LEDs of the initiator and the target may be
caused to turn on with the same color.

For example, the indicator 15 is formed of a display
device, such as a liquid crystal display (LCD), it is
possible to indicate that a secure communication path has
been established by causing the indicator 15 of the
initiator and the indicator 15 of the target to display the
same moving image picture, sill picture, text, or the like.
In this case, for example, content that is to be displayed
is set on the basis of a random number in step S7, and

target-indication-mode data representing the display content
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indicator 15 of the initiator and the indicator 15 of the target to output
sound with the same melody, rhythm, pitch, tone, or period. In this case,
for example, content of sound that is to be output is set on the basis of a
random number in step S7, and target-indication-mode data representing
the sound content is transmitted from the initiator to the target in step S8.
Still alternatively, when the indicator 15 is formed of a mobile device,
such as a robot or a vibrator, it is possible to indicate that a secure
communication path has been established by causing the indicator 15 of
is theafnititorand feoididatori1s b thetarge? t6 eRetyteIRé sametep S8.
operation, For examele robots as the in icatorsh15 move in tgge same

marer SorViBIATTS A5 the indiEafor TBP vibratd i the S8me e ah 1°
is tf‘é%ﬁ%%?’é‘%r %@B‘Si@%&@ﬁ{?éio@e%@%j”%%ﬂ%@5’5 %?Jeoo{k@f or an

basis of a random number in step S7, and target-indication-mode data
alatepyresenting the operationdis transmitied fronatheaniiatorr-to the target in

step S8. As long as it is possible to recognize that the - 37 indication by
comgreripdiehtor15°6the initator and ke ahdicatien! by the frdidater 15of the

target corresponds to each other (are associated with each other) and

Indgef i indicatbr 18%f e Intator afd the maicktor £5 6P the  targét =€
tar@@yagyn&EEﬁﬁ%a@%hwghﬁ%@ﬁ(%@53ggﬁe melody, rhythm, pitch,

tone, or period. In this case, for example, content of
sound that is to be output is set on the basis of a random
number in step S7, and target-indication-mode data
representing the sound content is transmitted from the
initiator to the target in step S8.

Still alternatively, when the indicator 15 is formed of
a mobile device, such as a robot or a vibrator, it is
possible to indicate that a secure communication path has
been established by causing the indicator 15 of the
initiator and the indicator 15 of the target to execute the
same operation. For example, robots as the indicators 15
move in the same manner, or vibrators as the indicator 15
vibrate in the same pattern. 1In this case, for example, the
operation of the indicators 15 is set on the basis of a
random number in step S7, and target-indication-mode data
representing the operation is transmitted from the initiator
to the target in step S8.

As long as it is possible to recognize that the
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indication modes of the initiator and the target need not necessarily be
the same. For example, when the indicators 15 are audio output devices,
it is possible to form a consonance or a dissonance with a sound output
from the initiator and a sound output from the target. Alternatively, for
example, when the indicators 15 are display devices, the initiator and the
target may display mutually corresponding images or display segments
that together form a single meaningful word or sentence. Yet
alternatively, for example, when the indicators 15 are mobile devices, the
indihftRtdrrandthé krgehmbgperformmatudiy Totresponrding opedatiors.
As the initiator-i dlcatloa -mode da and ththar%et indication-mode data,

Indg5a detliallrepresehtiid the ?ﬁanner Oof i G € 5., BRPKIRGRY R or=©
e acwemy%pa(yalf% sets Alernatively. it 15 Rogsible {9, 8¢t inadyapgee @ e

plurality of indication modes in each NFC communication device and
i ndassign identifieatiatheumhersiidestifymngitheriadicatcon anedes so #ratt he
identification numbers can be set on the basis of a random number. Since
targetnitiatoraie the tageppebimindicatiorrad8 aftriuallyhe
correspondlng manners, the user can readlly identify an NFC

LRl S e didn Hevide Wit wHicH & Selre™ R3mmimitatsh pathtis B&n
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information (e.g., ID, device name, or design)
15 are audio output devices, it is possible to form a

consonance or a dissonance with a sound output from the
initiator and a sound output from the target. Alternatively,
for example, when the indicators 15 are display devices, the
initiator and the target may display mutually corresponding
images or display segments that together form a single
meaningful word or sentence. Yet alternatively, for example,
when the indicators 15 are mobile devices, the initiator and
the target may perform mutually corresponding operations.

As the initiator—-indication-mode data and the target-
indication-mode data, data actually representing the manner
of indication (e.g., blinking cycle or melody) may be set.
Alternatively, it is possible to set in advance a plurality
of indication modes in each NFC communication device and
assign identification numbers identifying the indication
modes so that identification numbers can be set on the basis
of a random number.

Since the initiator and the target perform indication
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identifying the initiator (e.g., display an image or output a sound) and
cause the initiator to present information (e.g., ID, device name, or
design) identifying the target (e.g., display an image or output a sound) so
that the user can identify the counterparty of communication more
reliably. In step 510, the communication controller 31 checks whether the
counterparty of communication has been accepted by the user. More
specifically, when indication by a desired NFC communication device (the
NFC communication device 2 in this example) has been performed

in w%@dohﬁiﬁg?fﬁ@ ffmeéﬁdrgbwm@maibatérhﬁ gEthe iﬁmatd??méidéer

data re resentln%acceptance f the counter

4 gut of
L et Y AR ik R 05, GGt oA TRy SaciepiRe
com%tnﬁ&gymﬁ{p?@éﬁf ﬁ%@nﬂ}&?ﬁt@&'ﬁkﬁ’ﬁ@ﬂég from the input unit 14,

the communication controller 31 determines that the counterparty of
commylieatiosrkgs been sageeptedhy thecuserutbenHbeyroeess to
proceeds to step Si'. In step S11, the short-range communication unit 12
preggvies buf dakecommunication, Wherelsvdata thafthe user A<39 Gishes
to gctual gy exchange is exchanged between the initiator and the target.

LdegihtE e Gatd ExcHEnged'is TendySted USig a $€s8Bn %@gﬁ]e%ec%ﬂﬁ?ut
a shihgdata s assured. Al this ime, the commynication '1‘998{91%36 bgy,

swﬂched from short-range communication to a mode in which
(e.g., ID, device name, or design) identifying the target

(e.g., display an image or output a sound) so that the user
can identify the counterparty of communication more reliably.
In step S10, the communication controller 31 checks
whether the counterparty of communication has been accepted

by the user. More specifically, when indication by a
desired NFC communication device (the NFC communication
device 2 in this example) has been performed correspondingly
to indication by the indicator 15 of the initiator, the user
inputs data representing acceptance of the counterparty of
communication via the input unit 14. When data representing
acceptance of the counterparty of communication is obtained
from the input unit 14, the communication controller 31
determines that the counterparty of communication has been
accepted by the user. Then, the process proceeds to step
S11.

In step S11, the short-range communication unit 12

carries out data communication, whereby data that the user
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communication can be carried out at a longer distance so that data can
be exchanged between remote locations. When communication with the
target has been finished, the process returns to step S1, and step S1 and
the subsequent steps described above are executed. When it is
determined in step S10 that the counterparty of communication has not
been accepted by the user, the process returns to step S10. For example,
when indication by a desired NFC communication device has not been
performed correspondingly to indication by the indicator 15 of the
wisipitiatére of hen lindicatich esgespondiniy trindReation bye tie inbircator 15
.of the initiator has beenrperformed,?r/ﬁan NFC communication d§vi,ce that

Inififérentiom-the deshdd NFC EARmunication devics: 1R 8sSr inputs
encH3iBIeRresenting rejeationf the pounterparty.of aarymypicalan yia the; o
input unit 14. When data representing rejection of the counterparty of

a s s€eremuniceationts ebtaired fromethedmnpuin uoH d4o thenceramusncation
controller 31 determines that the counterparty of communication has not

swiedrdcéemed Pyané wrsErIFherhe precdssaetiras 3o BEgeSitandiich
step S1 and - 40 the subsequent steps described above are executed. At
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communication device may be stored so that an NFC communication

dewvieehayviignam 2 giffesentfiem thee target has been finished,
the process returns to step S1, and step S1 and the
subsequent steps described above are executed.

When it is determined in step S10 that the counterparty
of communication has not been accepted by the user, the
process returns to step S10. For example, when indication
by a desired NFC communication device has not been performed
correspondingly to indication by the indicator 15 of the
initiator, or when indication corresponding to indication by
the indicator 15 of the initiator has been performed by an
NFC communication device that is different from the desired
NFC communication device, the user inputs data representing
rejection of the counterparty of communication via the input
unit 14. When data representing rejection of the
counterparty of communication is obtained from the input
unit 14, the communication controller 31 determines that the
counterparty of communication has not been accepted by the

user. Then, the process returns to step S1, and step S1 and
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stored ID will be detected from then on. Next, a process executed by the

target in association with the process executed by the initiator shown in

Fig. 4 will be described with reference to a flowchart shown in Fig. 6. In

step S21, the short-range communication unit 12 of the target receives

via the antenna 11 the polling command transmitted from the initiator in

step S1 described earlier with reference to Fig. 4. In step S22, the

short-range communication unit 12 sends a response command to the

initiator via the antenna 11. In step S22, the short-range communication
theygivp2 egeeives e rACAPIOH KeydnithEaDarmsmifed fiom theht this

initiator in step S23 described earlier with reference to Fig. 4. T,h%(

E 0 ort-Pane Edmimunicatioh (it 12 SUBPIRETR& EReriston K&V &fid ¥hé ™
re1PiiQr 1P:torthg communigation contrpllen 31 The communication. p o

controller 31 supplies the encryption key to the key exchanger 34 and the
t heinftiaierdBe do trcindigationimade settere32.da step,SB4, thedkeyd so that
exchanger 34 generates a session - 41 key using a random number.
an RNore spesificallya theorardiom-GrurhiBerigeneratof A 3ehieratesta faneonihe
number hav,ing ar%gredetermined number of digits. The key exchanger 34
Y

St ogisdins data T eRfiG tHe FAntioRi nifBer #Bm the random- number
geBEQ%Qr%?ﬁ¥5%¥§§”@§é&%§%%ﬂ%§k%%QSHQJBSt in association

with the process executed by the initiator shown in Fig. 4
will be described with reference to a flowchart shown in Fig.
6.

In step S21, the short-range communication unit 12 of
the target receives via the antenna 11 the polling command
transmitted from the initiator in step S1 described earlier
with reference to Fig. 4.

In step S22, the short-range communication unit 12
sends a response command to the initiator wvia the antenna 11.

In step S22, the short-range communication unit 12
receives the encryption key and the ID transmitted from the
initiator in step S23 described earlier with reference to
Fig. 4. The short-range communication unit 12 supplies the
encryption key and the initiator ID to the communication
controller 31. The communication controller 31 supplies the
encryption key to the key exchanger 34 and the initiator ID
to the indication-mode setter 32.

In step S24, the key exchanger 34 generates a session
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random number as a bit pattern. Since the bit pattern of the session key
is based on the random number as described above, third parties are
prohibited from correctly guessing the bit pattern. The key exchanger 34
supplies the session key to the encryption/decryption unit 35. In step S25,
the key exchanger 34 encrypts the session key using the encryption key
received from the initiator. In step S26, the short-range communication
unit 12 sends the encrypted session key and an ID. More specifically, the
key exchanger 34 supplies the encrypted session key to the
keycorhiiimicationcpirollefr®EThe HoRmERieatidr eerttoller B1Ssupphidsm—
he encrypted session key and an ID that serves as identification
PR TR Werkfyig e NFC cBmhUieAlioh dkide 36HRg o8 the
pr IR MR SNABRgE sommuealtion hlL 12 The shart-iaoes o
communication unit 12 sends the encrypted session key and the target ID
obttoithe iditiator vipthesantenna 14hkn step&ad, thensbert-fange the random-
communication unit 12 receives target-indication-mode data. More
NUMGSECIficalyr e shdrt-range comnfuricaibrPufie 2 ety vinthe J 4phe
antenna 11 the target-indication-mode data transmitted from the initiator

randole BEEGdsFibed datierRfith fét8rencd 18 Figt 4°TRe 5hBATARGE ©F
+ heCQUBAWINIcation. uNit12 supplies, the fargetindicationmode data ta the 1, 4

encryption/decryption unit 35 via the communication controller 31. The

above, third parties are prohibited from correctly guessing
the bit pattern. The key exchanger 34 supplies the session
key to the encryption/decryption unit 35.

In step S25, the key exchanger 34 encrypts the session
key using the encryption key received from the initiator.

In step S26, the short-range communication unit 12
sends the encrypted session key and an ID. More
specifically, the key exchanger 34 supplies the encrypted
session key to the communication controller 31. The
communication controller 31 supplies the encrypted session
key and an ID that serves as identification information for
identifying the NFC communication device 2 acting as the
target to the short-range communication unit 12. The short-
range communication unit 12 sends the encrypted session key
and the target ID to the initiator wvia the antenna 11.

In step S27, the short-range communication unit 12
receives target-indication-mode data. More specifically,

the short-range communication unit 12 receives via the
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encryption/decryption unit 35 decrypts the target- indication-mode data

using the session key. The encryption/decryption unit 35 supplies the

decrypted target- indication-mode data to the indication controller 33.

Since the target-indication-mode data is encrypted using a session key

owned only by the initiator and the target as described earlier,

eavesdropping and tampering by third parties are prevented. In step S28,

the indication controller 33 indicates that a secure communication path

has been established with the initiator. More specifically, under the
antegitrol bt thé endieadtisi- conmfoller B3O thenpdr attrtH indicates thag@ from

secure communication path _has been established with the initia%or, in the

Eheinditalibn dde FepiaSantad bythe target: indicatioh-niode data” i sidpS t°
r14529 theshortsrange communication 4nit 12; cariesqut fata o1 ies the
communication in response to a request from the initiator. When the
t areomuniciation Wwith-thedsitiatara has beas fisishedy theoprogess reiuinsto
step S21, and step S21 and the subsequent steps described above are
unigxeduted.a 43 Sincaunispesdibleno ¢eadilycdhetk addountéfparty with
which a secure communication path has been established before

SN g ahgiHY Gata AR dektribad above SR “CoriunicHiidh can be
inaG/Hed Qut readly and reljably. For example; Lefeyring to kige 7, when

communication is
encryption/decryption unit 35 supplies the decrypted target-
indication-mode data to the indication controller 33.

Since the target-indication-mode data is encrypted
using a session key owned only by the initiator and the
target as described earlier, eavesdropping and tampering by
third parties are prevented.

In step S28, the indication controller 33 indicates
that a secure communication path has been established with
the initiator. More specifically, under the control of the
indication controller 33, the indicator 15 indicates that a
secure communication path has been established with the
initiator, in the indication mode represented by the target-
indication-mode data.

In step S29, the short-range communication unit 12
carries out data communication in response to a request from
the initiator. When the communication with the initiator
has been finished, the process returns to step S21, and step

S21 and the subsequent steps described above are executed.
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to be carried out between the NFC communication device 1 as the
initiator and the NFC communication device 2 as the target, even when a
malicious third party attempts to intercept communication between the
NFC communication device 1 and the NFC communication device 2 by
the NFC communication device 3 disposed at a hidden place in the
proximity of the NFC communication device 1, since indication
corresponding to indication by the indicator la of the NFC communication
device 1 is performed by the indicator 3a of the NFC communication

devitB SinsteaticofPthesihbicatdr2ar 6Fthe NFCRofitmanication aevies 2y
. _the user_ can readily and reliably recognize before exchanging data tha
w1 e bR ELBort SBURBH R Gt R Chiry OAt KRG EaRar. =ned
pe£With an.unintended coynterparty, As-angiber exampple, gvenwhen a
communication device attempts to intercept communication between the
comMEL1 eamiunieatiorndeviee #iasdl thetNFE commuaicatier device 2.
using intense electromagnetic waves or using special techniques for

defeeting ¥veaklélectrerhagnetiowaves, 1 similarlywsipte dedigatiorcation is
corresponding to indication by - 44 the indicator la of the NFC

to Egmftithicationdvicet 176t pefotthed By HE TP 2a SPHERIFE 29
£ heCARMUNIGation, daviee 2, fhe-useyganreadily and seliably recognize,

before exchanging data that the NFC communication device 1 is going to
t arCaity, oukegmptmicationwithcan usintended geuierpattyempts to
intercept communication between the NFC communication device
1 and the NFC communication device 2 by the NFC
communication device 3 disposed at a hidden place in the
proximity of the NFC communication device 1, since
indication corresponding to indication by the indicator la
of the NFC communication device 1 is performed by the
indicator 3a of the NFC communication device 3 instead of
the indicator 2a of the NFC communication device 2, the user
can readily and reliably recognize before exchanging data
that the NFC communication device 1 is going to carry out
communication with an unintended counterparty.

As another example, even when a communication device
attempts to intercept communication between the NFC
communication device 1 and the NFC communication device 2
using intense electromagnetic waves or using special

techniques for detecting weak electromagnetic waves,

similarly, since indication corresponding to indication by
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Furthermore, since the indication modes are set using a random number
for each communication session, a communication device of a third party
is prohibited from spoofing as the target by performing indication
corresponding to indication by the initiator. Furthermore, since the
target-indication-mode data is encrypted using a session key owned only
by the initiator and the target, even if the target-indication-mode data is
intercepted by an NFC communication device of a third party, the NFC

communication device is prohibited from performing indication
therepreSerré® by the tdrgebmditationombae dasd K destribed above, not
when a first communication device sets a first indication mode anfl a

PerLEEIhe Indication mdtie" 33568 ated With AR indiABRMGEE, "Sehds
devq@@ Qe,prﬁﬁ%m{@e@eéﬁ?o?gé@ﬂ.‘ﬁ@“%@oggl@ Qb%.%}:opgcognize before

communication device with which communication has been established,

e x caneh nticates that ceaimunicatioe has been i establisheghatween the fissiing
communication device and the second communication device in the first

to ipdicarion wioderenwrespondinglyvtotindieatiomimtherséedndandicatiorrrty -
mode - 45;;% the second communicatjon device, and the second

comiiHIGAI deviCe Peceiveithe ttats PepréBefiiiy the? S8cdind Using @
rani3gdiFalion;mode; fransmitied fom, e first Gomrpunieation device, and

indicates that communication has been established between the first
com@@Mmumicasiondtevicesantt a third party is prohibited from
spoofing as the target by performing indication
corresponding to indication by the initiator.

Furthermore, since the target-indication-mode data is
encrypted using a session key owned only by the initiator
and the target, even if the target-indication-mode data is
intercepted by an NFC communication device of a third party,
the NFC communication device is prohibited from performing
indication represented by the target-indication-mode data.

As described above, when a first communication device
sets a first indication mode and a second indication mode
associated with the first indication mode, sends data
representing the second indication mode to a second
communication device with which communication has been
established, and indicates that communication has been
established between the first communication device and the

second communication device in the first indication mode

correspondingly to indication in the second indication mode
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the second communication device in the second indication mode
correspondingly to the indication in the first indication mode by the first
communication device, it is possible to recognize that communication has
been established with a different communication device. Furthermore, it
is possible to readily identify a counterparty of communication, so that
secure communication can be carried out readily and reliably. When a
first indication mode and a second indication mode corresponding to the
first indication mode are set, transmission of data representing the

by sdeonerifdicatioR ot ¢¢ hidifferdnt éemmuricatiorcd&acewith which
communication _has been establlshed is controlled, and it is |nd|cate

COMRA S FihRAtIoR Mdde tHat SoMmmUNIEAOH ias beer extablishéd”
sechehiesn AN awn sonpuaication deyice and tggomﬁsa@t@mumcmlon

device correspondingly to indication in the second indication mode by the
coméiffeterd €oarmuricatien devicei itds passiblectoaeceghiz@thatation has
communication has been established with the different communication
beegewed.aPlithbedores tis possibre toreadilyCilentifylaeals ogoweagtyand
of communication, so that secure communication can be carried out,

Eher 63y AR d FRIEBIY When FBcaton 6t ddta rESred&htiy a SetoRa 1 on
modi0dication smofde cogrespoRding Jo A-firstindication mede, tansmitted

from a different communication device, is controlled, and it
indication mode by the first communication device, it is

possible to recognize that communication has been
established with a different communication device.
Furthermore, it is possible to readily identify a
counterparty of communication, so that secure communication
can be carried out readily and reliably.

When a first indication mode and a second indication
mode corresponding to the first indication mode are set,
transmission of data representing the second indication mode
to a different communication device with which communication
has been established is controlled, and it is indicated in
the first indication mode that communication has been
established between an own communication device and the
different communication device correspondingly to indication
in the second indication mode by the different communication
device, it is possible to recognize that communication has
been established with the different communication device.

Furthermore, it is possible to readily identify a



is indicated in the second indication mode that communication has been
established between an own communication device and the different
communication device correspondingly to indication in the first indication
mode by the different communication device, it is possible to recognize
that communication has been established with the different
communication device. Furthermore, it is possible to readily identify a
counterparty of communication, so that secure communication can be
carried out readily and reliably. Although the above description has been
cougiven i tey cohtex®BhER Exambie whefe NI isaisedras & proteesiceft 1on
short-range, communication, it is possible tO%Lﬁ% communication protocols

Cany RS8R tontactiEss fE_ard StaHifards st2Ra51S0 (International
Organization. [or, Stgndardization)./JEC(ignational Electgtechiical o+ i on

Commission) 14443 or Felica(r), or communication protocols based on
modiafrated-eemondncationstandards s sucttas kb o fInfresed Datainsmitted
Association). Also, communication devices based on wireless
fr ogoraniinidationstandards Psuthtas BlugtoGtA e WiretessolnAN 01 42d(Logal 1t
Area Network), or Wireless USB (Universal Serial Bus), may carry out

1S dAGH-FaHGgE commuhicatioh By retilidingeiecthc [5\wer-Gsed for
conff@nsmission and ecgptign. yrthermore i orderig verity the authenticity

of the encryption key generated by the initiator, for example, a
communication device and the different communication device
correspondingly to indication in the first indication mode
by the different communication device, it is possible to
recognize that communication has been established with the
different communication device. Furthermore, it is possible
to readily identify a counterparty of communication, so that
secure communication can be carried out readily and reliably.

Although the above description has been given in the
context of an example where NFC is used as a protocol of
short-range communication, it is possible to use
communication protocols based on contactless IC card
standards, such as ISO (International Organization for
Standardization) / IEC (International Electrotechnical
Commission) 14443 or Felica®, or communication protocols
based on infrared communication standards, such as IrDA
(Infrared Data Association).
Also, communication devices based on wireless

communication standards, such as Bluetooth, Wireless LAN

- 47 -



digital certificate based on an international standard such as X.509 may

be transmitted using PKI (Public Key Infrastructure) technologies. Also,

instead of generating an asymmetric pair of encryption key and

decryption key, a symmetric pair of encryption key and decryption key

may be generated. The present invention can be applied to devices

having functions of wireless communication, such as personal digital

assistants (PDAs), personal computers (PCs), cellular phones, watches,

or pens, as well as communication devices dedicated for wireless
(Logarmmipfcatita L The serie6f BroEessessdésthibéd abvos Tah beerial Bus),

executed bl}/ hardware or software. When the, series of rgcesses are ,
mayQ{ER fd BY SoRWARE: (hOGMMS CORMMY thersofie 895 Sndled foRF L°

pow Program tecording medium; onto g.computer .empedded in special

hardware or onto a general-purpose personal computer or the like that is
capafierof exeeutjingi vatiodus furctions mithywariosisprogeams mnstallest the
thereon. Fig. 8 is a block diagram showing an example of the
encegoifigleatidieof & personbkcornputerehatreXetatestthef 048 epreesses a
described above accordin%to programs. A central processing uni%CPU)
d such

A199GF bxééiftbd VARGUS phitesdes "acdrdifty 16 Prograiia stolet i

as 5@?‘5’0@“'%5“{%@%&%%%99%@ 2 LeeRydingUNIEI08. A r m access
memory (RAM) 903 stores programs executed by the CPU 901, relevant

Infaataretecture) technologies. Also, instead of generating
an asymmetric pair of encryption key and decryption key, a
symmetric pair of encryption key and decryption key may be
generated.

The present invention can be applied to devices having
functions of wireless communication, such as personal
digital assistants (PDAs), personal computers (PCs),
cellular phones, watches, or pens, as well as communication
devices dedicated for wireless communication.

The series of processes described above can be executed
by hardware or software. When the series of processes are
executed by software, programs constituting the software is
installed from a program recording medium onto a computer
embedded in special hardware or onto a general-purpose
personal computer or the like that is capable of executing
various functions with various programs installed thereon.

Fig. 8 is a block diagram showing an example of the

configuration of a personal computer that executes the
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as needed. The CPU 901, the ROM 902, and the RAM 903 are

connected to each other via a bus 904. The CPU 901 is also connected to

an input/output interface 905 via the bus 904. The input/output interface

905 is connected to an input unit 906 including a keyboard, a mouse, a

microphone, etc., and to an output unit 907 including a display, a

speaker, etc. The CPU 901 executes various processes according to

instructions input from the input unit 906. The CPU 901 then outputs

results of the processes to the output unit 907. The recording unit 908
Proga1iited frtheliRpdt/GlRpuE imeFaEel D0y is forRiedlBTafot examplerdaral

hard disc, and, it stores prggrams executed by the CPU 901 and various

PrOofeat ata A coMmdnicatior Unit 908t atids SUcahmTiRkation with
accoXlgma) deyicgs yia-netwarks, sugh as the,lptesnef o logalarea (rom) 902

networks. Also, it is possible to obtain programs via the communication
or Wnit909and:tg storethe peagrams-inrthenresording uniROB8y FURhenmores

a drive 910 is connected to the - 49 input/output interface 905. When a
st opepRoRIN Arsthurd AU sach Ay dimaghetic dist, an optivaltisclata, etc.
s magneto-opﬂcal disc, or a semiconductor memor’)g, Is mounted on. the

S610, thie'Grive 816 tHe rérEvabte: miatitam fo Sbtai brégrais S
confiia, et¢- recarded thergan. The programsy gata, etc. that

The CPU 901 is also connected to an input/output
interface 905 via the bus 904. The input/output interface
905 is connected to an input unit 906 including a keyboard,
a mouse, a microphone, etc., and to an output unit 907
including a display, a speaker, etc. The CPU 901 executes
various processes according to instructions input from the
input unit 906. The CPU 901 then outputs results of the
processes to the output unit 907.

The recording unit 908 connected to the input/output
interface 908 is formed of, for example, a hard disc, and it
stores programs executed by the CPU 901 and various relevant
data. A communication unit 909 carries out communication
with external devices via networks, such as the Internet or
local area networks.

Also, it is possible to obtain programs via the
communication unit 909 and to store the programs in the
recording unit 908.

Furthermore, a drive 910 is connected to the
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have been obtained are transferred to and stored in the recording unit
908 as needed. As shown in Fig. 8, the program recording medium for
storing programs that are installed onto a computer for execution by the
computer may be the removable medium 911, which is a package
medium such as a magnetic disc (e.g., a flexible disc), an optical disk
(e.g., a CD-ROM (compact disc read-only memory) or a DVD (digital
versatile disc)), a magneto-optical disk, or a semiconductor memory, or
the ROM 902 or the hard disc of the recording unit 908 temporarily or
inppérheariently stormy thedsrogPams. THeprograriscanBe sterédwh thel
ram recording medium as needed via the. communication unit 909,

ro !
Suhnich i€ AMAREHRLE UGS & Holr, mddefh, Btc., Gsifig Wired orP =+t
a1 swirelgss communication. mediym,, such as a lcal.ared nstvarkethg 5 ve 910,

Internet, or digital satellite broadcasting. It is to be understood that steps
t hedefining thel progriamsesiotethos the giagranirecerding mediumroay ams,
include processes that are executed in parallel or individually, as well as
datgrocesses thatarslegeduted frthe orbles BESErbEdsn tHistad0 etc. that
specification. In this specification, a system refers to the entirety of a

hav§ubaity of Rbparafised’ ft shodiié ihGerstdod By tHose sillet!in tHE art
re Cg@&yg@o%rp@dg{ggtiggs,n@&@aqtions, sub-combinations

As shown in Fig. 8, the program recording medium for
storing programs that are installed onto a computer for
execution by the computer may be the removable medium 911,
which is a package medium such as a magnetic disc (e.g., a
flexible disc), an optical disk (e.g., a CD-ROM (compact
disc read-only memory) or a DVD (digital versatile disc)), a
magneto-optical disk, or a semiconductor memory, or the ROM
902 or the hard disc of the recording unit 908 temporarily
or permanently storing the programs. The programs can be
stored on the program recording medium as needed via the
communication unit 909, which is an interface such as a
router, modem, etc., using wired or wireless communication
medium, such as a local area network, the Internet, or
digital satellite broadcasting.

It is to be understood that steps defining the programs
stored on the program recording medium may include processes
that are executed in parallel or individually, as well as

processes that are executed in the orders described in this

- 50 -



and alterations may occur depending on design requirements and other
factors insofar as they are within the scope of the appended claims or the
equivalents thereof. - 51 WHAT IS CLAIMED IS: 1. A communication
system comprising: a first communication device configured to carry out
wireless communication; and a second communication device configured
to carry out wireless communication; wherein the first communication
device includes setting means for setting a first indication mode and a
second indication mode corresponding to the first indication mode,

spesdriding fricdhs for sending data representing the second indication mode
to the second commgnication device when communication has been

established with e 55E6hd ComMuiitatioh devicer Snd first MdiSating ©tY
of @?@ﬁ{%ﬁi@ggy‘aﬂ@g the, establishment of communication between the
S

first communication device and the second communication device in the
first thdieationdmbde peereesponsingly ta: indication of 1the estahlishment of
communication in the second indication mode by the second
thagommuhication gelices ahd Witereiprtieisetbhd tomraunicatop deviceons
includes receiving means for receiving the data representin% ,
and alterations Tmay occur depending on design requirements
and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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the second indication mode, the data having been sent from the first
communication device, and - 52 second indicating means for indicating
the establishment of communication between the first communication
device and the second communication device in the second indication
mode, correspondingly to the indication of the establishment of
communication in the first indication mode by the first communication
device. 2. A notification method in a communication system including a
first communication device and a second communication device that
WHAGarhyp obtfikdie8s E8mmunication, the notification method comprising the
steps of: setting, by the first communication device, a first indication mode
and a second indication mode corresponding to the first indication mode;

sending,by. the first gg@mig%}go@eq{ev&qnﬁa{% irﬁgr:esenting the second

indication mode to the second communication device when
comniunieatiorohas: been establishked with dhe segonretcommuneationout
device; indicating, by the first communication device, the establishment of
wiredmmunication bed@eenthie first communication device and the second
communication device in the first indication mode, correspondingly to

indlication 0t tHe BtiBitsHAvert bf CoiManication i thesetdnd fididatioh
wir PP PydheRecend cogymunication device;

wherein the first communication device includes
setting means for setting a first indication mode
and a second indication mode corresponding to the first
indication mode,
sending means for sending data representing the
second indication mode to the second communication device
when communication has been established with the second
communication device, and
first indicating means for indicating the
establishment of communication between the first
communication device and the second communication device in
the first indication mode, correspondingly to indication of
the establishment of communication in the second indication
mode by the second communication device, and
wherein the second communication device includes
receiving means for receiving the data representing
the second indication mode, the data having been sent from

the first communication device, and
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receiving, by the second communication device, the data - 53
representing the second indication mode, the data having been sent from
the first communication device; and indicating, by the second
communication device, the establishment of communication between the
first communication device and the second communication device in the
second indication mode, correspondingly to the indication of the
establishment of communication in the first indication mode by the first
communication device. 3. A communication device that carries out
wireless %@ﬁﬁﬁ@niéﬁfﬁd{?wﬁhf&?dm@ﬁérﬁ coAimamicatct dedicé the
nication device comprlsm settin means for setting a first
St iHieh b2t

AASdE and ASELordin ?c%\tl &%1 coPtEsponditig to the first
conlAICALION ; MEdgcammunicationmeans for sending daig e BWS&QU@%@% n

second indication mode to the different communication device when
t hecaramumication hastieen establjsheskwith thediffeegnt eematumication
device; and indicating means for indicating the establishment of
indégrmmupicatibntietwe e v bwhremmahication device tdrenthen diffesent

communication device in the first indication mode, correspondingly
173 Hichion OF te BstABAShmENt-Or comhmniCAHBAAR Jtﬁ@%é%n@%@rcca?mn

mode by the different communication device.

2. A notification method in a communication system
including a first communication device and a second
communication device that carry out wireless communication,
the notification method comprising the steps of:

setting, by the first communication device, a first
indication mode and a second indication mode corresponding
to the first indication mode;

sending, by the first communication device, data
representing the second indication mode to the second
communication device when communication has been established
with the second communication device;

indicating, by the first communication device, the
establishment of communication between the first
communication device and the second communication device in
the first indication mode, correspondingly to indication of
the establishment of communication in the second indication
mode by the second communication device;

receiving, by the second communication device, the data
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- 54 4. The communication device according to Claim 3, wherein the
setting means sets the first indication mode and the second indication
mode using a random number. 5. The communication device according to
Claim 3, further comprising: key exchanging means for securely
exchanging a communication key with the different communication
device, wherein the communication means sends the data representing
the second indication mode to the different communication device after

completion of the exchange of the communication key, the data being
repg@fsh bhrshchysted $eiva syl terdommunicition ey, 62TRe having
commupnication device according to Claim 3, wherein the comrﬁunication
|

PECR AR furth&rSends fifrst ientifitaigh nformationidemtyingthe own
communication, deyicetg the differant communicatiop deyice:and - 1,
receives second identification information identifying the different

e ste@Dinicationde vicenand wheresnthedaeisating means:further indicates
the second identification information correspondingly to indication of the

comfiystidentificatioteifformation by the sdiffersht comitiinicatic tedieg 1055 1in
7. The communication device according to Claim 3, wherein t}tle

Ehecsifiriiication means Bortititfes oo dtnaty to the

indication of the establishment of communication in the

first indication mode by the first communication device.

3. A communication device that carries out wireless
communication with a different communication device, the
communication device comprising:

setting means for setting a first indication mode and a
second indication mode corresponding to the first indication
mode;

communication means for sending data representing the
second indication mode to the different communication device
when communication has been established with the different
communication device; and

indicating means for indicating the establishment of
communication between the own communication device and the
different communication device in the first indication mode,
correspondingly to indication of the establishment of
communication in the second indication mode by the different

communication device.
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communication with the different communication device according to an
instruction input by a user after the different communication device with
which the own communication device has established communication has
been identified, on the basis of the indication by the indicating means
and the indication by the different communication device. 8. The
communication device according to Claim 3, wherein the communication
means carries out short-range communication in which communication
with the different communication device is started when the different
communication device is placed in a proximity of the own communication
device. 9. The communication device accordiré%g Claim 3, vxs(herein the

|

indicating fie&RE HEllded d dispisy, ahd thedispay) hdiCates &' -
establisnment gf. communication between the pwn-commurcation deyice

and the different communication device by displaying an image or text
modihak isd thehsameashor thaticersespondsdaanisiage er texh displayesoey .
the different communication device. - 56 10. The communication device
according to Claim 3, wherein the indication means includes a light
emitting device, and the Ii%ht emitting device indicates the establishment

of CommuHicAt A BEWEdh tHE oWh domimBinktion "devie Gha the =/
Furdifferent sapimuniggtion device by emitting

key exchanging means for securely exchanging a
communication key with the different communication device,

wherein the communication means sends the data
representing the second indication mode to the different
communication device after completion of the exchange of the
communication key, the data being sent in an encrypted form

using the communication key.

6. The communication device according to Claim 3,
wherein the communication means further sends first
identification information identifying the own communication

device to the different communication device and receives
second identification information identifying the different
communication device, and

wherein the indicating means further indicates the
second identification information correspondingly to
indication of the first identification information by the

different communication device.
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light with a color that is the same as or that corresponds to a color of light
emitted by the different communication device, or by blinking by a cycle
that is the same or that corresponds to a cycle of blinking of the different
communication device. 11. The communication device according to Claim
3, wherein the indicating means includes an audio output device, and the
audio output device indicates the establishment of communication
between the own communication device and the different communication
device by outputting a sound that is the same or that corresponds to a
sound output by the different communication device. 12. A notification
method of a communication device that carries out wireless

corimur%fi Stior WIth A diftérent OMmGRicAGH deviRd, the ndtitAticn
mehod comprisingthe-steps ofssetting afisstindication made andgs tne

second indication - 57 mode corresponding to the first indication mode;
comaantiating sendng of data epresenting thesecond indieationgnade to the

different communication device when communication has been
accestdblishedowih tHenditferert leomiiumication devicee andfihdicatifgthe

establishment of communication between the own communication device

AL LR HE diffePEht Lorhhamtatis ‘devickinthd first indie&ticH Fhode,
coﬁ%yﬁ¥%ggggﬁﬁﬁg%ice has established communication has been

identified, on the basis of the indication by the indicating
means and the indication by the different communication

device.

8. The communication device according to Claim 3,

wherein the communication means carries out short-range
communication in which communication with the different
communication device is started when the different
communication device is placed in a proximity of the own

communication device.

9. The communication device according to Claim 3,

wherein the indicating means includes a display, and
the display indicates the establishment of communication
between the own communication device and the different
communication device by displaying an image or text that is
the same as or that corresponds to an image or text

displayed by the different communication device.



indication of the establishment of communication in the second indication
mode by the different communication device. 13. A program for allowing a
computer of a communication device that carries out wireless
communication with a different communication device to execute
processing comprising the steps of: setting a first indication mode and a
second indication mode corresponding to the first indication mode;
controlling sending of data representing the second indication mode to
the different communication device when communication has been
established with the different communication device; and indicating the
establishment of communication between the own communiqﬁion device

and the différemi C8MMbARRAtIGR d&Vicsh heTrstinditation mede" -

corgshandingly do sipdication of the-establishment.af commuynication i ; g

the - 58 second indication mode by the different communication device.
devi4dh caminunieationteviee that catriesoutanireless eameunieation with

a different communication device, the communication device comprising:
estedriremitationThe g for receivingdis tesresentity avsecondindicatidn on

mode corres ondijrg/g to a first indication mode from the different

devdgitintificalion device; aRt indic&iiig s 16r Mdicatifg Bétabiishineh
11 o CQmmUnicationbetween the own.campuinication dayige 2 M8 ponas

to a color of light emitted by the different communication
device, or by blinking by a cycle that is the same or that
corresponds to a cycle of blinking of the different

communication device.

11. The communication device according to Claim 3,

wherein the indicating means includes an audio output
device, and the audio output device indicates the
establishment of communication between the own communication
device and the different communication device by outputting
a sound that is the same or that corresponds to a sound

output by the different communication device.

12. A notification method of a communication device
that carries out wireless communication with a different
communication device, the notification method comprising the
steps of:

setting a first indication mode and a second indication
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different communication device in the second indication mode,
correspondingly to indication of the establishment of communication in
the fist indication mode by the different communication device. 15. The
communication device according to Claim 14, wherein the communication
means further sends first identification information identifying the own
communication device to the different communication device and
receives second identification information identifying the different
communication device, and wherein the indicating means further indicates
modiheC sEEGTPRIRAlIfication informatioa totredpendingly tBomdication of the
first identifiﬁtion information b@/gth different communicatiogl device. - 59

16 R HotificatdPmethst 8Fa Lomiminication GaiEs tRdt Carfies Bur™
1 naWiteless comupunication, with a-different communication device, e, ynen
notification method comprising the steps of: controlling reception of data
comfgpresetingra seconsk édieationomnode carrespanding ta afdirstiagdication
mode, the data having been sent from the different communication
congeviée adnidrinditaring establidhment of communication between the own
communication device and the different communication device in the

secdid indiicatidn Mede Cotfespontngly ot communication between

the own communication device and the different communication
device in the first indication mode, correspondingly to
indication of the establishment of communication in the

second indication mode by the different communication device.

13. A program for allowing a computer of a
communication device that carries out wireless communication
with a different communication device to execute processing
comprising the steps of:

setting a first indication mode and a second indication
mode corresponding to the first indication mode;

controlling sending of data representing the second
indication mode to the different communication device when
communication has been established with the different
communication device; and

indicating the establishment of communication between
the own communication device and the different communication
device in the first indication mode, correspondingly to

indication of the establishment of communication in the
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indication of the establishment of communication in the first indication
mode by the different communication device. 17. A program for allowing a
computer of a communication device that carries out communication with
a different communication device to execute processing comprising the
steps of: controlling reception of data representing a second indication
mode corresponding to a first indication mode, the data having been sent
from the different communication device; and indicating establishment of
communication between the own communication device and the different

seceafAmunitation 1060 Hhlfcdn the Se€drd migitdtioAtRgge  ication device.
correspondingly to indication of the establishment of communication in
the first indication mode by the different communication device. 18. A

recoyding mediym. having yecorded therepn the prpgram a6eerding 10 o s

Claim 13 or 17. 19. A communication system comprising: a first
comé@mmticatioNaievicescenfigered tor carsyhauh vtetasscersmunicatione
and a second communication device configured to carry out wireless
comgumirtmicetiond@efsin e first @dAMriunication device includes a setter

configured to set a first |nd|cat|on mode and a second indication mode

Coﬁ8§§ﬂﬂﬁﬁﬁ.&ﬁﬂym%?ns for receiving data representing a

second indication mode corresponding to a first indication
mode from the different communication device; and

indicating means for indicating establishment of
communication between the own communication device and the
different communication device in the second indication mode,
correspondingly to indication of the establishment of
communication in the fist indication mode by the different

communication device.

15. The communication device according to Claim 14,
wherein the communication means further sends first
identification information identifying the own communication

device to the different communication device and receives
second identification information identifying the different
communication device, and

wherein the indicating means further indicates the
second identification information correspondingly to
indication of the first identification information by the

different communication device.
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indication mode, a sender configured to send data representing the
second indication mode to the second communication device when
communication has been established with the second communication
device, and a first indicator configured to indicate the establishment of
communication between the first communication device and the second
communication device in the first indication mode, correspondingly to
indication of the establishment of communication in the second indication
- 61 mode by the second communication device, and wherein the second
communication device includes a receiver configured to receive the data

replr sentinqﬂtﬁpe_s _cong indication mé?de the data havincg been sent from
the-first cOmARnication d&icd Hnds s8cortd atidr CoHibtredfo’ t ©<

t hatpdicafe thes egigblishment ok communication bgiweenthe fitsl ¢ ce rent
communication device and the second communication device in the
conmgegonddndicatiar made, corresponrdinglyde the indicatan ebtherising the
establishment of communication in the first indication mode by the first
steggmmiuhication device. 20. A communication device that carries out
wireless communication with a different communication device, the

cofmiriCatior devic& EBmpRBing" aetdr E6RfgUTEH td 88t & firstcond

ind@gg%QBHrm%&%a@%rresponding to a first indication mode,
the data having been sent from the different communication
device; and

indicating establishment of communication between the
own communication device and the different communication
device in the second indication mode, correspondingly to
indication of the establishment of communication in the

first indication mode by the different communication device.

17. A program for allowing a computer of a
communication device that carries out communication with a
different communication device to execute processing
comprising the steps of:

controlling reception of data representing a second
indication mode corresponding to a first indication mode,
the data having been sent from the different communication
device; and

indicating establishment of communication between the

own communication device and the different communication
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a second indication mode corresponding to the first indication mode; a
communication unit configured to send data representing the second
indication mode to the different communication device when
communication has been established with the different communication
device; and an indicator configured to indicate the establishment of
communication between the own communication device and the different
communication device in the first indication - 62 mode, correspondingly
to indication of the establishment of communication in the second
devihgReativn thede By theldiffefdritacdrmmuticiiondeics an@Aing ly to
communicati nﬁ%(lavice thaé arries out wireless communication, with a

Indgitfenttofminicafish devics the" commuriCatisn d&ice ComBrising: a

1 Camawaicationdiniteanfioyec s egelveala epIEs RN A SereNik v o
indication mode corresponding to a first indication mode from the different
communication device; and an indicator configured to indicate
establishment of communication between the own communication device
and ¥he diffsrepcdmniumicationrdé\ice irsthesseeoAddndibaticimodes
correspondingly to indication of the establishment of communication in

PT Offe st HiCAtion 1Hod8 by theBiffetefit cofmunication device.

19. A communication system comprising:

a first communication device configured to carry out
wireless communication; and

a second communication device configured to carry out
wireless communication;

wherein the first communication device includes

a setter configured to set a first indication mode
and a second indication mode corresponding to the first
indication mode,

a sender configured to send data representing the
second indication mode to the second communication device
when communication has been established with the second
communication device, and

a first indicator configured to indicate the
establishment of communication between the first
communication device and the second communication device in
the first indication mode, correspondingly to indication of

the establishment of communication in the second indication
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mode by the second communication device, and
wherein the second communication device includes

a receiver configured to receive the data
representing the second indication mode, the data having
been sent from the first communication device, and

a second indicator configured to indicate the
establishment of communication between the first
communication device and the second communication device in
the second indication mode, correspondingly to the
indication of the establishment of communication in the

first indication mode by the first communication device.

20. A communication device that carries out wireless
communication with a different communication device, the
communication device comprising:

a setter configured to set a first indication mode and
a second indication mode corresponding to the first
indication mode;

a communication unit configured to send data
representing the second indication mode to the different
communication device when communication has been established
with the different communication device; and

an indicator configured to indicate the establishment
of communication between the own communication device and

the different communication device in the first indication



mode, correspondingly to indication of the establishment of
communication in the second indication mode by the different

communication device.

21. A communication device that carries out wireless
communication with a different communication device, the
communication device comprising:

a communication unit configured to receive data
representing a second indication mode corresponding to a
first indication mode from the different communication
device; and

an indicator configured to indicate establishment of
communication between the own communication device and the
different communication device in the second indication mode,
correspondingly to indication of the establishment of
communication in the fist indication mode by the different

communication device.



