|  METHOD AND SCANNI NG FOR W RELESS LOCAL AREA NETWORKS [0001] The
invention generally relates to wireless |ocal area networks (WLAN). In
particul ar, enbodi nents of the invention relate to power saving for one or
nore client devices in a wireless network. 5 [0002] Sone wirel ess networks
are based on a cellular architecture whede the system is subdivided into
wreless network cells. One type of wireless network cell, known as a

basi c service set (BSS), contains client devices controll ed by a wirel ess

net wor k achSEHOROAND $ERNNING FORWERELYSS 100CWI! RIRFYS NIEIWOTkKse! |,
known as an i ndependent basic service set (IBSS), contains client devices

whi ch ar e [ob1jcontTiR) iheshtiay g%ﬁeiﬁﬁf?éﬁespﬁi \mrelcés%&ﬁ%%%]newo&s B¥PAN). 118Nt
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devi ces mat(i,/eV Leare di reﬁ%I y with other client devices over a common
W rel ess H}%g{ 75 LHAS using a time sharing scheme. A service set
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connected via a distribution system (DS) t I's usua a W red network.
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may not, be battery-powered. For exanple, a client devite, such as a

wi rel esgr Eﬁmﬁl ed IRREYE, cﬁeﬁ@d%%k%ﬁa?@?ﬁhﬁ?uc%@é \krﬂﬁ'%edcc@ss\ffofrﬁlo?élsa enabl ed

personal digital assistant (PDA), and may soneti nes
bat t er y- pewained, Wanldssactonn‘oulhemoml aesnarayingedeny ehapiagachdmo rﬂinaam IBSISecIn:mIt
sour ce, s%ch as client devices, such as deskt op
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di scloses a nethod in a wreless device conprising: connecting 't sai d
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requests
be connected via a distribution system (DS) that is usually a wired network. The entire

interconnected WLAN network, including the different WLAN cells, their respective
WLAN access points and the distribution system is known as an extended service set

(ESS). A client device may be able to switch between BSS mode and IBSS mode.

20 [0004] A client device may, or may not, be battery-powered. For example, a client
device, such as a wireless-enabled laptop, a wireless-enabled cellphone, a wireless-enabled
personal digital assistant (PDA), and the like, may sometimes be battery-powered, and at
other times may receive power from an external source, such as a power outlet. Other
client devices, such as a desktop computer, may receive power from an external source,

25 such as a power outlet, and may not have the option to be battery-powered.

[0005] US6842460 discloses a method in a wireless device comprising: connecting {o
said device in Independent Basic Service Set mode; and actively scanning for a particular
wireless network name by transmitting one or more probe requests. However, it does not
teach the additional step of switching to BSS mode and passively scanning after receiving

30 aresponse at the active scanning step.



teach the additional step of switching to BSS node and passively scanning
after receiving 30 a response at the active scanning step. 2 [00061 It
may be beneficial to enhance the battery lifetime of battery-powered client
devi ces. SUMVARY [0007] In accordance with one aspect of the present
invention, there is provided a 5 nethod2 n a wireless device, the nethod
conprising: connecting to said device in |Independent Basic Service Set
node; acti J0g] scaitmayghd meficivl to ehBafe tRCdticdy BRUARIIDakery & dient
particul ar wi.rel ess network nanme by transmtting one or nore probe

request s; Qﬁﬁmwupon receiving a response that indicates discovery of one or
nore access points with said particular wrel ess network nane, exiting
sai d node, gsgnigniryg Basic Service Set node, and 10 passively scanning.
[0008] In accordance with another aspect of the present invention, there is

provi ded a el egs VAl Qnpri sing: w rel ess |ocal, area network
control | er[,ﬁogzj(; a %ragg(gl\ségtgcr%;‘%ahnn%ea%pﬁ%r%?@f BTt ey éhe&égcﬂf?&lg\é\gacode
nmeans whj chgthotiéma exetdst eeliby tsahethpl 06RpENhe: dohinc@ipan 986 deQickh9r am sai d
controller_to connect to itself in Independent Basic Service Set 15 node

and is arr BAgREAdeY Basicyayeee Selimodes aetivwily sqannimgder 4 wacless aal 4ror nefwaikr el ess
| ocal are d 1.t nor.e. probe requests for a

par ¢ cul ar e Bl h RSB LRGN A Rl B ERE Py IHS FEF sebsRando
of a response redeating ndespahseshatiisdiomes JisefveONf o1l orBIre a0EHE BEINROWIR SaidM t h
said parti cul.ar1 vvi.r_(gl ess ne{(work nane, said code neans, when executed by
sai d pr oc LA I PSS D HEIX PaMEr Btasrad mpde ortertng Basiq SermicetSes aiode.fod e
and 20 pmtlﬁgsiag?isgangg{g\_/i ce Set node, and is arranged to enable said
controller to passively scan for said particular wreless network nane.

BRI EF DESGR6E! ON 15 hﬁ§ a}‘:%sl ts of. the inventi are
illustrat (ca[:gb bJ way o?c éxérrpl e al\én t}{r?gtggpg ? m g Ire%%nqiurl]ve[nﬁgn,?tfxa{?r%grog];c%@ﬁe
acconpanyiwigelelsalaving spmprisingi chirkiekelocgif gsemeRonuialler; ard aiphshcsat-and a
correspondi r}g anal ogous or si r1 | ar el enents, and in which: [00101 Figure 1
is an il | GAFPYYiBIF 18FTOLR CXSeup Eafrqfdeé%fmﬁ Hibecke HAR exsraiesy Wt piogrIsey 1
arranged to program said controller to connect to itself in Independent Basic Service Set
15 mode and is arranged to instruct said controller to actively scan for a wireless local area
network by transmitting one or more probe requests for a particular wireless network
name, wherein upon receipt by said processor of a response that indicates discovery of one
or more access points with said particular wireless network name, said code means, when
executed by said processor, is arranged to program said controller to exit said mode and
20 enter Basic Service Set mode, and is arranged to enable said controller to passively scan

for said particular wireless network name.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Embodiments of the invention are illustrated by way of example and not
limitation in the figures of the accompanying drawings, in which like reference numerals

25 indicate corresponding, analogous or similar elements, and in which:

[0016] Figure 1 is an illustration of an exemplary communications system, according

to some embodiments of the invention;

[0011] Figure 2 is a block diagram of an exemplary client device, according to some

embodiments of the invention; and



to sone enbodi nents of the invention; [00111 Figure 2 is a bl ock diagram of
an exenplary client device, according to sone enbodi nents of the
invention; and 3 [0012] Figure 3 is a flowhart of an exenplary nethod to
be perforned by a client device, according to sone enbodi nents of the
invention. [0013] It wll be appreciated3that for sinplicity and clarity of
illustration, elenments shown in the figures have not necessarily been
drawn to sf¥Il?} FoFigexahplaflowdiartofdhrraapansmethos abe pérfdrhvdelyersihs my
be exagge&?ted rel ative to other elenments for . clarity. DETAILS [0014] In
the fol | oWt AGCHATer 188 iyins spbedimentsofhednendisaci fic details are set forth
in order to provide a thorough understandi ng of enbodi nents of the

i nvent i on. [A4}kverltivill bg appreriasd thatder smpbeitibynd Harsiy offllwstrdiiomrelensdid | i n

the art th : ' he ..l pvention, may, b racticed w thout

t hese spec?%w%ﬂgé@gﬁggkgﬁneé?ﬁé?&?%ggﬁﬁg@§#wﬁgp1g%ﬁbﬁﬁgeﬁ@PB%dg?

pr ocedur &sdinensipanefyosncoTdhe tleidhfs Snd1beeexaEcrite el 18806 IoRY cidhaliBl | so as
not to obscure the enbodi nents of the invention. [0015] Figure 1 is an

i |lustratiOf¥f an exenpl ary conmuni cati ons system 100 15 according to
enbodi nents_of the invention. System 100 includes a wrel ess access point
(AP) 102 dAHTAIR®twork gateway 104 coupled to AP 102 via wired connections
106. Network gateway 104 and w red connections 106 may be part of a

"di stri butli08M]systiente followiARddiZd dNeerigtioni thimeroexgpeplfsictals anetctdskh in

gateway 104 .ar.e cable podens, As tric Digital Subscriber Ljine (ADSL)
modens, AYAEHP 8?&%"&@8 %H&ﬁ%@um\éﬁ%geﬁmﬁa@@%&@é hainsrayen. deweveny
nodens, 105 ayigl Yo @RI, th s S dh IG5t 9! l.SDN)

gat eways, 'I'1 car rli gr 1 E[% ) nmodens, %ﬂ%ﬁ{ﬁéﬁfﬁfgﬁk}%@%ﬁb%}é@%f% eat any

ot her confiilytigningry bsfpractged without those spysifiedetfads. BWRth@2nitangesseibkeowh 0016]

AP 102 ha e nna.108, and..is configurable to support at | east
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i ncludes a di pol e antenna, a nonopol e ant enna,

[0015] Figure 1 is an illustration of an exemplary communications system 100

15 according to embodiments of the invention. System 100 includes a wireless access point
(AP) 102 and a network gateway 104 coupled to AP 102 via wired connections 106.
Network gateway 104 and wired connections 106 may be part of a “distribution system”
for AP 102. Non-limiting examples for network gateway 104 are cable modems,
Asymmetric Digital Subscriber Line (ADSL) modems, Asynchronous Transfer Mode

20 (ATM) network gateways, dial-up modems, satellite modems, Integrated Services Digital
Network (ISDN) gateways, T-carrier 1 (T1) modems, and the like. It is obvious that any

other configuration of a distribution system for AP 102 is possible.

[0016} AP 102 has at least one antenna 108 and is configurable to support at least one
wireless network name, for example, at least one service set identifier (SSID). A non-

25 exhaustive list of examples for antenna 108 includes a dipole antenna, a monopole antenna,
a multilayer ceramic antenna, a planar inverted-F antenna, a loop antenna, a shot anfenna, a
dual antenna, an omnidirectional antenna and any other suitable antenna. AP 102 may

inciude a router.

[0017] Exemplary communications system 100 includes a wireless client device 110.

30 A non-exhaustive list of examples for client device 110 includes a wireless-enabled laptop,



a nmultilayer ceram c antenna, a planar inverted-F antenna, a | oop antenna,
a shot antenna, a dual antenna, an omni directional antenna and any ot her
suitable antenna. AP 102 nmay include a router. [0017] Exenplary

comuni cations system 100 includes a wireless client device 110. 30 A
non- exhaustive |ist of exanples for cliert device 110 includes a

wi rel ess-enabl ed | aptop, 4 a wirel ess-enabled cell phone, a

wi r el ess- enabitedsbspenidedadliptiogs, balirdssiahbial BB digtal Wsisedme s ANabl ed
video canera,.a W r?fléfﬁs,s-enabl ed ganmi ng console, a wireless Internet-

Prot ocol ( PBFISSHERD Shydehsaraeaet WEthessapiablodisralieg eonspicen wiighoss bernet i ent
devi ce 110pj : . pate itself. Wt P 21in
2 vi rol eos” AV PR ARGy Buft: BLRRS R B DARIF BT BLae ISPl e
with AP 10D ©ieertca proaest esssovddtoviisdif LR AP [@0h8] wirklgss e tRoiks Far bkoeKe,

di agram of an gxe%%cgi ent device 110, according to sone enbodi nents
of the i nvEHDF RV ¥ beeqmesieodesd wathiAl) 10heyadekirgess nesgerkddd.  ant enna
201 coupled to a radio 202, which in turn is coupled to a WLAN control |l er
204. W.ANOYSHE r ol Figpreibis ahlgckyliagigunmian cxomalameoliony dedee $tbriegdibgtomar e

208 to b - - ] 204.. Wrel | i devi 110
i ncl ugeseagog?féggg%&o@gg?éf%%?1%%%%&5%?%%% Vlracg ﬁ@%ﬁﬁﬁg@%@i&ﬁ%e Menory
212 may startemaxeduebaflke tcoalidon, wiclbia texes dbgtdedi PNACESSohrAld 20§0019]

Processor %&193&}:\{&% bfﬁ cga |l ed to WLAN control |l er 204 and may be able to
control, a §Pntrileh a4 mayihe copRledtq dmesroryRMhstetng fiammare 2o bel i ent

devi ce {dQ:pebadesvLAR c%n%ﬁére%%. AR el erg%%&g%egﬂ%éclh%% ag]gljogesgglzzIOWAN

controller 204, processor 210 a menori es ess client

devi ce 11Gudeymemetyitie wuhkxd te pripossent 50.t Matnorf D2 mak atdr ¥xecarablowie Shown.

[ 0020] A n[on-exhauxs ive list 1f exanpl es for processor 210 includes a

central p95)8é3§§(i %dthPrtOC‘fSéﬁ;,o'a digital signal processor (DSP), a reduced
uter 20 (RISC), a conplex instruction set conputer

instructi t c
(Cl SC) anﬁBPﬁ"ﬁ | i KEOCHRENY Paraveracotinipdde VAN geatpilgied)4 andgnay keiialsl e from
client dewoffoll d0cadiPilt GO BMSLE bt X : I 06 _and
212 incl udes ?iny g%m%i f?1at’i On@%{é;r t%@@gﬁﬁg&%@@gb@g&%%ﬁggﬁ%rI'1@Zn\?f%dgg
such asl’ ediatieer3l6 taretids powedd rafib ZOREWBIAN controller 204, processor 210 and

memories 206 and 212. Wireless client device 110 may include other components that, for

clarity, are not shown.

[6020] A non-exhaustive list of examples for processor 210 includes a central

processing unit (CPU), a digital signal processor (DSP), a reduced instruction set computer
20 (RISC), a complex instruction set computer (CISC) and the like. Memories 206 and 212

may be fixed in or removable from client device 110. A non-exhaustive list of examples

for memories 206 and 212 includes any combination of the following:

a) semiconductor devices such as registers, latches, read only memory
(ROM), mask ROM, electrically erasable programmable read only memory devices
25 (EEPROM), flash memory devices, non-volatile random access memory devices
(NVRAM), synchronous dynamic random access memory (SDRAM) devices,
RAMBUS dynamic random access memory (RDRAM) devices, double data rate
(DDR) memory devices, static random access memory (SRAM), universal serial

bus (USB) removable memory, and the like;

30 b) optical devices, such as compact disk read only memory (CD ROM), and

the like; and



(ROVM), mask ROV electrically erasable programmable read only nenory
devices 25 (EEPROVM, flash nenory devices, non-volatile random access
menory devi ces (NVRAM, synchronous dynam ¢ random access nenory ( SDRAM
devi ces, RAMBUS dynam c random access nenory (RDRAM devices, double data
rate (DDR) menmory devices, static random access menory (SRAM), universal
serial bus (USB) renovable nenory, and the |like; 30 b) optical devices,
such as conpact di skcymaghaioldevizesyatgh 4sCharOWsk, N6ppy Mgk, |2 K Sinedb thpe, arfd)
magneti c devices, .such as a hard disk, a floppy di sﬁ)(, a magnetic tape, and
the like. [0021}"°A™fon-exhaustive list of exanples for antenna 201 incl udes
a dipole antenna, a nonopole antenna, a nmultilayer ceranmic antenna, a

pl anar i nvdl02El- F Advarrhausiive dstoBxamples fiar, angersih @0 1 amthedvna, dipoldmabnna, a

t , el [ . and ther .suit t . [ 0022
Raci 0. 202 G0N Ceney bt R SRR SR BuERSTRL P e uiobe SREP212  ar b

functi onal arbomks stendnienya, BeIua R QTR 8mh il RPYo RN NS aniBYy ot shiehie
device 110. For exanple, radio 202, W.AN controller 204, processor 210 and

nenori es 286°™¥d 212 10 nmy each be inplenented in a separate integrated
circuit, and optionally in additional discrete conponents. Alternatively,
some of t hi®022nct i Bahe 262,08 ké Nregntindleg2 @y pestessor 8he and niergriat 206 sid 18 t .

Furth : ti bl ock part f. | i.caf.i
it egr ar ad e AERopd R AR nPy B8 SRR RAnk By B i mene 440, ©
appl i cat i dforepeaple] 2dic2E) AL ANYREYIES (WASRLssol 214 ARRREmbASL IR z\%ﬁl?' e of
FIG 1, AP 102 and client device 110 are both "802.11- enabl ed", iC

means t Hat™y sach&sdmplsmantadda separatetinlegtitad mivsitagral optioasitomdaiddomai t h  one

or nore ofy; | fi ned the.lnstitute of Electrical

and El ect rdégnc?ﬁe E%#\lé%gggs? sﬁﬁy % )G&S?I%W? gTeefg‘%CttoAﬁl m@gsalﬁay Ei?ﬁ’é%ui?gff“} WRfer

(PHY) speditepeédd orgit. Fhdhevere, thé fuﬂcﬁbnaﬂ)@ld@kyhﬁ?}%etp@rtﬁ BPgshIRhti O dHeBcY

skill in the art. how tf g@ﬁlé%/ the 20 follow ng for other existing WAN

st andar ds "BFERIRAFMISULS A Ed: 4¢'d Rergtargmaplegatiarirys (FPGA) or application specific
standard products (ASSP).

15 [0023] In the example of FIG. 1, AP 102 and client device 110 are both “802.11-
enabled”, which means that wireless communications therebetween are in accordance with
one or more of the following standards defined by the Institute of Electrical and Electronic
Engineers (IEEE) for Wireless LAN MAC and Physical layer (PHY) specifications.
However, it will be obvious to those of ordinary skill in the art how to modify the

20 following for other existing WLAN standards or future related standards, including

802.11n.

Standard Published Maximum Speed Frequency
802.11 1997 2 Mbps 2.4 GHz
802.11a 1999 54 Mbps 5.0 GHz
802.11b 1699 11 Mbps 2.4 GHz.
802.11g 2003 54 Mbps 2.4 GHz

The 1999 edition of the 802.11 standard (as reaffirmed June 12, 2003) distinguishes
between infrastructure WLANSs (BSS) and ad-hoc WLANs (IBSS).



802. 11n. Standard Published Maxi num Speed Frequency 802.11 1997 2 Mops 2.4
Gz 802.1 la 1999 54 Mips 5.0 GHz 802.1 Ib 1999 11 Mips 2.4 GHz 802.11¢g
2003 54 Mops 2.4 GHz The 1999 edition of the 802.11 standard (as reaffirnmed
June 12, 2003) distinguishes between infrastructure W.ANs (BSS) and ad-hoc
W.ANs (IBSS). 6 [0024] In order to join@ BSS nanaged by AP 102, i.e. to
beconme connected to AP 102 over wireless network 112, client device 110
has to ini {0Rde anth peef drigina BSORROEEIMIY XP 1920UL REBecoMetddnAR t03-AT 102
client device 11Q, W.AN %ontroj | er 204 may performthe connectivity
sequence, BPtiPRAPSYVEPRTRLILY: chicthdgyiescddsiss temitiataped pefiraca fenpsetyeyuence
5 may i ncl ) utd ' probingy~.process,  al

aut bent i corTont e age b M PhaREs RS L AN h B PhBEET bR obi ng
process begimscimityhayiagef digionhliejvintiewits @rddessns Di¢. DRec@neMiE seqidnebe
request” _franes oyer one or nore communication channels defined by the
conmuni cat %8% l%“tl‘éar{thiﬁeﬁ.Cogﬁe&%‘&rﬂf%@@sn&é?mbmg SR an “ahentisatiany’

di fferent JQccQnmynheakbaRisiPanness. The probe request frame contains
i nformati Oéli about client  device f%o such as which data rates are

supported ie i 0] d. ich SSI c]ient device 110
requests t (2:(§) neﬁhéj%%kgl%tp q’gc]cée\s/|£I!(5:|e lﬁ%%’w%%&gsﬁggwﬁéaﬂgg{tgnﬁP{ Rars,
Wi t hout befmgbemguestWiahbesveadn@6£@Ss @RhMtinihidh dRENSBIRII BXi sts in
its vicinity, and  w thout know n(?gwhat data rate is acceptable for that

access poi fMERFa Hattandgrk oranderd 8- 1118, igevraerledviiney | kéiflrgr obe requests
at the |EWRBImEALAIJALS %é'?‘?%ﬁﬁgé%gg&%%?&édn&%s SEARIALS b S Brierdr VOPS

(Megabits per second). [0026 receives a p reauest rane on
one of theleymerhifi smhiaswhidhdatmekes, aré tuppayted dplclicitaet e 1p0 abe td ®EMRSSIDr ame

by transm Eitip a " qro_be response” frame ~on that channel. A probe response
frame incl9 Sgs@ﬁvﬁcfeo]r erFﬂ‘EﬁtsstEW“?y't‘ﬁge@ﬁaﬁcF6?0W@ﬁndmmhpfqﬁb‘?s’[ﬁ §lindly,
conf i gur edyitidbuk bERE WA whGhé dndc8Ss YRR Niltefle B¥néBsH9 2xistsNE RS ORikiRf Ghya! "

without knowing what data rate is acceptable for that access point. For that reason, client

15 device 110 may send probe requests at the lowest data rate defined by the respective

standard, e.g. 1 Mbps (Megabits per second).

[0026] If AP 102 receives a probe request frame on one of the communication

channels, it may reply 1o the probe request frame by transmitting a “probe response” frame

on that channel. A probe response frame includes information such as the SSID for which
20 AP 102 is configured, a timestamp, data rates supported by AP 102, “beacon interval”

information and physical layer information.

10027] If client device 110 receives a probe response frame transmitted by AP 102, it

may examine whether the SSID of AP 102 matches the SSID sent by client device 110 in

the probe request, may examine other information included in the probe response frame
25 and may examine the strength of the signal carrying the frame. Client device 110 may

decide whether to continue the process for connecting with AP 102.

[0028] After completing the probing process, client device 110 may have to identify
itself and to get permission to connect with AP 102. This process can have different forms,
depending on a security mechanism deployed in the particular network. In one simple

30 example for this process, client device 110 may send an “authentication request” frame to

AP 102 and in response may receive an “authentication response” frame from AP 102. If



information and physical |ayer information. [0027] If client device 110
receives a probe response frane transmtted by AP 102, it may exam ne
whet her the SSID of AP 102 matches the SSID sent by client device 110 in
t he probe request, may exam ne other information included in the probe
response frame 25 and may exanine the strlength of the signal carrying the
frame. Cient device 110 may decide whether to continue the process for

connect i ngthei autheARcADA. redpoORBramd pentsadiep] divided 10herhissbh RYcHIneEBSBh AP | ent
device 110 &?y.hav to igenthy_ itself and to get perm ssion to connect
with AP 103V FHPR dsviseddd mayrinkigiedheiptspeiption Posesss, dependi ng on a
security nechani sm deployed in the particular network. In one sinple 30
exanpl e f ol00Ef] s prbersisyice i @ raydeiipcans®cintipn peordsslby transttiivigiapat i on
request” f« : ”» 0 nd.inr nse may r.ecejive an "authentication
response” faﬁ"lg{?rcéét%rn oﬁgﬁ -%8?‘?5%??587@?@2 At tﬁ%‘ﬁm“caé’t i3 OGP AFPENIS e Yr ant s
client devihaeindiQtep GidBussdsodr FMuLOSMBE hsswbibflor AT tHDRsoGht RMfuclaMbEqnd 10 may
initiate the association process. [0029] Cdient device 110 may initiate an
associ at i OWSPHHEULESRASE frame Mmatinplydann assaeighen wentbficatibn 44ED) fon cHenponse,
AP 102 mayyd.x it an "association response” frame 5 that indicates the
success or fallure of the association. |If the association succeeded, the

associ at i Spo f i ncl ud n assocjation identification (AlD)
for ol i enti0P80u1 cor i1l PESIOFOTRET bl COTRarets SEBimBre e ta il prove
connect i VireluSeRUedgRionof @B dsBRidtiohShsohed) Snay RAHERE mbP bk 86 Bl a@ReRfralt N
associ ation response, nmay vary and may be as’|long as several 10 seconds,

for exalfplsconsissiog srampleTheecpidhi Thy npbioa psodessitell mayytakaker exXaomplextanpl e, 1
second. T i4m . i - ifferent response f.ranes. arrive at. client
Sovroa 10Tl 8 deinth Ridife Hliteh 61 Hbh EIPERR L TSR SN, Do

during t heluemgithecamnetadty seijignce SGKADEE, ardatle@ 20 2umRy thavirk QoRcbitg to
" to conserve power . 15

recei ve si %aal S an& czﬁnnot be in a "sleep" state y

[0031] |t SH&YFIGE "adieiVd maydiaye &e badlic theecaives sienals rng somnot be s undecB\staie i ent
device 119 ¥ele d-ormng a connectivity sequence in order to conserve
the power stored in battery 216.

15 [0031] It may be desired to decrease the amount of power consumed by client device
110 while performing a connectivity sequence in order to conserve the power stored in

battery 216.

[0032] The 802.11 standard explains that access points transmit beacon frames at

substantially regular time periods to announce the existence of and to synchronize wireless
20 networks. The format of beacon frames and their contents is explained in detail in the

802.11 standard. The beacon interval is included in each beacon frame. The number of

time units between target beacon transmission times is referred to as a “beacon interval”,

[0033] Beacon frames may, or may not include the SSID of the wireless network they
belong to. For example, beacon frames transmitted by AP 102 over wireless network 112

25 may contain the SSID associated with wireless network 112. In addition, each beacon
frame also includes a timestamp which is the value of a clock internal to the access point at
the actual transmission time of the beacon. A client device receiving the beacon frame will
update its internal clock according to the timestamp in the received beacon frame.

Moreover, beacon frames may include other information.



[0032] The 802.11 standard explains that access points transmt beacon
frames at substantially regular tine periods to announce the existence of
and to synchronize wireless 20 networks. The fornmat of beacon frames and
their contents is explained in detail in the 802.11 standard. The beacon
interval is included in each beacon fram® The nunber of tine units

bet ween target beacon transmission tines is referred to as a "beacon

i nterval ". [0038D33] CBecienict 1 ddramyrtagk fomr wisgless aietwaik) fodl exdrdle, SGkdexdf t he

wi rel ess network Lgeg. b%gg to For exanple, beacon frames transmtted by
AP 102 ovePetiioFel b &gt g5 00y rrmﬁ%wcarlrrngh@ldsgraw&%%emagedhw th

wirel ess nefwaiKod Hocebddr Q‘i’@ Ha?r%o%@%gﬂplgﬁ?ecmh Mr‘gfg%_lﬁét%rk G Mg‘?‘?ﬁhﬁat

ti mestanp which s the val ue internal to the access po
t he act ual inchulitgnihs seterk’s B80S totWeADeanorolle @1, i Bpin lokitvg operatbey sduptpd he

DhaC e alatiooa, VAU Soti i Bh S i su rericn TE e h B Rer g Rk e
i nf or mat i ogught ndiROR4]n gaés%scﬁ'r%h§ awi iy aarrdrrep%ocf f?srtf( i 18k bELER %mﬁa%g wREkK,

for exanple, 'wireless network 112, using techni ques own as "active
scanni ng" mﬂﬁlpiastmmﬁélasm@nha hgib If mbea}merﬁanwtmdndmgrtm&%ﬁbof A oughy

program a ile of .t.the wr t is sou i ncludin ‘
net wor k' s OIBS ’E%W%AN“%?SWF&’O‘W@P{’] E&Olgﬁgﬁf By Ayt tﬁ%?d’i”ﬁ?@fl t’(‘?Bllj’ﬁ‘%@EF 5to
radi 0 202, andl Athe anhédichiein #0desi By st QAL h &R tYatd B Eés@&‘ﬁtl@@ﬁl%'cé’s% wigAMRI ng
for the sought network. In passive scanning, W.AN controller 204 |istens

for beatbracresapesnt thnheent dembrzae eimen If:mhmem frameam; ineinding arar Pdlden frane
i ncl udi ng Ve%skﬁgf\l ctogﬁ ﬁ&%Qt wmt atec g f:mgmc%w%see&genogcogfl sep 1’ng ﬁ é)r(%e

controller |n|t|a an au

aut hent i cabd;mt o dﬁ&oﬁqmrmxmooeﬁsﬁmﬂ of ti@Yedehielibat @naffards SHGh&bioBilt RRE eSS
with the 10 access point t nt the beacon frame. |If a beacon frane not

i ncl udi ng PEPRE T88pQHst Batghge, e\Pé 1le\iporRe BHWLHOY centralivs 2 A WLy P%Ftté’l]&f 204
connecti vighy, ﬁﬁ%@&?ﬁrt@é&bém ﬁ&%e@ssl%ﬁ bi? thd a%%é%ﬁ{;atﬁ@ ﬁrB@esg?stTESés

channel of t'he receive eacon frane. Int probe re ponse
mat chesl st hmtlpt'eo:fm dseocsatongdodens erthcmssqjduetmhzﬂ&ént tHE phdbeaedpondd. df tH204  may

initiate an ut.h ntrcatron L oc n It henti ca rocess is
successf ulP’ ?*53 AR ’ieé‘R ag“i%@r gﬁljpnogﬁg e HPrer I’BE@B‘%@E HOBYi nt
that sent 2Uhebtﬂrd@@§no’t%£ém§tﬁer ¢ardA&isties Of ﬂhlafapﬂoﬂlet BEIRACPR i CRRASRLERL Ches
the SSID of the profile stored i n W.AN contr ol

response does not match the SSID of the profile stored m WLAN controller 204, then

WLAN controller 204 may proceed fo passively scan on the next communication channel.

20 Client device 110 may wait a predefined period of time, for example, 3 seconds, for

WLAN controlier 204 to report having successfully associated with the sought wireless

network. Ifno such report is received during this predefined period of time (timed using a

timer 218 in processor 210), client device 110 may take additional action, such as, for

example, programming into WLAN controller 204 the profile of an additional wireless

25 network to search for, or putting radio 202 into a sleep state.

[00635] If client device 110 were to use only passive scanning when looking for a
wireless network and the sought network was unavailable, then client device 110 would be

required to wait the full predefined period of time before taking additional action.

[0036] Figure 3 is a flowchart of an exemplary method to be implemented by client

30 device 110, according to some embodiments of the invention. Executable code 214, when



204, but does not match other characteristics of that profile, or if the
profile in the probe response does not nmatch the SSID of the profile
stored in WLAN control |l er 204, then W.AN controller 204 may proceed to
passively scan on the next conmunication channel. 20 Cient device 110 may
wait a predefined period of time, for exa9an e, 3 seconds, for WAN
controller 204 to report having successfully associated with the sought
wirel ess metanadiby frbcassorsidOhmee paust clisntrdecek 1 e0 taliniplagettths mpiedefi ned
period of tinme (tinmed using a tinmer 218 in processor 210), client device
110 may tak®"SYditional action, such as, for exanple, programm ng into

WLAN contr%lei 204 the profile of an additional wireless 25 network to
search for (001 put £ A2 chigntgleyme LilAmeryaregeapWaiAlY eontfdB3 8P4 I casine@iio
device 110;v8F8 1h : LY ni when.d goking for a . wreless
network and the sgi?%ﬂ‘?e“ﬁgt%%ﬁﬁm%%gﬁﬁﬁ% Ijg%ﬁ e ﬁF ﬁ%‘ﬁlv@h ‘gﬁﬁb??j%%fislgg 110

woul d bes semquingdg WhAMEdntidher $a4.1 predefined period of tine before taking
additional action. [0036] Figure 3 is a flowhart of an exenplary nmethod to

be i npl ene[onag] by at 3@NtliedAcdRYi1¢6 el QnstARE WIANL LR B M185 Qe BRLS Of
the invention. Executable code 214, when 9 executed by processor "110, may

cause cli e agetticalar Wipless nptyysie iene by nensraititieglons or MEoIgPrebe3eqiidB3FAchAl
302, clie i LAN contr.oller 204 .to. connect to

i tsel f innﬁhﬁg’g%éﬁﬁ‘gﬁ%ﬁ gE fodiety @%Qénvl\é%é\l O%gé&ef?ﬁi‘?%‘y“%@%&ﬂqﬁ y di sabl e
assive 5 ni ng. by..W.AN contrql l.er 20 8] At 304 | i ent device 110
lr?ny : xst r u@tﬁ %ANQ%‘C%PY%?CI&@PI%O ée?tf‘élﬂr%gggﬁ# noftéj‘fa“é[bbgﬁe!tr?‘&lj??t 2

Wi rel ess) netave Ramaieotdyr {of kst the PEHHRREREL, MERPEODE. ARPYEELSer 208Ch Of
the one or nore probe requests transmtted on a different conmuni cation

channel . [T603% back taprocesos dHhed segn apANA Nogentrollérs}04104 sumesdaioh wai t f or

th i pi; 2 S i d0o t jt th b t.
vor eover . iRk st B P BBt et RSk b B EaE
WLAN cont raflthescti2 4cdnnings \Riatlat @ IWILIAN dbiaediee 20N gepaits BESCHrIQIsEl: M0k the

particular wre|less network nane in the probe requests of the active
scanni ng. S8Ph¥ g"ﬁr@N ONRIANIE FREHhgs Failed Jpdispiss PR atsgakpaints pridrids paiticplo as

soon as; sWeiib1GQMHefdrk $hn@ 94 At ob e Gibked 85 b %&%%a&m{g.3683&%111&‘%13},‘ fSho LN

the particular _
access pomt with the particular wireless network name has been discovered due to the

active scanning, client device 110 will be notified of such sooner than if it had relied on

passive scanning.

[0040] If client device 110 receives a response that indicates discovery of one or more
20 access points with that particular wireless network name (checked at 306), client device

110 may program WLAN controller 204 to exit IBSS mode and enter BSS mode at 308,

Prior to this, at 307, client device 110 may store a profile of the sought wireless network

with the particular wireless network name in WLAN controller 204. In BSS mode, WLAN

controller 204 will passively scan for a wireless network that matches the profile stored in
25 WILAN controller 204, at 308.

[0041] The passive scanning, if successful (checked at 312), ought to result in
association of client device 110 and the wircless network at 314. If passive scanning is not
successful (checked at 312) despite the discovery of one or more access points with the
particular wircless network name via active scanning, this is an indication that the profile

30 stored in WLAN controller 204 at 307 is misconfigured (316).



15 wirel ess network nane in the probe requests of the active scanning.
Consequently, if no access point wwth the particular w rel ess network nane
has been di scovered due to the active scanning, client device 110 will be
notified of such sooner than if it had relied on passive scanning. [0040]
If client device 110 receives a responsel@hat i ndi cates di scovery of one or
nore 20 access points with that particular wrel ess network nane (checked
at 306), claoda} dehithe:eveblﬁf aayisqnbguadpWiAl dient detideck]1 0204y padt axerrod BSS
node and epter node at é&ﬁ rior to this, at 307 client device 110
may store %‘F‘?}flfl 1821Y8 ayEv ?;CH‘t'P atign @i therpapiiisr and/qfithay aHeMAtSAlY oMby

wi r el esS kiR IR roiyfLANSGORI iRl ad Uited e BalnltRde of Hephbreo rol ler
204 will passively scan for a wreless netvvor?( t matches rofile
stored in (peEhapg diNngongtthobbtbentRAdon sdiliBOa: thp efdiptidinetpagsi ve scanning, if
successful (checked at 312), ought to result in association of client

devi ce 130[0843] t heCkét ebeiss 1 D@D rkcete a3kdponké (HARKRI d4Cs2CRIMNE RE disSo Rt
successful (checked. at 312) despite the discovery of one or nore access

poi nts wi tAA7Eess pars ‘E{lﬂléhfatWﬁ*’éF@éﬁ’lrﬁ@FWtWOHﬁW%{ﬁeéﬁdWé @canning, this
is an indication that the profile 30 stored in WLAN controller 204 at 307
is m sconf[ioa‘@ﬁ]ed (Mywypry 218 mapewr] profilesio mevetian ohe avirdless oetiiogltett prof i | e,

client devj sf ror .to user indicati va

cont 1 gur arcagn 19 FRGAEA 18P oA abiicc IR Sor AR ol BF bR 1 o
from furt heirelssarsyeths b the hecrtsiaimd) @it @€'t @brikfl cPAMIBTRE SFifel & n%ﬂﬁ)rﬁé’ ofile
(perhaps c angl ng the authentication setting or the encryption setting). 5

[0043] @ itBstt ﬁWB@yfﬂéhFﬁaSpﬂné@épve a response that indicates a failure to
di scover an access points with that particular wreless network nane
(checked 400 If thowragre m@ddg‘llozalzvmdysssmw@kptmb@ scaghbfcheaked at B, one

W rel ess I [ er. .of client devi 110
may Store%ﬁ%ﬂ‘@ﬁ%ﬁg%%?%yﬁ%ﬂ?&fmz fn%ﬁge Wfre@? 3!@ ‘ﬁ‘gf:\/\f)l?‘??sngaforlsﬂ@et%}‘gﬁ
hore, t he clisgirdesicaan & phagarn aatlo QD afto wh bk RSSatd e dRIskSie tHOmbMaE of P%uk@@r

may w sh éﬁlﬁc nnect to, [0045] If there are no additional wreless networks

to be sou KaEptign mpohe incggapeshivitieishamsuagssabatisumt fatindthrozrilessa
sl eep SltSaB@tvﬂ;rkﬁ;nQﬂ itAEd ks ) GER Il or sone tine,
[0046] If there are additional wireless networks are to be sought (checked at 309), then

client device 110 may resume the method at 304 to actively scan for a different wireless

network name.

[0047] While certain features of the invention have been illustrated and described
20 herein, many modifications, substitutions, changes, and equivalents will now occur to

those of ordinary skill in the art within the scope of the appended claims.



client device 110 may put radio 202 into an active state and resune the
nmet hod of Figure 3. The sleeping duration may be increased with each
unsuccessful attenpt to find the wireless 15 network, until it reaches an
upper limt. [0046] If there are additional wreless networks are to be
sought (checked at 309), then <client device 110 may resune the nmethod at
304 to actively scan for a different wiqeless netwrk name. [0047] Wile

certain features of the invention have been illustrated and described 20
her ei n, ny nodifications, substitutions, changes, and equivalents wll
now occur 8% t hose of ordinary skill in the art within the scope of the

appended clains. 11 Cains: 1. Anethod in a wireless device (110), the
met hod conpri sing: gonnecting, (30 0,said device, (110) in |Independent
Basi ¢ Sef‘vi c %&h%&eﬁ wirglesy #&f%?ﬂl:@nmeﬁ@etb%‘gﬁ‘)m? B% wireless local area
network having a D@fnhb&ﬂig%oz)%%ﬁh%ﬁic@ﬁ] VK [RREBN A BEGOSEN IdeI920mBRe; OF

nmore probe requests ;characterized i that upon receiving a response that
i ndi cat es di scoveraetivgoayamsind(@4bfor porieelexsdesd arqpoichwak haviap awatttvulai d

particular w S rk na exiting said nod enteri Basi £.
Bervi e Set e ek dene Fosfiliie g 3055 e BOSa ok itbeoPTerEinm 1
further conprthati ng: storing (307) a profile in a wreless |ocal area
controller (204) belonging to said device, said profile conprising said
particul ar w rel es¥ORSERITIRE A&eRRONETHAlindigatepdiservpay (306 ahenary SO cdssr

w rel ess | ocgl,; . : : ' rofile,..: t .
claim2, fur ?ﬁggg E@r%g%@%gﬁpaﬁ@?ﬁr{%&?%ﬁ%@h&&sﬂ%ﬁg ’ %’P%?% F%@&o@% és}lg%hr% gured
(316) if sai BBgsasSErviee Scamniddgnd padshwelyt wanwiag309)n an associ ation. 4. The
method of claim1 or claim?2, further conprising: upon receiving a beacon
conprising said particular wireless network nane, connecting (314) to the

access poi nt Thto2gthedhaf clsient, feehet doegedimg:
storing (307) a profile in a wireless local area controller (204) belonging to
said device, said profile comprising said particular wireless network name, and then

passively scanning (308) for wireless local area networks that match said profile.

3. The method of claim 2, further comprising:
identifying that said profile is misconfigured (316) if said passive scanning

fails to result in an association.

4, The method of claim 1 or claim 2, further comprising:
upon receiving a beacon comprising said particular wireless network name,

connecting (314) to the access point (102) that sent said beacon.

5. The method of claim 1 or claim 2, further comprising:
upon receiving a beacon not comprising any wireless network name,

transmitting another probe request for said particular wireless network name.

6. A wireless device (110) comprising:
a wireless local area network controlier (204); and
a processor (210); and
a memory (212) able to store executable means (214) which, when executed

by said processor (210), is arranged to program said controller (204) to connect to



5. The method of claim1l or claim2, further conprising: upon receiving a
beacon not conprising any wireless network nanme, transmtting another
probe request for said particular wireless network nane. 6. A wireless
device (110) conprising: a wireless |ocal area network controller (204);

and a processor (210); and a nenory (212) able to store executabl e neans
(214) which, when executed by said progessor (210), is arranged to program
said controller (204) to connect to 12 tself in Independent Basic Service
Set node and r r [ roI |er 204 cllv

scan for a W|fﬁ%ﬂ%@ﬁ@%@ﬁﬁl&g?@éﬁthge’t{/%e e%ngo o anssn"ilqatnlged {o m t)r%crt%alrrgr 8ntrgllrl%be

requests for @Oppfotdctiublarscan iroehessﬁeldssenwar kreﬁ]@@i&;orlehjitraﬁir@ﬂtthﬂg&dueldi nﬁdrat upon
recei pt by said, processqgr (210) of a response that 1ndicates discovery of
one or nore RHEBREYUEYS e p(dmarwlfq%e%é}ﬁ@vcﬁhm@memhara%ﬁ%qi asdahEraRor k

name, said cogeg; $id éljo%},ssor | erﬁ'{%gg(%n%g (Y m':tﬁéaq%si?fl%%géﬁgff ohé bP )rroré S

arranged to program said contr exlt and enter
Basi ¢ Ser vi ceacBets pmﬁde(l()éhdriﬂhm'mirpaaﬂirgmi wioelessadetveork aashe, sadhtods 1‘[1@:{115_((21349) to

passively scan for s articul ar rel ess network nane.. 7 C e
Peadabl e md; UHCBEL PRgH Hrosieam LHiit ﬁ@gﬁggidzfmf)%%éa@f&wﬂ% a8%
processor (214t @fd yB&e Qfﬁi’é:ﬁé‘r Eﬁa%ijcoéer&fce%ﬂnmi@ ah@¥s dPRIoEIMRNHaBR dalie met hod
of any one of clains Ito 5. 8. communi cati on system (100) conpri sing an

access poi nt qongR)lerHBa4 )0 Plaéﬂa\setly Eme fopsaidpatisuldewirekssy netwolk wasewdr ding to
claim 6.

7. A machine readable medium comprising program code means (214) executable by a
processor (210) of the device (110) of claim 6 for implementing the method of any

one of claims 1 to 5.

8. A communication system (100) comprising an access point (102) and at least one

wireless device (110) according to claim 6.



