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uctor nenory card havi ng pgisgrRmtiononvol atile menory such as EEPROM

cal erasable programmabl e read-only nenory), a conputer-readabl e
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uctor nmenory cards h vantage o g 20 small and

ght, and are well on the way to consolidating their position as the

g nmedium of choice in a wde variety of technical fields. A

4l ryi &pgd has an internalized nonvolatile nenory known as

ICh IS accessed by a connected device enabling t he sem conduct or
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in the same way as for magnetic or optical discs. However, when
accessing a semiconductor memory card having internal

nonvolatile memory such as EEPROM (electrical erasable
programmable read-only memory), & computer-readable recording
medium for recording an initialization program for a

semiconductor memory card, an initialization method, and a

semiconductor memory card, and in particular to an improvement

15

20

for raising the efficiency with which data can be rewritten in

the nonvolatile memory.

Backgr Ar

Semiconductor memory cards have the advantage of being
small and lightweight, and are well on the way to
consclidating their position as the recording medium of choice
in a wide variety of technical fields. A semiconductor memory
card has an internalized nonvolatile memory known as EEPROM,
which is accessed by a connected device, enabling the

semiconductor memory card to be used as a recording medium.

Fi el. d The



EEPROM sectors already contain data, this data has to be deI%bqﬁmnﬁgbg4nlng
t he sectors to a blank state, before new data can be witten |nto

sectors. t h pe of EEPROM known as NAND (Not And) used in X

seni conduc Qr{’lfe?@?%ry cards, the operation for returning secP&FIPPYI726%| ank
state has to be perforned on 32 sectors at one tinme (in this nonvolatile
menory, a group of 32 sectors is known as an erasabl e block). Consequently,.

the senmbaeadéehObe RITHE A di SO S NSnfo SWELH R! EEPHOMNERERBrsCAM Rtle
circuit for realizing nmenory managenment using erasabl e bl ocks as access

units. o] of _erasabl e bl ocks reading and writi of data
to/ from éﬁés%& '} %I s a9 Je CE%tJt‘I'ﬁ"ilg ‘ghﬁ??ol gf’PEHFF' *f' neans
that the senlconductor nory card has a uni que 20 hardware structure

( physi cBEPR&Yeppctipgis @@@%{ a@itain fdatentthisndabat hasetioi hemagnetic
and optical discs. However, a |layer nodel shown in FIG |Ais fornmed from

physi calielbtlkd, systerrang apl isidaws |l ayes aala@ktéeaﬁéﬂﬁb%}zsréSn'ea a
magneti c or optlcal disc. FIG 1B shows a detail | ayout of the physical

| ayger he dr Sl i hcl udes VO re whi ch
a pIura{jQFg g e?gga E%% Eﬁ§3d§hﬁ1%§§iPﬁ&)01/?@6@6 tﬁgﬁPSSIg;EE§ M5 10
15 20 b] ocks are arranged. Each erasable block is fornmed from 32 sectors
and. haskBOHat &s| BAYLh (gptlénm upes |y AN IS eMECPRERCEYSt BAMPEYer shown
in FIG 1Cis what is commonly known as a FAT (file allocation table) file
syst em canda, Fafief bperaysvemf aranageimiiingfsddiore| tirea abanksspaekor ned in
units known as clusters. Vol une managenent information is arranged at the

start ofaf h@ovﬁéuﬁgﬁbﬁ'ﬁedagﬂ %Zu%gct%ﬁ:esa Jtoror{ésc@{rﬁ% ng; ysefigdata is

arranged directly l'ow ng the vol unme managenent ormation. The vol unme

managemnent gfgrfation includes a master boot record, a partition table, a
partltl%ﬂnB% gtile memory, a group of 32 sectors 1s known as an
10 erasable block). Consequently, the semiconductor memory card

contains a specialized internal control circuit for realizing
memory management using erasable blocks as access units.
Status control of erasable blocks, and reading and writing of
data to/from erasable blocks, is managed by this control

15 circuit.

This means that the semiconductor memory card has a unique
hardware structure (physical layer) that is completely -
different from that used in magnetic and optical discs.
However, a layer model shown in FIG. 1A is formed from

20 physical, file system and application layers, in the same way
as in a magnetic or optical disc. FIG. 1B shows a detailed
layout of the physical layer. In the drawing, the physical

layer includes a volume area, in which a plurality of erasable
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sector, a duplexed file allocation table (FAT), and a root di ptry.
The dupl exed FAT shows |inks between the plurality of clustepg%ﬁﬁgﬁgggd in

t he vol une ovision of this kind of file system /| ayer at a
to be storggfﬁﬁﬂ?ﬁﬁ application layer in a hierarchical str é?ﬂﬁ@hﬁz%ged
fromdirectories and 'files: By installing a | ayer nodel, the access

apparatus can access a sem conductor nenory card with the same procedure

used to bHicwndss @rd eLorshagdedEdghsechsabla AR i dompid cBtonli 32,
wi t hout needing to pay attention to differences in the physical |ayer.

However , 5@? HRLY, O typltkes to gdetar m %HQQ¥ ! f the
vol une 5?%% en data |sas?ggédyghgkﬁeogoﬂﬁnggéreggg%HT e ‘¢1€t§§2€en1 When
the size of the volume area is 3 30 March 2004 WO 01129670 PCT/ JP0O0/ 07267

changed 53§ et t3Ver uSBPWRedleEEG-t BE ASOA O SIGRIIRATRLY nEredd i n

the vol unme area increases or decreases accordingly. If the nunber of
cl uster &4 | iFKT etk calHecathondtabhe) FATlkosyedeim.omenta i EST file
corresponding to these 5 clusters also increases or decreases accordingly,

as gloes Mg &l 26 YO! YFe HBNYERURAL alREOL SBLEXEJ Mo D (e £AT i
i ncluded.” | f tfma%ﬁ%% of the voﬁ%ne nanaggnent ?ﬁ?orn&tion fé i ncreased or
decreassg a start, address of Lhe user area foll%g|1.the vol une managenent

i nf or et WiAS Y 1 0 ¥ALgedM2RAGSBRREt 1] I e AN Ra

changes according to the size of the volune area. Consequently, the start
addr ess@t dheeasttant] =t ethal voluhangeeaccandi agusert kaesi o nfraderdiseg
area. If the start address of each cluster changes according to 15 20 the

size of e URfa AlLardnpé@rdiray¥ts|r addl ewing baundalige heinRphdy®
erasabl e bl ocks, and the end portion of the vol une managenent information

tart of BRI Ny o Ve TS SRefadeRE F agBle toREeRD SR & when
the end portion of the volume nmanagenent information and the cluster
podi t i oRégtar PRetsraqonst, therapkettdppatabde nat partition boot
sector, a duplexed file allocation table (FAT), and a root
directory entry., The duplexed FAT shows links between the
plurality of clusters included in the volume area. Provision
of this kind of file system layer enables data to be stored in
15 the application layer in a hierarchical structure formed from
directories and files. By installing a layer model, the
access apparatus can access a semiconductor memory card with
the same procedure used to access a recording medium such as a
magnetic or optical disc, without needing to pay attention to
20 differences in the physical layer.
However, a user has many opportunities to determine the

data size of the volume area when data is stored in the volume

area of the file system. When the size of the volume area is

3



sane erasable block. If clusters are arranged as shown in th ' and
a user wishes.to nodify data stored in a 4 30 March 2004 S%Ey%@gg@%
011 29670 PCTI JP00Q/ 07267 particular cluster, the two erasable blocks in

whi ch t he WPW#R¥™ s arranged have to be read and then ret uPREAPRNTA6D| ank
state. However, nonvolatile menory is forned froma nenory conponent that

I ncl udes a floating gate buried in an insulating layer. This menory’

e L e R RS L T

phenomenon ocks have fo be erased to nmo one
cl uster, friga , curs, the lifespan of the nonvol atile nenDry mnll be
mar ked| yFeHte a9 '@%e%%?%gfnﬁﬁ%%s%ﬁ SEcPBFEe@PESnanaged as one

cluster, witing data into a cluster can be conpleted in 32 X 200 us (200
us i s thecerdbrgéyui r &k thhevnumbeaohf setest¢rspisvidedesbatl e wite
destination has already been erased. However, if the wite destination has

to be e&@é?@'ag&ﬁorQh@atﬂ@%ﬁﬁed‘”fférﬁnen@ra?egscgfﬁég{:@nﬂﬁﬁgogo' ghadded. If

the cluster straddles the boundary between two erasab bot h bIocks

negd to f grased and erasin the(gflte destlnatlg ﬁ %E A%

redul t,StHEC B Red t 8Red ASF SRS PRI ReUTGOT ENGTnENDS BPSE 8Gre of
Inventlon An object of the present invention is to provide an access

appar atiksz¢ haf bbai vedame managdment ninfermabiessingvbiah the BATMasch
2004 WO 01129670 PCT/ JP00/ 07267 required to nodi fy erasabl e bl ocks, as well

as fornimgladeldt a If the size of the volume management information is
increased or decreased, a start address of the user area
following the volume management information will also be
10 changed. The start address of the user area changes according
to the size of the volume area. Consequeﬁtly, the start
addresses of each cluster also change according to the size of
the user area.
If the start address of each cluster changes according to
15 the size of the user area, clusters may straddle the
boundaries between two erasable blocks, and the end portion of
the volume management information may be arranged in the same
erasable block as a cluster positioned at the start of the
user area. FIG. 1D shows the layout of the volume area when
20 the end portion of the volume management information and the
cluster positioned at the start of the user area are in the
same erasable block. If clusters are arranged as shown in the

drawing, and a user wishes to modify data stored in a
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storage format in a sem conductor menory card that enabl es asfqpyeh abnd €
menory having a longer lifespan to be realized. The type of sem conductor

menory Carﬁgi&@%@"?s a secure 5 10 15 20 digital (SD) nenorﬁgﬁﬁéﬂﬁagiaga?ﬁ

great stri oward resol ving the aforenenti oned probl ens
processing tinme and nonvol atile nenory |ongevity for .the foll ow ng
reasons. In an SD nenory card, an area known as the protected area, which

cannot Ipmntsipebbyr tdbugesef athdsewo esapadliededockadi drpratiest etharea is
used to store secret information, such as an encryption key used for

encrypting, 4al A, ; di Ai%é‘ﬁ%%gf%g@f %gg;@?ﬁga‘éﬁ alld ey n“%%rtum%éoé’yr ' ght ed

material 1s reproduce anpunt of data heeds to be

kept secret varies according to the type_of application programused, so
that thO1AYe THatee pioYetERd APBHCRREILE BREREY a@cépémgig tfFAme t ype of

application program If the size of the protected area is changed, this
means t hamdrhe daymremt tihet vbhabadasea #llsatdhangesel burdsabnge 4 t he
type of application.program I|f the |ayout of the volune area changes in

thigs Dinshuldioly 14yl clrrldshensyyt badBbRehiCRAUBAAY 2 REIAEEN

erasabl e bl ocks i’s ten generate evenent of the ve-nentf%ned
2004 5 TSGR RS CHIRAAP JPUBFBT289 ob) B0F, DRBOBERCFL UG reor y
card access apparatus may have the follow ng structure. The access _
appar at tyop@riagaks f iHloctrdaventa bentraaddctor mpdidyy oogr ¢ lusdterhas a
menory area conprising of a plurality of sectors, by managing data in each
group ofredmesrQlyolorddrdeithe Ol PfedpRSHE! ¥Rel AbRESLALAI eAmemory will
be markedly reduced.
10 Generally speaking, when 32 sectors are managed as one
cluster, writing data into a cluster can be completed in 32 x
200 ps (200 ps is the time  required.to write each sector),
provided that the write destination has already been erased.
However, 1if the write destination has to be erased before data
15 can be written, a 2 'ms erasure period is added. If the
cluster straddles the boundary between two erasable blocks,
both blocks need to be erased, and erasing the write
destination takes 4 ms. As a result, the time taken to write
data is markedly lengthened.
20
Di su of enti

An object of the present invention is to provide an access

apparatus that achieves a reduction in the processing time
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cluster, and nmanagi ng one or nore clusters as a file. Here, bo%ﬁgawﬁéﬂﬂp of
2 consecutive sectors in the nenory area fornms a block (i bel'ng or a
positive integer), which is the smallest unit on which data erasure can be
perforned.“*ﬂ@ﬂﬁéﬁbss appar atus includes a cal cul ati on unit PCI/FPEYEI2GT ng
unit, and a recording unit. The calculation unit calculates a size of
vol ume managenent infornmation based on a nunber of clusters in the nenory
area thatzqfigdp e ; t u egents i, 0f; o [

ee nBaRge nq’ira 191 e LHE¥RL UNBs "RRRYEHE ol il |t o

includes a file all e that I ndicates, for each , links

bet ween ¢l usters. corresponding to the file. The reservi unit -reserves a
first afESIPGe BIAR gt the ABHOE HRROLY nfoF et hah, S3RBLES deond

area for recording user data. The first area has a data size |larger than
t he cal og@nacdd bidleumemmamadenenta i anf bomee r ohi faspanh stdobredekldmanX2~
sectors (mbeing a positive integer), while the second area is formed from

sectors fol Iraw rgpeh® ff igehli RRfictie f&arOFfi dlrdNthowfCREAE velwiR
managenent information in the first area, and user data in the second 7

30 March., .5 15 WO 011 296 PCT/ JP00/ 07267 _argea, apd manages the
volune %ﬁ“ﬁggér%er{tjs%)nfnﬁfnﬁtyi &?rﬁzug'alshé"%{) 9%t %%rjc(?%gtgf’g?r n this access
apparatus, an area_in the volune area having mclusters (mis a positive

i nt eger FeFolvdsgr Fhg pdoregestdianed @ ioklenhenegduchionndni on, so there
is no possibility of any cluster being stored straddling two erasabl e

bl ocks. pEbueksingottidar ael admhviea Alilgnatkmsty PsmgableybEegktheundari es,
and the boundary of the volunme nmanagenent information can be aligned with

an eraséghﬁ RLa kr?%%%%r..y- 190%%9%1'?’?&4:&’0%58@&%&,“%:?@‘?&‘%' gﬂQLHCE negds to

be erase en cluster is'rewitten or erwritten, an € nunber of

tinmes that erasabl e bl ocks have to be erased can be reduced. If the nunber

of bl ocRTFEEHFEsarear ctitidell, CEME Mt R HRRAERY TRSIS eERY WERYvr Lfe data

in a shorter tinme, and the lifespan of the nonvolatile nmenory itself can be
10 provided. This protected area is used to store secret

informétion, such as an encryption key used for encrypting
data, billing information used to bill a user when a
copyrighted material is reproduced, and the like. The amount
of data which needs to be kept secret varies aﬁcording to the
15 type of application program used, so that the size of the
protected area has to change according to the type of
capplication'program. If the size of the protected area is
changed, this means that the layout of the volume area also
- changes in response to the type of application -program. If
20  the layout of the volume area changes in this way, a layout in’
which clusfers straddle the boundaries between erasable blocks

is often generated, so achievement of the above-mentioned

object is particularly desirable. 1In order to achieve this
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increased. Here, the volume managenent information may incl udg mdtcrBo04
addition to the file allocation table, a naster boot record, a partition
tabl e, par{idé@nesapot sector information, and a~root direct oy b7
Furthernore,.the recording unit records the naster boot record and the
partition table in a first sector of the first area, skips a predeterm ned
nunmber of sectors and then records the partition boot sector information,
the fil ekdldHoatilm $emieondndtoleMeper Ydiceask GOFesst APRAT &UbS dtRent 8

30 March 2004 WO 01/29670 PCTI JPO0O/ 07267 sectors. As a result, an end of

the firgawy ahLafobBoRlhgnetirictliral eMdeokccke s eppadiatand ger Botmy. The
nunber of sectors between the naster boot record showing the start of the

drive, t he itlo t howi t for of t i, tion
arca, o ife et ot SoSeRbotBibkoRaRARy B SRarngy LSy
restricted to a first area formed frommclusters, and conpatibility with
devi ces 2med GRRPRL$T9 f Pf e sRERERL HE¥sBEY 68CTAEEe, bvh BAFRTNRIFDA uth t
may cal cul ate a sum SUM by 10 totaling a nunber of sectors used to record
t hg par bisidroryreans s£c2brsédfersml opeihdeof bkeaapbsdativen inakiger)ars the
root directory entry. The reserving unit reserves the first area by

cal cul atng ddie vl o A 01 56K 08 Aok EILALERR L) NOUF SN 21l fer e,

NOMis a nu sect or he recording unit 15 ca ates the
pr edet er mi ned nunber _ofisectors bz sub romthe nunberﬁg{ sectors
% r

t ti 1
NOM EvERGY GORMRiYe of TRSEFIE ?I%‘éé’?gSIﬁnngFgecﬁﬁﬁ'ﬁéé’, ared N3 &4

which is larger than the size of the volume managenent information and is
an i nt eplalckmilit iggienef0 evnsabpesbtbvk snteges)rewbivhd isAdhe Zmalegt , a
necessary mninmum size for the first area can be reserved, no matter how

the sizgngh the JHich %A@&%wélukéb&§nigﬁecgb%b@h@a-. Heme aldi@gsecording

unit may set the predeterm ned nunbe

10 apparatus includes a calculation unit, a reserving unit, and a
recording unit. The calculation unit calculates a size of
volume management information based on a number of clusters in
the memory area that are to be managed. Here, the volume
management information includes a file allocation table that

15 indicates, for each file, links between clusters corresponding
to the file. The reserving unit reserves a first area for
recording the volume management information, and a second area
for recording user data. The first area has a data size
larger than the calculated volume management information, and

20 is formed from mx2j sectors (m being a positive integer), while
the second area is formed from sectors following the first
area. The recording unit records volume management

information in the first area, and user data in the second
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30 March 2004 WO 01/29670 PCT/.TP00/ 07267 of sectors in the pamidrth 8004 abl e
recording the volume management information. In this structure, even if the
size of th 'hiégﬂrea changes, causing the start address of _the second
area to cha éi umber of sectors, obtained by 5 subtracti RETAPPVEEFT he
nunber of sectors NOM is set in the partition table, so the access
apparatus can access the user area accurately by referring to the partition
t abl e. Brimfa,Destt imariasyesoft Har avd hgme Ifladdemnért shedsraakapautanapdele f or ned
froma physical layer, a file system|ayer.conpliant with |1SQO | EC9293, and
an appl i I F B t |
| ayer angl%:éﬁgr%a!tl%g%ssycsltd&%r;;erai}gSEﬁéhg%gﬁ %\gﬁﬁ%ggéﬁt lef gﬁ% \Q7Lo une
area when.an e ortion of the volune managenent information and a cluster
posi ti on&dSat? YHECs AHEE SRVIRG d& FLUS TR S 60 2§ o gRaSE ALV Re 184RTSE addbl e
bl ock; FIG 2A is an external view of an sem conductor menory 20 card;
FI GS. 2Brasé¢rXedadferexiesoraling ewsl wie ataresserappar bnfisemat Eb6, 3A $Itn@\mse an
i nternal structure of a sem cgonductor nenory card and an access appar at us;
10 5 30 Wereb %@@élﬂ@l@%bz%Q7%erﬂPM@eﬁi7 éF'& 3 s@eﬁgdaﬂmﬁe&wgﬂde'
shows

for software used by the access apparatus ata storage

for mat, nt the |I.SQ.| E 93 tandard sed onvo atile
nenory 189gBEF g%%ﬁ a CeBsEEN é’ AFI8H 1991 &° o ?%? aWéE a system
area, and a user area included in the volune area; FIG O6A illustrates a

st r uct ur8rafaklaablecknborndasdes amnch thw tiaunge b e thet vPlumEG 6B
shows a structure of a partition boot sector; 10 FIG 7A shows a structure

Qf a dupheredeméit information can be aligned with an erasable block
boﬁndary. Consequently, only one erasabie block needs to be
10 erased when a cluster is rewritten or overwritten, and the
number of times that erasable blocks have to be erased can be
reduced. If the number of block erasures is reduced, the
semiconductor memory card can write data in a shorter time,
and the lifespan of the nonvolatile memory itself can be
15 increased.
Here, the volume management information may include ‘in
addition to the file allocation table, a master boot record, a
partition table, partition boot sector information, and aroot
directory entry. Furthermore, the recording unit records the
20 master boot record and the partition table in a first sector
of the first area, skips a predetermined number of sectors and
then records the partition boot sector information, the file

allocation table, and the root directory entry in subsequent

8




FIG 7B shows a structure of a root directory entry; FIG 7C36Rﬂ¥@h§004
structure of the user area; FIG 8 shows an exanple of a file storage

nmet hod; FI ws an exanple of settings for the root dir entry
and the FA%bﬁﬁzﬁgﬁ file AOBOOL. SAl is stored in a pluralitypgﬁi&@¢gé?érs;
FIG |0A shows the relationship between erasable bl ocks and clusters; FIG
108 shows clusters when n=1; 20 FIG 10C shows clusters when n=16; FIG 11A

envi sagescogist ualnisor Wy ia Cldistaid ofittlé Siesasabke klaocks artleigned.
al l ocated for recording of volume nmanagenent information; 11 30 March

2004 WO 29670 _RCTI.JP 7267 Fl th f t
aIIocatggékoggrgggggFﬁé%%(ﬁéﬁﬁnégé%ﬁééégéaﬁy?ﬁfo?gggrgﬁﬁﬁ%gh%#gi;eL?G. 11C

shows the nunber of clusters allocated for recording of vol une managenent

i nf or nafEERORReRERWESN ShE @mastey PP HrEEFAEd oBRAVABE bhecSHTRTUQE ng the
partition control area, the systemarea and the clusters with a size

cal cul atrd dasirve,equat itors phirtand of?,bddic sdStos ahbdnghahle fhermngfan
initialization procedure for the volune area; 10 FIG 14 shows a structure,

of 5an %ﬁgsﬁi?%ﬁﬁ}ghgﬁr%ﬁq %a%erﬂec%ﬂﬁlfét?éd,”eé@ri/?éa%lh&eam%%%%ent

enbodi nent ; Oows ‘an I nternal” structure of a secure processing unit

11; FIG 16 shows a detailed structure of a_volume area 15 prqovided with a
protectéﬁf%F%éFlpchaf7b§h6ﬁ§§£+§£&énﬁ%&qa&bﬁ?tf%Fe?hgoﬁggﬁ 3§F515}ea;
FIG 18 shows an exanple layout for the protected area: FIG 19 shows an

i nt er natlsstecsur endf campacddsd idontwidlh wieti@esnthathise enbddi dfddte 20
FI GS. 20A to 20D shows a processing sequence perforned when rewiting an
erasabl gy bt OgkprELErvél . shows an internal structure of a file system

Here, the calculation unit may calculate a sum SUM by

10 totaling a number of sectors used to record the partition boot
‘sector information, the file allocation table, and the root
directory entry. The reserving unit reserves the first area
by calculating the value of m based on an {equation 1} NOM+SUM
= 2jxm. Here, NOM is a number of sectors. The recording uﬁit

15 calculates‘the predetermined number of sectors by subtracting
1 from the number of sectors NOM. Even if the size of the
file allocation table changes, a first area which is larger
than the size of the volume management information and is an
integral multiple of erasable blogk size is reserved. As a.

20 result, ‘a necessary mipimum size for the first area can be
reserved, no matter how the size of the file allocation table -
is calculated.

Here, the recording unit may set the predetermined number

8




operation unit 9 in the third enbodinment; 12 30 March 2004 3¥h0d4 28640
PCT/ JPOOI 07267 FIG 22 is a flowhart show ng detail ed processing perforned
by the filﬁwéysten1operation unit 9 in the third enbodinent; FIGS. 23A and
23B show an"8P¥2?%8 process performed on an 5 erasabl e bl ockBCHIPHOTRE 1 d
enbodi nent; FIG 24 shows an internal structure of an access control unit 2
in a fourth enbodinent; FIG 25 is a flowhart show ng detail ed processing

per f or meglf byetberki he L YRR Hunid trdedPdilg £RET FH1dReembodi neNt ;
FI Gs. 26A and 26B show an érasing process perfornmed on an erasable block in

t he four Lpent;. FIGS., 27A and 27B show the rel ati onship, of .
cause-aﬁ%gggggﬁgngg%RggﬁnggééﬁbntZﬁ}o AT HRETs GRER hgcgﬂﬁaﬁaz?s

i ssued; 15 FIG 28 is a flowhart showi ng a detail ed processing sequence
for fraghentagi bhrefi Aireat icbangesce AR erthe nee ol addpgssapfatileess;

FIGS. 29A to 29D show nodel s envi saged for each of variables s, t, u, v,
and y shoydond 4beaftevehangeyl aFrfembdd 20 dddipr30AobeaBREashews ho

fragmentation is elimnated in a fifth enbodinent; FIG 31 shows a new
extende | speGifie Si i ol enent at i use_extended_attribute
in %DF; %ll%%f%%y{\}g?cﬁ 3(58 &B%Of%%ﬁ%% :%F/e% 7@@9’ FF 32 otk an

I nternal structure of a sem conductor nenory card provided wth a backup
area: FIRGTEEXPpnkaRhS nfer hBE SCCRSTURPRSIrat We kD MRRS DT HEFOU§eEard in

a sixth enbodiment: and 5 FIGS. 39A to 39C show content of processing
perfor meckdry sccurately by referring to the partition table.

Brief Description of ‘Dgggingg

10 FIG. 1A shows a layout model formed from a physical layer,
a file system layer .compliant with ISO/IEC9293, and an
application layer; .

FIGs. 1B and 1C show the format of the physical layer and
the file system laver;

15 FIG. 1D shows a layout of the volume area when an end
portion of the volume management information and a cluster
positioned at the start of the user area are arranged in the
same erasable block;

FIG. 2A 1s an external view of an semiconductor memory

20 card; |
FIGs. 2B and 2C are external views of access apparatuses;
FIG. 3A shows an internal structure of a semiconductor

memory card and an access apparatus;

10



file systemoperation unit 9 in a seventh enbodi ment. Best M@@1fr&H 2004
Carrvinc~0ut the Invention The followng is a description of enbodi nents of
a 10 sem menory card, and of a systemincluding a ] tor
menory ca?ﬁagﬁé&gﬁ access apparatus, with reference to the 5?@@#ﬁ@§& | G
2A shows an external view of a sem conductor nmenory card 100, and FIGS. 2B
and 2C show external views of access 15 apparatuses. FIG 3A shows an
internal stFu@.uRs ghdwe Serdgonductiol Heposyfeandeli8eadntbyanaccR®ss
apparatus 200.. The sem conductor nenory card 100 has the external
structuggﬁgiégu . 2A, being 32.0 mmlong, 24.0 nrmw de, and 2.1 mmthick
about thé size of' a postage stanp, and small 20 enough for a user to hold
on the tip of one finger. The sem conductor nmenory card 100 has nine

connectors £3F-cE@VH@ 19t aEeEgCappEPatusCRUBLIERE ¥ ik (0 %r ot ect

switch 101 on one side, which can be set by the user to permt 14 30
March 2064/ NMECORISZO GH AR, POVEOd 26y & Abnovlptdhebmemower r;i ting of
recorded data. As shown in the |ower part of FIG 3A, the sem conduct or

megory car dg3@0 isn%'hzwss 2 M\Y@i@félgf ”SgBéi‘rEithBB”EgnEE:BT %@B,E%P;%OVI an

access control unit- 2, and a work nenory e access control unit

wites data into the nopvolatile ey y i, rgads OE data fromthe
nonvol at¥YPEeReRAR 1 20¢h P e1SREeA e a1 Gl drdi 7 FBScH s &r&&jed by the

access apparatus 200. The work menmory 3 is used for tenporary data storage
when dat a r €36 -f Gdmitliarsioratesta | st nenbuyei sfrawnasten beotwr irecenrdoacikd
into the nonvolatile nmenory. Next, an access apparatus 200, such as a

dormesti g sawRdti?an?@ apid eBsthown in FIG 2B or an information processing
apparatus such as a personal computer 'shown in FIG 2C, is described. Such

AN eSS ARRAT AsS A0 N0 ERe 8 L8 d CONDELE OL1 8n BoBECRRURLY, MMMV S
10 FIG. 7A shows a structure of a duplexed FAT:;
FIG. 7B shows a structure of a root directory entry:
FIG. 7C shows a structure of the user area;
FIG. 8 shows an example of a file storage method;
FIG. 9 shows an example of settings for the root directory
15 entry and the FAT when a file A0B001.SAl is stored in a
plurality of .clusters:;
FIG. 10A shows the relationship between erasable blocks and
clusters;
FIG. 10B shows clusters when n=1;
20 FIG. 10C shows clusters when n=16;
FIG. 11A envisages a situation when m clusters out of s

erasable blocks are allocated for recording of volume

management information;

11



connector 4 is used to connect to the sem conductor nmenory capquatdQ20dde
secondary nenory 5 stores various types of software for accessing the

sem conductor nenory card 100. The CPU 6 perforns overall control of the
access appd¥Y@PUE3H0. The primary nenory 7 is used for tenpoRGFIP®HFEge of
the FAT and the root directory entry when the sem conductor nenory card 100
is accessed. FIG 3B shows a | ayout nodel for software used in the access

appar at us 208rg| n1iBesHb@ul Rge ﬁﬁmbe%olplf’aﬁ(iﬂs_%%% QIR 29670

'PCT/ JP00/ 07267 the access apparatus soffware i ncludes an application

program@8, a file systemoperation unit 9, and g device driver 10. The
appl i catTeRPPIHY & SVBSLWErﬁénﬁggﬁépérﬁPﬁ@JmﬁFdéﬁhéﬂﬁﬂ?‘Eﬂkh as audi o and

vi deo reproduction, for the access apparatus 200. The file system operation
unit 9 execlBES. f11@ skadsnghewnimbeg) oér adusgeasd alddidatiawy forew i ti ng)
operations on the file system according to instructions fromthe.

appl i catjedb 9 09 89T SvoThRe I8N hG§efEh¥ e nEG rRE IR R AII NS on the file
system by issuing read and wite comands to the sem conductor nenory card

100. The fol i is an expl anati of an_exanpl e data 15 20 storage,
forimt for THE norGhachI S Rehie, 080 Fhednbiy SPBs Erbdrdnst yie AT oFbhoRat a
storage using the format shown in FIG 4. In the drawing, the entire

nonvol atdarE rRehrsed, | the cs¥sten aveasandeths| ghussess witd volskre area is

managed divided up into a plurality of clusters, and includes a partition

control calemlatkd Peihdgte@Ratabs® kDowAdag2the regul ar area). The
partition is divided into a systemarea and a user area, as shown on the

ri ght-hand si f~ Fl 4 Iy f ql
G foctly af tar e Sytvan soudhah BOSHER, gh I eIATi AR Brctiurs |
the system area varies according to the size of the user area, so that the

start ad@eddoVeHEng saFeai ea changes accordingly,

10 FIG. 14 shows a structure of an access apparatus and a
semiconductor memory card in a second embodiment;
FIG. 15 shows an internal structure of a secure processing
uni£ 11;
FIG. 16 shows a detailed structure of a volume area
15 provided with a protected area;
FIG. 17 shows an example layout for the user data area;
FIG; 18 shows an example layocut for the protected area;
FIG. 19 shows an internal structure of an access control
unit 2 in a third embodiment; |
20 ' FIGs. 20A to 20D shows a processing segquence perfdrmed when
. rewriting an erasable block;
FIG. 21 shows an internal structure of a file system

operation unit 9 in the third embodiment;

12



16 30 March 2004 WO 01/29670 PCTlI JP00107267 as was expl ai ned pmdich beo4
Background Art section. Each sector in the volune area is indicated by a
physi cal a éﬁ@@grelative to the start of the volunme area. Next, each of
the areas i %8 n the volume area is 5 described in tur i CHIREVZ26T} 4\
a structure for the partition control area, the systemarea, and the user
area included in the volune area. The partition control area includes a

mast er boot FEGOrgd2&i30a1818aEhhttOBhbaknG FREEAN et IOSDE i nformation
1/2, and 2/2 FIG 6A shows a detailed structure of the master boot record &

partiti egt,o lp.the 1N .cont ent i S oot
record ?%%f?%rﬁlegnﬁﬁ'aépg gégf?oﬁ%g%hgﬁﬁtr%?é%%r (R:'lrﬂrlctalcq y“ggtir\p/\%e#}ﬁ%rgair of
arrows kyl. The nmaster boot record & partition table sector includes a
mast er HRYROJEBBRE; four partition tables 1, 2, 3, and 4, and a signature
word. The master boot record is a sign indicating to the access 20

appar atus 200r¢dat 23a sahdepBBnshaweani erpBY agc plriocedine pexdidmmddnen pay si cal
medium. In FIG 6A, the volune area has only one nmaster boot record, so

thesvolqggé%ﬁgfbi§%%§$g?€;?ﬁ?fanégﬁgggégi eﬁEgaratus 200 to be one

physi cal nmedi um oot 'records are arranged in the

vol une area) tmooﬁhysical medi a are recogni zed by the access apparatus 200.
17 30 Mar ch@004* EROHF 28 7N B bodt BRobRrehefpan AGcEF S AAntFel a

tabl e recording partition 5
unit 2 in a fourth embodiment;

FIG. 25 is a flowchart ghowing detailed processing
performed by the file system operation unit -9 in the fourth
10 embodiment;
. FIGs. 26A and 26B show an erasing process performed on an
erasable block in the fourth embodiment;
FIGs. 27A and 27B show the relationship of cause-and-effect
between fragmentation and overheads when a command is issued:
15 FIG. 28 is a flowchart showing a detailed processing
sequence for fragmentation elimination processing performed on
a logical addresg;
FIGs. 29A to 29D show models envisaged for each of
variables‘s, t, u, v, and y shown in the flowchart of FIG. 28;
20 FIGs. 30A to 30C shows how fragmentation is eliminated in a
fifth embodiment;
FIG. 31 shows a new extended attribute specified using an

implementation use extended attribute in UDF:
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10 15 information. As shown by the arrows ky2, when the Se"ig?ﬂﬂﬁ@ﬁéﬁo4
menory card 100 is used as a starter drive, the partition table 1ncludes
the following fields: 'boot indicator', 'starting head', 'starting

sector/ st aMTHP%M i nder', 'system 1D, 'ending head , 'endiB{J/FP00/07267
sector/ending cylinder', 'relative sector', and 'total sector'. The " boot
indicator' field is set at '0Ox80'. The 'starting head' field specifies the
starting heagr®f 3o pdidi o0 idPernatastirigraee! OF ot Akkitbrilddler’ field
specifies the starting sector and starting cylinder of the partition. The
'system | D specifies a file systemtyp by being set at 'Ol' when the
partiti % q%rc%l é%’%mﬂ'%‘?l‘gﬁ%'é By%’ég‘ugnér&?‘" 04' when the partition
size is less than 65536. The 'ending sector/ending cylinder' field

speci fies t W @ndihgsoet an aimitendehgstylichdee of BheepdcindumtorThe
‘relative sector' field specifies the nunber of sectors existing before the
st arti nenesRtypredid tie Pagitth ofmbdAemeh®tahngector’ field specifies the
nunber of sectors in the partition. The following is an explanation of the

er of _ oui ng s an expl anation of the
et he syl aral FrTRiciay FREChYsr ok pa0 nsltial Boedi Ruh ¥ ™

begins with a description of the user area, with reference to FIG 7C 18
30 Mar c K iAG04 YA s /opseAS aT/ yrbb/ B7iB7aTRevesth ambadimends files in
units no smaller than a cluster. The arrow ff2 drawn using a broken line in

FIG 7C shows the plurality of clusters 002,003,0Q4,005 . . included in the
user area. The nunbers 002, 003, 004, 005, 006,00 5 7,008 . . . used in FIG 7C
are thrae- 4 §dad eHadesd FB; fLUSLE JRERE Wy are excl usi vely assi gned
to irdentiTy eac uster. SIT N mt unit by which access can be

performed is_one c¢luster, storage positions within the user area are

i ndi cat ed ushfg folderdnandet é#gea@rqm@%@s@%nerab@ﬁmﬁetad% 8 partition

boot sector, a duplexed file allocation table, and a root directory entry.
10 semiconductor memory card, and of a system including a

semiconductor memory card and an access apparatus, with
reference to the drawings.
FIG. 2A shows an external view of a semiconductor memory
card 100, and FIGs. 2B and 2C show external views of access
15 apparatuses. FIG. 3A shows an internal structure of the
semiconductor memory card 100 and an access apparatus 200.
The semiconductor memory card 100 has the external
structure of FIG. 2A, being 32.0 mm long, 24.0 mm wide, and
2.1 mm thick: about the.size of a postage stamp, and small
20 enoﬁgh-for a user to hold on the tip of one finger. The
semiconductor memory card 100 .has nine connectors for
connecting to an access apparatus 200, and a write prétect

switch 101 on one side, which can be set by the user to permit

14




The partition boot sector, the duplexed FAT and the root dirgg&ﬂ%%ngﬁgy

are described in turn, with reference respectively to FIGS. and 7B.
15 An exte (fl oppy disc controller) descriptor with | tion
fields sho&ﬁf€%ﬁF G 6B is set in the partition boot sector}k$%gb@§?%gg FDC
descriptor includes the following fields: “junp command', 'creating system
identifier', 'sector size', .'sectors per cluster', 'reserved sector

count', o0 paehideit ctvErdsitingnbér reLorA®S idadlaudedis rshdwn dupltdheed FAT),
"nunber of root directory entries' (data length of the root directory

entry) lowed ParedOrBig. HRY Ak demticbhahictorS Sy RIrdAGo ' sectors
per track', 'nunber of sides', 'nunber of 19 30 March 2004 5 10 15 WO

01/ 2967Q _PCT/ JP00Q/ Q7267 hi dden sectors., . total sect ' ( tal_ nunber
of sect GPETUTRH SYET et aF baSaRETPRE. o &P RERa o APOIR HEERAE Mihber -

' extended boot record signature', 'volume ID nunber', 'volume |abel', "file
syst em Bgg€ss amntmilgnanite2wottd. aTHerdupeorey RAT iThd @aasES rom t wo
FATS conpliant with the 1SOI1EC (International Organization for .
St andar dontlricaniiniiternair ppas &heat Lt 6aehai aahvelATiIIY aEndd203 st andar d.
Each FAT includes a plurality of FAT entries each linked to a cluster. FAT
entries_indic t r | I IS | r_ _not ei ng
set at Isggﬁf%#ﬁéﬂ@ﬁhgfé$£iggéoﬁgﬁﬁggégglgngg&§%H ?He%%%fgggﬁﬁﬁhfﬁﬁgkluster
nunber if the cluster is in use. The cluster nunber indicates a link to a
next cl BSCOFSIRG tSh&AEMIRAS chBisHef| BYi RBet ArsessugpParatis 200w e
drawn using a broken line in Fig. 7A shows a plurality of FAT entries 002,
003, 002prROmemorynd udedused t her FAdmpdharpudetac sk oralgee whe@0d3at@03, 004,
005...." attached to each FAT entry show the cluster nunber of the
??{,QEEBQEQH“Q&W%@ non¥ol L0161 REREPLY i ENEEY L RELHIRY Frikiedl Wariof

10 into the nonvolatile memory.

Next, an access apparatus 200, such as a domestic sound
system shown in FIG. 2B or an information processing apparatus_
such as a personal computer shown in FIG. 2C, is described.
Such an access apparatus 200 includes a card connectér 4, a

15 secondary memory 5, a CPU 6, and a primary memory 7. The card
connector 4 is used to connect to the semiconductor memory
card 100. The secondary memory 5 Etores various types of
software for accessing the semiconductor memory card 100. The
CPU 6 performs overall control of the access apparatus 200.

20 The primary memory 7 is used for temporary storage of the FAT
and the root directory entry when the semiconductor memory
card 100 is accessed. FIG. 3B shows a layout medel for

software used in the access apparatus 200. In the drawing,

15



entries for a plurality of files present in the root directogymdashodd! e
entry includes a 'file nane' of an existing file, a 'file identiftrer’,.a

"nunber of_fi luster in file' stored at the start of th ' ‘file
attribut e","Ba"rl%“’% 30 March 2004 WO 01/ 29670 PCT/ JPOO/ 07267‘;(:&}@]5@[%??179

time' and a 'recording date' indicating when the file was recorded, and a
“file length'. The follow ng describes the file storage nmethod by showi ng 5

10 how aHe laf-owehppRIls SAftusrst DicTudds tae 4pplidiateehnoproghanh
reference to FIG 8. Since the smallest unit by which the user area can be

accesseq i qnq £IUstan %ég&g{iéhlﬁﬁﬁgfgéﬁﬁ%% QQ&Q@iE%UQ?i%%QQﬁg.}Pl;he

data regi‘on i'n"sections t are" no s an one C er

" AOBOOL. SA1' is therefore stored having first been divided into clusters.

In FIG T&e FWQHQQQ§IQQIR§QEE§MJ3iE?%ﬁQﬁWﬁxpﬁﬁﬁ?ﬁ??Wén§€c9F8ﬁ§sﬁﬁnﬁeeping
with the cluster size, and the resulting sections are stored into the

cl ust er suchmaer ahdi@3 arfidD4;i D, réfodwari &),C. £t Ghd sboessoagpexamplse of
how the root directory entry 15 20 and FAT need to be set when the file

" A@BOOLSBAL" teQr AM i A LU i P0NS A .ared. In
the Oraarls, theEanel YRt nrthelon At oy | ldeaeal PRt eRRRatifbet s
so t hat clﬁster of . first cluster in

. nunber 003 js %ij ten into "the number
file KTt é“9005r5§9€@téﬁétﬂﬂ ¥ i HRE A PRETRFLSPSr PRg e fir st
section of the file. The subsequent sections of the file ' AOBOOL. SAl' are
stored Enlel sysses, 0e4cordi®gh toasinst musilans indre the SpPlénakio003(004)
corresponds to cluster 003 that stores the first section of the file
" ACBOOLp $8& ramt Bi.S @Rl Yehi@eC rasred UY Yerdbrms3bpPdr£4i 88840n the
file system by issuing read and write commands to the
10 semiconductor memory card 100.
The following is an explanation of an example data
‘storage format for the nonvolatile memory 1. The nonvolatile
memory 1 performs data storage using the format shown in FIG.
4, In the drawing, the entire nonvolatile memory 1 is
15 referred to as the volume area. The volume area is managed
divided up into a plurality of clusters, and includes a
. partition control area and a partition {also known as the
regular area). The partition is divided into a system area
and a user area, as shown on the right-hand side of FIG. 4.
20 A start address of the user area follows directly after the
system area. However, the size of the duplexed FAT in the

system area varies according to the size of the user area, so

that the start address of the user area changes accordingly,
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5 to 15 WD 01/29670 PCT/.TP0O/ 07267 004 as the cluster storiRgphe, ded
section of the file 'AOBOOL. SA1'. In the sane way, while the FAT entries

004(005) apdy APREAPA) respectively correspond to clusters 0Q4 andags,t hat

store the next sections of the file ' AOBOOL. SA1l', these entries
respectively indicate cluster 005 and cluster OOA as the clusters storing
the next sections of the file ' AOBOOL. SA1l'. By reading the clusters with
the clustewamndxphkaimedtem ting oBehkgeoBAd Amtr Bestilror ddads séwver by t he
arrows fkl, fk2, fk3, fk4, fk5 . . . in FIG 9, all of the sections

produced Pyhelivd i 4 °€a 14 € ndBIBd B aCBRYES caaGhdd ASs £ Bl B¢k
above, the user area of the sem conductor nenory card 100 is dccessed in
units of_cluysters eag? f mhifh i s_associated with a FAT entry. Note that
the FAT Bhtfhf (FhATTSH eéhﬁw%@ Bt #E®2t uster storing the final section-of
an ACB file (the cluster 00C in the exanple shown in FIG 9) is set with

t he cl ust er Naxtherca®HrRf tthashoneahainchededr inspbadved weusire@ sitores t he
final section of a file. The above expl anation gave a brief overview of the

file 20 dfasdramdd dhecwnanvol gt | es newdwy 4 8trtbeuPeeTOH thev @aAtdiockhe
foll ow ng expl anati on concentrates on the principle objective of the

enbodi wadescribi how. ¢l ust er bou rj er bl, I :
boundapi%rez)tsnsf.‘e{:racei aé\rlegarfe ; § %t eerﬁ r?%‘s %@@v tﬁ% g%%ﬁdg?%%ofl%cﬁél%%ﬁstlgm area
and the user area is 22 30 March 2004 WO 01/29670 PCT/ JP00/ 07267 5 10

al i gned Biiet fyod Useurd®#d- bet ween two erasabl e bl ocks. The enbodi ments
execute two i nprovenents in order to realize this boundary alignnent. The

first of theghe maatias getdomgral usied bhgrudés lanimhsthe dose afecorrababl e
bl ock size (n being 1, 2, 9, 8, 16, or 32). FIG 10A shows the relationship
partition table sector, and reserved information 1/2, and 2/2.

10 FIG. 6A shows a detailed structure of the master boot record &
partition table sector. 1In the drawing, the content of the
master boot record & partition table sector is shown
hierarchically between a pair of arrows kyl.. The master boot
record & partition table sector includes a master boot record,

15 four partition tables 1, 2, 3, and 4{ and a sigﬁature word.

Tﬁe master boot record is a sign indicating to the access
apparatus 200 that a subsequent area is physically one medium
(one physical medium). In FIG. 63, thé volume area has only
one master boot record, so the volume area is recognized.by

20 the access apparatus 200 to be one physical medium.

Generally, if two master boot records are arranged in the

volume area, two physical media are recognized by the access

apparatus 200.
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bet ween erasabl e bl ocks and clusters. Here, a cluster is spegj fMé}g., bgode
1/n of the size of an erasable block, that is 1/n of 16 KB (1/n of 32
sectors). S%é@ ép? shows a nunber of clusters when n=1, and 'FIG 10C a
nunber of V&L when n=16. The second i nprovenent invol veRCHIROYOZAS ng an
area in the is 20 volune area, having a size mtinmes the size of a cluster,
for recording the volunme managenent information. FIG 11A envi sages a

situation whEie npattst €68 taBMeadBNG % abllestridordidididatrt 1 Sor asabl e
bl ocks are allocated for recording the volunme managenent information. If m

clusters; QEgmhi psat edafor,recordi t u nag i nfrormation, an
ar ea ninli nsfrg%a tﬁe S %%aéggﬁgl E&o?%se v%prlr?é%ser@cég’ﬁpl ed b ?he vol-ume
managenent jnformation, and the remaining (sn-m/n area will be allocated

to the REPIEPRAUCEYT SBEMPRY spFd 300 A6 WHashe Sehafaiher i drbvemttlom at m

times cluster size, the volune managenent information and s n-mclusters
can be quoampriEshed sabidaincludeer $hdo fedllo2dng T MNih 'BO04 YRH0E4£29€70
PCT/ JP00/ 07267 straddl e the boundari es between two erasabl e bl ocks. FIG

11B5sh - fo el i '
By shoughbe; AUMRERAO! ‘ChUSteny elatal/Afa e Kol e MRNAGT,

i nformati on when n=1, shows the n cluste
to the ormati on when p=16. As these drawings clearly

' ' 5. - : v ‘
show, a\ig:} Ep%ﬁ%a% r%n st@lr"glé’rge ff‘-’r?"c%‘ﬂ/%‘?%’cli‘%e‘{:l/’]-?ﬂ?%rg pFetaFi¥e of

erasabl e bl ocks by setting.the vol une nanagenent information, so that no
cl ust er sentddl @ndhis aindedtesr’het Tben ‘et althaéi bk bek's fiel ddtsaidesd at
| ayout of a volune area whose size has 14 been adjusted in this way is

shown i MOX8@. 5Then dhereiaYi RGadt fﬁe's}ic?%p%cif‘fe@ai&été@&rﬁ@ﬂ%rﬁéaér B% IS
NOM the size of the partition boot sector is RSC, the' size of the

chol exed BALI e i Zackif RS A GOt LS AL ekl O
ClPSters%%bifies the starting sector and starting cylinder of the
partition. The 'system ID' specifies a file system type, by
'being set at ‘01" when the partition size is less than 32680
bytes, and at ‘04’ when the partition size is less than 65536.
The ‘ending sector/ending cylinder’ field specifies the ending
15 sector and ending cylinder of the partition. The ‘relative
‘sector’ field specifies the number of sectors existing before
the starting sector of the partition. The ‘total sector' field
specifie$ the number of sectors ;n the partition.
The following ig an explanation of the partition in the
20 semiconductor memory card 100. The partition is formed from
the system area, followed by the user area, but this

explanation begins with a description of the user area, with

reference to FIG. 7C.
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In FIG 5, a size Size 1 of the FATS included in the dupl exedgkffeh b6o4
determ ned according to total sector size TS. Mrre specifically, 1t 1s a
val ue cal cyheshstsi Ng an equation 11 described hereafter. Z2Q-fr@oAEL2:
Size 1 (((((TS-(RSC+RDE))/ SC) +2) X12/ 8) +511) /512 For FAT16: Size 1
(((((TS-(RSC+RDE) )/ SC) +2) x16/ 8) +511) /512 24 30 March 2004 WO 01/ 29670
PCT/ JPO0O/ 07267 Here, FAT12 indicates a file systemin which each FAT entry
i s all ocat ed’ll® b$es, aned FPFresaffilles dystuartisn nehissieldh H N ehtry i s
allocated 16 bits. In equation 11, (TS-(RSC+RDE)) is the nunber of clusters

5 requi reed i di0dr t heTheCQEELROrREr HhiRd uRY nidh@ Wiked Gdind hien i TG catOr
nunber 2 is added to this nunber, the resulting value then being multiplied

by the byte length pf the FAT _entr 12 ar. .16). t divided by 8 to
obtal n ASHIRS REREROTRY W b1 PEeEEa02 Do AL % aded To the
result 10 of this calculation, and the resulting figure divided 3¥ a sector

byt e | edgidiwiediin theanserasseehe Aebaumberse &0 PAdRNELPI P ERAR one
FAT. If the FAT data length were to be 1 byte, dividing the FAT data by 521

wold d resulds i n, the, nuabed oh FEGLONE iatel herbAFdiQiing atadd @il as 0.
However, 15 addition of the offset value 511 by equation 11 ensures that a

Size 1 | t o] e r_w | qul . i & I nt
Co note et nififns P ECALR ehualRalT BUsTLRRY P SIS

The NOMis set at a value 'SC+a' .to ensure_ that the partition control area
and t he CAOISHAT em BHRGE behdngmaslastt BRdfht by YHdehs 2CChis (AL dF f or

setting the NOMin this way is to prevent failures to nodify clusters in
t he systpemfarmeed risn dwawi cbuat&ppcktoraghkl gotidd onise widrtiint itdre oo ol
area. In other words, if the master 25 30 March 2004 WO 01/ 29670

area are indicated using cluster numbers.

10 The system area includes a partitién boot sector, a
duplexed file allocation table, and a root directory entry.
The partition boot sector, the duplexed FAT and the 'root
directory entry are described in turn, with reference
respectively to FIGs. 6B, 7A and 7B.

15 An extended FDC (floppj disc controller) descriptor with
the information fields shown in FIG. 6B is set in the
partition boot sector. The extend FDC descriptor includes the
following fields: ‘jump command’, ‘creating system identifier’,
‘sector size', .'sectors per cluster’, ‘reserved sechr count’,

20 ‘number of FATs' (number of FATs included in the duplexed FAT),
‘number of root directory entries’' (data length of the root

directory entry), ‘total sectors', ‘medium identifier’, 'sectors

per FAT', ‘sectors per track', ‘number of sides’, ‘number of
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PCTJJPO0O/ 07267 boot record & the partition table sector in t%@nﬂﬁ&ﬁbé@@”
area are damaged by such a nodify failure, the sem conductor 'nenory card

100 wi Il nq.longer be recognized as an authorized recording medi um t he
access appa‘?’gtodg%z"ﬁo The NOMis set 5 at SC+a, in order to %Qyﬂﬁ’ﬂéq}é?

wor se-case scenario. The value SC+a is set in the followng way. Value a is
cal cul ated by dividing (RSC+tRDE+Si ze 1 X2) by SC so that the sum of RSC,

Size 1%2niaddnReectsran, | Roegnalsaaddris gcrpé tXgal aMdmSEbt backkRYolrlde in
remai nder of this calculatlon from SC. 10 these facts are taken into

ACeRUL, phES oSk S WAL S A% L) S 0T d2es FYALLED Horbart e

partition control area and the user area will be fornmed so as to fit
exact |y eRtendssd fraat txeetrér asababube’ockenlummdl B eutloandarlyobemeeen t he
system area and the user area will be aligned with the 20 boundary of

er asabl e1bbetks 'filesyobtami ggvpan,t &id b@y fdatiheé wapdbe realized, the
boundari es of all subsequent sters wi |l be aligned mﬁth boundari es of

30 Rarch 258%%“@%%8@75’3@%' Sl Ul IR A Sg B 538

sectors £ the RDE iis 32 sectors, the RSCis 1 sector and the TS is
65600 se %GKEE $1nkscppbd@nayl qrﬁ?@ftwél@p €& dupl exed FAT is FAT12, Size
1l is calculated in the follow ng way using equation 11. 5 Size 1=

(((((TS-3RDCRDE] y4BCPnZ L XT2r8atS bh/15 F ect bt eeahela(11 €3n i 5G) o)
X12/8) +511)/512 = 7 sectors. Furthernore, the NOMis calculated in the

foll | S C
{50195 a B 03 2 ER, EAT MRS, PRSI o A i

control &R lfhﬁggtgo a cluster. FAT entries indicate. whether a
10 corresponding cluster is in use or not, being set at ‘0" if the
cluster is not in use, and with the cérresponding cluster
number if the cluster is in use. The cluster number indicates
a link to a next cluster that should be read following this
cluster. The arrow ffl.drawn using a broken line in Fié. TA
}5 shows a plurality of FAT entries 002, 003, 004, 005...
included in the FAT. The numerical values ‘002, 003, 004,
005..." attached to each FAT entry show the cluster number of
the corresponding cluster.
The root directory entry includes a plurality of file
20 eqtries for a plurality of files present in the root
directory. Each file eﬁtry includes a 'file name’ of an
existing file, a ‘file identifieﬂ,_a‘number of first cluster
in filg’stored at the start of the file, a 'file attribute’, a

20




area, and clusters, according to the calculated sizes. The 1 ot
record & partition table sector, and the reserved infornatio§0$ﬁiég?ggg
arranged i ectors PSNOOO to PSNO31, and the reserved information 2/2, the
partition 8"(99){’1‘%9873"( or, and the dupl exed FAT are arranged i n EeEIPE736EN032
to PSNO63. The root directory entry is arranged in sectors PSNO64 to 20
PSNO95. In the volunme area, 32 sectors formone erasabl e block, so the

nmast er beetorasagdr ite Hadtatirekcraliheg, d&%'th@di@éemgdwh%ommt ifFgnel/ 2
are arranged in a first erasable block 001, the reserved information 2/2,

t he parR&%%ﬁ§¥%%&%%$7a?%§0?pﬁﬁagh Q%égéfvm)01/29670 PCT/ JPOO/ 07267 sector,

and t he a sécond erasabl e bl ock 002, and the
root directory entry is arranged in a third erasable block 003. The root
directory efihe §ol Loeiea deserihee- theclibrasEbIags! Skhosh by ARG
boundary between the user area and the system area nmatches a boundary

bet wveen henasa i fl &l msed Ab80aAIQBR1IVOl $INBL8r€8 LayeHe rdotediirzedomign the
file 10 systemoperation unit 9 perforns initialization on the nonvolatile

mernory 1.:.Th e erfornkng . .thig.i Qi thalkizat] Sing is
ex[)EIDai néﬁ't&n &eq;é;’?eg?%énc%é ?%Igheéfl ggv\gﬁ%%t tg? Ehéiaff% Hrﬁsqt %rap%%ﬁl#ﬂe file
system operation unit 9 determnes 15 cluster size in accordance with a
si ze of Hfe U AP CIDrvardeacETRY ARdCRSt GLHPtEFer &§¢ Ldpstity of the

sem conductor nenory card 100, a operation system operated by the access
appar at (BRORDO] . 8AL' ineddudid des Straredh irserthe Qigeackagien inzeekadomsen
determ ned, at step S2, the file 20 systemoperation unit 9 uses cluster

size SCeaR¢ e WY dms Prtﬁé{%eoxTé &pugdeLerm @ﬁe“’@‘i&'éezf.@sdfﬁ .1%‘!\?* i%
FAT16 file system shoul e used. Once one of a FAT12 and FAT16 file system

has bee%h%%% Jgéng%ofgd5§§$£§§ %Pgéélégégygggghed into clusters. 1In

10 FIG. 8, the file 'A0B001.8SAl’' is divided into five sections in
keeping with the cluster size, and the resulting sections are
stored into the clusters numbered 003, 004, 005, 0CA, and 00C.

FIG. 9 shows one example of how the root directory entry
and FAT need to be set when the file 'AOB00l.SAl' is stored

15 having been divided up into sections and stored. 1In the
drawing, the start of the file ‘AOB001.SAl1’ is stored in cluster
003, so that cluster number 003 is written into ‘the number of
first cluster in file' in the root directory entry to indicate
the cluster storing the first section of the file. The

20 subsequent sections of the file ‘AOB001.SAl' are stored in
clusters 004 and 005. As a result, while the FAT entry
003(004) corresponds to cluster 003 that stores the first

section of the file ‘AOB001.SAl', this entry indicates cluster
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operation unit 9 determnes the length RDE of the root direc (in
t hese enbodinents the RDE is fixed at 32 28 30 March 2004 éef%”%g§g€§
01/ 29670 PCT/JP00/ 07267 sectors), and following this, in step

det er mi nes WRBVP¥Alt h RSC of the partition boot sector (in t?@yémom?zs?
enbodi ments the RSC is fixed at 1 sector). Once the RDE and the RSC have
been obtained, the file systemoperation unit 9 uses the equation 11 to

cal cul at@od hes deha bﬁﬁgtarOEtBBQnﬁA{heahes&ePse%&mee@f Be SELPe S6, the
file system operation unlt uses 't he equatlon 12 to cal culate the NOM so

that the r ot record and the partit Q0 ctqr .are er ent
cl ust ersAggﬁéfprg‘ essi %‘?f%?‘ﬂ%dw?ﬁ bl; &2‘ F@ffe ﬁ?%?dd]%&/ﬁ)[ ual Iy
identical to that%gerforned in the preV|oust descri bed equations il and

12. Howend OGhe0Prbcrespagtipelyorasdespontefs SAusreass iG04iand 005
i ntroduced in this flowhart. At step S7, the file systemoperation unit 9

cal cul attttatn SudbEr tioé 6bust 865t CDhbNoENe nes & 1ar enosgomgsﬁleqt@{éém 13. ON
(TS- (RSC+RDE+Si ze 1 x2+NOV) )/ SC 20 At step S8, the file systen1operat|on

4014 9 BUSHE PeLleoSri gul-aLel .0 Efg%ﬁ'é% by R ar1a:
Si ze 2 : (((CN+2)X12/8+511)/512 For FAT16: Size 2 = (((CN+2)X16/8+511 /512
5 he clusters storing the next sections of the file 'AOBOO1.sSAY
By reading the clusters with the cluster numbers written into
these FAT entries in order as shown by the arrows fkl, fk2,
£k3, fk4; fk5 . . . in FIG. 9, all of the sections produced
10 by. dividing the file ‘AOB001.SAl' can be read. As explained
above, the user area of the semiconductor memory card 100 is
accessed in units of clusters, each of which is associated
with a FAT entry. ©Note that the FAT entry that corresponds to
the cluster storing the final section of an ACB file (the
15 cluster 00C in the example shown in FIG. 9) is set with the-
cluster number ‘FFE’ to shoﬁ that the corfesponding cluster
stores the_final section of a file.
The above explanation gave a brief overview of the file
system in the nonvolatile memory 1 of the present invention.
20 The following explanation concentrates on the principle
objective of the embodiments, describing how cluster

boundaries and erasable block boundaries are aligned, in other

words how the boundary of the system area and the user area is
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10 15 At step S9, the f|Ie system operation unit 9 conpares %B J§E%§0¢f
calculated at Step S5, and the Size 2 calculated at Step 58,

val ues are_identical, ends processing. If the values are not |dent|cal t he
file systeMQPEI%9on unit 9 substitutes Size 1 for Size 2 RCH{RIYOZNH
noves to step S6, and recal culates the NOM Since Size 1 is now a different
val ue due to the substitution) a different NOV can be cal cul ated by novi ng

to step &big Jé@mlﬁﬁeafbbﬁnéé{%}zeﬂbﬁ%@ﬁt QB BHalka®1eeAldid Al esTmk ze 2 at

step S8, based on the newWy calculated NOM and if Size 1 and Size 2 are

| denti cal I S._Yes d_processin cal cul at ed_.usi ng
Lhe abou B GHERTr R Srecite "Fitol HE530VePRREs: 40 SRGRdr T (RAALT FE L HALS
partition table show ng the number of sectors existing before the starting
sector dfoundapiaraligonentnd The fErss 98t thesehdnviedivgls seittemafield in
the partition table. The SCis set in the "sectors per cluster' field in

t he partdiisebopizsest OI/nﬁl"POt\hégsiBé B@naeasablse@u@cac gL RACH qté@t%r 10

Furthernore, the RDE, showi ng a Pu secLors 30 Nhrcp 2004
an 3@221@7?@?&11’5"%"%%72930%?5?‘; Ll SNl S r.leaﬁﬂ%ﬁ Bomper”

then bei n I n the ' nunber of root dlrectory entries' field in the
partiti &f 2 samblalarks andsciuptprst helegeet o S1yEteEAES fiel d
showi ng the nunmber of sectors in each FAT, in the partition boot sector.

The accessdffimdits 2H01 frefef sthe sheaeofahueerastabn.e eqgigr tdHatonid abl e
and the partition boot sector when specifying the |ocations of the dupl exed

FAT, the spQds Cﬂefﬁ&%‘)(]}’/ rﬁfy32a@%:]:g}?ig?er'\[gféealOEh'sﬁo%%n%l d% £

explanatlon of t art an exanpl e cal cul ation

|IIustrat|n how t he size of he
%ers when n=1, FIG. 10C a number of clusters when

10 n=16.

The second improvement involves allocating an area in the
volume area, having a size m times the size of a cluster, for
recording the volume management information. FIG. 11A
envisages a situation when m clusters from among s clusters

15 included in s erasable blocks are allocated for recording the
Qolume management information. If m clusters are allocated
for recording the volume management informatiqn, an area m/n
inside the s erasable blocks will be occupied by the volume
manégement information, and the remaining (s °*n-m)/n area will
20 be allocated to the user area.

By setting size of the volume management information at m

times cluster size, the volume management information and s -

n-m clusters can be compressed so that clusters do not
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partition area and the systemarea are cal cul ated when the Tg;ing,87568 | S
described. Since the TS is 65568, at step Sl the file systenloperatlon 15

20 unit 9 qgﬁﬁgg%ﬁgs the cluster size to be 32 sectors.' Once the cluster
si ze has bee Tmined to ~be 32 sectors, at step S2, the F¢TEPWPIIEm

operation unit 9 determ nes that a FAT12 f|Ie systen1shou|d be used by
referring to the cluster size SC and the total sector size TS. In these

enbodi mest satitibestie bbuhba R dadudwe R Haddnes pesgrstively at 32
sectors and 1 sector, so the calculation of steps S3 and S4 is not

performed. Aprste §5 e t| ten1ca| | ates . the data | ength
of the FAT usrig j(?du ?%Qg ﬁ cangitbst qb' cPUBrEls B {fedared (us v%“%mz%?o
PCT/JP00107267 since the FAT is FAT12, the follomhmg calculation is

per f or metP L& JManagemen tSipRoCrRLEPY 5@)@2)%1@2./83 103G 51P1C shows the
(((((65568-(1+32))/SC) +2) x12/8)+511)/512 5 7 sectors. Once the Size 1

has beemuwsthen| of eclustessepl Socathe fidl Qh%ysﬂﬂnrm)ema&la' étmt'tt 9
cal cul ates the NOM using equation 12 so that the naster record and the

t di f I C+RDE+Si 1
gg;SEC;ggghg?%Z (1+32+7x2?§gg | gr%g%s%ec %Séﬁl f%1$i§§§ﬁé§; een “°

calculat {l&stgp t he flle system oper ati on un|t 9 cal cul ates the
nunber #rFli%SPﬂESregm i tirdaPgerigaltie Wmatd dlusrlidy of
(TS—(RSC+RDE+S|ze 1 x2+NOV) )/ SC _ (65568- (1+32+7x2+49))/ 32 = 2046 sectors.
At step eS@sathe fhlackysbenseptingi bheunbl uliec alatidgamentt him 2t isor ,engt h
of the FAT using equation 14. For FAT12: Size 2 = (((CN+2)x12/8)+511y/ 512
so that no clusters straddle the boundaries between erasable
blocks. ‘A detailed layout of a volume area whose size has
10  been adjusted in this way is shown in FIG. 5. In the
drawing, the size of the partition control area is NOM, the
size of the partition boot sector is RSC, the size of the
duplexed FAT is Size 1 x 2, the size of the root directory
entry is RDE, the total sector size is TS, and the number of
15 sectors included in a cluster SC.
In FIG. 5, a size Size 1 of the FATs included in the
duplexed FAT, is determined according to total sector size TS.
More specifica}ly, it is a value calculated using an equation
11 described hereafter.
20
Eguation 11
For FAT12: Size 1 (((((TS—(RSC+RDE))/SC)+2)x12/8)+511)/512

For FAT16: Size 1 ((({(TS-(RSC+RDE))}/SC)+2)x16/8)+511)/512
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_ (((2046+2)x12/8)+511)/512 = 6 sectors. 32 30 March 2004 ¥@\M 189609
PCT/ JP00/ 07267 At step S9, the file systemoperation unit 9 conpares the

Size 1 cal 8i/5sks5t step S5 and the Size 2 calculate at st £,
Size 1 is sectors, and Size 2 is 6 sectors. Since these argeﬁéﬁmﬂggntical

values, the file system5 operation unit 9 noves to step S10, substitutes
Size | for Size 2, noves to step S6 again and recal cul ates the NOM

NOM=( SC- ( RSHERDEASFAE12 A2 i8@teSCa (Bl I3 2)$3eh G eabh FATt ensryl0
Once the NOM has been cal cul ated, at step S7, the file system operation

unit 9 cpdcal pbestbhe1puphels ofard Ust®ers 4 neife éggyéﬁriﬁr@ﬁicﬁl\leach
(TS (RSCYRDE+Si ze 1 x2+NOVM))/SC - (65568- ( 1+32+6x2+49))/32 15 = 2046

sectors. step S8, t data | h of the FAT is cal cul ated. For FAT12:
Size 2 & (%ﬁ\ﬁ%xiﬁ/ §¥$§ff§t)e§l1§%9%(1(t(%46+2)x12/ 8)+511)/512 = 6 20
Following this calculation, at step S9, the file systemoperation unit 9

conpares Si ZEn leawdtEprel2, 4AG-JRSESRMD )t vis villaigvamrer | dénelvatershe
processing of the flowhart ends. As shown above, the present enbodi nment

enapl es e Nl t o B3t he 32eMoiren nd0 @k MO L I/ IRCThIEP04 267 DRe

calculated so that the size of the partition area and the size of the

system ar.ea i ral .nul_ti.nle. of .the nunher. of | | gcks, thus
ensur i ngqcﬂlafiig?%&%@éggrg %ggagfi(%rde(;osttrhadﬁdlx}u% Mo te}'?%gg%%éfgfb.% Ks.

Cl uster boundaries can be )
value then being multiplied by the byte length of the FAT

entry (12 or 16), and then divided by 8 to obtain the FAT byte
iength. An offset value of 511 bytes is added to the result

10 of this calculation, and the résulting figuré divided by a
sector byte length of 512 to calculate the number of éectors
required to store one FAT. 1If the FAT data length were to be
1 byte, dividing the FAT data by 521 would result in the
number of sectors in the FAT being calculated as 0. However,

15 addition of the offset wvalue 511 by\equation 11 ensures that a
Size 1 having at least one sector will be calculated.

One importance point to note in FIG. 5 is the size of the
partition control area, known as NOM. The NOM is set at a
value ‘SC+c’ to ensure that the partition control area and the

20 system area belong to different clusters.. The reason for
setting the NOM in this way is to prevent failures to modify
clusters in the system area from having a knock-on effect on

the partition control area. In other words, if the master
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5 aligned with erasable block boundaries, and the boundary obgthhg.yohsure
managenent information wth an erasabl e bl ock boundary, so that mﬁen one
cluster isw@Wikigzen or overwitten, the nunmber of erasable g ﬁ‘o%xo?f@t
needs to be erased is |limted to one, thereby reducing the nunber of tines
10 that any one erasable block needs to be erased. Consequently, the tine
required to wite data into the sem conductor nmenory card 100 is shortened,
and a noR98FarErerfedoriyiel Panti i abifhle ifacim vathe paetikéean asea
Second Enbodi ment A second enbodi ment proposes an arrangenent in which the
vol une aiea damdiyedded ismicd an nydiE ¢ Eailigte | thgen@ittonGert 6ANmERbRY
access (the user data area), and an area that stores data securely (the
protecte e r r a

sem condﬁ%?%r ﬁpngn‘%rg%ﬁcg‘%dﬂ%we%n(%{%?ﬂés%%ﬁﬁeﬁbpag%i%elrhil%?&érgﬁ%\j/\n in FIG

14. In the internal structure shown in the drawin in contrast to that
shown i TEFeFd3ng PREIFBNPY 49 &GRa85 PPPIRS el By Thap NEMchs 2888 WO
011 29670 PCT/JP00/ 07267 provided with a protected area, and the

send condactT+apnbnyocded 100 aandd e cc Ge v rappatata s hibye been

provi ded respectively with secure processing units 11 and 12. The fol |l owi ng
s an expl anpié O Phe! BE+8CF UM Qeh ARCIRNGR 1Ry WY, LhPrayidegsin
order to performsecure reading and witing to and fromthe protected area
in the nonvolatile nmemgry.1.. As _shown in . FIG, 1 he secure ocessi ng
uni t 11 GaEiated BYReriging TSI NARIGH T arted B4 P SRE ritecerag uni t
15, a Ks decr%pting unit 16, and a Ks encrypting unit 17. The system area
13 is aSwWadeOMSCar8azet dr2ngandnBPEa ilsepnbliodlegrdBmuditd pl evenlf aSCD. The
MKB and nedi a-1D stored in this area cannot be rewitten. Suppose that the

sem concid fulber@cyi 641 €hdOBenainaBresiredhti@ 313%AQ%S AP Usc 200t £ and
the MKB and nedi a-1D read by that access apparatus 200. |If

10 these facts are taken into account, the NOM is calculated as

in equation 12.

Equation 12

NOM=(SC- (RSC+RDE+3ize 1 x2}%SC)+SC

15
If a is specified in this way, the partition control area
and the user area will be formed so as to fit exactly into a
plurality of erasable blocks,. apd the boundary between the
system area and the user area will be aligned with the
20 boundary of erasable blocks. If such alignment of boundaries

can be realized, the boundaries of all subsequent clusters
will be aligned with boundaries of erasable blocks.

Here, an example, showing how the NOM and Size 1 are
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t he access apparatus 200 correctly perforns.a specified calcgbqﬁ&gﬁ ?ging
the MKB, the nedia-1D and a device key Kd held internally, it can o% aln a
correct encryption key Kmu. The hidden area 14 stores a correct val ue for
the 20 encﬁVéPW@ﬁ”Rey Knu, in other words the encryption keyP¥ 67
shoul d be obtained if the access apparatus 200 perfornms correct cal cul ation
using a valid device key Kd. The AKE (authentication and key exchange)

processi Rl Et&a REfOHRe B Upd Fthantdcat | ps Bef WeeRet RBEAGEESD
apparatus 35 30 March 2004 5 10 15 20 WO 01/ 29670 PCT1JP00/ 07267 200 and

t he sem cgnduct or ry. card 100 using t ch enge onse. net hod,
veri 11 osSBRESERC nRE Bty T % iRPtte iR G b HRaoPPOPREsEEREs g s
device is invalid, stop processing. If the opposing device is valid,
however , daacehbedpt | 36 Rée (assiah ey deplexedBABdipyFARé2acBegs 1
apparatus 200 and the sem conductor nenory card 100. Authentication

perf or medsbyat be1aeeass AR HII B afky ihPhagescibhrst, in a first
chal | enge phase, the access apparatus 200 generates a random nunber,

encegypts the dom ni IS n tJ d.transnmts the
enc?ypt ed ra%%lggn gun@ﬁﬁﬁ?#h@%&@?&ﬁﬁ#%@%&m %:g;?]d) ).?Liggzas a chal |l enge
value A. Then, in afirst response phase, the sem conductor_ nenory card 100
uses the encryptiofi kéy (Ko 690oridd 32t iSFaM) td Afryptli el éhal | enge

value A, and transmts the decrypted value to the access apparatus 200 as a
response val ue B. #ofl sechgrishis, in a first verify phase, the access
appar atus 200 decrypts the challenge value A held internally using its

encryption kﬁ&r@ﬂ@gm?PQ,CQﬁEa&%ﬁ.E@eggﬁ%ﬁmgﬁﬂé‘ﬁﬂ‘%hé“é%&;&%&ﬁﬁsﬂg €

value B transmtte romthe sem conductor nmenory card Authent1 cation
per f or med q¥ t he seniconguctor menory card
- using equation .lZ2.

10 NOM= (SC~- (RSC+RDE+Size 1 x2)%S5C)+SC
| =(32-(1+32+7%2)%32)+32
= 47 sectors.
. FIG. 12 illustrates a partition control area, a system
area, and clusters, according to the calculated sizes. The
15 master boot record & partition table sector, and the reserved
information 1/2 are arranged in sectors PSNOQO to PSN031, and
the reserved information 2/2, the partition boot sector, and
the duplexed FAT are arranged in sectors PSN0O32 to PSNO63.
The root directory entry is arranged in sectors PSN064 to
20 PSN0OS85. In the volume area, 32 sectors form one erasable
block, so the master boot record, ﬁhe partition table, and the
reserved information 1/2 are arranged in a first erasable

block 001, the reserved information 2/2, the partition boot
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100 al so has three phases. First, in a second chal |l enge phaseg pdien 2004

sem conduct or nenory card 100 generates a random 36 30 March 2004 WO

01/ 29670 PCT/JP00/ 07267 nunber, encrypts the random nunber using the
encrypt i onWW/RAP  and transnits the encrypted random nunb@CHIPOPAESACCesS
apparatus 200 as a challenge value C. Then, in a second response phase, the
access apparatus 200 uses the encryption 5 key Knu stored internally to
decrypt al n r m y.pt vak u

e conduetar ey s ratnsd Bar It B ka0
second verify phase, the sem condyctor nenory card 100 decrypts the

chal | endetQal B0 mand theckaarl §igerkgrivt snéﬁwr VSt 186 AR Ok Ky, t e
conpares the decrypted value with the response value D transmitted from the
access apEwatils P0ck 1003 he Bheessoapddraci® r20@ntygs ian stomwdd din a
encryption key Knu to performnutual authentication, challenge value A and

responsegy \ﬁﬁJIJJs%%d %f{s‘sﬁié% YEK! f%optﬂﬁg% 2ad %%h'd% ﬁ&b‘%&%l—% and

response val ue Int secon vefi se mnl be ju
Q%natchl val ues, . a nmut ual authentlcatlon will be stopped I f the.
aut

ent UGSy =3 1Y i TGS B8 8E83) TALERPFi 8dPONBRHAFH Pt SKE

processing. unit 15 cal cul ates an excl usive OR of challenge val ue A and
chal | enggasable ®@lawk20 obtains the session key Ks by decrypting the
exclusive OR using the encryption key Kmu. Wen encrypted data to be

witten int@neh@ et afd18thadl £Ped Slg%ﬁHtiEr eant heeacwBes apRAMmmies 200
connected to the 37 30 March 2004 011 29670 PCT/ IPDO 07267

d d 100,.th d .unit 16 th i
ey Ko CYSHEm VRO CTAE i GRE FEGTRp, ANy BRSAERETy Sod 7y Seaci on key

Ks before being output. The data obtained by this decryption is witten
into thBopver id@ memory 1. The procedure for performing this

10 initialization processing is explained with reference to the
flowchart of FIG. 13.

At step S1, the file system operation unit 9 determines
cluster size in accordance with a size of the area to be
formatted (TS} and a total storage capacity of the

15 -  semiconductor memory card 100, a operation system operated by
the access apparatus 200, and instructions from a user.

Once cluster size has been determined, at step S2, the file
system operation unit 9 uses cluster size SC and the total
sector size TS to determine whether a FAT12 or a FAT16 file

20 system should be used. Once one of a FAT12 and FAT16 file
system has been determined, at step S3 the file system
operation unit 9 determines the length RDE of the root

directory entry (in.these embodiments the RDE is fixed at 32
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5 area, as the original data. The Ks encrypting unit 17 receky@sarén 66¢9rand
fromthe access apparatus 200 connected to the sem conductor nenory card
100 instrqﬁ uﬂggkﬁ to read data, encrypts the data stored i@ N&o Gﬁkﬁcted
area using the“session key Ks, and then 10 outputs the encrypte ata to

t he access apparatus 200. Reading and witing of data to and fromthe
protected area is perforned foll owi ng decryption performed by the Ks

decr ypt isegtwiis) ,1@mhd @nbswpid othpe; f onmedeby Sthedss eendmest ithge unit 17

so the protected area can only be accessed when the 15 . sem conductor
menory 0 e p S 0 d E

pr ocess?’%él%glj?c%gg%uﬁ%@%{?%%ﬁf %??rgt Q%?E%Ee (\%gl Eﬁg\é%r %ﬁ%ﬁ%@&ond
enbodi ment i s explained, with reference to the detailed draw ng of the

vol ume &P&a RSfc i figiach & trbt 3RE&RT hr eaC8RBWANSORPR RPE the thave
drawing, if the total size of the volunme area is 'volune size', the user
dat a ar baens obitadmeal,' Wiainfki e zexéfleni operexioendungtf Bomselse tdteart of t he
vol une area, and an area 'vol une size=(3" following the user data area is
al lgocat ggu3d s on3Q M 2006 MR O 2964 0a PEIKIEROGETRAZ airg e U ect ed
area. Here, (3 is a value for which the mninimsetting is 0.01. To take
one exanpple, i1f the volune size.is 64 MB an i 1s.0.01 the protected area
is set ‘646%?@.' Tre 'oftl'fehePhJs%rSﬁﬁgﬁ&a?ﬁﬁrﬁﬁaophémﬂ'rtotged"tse@(f ar ea
is realized when the file systemoperation unit 9 executes the

i nitial thet earapioreddr dosmadruilatte Ghe. NOMespothati hhedmestiaredont
exanpl e calculation that is 10 perfornmed to calculate the size of the

partiti paceedt Bald dhea piditith Yséensasedri AréhenugeEfdabatar ea, when the
total nunber of sectors TS in the user data area is 124160. Since the TS is
124160,C§Bs§%?§ S1, the file system 15 20 operation unit 9 determ nes the
cluster™srz ‘be 32 sectors. Once the cluster size has been determined to

be 32 sectors, at ) ,
10 The processing performed in the above steps S5 to 87 is

+virtually identical to that performed in the previously
described equations 11 and 12. However, the processing
performed in steps S7 to S9 is first introduced in this
flowchart. At step S7, the file system operation unit 9
15I calculates a number of clusters CN in the user area using a

eqﬁation 13.

Equation 13
CN = (TS-{RSC+RDE+Size 1 x2+NOM))/SC

20 At step 58, the file system operation unit 9 calculates the

data length of the FAT using the following equation 14.




step S2, the file systemoperation unit 9 determ nes that a Eﬁ]k;cﬁbbga
system shoul d be used by referring to the cluster size SC and the total
sect or si23¥6%. 4n t hese enbodi ments the sizes of the RDE and the RSC are
fixed respetP™WéIq%at 32 sectors and 1 sector, so the cal cul BET4RPOQF263t eps
S3 and S4 is not perforned. At step S5, the file operation system
cal cul ates the data |l ength of the FAT using equations 11 and 12. Here,
since theqhAtibs FAT12, the following calculation is performed. Size 1=
(((((TS-(RSC+RDE) )/ SC) +2) 942/ 8) +S11) /512 39 30 March 2004 W O 01/ 29670

PCT/ JPO0O/ 072 - (124160-,(1+32)) +2)., X1 )+ /512 = 12 sectors.
Once the Sizggﬁ Eéé %ée l@&l@uraﬂéd#kg )§§@J§§gfihéy%'le system operati on
unit 9 calculates the NOM usi ng equation 12 5 so that the naster boot
record and ther pBRTi6tofiBeoR sedt{dCNa2d xle/@i+ofldneftlZ| ust ers.

NOVE{ SC- ( RSC+RDE+Si ze 1 x2) %8C) +SC =(32- (1+32+12x2) ¥82) +32 _ .39 sectors.
10 Once the NOM has been cal cul ated, at step S7, the file system operation
unit 9 cal cul ates the nunber of clusters in the regular area using the

equgtion 13. €%§T- +RE§ i X2+ L? - '
(12160, (LB o8 1 3o £ 110 805t b HHRRE AR o t® SomPaTe% Wrtem
operation unit 9 recal cul ates the data | ength of the FAT using equation 14.
For FATEERZEG heealeuratesabyheg) $911 0512 he Sieeg27eadrylsitast By 512 20 =
12 sectors. At Step S9, the file systemoperation unit 9 conpares the Size
1 cal culsttegl 38, sArep 55, thadtwbevailnes2atel ddkatadadt, s Proddd=indoth
Size 1 and Size 2 are calculated to be 12 40 30 March 2004
If the values are not identical, the file system operation
unit 9 substitutes Size 1 for Size 2 at step 510, moves to
10 step S6, and recalculates the NOM. Since Size 1 is now a
different value due to the substitution, a different NOM can
be calculated by moving to step S6. Then, the file system
operation unit 9 recalculates Size 2 at step'SB, based on the
newly calculated NOM, and if Size 1 and Size 2 are identical,
15 step S9 is Yes, and processing ends.
The NOM calculated using the above processing is set in the
‘relative sector' field in the partition table showing the
number of sectors existing before the starting sector of the
partition, and the TS is set in the 'total sector’ field in the
20 partition table.
The SC is set in the ‘sectors per cluster' field in the
partition boot sector, showing the number of sectors in each

cluster. Furthermore, the RDE, showing a number of sectors,
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WD 01/ 29670 PCT/JPOO 07267 sectors, so they are judged to beahqgibh 68b4

val ues and the processing of the flowhart ends. A |layout of the protected
area when {ig, §h§n1area, and the partition control area apg@osen th a
TS, Size 1, an NOM si zed as cal cul ated by the aforenenti oned
calculations, is shown in FIG 27. If this drawing is conpared wth FIG

12, it can be seen that the size of the dupl exed FAT has increased from 14
to 24 sdat ansltiphliedtiby sheeseftohelengthved PaRobyieSenand theh 2/ 2 has
shrunk from 17 to 7 sectors, so 10 that the partition control area and the

system fiea ddd 19xags | yoi Bbeai AT genernBsabbe Bhoekentthes,olthaw paindpseri bes
an exanple calculation that is perforned to calculate the size of the '

partitiogn control area and_the _systemarea in j.he protected area,.. t he
total 2 g 468, S A e s roph Sibadl I BT A TS
is.determned to be 1280, .at step S1, the file systemoperation unit 9
det er ni Ags thee ARG kioRi heot osdetorsecThesSizekB &F melfodpy, t&&d only
1/16th the size of the user data area). Once the cluster size has been

detser m nes-£ord0pbe Zagecfi¥Id s%loﬁir@ﬁ e hlioét| 6f SystEOrOPLhakiaeh unit 9
determ nes that a FAT12 file system should be used by referring to the

ci zos of Mg BoE R Pt R PE6% 8e3L8E, | anerabiERp BEPaRaTES 200

PCTI JP0O0/ 07267 fixed respectively at 32 sectors and 1 sector, sg t he
cal cul atieSS ISt R dhess wriueDd $&tnbe pherbrredtian tpppessnd pdsile

operation system cal cul ates the data | ength of the FAT using equations 11
and 12. plertd tisimdsodthesdddor ' whéhTd@echf yhagf theolbagtiahsukdt tdve i s
performed. Size 1= (((((TS-(RSC+RDE))/ SC) +2) x12/8) +511) /512 -

12R0- 51: 5 t ' 1 h
géég(caﬁgﬁ%%g§§)ééagf%%ééésaﬁﬁéé%é?%gﬁ% é?gﬁgHS%%grE?FgH%E%i?&E%Ealcﬁfates_

t he NOM usi ng .equation 12 .
10 f%iéqconclugés the explanation of the flowchart in FIG. 13.

" Next, an example calculation illustrating how the size of the
partition area and the system area are calculated when the TS
is 65568 is described.

Since the TS is 65568, at step S1 the file system operation'
15 unit 9 determines the cluster size to be 32 sectors.  Once the

* cluster size has been determined to be 32 Se;tors, at step 82,
ﬁhe file system operation unit 9 determines that a FAT12 file
system should be used by referring to the cluster size SC and
the total sector size TS. 1In these embodiments the size of

20 the RDE and the RSC are fixed respectively at 32 sectors and 1
sector, so the calculation of steps S3 and S4 1s not
performed. At step S5, the file operation system calculates

the data length of the FAT using equations 11 and 12. Here,
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so that the naster boot record and the partition boot sector 9gﬁMEW20 4
different clusters. NOVE(SC- (RSC+RDE+Si ze 1 x2)~SC) +SC :(2-(f+ 2+2x2)%2)+2
15 = 3 sectors. Once the NOM has been cal cul ated, at step 57, the file

syst em oper¥®PH¢thi t 9 cal cul ates the. number of clusters i nPEHEPODOTASY ar
area using the equation 13. CN = (TS- (RSC+RDE+Si ze 1 x2+NOM) )/ SC 20 -
(12B0- (1+32+2x2+3))/ 32 = 620 sectors. At step S8, the file system operation
unit 9 cggaba t t f usi fion 14. 42 30

Vo ch 2008 56 10 2onr B ERTERS) Bo86sbREo ke G ARG LR S
(((CRHZ)x12é8%+5él)/512 - (((620+2)x12/8)+511)/512 = 2 At Step S9, the file
system dpera?FB*unit 9 conpares the 5 Size 1 calculated at step S5, and
the Size 2 calculated at step S8. Here, Size 1 and Size 2 are both

cal cul ated t®ide =setf OtBS- $RSCHRPE A ST udPed 120 8heSildantIiaal val ues and.
the processing of the flowhart is conpleted. A |layout of the protected
area when the syste _ Lbhon t LG NBgenent area are
formed with a TS, Srgg(g?ﬁgﬁgghéﬁTg?gégggL#%élc&?g?éggg# thquforenentioned
calgulations, is shoyn iqéFIG. 18." In this enbodi nents, both the user data
area and the protébtexf%ﬁ HFHhave a partition control area, a system area,
and a protected area, so each is 15 treated as an independent physi cal

medi um by t NG ddws Sigirarkhthas d09en Thaksubitadughtt Beeps &6, dathe-d#ida and
the protected area have different cluster sizes, the boundaries of clusters
i n bot h syl ess espedaita &t et AN tEEL i DAEES eehar RaMCaB ibg Agugadnnvith the
boundari es of erasable blocks. 20 In the above enbodi nent, ‘even if the

vol une areayfclydes.d f e larglat area.and the protected area,
t he boundaries. 0 suc%%alfeba?@étar%&%?#%n% V\E?ﬁ Fﬁétbgﬁﬁ&aﬁf’éﬁ 5EHPFsabl e
bl ocks, and .so rewiting of clusters can be conpleted 43
are in different clusters.
10 NOM= (SC~ (RSC+RDE+Size 1 x2)%SC)+SC
=(32-(1+32+7x2)%32)+32
= 49 sectors.
Once the NOM has been calculated, at step 87, the file
system operation unit 9 calculates the number of clusters in

15 the regular area using the equation 13.

CN

(IS- (RSC+RDE+Size 1 x2+NOM))/SC

il

(65568—(1+32+7x2+49)) /32

2046 sectors.

At step S8, the file system operation unit 9 calculates the
20 data length of the FAT using equation 14.
For FAT12: Size 2 = (((CN+2)x12/8)+511)/512
= (((2646+2)klé/8)+511)/512

= § sectors.
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30 March 2004 WO 01129670 PCT/JP00/ 07267 5 in a short tinme. anﬁ%@ﬁhh@P1
the nunber of times that erasable blocks need to be erased is reduced, so
that the || of the nonvolatile nmenory is not needl essl d.
Third Enbog&ﬁ@gﬁg?%e third enbodinent relates to an inprove%ﬁﬁﬁhﬂéézﬂﬁhen
10 15 data stored in erasable blocks is erased, the erasabl e bl ocks being
managed using a | ogical address and a physical address. A structure of an
access cont iy ateg 9] nchéefibér dysttbndoperttionshmit i ddrpadds dhe
access control unit 2 in the drawing includes a command decoding unit 21, a
| ogi cal /qphysiicaly B £554 C%E'VQE%QQSPnhhdZ%Pea 51830 X UTAl14¥0 ta3st 89
all ocation changing unit 24, a ite control unit 25, an erase control unit
26, and a nodify control_upit_27. The co nd .decqdi.ng unit 21 receives a
command %Bssué't?%%f X2 hetdsd pphaPafusad ,Sléﬁd%dé(,socﬁgssefqﬁo‘bgri gi nal
content of the command at the point of issue. If a read conmand is
receivedindee tdermmraraatoti hdennitallvahsesycthet fdleeaystmm rol unit 23
to read data fromthe nonvolatile nmenory 1 (Read). If a wite command is

reqgei vedporhe ichMaNd deGRLEY £ stép 5NaLT Yebsthikttdd (8 Lont redrunit 25
to wite data into the nonvol atile nenory i (Wite). If a wite conmand 44

30 March ,2004 WO Q1] 29670 PCT/ JP00/ 07267 _speci fyin n _unera bl ock as an
access B&F&eé’igmpﬁﬁﬁﬂV%dft?$eg on#ahd ﬁ@%oﬁ?ﬁaxﬁﬁgﬁ%ffsgiﬁ s the
nodi fy control unit to nodify (remwite} data stored in the nonvolatile
menory 1 ( MIGMER(SCH RSGrRIBEET izt bt vd) EBEhuAE@ is received, the 5 comand
decoding unit 21 instructs the allocation changing unit 24 to read an

erased bl ock | xt32-desc3zbez ) e82y+3m this specification). If an erase
command i s received, the conmand
= 51 sectors.
10 Once the NOM has been calculated, at step S7, the file
system operation unit 9 calculates the number of clusters in
the regular area.

CN = (TS-(RSC+RDE+Size 1 x2+NOM})/SC

= (65568-(1+32+6x2+49)) /32

15 = 2046 sectors.
At step S8, the data length of the FAT is calculated.
For FAT12: Size 2 = (((CN+2)x12/8)+511) /512 ‘
= (((2046+2)=12/8)+511)/512
= 6 ‘
20 Following this calculation, at step $9, the file system

operation unit 9 compares Size 1 and Size 2, and since the two
values are identical, the processing of the flowchart ends.

As shown above, the present embodiment enables the NOM to
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decoding unit 21 instructs the allocation changing unit 24 t

specified erasable block. 10 The | ogi cal/physical address ex?ﬁgﬂﬁﬁﬁébﬁﬁit
22 has an gﬂghﬁi%7§orrespondence t abl e showi ng correspondences between

| ogi cal and phy&i¢al addresses for erasable bl ocks.. Wen a TOUTRORP72%ddr ess
that is to be accessed is specified by the access apparatus 200, the

| ogi cal / physi cal address exchanging 15 unit 22 refers to the correspondence

for theHegabtubsatiedssoshowt ichet ke RIGFEIHhL PIAIRARFLIGES HNS the
exchanges the | ogical address for a correspondi ng physical address, and

out put s d; Lical S r.ea I It t al l ocation
changi nd‘c’tllr}ﬁel 'Ew%Z%ﬁgn?j?tgﬂéﬁm%g%%ytalggnta?loﬂnﬁt%%{rr%F%Eﬁﬁ%n oaé]&ghed 7 hd is
i ssued by_the access apparatus 200, the wite control unit 23 performns
control%ﬁ;%ﬁ?? I2R1PRESacEBYS §PSHTANGs tEG CdaFteaSa a0t isterRd r ead
| ocation specified by the read conmand. 45 30 March 2004 WO 011 29670

PCT/ JPOGIOAREY] ifiee &d oendEablehblgichs .unCluad® erobdanada raras etrblek | st

i n whi.ch physical addresses fox erasable bl ocks that have been erased are

physi cal _addr ess ] cks |
P R e R R e e R

j udges et her, a physical address corresponding to the | ogi cal address
oot SR el HARATeHERT Rt o TRRELaR, MLk RE BFASERIE BUROK ot 11

such a ghysical address is judged to be present, the allocation changing
unit 14POUNSRTY t o et catemdonesslusteneiwr rewriOtennbrol unit 25, and
del etes the physical address fromthe erased block list. If the

cor r esperdirag ity Calhadedissr | i £2588b28 B18sRA! enhogkehBat hag not yet
been erased, the allocation changing unit 24 allocates a physical address

at the L f. & \f | ock |} to the. ogical, address_as .15 .the read
destina%%%ﬁ%dg%g gﬁf§ﬂ$%§t<£ %ﬁ?bcgﬁéﬁegﬁyg?egFgﬁgdkggsnPﬁg?ﬁeOFei&nﬁﬁntro
unit -25, while adding the physical address that was previously allocated
t 3% he FBEEcANYaddee &Fasahlif blegk desednatpohet eraned endConsehaeatayed
bl ock list. Furthernore, when a obtain status command is issued by the

the time required to write data into the semiconductor memory

card 100 is shortened, and a nonvolatile memory 1 with a

longer lifespan can be realized.

15 Second Embodiment
A second embodiment proposes an arrangement in which the

volume area is divided into an area to which the general user
can gain access (the user data area), and an area that stores
data securely (the protected area).

20 A structure of an access apparatus 200 and a semiconductor
memory card 100 in the second embodimen£_are shown in FIG. 14.
In the internal structure shown in the dra&ing, in contrast to

that shown in FIG. 3A, the nonvolatile memory 1 has been
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20 access apparatus 200, the allocation changing unit 24 cha hgal
addresses shown in the erased block list to |ogical addresseg@qgﬁgnéé?%uts
an erased j-st, indicating erased erasabl e bl ocks by ug¢ | e of
| ogi cal ada?g(sbzg{)s‘%?ﬁto e e areh 5004 w0 041 29630 B GRIEMbaD
access apparatus 200. -If an erase command indicating a |ogical address has
al ready been issued by the access apparatus 200, the allocation changi ng
unit 24 peoowvided epdhata @rsotectddhtazephyand athaidkmrbecorduebspongmagyt o
this 5 | ogical address irs added to the erased block list. The wite control

uni t 25 wei-hesodahad R N JNVOLl € TE00 Yhdyd @& Opgevtaed th the
physi cal address output fromthe allocation changing unit 24, when a wite

d to wite a block i {ved. 10 Th | ynit 26 perf
ol 11ng EEPEREAvERYePUaTS SRR IS Y HOPESE php 3] “Ar css [or an

unerased bl ock has been added to the erased block list. If such a physical
addr ess has Bbhenfaddewinghd seraasexmhanafiiamiaf Mhersgesre RreFasabne bl ock
i ndi cated by the physical 15 address. The nodify control unit 27 reads data

frog t heyReavoh apirbe ik brided heo W KRR dc e arsadbayfaed the data
while it is being held in the work nenory 3, before witing the nodified

data fromthe_ work nenpr, t.qQ t he nonvo t'%} %? dvolhepia wite
comand ?Fﬁgﬁ% [ f/’ grr?derfé:so Itg'leolporccf( t=T'Cnt vﬁﬁléc %m%‘?a ?ea%y vvr%tten i's
received,. The nodify processin erformed by the nndif% control unia 27 is
real | zedMBPOEFoper aRSy ENEMEC d95 i T wikdr (e FITHER iRFPCRIPYNAUDAFL 134, 47
30 March 2004 WO 01/29670 PCT/ JP00/ 07267 The flow of the data nodify
processi figcphadésr gedybyterharemdily, cotiddenurite®714,s SoAKE | proceesing
sequence in FIG 20.
unit 15, a Ks decrypting unit 16, and a Ks encrypting unit 17.
10 The system area 13 is a read-only area storing a media key
block (MKB) and a media-ID. The MKB and media-ID stored in
this area cannot be rewritten. Suppose that the semiconductor
memory card 10Q is connected to an access apparatus 200, and
the MKB and media-ID read by that access apparatus 200. If
15 the access apparatus 200 correctly performs a specified
calculation using the MKB, the media-ID and a device key Kd
held internally, it can obtain a correct encryption key Kmu.
The hidden area 14 stores a correct value fo; the
encryption key Kmu, in other words the encryption key Kmu that
20 should be obtained if the access apparatus 200 performs
correct calculation using a valid device key Kd.
The AKE (authentication and key exchange) preocessing unit

15 performs mutual authentication between the access apparatus
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In the initial state shown in FIG 20A, data is currently st b%g LR oghpded
bl ocks (bl ocks with physical addresses 001, 5 002, 009, 007 to i@ﬁ, and

t he remai ni s 003, 005, and 006 have been erased. Physical addresses
003, 005, gﬂ%°€%§%$epresenting erased bl ocks are arranged iﬁwﬁﬁﬁﬁwveééd
block list. In an address correspondence table show ng correspondences

bet ween | ogi cal and physi cal addresses, the 10 | ogi cal addresses 001, 002,

003, 0040 Grahdthe oseebponducespeténselychedpipsi aalingddhes £2% 1A&hgd02,
003, 009, and 005. Here, if a wite comuand indicating that a different

val ue i i i : I . W e gical ddr ess
001 1 s ey e e SRS SERY SyEhORRLLLED, ET shBY B Rneth s
transfers the data witten in the block with the |ogical address 001 from
the non#&8%t997e afchory e PRPRSIRY kieBheeyls 48¥aladyo®toD Read in FI G
20A). Then, the wite control unit 25 nodifies the data witten in the

bl ock wipttoc2( simey.| odl L alheadiimssifldedite ibhi sablid¢ckhbaekheld iam t he work
menory 3 (see arrow Mdify in FIG_, 20A). Next, in FIG 20B, the nodify

COM 1 Ol iyt 7-51.@%33, Jusi salkaddeess; 90 hg,f £Rpt e erased
bl ock 1i st, %g§¥48 Oa%hrch 2005%% vmfdﬁ?z%%%%eécﬁYJégg/8§%§%g5homn by an
arrow BN1, and wi.t da into the bl ock indicated by the physical address
003, asagﬁgﬁﬁ%ﬁf 5¥§§ ’%i;gﬂqtqﬁm}ﬁﬂﬁéu??9¢4@ﬁm9€¥;C?ﬁ@ Eﬁgkfy control unit
27 arranges the physical address 001, whose correspondi ng bl ock should be

er ased, Authens isedsen peadlonnest byasthhawceys aappar&rusafbyhasheéhmesi fy
control unit 27 interchanges |ogical 10 address/physical address

correspphdeeges, Fags¥)own ian filat 20R1 1 JhesP)yeheabcaddsess 003 is
all ocated to | ogical address 001, and the physical address 001 is allocated

AR I L e R A S
Mo O Rnber G8ihg Rha ehcrvpiion key M, and cramemics the Cooo%
encrypted random number to the semiconductor memory card 100
as a challenge value A, Then, in a first response phase, the
semiconductor memory card 100 uses the encryption key Kmu
stored internally to decrypt the challenge value A, and
15 transmits the decrypted value to the access apparatus 200 as a
response value B. Following this, in a first verify phase,
the access apparatus 200 decrypts the ﬁhallenge value A held
internally using its encryption key Kmu, and compares the
decrypted value with the response value B transmitted from the
20 semicopdﬁctor memory card 100.
Authentication performed by the semiconductor memory card

100 also has three phases. First, in a second challenge

phase, the semiconductor memory card 100 generates a random
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The follow ng is an explanation of the internal structure 153§q¢qf E@ A
access apparatus 200. FIG 21 shows an internal structure of ?F% gsten1

operation unit 9 in the access apparatus 200 of the third enbodi ment. The
file systeMOM4%at% on unit 9 shown in the drawing includes FFHFEVAROLt i ng

unit 28, and a precedent erase control unit.29. The file deleting unit 28
deletes files by updating a FAT read fromthe primary nenory 7, and witing

the updafathdAT didOypte Sesl saRduAt ALMPEIDNYi8g" €nhE0@nddyito@ppéy cation
program 8 issues an instruction teo delete a file, the file 49 rch

30
2004 5 WO 01 70 PCT/JP0O0/ 07267 _del.eting unit execut,es
Gl ot Loy AT A St T f e son s vRE Sar ErASo PhnBEet i B 480 €t ons
of this file at '0", indicating%that t hese clusters are unused. However,

the cl usrRargeras! @vlackkyliengenyalieeCsecthons Have macHWedn returned
to a blank state, so the clusters nust first be erased before another file

can be neEyditgk iphddw, seie &¢ueserappdhetekoped Lesamhe terirfptiion .
required for erasure processing increasing proportionally with increases in

7 T ] A A L8 43T e v Mg ey e

The precede erase Cco | SSuesTan o us cdonmmand
to the sem conductor nennr¥ card 100, instructing it .to read the erased

menory @6k Gransmigs (hevdecrgrted BRlpaste ubhrofemieRndNE e IMSRRLoN

program 8. Once the command has been issued, and the erased nenory flee
i st oulgattd lUdle a ecasnporcomtvaluandt 2Bolkcoeingsthie,oltrpd syamed free
list, and conpares it with the FAT to specify erasabl e bl ocks correspondi ng

to clustens A ahAL $8le AedilSEdutfot NRehddy EXPEN180C RIASANR L diePCk

i ncl udes a

challenge value C held internally using its encryption key
10 Kmu, and coméares the decrypted value with the response value
D transmitted'from the access apparatus 200.
If the access apparatus 200 uses an invalid encryption key
Kmu to perform mutual authentication, challenge wvalue A and
response'value B in the first verify phase and Ehallenge value
15 C and respbnse value D in the second verify phase will be
judged to be non-matching values, and mutual authentication
will be stopped. If the authenticity of the opposing devices
is verified, however, the AKE pfocessing unit 15 calcu;ates an
exclusive OR of challenge value A and challenge value C and
20 obtains the session key Ks by decrypting the exclusive 6R
using the encryption key Kmu.
When encrypted data to be written into the protected area

is output from the access apparatus 200 connected to the
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plurality of clusters, only erasable blocks forned entirely EP%WEQH?Q
clusters can be specified). Then, of these erasabl e bl ocks, at are
not present_in the erased bl ock list are al so speci fi ed. The bl ocks are
erasabl e bMRRY2¥E 30 March 2004 5 10 15 20 WD 01/ 29670 PECTRIONTH267
that are both unused and unerased, and the precedent erase control unit 29
I ssues an erase conmand to the sem conductor nenory card 100 instructing

t hat T |
a SUC@ex‘ﬂi@éK@uQEoﬁr ﬁ%ﬁgrgctkéggﬁf flo%ag?wn}%w caﬁ%ﬁc}f‘% 99 £8] g addL gss

speC|f|cat|on and an instr SS correspondlng
to this %lcal addr o the erased bl ock si cal ddress i's

added t o-Phe &7 8320 EFXC 5| &t dﬁfry&twtrﬂj'ss aar’f"hé'l"ﬁgé'P hee®M ock

i ndicated by the erase command is erased in the same way. as other unused

and unereneryptedabyespbeiks, kelyeKspdidfiong ireipey fourtpe: by The datese
control unit 26. The sane procedure is perforned for all unused and.

uner asecb bt kS Hpetﬂeéaabeé B'i:@%ﬁdlirse WG UNTBAHRY tHEE JEAEAG erase
control unit 29 is explalne ge low, with reference to the flowhart of FIG

In t d Lt recedent erase control unit 29 is ‘
actlvaté%Féanggnégg ?Bl?hB $088t6r00e55|ng of steps S21 to S22. At step
S21, the precedent erase control unit 29 judges whether an access
i nstructi on T Feaneerrtiee vRdmh LHe ragplivest Rosopreqdarfi®m i at step

S22, judges whether a predetermned polling time has passed. |If an

| nst r uctdcredwsafeera tese29@dcbnaactbe 2ppkhealsiean cRMAWAD B menta pr ecedent
erase control unit 29 noves to step S23, and perforns a file system

oper ati i ANt @f Chvst Al ot iy SEL E8nggghoﬁag‘§m%c9%q_smthe A NG 2004

in the protected area using the session key Ks, and then

10 outputs the encrypted data to the access apparatus 200.
Reading and wfiting of data to and from the protected area is
performed following decryption performed by the K; decrypting
unit 16 and encryption pérformed by the Ks encrypting unit 17,
so the protected area can only be accessed when the

15 =~ semiconductor memory card 100 and a connected access apparatus
200 have performed AKE processing successfully.

Next, the format of the volume area in the second
embodiment is explained, with reference to the detailed-
drawing of the volume area including the protected area shown

20 in FIG. 16. In the drawing, if the total size of the ﬁolume
area is 'volume size'’, the user data area is an area ‘volume
sizex (1-B)’ extending from the start of the volume area, and an

area ‘volume sizexp’ following the user data area is allocated
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5 10 WD 01/ 29670 100 in accordance with the instruction. PCT@%RQQ@RE@?Z | f

the predetermned polling tinme has passed, the precedent erase control unit
29 noves fREFYPhdhy S22 to step S24, and issues an obtain stapeprsemead for
reading the erased free list to the sem conductor nenory card 100.
Following this, at step S25, the precedent erase control unit 29 is in a
wait state, waiting for the erased block list to be read. Once the erased
block |ist tizs prerectad, aatast eHe826 Bhéspreecdore fomséhiomtile unit 29
specifies | ogical addresses for all erasable blocks that are formed from

cluster syeimar soteLdgl Dst PeoIAT 2Bdthh@!l oief MimpIEsent the 81 gpased
block list. At step S27, the precedent erase control unit 29 judges 15 20

whet her unused e l e bl gcks th have not yet been_ erased exist, dif
no such %6%%%5&5@? ?%{911 n&Si mgragéﬁyptr(?qeﬁ:etcho%reﬁ o%%s%?€g§%f6§¢eps
S21 to S22. |If such bl ocks exist, the precedent erase control unit 29

per f or nsKB he Thwpfermaesef nghef usespdasas axeas3amd |thetpretepied aree
precedent erase control unit 29 issues erase conmmands to.the sem conduct or

nenpry cgg dedd0i Sdd Pvthéh | B e 23HI 8y8t eflabpediatdanh 0fid e eweites the
addresses for the unused and as yet unerased erasabl e bl ocks specified at
step S26, i%ma .tzha siaor(I:omr"rgnda Jr__1avg b%gniins %d 9the physi cal addresses for
each of 1'Hes® oeKs ark adaea to Pﬁe efased bl ock list, and are 52 30
March 2004 WO 011 29670, subj ect to erasure. PCT/JPQ0107267 The follow ng is
a nore det aiThed foddiamneng ode 9 ripes appyexgmpde; galculation that 1is

performed to calculate the size of the partition control area
and the system area in the user data area, when the total

10 number of sectors TS in the user data area is 124160.

Since the TS is 124160, at step S1, the file system

operation unit 9 determines the cluster size to be 32 sectors.
Once the cluster size has been determined to be 32 sectors, at
step 52, the file system operation unit 9 determines that a

15 'FAT12 file system should be used by referring to the cluster
size SC and the total sector size TS. In these embodiments
the sizes of the RDE and the RSC are fixed respectively at 32
sectors and 1 sector, so the calculation of steps S3 and S4 is
-not performed. At step S5, the file operation system

20 calculates the data length of the FAT us@ng equations 11 and
12. Here, since the FAT is FAT12, the following calculation
is performed.

Size 1= (({((TS-(RSC+RDE))/SC)+2)x12/8)+511)/512
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20 operation of the precedent erase control unit 29, describ |
reference to FIGS. 23A and 23B. In an initial state shown in%gl%rhggg?z‘ an
address 0001 for an erasable block is set in the FAT as being in use, and
physi cal a¥f¥&EW 0003, 000S, and 0006 are arranged in the P&TABSHOBDCK

| i st as addresses of erased blocks. Data is stored in blocks in the file
systemthat are shaded in the drawi ng (addresses 0000, 0001, 0002, 0009).
In this state, if th [ hD | m t, lzihGat 4 program 8,
and the predeterninegfgékﬁ?ﬁg6?i2%‘%%25323253)(s?gg%ggf?ﬁa£§¥g(ﬂo S22,
Yes), the file sys;gfgo eration unit 9 in the access apparatus 200 reads
the erased bl ock IT b%e?ggﬁ?ng an obtain status. command to the

sem conductor nenory card 100 (step S24), and conpares the read erased

bl ock |ist Wnde tthe FATz¢ st elpa$25¢en Asahcndated, okttt BktepcSdpatiheortillel ocks
that are set as unused in the FAT and whose | ogi cal addresses do not exi st

in the ekases Riedadist @lasebkglbhoskesWehl ROHN 8338Y Q%Qti%?i%izeooo‘l)

are specified (step S26). Since these blocks are not Iin-use, the

syst em gpe i,.0 ni.t_9 i'ssues, erase co n to_the,sem conductor nenory
o o8B, R E et e 240 F SRR TR ERe BrbpeciSH BOOSIaRTEoT
Consequent 'y, the addresses 000D, 53 30 March 2004 WO 01/ 29670

PCT/ JPOBFE72867 dadEE reqid ©ooster®- added to the erased bl ock |ist, as shown
in FIG 23B, and the erasabl e bl ocks indicated by these addresses are

erased. |n NbE=4BQvq ROT¥RDEWSze t hexAcE®SH+S@par atus 200 reads the 5
erased block list fromthe sem conductor nenory card 100, and congares the

FAT with the read-er I { {41 order to specify unused erasabl e
bl ocks t hat havgggoﬁiﬁﬁb%%gg?iiégiiéfand instructs the sem conductor
menmory card 100 53 erase these blocks. As a result, the file system
operation unit=9°cafefd%Sase unused erasabl e bl ocks that are still
unerased while waiting for an instruction fromthe application program?9,
afd so er asGnee ot hehdOin hsed Heleor ksa laarl drsedierdor stesb 97T £’ teéffLlent |l y.

system operation unit 9 calculates the number of clusters in
the regular area using the equation 13.

CN

{(TS=- (RSC+RDE+Size 1 x2+NOM))/SC

(124160- (1+32+12x2+49)) /32

15 = 3877 sectors.
At step S8, the file system operation unit 9 recalculates
the data length of the FAT using equation 14.
For FAT12: Size 2 = (((CN+2}x12/8)+511) /512
= {{(38B77+2x12/8B)+511) /512
20 = 12 sectors.

At Step 89, the file system operation unit 9 compares the
Size 1 calculated at step S5, and the Size 2 calculated at

step S8. Here, both Size 1 and Size 2 are calculated to be 12
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In addition, erasure of unused bl ocks can be perfornmed 15 mh%% 5%h5684
pe g

access apparatus 200 is free, so that the opportunities for rrormn

bl ock eras e greatly increased. As a.result, there i r of
458 830 Aeheeiipas

t here bei ng Irnsu ci ent physical addresses in the erased blo and
the efficiency of processing perfornmed when bl ocks are 20 nodified and
overwitten is greatly inproved. In the access apparatus 200 of this

enbodi neaectolrs, esasédhey ave |jurdged tedok fidentims ke Toasuehdr thenory
card 100, and unused and as yet unerased bl ocks are specified. However, the

54 30 MapeRs2904 WP Q}{fz(%?_ t FCHJIRA4O7267 erase control unit 26 inside

the access control® unit e sem conductor nmenory card 100 may specify
bl ocks t hat argeboth unused and unerased by referring to the FAT, and then

del ete such Bl 68¥SUTHREe FhenPTAt&LLE ARGDIVRAT (the SUHAHRTS2 phIeT cal

addresses included in the erased block list for |ogical addresses, and
passes ttieeerpahbnyiédnadentéseds amea raraacessedppiditataisI 20051 Heoweyveandt he
erased bl ock |ist and the address correspondence table nay be passed to the

access appar 3t ¥ed289, candueneRRNI, Ahd el klenBidiRs a1 d@lat 08h621 140
addresses perfornmed in the access "apparatus 200. Data erasure may be

Command PR08S 48 ERScutde: ot Bihare SFBIARAD ot Shchids o

unerased bl ock |ist that manages the physical addresses of unerased
er asabl eli5canoegssaap bhagsste wsizeadioft ehalumlsexed HAK has sinekeased
manages the physical addresses of erased erasabl e bl ocks. This enbodi nent

is describefl Usi bg 24FA&ctbit,i Rhanmatdren sie RE e edadrwedi st or ot her
simlar format. 20 Fourth Enbodi nent The fourth enbodi nent descri bes an

7% S ERRERELLER L ISR S B PRSI UG Y TR (%0
5510 that the partition control area and the system area fit
exactly into thrée erasable blocks.

The following describes an example calculation that is
performed to calculate the size of the partition control area
and the system area in the protected area, when the total
15 number of sectors TS in the user data area is 1280.

Since the TS is determined to be 1280, at step S1, the
file system operation unit 9 determines the cluster size to be
2 sectors (1 KB of memory, and only 1/16th the size of the
user data area). Once the cluster size has been defermined to
20 be 2 sectors, at step S2, the file system operation unit 8
determines that a fATlZ file system should be used by

referring to the cluster size SC and the total sector size TS.

In these embodiments the sizes of the RDE and the RSC are
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30 March 2004 5 10 WO 01/29670 PCT/JP00/ 07267 24 shows an |n%%m@§Eh 00
structure for an access apparatus 200 2 in the fourth enbodi ? %
drawing is conpared with FIG 19, it can been seen that the erased bl ock
list has beWRMBP78ced by an erased bl ock table. The erased BEBHIROVABe in
the fourth enbodinent is forned fromentries corresponding to each erasable
block. If a block is erased, the corresponding entry is set at "1l and if a

bl ock i s ¢gynerased el I p S VadP 1S -0' g feerased bl ock
tabl e explriegses tf“?ee e?g%gy{st%;g% 1:q{t}té'rer ascgb estebfe le-( by sett| ng either
1" or 0" .in_the erased bl ock table As a result of the erased bl ock Iist

havi ng b@éljrcPeEFéE’é‘d ofs5 S¢Psh S e Pask § b st MAtaReE L FREBr ocBEsFREPpEPT or ned

by the wite control unit 25 and the erase control unit 26 in the fourth
enbodi nebhedift i er speramibhat yeeio oadula tidse the rdhteanbbetigeht of nthée
followi ng respect. inihen a wite conmand is generated by the access

appar at Upa0ydQ LhBatibhe qanhel 1911t 1A d,n dibited id heerbedi pret o efer s

to the erased bl 6ck tabl e ‘and 'j udges whet her the write destination

speci fi command.i s.erased, and ether it is an unused bl ock.
Tﬁeﬁ, fﬁ&i?glﬂgsFFﬁﬁPﬁaﬁlﬁpo&F ﬁ?%ﬁ%qmﬁgrased bl ock, the wite

control un|t 25 has the erase control block 26 erase data fromthe bl ock,
before witiByz@eb~dat&((BEo (RRE+BDEAIR /S +80 MaR2 /Bortdsl I tHEl2w it e control
unit 56 30 March 2004 WO 01/29670 PCT/ JP00/ 07267 25 of the fourth

enbodi nent erases daga(beiogss- mbgr)m/ag@)dawswstlmmq the processing
of the precedent erase control unit
= 2 sectors.
Once the Size 1 has been calculated, at step S6, the file
10 system operation unit 9 calculates the NOM using equation 12
so that the master boot record and the partition boot sector
are in different clusters.
NOM=(SC- (R3C+RDE+Size 1 x2)%SC)+SC
=(2=-(1+32+2%2)%2)+2
15 o = 3 sectors.
.Once the NOM has been calculated, at step 57, the file

system operation unit 9 calculates the number of clusters in

the regular area using the eguation 13.

CN (TS- (RSC+RDE+Size 1 x2+NOM))/SC

]

20 (1280-(1+32+2x2+43)) /32

620 sectors.

At step S8, the file system operation unit 9 calculates the

data length of the FAT using equation 14.
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15 20 in the fourth enbodi nent is explained. The precedent e%ﬁﬁﬁ@-ﬁﬂb@?'

unit 29 perforns erasure of erasable blocks while waiting for instructions
fromthe aaﬁ|' jon program S. The erasing procedure is th hat
descri bed 1| #ﬁ%%h%ird enbodi nent, and is shown in the flomgﬁéﬁﬁﬁgﬁ%f%G.

25. This flowhart is identical to that shown in FIG 22, apart fromthe
fact that 'erased block list' has been changed to 'erased block table', and

since thereHor TKRTFZEatSyaesi 2t+0N( (ONERNKEBY 8) aSdanaisled description is
omtted here. Next, the processing performed by the precedent erase control

unit 29 in the fourth enbodi nent,j 561 L Psda\iiEh15 8Eghence to FI Gs. 26A
and 26B. In an initial state sho&%§§n F?%ingAfMa %?gck with an address

0001 is managed as a block in use, and bl ocks with addresses 0003, 0005,
and 0006 are managed in the erased bl ock table.as bl ocks from which data
has been erased. Data is stored in blocks in the nonvolatile nenory that
have been sBadé&team She thawt hbe (swsitemsepef8fon G, 0@@pP 0GB )thd n
this initial state, if bl ocks which are not .in use but contain data exi st,

ands Wi 158 eONMRNAS 10 Vi 16 At @p i §80 Lhgsendndsed bl eghs Are gener at ed,
data erasure processing Is required. In 57 30 March 2004 5 10 15 20 WO

01/ 29670 PCT/ JP00/.07267 this enbodi nt,.if th eceden ra cqnt r.ol
ot ¢ 365t EBgH natea S48 FIORT I SEG 21 prhiBoRESERIEN AP ESWE P
the predetermned polling tine has passed (step S21, No, step S22; Yes),

t he presedédmirser e Wi raote Wndgod vreade tHentigsdd vBloels @dsl &h®y i ssuing
an obtain status command to the sem conductor nenory card 100 (step S24),

and conpaeessisie g ol asEbdbveke t 29l eomblackhe FAT (step S25). As a
result of this conparison, blocks that are set as unused in the FAT and
whose |-ogi Cﬁl 1%9%‘%5%%5 t%{ee pnfgter@p@@egrgg vtwlqgne‘:ﬁaegystem area, and
10 the partition control management area are -formed with a TS,
Size 1, and NOM sized as calculated by the aforementioned
calculations, is shown in FIG. 18. In this embodiments, both
the user data area and the protected area have a partition
control area, a system area, and a protected area, so each is
15 treated as an independent physical medium by the access
apparatus 200. Thus, although the user data area and the
protected area have different cluster sizes, the boundaries of
clusters in both the user data area and the protected area can
be aligned with the boundaries of erasabié blocks.
20 In the above embodiment, éven'if the volume area includes
two areas, the user data area and the protected area, the

boundaries of such areas are aligned with the boundaries of

erasable blocks, and so rewriting of clusters can be completed
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bl ock table (erasable blocks with addresses 0000, 0002, 0004)3030%ch2dp4
(step S26). In FIG 26, '0'" is set in both the FAT and the erased bl ock
table for blocks with addresses 0000, 0002, and 0004, so these blocks are
unused and "2 ner ased bl ocks. Since these bl ocks are ndCHIRYARST and
thus contain data that may be safely erased, the precedent erase control
unit 29 issues erase commands, to set a value '1" for each of the

cor r esparli Nos ke esRs. | NTHNgaAL 2304, Phrfek nliaBls JiNdiieRld Rthdthat these
bl ocks are to be erased .(steps S28 to S30).. As a result, all the data in
unused bl ocks 4.s .erased, an hese bl ocks are_then naged.by the erased
bl ock téaoﬁaesa}sieerbg&% %I%%?‘g.£?h§FeF5F5?%pF‘8c§8 Pgeggr s%e%hd"rytm dat a
writing by allocating unused bl ocks described later in this specification
can be pdrfennan Q/ﬁttﬂmtm@q@lam‘aéeamym@msdusengs neg@lgssdty 2004 WO

01/ 29670 PCT/JP00/ 07267 processing, and hi gh-speed data wites can be

achi eveghdrdddednbodi nent The fifth enbodi nent proposes a solution to the
problemof 5 10 15 20 file fragmentation. File fragmentation conventionally
refiers to the process in which a file is divided into a plurality of file
sections and these sections are then stored non consecutively in the
menory. | f a plurality of file sections are stored non-consecutively on a
recor di ﬁ&%i@hgﬁa@ag an optical disc or a nagnetic disc, a |large nunber
of disc seeks are required to read the non-consecutively stored file
sections, afmtet thirencdmnbatiessihorél s€esstdengt bapedvehaner deedt @heasol ve
the problens created by such fragnentation, the file system operation unit
Jonoads s, QUBEANer WlaElN SIRTSAKLI Le SPELLANSLHaNd aLarts HiBA0al !
consecutively in the nenory (defragnentafion). If thé above procéssing is

perfornged, the file sections formng a file can he read snogthly w thout
Pequir | G i, Tanageh A Dol oot ok regtress and a’ BRYsTEaT datiresS|

10 A structure of an access contreol unit 2 in the third
embodiment is shown in FIG. 19. The access control unit 2 in
the drawing includes a command decoding unit 21, a
logical/physical address conversion unit 22, a read controi
unit 23, an allocation changing unit 24, a write control unit

15 25, an erase control unit 26, and a modify control unit 27.

The command decoding unit 21 receives a command issued by

an access apparatus 200, and decocdes the original content of
the command at the point of issue. If a read command is
recéived, the command decoding unit 21 instructs the read

20 control unit 23 to read data from the nonvolatile memory 1
(Read). If a write command is received, the command decoding
unit 21 instructs the write control unit 25 to write data into

the nonvolatile memory 1 (Write). If a write command
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enabling data to.be read at high speed. This conpletes the sy ¥%n 8ho4 he
solution provided to resolve the problem of fragnmentation in discs. xt,

fragnentatkﬁgpgg%yﬁring "in the sem conductor nmenory card 1 &%FﬁQrM7

consi dered seeking is not required when reading data fro

sem conductor nenory 59 30 March 2004 WO 01129670 PCT/JP0O0O/ 07267 card
100, so if the file sections are stored non consecutively, there is no

l'i kel i hagsedheyingoaassnegavwed Hledierg enatkbdess tha sgeeasonredipiveedy ,

al t hough di sk seeks are not a problem 5 10 fragnmentation causes both 1.

over hea arq i;gaHed, ﬁ?ﬁﬁ LSSEsc e ted
when th&%?#@gggéﬁgg8ggﬂgg§§?itbgg i rmrem%e"?gl?? e g%r%o m?:?egg%e
consi derably, thereby lengthening the tine required to read a file._1.

Over head CAMALE ¥ (VRERLESIMARGS StoUes gy T ORIt HEE Fegfént ati on

has on the overheads 15 20 generated when conmands are issued can be nore
easi'ly uiMietisfypd i Ifdeacobbadnwisttlatnef evosmend di 1 @e 27d anth7B. FI G
27A illustrates a situation in which a 48 KB file is divided into three 16

KB 11 e Saelid rgfi gt 2nandaPd il rat A rRseadidn Adhdihgstrates

a situation 1n a%%gﬂdghgg KB file is stored in consecutive nenory areas. In
n the B ai24 HEA T EadasnSp EERed BIARE Horiol BISTF RO S8 e B Bat a
read performed. Here, 'add' represents a |ogical address of a read
dest i natipmgificht spup. t A shzereset nommrdd timtreceitede thaadcommandi ne
taken by each read 60 30 March 2004 WO 01/ 29670 PCT/ JP0O0/ 07267
decoding unit 21 instructs the allocation changing unit 24 to
erase the specified erasable block.

10 The logical/physical address exchanging unit 22 has an
address correspondence table showing correspondences between
logical and physical addresses for erasable blocks. When a
logical address that is to be accessed is specified by the
access apparatus 200, the logical/physical address exchanging

15 unit 22 refers to the correspondence for the logical address
shown in the address correspondence table, exchanges the
logical address for a corresponding physical address, and
outputs the physical address to the read control unit 23, the
allocation changing unit 24, and the modify control unit 27.

20 When a read command is issued by the access apparatus 200,
the write control unit 23 performs control so as to have the

access apparatus 200 read data stored in the read location

specified by the read command.
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command is the sumof a data read tine that is proportional 9 @Q.%h'z ggth

of the read data, and a fixed overhead tine required to issue the réa
command. In the data arrangenment shown in FIG 27A, a file 1 nust be read
by i ssui ng™HHE%%%ad 5 conmands: ' Re ad (0000, | 6KByte)', PREJBOYYBOD,

| 6KByte)', and "~ Read(0004, 16KByte)'-. This means that the tinme required to
read this file is 36 ns (=(8+4)x3). On the other hand, if data is arranged

as in FIG 2%R aiheeitide ' r fike b dsidmpl y
by i-ssuing one éznnandJ‘Reég%b oé&iéﬁ%@?ég?.h%%?%x%éeﬁﬁgﬁgﬁygl?ﬁg &?ﬁﬁp

taken tq_r he.file i.n this case is 28 nms (=(8x3+4)). Thus, it can be
seen thgtrl ?I%gctgv%rhﬁ}esdtfag]er?é?%eescf% %o%ﬁ)él%?%f?gé%eﬁhﬁﬁch@g@e SEN
proportion to degree of randonmmess with which file sections are stored. 15

2. FAT €x38Rda axerAT reaged iin @n fdmstcimt of irsteacof (FREOFAToame&nged in
the system area of the sem conductor nenory card 100 to the internal nmenory

of the wheess appar aldima?@D isilisgued WWscHd&dATsS apsar gt 857 0ot O¢dle high
speed by accessing the internal 20 nmenory. The FAT is cached frequently if

the acc t i .portahl e, devige with a snall-scale., interna
rre?mr y. 5%2@@@2%6?15‘&215%%@& nglﬁé'gq&élnt gss rwgheatl o %?ﬁs"%i ?ﬁgrﬁﬂ‘? t hat
have been stored consecutively in the nenory. However, sl 30 March 2004
WO 011 268¥5SPRPREpRE Gr2&ne Logiral, agdnasa ismedidilartes geneeaded, caching
the FAT will involve reading both sections containing the FAT and sections

cont ai nédsbihatidat dsi presdet ta the ermyewlbloy®rlisdf dopf aswéhes than
FAT sections is read to the internal nenory, a 5 large quantity of data

whi ch 1 snpstchbeaghirast o Ylaqeachs Wd bhadead ddherehycengating a

cache mss. If a large nunb such caChe "m sdes ar e “gener at ed, the

nunber of reads to.the.internal nory wi,ll .increase correspondjngly, and
so the %?ﬂ%g?%auPPég ?8 prLRu ﬁegEﬁTpéMﬁlqiéI@Qﬂﬁﬁ%ﬁu&? Ll Eﬁ%b?geythe

present of these two problens, applying the sane neans to resolve
f AAgmertart ol i wnihe28entndndatevesnther phyaidal0@dar aser efnmecti@ sol ve
the problemin a disc is not a wise. course of action. The reason for this

ilgot hate raskd yb ngcRat asst or e tnebbeekésb@;nhhﬁgsgumqwcté&df@é@fy 15 card

requires erasure of the stored data, and such érasure
indicates an erasable block that has not yet been erased, the
allocation changing unit 24 allocates a physical address at
the start of the erased.block list to the logical address as

15 the read destination, and outputs the allccated physical .
address to the read control unit 25, while adding the physical
address that was previously allocated to the logical address
as the read destination to the end of the erased block list.
Furthermore, when a obtain status commiand is issued by the

20 | access apparatus 200, the allocation changing unit 24 changes
physical addresses shown in the erased block list to logical

addresses, and outputs an erased block list, indicating erased

erasable blocks by using a table of logical addresses, to the
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requires a longer processing tinme than is required when equi wal
processing is perfornmed on a disc. In this enbodi nent, chang§§$ﬁ$%%2004

correspond ween physi cal addresses and | ogi cal addre i
Vi3geh B fiplfo

proposed as unt erneasure to conbat the increases in ¢
over heads and cache m sses generated when fragnmentation occurs. |In other
wor ds, the correspondences.between physi cal addresses and | ogi cal addresses

are changedese apphrhitesbRocks 7T Wi Gras2 cohthdid Cind084tY¥W304/ 2967Q
PCT/ JP0O0O/ 07267 FAT sections are stored can be shown consecutively_using

| ogi cal e i.t.ho n j a [ [ rangenment in
t he nemrfggig\%gnagd%EEBﬂ%lsl gq&'se%gﬁ/%géégl g%%oJ%lﬁrﬂe%%éK‘%éé%% ions and 5 10
15 20 stored in three separate nenory areas, as in FIG 27A the access
appar at u3PPabatya £88d FE@ gililocaddono fhanadney Yk &t nedecentERLEr eas

(bl ocks) provided that the | ogical addresses for the bl ocks are indicated
consecutowyetyti®eadsogthatpar bhwyeddaly aidsivwisyy cneragaashddngeand thigcating
the first of the plurality of |ogical addresses, and the data |ength of the

Fi18 (et #8a KPAaqFUELheLRbged ol RcFAEdaolinidlad indp. thr ee secti ons.

and stored”1n three nenory areas I s), the access apparatus 200 can
r ead non-cogfecutiye1y stored FAT s ions to the internal neno in, order

t r ,
i tod ¢ orie eV Es ) canPEaY, BoLse BhomttRe s ratas s | the Carard1ati Rl

consecutively. Here, reading is perforned by issuing read commands
i ndi cat imgmeay hl ofint Aecoondsrcet withl abiec shyaddads sekirss s eadt plest £nami ons
inturn. If such processing is perforned, cache m sses are no | onger

gener at ethe TABoc&Y£8ni EndnghiHgabihi¥ of,f vhenand AL s esdiniifd % & wiofed at
randomin a plurality of aréas, these areas can be all ocated consecutive

| ogi cal addresses, resolving the problem of overheads generated when read
connand§a§$%°? sb%d?e%%ﬁv%ﬁabling t he generation of cache

10 'The erase control unit 26 performs polling at fixed
intervals to determine whether a physical address for an
unerased block has been added to the erased block list. If
such a physical address has been added, the erase control unit
24 erases the_erasable‘block indicated by the physical

15 address.

The modify control unit 27 reads data from the nonvolatile
memory 1 to the work memory 3, and modifies the data while it
is being held in theé work memory 3, before writing the
modified data from the work memory 3 to the nonvolatile memory

20 1, when a write command to ﬁodify an erasable block in which
data is already written is received,. The modify processing
performed by the modify contrel unit 27 is realized by

cooperative processing with the allocation changing unit 24.
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B3 30 March 2004 WO 01/29670 m sses to be avoi ded. PCT/ JPOGHLQA=#6H 20t
processi ng perfornmed by the precedent erase control unit 29 to resolve the
i ssue of fragnentation using |ogical addresses is explained with reference
to the proé@gﬁﬁgmgﬁomn 5in the flowchart of FIG 28. FIG 28CTHR®OI2&hows
actual objects to which variables t, u, v, and y in the flowhart
correspond, is also referred to during this explanation. At step S50, the

precedentner 238uCent kol Wilda A dRidddlinp!biesed heliNByVRRLaRbES Y and

y (x~lI, y*1). This neans that 10 processing 1s to be per on a

section of first.file. .Next, at ,step, S51, the pregced control unit 29
conparescﬁggf?#nglgf5§ P&géé%”%uiﬂ %Ls?ﬁﬂgﬁéﬁxﬁﬂiﬁgétoga'block storing
a yth section of an xth file, and a |ogical address t, corresponding to a

bl ock storingnathel initéetli stadke Ehawre ix FIA. €040 detzrbsneunhenhkby
t hese bl ocks are adjacent. Wen, as shown in FIG 29A the yth section and

the y+l t&-6£681 08 3h8dEHOKRGKE NPIARUAGEH, SAAEL] Di9sKsssbs bbg, or der

of y - y+1, step S52 is Yes, and the precedent €rase control unit 29 noves .
to step . Whep-t he ions are stored i,n t order.y+1 ~~ vy, a

shoin O Boe 607628, BE2)entrel 50 cSE A KL SSR R  008 s,
and allocates a physical address a to the |ogical address t, and awéﬁysical
address Q0% "a¥R bogncaragedresfhysical gonesses AN 09, 1500 :

01129670 PCT/JP00/ 07267 As a result, the allocation of physical addresses
to | ogi aadprelskestes ebaBgasbhadckBOWteby rifadigaid Aus thd erdkséd bidclEl G

list. In an address correspondence table showing
correspondences between logical and physical addresses, the
10 logical addresses 001, 002, 003, 004, and 005 correspond
respectively to physical addresses 001, 002, 003, 004, and
005. |
Here, if a write command indicating that a different value
is to be written into an erasable block with the logical
15 address 001 is issued by the access apparatus 200, the write
control unit 25 transfers the data written in the block with
the logical address 001 from the nonvolatile memory 1 to the
work memory 3 (see arrow @ Read in FIG, 20A). Then, the write
control unit 25 modifies the data written in the block with
20 the logical address 00l while this block is held in the work
memory 3 (see arrow @ Modify in FIG. 20A}.
Next, in FIG. 20B, the modify control unit 27 reads a

physical address 003 at the front of the erased block list, as
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29B. Next, at step S54, the precedent erase control unit 29 j gﬁher

the | ogical address of the erasable block storing the yth sectlon

| ogi cal ress of the erasable block stbring the y+lth secti ar e
oA =

consecuti O{P %NMe erasabl e bl ock storing the y+1 section P %YBF@
foll ows the erasable block storing the yth section, as shown in FIG 29C, a
relationship s+1=t is established, so that step S54 is Yes, and processing

noves t ghdwep b¥on ldride BNBSabhe hroeks gheni natbhehyt Blsedtion and the
y+lth section are non adjacent, the relationship s+1=t is not established,

addr oot {RALPE SRl MR PRESRLEP ARERaboaBoe 23 Bngl, By xRl e 1T

physi cal address v for the erasable bIock storing the y+lth section is
al | ocat ¥gite -t h&hedyi dat Bidtir e3QC s +theaRadi fy sﬁy§rez}| ugddr 8ds agranges
all ocated to the logical address t. If the processing of step S55 is

execut edhehphylsieall rahtedne) Yy thheeaet topgeapendtiaygeth lasks shwmlidi e G
29D, address correspondences are changed as shomm by the arroms rv3 and

rv4. Onge,Lha ahove l‘é‘:ﬁaﬁsﬁe{&‘%i@élabffgtco ELSH %'ﬁtr?:%w the

precedent erade contro ges whefher t MArch 2004 5 WD
01/ 29670 PCT/JP00107267 varlable unber I,S not

Is.a |last_sec¢tion
the last nukBEFLlYrn&hs st Qﬁ%ﬁ%@%oﬁ?+5l2anFPt?§°Fﬁ895ﬁeﬁP§1§a&t step

S57, and processing nnves to step S51. The processing of steps S51 to S57
is repeadédesefphaﬁﬁqﬁltaddﬁﬁssicmsréﬂpandanhesileSbyhanfénnFﬁ§.the check
of step S56, and the increnenting of y at step S57. If, on the other hand,

step S560bs YBerelhen¥ aRdeMal Oaddrdfs consr ok SI@é&aE@Htt89lb@d&%§
whether x is the last filé nunber, at step S58, and if the answer is. No,

moves 10,5LeR S5, HLTHY SrtfieL 4B | 2R Eeds (3BT ¥ 294oR5LSRRS M L1

10 logical address 003. Data can thus be overwritten into Fhe
logical address 001 by writing data into the physical address
003, and then switching the correspondences between logical
and physical addresses.

The following is an explanation of the internal structure

15 of the access apparatus 200. FIG. 21 shows an internal
structure of a file system operation unit ¢ in the access
apparatus 200 of the third embodiment. The file system
oﬁeration unit 9 shown in the drawing includes a file deleting
unit 28, and a precedeﬁt erase control unit 29.

~2b The file deleting unit 28 deletes files by updating a FAT

read from the primary memory 7, and writing the updated FAT
into the semiconductor memory card 100. If the application

program 8 issues an instruction to delete a file, the file

49




value for the variable y at step S60. Thus, the processing okg 3&@3§2§§g to
S57 is repeated for all files by perfornlng the check of step and the
|ncrenenthg of the variable y at step S59. The resolution to the probl ens
posed by frE88ER%{Pi on proposed in this enbodi ment is expl ai ReHIRAo{07267
reference to an actual exanple. shown in FIG 30. In the initial state
shown in FIG 30A, sections file 1-1/3, file 1-2/3, and file 1-3/3 form ng

a file lqaretshar adiin 2er agakha &2 agks (Hle&W%ZW%é@tiﬁ?' EAT aﬁé&%&es
0000, 0001, and 0004. In addition, sections fil 1/ 4 -2/4, fil

(230I’3{’ (gaspgn I%ég %POS§ &gr gg&%&?ff ISl 5 are 3 %r s € Sabl Pl OC%S

March 2004 WO 011 29670 PCT/ JP0O0/ 07267 Sectlon flle 2-1/ 4 |s stored |n an
er asabl elpflbertEngothaspshaseg Cly s&e Ied drmes inusayl calHanRiress bine2)
followi ng the | ogical address 0001 in which file section file 1-2/3 is

stored, ahdstecsi garashbléd- BAdcks)Siseoad nign fan £rsastiich o 0eve cR6t e5ReAdI ng

"to a Iog|cal address 0004. |f the processing in the flowhart of FIG 28

5 80P Ltk igndd 15 2051 bmenample 1 LS ALBYA ansl Iprefide 1113 and

file 1 correspond respec I"ogica resses and 0001,
so that these sections are arran ed In the sane order as the correspondi ng
| ogi cal ?ﬁﬁﬁ%gs%%foéﬁdaPﬂEh?rcgﬁgésEéﬁdéﬁbé§cﬁﬂéeﬁbﬂqlﬁnﬁ(ﬁﬁmﬁed However
if the relationship between sections file 1-2/3, and file 1-3/3" is

consi der@idjstiersan Beesefoaréhatheheheuhite odr adalel edaudadedtfiot rerddhere
section file 1 2/3 corresponds to the |ogical address 0001, the erasable

bl ock CQifc?c?é’é%‘ﬂﬁ@91f&@ré£'§1HSXEJrBBQE%i‘BnQQ(ige%&tQOQ%C'r%Jéel§ irf- é'i'é]

Consequéntly, step S , ‘and” processing noves to step S55
step S5, e, cof respondance betueanibe Loglel and sl sal, 3 £35es o

10 recorded.

The precedent erase control unit 29 issues an obtain
status command to the semiconductor memory card 100,
instructing it to read the erased memory free list, while
Qaiting for an instruction frém the application program 8.

15 Once -the command has been issued, and the erased memory free
list output, the precedent control unit 29 ?eceives the output
erased free list, and compares it with the FAT to specify
erasable blocks corresponding to clusters that are set as
unused in the FAT. (When one erasable block includes a

20 plurality of clusters, only erasable blocks formed entirely
from unused élusters can be specified). Then, of these

erasable blocks, blocks that.are not present in the erased

block list are also specified. The blocks are erasable blocks
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the section file 1-3/3, and the correspondence between the 'Q?H@&% ?ﬁ
physi cal addresses of the erasable block storing the section Ti B 4 are

i nt erchan result, the sections file 1-2/3, and fil be
shown by g@ﬁ%ecu?lve Ioglcal addresses, so that the phyS|ca? d@@@g%@EO

30 March 2004 5 10 15 20 WD 01129670 PCTI JP00107267 0002 of the erasabl e
bl ock storing the file section file 2-1/4 is allocated the |ogical address
0004, ahdatoaver beltyn turerged) sArodhlureetth g, 00d bhet heecedsalbl erialseck
storing the section file 1-3/3 is allocated the |ogical address 0002. The

corr espppeerees yhatween ﬂ%ﬁscadn A¥hd LU SRhaRdde§sERE Eahl ewnag s

change are shown in FIG 30B. Once processing for section file 1 3/ 3 has
been conpleted, _t rocessi ng f.or ction file. 2- /4 I s _perf In FI G
306, t hECPEF Y Far 1@%&1‘\%&{9 G oAt (et S1aeks he; pPa=5d5/ 4 The Such
that section file 2-1/4 is stored in an erasabl e bl ock correspondlng to the

| ogi cal ezddresongang, impdudes mextodianal aaddress 2spegificatdrnd ARdamn
erasabl e bl ock corresponding to the |ogical address 0003. Thus, the |ogical

addr essgfsarhiaehed o thREQ $AGIdiS %uu&@%@ecéﬂrégﬁoﬁ@yﬁgseootﬁ% As a
result, step S52 is No, and processing noves to step S53, where the order

of addr oL nd|n 0 the se 2-1 2-2/4 is
mterchgﬁg?%ai %@% tﬁﬁQ%‘cﬁ a%ﬁéﬂﬁ%? d%lcorreégondggﬁgéég%n erasabl e
bl ock storing the section file 2-1/4 is allocated to the | ogical address
0003, adddrfEsphyspededader déhe covPahilaphntisly kY {AsUEREsEBFR BRock
storing the section file 2-2/4 is allocated to the |ogical address 0004. As

a resul éraget bosmphagesdien®lddie indiec et iwAstioretage f commaidand 2. are

all indicated by 68
erased in the same way -as other unused and unerased erasable

10 blocks, when polling is performed by the erase control unit
26. The same procedure is performed for all unused and
unerased blocks. The detailed procedure performed by the
precedent erase control unit 29 is expléined below, with
reference to the flowchart of FIG. 22.

+ 15 In this embodiment, if the precedent erase control unit 29-
is activated, it moves to the loop processing of steps S21 to-
S$22. At step S21, the brecedent erase control unit 29 judges
-whether an access instruction has been received from the
applicafion program 8, and at step S22, judges whether a

20 predetermined polling time has passed. If an instruction has
been received from the application program 8, the precedent

erase control unit 2% moves to step S23, and performs a file

system ‘operation and access of the semiconductor memory card
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30 March 2004 WO 01129670 PCT/ JP00/ 07267 consecutive Iogicalgﬂgg%afgﬁﬁh

this enbodinent, even if file sections are stored in 5 non-c rve
menory areas, t hese menory areas can be allocated consecutive | ogical

addr esses, PW@Z@HW reduci ng the overheads generated when reZ6TIBAMAEE are
| ssued, and cache m sses occurring when the FAT and files are cached. Sixth
- Enbodi nent The si xth enbodi nent descri bes an i nprovenent applied when 10 15

20 a Va&b%tinohc%%&ﬁ%%gﬁh fhe recorggstﬁu& foﬂonvekaig ke gﬁﬁ%E%I%{qF§%|e

di stribution service d contents reprodu on a por

pl ayer this gase, files having a varlet of attrlbutes such as nusic,
inages,pﬁiﬁégg &ide bes Passadx tEF%%eg BF eBT Bt RENEERILC SRdiFc RS
menory card 100. Should there be differences in whether files are readable
or editmbesdépendistigpoB2i2 Ite tstep $he, fahe Systesi apeobtadn whiatu$ in the
access apparatus 200 needs -to check the contents of the file before

per f or m-pgmkgadirRg Qbath@ Rore |drSied @r&@eﬁfststée Féfsgmﬁesﬂdhb%%ra file

is read or edited, the processing perforned by the file system operation
unlt 9 mnl beco d. .Cons uentl uni v i sc_formt tUDF)
us@d in MEgrYaFae rgggple%a&§8¥:€5Wﬂ§§l%Et% a%t%&t§%56dtgFtPFSﬁ? &hSr each
file, enabling the type of data stored in a 69 30 March 2004 WO 01/ 29670

PCT/ JPOBrasecontrelt bnbs Récdgniirald evaitt sstptecewaikihguforhthe bei ng any
need to check the contents of the file. FIG 31 shows an exanple of an

ext endedrasédi bubek ThetS5td0bd5 réhd. Once the erased block list has
been read, at step 526 the precedent erase control unit 29
specifies logical addresses for all ergsable.blocks that are
10 formed from clusters set as unused in the FAT and that are not
present in the erased block list.

At step S27, the precedent erase control unit 29 judges
whether unused erasable blocks that have not yet been erased
exist, and if no sgch block exists, returns immediately to the

15 - loop processing of steps S21 to S22. If such blocks exist,
the precedeht erase control unit 29 performs the loop
processing of steps S28 to S$30. 1In other words, the precedent
erase control unit 29 issues erase commands to the
semiconductor memory card 100 stipulating erasure of data at

20 each of the physical éddresses‘for the uﬁused and as yet
unerased erasable blocks specified at step S26. Once tﬁese
commands have been issued, the physical addresses for each of

these blocks are added to the erased block list, and are
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attribute showmn in the drawing is a new type of extended att%b%&r@h&@ﬁmd

based on an inplenentation use extended attribute in the UDF. e eXiended
attribute includes an attribute type 2000, an attribute subtype 2010, a
reserved aW&b0I296T, an attribute length 2030, an inpl enent atﬁc(%ﬁmﬁ%’@"-ﬁ'éngth
2090, an inplenentation identifier 2050 (these are identical to fields in
the i npl enentation use extended attribute in the UDF, so a nore detailed

explanag%égﬁééi(Hgt%£%§yggég), and an inpl enentation use 2060. The

i mpl enen on use I ncl udes a header checksum 2061 storing a checksum
for the header section of the extended attribute, a nane %%?%'storin a
file nane, aMF &94RPBUBA%tdrPAgeaderprElse: PFBIABATELN 9F (th4 attﬁ’égr | ag
2062 is set at "0" or at 1" to illustrate a file attribute. The first bit
of the fdpegich shbwshehetdeedehe epasespondirnd tinlie i29,a demaribidd, the -
second bit shows whether the corresponding file is an image file, and an

area fr%emeréﬂafeegn@é ttzﬂ“ﬂ"‘fég.i% ‘LRgeprY¥ad angaanl fi diti% 1eXdeded

attribute 1s stor I n the sem conductor nmenory card 100, one difficulty is
I medirat el y evi dent . Egéimééh %8 Nhch ﬁgO% 5 WO 01129670 @§:Q#£OO/O7267

i s & hat N U rfet Gra 29e6rRdL PBALofoERETs EFES tor°Hemoty card

100 is conpliant wwth the data structure set out in the |IS~/IEC 9293

st andar ¢etasirpride FAT e xXp Bhgeiin wad, senghphysiisado asidrgssiesh G&3.gi vi ng

each file an extended attribute. In this enbodinent, the extended attribute

is storedos) andl@dds 2rd eastangedoint BRePERhoEHEB 18R 1and: adackup area.
The protected area has already been explained in the second enbodi nent, so

f h I ' ' ' h . The_back N I
1 om ¢ nEATRE St (TS (T REheer SAFBaT SWRER LECIPo P gt of Pappeat s

in the user area of the nonvolatile nmenory, the allocatjon chanq;ng uni t
file system that are shaded in the drawing (addresses 0000,

10 0001, 0002, 0004). In this state, if there is no instruction
from the application program 8, and the predetermined polling
time has passed (step S21, No, step S22, Yes), the file system
operation unit 9 in the access apparatus 200 reads the erased
block list by issuing an obtain status command to the

15 semiconductor memory card 100 (step S24), and compares the
read erased block list with the FAT (step S25). lAs a result
of this comparison, blocks that are set as unused in the FAT
and whose logical addresses do not exist in the erased block
list (erasable blocks with addresses 0000, 0002, 0004) are

20 specified (step 826). Since thesé blocks are not in use, the
file system operation unit 9 issues erase commands to the
semiconductor memory card 100 to have these erasable blocks

erased (steps S28 to S30). Consequently, the addresses 0000,
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24, chooses a sector fromthe backup area to replace the defgagﬁggbéﬁ%ior.

FIG 32 shows an internal structure of a sem conductor nenory car t hat
i's prOVidGQWﬁ%iBg}he defective sector. New extended attributes that cannot
be defined Xt file systemcan be set for each file by BEHIPMYT2Ich
attributes in the protected area or the backup area. Furthernore, since the
user area and user data area used by a general user utilize a conventional

file sys0eor}hahdi 9004t alrey aldadePiete @radeRl MWk SEs€Xt£008Mown in.
attributes, the systemis conpatible with other systens. In addition, since

t he acce ap at 2 need onl.y. inpl enent the 71 30_.Mar ch 04 5to 15
20 W0 011 586703 ECT?@BO%&?%‘?S&%&&HT%E SndDiSALFd By Lhese iﬁ‘%‘%%@?s
fewer operations are inplenented by the access apparatus 200, thereby

enabl i nP¥Peeh@fBAy size of the access apparatus 200 to be reduced.
Furthernore, since the file type for each file can be judged just by

referring toInhehexdbodedenbblihuhe,i pher ebeeB babReatARIERI4dNGRLO
the contents of the file, high-speed operations can be realized. Seveath

E~bedi Jhi ds t p S il in_a FAT file system be set
as a/ri %ﬁ%{% g??ggga%gggegg&gr gﬁ?bﬁ%g‘g%opguggptrhgﬁnﬁoﬁr S ﬁozé' and
protection. In a conventional FAT file system attributes for individual
files, RPHLIvthe BADhYBEReBhEngePEa8TpFEHI Blosk, ldat Ha swdem 9| e
entries. The file systemoperation unit 9 in the access apparatus 200, when
connect etpadi itheumesed oadasabl enblockscahdt 1AAver asds yantd beeind & redddie
managenent information, and refers to the file attribute for a particular

file todridagmahaides ¢he §éﬁfc$ﬁ8u@€o£eﬁQmeyg%%EaeQOUPE%V@¥§§élﬁﬂeééua

application program8 in the access apparatus accesses the

sem conductqr. nenpry card 100 vj a file systemoperation unit 9, the
attribu?’é’%ﬁ' s Y3 resuft, the %Qfe syste% operaggon unit ¢ can

10 erase unused erasable blocks that are still unerased while
waiting for an instruction from the application program 9, and
so erasure of the unused blocks can be performed more-

" efficiently.
In addition, erasure of unused blocks can be performed

15 whenever the access apparatus 200 is free, so that the
opportunities for performing block erasure can be greatly
increased. As a result, there is no danger of there being
insufficient physical addresses in the erased block list, and
the efficiency of processing performed when blocks are

20 modified and overwritten is greatly improved.

In the access apparatus 200 of this embodiment, the erased
block list is read from the semiconductor memory card 100, and

unused and as yet unerased blocks are specified. However, the
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the file entries are valid. However, if the application prog ses
the sem conductor nenory card 100, 72 30 March 2004 5 10 Véﬁg%ﬁggg@%§

PCT/ JPOO/ 0&63,3 JyRassing the file systemoperation unit 9 angdpesdeet Ng a
wite or rea ﬁy Issuing a direct wite or read conmand to the

sem conductor nenory card 100, any wite prohibited or read prohibited
attributes set inthe file entries will be neaningless. Here, this

enbodi e ser aEosEel hait h26 senstdrdabeopceeasr gondrell o0 ife Sfudihf ed as
shown in FIG 33, so that wite prohibited and read prohibited attributes

Wl begealiichbrRMRitdf :ﬁé}@ogp&agatugo REQULRELS FICEADRS thatsife Qistict or
menory card 100 directly. G 33 shows an internal structure of a

' d d ' h h ' .
Char oot BACSBCL ST TSR d o hoaF S B Bhe RBnoAra: Ars RS PSR o

backup area, which contains a block attribute table. The block attribute
tabl e i SURhdbleskst. efieTes e 2BCEEPFeSPBREPAgURS LePagSN@nseScks i ncl uded
in the volune area. If an entry is set at '1', the corresponding block is
W ist e ppBRisRicagd addrddmisoisclidednifinthy egasetl Bllock' litse foar r espondi ng
block is read prohibited. The file systemoperation unit 9 and the access

control ks i i | od| r rati-0 n the
bl ock.atPatbate BRIy i Babek?, P HkHRRhqRe) pAELRE e the
program 8 instructs the file systen1ogeration unit 9 to open. a file for
whi ch aRCEEESi BRRE I H Al setlHovager; | BheysraspdpRlackon it 2740 ths ch
2004 5 10 WD 01/ 29670

address correspondence table may be passed to the access

apparatus 200, and exchange of physical addresses for logical
10 addresses performed in the access apparatus 200. Data erasure
may be performed when a file is deleted, or as parallel
processing when another command is being executed.
Furthermore, other information such as an unerased block list
that manages the physical addresses of unerased erasable
15 blocks may be used instead of the erased block list that
manages the physical addresses of erased erasable blocks.
This embodiment is described using a FAT, but information may

be stored as. a list or other similar format.

20 Fourth Embodiment
The fourth embodiment describes an improvement realized
when the processing of the third embodiment is performed using

an erased block table instead of an erased block list. FIG.
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PCT/ JPO0O/ 07267 unit 9 sets the attribute in the file entry c§5%ﬁ%&$g@§4u; to
this file. For exanple, if the application program 8 has been~i ed to
set a file_as wite prohibited, the attribute for the corresponding file
entry is sO%2% te prohibited. If the application prografCBIRIYIBEEN
instructed to set a file as read prohibited, the attribute for the
corresponding file entry is set as read prohibited. If the application

programz8; hesowsein i fatevahedstousetra bbdden akteiskutgparae dd I2mEyst em
operation unit 9 sets a read prohibited attribute in the corresponding file

entry. Lf fJ .bu Le set in.fj e ' in_this. f ' wildd 20
the fil énsyes]{egnf%%#}gt bERofiReRE" i Peibhls Thputhg, Jol Bobpatey Hhsn
sections, and records these sections in a plurality of clusters in the user
area. FélI%wildy ridecfamngesr spenftrhatsthei onased éﬁ@cdq ddedr ras peeri | e
system operation unit 9 sets the file attribute in entries in the block

attri butreptladei thatagosr£spandibokeesblef theeeceaasklebliloetkzablemiirch t he
file is stored. If witing of the file is prohibited, the file system

opey at i U LWL ohjihitgd r _kn Li respondi n
PR i e L g e e T
attribute iis read prohibited, sets a read prohibited attribute in entries

cor r esp8AGN G HEF R¥othe cliist PLogkold mereaneds i FResELEFERRONALNGhe
file 74 30 March 2004 S 10 15 WO 011 29670 PCT/ JP00107267 attribute is a
hi dden entmiybutse setheatf i'llk andtiamaoperedk dirs wridrOssdt stheread prohi bited
attribute in entries corresponding to each of the clusters storing the file

sect i ongoriesdRdiidd dist #ECOg degh i 4y the, Usale WRAsdd blbexVeyp1Lata is
read fromor witten to bl'ocks according to attributes
expresses the erase state of each erasable block by setting
10 either ‘1’ or ‘0’ in the era#ed block table.

As a result of the erased block list having been replaced
by the erased block table, the processing performed by the
write control unit 25 and the erase control unit 26 in the
fourth embodiment differs from that performed in the third

15 embodiment in the following respect.

When a write command is generated by the access apparatus
200, the write control unit 25 in the fourth embodiment refers
to the erased block table and judges whethe? the write
destination specified by the command is erased, and whether it

20 is an unused block. Then, if the write destination bloék is
an unerased block, the write control unit 25 has the erase

control block 26 erase data from the block, befcore writing new

data into the block. In other words, the write control unit
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shown in the block attribute table. In other words, if a rea %@ﬂap@@bds
i ssued by the access apparatus 200, the read control unit 23 refers to an

entry int I attribute table corresponding to the rea i i on
addr ess. IPﬁ1ﬁ%ggﬁ&ry shows that reading is permtted, the ?gigﬁg%ﬁﬁg%l
unit 23 reads data fromthe block showmn by the read destination address, or
if the entry shows that reading is prohibited, does not read data fromthe
bl ock skewa thytHhefgestth dasiddiatieron arlssessdaté heforeepeoamdnigs d ssued
by the access apparatus 200, 20 the wite control unit 25, or the.nodify
controldgggtdggtépfers to the entry in the block attribute table
corresponding to the wite destination address. If the entry shows that
witing is sernitted, the wite control unit 25, or the nodify_control_. unit

, y
27, writes H8F& i M MHRCMTEOSKIWTEY) RIRCSHHSEE HERFENGPREACAdEReSs 2%nd

if the entry shows that witing is prohibited, does not wite data into the
bl ock showthiey ficvertib emksdd ivieroh 200k {Xi¢@96 7Dher precddsnitnatriase :
address. PCTIJPOO 07267 This kind of wite and read control can be

persf or npenReih \Mgﬁ]rt the d 1R Wb URITHN SrassMEs Bl¥EkEEwRA 1kead

command via the file systemoperation unit 9,- and when the application 5
program B,issues. a wite or read co d directly,.bypassing the file
Dyt e BBAF b0 A TUARISTR (AT Wi FRSHH PR b BPECRESRaH - be The
restricted whether the access apparatus 200 issues conmands via the file

syst em epesangopratiedueori sndthe Hamd id% that cdedpeibedohnoths thargresent
enbodi nent is 10 explained with reference to an actual exanple in FIG 34.

In FI G egfbdifdht CANAIiReGHIAM if Ithel frowdiied 6n BI@sapbe braglss with
addr esses 0000, 0602, and 0003, data contained in a file 2 is stored in

er asabl | ocks w,th .addresses 00 nd.,0004, . coat ai LN ile 3is
stored ?ﬁggﬁﬁgi sap) é'qdfélt&coagk tv?n S;ihagtn sgldjd'?%slsrgg%&', %%ﬂ ggggtcgg?gﬁ ned in
afile 4 is stored in an erasable block with an address 0006. FIG 39B
sH8ws atBet factofhathearased |lacksbisthihas Pefn 1 vie egrased

block table’, and since.there is no great variation in content,
a detailed description is omitted here. Next, the processing
performed by the precedént erase control unit 29 in the fourth
embodiment is described with reference to FIGs. 26A and 26B.

15 In an initial state shown in FIG. 26A, a block with an
address 0001 is managed as a block in use, and blocks with
addresses 0003, 0005, and 0006 are managed in the erased block
table as blocks from which data has been erased. Data is
stored in blocks in the nonvolatile memory that have been

20 shaded in the drawing (addresses 0000, 0001, 0002, 0004). 1In
this initial state, if blocks which are not in use but contain
data exist, and write commands to write data into these unused

blocks are generated, data erasure processing is required. 1In
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attribute has been set, is stored. In a block attribute tabl ntri
corresponding to bl ocks storing sections of 20 file 1 (addreggégaﬂbg@il
0002, and 0003) are set at '"1' indicating a wite prohibited attribute. If
the bl ock ¥}QPVMGTE table is set in this way, the wite contRCI/JRIANTI2625
will reject commands to performwite processing on the bl ocks 76 30
March 2004 WO 01/ 29670 PCT/JP00/ 07267 with addresses 0000, 0002, and 0003.

FIG 34 | e} n fil . £Qr i ¢ 5 hj bited
attri bu&eﬁﬁg%%ié%ﬁ' i gf\é\?g?egrﬁﬁet eétn AN atc‘icir}‘etarréelreroqﬁi‘ﬁtl%€ni§ hi s

case, a flag indicating a read prohibited attribute is set in entries in
the bl o¥@ktiR9 biRe RAbIRStHACtienr £¥P8ndheo apd iGatd on prpgran W, faneé 2
is divided into a plurality of sections, and these sections are stored in a
pl ural i thheofpiideksrminédepdsBingr €éameV\han bhe sfdd e steqd i3als, AdfofideR are
stored in blocks with 10 15 | ogi cal addresses 0001 and 0009, entries in the

bl ock atd44 b ta t S t l.Qgk r '2',

i ndi cat istn{;j'al&i{sa)d Bér}g%i%?%%%gé ?rlggggg %P%IQ?‘%E' %Inﬁgkiagft%ﬁ% eﬂieabl e is set
in this way, the read control unit 23 rejects conmmands to read data from
bl otks SR tHe i draR2 LV0DTSuhBI0854°bEAiph St dFe CORFSTiGER  thead

prohi bited and wite 20 prohibited attributes corresponding to each bl ock

can be semiigonche tsemmumnitytoardebdfy (saed $0a) ,santhatompaares ftitde
application program 8 accesses the sem conductor nenory card 100 directly,

bypassi g aldh@ fdded YSaMONSI &t PPhURhE PaTagsesp @bshil eadgﬂ%g%éﬁt

prohi bited can be prevented by the sem conductor menory car (
Ther ef 0% eSS 1280 APDLRL teland:rLbe BRI s WP for
and whose logical addresses are not managed by the erased
10 block table (erasable blocks with addresses 0000, 0002, 0004)
are found (step 526). In FIG. 26, '0' is set in both the FAT
and the erased block table for blocks with addresses 0000,
0002, and 0004, so these blocks are unused and as yet unerased
blocks. Since these blocks are not in use, and thus contain
15 data that may be safely erased, the precedent erase control
unit 29 issues erase commands, to set a value ‘l' for each of
the corresponding addresses in the erased block table,
indicating that these blocks are to be erased (steps S28 to
S30).. As a result, all the data in unused blocks is erased,
20 and these blocks are then managed by the erased block table as
erased blocks. Therefore, procedure for performing data

writing by allocating unused blocks described later in this

specification can be performed without requiring any erasure
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30 March 2004 WO 01/29670 PCT/JP00107267 a file in this may,sgweﬁapéé n of
the file can be assured, and, should the file be copyrighted, copyrrght

protectio o0 be achieved. In this enbodi nent, the fl gy t he
wite proﬂ?@ﬁ@ggk 10 15 20 attribute is shown by '1', and ?%gﬁ?ﬂ%% show ng

the read prohibited attribute by '2', but these are nerely exanples, and
the invention need not be limted to such flags. Furthernore, in this
enbodi mprbces silnack aatd rhibghtespedd edasauseiltés atnabke rehdeardi.wite
prohibited attri butes to each block in the nonvolatile nmenory 1, but
provided that an attribute can be set for each-individual block, a list or
simlar structure may be used. In this enbodi nent, a nethod for setting

r ead angvggiti groEjbitgd attributes in the nonvolatile nenory 1 as bl ock
attri buf &b y but information other than that described in the
enbodi nents nmay be used as bl ock attributes. Exanples include managi ng

bl ocks so tfhe dilffhuseedindnta poepopes va | sgbutannobeatheapcebdemopt
gi ving each block a user ID, and.allow ng only users in possession of that

I Dst o Ok akn raaement a¥ictpl t iE‘M@%@ﬂidﬁi@ﬂeétheE{:Qélﬁélﬁﬁ}r redehs
I ndi vi dual user.” I n the above explanation of the file system "a FAT file

system|s ed, but simlar effects, yay, be, pobt ai ped usi anot her
convent Fankner PrEtesS: it MR & e o (A KR TeRRHof 0B CERLE o8 Sem
(NTFS) used in WndowsNTT"', or a 78 30 March 2004 WO 011 29670

PCT/ JP06L b 26 CcEdonsniarsl thase SarteianFiarrhcth®restpredhBeB-enbodi nent s,
the nunber of sectors contained in one erasable block is 32, but this is
j ust ongofi¥afntevedRd ibhenuiiaionf. Sect o splwraDetgr asablitebkeckiong be

nore or less than this. 5 Industrial A-plicabilitv The sem conductor nenory
card lOgrgnsEQ?ehnﬁgﬂngﬁsecutively on a recording medium such as an
10 optical disc or a magnetic disc¢, a large number of disc seeks
are required to read the non-consecutively stored file
sections, and the read processing time is lengthened. In
order to resolve the problems created by such fragmentation,
the file system operation unit 9 reads the non-consecutively
15 stored file sections, and stores them again coﬁseCutively in
the memory (defragmentation). If the above processing is
performed, the file sections forming a file can be read
smoothly without requiring any disc seeks to be performed,
enabling data to be read at high speed. This completes the
26 summary of the solution provided to resolve the problem of
fragmentation in discs. Negt, fragmentation occurring in the

semiconductor memory card 100 is considered. Disc seeking is

not required when reading data from the semiconductor memory
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expl ai ned above increases the |ifespan of the nonvolatile ne réh 2004
Therefore, even when such a sem conductor nenory card 100 records nusic
contents obtained. via digital music distribution, and repeat_recording in
whi ch t hes&¥PEPE™ont ents are erased, and then other nusi c FEGAERNPR6T
recorded is frequently perforned, the |ifespan of the nonvolatile nmenory 1
is not shortened. Consequently, a single sem conductor nenory card 100 can

be used gopeai gl Vsb0i EEEREIFIHEI GoeRRbAR! arabkibred Hondigital nusic
distribution. 79 30 March 2004 80 What is clained is: 1. An access

apparatus for performng file,access.on.a, sen ¢conductor nenory car.d .t hat
oo RSP S hr PEPRG 4 3ot 1EKE) LBPO0e ERGTS i ARG 1k £
each group of 2' sectors 5 (j being O or a positive integer) as a cluster,
and manadgingflmredrfporehtbuseassnas a file, each group of 2~ consecutive
sectors in the nenory area formng a block (i being O or a positive

integer), antbddieed) ogkibebyl AisReLbeRt Hpeine® whpebodakg erasure can be

performed, said access apparatus conprising: 10 a calculation unit operable

tocalc te a.size of volu agenent _j nf qr mation, bas n nunber of
il ot Tt e G S R I SR 0 et R
information including a naster boot record, a partition table, partition

boot se@X& isFutdwmtdtrh, 2a ¢afbeaniseasi 6AnNeEAred WhENa theofAdi Adctr&ad 15
entry, the file allocation table indicating, for each file, |inks between

cl ust er § e ey xhibegd tn tiheréi detadlrpebsw) nfoulhtrepdrabl e to reserve a
first area used for recording the volune nanagenent information, and a

area u ! rent i |
20 a1 g8 ThaR TR Wl CT AT e VR Ehaofg LI HiE! £ BaetrsR KR Re e ng

two or .more bl ocks, and the second area being fornmed from bl ocks foll ow ng
t he fir§Fl§Pea; and a recording unit operable to record the vol une
managenent information in the first area, and the user data in the second
2510area, and to record the naster boot record and the partition table in a
first sector of a first block of the first area, skip a predeterm ned

number qf, RGNS ABLALENERCRREINT BEmPRRLSE 14088 PEBLed 30 March 2004 81
sector information, the file allocations table, and the root directory

n ond of " REST ABPARY GHtth v BT CAETSi e 18t pee  OYSRBANP sector

information, the file allocation table, 5 and the root directory entry are
r ecor de@engratede adtero memmasdks vike hissuer fean dpe mesm eA8idyrst bl ock. 2.
The access apparatus of claim 1, wherein:

understood if described with reference to FIGs. 27A and 27B.

15 FIG. 27A illustrates a situation in which a 48 KB file is
divided into three 16 KB file sections and stored at random in
three areas. FIG. 27B illustrates a situation in which a 48
KB file is stored in consecutive memory areas. In FIGs. 27A
and 27B, the file systém operation unit 9 issues a read

20 command in the format ‘Read (add, size)' to the nonvolatile
memory to have a data read performed. Here, ‘add’ represents a
logical address of a read destination, and ‘size’ the size of

the data that is to be read. The time taken by each read
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the first block of the first area is conposed of the first s r..a
first group of sections used for recording part of 10 reservgﬁkﬁﬁwbgﬁﬁﬁion,

and the at e block different fromthe first block i of
sectors usggﬁﬁg?ﬁﬁgcording the partition boot sector inforngFﬁgﬁ?&?ﬁ§7file
all ocation table, and the root directory entry and a second group of
sections used for recording another part of the reserved information. 15 3.
The accesymgiphris ushef semapm &, datier eead taing thbtulist iprepartiomabper abl e
to calculate a sum SUM by totaling a nunber of sectors used to record the

partiti ehdadnSEet OF tREOLERE! BAtal NEnbi herakbacakiedhdaplmand the root
directory entry; 20 the first area is forned fromnx2' sectors (m being a

positive int.eger); said reserving.unit is.,operab to,_reserve the f= rst

D en by TSR 5 Freetarhe 5Pom Tabmatgn  (BRuAEFoRaEE ARRRIS SIS
NOMFSUME2' xm 25 NOM bei ng a nunber of sectors; and = 30 March 2004 82 said
recor di gamit tin Fldperdbhe fofédechl austthe peadebyr dissed nauridresfrerstt or s

by subtracting 1 fromthe .nunber of sectors NOM 4. The access apparatus of

cl @ m 3comreirrist ‘Readi(d000GONGKEY teN! | ‘ReadReDabl, e ltakmaie )t heandmber of
sectors NOMin the partition table when recording the vol ume managenent

e i H ) . .
sectors Aeah(QoodLEERRSERT TPIEHA Hedlls SR Cihe /UBRE) BehlELRHTER, 2859 o
t he nunber, of clusters in the nenory area that are to be managed. 6. The
access APy ik ofS I 5(= REFLIR) - HNERe GENBEabPER A daiids @

plurality of entries equal in nunber to a nunber of clusters to be recorded
in the secandgetb =y ey EIG. 2B, othé henpl e ad 8 t ¥yBobfedithefoshahiendidd i nk
to another cluster in a sane file; said access apparatus conprises: a

recepti eanBel {ARH AP 5 FOLLYSL G SAHUSohRind Oelad VLIRS S it ses 01 S

and clusters in the nenory area; 20 Saird calculation unit 1 ncludes: a first
cal.cul ation unit qperahle to calculate a total, nu r of ysters by diving
RO or HPR3eEREn T iy 16 TRer TR TSR e Biieant EhiZareaeats a
size of the file allocation table-by multiplying the total nunber of

cl ust er @8bpsad =dBt3¢ 43i)t. 2T Hwmgt bt canl ki skersehat nghenpveirhekddes:

generated when commands are issued increases in propertion to

degree of randomness with which file sections are stored.

15 2. FAT Cache
A FAT cache is an anticipatory read of the FAT arranged in
the system area of the semiconductor memory card 100 to the
internal memory of the access apparatus 200, which allows the
FAT to be referred to at high speed by accessing the internal
20 memory. The FAT is cached frequently if the access apparatus
200 is a portable device with a small—scale.internal memory.
The FAT is cached by sequentially reading sections of the FAT

that have been stored consecutively in the memory. However,
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30 March 2004 83 a second cal cul ation unit operable to calcub§h§W§‘ SUM
C

by adding the size of the file allocation table to the nunbe ors
respective rmng the partition boot sector information and the root
directory %'ﬁl&gggnd to calculate the 5 value of mby substiRFYORAE sum
SUMinto {equation 1}. 7. The access apparatus of claim5, wherein: the
menory area includes: a protected area that can only be accessed by a

devi ce cppnegie LRe 1.C d onge; h i Gl of
10 the co%nect egrégl\}li ceénﬁ'a(?frsgg g%%\%%r}i%g; %éntgfada’ u"ger ﬁggaegrgegﬂ?hg%&%an be
accessed,b¥9&he congected devi ce regardl ess of, whether_or not the

aut hent i tRY918¢ FRELBANBEEEY SESHICR sh £OEEN W i §R FAT 2R BT EBEHEPBR uni t

is operable to receive, froma 15 source outside of said access apparat us,
settingscoéntahnetteoshet satkoris andier ust erhe timteerrsd1 auemedyt o E4clavh t he
protected area and the user data area; the first calculation unit is

oper abl eot Qe £atkath afRTAs8ELES Bfs 8 of irle%cfiltloog:gl? AhdaU£1 TREmERGH of the

protected area and 20 the user data area ba on the recelved settings and
said secpnd’'calculatjon unit is operahle to calculate two_suns SUM for each
of Phe PIOTEc BUPBTebYaRd EAEALLERciats A%%a s RRATSel 9T byRadarRgS each of
the protected area size and the user data area size to the nunber of

sect ors Woltkilg rerdpathereby genesett igwcBocacheomists on Bhdat herganber of
sectors formng the root directory entry, and to cal cul ate the value of m

for each@hbéheof S0chBEgBhd0Rd s84sPaRleeletd ranedl, anthd hauser dat pesiga by

substituting each of the two suns SUMinto {equation 1}. 8. The access

appar at 0, | ai erein clusters in_the pratected, ar differ_from
ol oot or &7 rE ik na (B 808y i Te B Ba e R YR iy a 4R 90 T
6, wherein said recording unit is operable to: record user data divided
into a pihe Fing rgaukeedohe raed {CE@ §&Tomd1ldr b2 dengthenedity of
clusters, each of the plurality of sections being stored in one of the
plwality ofpedpitiertshe npdfséhe s€cehdsar eap pebbdeplsyr Apdlyirig etHgies in
the file allocation table, each of the plurality of entries showng a |link

bet t ' ' .and s ' J 1 I howi n.
R g e e R R e A At

10. The access appar s of claim7, wherein part of the file
memory cé?gifgélas were used to solvepthe problem in a disc is -

not a wise course of action. The reason for this is that
modifying data stored in blocks in the semiconductor memory

15 card 100 requires erasure of the stored data, and such erasure
requires a longer processing time than is required when
equivalent processing is performed on a disc. In this
embodiment, changing the correspondences between physical
addresses and logical addresses is proposed as a

20 | countermeasure to combat the increases in command overheads
and cache misses generated when fragmentation occurs. 1In
other wérds, the correspondences between physical addresses

and logical addresses are changed so that the blocks in which
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name is recorded in the user data area. 11. A sem conductor %Bgﬁﬁxhﬁaﬁﬂ
that has a nenory area 20 conprising a plurality of sectors and mana

data in eagg)&ﬁﬂgﬂ)of 2~ sectors (j being O or a positive i IfobnRsT &
cluster, and one or nore clusters as a file, each group of 2~ consecutive
sectors in the nenory area formng a block (i being O or a positive
integer) , and the block being a smallest unit on which 25 data erasure can
be perf dAdechiensedfeontioredrcapnbey sbawtd comseicsitigely 30siveg ch 2004 85
a first area, including two or nore bl ocks, used for recording vol une
manage Mg i Or f@d i &dls e AN 0w L SOGONHe8HEAg QI BH 2GR IO PBIRNCKSL
followng the first area, used for recording user data; 5 the volune
managenent_informtion including a naster boot record, a partition table,
partiti 61 BO6t" éﬁﬁcﬁni?ﬁ%wmﬁﬂ? »afile allocation table, and a root
directory entry, the file allocation table indicating, for each file, |inks
bet ween cl usth@mns a?d ddpohdiandgi s cdineded| éntahshees gﬁe%mtm grator d
and the 10 partition table are recorded in a first sector of a first block.
of g he fdtiedrian, trarsk idiataths afleher il AedaBymaer iaf Fyect @7a, skiped, the
partition boot sector information, the file allocation table, and the root
di rector tJ V. r iNn. s q t t Iy rder l.j gn an end
of the ArER L AT by LpBELRR S8 SRRl SRore B I e
partition boot sector information, the file allocation table, and the root
di r ect otheSM M EE% F%RHT dRLIFRB PERCEdBdetBRECkhfhileFira yadhsesfes r om
the first block. 12. The sem conductor nenory card of claim1l, wherein the
first 2@okl atle dledisd e sindirested conmpesediotliyhe Reamstingedisor and a
first group of sections used for recording part of reserved infornmation and

the at Leash R lﬂquscfgjnigﬁgfr&@ Ao é&ﬁnéhasmakes&sihgoe%pea%tofof

sectors used for recor he partition boot sector infornation, the file
all ocation table, .and t root 25 directory entry. an second. gr of

Sdlit T ontREs b e e S e i rACTSPEOS] THY FhBoroba LARGERUOIoENe 3
The sem conductor menory card of claim 11, wherein: 30 March 2004 86 said
first afedei dhfemendd HEIm mExe tdeotnree ( nd Dethg BAPosst fikwidededat, and

t he predeterm ned nunber of sectors is calculated by subtracting 1 froma

nunber ehreecieictiNaM,t kd sAldiadd e tﬂer@efﬁéb@ﬁ%ngr@agat(bmacks3{.6%@i on
1} NOWSUME2' xm wherein SUMis a sumcal cul ated by totaling a nunber of

t t t it] | i t fil
i1 ocat PaeraprErRIas uh dob ity dRSFRs Eub Tt VTRE B el B8 et or
menory card of claim 13, wherein the nunber of sectors NOMis set _in the

partiti BACEABNE el heeddi-@ig L MEMRFAYINE nRFR@EnePFoY He8dnihpbnthe

15 logical addreéses for the blocks are indicated consecutively.
Here, reading is performed by issuing read commands indicating
each of the consecutive logical addresses as read destinations
in turn. If such processing is performed, cache misses are no
longer generated. Thus, even if a plurality of file and FAT

26 - sections are stored ét random in a plurality of areas, these
areas can be allocated consecutive logical addresses,
resolving the problem of overheads generated when read

commands are issued, and enabling the generation of cache
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15. The sem conductor nenory card of claim 13, wherein the ngg?@{cogcm
sectors used to record the file allocation table is 15 cal cu 4 % ed on

t he nunbeﬁygmL&&Hﬁters in the nenory area that are to be ”ﬁﬁgﬁﬁﬂmm%%7 The

sem conductor nenory card of claim 15, wherein: the file allocation table
has a plurality of entries equal in nunber to a nunber of clusters to be
recorded in said second 20 area, and each of the plurality of entries

showi ngnaskeakteobanevisdded.uster in a sane file;, a size of the file
allocation table is calculated by calculating a total nunber of clusters by

di viding thehéopabesseting PEHIrmdd e thidTRee celiesfCid¥sse gortifbl
mul tiplying the 25 total nunber of clusters by an entry bit |ength; and the

val ue of i sqCcalcul ated by,cal.cul ati sum_SUM.by addi n he. size of the
il e altath: 73nteabP oty Keenamiol O S5tnret Soo B shederal
respectively formng the partition boot sector information and the root

di rect #§dE@8$9s hAadespbsineg: Wigh ke farenseMtionthe @ypredire}shayn The
sem conductor nenory card of claim 16, wherein: 5 the plurality of clusters
i nssai dirseciadf Bowahare ot grged 28y, dirgicdi 29, t hdidpelsHBifa adheapl urality
of entries in the file allocation table show |inks between the plurality of
clusters;. t I dj RY..entry, iqcl S.a.:ha of g1t | and 10
posi ti o‘ﬁb? %?gsr rrg i%ﬁg{:ﬂa%rélg%%?%éseg'a#a drggg hf: l?héﬁ]fel rfsjtg%r{)ds%tgr anong
clusters constituting the file. 18. The sem conductor menory card of claim
17, mhéi‘é???%%?‘?doflghélFPl gefgrgeds tre QYrdBE thifhexpdanafdiolar & 19. A
sem conduct or nenory card having a nenory area that 15 includes a protected
area t hdtemaSb®Onl yhbepaecedernd byazedevnteotonnétt 8@ tsetsiithiddmlconduct or
menory card once an authenticity of the connected device has been verified,
and a uafludlft foll et At EBNLRCXARRASTLY,DY  t 15 0Nneelial il & hat
regardl ess of whether or not the authenticity Oof the connected device has
b? n verified,. 20 Mheéein t he Erote%ted area agd th%.userjpatgrar a i nclude
a ‘gl ur 5P HHEADrEO BRIPRAESIMed BRagel i FRiteSEAtPBUSTor Fi8dct ors (|
being O or a positive integer) as a cluster, and one or nore clusters as a
file, dadiegrdigrtof @t soepe8oliveheeprercedentniaptaohl gekt(i2%eing 0 or a
positive integer), and the block 25 is a snallest unit on which data

erasur echigh s RS DE1Ges apd at 1bgashlonadeésthe, peetreekpdnalieg ard & he
user area of the nmenory area of said sem conductor nenory card conpri sing:

30 Ma [ Encl udi I - df
ecor dEAG ol Tt chorint SearPRaPFof &R SLIR AR, AoAbasAY) (O e

from bl ocks follow ng the first . )
address t, corfresponding to a block storing a y+lth section of

15 the xth-file, to determine whether fhese blccks are adjacent.
When, as shown in FIG. 29A, the yth section and the y+lth
section are stored in non-adjacent erasable blocks, in the
order of y — y+l, step S$52 is Yes, and the precedent erase
control unit 29 moves to step S54.

20 When the sections are stored in the order y+1 — y, as
shown in FIG. 29B, the precedent erase control unit 29 moves
to step 553, and allocates a physical address u to the logical

address t, and a physical address v to the logical address s.
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area, used for recording user data; 5 the vol une nmanagenent 5@3&%&3&6@

i ncluding a master boot record, a partition table, partition SecC
informati oga @bkt allocation table, and a root directory ?&triﬁowﬁﬁ% f| | e
allocation ta re I ndicating, for each file, links between clusters
corresponding to the file, wherein the master boot record and the 10
partition table are recorded in a first sector of a first block of the
first aPfaa émﬁu&ﬁ¢1Qh%n%k&@@@hiﬁ@doﬁumﬁﬁﬁl©¢1sé@ﬂ§?§3§§|ﬁﬁedOQﬂﬂﬁ
partition boot sector information, the file allocation table, and the root

di r ect opidesisise sAlchdRids desl srﬁbw%equeetaﬁeewr svinaaeder2t analfiIlgh an end
of the first area with 15 an end of the root directory entry, wherein the

partltl boo ctaqr, i I o] | r oot
directo 9Bént &Iyig“r eQar ecéogregéegﬁl n’ Q%hézﬁs‘%é’%ﬁ% I%g éh?gh%?'ggdl gr tg% from
the first block. 20. The sem conductor nenory card of claim 19, wherein the
first 20uBp6sk whrthax the stogheal | addtepdsel bretntaprbie 8dech and a
first group of sections for recording part of reserved information;, and the
at 5l easstopéngl atle ditH eyeutidn orandietie rbbgbtarkaddresspofedhef sectors
for recording the partition boot sector information, the file allocation
table a0dsthee’ aaboio fd %&refh@%wtﬁfge@tf@xe%ﬁegaaueeeht.%@et' ong for
recordi ng another part o reser ormat1 on he sem conduct or
menory card of claim 19, wherein ch 2004 89 said fi
formed FREnPRRSAPIE: RIACK rﬁ%%fbgat%ﬁwejrv%e‘??&%%ewme?ﬁétﬁﬁ gPﬁ:iﬁi‘“ﬁed
nunber of sectors is calculated by subtracting 1 froma nunber of sectors
NOM t hatheaerrabiabd et Ibd dc K dtiaming thpatilbnsdet {enuas 5 oahonNOWETRE2~x m
wherein SUMis a sumcal cul ated by totaling a nunber of sectors used to
record pbe, pérkbth&dH¥H1§*§¥th'fﬁcgéEHbIEbhé@e £61 enat! geapi 884t akl e,
and the root directory entry. 10 22. The sem conduct or menory card of claim
whegein th sectors NOM. s artiti a
Tﬁg sen%ﬁBhdﬁeﬁoprﬁgﬁﬁ%}QﬁﬂWPWﬁs(ﬁ%ﬂ%ﬁ%ﬂ_§%@ere$ﬁ ?ﬁ% ﬁﬁﬁ%ggl% Biégﬁérs
used to record the file allocation table is cal cul ated based on the nunber
of clusseesing the ydmomeechian tardd tie darelth sRchiergade 2an-The
sem conductor nenory card of claim 23, wherein: the file allocation table
has a phgajatéhy, othentrdles ieslip syiwbers triot dwtdiel i ohed) usbessepo be
recorded in said second area and each of the plurality of entries show ng

a link 2 th f of fifejall ocation
tabl e |%§ca cngf egkg;:/ él{hgﬁg otﬂa %té}f)%§§ %gtseris'kby di vi di ng
the total sector nunber the nuqrer of sectors 2, aqg nultlg ¥|ng t he
total rRRYRICRL BPASEESs O&Frﬁ Wit [HHytP dress S+l 1

15 w, at step S55, the physical address v for the erasable block
storing the y+lth section is allocated to the logical address
s+1l, and the physical address w is allocated to the logicél
address t. If the processing of step S55 is executed when the-
yth and the y+lth sections are stored as shown in FIG. 29D,

20 address correspondenees are changed as shown by the arrows rv3
and rv4.

Once the above processing has been completed, at step S56,

the precedent erase control unit 29 judges whether the
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25 the value of mis calculated by calculating a sum SUM by ! si ze
3Py 296

of the file allocation table to the nunbers of sectors respe orm ng

t he partitkﬁ boot sector information 30 March 2004 90 and_the root
directory € 6#’5‘/’,2965% substituting the sum SUMinto (equati onPGTIPWAT267he
sem conductor menory card of claim 24, wherein clusters in the protected
area differ fromclusters in the user data area 5 in size. 26. The

seni condugt0abIeNYr ¥scar dagt glaitAodd nupRirei N'T# Re 1 Wt iteof agtusters
in said second area are obtained by dividing the user data the plurality of

entries | fl Lon lLe _show 10 |.i.nk etween the plurality of
cIusters#ﬂgkggfh%hgoékggggéego?%ggﬁtF n%ﬁgﬁu&Kgﬂh%ﬁgﬁé“%ﬁewﬁﬂf?i¥ea§nd
position information that indicates an address of the first cluster anbng
cl ust er sSE®RsEP{ut RFRE PRECEPPANg2MOVERe toeptepndifdt-or Thanpyoeesding efai m
26, wherein part of 15 the file nane is recorded in the user data area. 28.
An initistegatEbh tetsbd isrrepehteli fbRgeachomutdle tsdieldms MAide access
on a sem conductor nenory card that has a nenory area conprising a

plusal i Ly ol £ PECIOY SO cSBRALNEnEALACLR BRC ALY Ofariy fFLOrS (1 bei ng
-0 or a positive in e%erf as a“20 cluster, "an nagi rig one or nore clusters
as a file, each group f 2- consecutive sectors in the nmenory area formng
a bl ock XFCHRMRENDrO% YosPti $8®Pnfeder) ( and the bl ock being a small est
unit on which data erasure can be perforned, said initialization nethod
conpri sing: D& oat cthatorhen sane, oftepl 866 tandgespenhe mrercwtdran based on
a nunber of clusters in the nenory area that are to be nmanaged, the vol une
MANAGE RN d Y DIdE s S| 201l figige JORREENBLOK HCRHL 12510 AL 2004 91 2
partition table, partition boot sector information, a file allocation :
table, and.a root_direct entry, .the file allogcatjion_table indicating,
for each 1 %f’IQEﬂ&§?ﬁH%é %W%s%%rEhﬁo?PﬁgﬁBn&FnbofOMﬂmf%iQQxSQ?p
reserving a first area used for recording the volume managenent

i nfbr matS3$h, dmrenerdovitharer igtlele for (xexdl il ngndssetdaea i ifal st area
having a data size larger than the cal cul ated vol ume nmanagenent information
and i nchadivrg fio tfe NEIEL AW ks, atingt épesseconthaseatchel peocisd M

bl ocks following the first 10 area; and recordi ng the vol une rmanagenent

i nf or matdl j h i ; S d LN.t,h .. and
recordi tﬁlé:%?)ﬁe%rrégsftec{ %%%tla%g% r%ger\%hf%% %%Jr‘t?%i;zlg% P%b§g§?%9§qurl?];§t %ect or
of a fir;ﬁ Q{ﬁgﬁ of the first area,, skipping a predeterm ned nunber of 15
sect or s “af ¢ &0 rhbrg A 18 iR erReRbingeefoFhenVardabilen Y &t file
all ocation table, and the root directory entry in subsequent sectors in
order tet&p $®%n end of the first area with an end of the root directory
entry, wherein the partition boot sector information, the file allocation

taigle, and trfe RRQL1AR idN e Hhe YUY HE PSSLEISY FPRaghehaslioane bl ock
which is dlfferent fromthe first "bl ock

proposed in this embodiment is explained with reference to an
actual example shown in FIG. 30. In the initial state shown
-in FIG. 30A, sections file 1-1/3, file 1-2/3, and file 1-3/3
forming a file 1 are stored in erasable blocks corresponding

20 to logical addresses 0000, 0001, and 0004. 1In addition,
sections file 2-1/4, file 2-2/4, file 2-3/4, and file 2-4/4
forming a file 2 are stored in.erasable blocks corresponding
to logical addresses 0002,.0003, 0005, and 0006.
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29. The initialization nethod of claim28, wherein the first gl he
first area is conposed of the first sector and a first groupsgPﬂgég?é%ﬂs
used for r\@ﬁ%‘i;‘ibﬁﬁﬂ part of reserved 25 information, and thepphAgkHorze7
different fromthe first block are conposed of sectors used for recording
the partition boot sector information, the file allocation table, and the
root directory 30 March 2004 92 entry and a second group of sections used
for recordi Bgcanonhéilpar- 1o time steared ddn jan cerassbhe BOockhe
initialization nmethod of claim28, wherein: the first area is forned from

NX2' segkehrespbdnBengdtad 2rPeRiddads | (agerdl Addrébe DLedet FoTilaed ngunber
of sectors is calculated by subtracting 1 froma nunber. of sectors NOMt hat

satisfi the f.allow equation .1: {equat] 1 UWE2'_ X erein
SUM i s ?‘?utrfn"@ércébn gf‘@%ﬁ?% Bt i “{a{‘%nbfeff%fé%%g%ggsygégdq} §]’(r%e\§%rd t he
partition boot sector information, the file allocation table, and the root
di r ect ostenedy. aBd. sactdesr dildg ket AAnis ¥59%LQ BRoARaRFAFaRle block
conput er-readable format for initializing a conputer to have file access
pessf or nedrigspondingnteoaducigdicaieraddreasns V0G4 has a nenory area
conprising a plurality of sectors by managing data in each group of 2
sectors (I bl phe0n0h-8589L! i¥e Jrll SRl @ §F UPLET | 28NdsTaRRYRY @B Of
nore clusters as a |Fe, gach group of 2~ conhsecutive sectors t he menory
area formng a block (i_being O .or a positive 20 in e??r), an%,hhe bl ock
bei ng atBRafKaBPlanth ShignccRvidih aesiitdnlbe ia-e dr ABH, THHE progr am
operable to enable the conputer to performthe follow ng: calculating a

si ze of 2¥3| aoerempagénerspectdvedty do bdsed oyl cahuatidresteel 0608rsand t he
menory area that are to be managed, 25 the vol ume managenent i nformation

i ncl udi ggo@, MBSt ehakOLhe5BC Ykt 1B RAHAd I d bl @ iRkt bafebBRHeFaEON
information, a file allocation table, and a root directory entry, the file
al .l ocat|on 30. March, 2004 93 table jndicatin for each file. link
bdPusent BPuCPEPESBORHEBRoNaRRG o RFaITaE it Chetf oS FefrapbRiiesy 1o
recordi ng the volume managenent information, and a second area used for
recor di ageuset bntarahanpedti r Slowaver hal i tRtatsepehinr BEEWEREN t he
cal cul at ed vol ume managenent information and including two or nore bl ocks,
and t-hessee0pflsarede bei-pg3f onmed finemiblycksi § ddwad dgrédie Lirstnabea; and
recordi ng the volume nmanagenent information in the first 10 area, and the
user daga_jin d e recardi . Lecerd_and the
R B N T
skipping a predeterm ned nupber of sectors and then recordihg g?e partition
boot se{drCPREBFRERHESNEOL hBer ilegigalocddrsiss QL. Mt RE2F8BLSdi rectory
entry in 15 subsequent sectors in order to align an end of the first area
wilsh arbeadkotothespondidiyr ot ahe ertaty loghsral reddeepar@002ohasbbdie

2-1/4. - Consequently, step S54 is No, and processing moves to
step $55. Then, at step S55, the correspondence between the
logical and physical addresses of the erasable block storing
the section file 1—3/3, and the correspondence between the

20 logiéal and physical addresses of the erasable block storing
the section file 2-1/4 are interchanged. As a result, the
sections file 1-2/3, and file 1-3/3 can be shown by

consecutive logical addresses, so that the physical address
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sector information, the file allocation table, and the root ﬂhmfc oLy entry
Firedef

are recorded in at |east one block which is different fromt ock
20 32. The recording nmediumof claim 31, wherein: the first block of the
first areaW@0K¥Wepbsed of the first sector and a first grouPQIfIPee0tZeédns
used for recording part of reserved information, and the bl ocks different
fromthe first block are conposed of sectors used for recording the

partiti ector_informtion, the file allaqcatiqn tahl.e, e
Poot di SoforsE s yEhateb e b IRak sPoan1he sb8 Fond Fecdian Hetran hid
anot her party of the reserved information. 30 March 2004 94 33. The
recor di A¢ rddiafdterd cthe i saicaherdinessal@0dal emdacionyessiedy d&thes a sum
SUM by totaling a nunber of sectors used to record the partition boot

sector phfyeieil crddides fod@4 abf oenei erakablie, rardkt ke oxaely dheect ory
entry; 5 said reserving reserves the first area by cal cul ating the val ue of

Cector s Rt d SR AL i S 4 et ER PBqi b et SetaRe e

sectors by subtracting 1 fromthe number of sectors NOM 34. The recording
medi um GPTIESRANEENGHTRE HeanirhyYet6rdi ABdsérdichRé prAddessesi ned nunber
of sectors NOMin the partition table when recordi ng the vol une nanagenent

i nf or mafpdAowing3ihihechaoys ding secvnninf FTGai G083, vheeepmocleesimgber of
sectors used to record the file allocation table is cal cul ated based on the

nunmber ehrClsetelch i%fﬁ‘%-‘?ﬁ%&aé"r}?@eﬁ hﬁ?ﬁgéﬁaﬁébgp?ﬁg?%gssiﬁgi e

recordi ng nmedi um of erern: 2 atron tabl & has a
pluralit f entries equal in nunber to a nunber of clusters to be recorded
in the §é88ﬁ8naﬁé&F gﬁﬁéimﬂﬁ(ﬂeq Medr al RyFEF- eAPPr e8N€howing a link to
another cluster in a sane file; the programfurther operable to enable the
conput erelatipsshdpebedwesnt iswys ifans tHi e Aubbhér ahdsEtler 8~-2ahd dkusters
in the nenory area; said cal culating including: 30 March 2004 95 a first

cabcul aghen tRALCBle@Hidln 74 1> oty dbefopld C NSLR &rBYadi i di Bgxt he
total sector nunber by the nunber of sectors 2~, and calculating a size of

L 1! FoPrRERhoERe, S S R A ALE 4008 SHEPERChoghust ers by an
section file 2-2/4 is stored in an erasable block
corresponding to the logical address 0003. Thus, the logical
addresses attachéd to these sections should be in the reverse

.15 order. As a result, step S52 is No, and processing moves to
step 553, where the order of addresses corresponding to the
sections file 2-1/4, and file 2-2/4 is interchanged. Here,
the.physical address 0002 corresponding to an erasable block
storing the section file 2-1/4 is allocated to the logical

20 addgess 0003, and-the physical address 0003 corresponding to
the erasable block storing the section file 2-2/4 is allocated
to the logicai address 0004. As a result of this processing,

the file sections forming files 1 and 2 are all indicated by
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a second cal culation for calculating a sum SUM by addi ng theg g?w%‘?crpéoﬁhe
file allocation table to the nunbers of sectors respectively tormng the
partition f@psseetor information 10 and the root directory petispyonased

cal culating the value of mby substituting the sum SUMinto {equation 1}.
37. The recordi ng nedi um of claim 36, wherein: the menory area includes: a
protected area that can only be accessed by a device 15 connected to the
sem condlmstﬁcufe#ﬁﬁyl%x@abn@@daﬁsaﬁﬁhentl city of the connected device has
been verified; and a user data area that can be accessed by the connected
devi ce regard asf Dfenthed iiin®) oeénthe Aulbepkteibysohrehetowraedired

devi ce has been verified; 20 said reception receives, froma source outside
of the access { i n r r e bgal l ocated to
each of "fHe prr?stoeocq'{tgldy%rné%%% %ﬁ%ggSegﬂggg aﬁlgir?'re:’a:§ %gfgg%f Ic%gt %cal cul ation
calculates a size of a file allocation table for each of the protected area
and t he add@cai@ch consRest bea ctoghca heafdEepsed, sEhergpy: raddcdaid ¥ ond
cal cul ation cal culates two suns SUM for each of the protected area and the
usgr dab¥eammdLfacdtatedy wyen S€adbeohmafNad 86eaddsngdeaahndokcaidhe
protected area size and the user data area size to the nunber of sectors
form ngp r j.on: o] ti n h er of sectors
form ng P%%e%gédcﬁ%%cﬁ%hﬁﬁt% %%{ld %:H?cgﬁzgtegsgftﬁeesgﬁgg of mfor each of
the protected 5 area and the user data area by substituting each of the two
suns SUMinto {equation 1}. 38. The recordi ng nedi umof claim 37, wherein
clusters in the protected area differ fromclusters in the user data area
in sizesSixth Embodiment

IN vI NN Nyt/ Nv/N Nv/Nv/N N N Ngt/Nv/NO/NNNNNN/NNNN/N/NNNVNN

IINTNVE TN N Al I eI /N Dt W NG & & NV L Ny MM&&%%&%M éb]é\i&léw WARENW NO
/NN NE/NCNCO/ NN N NW NO/ Ny 07 N/ Ny7 NO7 NyO7 NO /N0 / N/ NM

[N NGIL N SN LN IS N NF N NEGNL I v NERL Mo Ve N 90
U] c"al ca] cal ca] ca] ca] ca] ca] cal ca] ca] ca
Ul c”al] val| cadisayidalicau|sa] ¢t capdathe deeorgsf ppntents

L4o| wr mhc”Y] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca

] ca] ca] eapgakraleendrcal ¢rmallad gel#pér.\ In this case, files having a

N>y/ m' ™ 7<JVe| w mhb\ W cal] cal] ca] ca] ca] ca] cal ca] ca] ca] cal ca] ca] ca] ca] ca] cajc

&gig?&%&ka%gnhb%aﬁcyjéﬁ cg%fca] ca] ca %}] cﬁ]‘c ]ga ca] carca] ca] ¢a] ca]
ca] ca] ca] ca] ca] ca] ca] ca] cal ca] ca] ca].ca] ca IC4

E) ]e~y% of‘]ée[ &%]laa]t@a]% : aelq c‘!a]céal’tﬁ ]c%?%a?}%"&i‘]% ?Ealrca?ea card 100.

U c”a] ca] ca] ca] ca] ca] ca]ca]ca]calca]caljcalcalcalcalcalca! G p% |

LHE! ! " ShoU1d' 8he'ts' B 44| M mer]odd ciaj celhethen] £alealhralfeajishleapea] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! ##($ PSSYLOVE
F&~88&Talitable de b%(r(c(:)rﬁﬁ) {ﬁ&q&bcwg]lcl caikal eplcad st enl epbeateakl cal cal c
aJ cal cal calca]lca]lca]ca]calca]ca]ca]calca]lca]lca]lcalcalca]lcalcalcal)d*r***
+++b+ +++

1., -e-)méth ingthe aceRss ARBAKAYLT 492 a788RaTRaTRET AT 28] ERTEETES] ca ¢
a] ca] cal] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca%ca ]ca! 0! 171112
$272c2qef 2k he2dide3 befone 611%:13,/%] @r [w’efa}léa} calEaf&licd] ca] ca]
ca] ca] ca] ca] ca

U c”"a] caheakcakc akemliarlr aldcnltciald o] £rleaj satead cat cafittddal th&6666666$7/
7f 7778L8f 8889-9_9999): 3: U {

] ca] ca]l\%HF _%]if%%%%f%%%@g]’) gvgiﬂac%fﬁﬁi%ﬁ a5t sl 6/l gRl €apcal gl cal ca
2] ca) ¢ Jpeapos] EameALCAREs caRo e o ayeyesgil ebtafeane e (PR Caly

ca! @AOAOAN AAAA; BsBBBB?C\/CCCCCDDDVDDDDEPEyEEEEF{ vgj e_ZU ca] cal ca] ca

U ca] cased] d¢a] ddpdabdableraldtddle alisj s al De)sh] sat s i nagxténddda]l cal cal cal c
a] ca] ca] ca] ca] ca! FOFr FFF¥%:XGGEG

attribute for each file, enabling the type of data stored in a
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KXK{vgl gb] X] c] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal ca cal cal ca] ca
I' XK[ KNKKKLSLLLMVAMVM NNN
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a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca! PQPQRQAABRN
SNSSSSSSSSTETE TTTTUHUF Ui UL UUUSVYVzupj e [ V] ] ca] ca] ca] cal] ca] ca] ca]ca]ca]ca]c
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Y" YO ( YRR ML Add ik RAd v % @] ga] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] cal] ca] ca] ca] ca Tca f t]? fca ca]ca]ca]calcal\\\0] h]k]]]~/~
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ca] cal] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! bcQccccccceccdBddddeReeeeef Af
fff. ghgGFdauurs gi1oqn lior]we cfaeing] te] zahee] trpeapfakesoaleh] ca] ca] ca]
ca] cal] ca] ca] ca] caU] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca! OhhhhhhhiiWziiiii4djkjjj&
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caJ ca! 7u(eQ
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I*6{vqgl ga\ V] ] c”a] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] caheot ealheabl) fahﬁa] aal gablaheakedi®0Xed Zodyal o] U ca] cal ca] ca]
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the system is compatible with other systems. In addition,

since the access apparatus 200 need only implement the
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~written. Provided that the application program 8 in the

20 access apparatus 200 accesses the semiconductor memory card
100 via the file system operation unit 9, the attributes in
the file entries are wvalid. ‘However, if the application

program 8 accesses the semiconductor memory card 100,
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1090 (301 200RRL T POTREY, F2TSd e (525 ot F1C1 1 32535REABE
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that the nonvolatile memory 1 has a backup area, which

contains a block attribute table.
The block attribute_table is made up of entries

15 corresponding to erasable blocks included in the volume area.
If an entry is set at ‘1’, the corresponding block is write
prohibited. Furthermore, if an entry is set at ‘2, the
corresponding bleock is read prohibited. The file system
operation unit 9 and the access control unit 2 disclosed in

20 the fifth embodiment perform operations on the block attribute
table, as well as on file entries. If the application program
8 instructs the file system operation unit 9 to open a file

for which an attribute has been set, the file system operation
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L#10%0xea$ ) beenod@gerortpd o et EbQikBie & tiiedbast ¢ ) - $Hd 0PDk& $¥ystem
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A0 RS (oS g WM B g rascccecho
clusters in the user area. Following recording of the file
15 sections in the clusters; the file system operation unit ¢
sets the file attribute in entries in the block attribute.
table that correspond to each of the érasable blocks in which
the file is stored. If writing of the file is prohibited, the
file system operation unit 9 sets a.write prohibited attribute
20 in entries corresponding fo each of the cluster$ storing the
file sections, and if the file attribute is read prohibited,

sets a read prohibited attribute in entries corresponding to

each of the clusters storing the file sections. If the file
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} &¥bC destination address.
100x-"10% & ()-+S#10% & ()-SI)10% & ()-& 10% & ()-$P"10% & ()-"M 10% & ()-z
|38 3 Ininintane dYNE 40Qxi 6\ cdfnahf) is issued by the access apparatus 200, :
10% & ()-&90! 10% & ()-60! 10% & ()-1210% & ()-0
the write control unit 25, or the meodify control unit 27,
refers to the entry in the block attribute table corresponding
to the write destination address.' If the entry shows that
20 writing is permitted, the write control unit 25, or the modify
control unit 27, writes data into the block shown by the write

destination address, and if the entry shows that writing is

prohibited, does not write data into the block shown by the
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10% &I () -~~~ "‘V""""‘dEYNC 100X . 30 MarCh 2004
i 10% & ()-i VI 10% & ()-110% & ()-#10% & () - 10% & () - $10% & () > ~HFIEYNC 100x

OP" 10% & (WoP#ik9gh& ()-0 10% & ()-Ls 10% & ()-3$10% & () - - pcT/apoo/oT267
10% & () - 7u( edEYNC 100x &810% & ()-$"10% & ()-O0P", 10% & ()- §
#10% & ()-0"10% & ()-&s$10% & () - Q dEYNC 100x

| 4710% & () -, 2810% & () [#10% & ()--110% & () - SP+ 10% & ()-)}10% & ()- &C
100x| 109G € yAeptodRtd qn addresm 10\, ;

10% & ()-9j!10% & ()-6"10% & ()-.edEbC 100x! 1090x& ()-i "109%0x& ()-iy
109%0x &' () - 9# MhPix &ifn)t idfl O xe (a)rrdﬂﬁ&i(&:cﬂﬁtﬁw]fb&n be performed both
100x01090x& () - &WYA0%OX&' () - L#10%0x& () - L"10%0x&' () - L@ 1090x&' () - YV109%0x&

I ow;i’v(lz’?‘%g’fo%%%p%i Ss$(11°0%;§>§%(g§93@@@%%{%é#w)ﬁ%% 2B0xkF2L05™BES 100x:

1090x &' 096§ SG@O%)X&' - 34M 1090x& ()- S- @L10%0x | | <LdEYNC
100x! QfGO/g )fx ) &qn Ynteey (ég%ob@(yhmév&lﬁt&%am

100x! -i = 10%7&' ()-| 10%7&' () &10%7&' ()-&10%R& () -f
10928 (progremwd (ssuesdBYNEit@0Xr G&Ra#RIOMREAN] -dibtdee@y, (byDateing ()-< f
MO%R& ()-Y &L0%& ()- 10%R& ()-+hXdEYNC 100x! 4#109%R& () - 2#109%R& ()-0QC0

188/6;?43&%&%&(%( ;]L@; sﬁ:bm?'bb%%%f%&]c_%%ﬂ]f_%ﬁ%: %?y/gg}% é&cllow% and readlng of
10%?&I(510L%Eb%an be restricted whether the access apparatus 200
issues commands via the file system operation unit 9 or not.
The file system operation 9 in the present embodiment is
10 explained with reference to an actual example in FIG. 34. In:
FIG. 34A, data contained in a file 1 is stored in eraéable
- blocks with addresses 0000, 0002, and 0003, data contained in
a file 2 is stored in erasable blocks with addresses 0001 and
0004, data contained in a file 3 is stored in an erasable
15~ block with an address 0005, and data containéd in a file 4 is
stored in an erasable block with an address 0006. FIG. 34B
shows a situvation, when a file 1, for which a write prohibited
attribute has been set, is stored. 1In a block attribute
table, entries corresponding to blocks storing sections of
20 file 1 (addresses 0000, 0002, and 0003) are set at ‘1’
indicating a write prohibited attribute. If the block

attribute table is set in this way, the write control unit 25

will reject commands to perform write processing on the blocks
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100x! Of | T09%VE’ () - L&t 109%VE' () - LA109%VE () - i #10%VE' () - #) 1094VE, N%Qc%%@ -2V

ydEbC 100x! - 109%vE' () - 010%VE' () - 109%V&' () - SC) 10%VE' () - 010%VE! %% ,

109%V& () - v\ BEBE70100x! YA 0%VE () -"- 10%V& ()-C 10%V& ()-6 PCT/AIP00/07267

10908 () - CLOYVE' () - i 10%V&' ()- XdEbC 100x! " 0! 109%v& () -

1{);\4123;.\&/&())218%/& () -+ 109 ()- )10%\/& ()-C #109%& ()-HIYNC 100x! 10M 10M
0%Vv& 7*10%W& ()-2j'10%v& ()-*dEYNC 100x!

p#10%VEYE g 2oskESErs 9001%%;&'“ 011%2/&0%/&' J()-$10f%M(9:) () - *cTdEYNC

100x! " 0%\/& ()- Pt 1098 ()-f 109V ()-#109VE () - S#10%E ()-31 109V ()-

E} dEYNC 100xFI{. 34C shows a situation when a file 2, for which a read

1090/ () - 10 () - 61098 () - | LO%E () -, 109V () - " 10%& () - %andEYNC 100x!

agégl Qbhi%@%&& %kt&£gaﬁ¥§¢§”;gﬁﬁaﬂg%ﬂ) -fis JOSMEBG(1n! £RAGWVE ()- *bC

10%VE! ( 4109 )- 121109 * 6EQAEDC

100x! &1 @&/E"Mﬁé%%@c’ﬁy oA ”()tq‘fcmfés(% #alo%%ﬁ(}“‘f‘bf%m &) F&&Ebc

100x! 00! 1098 () - L, 0! 109K () - LT#10%8V& ()- LO! 10%AVE (% 109K’ ( 2:,
16%v8; p;ombgbedm@xmbmwm()s@ Hoveesat(yies 1p94mhe)block attribute

M 109VE ()-nt 1098 ()-0 10%V& ()-[~' dEbC ‘

100x! | Zt&Q%/&th)atO%%Q%o@d 8 1HAVE&E (De 2t 10888 [()the file 2 is
| 210988 ()-61)1109%V& ()-" _xmbC 100x! $10%0x& ()- 10M 10M 10M ;

100t 15 PRdedoatel - pORRE He RS, %53“%%?9 RO O

100x! M 109%9x& ()- 10%0x&. () - 0sl " 10%0x&' () - M 1090x& ()- 0

1099x & ﬂwae@o%)x& PYurpldyb o fl ot T 152 P 3 9830x & () -

#1090x&' ()-"109%0x& () - Ss! 1090x& () - PO! 109%0x& () - 147v2dEnbC

100x! - #109Wieh) tRe# E0Y@X 8eCr-IpABO UM & (e &4 EXE ¢Yed 210MXE kS - RABROXE (
) -2mN\ ] AdE: / 100x 100x, ; 109OX& () - 8P" LOYX& () -

il B R B e
188&;%23E L 102%}9%@% hg}Pfégﬁgg %&m?%%zg%@g%(glééks are set at ‘2,
indicating a read prohibited attribute. If the block
attribute table is set in this way, the read control unit 25
rejects commands to read data from blocks having the addresses
15 0001 and 0004.

In the above embodiment, read prohibited and write
prohibited attributes corresponding to each block can be set
in the semiconductor memofy card 100, so that even if the
application program 8 accesses the semiconductor memory card

20 100 directly, bypéssing the file system operation unit 3,
access of files which is prohibited can be prevented by the

semiconductor memory card 100. Therefore, by setting read

prohibited and write prohibited attributes for blocks storing
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100xC 4109%VE () - % 109%VE ()-6" 109%VE ()- 310%VE () - 30 March 2004
C| 109V& () - 10%V& () - - =ydE: /
100x410%«&|‘§% %%%4%/& ()-CO! 109VE ()-. pLOY%VE () - +10%VE () - 6) bhiRS

100x10%0x & - 10M 10M 10NT 10%v&' ()-9 910%&' () -

710%V&' () -*dNdEbC 100X|P$10%Dx&f() OIO%DX&T() 0 109Ox& ()-0s#10%x& ()-p3
109%0x&' () - #10%0x& () - NFdEbC 100x" 10%0x&' () - Wb10%Ox&' () - | mlO%OX&' () -
10%)x&'5()fslﬁ)%)lk&t%l)'-Sowag%)p&bq:)acré)i]ordléththe file can be assured,
100x6|+10@@x&f() ,) 1 109%0x& () - & 1090x& () - $109%Ox& () - 61 "109%0x& () -,
1090x& (3and,) m&lﬁ’ﬂégle%@E& (:bp%:?t%m)é‘&' OBt ddote&ction can

%0%x& () - sOlO@@x&f ()-s-10%x&

100x0PI"%p éﬁ%? 10Wk§ ()- 109@&]() #v10% & ()- 100x 100x 100xI;
10%0x & 3

10% & ()- 1$10% & () - '109@&f() #109@&f() 0#10% & () -' f?dEDC
100x"s10% &I -this embodlment the flag showing the write prohibited
10% & ()-#10% & ()-z&10% & ()-1#10% & ()-,!10% & ()-?T-kdEbDC

100K | 2&BA%r& Hyt-eD FH % o) - bgflﬁ% &afa - ’d‘ﬁéoﬂﬁg(}shbhn§0%& (r)ead)

10% & () -k"9%& (6xmbC 100x$10%& ()- 10j 10j 10]I 10% & () -

10% & ()6#10%,& ().- 0 6B¢5 109&! 10%&' (}-9 10%& () -
= 1%%&'( %’)r%é%%é atﬁ%;%{%?é 5%3’ -?d’E%EP%% 59 09E" (F 8“1; e”‘a‘“&esf rd
109&' () - 310% () - &LO%&' ()%( | 1098 () - Ps10% () -, k\ dEnbC 100xi 3" nt 109& () -
p#10%&' e iFFENOLiUbINgR té@fl L tedutooauch Fl@psEnbEurthermore,
100xCl 210%&. () - - 10%&' ()-i P+P" 109&' ()-)! 109 ()- & 10%& () - s$! 10%&' () -

} % dE: / ib0thl s Eo¥dimerdtl @5 JckbatlOf®b(te table is used to attach

i | 2WL0%&' () - 2¢c109%&' ()-i/#109& ()-XY:/

1010% € Chcs KA o BAALE0 '&0%%%%}3%5% 102 §abh” BAQUAI() nlORIE: /

10P10@@&f§) 10% & () - ( o o A op o .
0L AT el e YoV GRAPAR (ALRB B0 50 0
101 +nt' 0@@&f() ,)110% & ()-&p#10% & ()-$10% & ()-1" 10% & ()-

"10% & BRL1PAE: pach individual block, a list or 51mllar structure may
be used. 1In this embodiment, a method for setting read and
write prohibited attributes in the nonvolatile memory 1 as
block attributes is described, but information other than that

15 described in the embodiments may be used as block attributes.
Examples include managing blocks so that only users with a
root privilege can obtain access, or giving each block a user
ID, and allowing only users in possession of that ID to obtain
access, or setting access privileges to blocks for each

20 individual user. In the above explanation of the file system,
a FAT file system is used, but similar effects may be obtained

by using another conventional file systems such as UDF or the

New Technelogy File System (NTFS) used in WindowsNT™, or a
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109! 10% & ()-6 10% & ()-4 10% & () -, 210% & () -/ p#10% & () - - %8?@%&'#206& bC
10LP! 1090x& () - #109%0x& () - 10%x& () - $10%0x& ()- 10j 10j 10j,T:
10% & () - | WaEi@egm0! " 1090x& () - 0" 1090x& () - H t $109%0x& () - 0, PCTOMM&26) - L-
1090x&' () - LP" 1090x& () - KOdEbC 10"! 109%9x& () - S|
M 1090x& () - 1090x& () - 810%x& () -i ! 1090x& () - 1" 10%x& () - 00&f dELC

| 0 - - 0, ! ) - | ) ) 0
10&0! 1090x 1%%0/ &oé(& +" 1000 & %e(%. 1090X & & & #1090x&! () - $#10%0x& (

) - 7pst uFYy @ FeRRf ; 1590 OF8: 1HoHRESE) £FLO

1090x& () - 4L0%DX&' () - f 2#109%0x&' () - VVAEYNC 10 i 0! 109%v& (

i #1008/ the- INUTDYE o) m@%&(¢enﬂ&we@)mlemeq:;asvbaevua;om as 32,

109/’ () - Ol #1090V’ () - O&L! 10%VE' () - DIOYVE' () - 109 ()-LI 10%E ()- NdEYNC 10

& z &1 09 ( ):h@@-qwdét owd Q8&nble! and the number of sectors in one
"10%VE' ()-&" 109%v& ()-nt 109v& () - ngEYNC 10

4M 10%VE! % &0" 10%VE' () - - 10%VE&' 0%VE f) 10%v& Y bC
10] ! 10%&%?% %@/E‘L’(’% )malﬂbl\?%dﬂﬁ’ﬁ%?\ﬁ”io RS ‘& Eéc‘nﬁ/& (§)7#)10%v& (§) E; dEbC
10i 3#10% & ()-i P*"10% & ()-i" 096&.()-|Vn11096&.()-| 10% & ()-Ps10% & ()-;
eNSEbC 10LD10% & ()-L3

10% & ()-L"10% & () - 10%‘&' ()-10% & ()-1sJ10% & () - NBdEbC

10L$! 10¥n&u hBl# i
p#10% & () - & 210% & () - C&10% & ) @n096&.() B71 dEbC

1002" 10% & 0 PR L- #1 ) oP+' 6 & ( )3110% & () - L& 10% & ()
S8 () 8xan§%8# %ﬁgc (§) scard f&b/f% ghé %éié%

10% & () - p810@6&.( -06310% & () - LI4P 10@6&.() 8E ~_@bC

1010% &E¥P a@@g@@g,pyq pqg;@ngg_uhe];mge%pQQ_oﬁ'Ehe nonvolatile

1109 ()-!'10% & ()-"!I1dEnbC 10f d10% & ()-&M 10% & ()-:$10% & ()-nl0% & () -
f) 10% rﬁen(u):rﬁ&lO% he)rdfodEmEy ekl Wi &udh ﬂO%mébnc)iuctor memory
10% & ()-& 10% & ()-$10% & ()-"10% & ()-2M\dE: / 10j

card 100 records music contents obtained via digital music

distribution, and repeat recording in which these music
contents are erased, and then other music contents recorded is
frequently performed, the lifespan of the non_volatile memo.ry 1
is not shortened. Consequéntly, a single semiconductor memory
card 100 can be used repeatedly to record music contents

ocbtained via digital music distribution.
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10j1;10% & ()- 9#10% & ()- 70110% & ()-4

10% & ()-210% & ()-90010% & ()-%a@xY:/ 10j 30 March 2004
109%2&' () -s109%& ()-!109%R& () -#109%R& ()-109%R& ()-$109%°& ()- 10j TAdE:/

10ji P109%&' () -1 109R& ()-i#109%& ()-13"10%& () - P@LOYR& ()-P'10%& ()-A O
dE:/ 10j && 109%®& ()-L$ 109%& ()-LI""1& () -,

10%&' () -L10%& ()-C'10%& ()-8vdE:/

10j 4} 10928 4(t) 41 s2¥Pd 0AER i(5):- 00#109%%& () - 0- 0! 109R& () - Ol +#109%@&' () -, ) 109%R&" ()
-)cfghi woC 10j 10% & ()-$10% & ()- 10? 10? 10?1 ; 109%& ()-0&9

1092&' () -Bp#lEE & {JcehrdEbGpparatus  for performing file access on a

10j 106 & ()-f"10%W & ()-'10% & ()-"10% & ()-ClO% & ()-#)10% & () -JdEbC

10j i CP" 10948 condusdD%nh&néyy card that has a memory area comprising a
10% & ()-f10%W & ()-&810% & ()-VI0% & ()-) dEbC

10j L+P" 1098&a()i £y 1696 &= ¢)o13C byl ORr&gli ng<d8td 094 &84k "@XOM &1 )2/isectors
10% & ()-Q(dEPC 10j0° 9,10% & ()-p 7' 109 & () -

410% & () ¢2EAUE&0( prCa] Po%E &1¢9 - Lntldr&' @p- p~lcthstddj | and O8éne’difp- #hne
1109D4D4& () -#! (! 10%x& () -#$10%0x& ()- 10" 10" 10";10% & ()-/1 HAE~\: 10j!
$10%0Ox& (9r Glake clusters as a file, each group of 2° consecutive sectors
1090x& () -, 109%0x&' ()-O0L! 109%0x& () - 0" 10%0x&' () -| P$10%OXx& () -9wdE~\: 10j! 1)
10%0x &' ()ir&" 1020x&n( )y $HATOXOX& rin)inb" jdl VOROHRE' (I - Leit@r@x &) a positive
1090x& ()-*i PAE~\: 10j! 6! 10%0x& ()-4 10%x& () -1 2#810%x& () -/ 109%0x& () -

- #10%0x & (nteke#10%G&l (3hPbBCLLOK! HMBQIYME' Ehat 1O98/KuO) L SVADINELEY - dBOBX
100x 100x!; 109%0x& () - &9#109%Ox&' () - 1f qdELC 10j! S-

109%VR () -ONEQIYREELD) -1 TRUIBT(ed 010U aceBs 1090 at sl kdt02AR (9):- =r dELC 10j !
&" 10%v& ()-109%v& ()-"10%v& ()-1"10%& ()-& 10%v&' ()-10%v& ()-\dEbC 10j!

f 2109008 ()-f) 2088 (Dat8onlAfE (OpePabDEAVED ( altdDIMR' &) fize 0WIR vOlugedELC
10j ! 7#10%WK ()-4"10%v& ()-f2M 10%v&' ()-&0 109K ()--

10%VR' () mamapesditt (InfqstatnibC B8§4d idnl @VREMN:r dfl GUR&TEY s $LOVEHE (Memot®M 10M
10M ; 10%V&' () - C9} 10%W&' () - X GJEbC 10j !

L#1090&' (Jrek" HOHRE' e Ps$1D8R &afiiged 0YREL ( Yo Lun®yPahéenayit] MR ptGondELC
10j! Ol "i!10%& ()-0,

1 109R&' ()i+@lu0iRg’ € )OS0 dR&t( refb#d0%P &FYLi0E#R0YRB1E ) - IMIEHC 1DDj beot

0/ P*109%& ()-0-#109%®& ()- Ol + 10%& ()- O,),

109%R&' () -2HPOVRELCIMOPHTOVRE Tl )e ALHYNGion table, and a root directory

19 entry, the file allocation table indicating, for each file, links
between clusters corresponding to the file;

& reserving unit operable to reserve a first area used for
recording the volume management information, and a second area
used for recording user data, the first area having a data size

20 larger than the calculated volume management information and
including twe or more blocks, and the second area being formed
from blocks following the first area; and

a recording unit operable to record the volume management
infermaticon in the first area, and the user data in the second

25 area, and to record the master boot record and the partition table
in a first sector of a first block of the first area, skip a

predetermined number ¢f sectors and then record the partition boot




10j! 10? 10? 107?1;
10@@&T()-C9610@@&f()-6i!10@@&f()-4"10@@&f()-,2&10@@&f()-BdEYﬂ%Mﬁﬁq2004
F109&' () - p#10%&' ()-SI 0! 109%&' () - S#10%&' () - 109& () - $109& () - <USdEYNC 10j !
0! 10%& ()-1 109%&' ()-!210%& ()-109& ()-Cod0%& ()-1#10%& ()-$bRIJEYNC 10j!
& "10%& ()-$P" 109 ()-"!10%& ()-f "109& B8)-& 109& ()-9%10%’ ()- HHEYNC 10j!
4t 109&' () - yf 2#&109&' () - &0i ! 109&' (1) --P"109& ()-+1"109%& ()-f)#10%& ()- @DbC
10j | 1090x & ¢FoB109gR&neFiono the 0¥t LEOORL L9 <at0oIouRE 31741096 (HReRIEBE"
10j ! PFlO@@x&f()-i,!10@@X&f()-10@@X&f()-‘10@@X&f()-310@@X&f()-#109@X&f(%-;
zdEbC 10j ! directory entry in subseguent sectors in order to align an end o
10%0x& () - &"10%x& ()-LI ] 10%x& ()-i, p#1l0%x& ()-L"10%x& ()-M 10%x& ()-:y
5dEbC 10j ! the first area with an end of the rcot directory entry, wherein
+"10@@X&f()-pI)L!lQ%@X&f()-'109@X&f()-0$10?@X&f(g-L"p#10W@X&f()-LI
!10%@X&j()t5¢(8@m§ﬂ;xgﬁ!bo&g3sgg@@§g}Q§quatlon, the file alleccation table,
10@@X&f()-4nf10@@x&f()-IZ@&O@@X&T()-0#10@@X&f()-0-1Q@®X&TS)- bC 10j!
| #10% & () 2#d 0% [POL0%E BEFYQUIPY WOTALE (B FBORTEBOx1R00%f 1209Hx 8 E) bLock
@2ndEbC 10j! L'10% & ()-i!'10% & ()-%0% & ()-i13"10% & ()- 10% & () -
C10% & ()-ﬁﬂwwabl@ pajfifereny obaqy (Hheofirsc block. -
#10% & ()-0&L!I10% & () -CH10% & ()-L!10% & ()-LI=10% & () - HeaBbC 10j !
-&10%&' () - & &10be\ 2@ 2PpRIBUAR (0 -FRAm1 094 B HRIRE 794.0% & () - 0%
10% & () - @xnmbC 10j ! $10%v& ()- 10\ 10\ 10\; ) )
10% & () - CO#109%Be ( Fisyt 1bbad (9L 40K ISP AagEntie composed of the first
10j ' #10%V&' () -s! 109’ () -
3} 109%vE () spFaDavEnd )2 | 100k ¢9Qud DA tirrengderpEer recording part of
10j !, nf' 10%v& ()-0! 10%v& ()-10%v& ()-610%& ()-P )
109@&%%@-,f@iﬁ@ﬁ@*)lWQQWWEﬁB€p10FP$ ;bgwgﬁ(ﬂgastlqu&b@?QF different from
1 1090v& () -"109v& ()-!10%v& ()-1 10%v&' ()-),/fdEnbC ,
10j!_#1oqm@p§)f;gggwgieyk|ﬁs composed c¢f "sectors used for recording the
10%v&' ()-' 10%v&' ()-1210%v& ()-& 109V ()-F2567dE;/ 10M ,

partition boot sector information, the file allccation table, and

the root directory entry and a second group of sections used for
recording another part of the reserved information.
15 3. The access apparatus of claim 1, wherein:
said calculation unit is operable to calculate a sum SUM by
totaling & number of sectors used to record the partition boot
sector information, the file allocation table, and the root
directory entry;
20 the first area is formed from mx2’ sectors (m being a
positive integer):
said reservin§ unit is operable to reserve the first area by
calculating the value of m based on {eguation 1}
{equation 1} NOM+SUM=27xm;

25 NOM being & number of sectors; and




10M ; 109v&' () - &9j ! 10%WK' ()-6! 109%v& ()-4! 109%v& ()-12
109%V&' ()- 010%V& ()- 78FHK$/\% XY: / 0 0 30 March 2004
10MPp#10%0x &' () - #109%0Ox& () - 10%0x& () - &10Y%Ox& () -1 s10%0x& () - $10%Ox& () -
10MdE:/ 10M."10%0x& ()-L 109%Ox& ()-il 10%)x&' ()-i,#10%Ox& ()-i -
109%0Ox& () -1 S#10%x& () - DAE: /
10M 21099x& ()-' 109%0x& () - 10%Ox& () - Olo%)x&' ()-0i'10%0Ox& ()-01i!10%Ox& ()-3
N$dE: / 10M+ 109@x&4 () -dochi@¥@x & Urd'tnt 1090x&re¥alBhE 109%@x &' ¢31cullEdFOX &L - Ol
109%0x& () - $"CdE: / 10MCO#10%Ox& () -6j ! 109%0x&' () -410%0x& ()-12"109%0Ox& (
10%0x &' () - prd 0988l ifedbGuiDME10% &= ¢Ye 1D% K (UICITOUE () -f$§2@°@&e()mmé€mx
100x 100xf; 109%0x& () - 30dEbC
10M 10% & ¢F - 36dtk0% &OU) - M 10% & () -SHI10% & ()-10% & ()-,210% & ()-0" _dEbC
10MPM' 10% & ()-M10% & ()-m'10% & ()-s- 10% & ()-3'10% & () - B
#10% & () - KIEbCTROMSE d}9§ &ppp+$1OHNEL (SLaPm- 3 100 (i
10% & ()-10% & ()-!'10% & ()-" JAEbC 10M 4! 10% & () -, 2#10% & () -/ -
10% & (9 --- 10%8&id)rdudrilyfc&uf) L) p#109%9&0lE- bC $O6M 1YW BE)r- $TOFRRLPYS
10j 10j 10jf,;10% & ()-9"10% & ()-6ni10% & () - %V qdEbC
10M 10% &NEH - LA0%r& pprE#)10Y) Balf)e OV Y0 Y L QEALNTO WG (V1109 &2ORIPBEEDC
I0Mj110% & ()-&"10% & ()- 10% & ()-mM10% & ()-1"10% & ()-m'10% & () - TdELC
10M210% & £ £ 0%l () - 10% &' ()-CL0% & () - p#10% & () "10% & () - 00QdEbC
10M 10% & () -+#10% & ()-) 10% & ()-& '10% & ()-$#10% & ()-""10% & ()-Q @y
~ dE:/510] 10%, atQ%¥e&' (IpPaati@U&E (Flaim 109 &viggrefn 0%pe (Nuper of
10% & ()-C01"10% & () -~
_ sectors used to record the file allocation table is calculated

10 based on the number of clusters in the memory area that are to be
managed.
6. The access apparatus of claim 5, wherein:
the file allcocation table has a plurality of entries equal
in number to a number of clusters to be recorded in the second
15 area, and each of the plurality of entries showing a link to
another cluster in a same file;
said access apparatus comprises:

a reception unit operable to receive settings for total

numbers of sectors and clusters in the memery area;
20 said calculation unit includes:

a first calculation unit operable to calculate a total
number of clusters by diving the total sector number by the number
of sectors 27, and to calculate a size of the file allocation
table by multiplying the total number of clusters by an entry bit

25 length; and

said reserving unit includes:



XY:/ 10j |t 10% & ()-p 109% & ()- p#10% & ()-L 10% & ()-)10% & (3o Hpoh 5504 -
10j  =vdE:/ 10j|0!10% & ()-0! 10% & ()-0! 10% & ()-210% & ()-]' 10 & ()- &
10% & ()-' ¢ dE:/ 10j|0&" 10% & () -
0"10% & ()- 0! 10% & ()-0f P" 10% & ()- 0&10% & ()-03"10% & ()- Y EdE:
10j | #1109 & ()-) 1 10 & ()-C M 10% & () s 10% & ()-**10% & ()
#10% & ()-7qdE: / 10j | 9" 10% & ()- 7! 10W& ()-4 10% & ()- 2"10% & () -
Q00! 10% & ()-.mM 10% & (Jeco¥dCcalculation unit operable to calculate a sum
10] i PP#L0%X& () - #10%0X& () - LOYOX&' () - #1090x& ()- 10\ 10\ 10\:
10% & () - XedEbEy adding the size of the file allocation table to the numbers
10 L" 109%0X& () - LP" 1090X& () - Y0%x& () -, | 10%x& () - LOLOYOXE& ()-i p#10%X& ()
- JEbC 10j 5¥0%8@%&t6}sf respectively forming the partition boot sector
1090%& () - #10%0x& () - & $L0%X& () - 00! L0%DX&! () - Ol #109%9x& () - E. dEHC
10j &01090X &nfprmd BOXEnd ) tHM 106OX8ikpectdry entry, and to calculate the
1090x&' () - & | 10%x& () - S$10%0x& ()-. dYNC 10j 100X 100x 100X :
1090x& §) - C#L0WK & by FHLOYOXE (g 64Q! 10XOE® (Ynth210%0% & ¢r) -tH7Z.FAEYNC 10j
" 1000V () - VHLOWVE' () - #10%VE! () - p#LO%VE! () - | 109V’ () - #10%VE! () - 7r Y%IdEYNC 10j
#1090V () 7= 109ME §3cédd @dealrtss LOPAR () 5 108K ()~ 109 () - ANAEYNC 10j
&#1090VE' ()-5$J 109K’ () - 3" #1000/ () - 10%VE' () - 109K () - S&10%VE’ () - ; h} dEYNC
10] 6#10%VE&' () - PA20RAM £y -ardh 10%ME49 - - PLOYWWK' () - P+T#L10%VE () -)
10%VE’ () - 03456DFI bC 10j 10%VE' () - | | t 10%VE: () - #1090V& () - 10M

a protected area that can only be accessed by a device

connected to the semiconductor memory card once an authenticity of
10 the connected device has been verified; and
a user data area that can be accessed by the connected
device regardless of whether or not the authenticity of the
connected device has been verified;
said reception unit is operable to receive, from a
15 source outside of said access apparatus, settings for numbers of
sectors and clusters to be allocated to each of the protected area
and the user data area;
the first calculation unit is operable to calculate a
size of a file allocation table for each of the protected area and
20 the user data area based on the received settings; and
said second calculation unit is operable to calculate
two sums SUM for each of the protected area and the user data area
respectively by adding each of the protected area size and the
user data area size to the number of sectors forming the partition
25 boot sector information and the number of sectors forming the root

directory entry, and to calculate the value of m for each of the




10M 10M 109%VE’ () - 8nt 10%VE: () - | UdWIEDC
10j 0, " 10%MVE () - 0" 109VE () - O 109! () - LPA" 1090V () - p#10%& () S10M R 15%%@ dE
bC 10j 10%v&' ()-! 109V& () -, 109%V&' ()- 10%V& ()-" 10%VE' () - 3" 109 ()- !\ dEbC
10j ' Z109%VE' () - $0! 1098 ()-"M 109%V& ()-1 0! 109 ()-' 109%V& () -6
10%Vv&' () -: qdEbC

10j | 2rrF 109ME: () - O#1000VE: () - - 109V () - +#18%0ve () - 12109 ()-1)

10%V& () -' bxob&cdd] #%AVENQ) thdOVsdPMAOMErea by substituting each of the
109V’ () - 89" 1098/K’ () - 6#109%/E () - 4M 10%&’ ()- U W dENbC

10j " | s10%VEiwé ) s15hsl QIR : o) o MLOSAEX i(or 31 10%VR' () - p#10%VE' () - 10%V& ()-W Z ]

| dENC 10] #10%VE () - P

10%vE' () - ! 80%VE'Th) - fa2 MY ap)oar 406K o) -chQIME 7,) - 24D e daEs10in the

" 10088 () - #1008 () - ! LOYVE: ()- 1! 10%VE' ()-! 109%VE' () - i LOYVE: () - """ d#to###dEnD
C 10j - protected area differ from clusters in the user data area in size.
109V’ () -1 +#109%/8' () -, ) M L0%VE' () - 68109V’ () - $3" 1OYVE' () -1 "#100K: () - # $_$$
$%000 YetE: / 910M 1AM bécess apparatus of claim 6, wherein said recording unit
109V’ () - 8OH100VE: () - 6H#109VE () - A#109%VE' () -1 2" 109’ ()-0 10%VE () -

98 % %A Y% Vs YaSechle to:

10M) 10%VE! () - 2109%VE' () - "' 10%VE' () - 10%V& () - STOWVE! () - #10%&: ()- 10MFANER6
&F&&AE: /| 10MD" 109@8rd ) usdr data divided into a plurality of sections into
109V&' () - L&" 109VE: () - L#10%VE' () - LM L0%VE' () - #) 100 () -8&89' s' ' ' dE: /

10M 3" 109V é ) s d0AV& rieh- a$0%VBI(yality of clusters, each of the plurality

i 1098 () - 0C" 109V’ () - OL! 1090& ()-') (h((() U) dE: /
10Mr10%VE' 63 - 3 8t 4094 H9ing !sHIMR' (D HMel@V&he) o1AAYVEY (£ clusters in

0! 109K ()-U))) *F***dE:/ 10M Ort 1090v& ()- 7! 10%VE' () - 4J

10%VE' 10) - 28199} a@P2 109K () - . ! 10%VR' () - ********&+pC

1ONE10%X&’ () - p#L0%0X& () - 1090x & () - #109%0x&' ()- 10M 10M 10M

10V’ () - &+7+r +bewrat}pidizCity of entries in the file allocation table,
10M 2109%0x& () -' 1099x& () - 1090x& () - Ps109%x& () -6

M 10%0x& (daslO9®xshe Jolutatick, of dabxGies showing a link between clusters;
10M 10%X& () - P" 1090x&' () - " 1090x& () -} 10%0X& () - " 10%X& () - P 1090X& () - , - W
.G dEbC 49M) 109%0x& () - &nt 10%0x&' () - $ni 1090x& () -1 " P" 109%0x& () -,

1090x&' () - L0%X& ()-G .. .0/ n// dEbC 1OMB" 1L09%OX&' () -1 4" 10%0x& () -

, 201 109X &' () -/ +4 09X &'a( ) £1130%befe ( ankd+1086ek o) - AhEbthd D Cshowing a
1OMLI 1090x& () - ! 1099x& () - #109%0x& ()- 100X 100X 100X, :

1090x&5( ) - Bt (3 -1 Q00N dERE in the file into the root directory
1OMD" 109X &' () - LOYOX&E' ()- | t LOYOX&E' () - | L0YX&' () - LMLOY®X&' () - L" 1099x&' () - 1UL
1111- 2dEbGerkOESf

1090x& () - &p10%X& () - 010%0X& () - 0l " 10%X& () -i 1090x& () - O#10%0X& () - - 20232
i 2223dEbC 10OM ) 1O%0x&e LS - &pparatus of claim 7, wherein part of the file
1090x& () - $P" 10%0x& () - " CLOYOX& () - 21090x& () - C 1090x&' () - 3334J444dELC
1OMC9 10%bane| )i-s7 RoEO¥Ba& 1) -thp# 880X 84 E) Hr2a.

1090& () - 8&01090X& () - +nt 10%0X&’ () - CA4444444] 5bC

11. A semiconducter memory card that has a memory area

20 comprising a plurality of sectors and manages data in each group
of 27 sectors (j being 0 or a positive integer) as a cluster, and

one or more clusters as a file, each group of 27 consecutive
sectors in the memcry area forming a block (i peing 0 or a
positive integer), and the block being a smallest unit on which

- 25 data erasure can be performed, sald semiconductor memory card

comprising:



10M#1090VE: () - #1000V () - LOOME: () - #109& () - 100x 100X 100X; 50 parch 2004
10%0x&' () - / 5f 555" 6c66dELC 10M 100VE: () - S$S109VE () - | 3#1000v& (o8
#109%v&' () -0l " 109%v&' () - OVI0%E ()-66 7a7778dEbC 10MP" 109 ()- "10%E& () -
1098VE. () - YA0%VE () - 36#10%VE () - #109%VE () - 8$8_88899dBbC

LOM 2#810% | & () - /" 109! () - - #1090 () - PELI0%E! ()-)] | 10 ()- &

109V ()-9:::::#: /:> bC 10M #10% & ()- 109 & ()-#10% & ()- 10M 10M 10M
109%v& () - 9P" 109K €) 3t | ared, P i HEDSHOM kb 1088 & rfdredlBY®EkE) - Idsed for
10% & ()-i#10% & ()-"10% & ()-"10% & ()~-;; &\ <<<=dEbC 10M 0 #10% & ()-LC
10% & () - C3AR%H& 9 ~1PLAM &éﬁagéﬁéﬁ'tlg%\f&iﬁétikﬁﬁlg%&' () - =1 ====5>0>dEbC
10M . 10% & ()-+ 10% & ()-0)10% & ()- &C &10% & ()- 9% 10% & () - 0"

10% & () - 0>>>?T2?7222dka/ a 103, L i nl0%Bc&mbh- £O4A 0B Scxks - £ IAAE (thed First

10% & ()-2940% & () - CO100A & () - 2?272?276@aY: / 10\ 010%0x& () - OV! 1090x& () - L-

1090x& () - #10YOXEsdd) -rFHRYRX & £ £l ORX%&aka; 10\ QEOOLARIE: /

10\ OOL! 109%Ox&' () -, 2109%0x& () - &10%x&' () - 109%0Ox& () -| 3t 10%0x& () -p

L! 10%0x () - GKAAAA BBk nmnagement information including a master boot
10\ 0! 109%0x& () - #10%0x& () - P"109%0x& () - 109%0x& () - #10%Ox& () -s

109%0x& () - -ByBBB. Et{tion table, partition boot sector information, a
10\ OP+#10%0x& () -) #10%0x& () - & 10%0x& () - $! 10%0x& () -P"'M 10%Ox& () -
#10%0x&' () r CCEDGDDR-EAE:A 1QW08 109X &a( ) réot directory entry, the file
109%0x& () -1 4C10%0Ox& () -2m 109%0x& () -/"10%0x& () --#10%x& ()- E

EEEEE* EGECED G dON #EHO Y0 b - 1 AV i), 1048 ddcrf HOUE', () 1 nO0Xe h2% HA0Xters
10%9x& () - CEEEF; FVFFAEbC 10\ P"10%& () - sO! 10%& () - &36#10%&' () -
P"lo%&f()-ba£¥@§ﬁ&nd§Mng%8&ﬁé-E%Té?<333ﬂéEthiQ\£ﬁsﬂéBﬂ%d&t record and the

"10%&'()-10%&'()-S$10%&'()-3"10%&'()-0!10%&'()-HMHHH 1111 dEDC
10\ / Y& $dred i b1 B+ 03K ddaell in a first sector of a first block of
109 () - &YA0%& () - $p#10%& ()-1111"J JcIdIedf JAYNC 10\

the first area, and with a predetermined number of sectors
skipped, the partition boot sector information, the file
allocation table, and the root directory entry are recorded in
subsequent sectors in order to align an end of the first area with
15 an end of the root directory entry, wherein the partition boot
sector informaticen, the file allocation table, and the root
directory entry are recorded in at least cne block which 1is
different from the first block.
12. The semiconductor memory card of claim 11, wherein the first
20 Dblock of said first area is composed of the first sector and a
first group of sections used for recording part of reserved
informaticn and the at least one block different from the first
block is composed of sectors used for recording the partition boot
sector information, the file alleocation table, and the rcot
25 directory entry and a second group of sections used for recording
another part of the reserved informaticn.

13. The semiconductor memory card of claim 11, wherein:




10 10 10; March 2004
109& ()-f8"109& ()-f 6p#L0%& () - P43"109& ()-\2$109& ()-fJt JvJy9| FSuEYRC 100

10% & ()-,210% & ()-&10% & ()-10% & ()-C3s10% & () -#10% & () - JJIKPKKKAEYNC
10\ 10% & ()- -

109 & ()-ym'10% & ()-9P"10% & () - nt 10% &gg) - S#10% & () - KK=LzLLL- MUHEYNC 10\
10% & ()-s#10% & ()-3"10% & () - P"lO@@&f() #10% & () - V#10% & ()--M MUWN] NNdE
YNC 10\ 3+! 10% &a(i)- (£i0% 8afda &#30% &' rie)- sHdrl 084 &’ ( pedtors (m being a
10% & () -nt'10% & () - NNOPOYOOOJEYNC 10\ 8

10% & () - 6@bs0% €& (Indedt@9f &afid- 2#10% & () -/!10% & ()--$10% & () - COO0O0000h
C 10\ #10%0x& ()-10%0x& () -1s109%Ox& ()-$10%Ox& ()- 10j 10j 10jf;

10% & () - C6Pr PPRh@AQeEBE=termined number of sectors is calculated by
10\ L109%Ox& ()-LI " 10%x& ()-1,!10%x& ()-i #10%Ox& () -

i 110%0x& ( pubPhM:AO2MOK &L ( EFrAVGz GhQBERIENC 403 As1O0@% &thit satisfies the

L, 1090x& ()-1210%0x& ()-' 10%0x& () - &10%x& () - CLO%OX&' () - QQRNRRRR( SAELC

10\ S' " 19%OX&1 [ dwiHID MR L prn" D 1090x &' () - Ol

P"10%0x& () - 0#10%0x& ()-0! 10%0x& () - ( Sf SSSTUTTAEDC 10\ 4! 10%0x& ()-12

109%0x& () - Ont' 10%@x&: € Jen i}l G2 &UYF2xmi 10%0X &' () - 1) #10%0x& () - TTTUUUUUULC
10\ | 109%0x& () - #109%0Ox& () - 100x 100x 100xff;

1090 & () - &9s109Br&E D) - BUHO%U®RX &4 ( pumUddlChUMAMIEDE MPtaling a number of
"10%Ox& () -P"10%0x& ()-9m 10%0x& () - 3s10%0x& () - S=10%x& () - S#10%0x& () - VD
VWWWJEbCsectors used to record the partition boot sector information, the

10\ nf 1090x&' () -, 210%0x&' () - &10%x& () - 109%0Ox&' () - SV! 10%0x&' () - 10%0x& () - VWDW
WWN XdEbC file allocation table, and the root directory entry.

10\ 3" #10%0x& () -mM 109%0Ox& () -! 1090OX& () - sS#L0%x& () - 3#10%Ox& () - #10%Ox& () -
XuXXX-¥ YYUELC T8e/ MchQ¥Ydx&u€)es- mMetD¥OXx &)t of claim 13, wherein the
3+P" 109%0x& () - ("109%0x& () - &' 10%0x& ()-s$ 10%Ox& () - YYZPZZZZZZdYNC 10\ 100x
100x 100xf pumber of sectors NOM is set in the partition table when recording
1090x& () -8! 10%0x& () - 6] 10%Ox& () - PAM 109%0Ox& () - 2m 1090Ox& () - ZZZZZZZdEYNC
10\ 10% & ¢he 240G (pnaydiddfts iformation.

10% & ()-| WO0% & ()-#10% & ()-ZZ[?[W [ [ dEYNC 10\

10% & () - #19% &Thy - &Hc&nfieOor memory card of claim 13, wherein the
10% & ()-0#10% & ()-#F10% & ()-[)\g\\\] 1] dEYNC 10\

number of sectors used to record the file allocation table 1is
15 calculated based on the number of clusters in the memory area that

are to be managed.

16. The semiconductor memory card of claim 15, wherein:

the file allcocation table has a plurality of entries equal
in number to a number of clusters to be recorded in said second

20 area, and each of the plurality of entries showing a link to
another cluster in a same file;

a size of the file allocaticn table 1s calculated by
calculating a total number of clusters by dividing the total
sector number by the number of sectors 27, and multiplying the

25 total number of clusters by an entry bit length; and
the value of m is calculated by calculating a sum SUM by

adding the size of the file alleocation table to the numbers of




10% &
F10% & ()-'10% & ()-10% & ()-CH10% & ()-"10% & ()-11{111 2’\n’\'§8ll:leEl\|81_2L%q4
+H10% & ()-)!'10% & ()- " ""10% & ()- %t10% & ()-""10% & () -
=10% & ()-~"!_ N TdEYNC 10\ | 9"10% & () -
<7"10% & ()-4#10% & ()-2"10% & ()-|OL! 104y & ()-<."10% & ()-" , Gf "bC
10\ 9d10%V&' ()-010%WK' ()-|!10%W' ()-#10%v& ()- 10j 10; 10j1;
10% & () - staSaaadEHDekd\isE0YVES n) rOLOedVEa £ § F 0t ( pecteor information
"10%VE' ()-ylO%vE& ()- 3s10%V& () - aaaaabCbdEbC

10\ " 10%W&' Endsrhe0vRt ( 4 r2d 08sR ¢t &1 0%viIE (JuiBOIVEL (9 SBME 162VESU)- Qbbb
cCGcccdEbC

10\ 3+#10%vEeGhat MAOOBVE' () - &M 10%V&' () - S$" 10%VKR' () - 3" p#LO%WK' () - #10%V&' ()-cC
c8dvddd+edEbC 10\ 8#10%V& ()- 610%V& () - P4p#10%v& ()-1"10%v& ()- /

10%V&' () - siitt 10%E 63miepralueleotefekeZeerCdlOELPLADVK §,) wherein:

p#10%&' ()-109%& ()-#10%& ()- 10M 10M 10M 10%V&' () - eeeeeef dELC

10\ y21089& () - &1B%& ELut8VELY )of 3tUOUR1S) -ipl 04 d( )s€logdnd area are obtained
109 ()-f:fsfff"g\gdEbC 10\P 109%& ()-0!10%& ()- O!10%& ()- s 10%& ()-03
10%&' ()-0 bI08&(JidggggbhphhdEI@;10\ & 109%& ()-$ 109& ()-P"109%& () -

@O0%&' ()-109%' ()-10%&' ()-h)ifiiii& dEDC 10\6 10%& ()-1410% ()-2

109&' () -/ P"10%&thE- pRULOVEL Y ) o #IDOR ) -1&&) Wil | j Uy i MjoghgajthGn table show
10\ | 10%w&' ()- 3s10%v& ()-#10%w ()- 10 10 10,,;

10%&' () - 9" 10%&S (YefvgekNikki dELC AI0\Q1OTMBL Y9texs; and

109%v&' ()-0"10%v& ()-0WVl "10%v&' ()-L#10%w&' () - p#10%W&' () - kkkkkl C dEbC

10\ 10%VvE' () - 1098vBE ( Jro2t0WiReCro8L 0%WVRE Y ) 183 D9AEE (3 - p¥OE 10AVEENE - Ol {4 | k2dkmm
dEbC 10\ s$! 109 ()-3"- 10%VE' ()-P"10%& ()-! 109V ()-s#10%&' ()-3
10%Vv& 19 - npePhiiod ERCL e on2HID%VEhEY - / MALQHVE'S () an | EOUAVR'SE) - PE- tHRUVELESE)
10%V& () - &10%VE&' () - oBo| oooooooxnbC 10\ #10%&' ()- 10M 10M 10M

10%VE' () - 8¢D9AVEE 1 )ar@ny0wVES 9 rPARNE0IVEL {1)F ddeododdEMDC

10\ p#109%&' () - 109 ()-y210%& ()-& 109 ()-10%& ()- s10%& () - o+pi pppqSqdEMbC
10\ 10%&' () 1p#10%RE ( et dr0dE: toy- 1R¥RYY) <Ord09& €}abh" 1D9&RW$rSopgpai2r pf dEm
bC 10\ ""10%& ()-f 3"10%&T() &10%& ()-!10%& ()-v

the file name is reccrded in the user data area.

16. A semiceonductor memory card having a memory area that
15 includes a protected area that can only be accessed by a device
connected to said semiconductor memory card once an authenticity
of the connected device has been verified, and a user data area
that can be accessed by the connected device regardless of whether
or not the authenticity of the connected device has been verified,
20 wherein the protected area and the user data area include a
plurality of sectors, and data is managed in each group of 27
sectors {j being 0 or a positive integer) as a cluster, and cne or
more clusters as a file, each group of 2' consecutive sectors
forming a block (i being 0 or a positive integer), and the block
25 is a smallest unit on which data erasure can be performed and at
least cne of the protected area and the user area of the memory

area of said semiconductor memory card comprising:




109 ()-MLOY&' () -prrr' sfsssdEnbC 10\ &0 109%& ()- -, 30 March 2004

109 () - +#109%& ()-f)P"10%& ()-& m'10%& ()-$"10%& ()-stOxttttttdYNC 10\ 10
10 10; 109%&' ()- 9CLO0%&' ()-7- 109%& ()-4'109& ()-2!10%&' ()-tttttt-udEYNC 10\

31 10%VE& () - p#10%VE' () -1 1090v& () - 109V () - C s10%E () - #10%v&' () - - ul uuuvPvvdE
YNC 10\
!10%W&f()-P"lO%W&f()-I10%W&f()-*10%WP&'(F?!10%W&T()-S#lo%w&f()-VVMPW{MMMUEY
NC 10\ "10%WE&' ()=, £it6%VEaxe=," 10%WEBL¢Ind 109K €3 - ImdBIMVE10EXs, 1094 ( )fowmx X
XHXXXdEYNC 10\ | +J

109 &' () - TeFord O84vy ung" heedEetgntf 2hFeiBat)on1GXRE () - $10%VE () - xOyoyyy(z
+z,z-zdE:/ 10M 10M I ;

109V () - &9#10UE: sE-06H18%8E: (e Ukl OBAVBIe() -Cir2#10%vBk$ ) £01 1D (Dhe Zizsz>ZA
zZMe\ zzxY: /[ 10M 109%& () - 6#10%& ()-1 10%& ()-s10%& ()- CV10%& ()-#10%& () -
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10M %dtdp &bé¥tition table are recorded in a first sector of a first block of

the first area, and with a predetermined number of sectors
skipped, the 9partition bhoot sector information, the file
allccation table, and the root directory entry are recorded in
subsequent sectors in order to align an end of the first area with
15 an end of the root directory entry, wherein the partition boot
sector information, the file allocation table, and the rcot
directory entry are recorded in at least one block which 1is
different from the first block.
20, The semiconductor memory card cf claim 19, wherein the first
20 block of said first area is composed of the first secter and a
first group of sections for recording part of reserved
information, and the at least one block different from the first
block is composed of sectors for recording the partition boot
sector information, the file allocation table, and the root
25 director? entry and a seceond group of sections for recording
~another part of the reserved information.

21. The semiconductor memory card of claim 19, wherein:
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number of sectors used to record the file allocation table is

calculated based on the number of clusters in the memory area that
15 are to be managed.

24. The semiconductor memory card of claim 23, wherein:

the file allocation table has a plurality of entries equal
in number to a number of clusters to be recorded in said second
area, and each of the plurality of entries showing a link to

20 another cluster in a same file;

a size of the file alleccation table 1is calculated by
calculating a total number cf clusters by dividing the total
sector number by the number of sectors 2/, and multiplying the
total number of clusters by an entry bit length; and

25 the value of m is calculated by calculating a sum SUM by

adding the size of the file allocaticn table to the numbers of

sectors respectively forming the partition boot sector information
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26. The semiconductor memory card of claim 24, wherein:
the plurality of clusters in said second area are obtained
by dividing the user data;
the plurality of entries in the file allocation table show
10 links between the plurality of clusters; and
the root directory entry includes a name of the file and
position information that indicates an address of the £first
cluster among clusters constituting the file.
27. The semiconductor memory card of claim 26, wherein part of
15 the file name is recorded in the user data area.
28. An initializaticon method for initializing a computer to
perform file access on a semiconductor memory card that has a
memory area comprising a plurality of sectors by managing data in
each groups of 27 sectors (3 being 0 or a positive integer) as a
20 cluster, and managing one or more clusters as a file, each group
of 2' consecutive sectors in the memory area forming a block (i
being 0 or a positive integer), and the block being a smallest
unit on which data erasure can be performed, said initialization
method comprising:

25 calculating a size 0of veolume management information based on

a number of clusters in the memory area that are to be managed,

the volume management information including a master boot record,
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109&' ()5 $10%&' ( reMehvat=a first area used for recording the volume
management information, and a second area used for recording user
data, the first area having a data size larger than the calculated
volume management information and including two or more blocks,
and the second area being formed from blocks following the first

10  area; and
recording the volume management information 1in the first
area, and the user data in the seceond area, and recording the
master boot record and the partition table in a first sector of a
first block of the first area, skipping a predetermined number of
15 sectors and then recording the partition boot sector information,
the file allocation table, and the root directory entry in
subsequent sectors in order to align an end of the first area with
an end of the root directory entry, wherein the partition boot
sector information, the file allcocation table, and the root
20 directory entry are recorded in at least one block which is
different from the first block.
29. The initialization methed of claim 28, wherein the first
block of the first area 1s composed of the first sector and a
first group of sections used for recording part of reserved
25 information, and the blocks different from the first block are

composed of sectors used for recording the partitien boot sector

information, the file allocation table, and the root directory
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the predetermined number of sectors 1s calculated by
subtracting 1 from a number of sectors NOM that satisfies the
following equation 1:
{equation 1} NOM+SUM=27xm:

10 wherein SUM is a sum calculated by totaling a number of
sectors used to record the partition boot sector information, the
file allocaticn table, and the root director entry.

31. A recording medium storing a program in a computer-readable
format for initializing a computer to have file access performed

15 on a semiconductor memory éard that has a memory area comprising a
plurality of sectors by managing data in each group of 27 sectors
(] being 0 or a positive integer) as a cluster, and managing one
or more clusters as a file, each group of 2! consecutive sectors
in the memory area forming a block (i being 0 or a positive

20 integer}), and the block being a smallest unit on which data
erasure can be performed, the program operable to enable the
computer to perform the following:

calculating a size of volume management information based on
a number of clusters in the memory area that are to be managed,
25 the volume management information including a master boot record,

a partition table, partition boot sector information, a file

allecation table, and a root directory entry, the file allocation
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10 1 105 data, the first area having a data size larger than the calculated

volume management information and including two or more blocks,
and the second area being formed from blocks folleowing the first
area; and
recording the volume management information in the first
10 area, and the user data in the second area, and recording the
master boot record and the partition table in a first sector of a
first block of the first area, skipping a predetermined number of
sectors and then recording the partition boot sector information,
the file allocation table, and the =root directory entry in
15 subsequent sectors in order to align an end of the first area with
an end of the root directory entry, wherein the partition boot
sector information, the file allocation table, and the rcot
directory entry are recorded in at least one bklock which is
different from the first block.
20 32. The recording medium of claim 31, wherein:
the first bhlock of the first area is composed of the first
sector and a first group of sections used for recording part of
reserved information, and the blocks different from the first
block are composed of sectors used for recording the partition
25 boot sector information, the file allocation table, and the root
directory entry and a second group of sections used for recording

another party of the reserved information.
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of sectors used to record the partition beoot sector information,
the file allocation table, and the root directeory entry;
5 said reserving reserves the first area by calculating the
value cof m based on {equation 1}
{egquation 1} NOM+SUM=27xm;
NOM being a number of sectors; and
said recording calculates the predetermined number of
10 sectors by subtracting 1 from the number of sectors NOM.
34, The recording medium of claim 33, wherein:
said recording sets the predetermined number of sectors NOM
in the partition table when recording the volume management
information.
15 35. The recording medium of claim 33, wherein the number of

sectors used tc record the file allocation table 1s calculated

based on the number of clusters in the memory area that are to be

managed.
J
36. The recording medium of claim 35, wherein:
20 the file allocation table has a plurality of entries equal

in number to a number of clusters to be recorded in the second
area, and each of the plurality of entries showing a link to
another cluster in a same file;

the program further operable to enable the computer to:

25 receive settings for total number of sectors and

clusters in the memory area;

said calculating including:
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37. The recording medium of claim 36, wherein:
the memory area includes:
a protected area that can only be accessed by a device

15 connected to the semiconductor memory card once an authenticity of
the connected device has been verified; and

a user data area that can be accessed by the connected
device regardless of whether or not the authenticity of the
connected device has been verified;

20 said reception receives, from a source outside of the
access apparatus, settings for numbers of sectors to be allocated
to each of the protected area and the user data area;

said first calculation calculates a size of a file
allocation table for each of the protected area and the user data

25 area based on the received settings; and

said second calculation calculates two sums SUM for

each of the protected area and the user data area respectively by
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adding each of the protected area size and the user data area size
to the number of sectors forming the partition boot sector
information and the number of secto?s forming the root directory
entry, and calculates the wvalue of m for each of the protected
area and the user data area by substituting each of the twe sums
SUM into {equation 1}.

38. The recording medium of claim 37, wherein clusters in the

protected area differ from clusters in the user data area in size.




