22 COCT 2004 ONLI NE PAYER AUTHENTI CATI ON SERVI CE Thi s applicatiop ZIGiTg004
priority of U S. provisional patent application No. 60/199, 727, filed
April 24, 2000 entitled "Visa Payer Authentication Service Description,”
which is hereby incorporated by reference. FIELD OF THE | NVENTI ON The
present invention relates generally to financial transactions, and nore 10
specifically to authenticating the identity of payers during online
transacti ons. BACKGROUND OF THE | NVENTI ON During a paynent transaction

using a paynent card ge.g. a.cr ﬂ]r (l% ed value card), it is
inmportant to verify Q R&I“'@i{r‘g anj W@E%ﬁ%count to 15 avoid a
vari ety of problens, such as unauthori zed use. Payer authentication is the
process of verifying a cardhol der's ownership of an account. The nost
common nethod to authenticate a cardhol der's ownership of an account

occurs routi "é’a licatiorP Clafths pHofB! f WUS. pigvisivaial ipstentibplicationt d¥e.d present”
transacti on. card present -transaction _|Involves,a netchant.,s

I epr eseranAovyrR7; dHehghnrle 26,2000 | ensitted  TVisy PafRF pARGeBiFation BFYHR a paynent
card termnal .tq, verjfy account grflccedit line availability, and

t hen 3¢ hdRFARY ¥y ‘§%‘8ﬁf%§fe cos?%%%?&?’er on the back of the card matches the
purchaser's signature. |If the nmerchant follows specific guidelines for this
type of transaction, the nerchant will be guaranteed paynent for the

anmount aut horized | ess discoun rvice provider such as Visa
| nternational Service Ogaﬁ@%&b@%ﬁg}“@ﬁi ce organi zation) nay

provi de these specific guidelines. "Card not present" transactions, on the
ot her hand, such as those occurring online, through the mail, or over the
t el ephone, i Imtelpresepnjnvention rélates gereraldy to Fmanciak Bausaptionsy AMGEPRant . No
guarantee i s provided primagil. gcamse the B :Se tratisBeiliis. aut henti eat ed
i n d0ch spesafig égﬁﬁﬁ?‘}i@ébﬁ%ﬁé%#%ns?agﬁere gxg{l%ow' r?gc many 30 risks to
acconpany the "card not present" transactions. Such risks involve issues |
22 OCT 2004 such as chargebacks of paynent transactions to online
merchants, fraud for both nerchants and rs, increased exception
i tem processi ng expensS8AGKE ,O% ahd W@gsed perception that

buyi ng goods and services online is not safe an(gl
During a payment transaction using a payment carn

stored value card), it is important to verify 2 cardholder’s ownership of an account to

|

(e.g., a credit, debit, or

15 avoid a variety of problems, such as unauthorized use. Payer authentication is the
process of verifying a cardholder’s ownership of an account. The most common
method to authenticate a cardholder’s ownership of an account occurs routinely at a
point of sale during what is called 2 “card pi’esent” transaction. A card present
iransaction involves a merchant’s representative taking the cardholder’s card, swiping

20 it though a payment card terminal to verify account status and credit line availability,
and then checking to see that the signature on the back of the cg;d -match§s the
.purchaser’s signature. If the merchant follows"speciﬁc guidelines for this. type of
transaction, the metchant will be guaranteed payment for the amount authorized less

discount and fees. A service provider such as Visa International Service Organization

25  (or service organization) may provide these specific guidelines.

“Card not present” transactions, on the other hand, such as those occurring
online, through the mail, or over the - telephone, involve payments that are not
guaranteed to the merchant. No guarantee is provided primarily because the payers
are not authenticated in such non face-to-face transactions, thereby allowing many

30 risks to accompany the “card not present” transactions. Such risks involve issues
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. prior sy

‘)

secure, which may keep sone consuners from buying online. SpeciZizc %Ia?r@ﬂ’les
of 5 risks include the unauthorized use of stolen account information to
pur chase goods. and services online, fabrication of card account nunbers
to make fraudul ent online purchases, and extraction of clear text account
information fromnetwork traffic. Gven the continued expected high growth
of el ect Lon! g SRTRICE: of bajient! FRAGRA b rdind uetehams, hbals! far Bathhent | cat e
payers. THis*w enefit“all payment 10 system parti Ci pan%s i ncl udi ng

car dhol defegchafiBraal aaidholdars ifcreaaed exdepiion HEMURIPEAFEINE AEPHERT 1K t he

payer during aonline_purchase_.transactions, wl sn@f fraud,
di sput esand @n ipEeaeEd P&WBP‘E%F’@L-%BEE%@,OO&%% séﬂ%@gq%%gﬁ% F%ném@?%r educe t he

costs assocl ahd fﬂ'ag 'ikeﬁﬁs&n@éoﬂsﬁﬁ%ﬁ RoraHuyingAetilinentSpeaificrgatplespdyer  al so
addr essefBnsuner secdr | ty concerns and therefore wll H%;Ead t o Jj ncreased
onli ne sakiesinchids the fauthsizedrmseiobstolen zpgopripfarmation i PHIREE® A% ng onl i ne

transacti-ons have not en .wdely.ado | SMSitesBinver e
di ffi cul and serises opling, 2&%?@9&’ ag‘s%s gc&h?gl&%%gé&?é% Peant up- f r ont

i nvest me SRRk lof tRANERt ARo6ut dcfoadatiomfrenaptyarkittaffigy. Certain
g#é‘%%ﬁ?t?%nal ly required the creation, distribution and use of

certificates @Xvﬁeﬁ%h%ﬁue@%iﬂ&%ddﬁf , glowaH e fS eldbigordc (poimmeerse, ®uish use of
20 certificates nown to be quite burdensone.. I n \g evhof t he f qregoi ng,
a syst eni_rﬁlgjrt@ultd&pimb ‘deahd f:thgcgﬁ tocanithimticate\payerst ERip AU beng %P?JHE‘F e "
transaction woul d be desi.r e. Su n ticat SM ShRAhSBA e

r el atQ vesyptesm BATREPI TBHETPE o gée}?r&r (Iana%g‘%ﬂr&gﬂh agn‘llan:ﬁﬂng?&%{nvest ment  of
resourcexyailfca g‘il‘{é ﬁ’eﬁve@d i ﬂlﬁiéqiurafasé triueaciparsabilll redycetsbe ivels afhe
systeml s"parti cipdnts. "22 2004 BRI EF, SUI&ARY ;;?E I NVGE&I gg{sThe
Present frawdnlispatesj siritivalsand shugakeeks, Fich-Tubsravertly, VLredyre e Rt i cat i ng
the identity og @gﬁf}é’aﬁﬁ g .09 0Btk N AliRRBBnO B pdfte 4lEeuddtessaavention

i s rel at spefipte erent and use, requires. a mniml iopvestment
of resoupERsHLPsdiBheERREms anddhaefove dol leadiioghncreesas) owine; stlsgr Jfdabi ity

bet ween the system s partijcipants. The .authenti I S I £& Bent he
present systeamst ead @ P‘Hhﬁlt’éfa@ams?@gﬁe‘f% \9‘@%‘% ?glggabgéz}}sdﬁ%ﬁédgr' 3 1 denti ty

using a varjet £kl Q8RO Usthicalt ab 188, hitk corsplenfdesigas.swor ds.
Al'so, th ‘%’lrlﬁﬁx%@é‘% ggﬁsagg?ﬁeg?g%ﬁt requiri ns a certi fi.catte' i S t1Q€k ids'sui. ng 10
fi nanci ajeqidred | sighifionnt Tipefrentt hevestoeent | &Y S¥HFHIC PEUPH $som%lr ovi de

Slrjfjg : 2 ts | i%?;rgger;abigig(s. U thain gﬁgrhgys{g%scmmoniaﬁy & fHirel A crébtidd) disttiativhe ck out

and use of certificates by merchants, cardholders, issuers

and acquirers. . Such use of

20  certificates is known to be quite burdensome.

In view of the foregoing, a system for authenticating the identity of the payer

in an online transaction would be desirable. Such an authenticating system should be

relatively easy to implement and use, require a minimal investment of resources, and

provide a high level of interoperability between the system’s participal}fss.



In a first embodiment, the invention is directed toward the -use @f2agcT 200
traditional <card, such as credit cards, debit cards, identification cards,
etc. One aspect of the first enbodinent pertains to a nmethod for

aut henticating the identity of a cardholder 15 during an online
transaction. The nethod invol ves nerchants querying a card issuer nanaged

access control server pe LA ﬁ'ﬂiﬁﬁfﬂb @¢gr is enrolled in a -
paynment aut henticati ont@&&?wgﬁgeosfl ng a pasgiword fromthe cardhol der,
verifying said password, and notifying a nerchant of the authenticity of

the cardholder if the password entered by said cardholder is. .
aut hent i cat ed.The@réssnbhinyewtingdis dirseed Fﬂé'Yﬂf‘,?S ahenlneseEes Jc-?ﬁ apthepgatingq

towards the use of. an_ i ' ' Rt isaelafivelvart card
or chip dbgigpntigpl apaye ?ﬁﬁgﬁﬁgn@%@gﬁb Sécr;g‘(i)%ﬂm%reﬁr?fﬁlpertai ns to amirret hod
for agt hent ©atipiendnbénd &) kéduitens minimuhinvestiat oftesduircdsrig implement.car d.

This nmethod involves: verifying that said car dhol der ,c-Ii%,Fnt: qgviggl% i ncl udes
a chip cand preadesia bigh leves of prepabiftysRetieeh Mg 3FEE S pPEUERET- said chip
-card into the.chip card r r bi¥s CRlcerd’ RB6&T to §8fivas t he

chi p calaﬂtfhe’f‘tﬁc@ggﬁisﬁgég? 3?3@% r%st%égsﬁg’e%{r}%tq‘ggram which is then ?ént to the
access C@Rdn6lderdidentit asing aovdriett of euthentication metiepdsesmsdns thegsetfat es a

second cryptogram server. 0 based upon .informati 1) ' rd and
conpar es pesseords pAdses dhe P %@PMFEEIPH@ U g%g‘%% ? gn‘# d fs%@%e t wo

i ndependent | ¥ .0 d PhRnAEBiolBéeEtice tdaR Naléd @roide authienatitdtiont y of t he
cardws %ﬁ%?leglgﬁﬁlﬁgﬁ'se%?ce_ of the tﬁresent I nvention presents many
_advant agesultéay the xenghaet in redidiracduring: ¢ elgelpuiduesSte, |ays the foundation
)for establ i shing guaranteed payments 0 z:1 for nmerchants_involved with
~“"card not presgRntHrstienbieiméntpthe invedton isotirdcted townid the pse efrtradigian .

aut hentication service wll reduce.ch hack a HoSREqREt Oon item
processi agd, Such 8 cEadet HIFefetbcer 5@”@%%%38\?3‘%?&%%55%? t'he %resent

i nventi OQm‘(,Vingj!meQ? ﬁﬁg%t@%&ﬁbdﬂwremﬁm]ﬁhhﬁﬂgwﬂmmhﬁﬂyl aofviancardipdderf | cat i on
of the inventio gre\gte |

~acconpanying figures, which illustrate by way of
exanps e tigngpan onkhipd Eranseétiarh eﬂqm@tﬁpd anvolves megr¢hapquerymg a card issuet
" managed access control server to determine if said cardholder i; enrolled in a

payment authentication service, requesting a password from the cardholder, verifying
said password, and notifying a merchant of the authenticity of the cardholder if the

password entered by said cardholder is authenticated.

20 In a second embodiment, the invention is directed towards the use of an
integrated circuit card (also known as a smart card or chip card). One asf:ect of the
i ) second embodiment pertains to a method for authenticating the identity of 2
.- cardholder utiiizing a chip card. This method involves verifying that said cardholder
client device includes a chip card reader and then prompting said cardholder to enter

25  said chip card into the chip card reader. After the 'chip card reader receives thf: chip |

card, the chip card generates a cryptogram which is then sent to the access control
server. The access control server then independently generates a second cryptogram
based upon information in the chip card and compares the chip card cryptogram to the
second cryptogram. If the two independently generated cryptograms match, then the

30  authenticity of the card is verified.

The service of the present invention presents many advantages. For example,
the authentication service lays the foundation for establishing guaranteed payments

for merchants involved with “card not present” transactions. Additionally, the
3



BRI EF DESCRI PTI ON OF THE DRAW NGS The invention, together with f@& 2h@cT 2004
advant ages thereof, nmay best be understood by reference to the follow ng
description taken in conjunction with the acconpanying draw ngs in which:
FIG | schematically illustrates one enbodi ment of an infrastructure
architecture that can support the Payer Aut hentication Service (PAS). FIG

2-illustrates the process t ar e t.h PAS
accordlngmﬂbﬂﬁﬁﬁu@hbﬁﬂwﬁﬁn qgf ﬂ%’ﬁ% ﬁ %lngg%gg anl Q%?&@B p%strates
one e”bodg %&s éé}kﬁétﬁ&ifemﬁsraa@edvam 6 aprés@nmvdhmhdaﬂltman ent er
i nformation duri®hg t e enrollnment process for PAS. FIG 4 jllustrates a PAS

aut hent i cpﬁee@taamrmﬁre tdetails e theofollowing gpasificagon tbériBB‘EﬂtWBnimdofhet he
present invention. G 5.illu es,_an _ex o t ts.the
car dhol deaccpmpawpgg g“r%er"’hﬁ')‘ﬁ'sibﬁ&?f “Eycfef‘%tﬁ]lr‘}%us Fa egipg%errp ary

messa Eﬁ gLe.sent_during the paynment fransaction. superinposed over
the P arc %ecture. FIG 7 illustrates the nessage flEows on the
centralized PAS architecture according to a centralized enbodi nent of the
present invention. FIG 8 illustrates the centralized paynent flow that
occurs' between the 20 cardholder client device, the PAS, and the nerchant
system according to the centralized enbodi nent of the present invention.
FIG 9 illustrates the enrollment flow in the distributed PAS architecture
according to a distributed enbodi mrent of the present invention. FIG 10
illustrates the paynment flow in the distributed PAS architecture 25
according to the distributed enbodi nent of the present invention. FIG | QA
provi des a high-level systemarchitecture view of one enbodi nent of the

“)chip card payer authorization service. FIG | | is a flow chart describing
one exanple of a paynent transaction using -the chip card enbodi nent of the
payer authentication service. FIG 12 illustrates a system architecture
view of the chip card authentication process according to one enbodi nent
of the present invention. FIG 12A illustrates a detailed fl ow of nessages
bet ween the chip card, the




cardhol der client system and the issuer's access control server.? Bl @CT13004
illustrates a system di agram of the conponents utilized in the access
control system enbodi nent of the payer authentication service. FIG 14
illustrates a tel econmuni cati ons network suitable for inplenmenting an | M

I't, enbodinment of the present invention. FIG 15 illustrates systens
housed within an interchange center to provide online and offline
transaction processing. 15 FIG 16 illustrates another view of the

conponents of the tel %WPE@@WW@FWD@WGQ7A and 17B illustrate
e Tor 1nple

a conputer system suit menting enbodi nents of the present

i nvention. 22 OCT 2004 DETAI LED DESCRI PTI ON OF THE | NVENTI ON_ The_ present

i nvention wi | | TROVinbeidas aogeiet withdButher advenfagesf Bezaske My RestoRe
preferred enbodi nents_ thereof ilJusirated i.n the i draw ngs.
In the 5 twlcrdendiby aefrepsgia @ﬁ?fg‘ QIAEE STSCTRNER; °6”8e‘?°§‘ﬁq‘g€§?§@g?‘ forth in
order to provide.a derstandi ng of the present invention. It
will be a gpgﬂ??n%g}%g’\%{e@?g?gwgné skilled in the art, that the present
invention may be practiced without some or all of - these specific details.
In other instapes;] sehdmatioadiyn iBpwraiesi one erabedimsnt 9€epn 98 i n

detail so not to ynnecessari bscur o €S61RL ntion. 10 To begin
with, a W@WQCW%@%%“%?éhﬁ%%‘ﬁ%ﬁ%nﬁaﬁ%ﬁl cat%g?l focess used by the
Payer Authentication Service (PAS) will be provided. Later in this
disclosure, a pRPreiifsiatd 86 praesy ipdughrwiith «iverdiotder ragisters Motk PA8cess and
ot her processes, such as _system setup.and.custoner registration and

speci fi ¢ aesstigetofdnewmbogdiment pthe preset AVEIUN oy 1| ained in the previ ous
sections of this disclosure, PAS is designed to 15 authenticate cardhol der
account owner shiep gy i Qb GrBbMiklAP BftdAnaaeti b, pigeSin whidh be used,
for exanpl e, en a ‘car Cht’|0| er shops online, adds itens o a shopping
cart,jopr ose@shiddreat betepnfirmationeduringthe snreHBERRTPCEHEE PAhd conpl etes t he
online nerchants checkout forms. PAS can also be used in various

t ti .y L t : ' | ' f
v dual or B4 JobEHE] KPR pE R Rl ko 1O, O ool y
known, t hg i SdiSERbMRE fiksensiiathtionaccept s | egal

FIG. 5 illustrates an e)‘(emplary window that prompts the cardholder for his or.
her password.

15 FIG. 6 illustrates exemplary messages that are sent during the payment

transaction superimposed over the PAS architecture.

FIG. 7 illustrates the message flows on the centralized PAS architecture

according to a centralized embodiment of the present invention.

FIG. 8 illustrates the centralized payment flow that occurs: between the
20 cardholder client device, the PAS, and the merchant system, according to the

centralized embodiment of the present invention.

FIG. 9 illustrates the enrollment flow in the distributed PAS architecture

according to a distributed embodiment of the present invention.

FIG. 10 illustrates the payment flow in the distributed PAS architecture

25  according to the distributed embodiment of the present invention.



responsibility for the authentication of the individual or entity to0Che004
third party. For exanple, PAS can be used to authenticate a financi al
institution's customers when accessing an Internet web site to conplete an
online form PAS can also be used in aspects of retail banking such as
debit cards, purchase cards, stored value cards, as 25 well|l as whol esal e

busi negs, et 101 194 ararbies et sy R AT A SEBRe St Shn ey
use PAS ttﬂe@tﬂé'ﬂ%ﬁk@?&lﬁﬂfoﬁﬁaﬂoﬁ%@ﬁ;&y of its custoner, or a tel ephone card
e

conpany can u to authenticate the identity of the user of a specific
card. PAS can performits authentication processes after the consuner
deci des to FIGbliyishd Howrchin destdbing mde gxaple of 2 ayment/irasactiongisiig anpl e,

after the cqnsuner clicks a.."buy" tton. PAS.can al so begin its
aut hent i é%ﬁ?l%cggﬁ@g’gwt%@FB?%%‘%@“C??WW t he consuner's purchase

transaction, not only after the "buy" button is clicked. The

aut hegti cati @fGP{D Afffates a%?ﬁl@ﬂcérﬁﬂtewﬁé Vigw 6f fietdhin spdr ankentiosifort 0 t he
consuner by 7 22 OCT 2004 utilizing software that has been incorporated in
several poicasssacofrdingiepne pmberdimertot the passntBVeRBes parti ci pation by the
cardhol der and the cardholder's financial institution and then creates a
wi ndow i n whj - _ [ ' [ ' ' bynd equesti ng
a previousl y%‘gﬁs]fége %ggs(\%%fﬁ%d??ﬁn#hrﬁé&%a}reg#g%eﬁﬂllgsmgﬁhgyrdf dentity of

t he consuyardholtie otientf systerg and the igsesrismatess nbwgraleeiven and notice of the
consuner's authentication is sent back to the nerchant. Then, as

convent i ongloﬁl X&%ﬂoﬁr{ggﬁé S;[’SR%P Vﬁ?nkg)t}ﬁegcgoﬁéﬂeﬂﬁd" 1224 ?&gfesﬁ&epy t he

mer chant . an order confirmation nessage
to the CagARebiim SmBb@WRAS of thdpayel SithddBEionS¥EIEM DESCRI PTION FIG 1
schematically 11 lustrates one enbodi nent of an infrastructure architecture

100 that can support the PAS. The architectuyre.is (%jvjd d into three
donai ns, theFlﬁ’ééeﬂﬂmiﬁﬁiaﬁSIW‘Fﬁ%at‘PH?%Bﬁ?%’ﬁ?\ﬂ?t?‘H&ﬁﬁ??f‘%éﬁn and the

acquirer opal lﬁéﬁ% dormai n 102 i ncludes conmponents that are

pr?mari I?fﬂﬁ%ﬁ;ge%oor]{?geo?%%gt y an 1ssuer. An issuer, for ggarrpl e, can be a

financial institution that issues paynent cards to consuners.

Speci fi cal | yFIGan5iilhstrates systeras hansell withinen intexsshanrgsrrgnter txpiegidecar ds r ecei ved
r.and then issues these cards to its ‘custoners.

froma card su |.e
Personal?@%iaﬂﬁg%emf@b@%ﬁs%%d by the card supplier or by a

15 FIG. 16 illustrates another view of the components of the telecommunications

network.

FIGS. 17A and 17B illustrate a computer system suitable for implementing

embodiments of the present invention.



personal i zation bureau. In addition to being a financial institut?@ngcangs
i ssuer may be 20 any suitable issuing entity such as tel ecommunications
network operator, a service association, a nerchant or other organization,
or even an agent acting for an issuer. The acquirer domain 106 incl udes
components that are primarily controlled by an acquirer. An acquirer, for

exanpl e, can be a fi ' IS i éﬁ?ﬁﬂ?ﬂﬁéﬁxoﬁerchants in the :
paynent schenme and n@ﬁi&g@ﬁphe accoun(?g of "nerchants. The 25 acquirer also
routes information froman online nmerchant to the tel ecomrunications

network. The interoperability domain 104 is. supported by the lnternet and
i ncl udes conpBrecpresent swantign Wt po e descsifed “h&‘gmﬁ H‘@g’a'(?ﬁﬁiﬁ?rfcgrtf’ a.liﬁg

i nt er operabjility ' ' YR iy (PR nd QavERssd Behene
manager st(?‘hs_rrg em%ggﬁﬁ#ﬁseélgféﬁtﬂ%?g%lgﬁgﬁwty dogrr%?%@{o% can %I so be

supporg edgiywing@seiistion) nbigveranb apedifie detdids kret et ferth 1T loeder S8 EPVidefai n 102
i ncludes an enrol | nent_site 108, an.issuer. cag?@ol der t"%gst%rp_t]ol&e the
car dhol defhorsiugk nedeastgnding ebthe pEgsent inppPaR,lt vall Agapparest DARERE 0% ocr

2004 cont ;o SEIKELr ks (8 PrdsSitififerion iy PEokdl Wit ymalrhanef cat i on

conponent , and “an account holder file 118. Optionally, the issuer

domai N 10@Besaspetifie! ddsilsan i stheerinstindes, wELl dpowey eperatignghdVgebet B8 The

enrol | rent server 112 is a corrlr)uter. tqu?at nages ﬁ“%r der enrol | nent
qu

into the deasibsdin fetal s\ ReH G MIRTCSEARY] chgeg%rgr 0l éstions via a web
interface to be answered by the cardhol der. and verifj.ed by the .i.Ssuer. As
Showrl® n FI G T begevad 8 Wabuiaus! dspambion of tho i rgh probess e P15
However, eryi |28 i186e MiovidedMBYateiarihisalisdissues) 0l | ment
(PR LR A b Yot 2

“yserver 112°78K" “The Tssuer may use a web-enabl ed,
i nt er act i ere"detiflail idescription lo e ashintinatinsy proeess apd Gihe PIOWySes. B ¥ party

during' the enrollnent process to 10 hel p. | e Ahol detigeql dentity.
The enr ol SysEm: SCR@AREC f?e}"s'eg&s&%ﬁ%%%({(;w\?l&aﬁ}é ?ﬁéesggéen{lg?%gfﬂto I%ﬁe I nt er net
Payment Gol euaiine8' i @R Drdioushseetionss of nthisu discloswren i ds t designed to
" tel econmuni cati ons network 126, for_ ex rr,plge .VisaNet. .The Interg ts Paynment
a

Gat evisy Sethentieatd cardigliienesceurs OWRETBRiP Qulige purthase EusaGhols; £8P with
the tel ecommn cabl ons, netwhily d2holdHRn6ATARSIc, AftsVichns s Bmppiy | Cat evay
’"OWS

Service %1 eenrol T ment server 112 to_query the i'ssyer's
aut hor i zafitOproeredsend thid7ontine metchantisneheckow paged et gemplaes PeefRiZ ed has

ti d t. Enrol]| t ' 108 .1 ¢ ' wh
e car dromgbsmis girekat LFBr E4pa PEp g ot yfions FaflbfbndFhef'd © WRETE

trusted party authenticates the identity of an individual or entity for the benefit of a
20 third party. As is commonly known, the trusted party usually accepts legal
responsibility for the authentication of the individual or entity to the third party. For

example, PAS can be used to authenticate a financial institution’s customers when

) accessing an Internet web site to complete an online form. -PAS_ can also be used in
aspects of retail banking such as debit cards, purchase cards, storecL Yalue_.ca;‘ds, as

25 well as wholesale banking, the medical. business, the insuranc‘é---busine;s,’ the

| brol-cerzige business, etc. ID cards can also bé used with PAS. For example, AAA

may use PAS to authenticate the identity of its customer, or a telephone card

company can use PAS to authenticate the identity of the user of a specific card.

PAS can perform its authentication processes after the consumer decides to

30  buy his or her desired products or services, for example, after the consumer clicks a
“buy” button. PAS can also begin its authentication process at various other times in

the consumer’s purchase transaction, not only after the “buy” button is clicked. The

authentication process is conducted mostly in a transparent mode to the consumer by

7



PAS. The access control server (ACS) 114 is a conputer that has a.alag s dl
of 20 cardhol ders registered for PAS containing cardhol der account and
password information. During an onljne paynment transaction, the access
control server 114 provides digitally signed receipts to nerchants,
controls access to PAS, and validates cardholder participation in the
service. The.card,issuer,or S | I ' | on
benal f of vilians RS N bapafaiibhaacd £ 0Bl ofkpRmaR it DT
PAS does pak kesiidse panisipatich t byprat cadidiidirdend sthet vradiolda’h dinased]

optional cardhol der software and hard may be depl o . .khe_c¢ar dhol der
sof t war e imafjtutien aud dentcaealeshBrndoxgH ‘E’f’%ﬁiﬁ‘e ST F%a‘f‘%/“%%ntlgﬁ ﬁﬁ?’aﬁes such
as digital, certificat Wl ' | I trehéRdiAd&s))ifaryl chip
card read‘élF{‘tﬁHrbﬂrc?q\}eesﬁ'lggﬁ érﬁ%l? g{lﬂtégﬁ%gepgi&%ﬁ%g% associated to the

appr opy i adentar sihbk dehsiehérebteotfithal thé\peyment infiretion iahé neted o thes a

| ssuer managed dat abase for storing information, relating to the.cardhol ders
that are ecomswseds anthgntication ie gontpaplkdo %ﬁrlﬂ??ﬁ]l‘%r QPE*FP? °8%W88n§‘ 2 is used

by the cardhol der o Iz ‘ L fetchhhty , Fdrhamald] gl der
client d émfgzth%:gﬁﬁﬁé&tat%?g e@?éﬂp@%a?gﬁlgpgg gdccessi ng 9@% 2004 the
| nt er net , merdhint agaycsepé brs onier cadipatien message tethe shrbpldees beowsek-sonal dat a
assistant, or an interactive cable television. The issuer cardhol der
system 110 is an issuer controlled systemcontaining information about
cardhol ders. This systeminformation contains information 5 concerning
accoypt information, semyiGHEBEVEL SYSTERYDESBCRIRETIIMD| der; etc. Some of the
i nformati on within the issuer cardhol der system can be used in the process
for enrollin regh R tiNEstRAR. ohsSu@boditnenhi 6fd apaidfyastrdetnte t y

aut henticatio%ﬂ?ét gbgéﬁgﬁ%ﬁgﬂ{:yon]?gi ns information that the  issuer or third
party al reectectnas 100 that| eanrsugpedithe PAS: d Abe eshitectiugg ipdiyided igto %63‘? s used

by issuer_in.the process of. ol,Li.n lcq;ggﬁé- X i1 QoM ehhd Yhel RQuirdent ity of
the car diflortéss 5?“%{@‘{"%‘&2551 {nbf?o*rra‘fpl on e ?‘g{e by cardhol id%rs_ duri ng
the PAS {.80iStiodt | OrhePisg6@S ol 10Mtinblutiére componenis ithat aler peoaribh file in

the authentication database 116 in order, for cardhol dekrs suceessful |y
r egi der cooirolRaShy Thiiswer a 'y WEUerC iR eﬁémEl‘}nﬁ%g’gé“‘ E{’fgﬁlai uqqnaglsts

issues payment cards to consumers. Specifically, an issuer, or a card issuer,

pérsonalizes new cards received from a card supplier and then issues these cards to its
customers. Personalization may also be performed by the card supplier or by a
personalization bureau. In addition to being a financial institution, an issuer may be
20 any suitable issuing entity such as telecommunications network operator, a service
association, a merchant or other organization, or even an agent acting for an issuer.
The acquirer domain 106 includes components that are primarily controlled by an
acquirer. An acquirer, for example, can be a financial institation that enrolls
merchants in the payment scheme and manages the accounts of ~merchant§. The
25  acquirer als'o. routes information from an online mgrchant to the telcf:ommunjcaﬁons
network. The interoperability domain 104 is supported by the Internet and includes
components used by both the issuer and the acquirer. The interoperability domain
104 is typically managed by the card scheme manager such as Visa. The
interoperability domain 104 can also be supported by a network other than the

30 Imternet.

The issuer domain 102 includes an enrollment site 108, an issuer cardholder

system 110, the cardholder client device 122, an enrollment server 112, an access

8



15 The interoperability domain 104 includes a directory server 128 2a0CT 20
receipt file 130 and a receipt manager 131. Directory server 128 routes
aut henti cation requests fromnerchants to specific access control servers.
The directory server 128 is operated by a service organi zati on, such as
Visa. The receipt file 130 and recei pt manager 131 store signed receipts
for each authenticated purchase transaction. The 20 receipt file 130

cont ai ns éouktol sevérd 4t dmissues of thirdpayipiidantiby apthenacatipnoompoent 14p i cated
and provides additional i.nforgoati ' ' t &y LML iRh&acesses.
The recei?ﬂaq"'PP’étlﬂ rilﬁ I?é‘cﬁton%&h%irs%égb%ra% @geﬁﬁgg by alservi ce

or gani Zatﬁfa”?fi oV S Bi8hol A& Ui20e T The Entotirehisdrverall 22iss o comipntegithata copy of
the digitally 'signed receipt. 25 Ac%Jirer domai n 106 ir}&lfudes.th mer chant
132 and tienagas cerdholder serpllment;pp the Iﬁ%ﬁ@mﬁgﬁf&“&%wﬁ% & DTS Bdul e 134

resides at the | ocatiqn.of .t r Pdrs e software
oS 1 Sinebing R v iR e TR PR %?ﬁl%me&&ggglgg{ ﬁ}?gﬁﬁﬂ#eq?{:tr?gm' 5

el ect r oni gofeP MBS GRowee in FIGE Y, tHheartl| isgrer perafes wae enroblthent: se3ar 1h2-ovi des
the interface between the PAS and_t he nerchant' '@Iaynegﬁn%goec %sliﬁg- 30
sof t war e. Hawevey.d seavics ovgani@allan, suchas, 353 MayOPerte e G AR ur é of the

card i ssuer,B %@ﬁfzﬁ{h& aLon 9 'is@ﬁ%i Bhy WSt Wr wesleliblddAInteictihe “ltentityant

during t H& transaction. I'n alternative enbodi ments of the present
i nvent i orgutiidaticdtioncieraoe! ptoyidefl W0a 2irdoparty doring Kee grroilagnt BIPCs®rPer 136

may be included within the nercha | ug=in _sof . 4. 1 hus

el i nilfat ihelp validatraneprdhplder Sg‘gﬁ‘&%ngh‘{iﬂffg%‘&?‘?tosﬁ“’ts"\é\%g 7S Ef@ﬁ:féh@gév?’a B i dat i on
server 136, 1Ehtehan Bervideel 28¢ ghichds imturinycoansded/ioce

or gani zaﬁ?%eﬁetg‘p%egﬁll n ér%?sa??ﬁgture gjfﬂ fhe. PAS nmay _l%ﬁ i.mpl eprent ed ti n two
separ at e a slebinmoticatiohs aspyakci?és forceampin rGisaet; sThe é@f‘}e& Raim

architecture and the o] i a_di ' gltvgld i - TR apntral i zed
appr oach GHEURF g?‘%e zg‘?t@/ﬁ?"és%? e&f'}tl%&%%% e sl?%ﬁgdéogﬁﬁﬁgmcar dhol der' s
client de¥eSSnmbhRickiéhstietiroikbinse ditercohhdotion wizthe Raymiont Grway SHRIRE, PAS

sof tware exists on the_cardhol der's cli entgl devi ce.%%&ii;ﬁ%gfs& ed7s 10
downl16add@4mllomsche srrsllmeph seryer g toqnepy e dsigh s PP e e nt > devi‘de duri.ng

the enrqllTRnt: Rr@Ge t L sblédorisem aPRE @arhacchiust. NErrohments
30 ﬁ%@fa dpéa?qlhdl&br Hinelirtbllddortisesh 2 ace

determn S participation in the PAS through .a nmechani sm
provi ded ity 108ds an Internet web site where the cardholder can register to participate m the -

PAS.

The access control server (ACS) 114 is a computer that has a database of
20 cardholders registered for PAS containing cardholder account and password
information. During an online payment transaction, the access control server 114
provides digitally signed receipts to merchants, controls access to PAS, and validates
cardholder participation in the service. The card issuer or 2 service organization, such
as Visa, on behalf of the issuer may operate the access control server 114 While
25 PAS does not require any additional cardholder software to be used, 6ptiona1 _
cardholde;r soﬂQaIG and Hardware may be deployed. The cardholder software may be
used to support additional authentication techniques such as digital certificates,
integrated circuit cards (chip cards) and chip card reader, or to verify that the ACS is
properly associated to the appropriate cardholder client device. Account holder file

30 118 is a issuer managed database for storing information relating to the cardholders
that are successfully enrolled in PAS. '

Cardholder client device 122 is used by the cardholder to participate in PAS.

Specifically, the cardholder client device 122 can be any device capable of accessing

9



cardhol der's systemclient device. It should be noted that a venaoz,UﬁTﬁﬁwﬁ
software supplier, could choose to create the centralized, distributed, or
a conbination of the 15 two architectures dependi ng upon the vendor's or
their custoner's specific business requirenents. FIGS. 7-10 will provide:
further detail as to centralized and distributed architectures. As

mentioned earlier, the distriputed archjte r | f to be
st ored ontheArtemsh aWd et PETY ?0%\',;‘?%@."*"{1%@“}%.{“2 % ?g’g%sé%ﬁﬁ%% %%%‘\r/aﬁtdes a
mechani sm %gli_{;f%fafcﬁv(?@?fb%i%foﬁo transfer paynment applications and

ata

per si st ent romone cardhol der client device to another cardhol der

client device.This g{%a' Vi 06§ 2FASuW Eéhtiolied @Pithint gontaining
aut henti cate anbea]rsﬁhegﬁ: er 15 [ esgc%n?ty when t he cardhol%z_er client device is

a diff er eRforflaiientabeay icasihblder t HEhic|systemn dufoirgationhgenteine inggmelien der -
accessed during the registration process.,.The PA i apabl e 25
" of autShentonceminggeedyat EHPAMIORSTE c.‘?sdgﬁf?q‘ l?%ﬁ‘?icﬁﬁh%% Fehe§°(£ér ?@Rg |

cardhol der s cl.i ent....devi ce..i ; bstee cabehaledern fiROpotssufed

previ ousl?@qnﬁh%q ﬁ%%ﬁ%g&%iﬁﬁﬁg?%ée}?syscan “Use PAS on more than one client
devi ce. Alréigastarislderethed®ASKi st for transferring the PAS software

bet ween cardhol der client devices. The first nethod involves a cardhol der
using a port abkg epbPihdSafe dichnity suihéntiaation databossy 116 edntainsindgmatighsport t he
software. The second nethod invol yes t ACS .dynam.ca] | ing the
sof t war e tbattthe isseera diird party alegany hes %gﬁac"&g?rgu%ém{?&lgﬁicﬁ% ?%gg%(%g?ghol der .
11 22 CCT. 2004, | ~ é'}};% ésﬁ itledrol £@dlddrt & oaefyahe idintity of ther

cardﬁ&l déf us%{ﬁ?ﬁ' %éaé}ir%rﬁ, sgc as e_olec ronic wall ets, and Pég c%operate
conpat i bl gardoldere! Stdrr mstance; dnfremetomenterady by gagdhaddery geppe J9eth@dre) . PAS
al so provides capabilities | npl enent ' L@RniEsegdur-es.

For i nst #ABISIatoRcPIPeess Wa&?&%%@&%&ﬁt&%&fﬁgﬁﬁﬁy 1t‘ai crent information

to provi qﬁta%'é%of Ch GaENEPAERIIEY th et aillyongiser fartRASU Mg ertiss di sput e
resol uti on an c]har gebacks. SET-UP, REQ STRATI ON AND AUTHORI ZATI ON DETAI LED

DESCRI PTl¢ahlbe thmpaiscsuchtas Bavif@d-| now provi de further detail regarding the
vari ous phases 10 fromsetting up of the PAS to the aciﬁgg‘t aut.ho%li zation of

onl i ng -t r ansactHedngroperability domain Hioiekdescs direstRry Set TSP E vari ous

system pa1r3t0| S dpaarr!cgglpfmucanhggte? 54! ?ﬁ:}_/ecw server 128 routes authentication requests

from merchants to specific access control servers. The directory server 128 is
operatéd by a service organization, such as Visa. The receipt file 130 and receipt
manager 131 store signed receipts for each authenticated purchase transaction. The
20 receipt file 130 contains information that verifies which iransactions were
authenticated and provides additional information during dispute resolution
processes. The receipt file 130 and receipt manager 131 are operated by a service
organization. The issuer, Acquirer, or merchant may also maintain a copy of the
digitally signed receipt. | | A
25 ~ Acquirer domain 106 includes the merchant 132 and the validation server 136;-'
A merchant plug-in software module 134 resides at the location of the merchant 132.
The merchant plug-in software moduler 134 is a PAS software module that integrates
into a merchant’s electronic commerce web sites. The plug-in software moduie 134
‘provides the interface between the PAS and the merchant’s payment processing
30 software. The validation server 136 verifies the digital signature of the card issuer
used to sign the receipt retumed by PAS to the merchant during the payment

transaction. In alternative embodiments of the present invention, the functionality of
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operate within the PAS will be explained. Then the cardhol der's p}dcegy Hap
registering with the PAS will be expl ained. After these phases are

descri bed, explanation will be provided as to the actual authorization of
paynent tr_ansactions. 15" Setting up the PAS involves set up procedures for
all the participants within the system These part | CI pants incl ude

entities such_as, the ne ant stlt en .and .car dhol ders.
it st ¢ nibeseiioapm, PoBa At gy e, NG tbinuPE mereliand Rl i o)

i nSti tuti gagywi Hsh aﬁls%ﬁﬁdtQﬁ%e 336 FRen sthieats Shlidpionr Rerdunes Tis

car dhol ders descri bed. 20 Online nmerchants _who sign up with the
PAS receldeMmbmcr b3Gugs operatsd fyngheemershante dhe gempren 9T d1yu8- SIS t war e
nodule 134 in FIG. 1. The plug-in software nodul e should be specific to
t he corrpLRTgi‘FBZ"ﬁ!"Btform and commerce server software used by the nerchant.

Fi nanci al institutions part| at Wi t hi k0 PAS wi | | rovi de bank | ogos
and médr ket i ng Hssiigfias "? &‘6 Bé‘ga ﬁt BUR F‘FBF’FE’%J& g‘?‘r?z%eg WHE PAS

~enroll meng, }ﬁfekﬁrz%lgﬁgo%}ﬁs Pﬁggg%ﬂrgécﬁ 1§99bﬂt§hﬁé§ﬁclﬂfe@ﬂ1k&lﬁ1m& cérenlss W th a

service organi zati cert lon authority (CA) root certificate, a
service zahgnbumdbrohnemt The cexttiabiredsapphesch rsguges ne safbyare epdada ¥<b‘?e client

aut henticati and e SUPRO, Saike set upto
use PAS tSH& ﬁﬁ&e M?(ﬁ.pgczigﬁ,&]glcpa&ptéﬁg%gf V\tllgre S%légﬁ? in the

| ssuer dqpRi NpARdsdfivrda dxisha b WaE Cafdlelders diedt ﬁbﬁcPASFhlsdoﬂmreEm Then,

| ssuer financial institutions will also proyide i entlty a thentlcatlon

pol i dles demalqaded ibyi hat ¢nmeflmem series taethe sardhgldons tﬂ& B168s W&m%rdhm der

identity erificati r QG n y. provi de
to the &%mﬁ%nxaﬁfa ‘3(§f"derl8 %lgt ent %?%QU@}BL&T g@%ﬁ?ﬁ%ﬁg%t pre- O;hdl ng into
t he accoypidhBreferpdridifatioh8in Rhe- PA@at'd»rcmghf acink¢itaatses plremgal vbyl tiee support
of cardhol ders. For exanple Wnen ssuer %ﬁSl res,to %\?ég ﬁ%’e all or
nost of |C@1§1h@hlﬁﬁﬁé}’W§hfr5r‘fePﬁS Itt t'3 Fflopy &% to all

of its cq rsﬁqu%dc%ﬁﬁi chmge ? J(:}%&H'ﬁk%enﬁ%ﬂzédh%trhﬁtéds@ﬂab;ﬁnﬁﬁﬁihon@illﬂﬁﬁm' der to

access hi ’her preloa asswords. In this manner; the enrol |l nent
process inwo axghitectined dbpm:mlu&umdhe yendns| ardhein sugomers speclic sHI8sS he f or nal

PAS | t d
For the Fraemerfrios 10y ‘waqva‘iré%%‘cﬂé R S e i e
and . easi gfchiiecth@gENber o : -

—
f

As mentioned earlier, the distributed architecture requires sofiware to be

stored on the cardholder client device. The distributed PAS provides a mechanism

20 for a cardholder to transfer payment appﬁcaﬁons and persistent data from one
cardholder client device to another cardholder client device. This mechanism
provides PAS with the ability to authenticate a cardholder’s identity when the
cardholder client device is a different client device from the client device that. the
cardholder accessed during the registration process. The PAS systém_ 1s also cgpable

25  of anthenticating the cardholder’s identification when the current carélholdgr’é client
device is one that the cardholder had not used previouéiy. In other words, cardholders

can use PAS on more than one client device. At least two methods exist for
transferring the PAS softwa:ré between cardholder client devices. The first method
involves a cardholder using a portable storage medium, such as a floppy disk, to

30 transport the software. The second method involves the ACS dynamically
downloading the software onto the additional client device to be used by the

cardholder.

i1



10 password. Cardhol der authentication information includes inforddtQ6H 2004
such as business identification, country code, card account nunber, card
expiration date, cardhol der name, issuer-specific authentication data
specified in the "participating BIN' data (e.g., nother's maiden nane),
and other information such as billing address, shipping 15 address, soci al
security nunber, tel ephone. nunbe a Ceuthl I, aGhs I story,”
and driver, i eﬁg@enﬁwg’gﬁmi“%gu%%% gﬁgﬁgﬁr S%Qp?%t\}/li dogﬁbﬁac?gj%?@r?ﬂnber'

r ggges foéplpiiéﬁiﬁhs,g Al Q&%ﬁ@ﬁbni@qmteg,Aisma_ lhfnﬂbmc e$aategmrﬁp¢hbé:ﬁrwﬁh kItF; te
addresses 'to the directory server. Wi e.o re rou n rande
web- si t eselectivinicrcomuidre mptkow lengaas (YL SofwaE); éf’* r whBh PA!%P"%S FIG 2
illustrates t.he ocess r.o ' . lerpdremkahey, ShiEAS PAS

accor di nfapﬁblgﬁgpmfa%ﬂf #)%%%%pte@ne ?#E@gﬁti%cﬁ. ﬁbAt?lshown in step 1,
car dhal defigwsi 5k incdhagntcotetdiR siffiseny mforimatien e pravide piooé ofwardhgldsed by a
financial institution, such as an issuer. Ca holetdners regi ster with PAS by
regi st er iaw@lmﬁeitlonf@ﬂtbﬁpvm@%ﬁs@fﬁ’é%ﬁ?;ﬁsomﬂ’bé?‘g? EDAKS At { vel y, cards such
as check and debit cards nay 25 al so be regi stered. Al so, cardhol ders may
regi ster one or nore cards with PAS. As shown at step 2, the cardhol der
enters informati on such as a cardhol der pri mar account nunber AN) , nane
and card SERPIURFREGISTRATIONIAND AUZHORIZATHAN DR AHED NECHETIANer ed by
the consuner at this point For instance, address, e-mail address, shopper
i denti fi cati onphealesaHtion Willew pioshleifartheradetnd] regandiftgotbgctariope phases

password, 30 and issuer-specifjc authepti.cation.infqr ' -al so be
ent erl®d Hyom Isetting upos|tae PAS t9ipe adtigl sp '”FF%}?BC‘QEOI@]@gen éérgglgngﬁkg@bage at

t he enrol ] nent ' RSgRiond Yystenh putticipants|stch dhat iBey?2@aCT 2004
After the'cR Oﬁﬁ%ﬁ%ef&h{éﬁ?(g%g&%ﬁg re u_estg%l i n ormatljt?l?1 n at, the enroll nent
site 10%peRASwithii fthe®Ahatillt bre explrigrdl dSherpAe £a1dQlARTs HITRCES BT d range
that is registered i ssuer iR. di ¥ Core 1d&cRbed he

| nt er ope TEHFEIRY Mﬁtl)ril&wlihbee Ek@m}l%gn é/%%iciﬂ;géclﬁgiegl %Irer i_dent‘ii't i es

usi ng varéxﬂgaaﬁﬂi‘f\bm%prgﬁﬂ&iasta&dmmﬁhﬁﬁzuﬁeﬂpfpm@ltnwaéﬁmeri fy the
cardhol der®rdentity through a third party authentication database or
throu.ish t he iss%lt{&r']ﬁ)@l\éﬁp e Rek s@tipoptocktinpdsafor all Aukparticipahts ywyithin

veri fircati on can $e performed by usi n%_the issuettil prov{lglrﬁd Elill ecia?f
appr oved th@rsgétahndeThest2partigipants include entities such as the merc 8, undm

institutions, and cardholders. First, the set up procedures of the online merchants and

financial institutions will be described, and then the set up procedures for cardholders
will be described.

20 Online merchants who sign up with the PAS receive merchant plug-in
software modules, such as plug-in software module 134 in HG. 1. The plug-in
software module should be specific to the computing platform\ and commerce server
software used by the merchant. Financial institutions participating vnthm PAS will
provide bank logos and marketing designs to be incorporated into ‘th-'e‘ir_ customized

25 PAS enrollment site fémpiate. Acquirers should also -provide merchants with a
service organization certification authority (CA) root certificate, 2 service

organization certification authority SSL certificate for client authentication, and
integration support.

Before an Issuer can be set up to use PAS they must obtain a copy o fall PAS

30  software specified in the Issuer domain and install hardware systems and the PAS

software. Then, Issuer financial institutions will also provide identity authentication

policies and participating BIN information to PAS to be used in cardholder identity
12



transmtting status check authorizations to the issuer, and by con%a?riﬁfd 20
responses to pre-|loaded information provided by financial institutions. 10
If the PANis not within an issuer enrolled card range, the enrollnent is
rejected and the enrollnment process is termnated. If the PANis within an
enrolled card range, an authorization for one dollar wll be submtted
through a service organization paynent networ S | to the -
i ssuer fivesifigatin PfﬁﬁﬁﬁsutmpdTﬁﬁﬂg&ﬁ‘ﬁW?‘? féqvﬂ%dntootﬁg? ngssgl%e- SR
transaction allows ;the b SSURS pe-WRfikd ¥ntb Be Gadcimd BoRkee dllatl18t aPus, verify
t he addreaélgleﬂ ?ang(f tlhg)%ﬂé%%sg I%/eri T céat lon Service, and verify. the

Car dhol depadiies filieats largeviolumes Sppavvepardiidersyor pramplenva@ 81 ¥ nunber

rinted on the signature strip.,n th ck .of e payf the
Ear dis a#spﬁ@vf@oﬁcgl’ﬂéﬁua‘tf @P%B’fé,ps ™ 03‘2% £ Ic)iég’ tvl\nﬁﬁ#{?ﬂtgﬁﬁ %é’g%rl) (])Nrrpt ed for

addi ticonal authentycat iitsoeT.idﬁ(sleérgr.at TR PIN M@hbdrycdnhthencbed eddidy’ sachdent i ty
in an Zoquﬁl}eractlve,' real -time; online session. In some, enbo mer)[ts of the

present igameldepty acchdsehic ar bitrqirdeaded pasarasds. bin (hisyaaneadthe FrEoHmenty
password and a_"hint. question and nse' I Q%th el forag) PASd to

aut hent i P496EsE Het*Pg 1&@%‘?%‘?“&???&5‘%@%8%&%@?0 frarsaction. As shown in
step 4, whem the cREANOARG ths cardRsliers st theieprefoadet] passwoivkfor2be disgir opri at e
responses are rePurned, PAS sends an aut hori zati.on Hessgg% to t eri ssuer
fi nanci alticieyshé tardhadders Tinemthgropsion pf slesignaing # BEY B S286} VB MY Passes
cardholder information to the access control server 114 to set up records
in t B8 aP@¥WN%hol der file 118. The account holder file, such as account
holder file 118 in FIG _1,.can store .in PSR sAsh ab basRsdsal

i nstitution BIGRAr @E@eﬁ%@g%ﬂﬂiﬁ'ﬂﬂ%ﬁé’&%&g%ﬂn& | OFli 30 dates, first and

| ast namggu. ct?’ogir cSurthCE0HRE cidrdestt rbiiber,grd dxpissivasdate ovirdoldacur i ty
nunber s, "cardhol dér passwords, cardhol der, password ques j.oné ca0 hol der
passwor d nanwes issus;specific huthgatication j data sRECHESR e P cb%qtiw PR y scores,
and other informption. 14 e Srheshdith s ofllihH address ehippingvent i on,
during t K&8» & Pﬂ?@?%@’e@,&ﬂt he cardhol der can be asked to.enter a
phrase, Galilesd dobRl Reamy almissutclsphensrasshgs acPu) balepes FBSEBgni zabl e

to the.cardholder. PAMis |ater presentegd t h i ssuer
during a hisgeresed driyps Hesrss mumge cg‘g%lﬁfﬁgt%@d el PR ittt Rinbie

ranges for their card account portfolios and access control server TP addresses (URLs)

to the directory server. PAS will be offered through bank branded web-sites, which

will allow ecardholders to register with PAS.

20 FIG. 2 illustrates the process ’ghrough which a cardholder registefs with PAS
according to one embodiment of the present invention. As shown in step 1,
cardholders visit an enrollment server Internet web site maintained by a financial
institution, such as an issuer. Cardholders register with PAS by registering their
credit card account numbers. Alternatively, cards such as check and debit cards may

.25  also be registered. Also, cardholders may register one or more cardsr with PAS As

shown at Stép 2, the cardholder enters information such as a cardholder primary
account number (PAN), name and card expiration date. Additional information may
also be entered by the consumer at this point. For instance, address, e-mail address,
shopper identification, an account verification valuel, cardholder-specific password,
30  and issuer-specific anthentication information may also be entered by the cardholder.

This information can be entered in a page at the enrollment web site such as page 300

 shown in FIG. 3.
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5 the cardhol der's designated PAM the cardhol der can be assured tzhgt 0aT 200
di al og wi ndow used with PAS was delivered fromthe cardhol der's issuer. An
exanple PAMis, "the sky is blue." It should be noted that cardhol ders
require no new client software or devices to use PAS. In sone cases
however, chip card inplenentations of PAS may require 10 additional

car dhol der co onents such as a chip card,r.eader.. | P :
enbodi nent , @ohe awtholdst FRIFrS F’Sﬁq'ﬁf'@gé rr&fmcfnl gteglesggg(ﬁrﬁ#‘%lgd%tﬁ ot ocol s

such as @g'}g\ég%”{lﬁks &Q%g%&@glrdm’mgs%m & chrdatsge thiteid registessd t he

I nt er net and the enrol | nent SeI‘Vﬁ 'ﬁaf'fsﬁf\ during
the consuyyahe ise@erdh ﬂaatdm:ntoqr seevnrdIZB o ithe bﬁﬁs@iﬁ%bl Ly gomajn {0 95

institution may display .its.own ."terns Qvaey

policy." Gmé’ﬁné'f ?%M@%Ild?nr%’?? PSing SATAYSS mfﬂg’ggab t%r]tllts)g?%%c?{ree regi stering

cardhﬁpI 3{5& %%1 18%3 aaERter lgéntﬂ?tﬂ-u@ﬁ atthﬂrdlpaﬁt)eamhcxamdnmﬂatabw in order
e

to co istration process. version nunber.s of th t er ms. of

use" and/g@thibbigh ﬂﬂaﬁsmelﬁs owneythmﬁqaﬂyﬂ d@FéE%?S{ Adldipnally ven Bﬂw%ghoul d be
saved by the fipancial instituti ons @QﬁlAf&erap Yoved Yatdbgdesy tiko] pgnts are

set up armrfm&e'%é’b’dﬂﬁpﬂ & T rpéa tere aynent transaction nmay be
aut hent i qg% S‘)ﬂn{-% %ﬁ@ﬁe&%&hoﬁzBQ&SautmeMuammUby pAyPREmg TEFRORSescoi on i s
i1l ustrat I'n In step. .| of FIG 4 cardhol der visits a

mer chant pse-wadedmhonm‘iﬁé by fnengial PUOHARSr net . After the cardhol der
selects the products or services he or she V\nshes to ﬁlﬁmha@% the
car dhgl der begf nise PAN theckwithin 25 igsuec eswlled saHd RYul® form

and then clicks g;}lq:? blll_%entt%ce %&%ﬁfatehhqf'h@ymbﬂtﬁlgﬁnlaﬁ enedlRat ed, as

shown |nT§l?‘€tEd2n plums in software nodule is
acti vat eq, angd, f.beg, pﬁm&{zﬁﬁo@fmebné idoH i mlldieosﬂamttt:d) thepugb ravisp@iGthet her

t he cardho d S’ specific account. is_r.e ster vmth re are
vari ous megdmmihoh;pawmnﬁt??@fw&théﬁt B%Fé #ﬂm n%gﬁgt}tggﬁﬁ%

et et e bG8 Rh e P b d ST sl e awowa o vty ahe earda

t wo- st ep rector erver and tgen t he ccoci at ed
Wi t h1the jeaneibelafiRy vérify théeddeess, usingptho Negridicatipny Seaeea VE“ hecked,

“and a nmethod in which fhe. 00 r . fl ahesk a carhe
menory cdim Sardhelfer nesrificaiion ﬁ?@%i&%%ﬂz%@ Qli'ﬁr@ dfgit o
. printed on the signature strip on the back of the payment cards.

If the card is approved, then at step 3, the cardholder will then be prompted

for additional authentication infonnaﬁqn to verify the cardholder’s identity in an

20 interactive, real-time, online session. Jn some embodiments of the present invention,
the cardholder can also be requested to enter a password and a “hint question and

response” pair that will be used to authenticate the cardholder during the purchase

transaction.

As shown in step 4, when the cardholder’s identity is ‘veriﬁed and the
25 appropnate responses are returned, PAS sends an authonzatlon message to the issuer

financial institution. Then at step 5 the enroliment server 112 passes cardholder -

information to the access control server 114 to set up records in the account holder

file 118. The account holder file, such as account holder file 118 in FIG. 1, can store
information such as: financial institution BIN numbers, account numbers, expiration
30 dates, first and last names, driver’s license numbers, billing addresses, social security
numbers, cardholder passwords, cardholder password questions, cardholder password

answers, cardholder email addresses, third party identity scores, andl other

information.
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directory server. A description of the two-step' process will now pe? 0CT 200
provided. In the first step, the nerchant plug-in software nodul e
identifies the card account number and queries 5 the directory server 128
to verify that the account nunber is within a range of nunbers associ ated
with an issuer bank that is a PAS participant. |If the account nunber does
not fall within a range ,of acc . hﬂﬁéj ; nR6de8dy server
128, then the ﬂ’&ﬂ?reng?%’[??%%%ghegéﬂg%ﬁ%ﬁggr argﬁr?g t‘]rﬁletgjinspt(?{‘ered w th the
PAS. In Qicérdﬁaﬁl@r cddBe #BRES bnatier Spitasd, bilied theipersond asuranga mossAzBer i s not
regi stered wth 10 PAS and the nerchant ‘ﬁ%ug-i sof t war e rmtg(gltg ggturns
control oPAMY thatis actogoiatiadR the Far¢holdeer 13 YPEPFERCS Pt Ware. At

this point, th rchant storefr qRsl isdhdriknbhie

t ransact i‘@Fﬂhoé‘gerir@ tﬁ&“ﬁ?ﬁ?ﬁ‘@m i Ig%%nreé?{t}se t.S)rnt' ﬁ%?ceg{e)?ﬂgi ce to the

car dha! defe QiihHliee Sk gHatdd FANIEMh ahidueldpogantbetassveechibata digiogwiadeher hand,
if the account nunber is determned to lf(f Wt hi n‘ﬁ%_ran )gegf ;SSC gbount
nunber s pised writh BAS ias delivsrsd Sep g cagghelder [§55ueT, 8’8’5‘% f%vgl) of the
verification ogess begins. The second step of the verification begins by
the dire®¥ % YU€endi ng the ACS capabl e of authenticating the cardhol der the
card nunber to de mne . f .t ' . o€ aF deviGesnot
enrol l ed, the Iéﬁ}ll‘l}h& ﬁ‘f)%ﬁlr%%tecggdh%?%%%ﬁunifgng(?ggﬁﬁhfmzshe ACS i ndi cates that
the card ti,gl 91, | Bontd RsAGRwever, thip cdid myilangnt@ipns of PAS mey GpRRe t s URL

I nternet a 3ress to the nmerchant plé}g-i n. g&? rchgglt pinug-%‘jefzente en

i nvokes tddditiegs wawihplder camprBetiesuct 280t R iCEE MGt Tesitent browser.
Once again.it,.is note ; sdutitizea! fc¢ ' srotgeoBRASich Aassecond

<y met hod ofen?;tf?élﬁrEF% eog%&esgalfe¥trt %tpdggf ﬁ%l%d_er is re }iﬁg?e?ed wth PAS is for
-~ the ner chalt chind@t bergtidoner potectidéte ttauszmtﬁeé@mssg@é fiebevreet e o ut

first 25 querying_ the difectory server. The third nethod, as nentioned
above, i safdhol %@W&?ﬁﬂ[‘“ﬁsﬂé% a cache menory containing the sane

information held at the directory server. |n .thi laach Bafi@IChaNt can
at | east do a pisel dwngthg @H@Eﬁ?r)éﬁsm%%dﬁ%%%d %Ea%’ There coul d be

mor e .t han_qgne,.physi cal.i6 NS ¥Phse” i andloh¢dRADrEMsY policHOvWBad |, it is
pr ef & abllﬂai}ﬁ%& ﬁaérrcg 1%} gﬁ%ne I_ogi_csgl di r’eCt(ﬂ);:d?x 30 ser.%{ear. Lo ot her
wor ds, algnaatial hsttitioadestle dulityde segrmaegstyang GASNOER: 10 HPH AR ey

contain torll'?m% g&eep‘i trfx];?emr mastaln rf)blic::Ligs ftorirto %ngﬁléte the registration process. The

version numbers of the “terms of use” and/or the “data privacy policy” accepted by

each consumer should be saved by the financial institutions. '

20 After PAS system participants are set up and the cardholders are registered, a
payment transaction may be authenticated utilizing PAS. A PAS authenticated
payment transaction is illustrated in FIG. 4. In step 1 of FIG. 4, a cardholder visits a
merchant’s electronic commerce site on the Internet. After the cardholder selects the
products or services he or she wishes to purchase, the cardholder begins the chec.kt?)ut

25  process, completes the checkout form, and then clicks on a “buy” button.

After the “buy” button is selected, as shown in step 2 of FIG. 4, the merchant
plug-in software module is activated and then performs a verification process to
determine whether the cardholder’s specific account is registered with the PAS.
There are various methods by which the merchant plug-in software module can

30  determine if the cardholder is registered with PAS. For instance, a two-step process

in which the directory server and then the ACS accociated with the cardholder is

checked, a process where only the ACS is checked, and a method in which the
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if the cardholder is a PAS participant, the, ACS displays a bank) Br grgegngy
w ndow to the cardhol der. The bank branded w ndow contai ns basi c paynent
transaction information and pronpts the cardhol der for his PAS password.
See FIG 5 for an exenplary wi ndow 500 that pronpts the cardhol der for his
or her PAS 5 password. The cardhol der enters his or her password and the

ACS verifies the password.,As is cqQ -1 oglay. rs be given
a cert ai nSTRRERY c35% C eﬁg\?ae?‘f‘&‘% nfcglo%rc%%g@fnf @%t%?l tet e&%ggé%?@. . et he
car dhol def; i 3o/NaRkeg to correctly enter the password, then the cardhol der
can be pronpted wth the hint question that was established during the
car dhol der ' s 1 a0 3Le AR Y QRS prBLak GiRbLY. be fioviasd dhotitetrsi Sep, 10 i ven
one chance to enter € correct answer in response to the hint question.
The paynef nttiae plugdn isoftware mdduleddentifies the cat awsevntyasaheg ppd f4etisinedi at el v
entered or is the correct response i.s,provi ded he . &ak.dho o the
hi nt duesthpdfirectgry HeR'et H@SéPlfgﬁﬂﬁﬂﬁ?ﬁ]ﬁBch%‘fmgﬂua%ﬁﬁ{ gﬁ%ﬁ%&ﬂgiéﬁ pr oceeds
to digitali sl GRoBiatddfth Bh iWeN Badlfhat SSUPKS patigipaitr & feyacoour ser vi ce
provi der''s Key. I's receipt will 15 contain the nerchant nane, card
account nwimisdr, dopayioe il Aathime rangedolt arsopyymErbers deffned omhihe &Y il e 130
stores the follow ng_ transact, on data. RL, card
128 E?tht;?sgﬁr W ?re?}ralit,%%aﬁw&e? Q?emiotg ered VAIERE PASY

account rifAYsEr: o anount , ment ate, the issuer

payment S%%Pst M 8O SherdHRant RIEed Sat ak¥ Reeoirtamiiten iv et fegistrédwithval ue.
The ACS then redirects the cardhol der back to the ]g%r hant glt{%@lg t hr ough
20 thi® caPASahdidre herchant plugAn seffware mndgic refufs cREEOLGIINC Fausapion BRct o

merchant the digitally_.si calpi: t Rhiioalitoan seftwire Whet her
“~ythe car dHBItg%paﬁ%?ngggﬁeﬁogg%ﬁ@%%?c%g%‘?%%]é’ t\Bglniqegation ser ve_rS 136, in the
“acquirer GampbékedGhith i transtiohyast ih @ormallycwendd, Tsfusg-fhrhergrvientoBei fy t he

digital signature used to sign the paynent receipt. After verifying the
di gi tal giaygheldareor progeed ¥ P"‘f&%@@ﬂ@ﬁﬁ thenticated." In 25 some

enbodi mrents of the inventiaon, after the, transaction i.s _caonplete e
cardhol der  wi O th atherthapd if e agequpt pymbes 1s e-%‘r'rgﬂ?%‘?té’rbem"gg%ra Ef?%“e%% of:fgrd

account and cr.eate SHRE Q }%rqgg,dtﬁ@lr tHell ketofid Odtep f {hier chases.
AfteEBt heacﬁooﬂnahB‘FH%%S {%&gﬁl E%nt | cgj{}edei n step 3, step.4 jnitiates the

process fgificatibt Qo egine P sédond cxterd w6 | thie vesistiony ReginSHE i cal |y,
in step 4, the nerchant, 0 through. th r 1vi| nodul e,
P n%gg gg%atlgieo&g‘auﬂtfngg%qgg g&dﬂiﬂﬂ& {hg ﬁlﬁﬁsé

sends an diteetesy ssding e nment networ k such as
Vi saNet .  The, paviepih\Qka darolied. Hfulidicardl &y MR redolleticthe enrollment process

is terminated. If the ACS indicates that the card is enrolled, the ACS via the directory
20  server returns its URL Internet address to the merchant plug-in. The merchant plug-
in then invokes the ACS via the cardholder client device and it resident browser.

Once again it is noted that there can be multiple ACS’s in PAS.

A second method of checking to see if the cardholdér_is registered with PAS is
for the merchant plug-in software module to directly quefy the ACS withqut first

25 . qﬁerying the directory server. The third method, as mentioned above, is for the -
| :fnerchant to have a cache memory containing the same information held at the

directory server. In this manner, the merchant can at least do a preliminary check.

It should be noted that there could be more than one physical directory server
in the PAS system. However, it is preferable that there be only one logical directory

30 server. In other words, all of the directory servers should be consistent in that they

contain the same information.
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aut hori zati on nmessage and the ECI to an issuer financial institu@d 8ngCTha)04
0 authorization nessage is a nessage as is cormmonly known in the art. The
17 OCT 2004 authorization nessage is sent to the issuer so that the issuer
financial 'institution can verify to the nerchant that a specific account
is in good standing and has adequate credit line for t he requested purchase

anount of the paynent transact X The ECI éﬂg&f %rstahﬁgmlz :B? tdE@nsactlon

was conpl et ed I%%F ‘{aﬁgmh’?{é‘? ﬁeé QPQH'GFH?B e Peve message

security Eég% A& Y Bithk Whnk SFedded Wirldo®- c&dtaaﬁ Jbagiodpayuidnent i cat i on
e

used. in At ernatlve odinments of the invention, the nmerchant_is capable
of  provi ginsgetidifannatisn andf pemptsitincarlnlder ot his PAS %ﬂﬁﬁ‘ﬁ?ﬁdr |1*8F? message.

For i nst ance the foll ow rmat.ion

i ndi cati ny Io¥ 21 g€ B]IaHhB’F‘HQ’% 5&%% PLYFRRIE ? ?’J1d§ g‘f |cate account

i nformation. digi §f % c%i(ﬂﬂﬂ%#‘%ﬁt%rs &sQﬂrlﬁH?qiadﬁfrordv&ﬂl ﬁhbcmCSwmfmb ube2, card
aut hent i | on verification val ue w@ﬂv;%%an offlLine PIN, aut] ent | cat ed by
chi p car cpastWirdr yAs dgeemmon riedayh the- g0 PE SYFE 3 GEHAIB

mer chant w th guarant h s laﬁ }he ACS
whi ch adticeEmiy ofeEge %?t%iﬁ%%ag%ﬁorﬁ ?f%%AI S dgélgﬁlﬁgﬁgb@ea%gﬁ?%r Ya 5 i ven

payment q&% badRfbrd thén BREGkdoliepayiTba prampted sdthi the hintamestion thehiwds | t is
used by P

card issuers to uniquely jdentif tlcate
t r ansact i astablishedrpring geeepidhold eé]lsgﬁmté‘éloﬁé’&‘iﬁssy A‘F{e@% - e ?"g@h"@?‘*f‘? nanci al
! ”SE '@}“@r‘? roc%?i(lf?qg eﬁ{erm@%oﬁ%tgﬁéwé%f&ﬁoﬁsémﬁﬂtqaes@n conpl et e,
contr

ase transaction is then returned to the nerchant's

storefront softvvare via ttgel}tﬁgﬁ' &tntlH? P co E}@t ﬁa%%@xﬁ it heetiRtdly ns the 20

aut hori zati on paynent networ to the nmerchant. In step 5
of FIG 4dpterkdIBr isSthyRbrrbitanonsd isippetidediby the ardholder thdre kit aesstioe of

decline the transaction. In sone t t he ut h | ssages
can be bavﬁhadhanﬂoﬁ%ﬂum?ﬁé’fd\“éﬁ‘ﬁtsghﬁ}f gﬁgéﬁé P’ioﬁ%e gh é@ Sﬁgt i cation

i nformation.is als bak&Rica Wkd\aadraatdy0 ThivResipyedll 25 The
access cJﬁ??%tlusggrvgrlg}ﬁ%%dﬁ capab e of varlﬁc-)us ot her functions. For

“exanphke, doifitResachanhunt, @et aepurtanmhen PayMERiARERL and hePRHint s fr om

}Dcet hga;[ aﬁb;aresf Thécr%ge%]r)]tt f1e" T3b b8 rdeRE tflol\fc‘;’“fﬁg ﬁ%@%lohydata BedchentGafsi)ol der, or

merchant URL card account number, explratlon date, payment amount, payment
date, the issuer payment signature and the cardholder authentication verification
value. The ACS then redirects the cardholder back to the merchant plug-in through
70 the cardholder browser. At this point, the ACS also passes to _the merchant the
digitally signed receipt and the determination as to whether the cardholder has been
authenticated. The validation server 136, in the acquirer domain 106, is used by the
merchant plug-iﬁ 134, to verify the digital signature used to sign the payment receipt.
After verifying the digital signature, the cardholder is deemed “anthenticated.” In
25  some embodiments of the invention, after the transactlon is completed the cardholder

will also have the ability to re-reglster his or her card account ‘and create a new

password to be used for future online purchases.

After the cardholder is authenticated in step 3, step 4 initiates the process for

authorizing the specific cardholder’s account. Specifically, in step 4, the merchant,

30  through the merchant plug-in software module, sends an authorization message to a
payment network such as VisaNet. The payment network, in tum, forwards the
authorization message and the ECI to an issuer financial institution. The

authorization message is a message as is commonly known in the art. The
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The access control server 114 can also provide a sinplified renedal QCT 2004
regi stration process when the cardhol der receives a replacenent card. The
access control server 30 114 call support multiple users of the sane

regi stered account with uni que access control information. Wen providing
a user with a connection to the access control server 114 for purchase

t ti or . t dat j .th e .
Vil dat e RReorHation HeSGHEe AIDI b e Rrinedhs R o SEl ¥EfebA 00 1

T 20 thr 20 EacPhnciBAd it 4 Hecifielasbeiinn s NBRoantadlig arSEasddegsate di gi t al
signatures, an online PIN nunber, or and off-line PIN aut hentl%@ltgl on by

chip car derditvline figut the requested paeaspagiounhefl e permert Hasaction. | fhefbder at e
with existing systens wher.e the r , I nt

i nf or mat i%ﬁ‘cgtﬁs ﬁw g‘," qﬂ?@h%@'ﬁf%mﬂne{é?%%r @gﬁ%t%&%tg&?rdeglg 'ﬁ%’%? ﬂéﬁtq o1 i zat i on
and clsearimgesys! QOBritySUB.P ehdnnélnénceypHion ($855), whthepslenr) dnd aethentoedion o
multiple nmerchants, . support a variety of "paynment interfaces between the
mer chant whdl t he acquirer, and mnim ze the mandatory i npact to paynent

network authorization nessages fromthe acquirer when setting the value of
the el ect roni dncsitemertive éndehidiments of RIS )inventomnthenmerrdant & CrRAMS 9

transactions fromthe nerchant to an..agcess C 0 \Y; i have a

director wr?ﬁémgﬁﬁékﬂoa@mg‘m&’?@%w’ﬁ ehaélalsogggﬁegrn Jggsssegé ) oﬁ&t ﬁllllgta{l‘gcér dhol der

account QH@*P&IW% inffgfiatRnGh 06 bd E@t:%aa%meam@ itahe candhoidgr wiasf or mat i on
ta

I's only accep from authenticated merchants. |f PAS det eccihs nd
repor0s aatdessfully fauthenticates), cangennt infarmatien c digita} s1gmabmes 2 @FdholdFT ( hen PAS

is able to .15 deny.access,t I ] | pdbgRtepihat such
y access | SCHECTHRGEC aﬁr‘aé&@?&s@é%l@%%égﬂteﬁga%gggﬂmﬁ Eiri.rler chant fraud is
deemed prghpbficuited'by chipRird BMVhanpptogat, and theonachsaAleldy t pror e

viderthpe -
depl oyed, but.deploynment i s not requir . rchan t hent | ' can help
m ni i ze oasehanh athf guatagteed payRal f‘%ﬁﬁ&g’sﬁcﬁ%ﬁ "rt%%bﬁ? %ﬁw
TRANSACTlak%%ntEAa%d fie! daldiRideR bi® i£X 8ARhE WiluBESS 8 ¢@¥en! Piimenik @aemid during the
ra

paynment nsaction superinposed over the PAS architecture, As described
abovas t pecificiipaipaset trausastion fom Haticard. hdn vsed DYaRASIEAAVISSIFE 19 ner chant

website via a RQrowser . and sel e i 40 ASRuedt sgRECdRRNE. " S

payment $GUElR ’aﬂﬁéﬁ?e&h"@%@? a@é‘r%lgt%ﬁg}écp 51‘[?(1) ent er &%us or "her paynent

i nf or mat ixgfy EnNgkal Eancetingtitetion pecaaingesi the authorization transaction 1s
complete, control of the purchase transaction is then returned to the merchant’s

storefront software via the payment network. The issuer then returns the
20 authorization response via the payment network to the merchant. In step 5 of FIG. 4,
the issuer financial institution will either authorize or decline the transaction. In some
embodiments, the authorization meséages can be batched and sent in a group at a later

time. The PAS authentication information is also included in the batch authorization
messages.

25 The access control server 114 is capable of various ofher functions. - For
example, the ac;ess control server can deactivate registered accounts from the
database. Accounts can be deéctivated manually, by the cardholder, or by the issuer.
The access control server 114 can also provide a simplified renewal registration
process when the cardholder receives a replacement card. The access control server

30 114 can support multiple users of the same registered account with unique access
control information. When providing a user with a connection to the access control
server 114 for purchase transactions or account updating, the access control server

114 can validate the user as an authorized cardholde}r of the registered account
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i nformati on should occur in a secure environnment, for exanple, th?chd}CTt 280
use of SSL encryption protocol. Wen the cardhol der indicates that he or
she is ready to finalize the transaction, the nerchant's paynent system

i nvokes the PAS nerchant plug-in software nodul e 134. Then as shown by
line | a, the plug-in software -nodule 30 134 checks the directory server
128 for the specific URI, of_the ACS that may contain. .rhe cardholder's
Payer Aut ﬁ@mglwwiqsm%ﬁs&?fe W“_gt%ec\i}%w%tfési ﬁhdxftse[, Hﬁgl{agﬁg'ﬂ% ’rémi s

enrol |l ed '0{1‘1?{5' Wovm Cace?r%raﬁﬁbﬁflﬂﬁtlim%menﬁ&%ﬁ *bz&hm AréEMVerptomaul e 134

checks its e nenory that contains this information. The software

134 searches for .t P . | lof WD eRisti Heds BRs@ge using
t he car dhol derﬁbm&%ﬁ’ tﬁ%‘ﬁ&%ﬂaﬁ{e%@; é%f’?% tlgd, tﬁe S%?E%ant plug-in

sof twar e §34mbichhntebisle SirdBoldec dtceuntc iufasedtionnowi file, antdropetate Wittt at e
itself to the directory server 128 or the access control, server [114. The

mer chant etistipg meshkatavthorization; nd elsapng, sysyms, Py, g’r\?&épa@ﬁf rvf/h(f hat -

corresponds to the card VAL . [ yrhBf RhatRes hat s
sear ched P&} eseﬁ’@?%%gonmgﬁaé}ﬁ%o t’\/\sg?g&gzachgﬁ%? %?-?gcto'ry.i nf or mat i on.
The mer chaRbed theg niefchanf hiditke moghitee, emh nzihiwize Hhe knandatody riamask ¥o ser ver

and the access control server. 10 After fhe nerchant pl.ug-in re 114

conduct s pdymesbaetwrrk ayboriagBpR MsEEs| #‘ﬂ@ﬁ%‘%‘iﬂ%g@ﬁ% SFtémg F}éen‘s’%{?% %ﬁewg to the

access cogtrol Bk AEF \rectly, as shown by line |b, or after
Qe oL A8 0

first passing Irectory server 128, as shown by line la. Wen

Lhe Ve Y BT oL e RYPESAAGSrlntadkb BB i hnb@nkiie Cess pot o

_serv 114 via rec erver e directory server 128 15
“searches depferds ke have aGlirecrep dhdiprovides thieeaddeass fd] the seranbesssk en 1Bl in t he

Ver'i fyEnrol | mrent Req nessage. unsuccessf u t th | rect erver
128 wi | | cardolder 2cCOMRi #Wﬁfoﬂ?ﬂe?ﬂﬁ#ze% r?é‘é%cligtg‘%mf tb‘ﬁ ﬁ“%%l%&‘g& @gfﬁg’{g and set
the value of -Stat f 8 Rirh TRMen@éatodeficfabano! 1NTEAS Risecht atdis t o
"N." The éﬁ&é@%#% rraecﬁlé%%s nmessage is then returned taq tg% krquqrchant

pl ug-i n sepérpactivitPiroaDa mieechonhtat exceeds itgrmmal acbdtys thenkdd o

directory, server 128 wll, if.not . t Lshe [ A Secure
conneldt i gienyiachessda LiReFRiRTs WheE ?&%ﬁ?%caﬁeﬁ?c%%s%cgﬁ%?% I10sﬁiekrB ver URL.

Then, the,Yar s ebilawetiie qasteshapmeicharitoiravalr id attetned tpnebables c Meschasht r of
server URL. If that URL is not availahle, t rchant pl ug-in ul d
proceed tauthenticationttoghe @45 SEHM G g%%ﬁg‘?yﬁgﬁ’“\fﬁf’@gme?tog |tlrg%]§%,' and

al I ow foryWpy 49 authentication can help minimize merchant fraud.

20 DETAILED MESSAGE FLOW FOR PAS PAYMENT TRANSACTIONS

) FIG. 6 illustrates exemplary messages that are sent during the payment
“ transaction superimposed over the PAS architecture. As described above, the
purchase transaction begins when a cardholder visits a merchapt website via a
browser and selects items to purchase. The merchant’s payment system will ask the
2l5 cardholder to enter his or her payment information. Generally, entry of the payment
information should occur in a secure environment, for example, through the use of
SSL encryption protocol. When the cardholder indicates that he or she is ready to
finalize the transaction, the merchant’s payment system invokes the PAS merchant
plug-in software module 134. Then as shown by line 1a, the plug-in software module
30 134 checks the directory server 128 for the specific URL of the ACS that may contain
the cardholder’s Payer Authentication Number (PAN) to validate that the cardholder

is enrolled in the service. Alternatively, the plug-in software module 134 checks its
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25 a maxi mum of up to five access control server URL's to be sear%@e@md’ﬂﬂ%
course, the nunber of URL's attenpted is variable. If unsuccessful on. all
attenpts, a VerifyEnrollnentRes nmessage is returned to the nerchant
plug-in with VerEnrollnentRes-Status set to "N' to indicate to the
merchant that the purchase transaction cannot be processed as a PAS

transaction. 3Q After the Verif r.ol | ment R asaHe | o y the
access coRVP&RcheduemaRy 3t4f’,°n{at'fgy@§5rét1§’ oo fg}efgge rver lﬂélf:sgé% fﬁ gé goﬁghtp

car dhol de ARP@, @ VB siEnERRE RIREREE udBS thrgardiotiey RANI dif @st i t
agai nst tge a c%&%tg@n%gl dgy&yfi Ire 118. ‘PThe gﬂcﬁ% c%?érrol @ rver 114 then

formats aalvéedyf ssEablishddrethe Rosrchan splye-in | sefiwaee 136 il @ SRR a

successful match occurs, the acce Nty O ) tSgt of PAN
Enr ol | mentonpgetiop m@r@i‘t glétﬁ%{‘t‘scﬁ gﬁszelftcjg’eh%r %§§?ﬁ§{eﬁi ?}? ?‘ﬁé@agédggss control
servers 1dhuw kérviit BY Mehd Mershamoilag-tn voftwrare ¢4 PAN, searohl fpop ohrdtresge he URL

field(s) inthe VerifyEnrollrnentReqg nmessage. Ln t.he c&ge g; g{] L
unsucces sénity that esesponss e ghecseardhodden EAN abpgrious lecatiens: {Enesplape Pah s pan

Enrollnent to 5N ", Th - ) j.ne t Hén. Ol TIREr Ver
the rﬁ%%hna?% ggﬁgg‘ sOMiRecRRe of! difechiy SRform@

returns a vel F‘?ylﬁnrol ssage back to the merchant - plug-in through
t he di rec,hg,rcnmggﬂwge{n sofBvaré-moduleecan alse ohbentha duectofyy smyey| an, RgSS nessage
is transmtted directly to the access control server, the

Veri f yEnresmbab$fi¥8s nessage is transmitted directly back to the nerchant
plug-in as shown in line 2b. 0 Caching of the diregtory. server, 128 can be
faci I10t at ed byAfien |thgi merehagRRpigedn arﬁeéi%\gémﬁﬁﬁcfs. eSCRPeq Message i s
sent from,the.nercha 19 lis RAULRtdd%othe atles€ ehiftiol seRleY Q14 aMfier €qUest S
the |ist r%ﬁ?%g?rf?lgﬁeﬁg%?%&gﬁe&s%ges, in order for the plug-in nodule to
updat e i tdiregig, e shdhe bEERe dbpersdiayfirst passing theugly thealirectony sarverig s e

participating ranges. 15 After the. jssuer access contr urns the
Ver i f yEnrsBPWaRENt RBg 1ane e et%ﬁﬁ&goévg?%ﬁ? HEEE {Sot?%nesgﬁ tﬁ%ﬁ éﬁé
car dhol dgjccéskic%% ofevivee 1haSvisliat difettbpe servbt e8! iheatiiratorg agasirl 128 es by

usi ng a QueryCardhol der Req and QueryCar dhol der Res age pair. ., The
mer chant sphobes omial kecbud regrresnodgn tp @aﬁ%olq%ﬁﬁgég gty 8 Req

i 5t 1 DUt e A RaY it SR EH ST U RUE fort e RE
Quer y Car ghghstes ReqfyEnrollmentRes message with no URL value(s) and set the value of
Status of PAN Enrollment or VerifyEnfollmentRes-Status to “N.” The
VerifyEnrollmentRes message is then returned to the merchant plug-in software. On

20  the other hand, upon successful match, the directory server 128 will, if not already
established, establish a secure connection with and authenticate itself to the access

control server URL. Then, the VerifyEnrollmentReq message is forwarded to the

access control server URL. If that URL is not available, the merchant plug-in should

proceed to the next access control server URL value (if available), and allow for up to

25  amaximum of up to five access control server URL’s to be-searched. | Of course, the
numf}er of URL’s attempte& is variable. If unsuccessful on all attempts, a
Ven'jjzﬁ‘nrollmentRes message is returned to the merchant plugin  with

VerifyEnrollmentRes-Status set to “N” to indicate to the merchant that the purchase

transaction cannot be processed as a PAS transaction.

30 After the VerifyEnrollmeniReq message is received by the access control

server 114, the access control server accepts the cardholder PAN from the
VerifyEnrollmentReq message and validates it against the account holder file 118.

The access control server 114 then formats a VerifyEnrollmentRes message. In the

20
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nmessage is shown in FIG 6 by line 3. If any distributed authentication
options are returned in the QueryCardhol der Res. nessage, the nerchant
plug-in will conmunicate directly with the PAS cardhol der client software
to performthe authenticated steps. Sending of the QueryCardhol der Res

nmessage is shown in FIG 6 25 by line 4. |f the VerinynroIIrrentRes St at us

has a val ue not equal to n the rrerch Lf t he
pur chase 92FaNbaEt %ﬁc%éﬁ%hﬁ'ﬁché’CW%é]ées%cgﬁssa@n% g)er %e;?%%gés?: rfﬁ ’i{-{gV\ever

the Verify ORE Refeates 3l difpldas Puay, afhichYthe dcbes cbﬂl@ol seBveg hant
pl ug-in wﬁph?‘ewtla Hlfei gge;?rrentﬁ?gequesﬁoxrr}gssage PAReq._The nerchant 30

pl ug-i n vil4l wilbimermhity BrsReigtereith diePANG mﬁ@ogda@ﬁdh@m fiekdp) lﬁeﬂ;‘Pce
browser to the ssu r's ACS se , I/S..S

Addi t i ondiayyERG Wéﬁ"%ﬁqtlﬂ%gsﬁ?er ;‘bg}edﬁaéf:cfgs ﬂeggand&g}\e%écm tg‘h’?sgl’?es
nmessages, . H}@a\é%{] o fSUE R O SR Y Rely BMydivehr toy R dllieﬁﬁistdﬁemrm'slﬂmgks may - be
el i m nat eg ol der client software coul'd be deployed w th éﬁsuer s ACS

URL enbabeegesscontre]l sovarwetiams atresiiforelaeniRen 19355?8? Riick fo thsRFER@tt he 5

Quer yCar dhol der Re Car dh e g ar dhol der
cli e%t sd’ﬂ‘!&ﬂ’r@"‘?‘&h&gf’ @%@ ﬁﬁve gger%%eﬁl @n‘?%@gﬁfon r@é%nurgis[?gﬁﬁe ARe()

message Gpdiksh 19%a§?rﬁitteh%1%&@féﬁ§eaéce§éweom dirotig ére BdrifpBrrofioietifies e Wi t hout
having to cor’é: ct the VerifyEnroll mentheq a d Ver| Enroh@ nt Res

nmessages mekbageris traesmiged dis Y&a%tqtheﬁ]&@é%t WRR ‘cation
Request (PAReq) 10 to the issuer's ACS, the ASC dj %pl ays. a wipdow to the
cardhol der. Theachingdefihdidimettassaryes 138yamerhe Beilifated bk glizing y CRKked he Payer

Aut henti cat i Response (.PAR.I e H, g-id | ssuer's
| ogo, a <&d ig}ée"o?‘ ?i“ﬁ@zg%uf E[h gﬁ% Hegﬂgégs IEmﬁﬁon!lrnar chgﬁ%ﬁ%aﬁrr% Mer chant
| ocat i on {4 to {1 dtechity GBAeEaRkhTEgnestatie list wf rpampypatlpgrcetcbwg%tlé card
nunber, install ment/ recurrlgrg)%%nent ter%@g des | pt |C(’) or |ink
to descr |opiar(5m‘, the pbtgﬂall medil tedts farks: o %’afp'éssﬁe ]Is TR R s
i nformation er nmessage (PAM, and pronmpt for t he

BE Rl e

car dhol d&P® wi Il then pronpt the cardhol der to enter

the appropriatg, pagsword GRRIeF 1oiEns ahs NPEPEns ot R d

val | 0Bt es it AAARE Tiider, b0 REPESERET & 95
message, the PAS system checks to see if the cardholder client device has distributed
authentication capabilities by using a QueryCardhoIderReq and QuetyCardholderRes

message pair. . The merchant plug-in will format and send a query, the

QueryCardholderReq message, to the cardholder client device 122 to determine if a

20 distributed PAS cardholder module is resident. Sending of the QueryCardholderReq
message is shown in FIG. 6 by line 3. If any distributed authentication options are
retarned in the QueryCardholderRes. message, the merchant plug-in  will
communicate directly with the PAS cardholder client software to perform the
anthenticated steps. Sending of the QueryCardholderRes message is shown m FIG. 6

25  byline 4, ' ' ' ' :

| | If the VenjﬁiEnrollmentRes—Status has a value not equal to “Y ? then the
merchant is notified that the purchase transaction cannot be processed as a PAS
iransaction. However, if the VerifyEnrollmentRes-Status has a value of “Y,” then the
merchant plug-in will format a payment request message, PAReq. The merchant

30  plug-in will send the PAReq message via the cardholder client device browser to the

jssuer’s ACS server, as is shown by line 5.
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20 118 The PAS will allow, for exanple, a nunber of unsuccessf ZaQE?ng
(e.g., three attenpts) to enter the correct password. O course, the nunber
of attenpts allowed can be varied. After the final unsuccessful attenpt,

the PAS will display the hint question. The cardholder will need to enter
the correct hint question response. The hint question associated with the

cardhol der is then displayed. The cardhold s 25 ovi de t, l.east one -
attenpt to entAdditiprallysbyebting é]?pgﬂg’é?.%gf &Oﬁ?@e@aﬁ%ﬁ"&@’r&ﬁ? 0\?‘?6 }qug an
| ncorrect ¢ %ﬁg{&”%ﬁe @Wﬂfim&ﬁﬂgﬁ)%ﬂ‘Wéiﬂﬁﬂﬂr&lﬂﬁe&ﬂ%&n&s@ﬁ@aﬁi@oﬁe cannot be

conpl et ed™% he cardfol'der provides the“correct response, the transaction
shoul d beglihingtell eCardholidér tlimt safwwmerauidabe depleypdawithigssaer’s AGHERL i s nore

than one entry for an account nupber, the varjou dhgl n S are

di spl ayedembﬁdée@lré‘b s AMTRID W, qgﬁ Prac ?dﬁiéllgaér Q'%gln nétgelqg%t his or

her “%”E-‘opﬁjé?ﬁgm{mw;} , 8ld DhE/eRRmYRI Res i@ sAGS fHeNCIfRAS candliolticyi t al |y
a ayhen

signs ~response nessage,, PARes. The ACS al so generates_and sends
a SaveRecgient sofiwessagletdcted; the Beayerohyshertticatiom Renusstd FrBe@) HESSARE 131, as

is shown by line. 7. _ 042 SNAW - O¥ithi daMeRecezpt
nmessage rRfySeEt %ﬁﬁéé’sggiﬁc %%‘Fﬁag Shent 59 pt f{)ﬁﬂel&ﬂ??gﬁjlgo%?%g%suers

aut hori Za&érﬂj?g%ﬂméﬁtkkbSﬁ@ﬂ&nﬁEﬁiﬁﬂ@e&ﬁ&shﬁs@géww the issuer to match up

t he paynent “aut hori zation request with the payer authenticated transaction

n real tine Sendh0tddianCRNERepakel haFasasmtentimon ReyRES(RURYY | zat i on
nt system 138" a

and 5 settlene | ows the issuer to deternng sinultaneously.
if the avttheidsaats ACS; sbpdSC displeyy 2 veindew todin Faghaderp The ¥aoWHe ACS

will then re-direct the signed.PAR s S BB Y5y Pl ug-in,

as is shmlﬁ?tﬂqw t ?tfﬂégc gﬂ%@ﬁmﬁ{ﬁ?’%ﬁﬁ%&%ﬂ egl back to %he

mer chant pl W8itiod, tol difierPiétils bith! &: arieswei’s tagopd. sehficd beganizaten mada of on - st at us
is a"Y,” the plug-in sends the PARes to the_ .10 validation se{veé 136. In

the case Hrinat laghe mesthiagtname, merchayt lpation; (GRL)a ftalpwoRae FRt ALY rer chant
plug-in, the nmerchant plug-. | da RARESe S Hi@manerdeet ur ns

t he resulWS‘f‘%fPé’Icg‘aaeng?tér é:h@a | I?’ftq’l %ﬁ%nﬁeﬁtthﬁe Si g?a ure ca_nnotrl:?e

val i dat ediesdriftion B Nkao depiription,rspesibl temux axidyconkiisions o€ Kalptor iRk @ MeRsact i on

cannot -be treated as a PAS transacti f .t hgnt ' s\atus IS a
"N, " the inforspien Wﬁ%ﬁ%&ﬁ?&c%ff‘ﬁ%‘ﬁﬁgﬁ t%n{lﬁé&g%trgﬁo %g%{dggmg f or

additionaﬂasmrg_r mation, request the cardhol der to use a

The ACS will then prompt the cardholder to enter the appropriate password.

The ACS accepts the cardholder input and validates it against the account holder file

20 118. The PAS will allow, for example, a number of unsuccessful attempts (e.g., three
attempts) to enter the correct password. Of course, the number of attempts allowed

can be varied. After the final unsuccessful attempt, the PAS will display the hint
question. The qardholder will need to enter the correct hint question response. The

hint question associated with the cardholder is then display_ed. The cardholdq is

25 provided at least one attempt to _eﬁter ‘the‘ correct response. If the cardholde‘r-_provides
an incérréct response, merchant can be notified that PAS transaction cannot be
completed. If the cardholder provides the correct response, the transaction should be
treated as if the password was matched. Note, if there is more than one entry for an

account number, the various cardholder names are displayed in a drop down window.

30 The cardholder can then select his or her name.

Upon matching of the password, the ACS generates and digitally signs a

payment response message, PARes. The ACS also generates and sends a SaveReceipt

message to the receipt file 130 and receipt manager 131, as is shown by line 7. As
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with an a

| 2.2.0CT 200
di fferent paynent card or formof paynment, or process the paynent
transaction as a non-authenticated paynent transaction. In the case that
the acquirer domain 106 contains a validation server, the validation
server 136 validates the signature on the PARes. The validation server 136
20 then returns the result of the signature validation to the nerchant

plug-in. If the signature cannot be vali da%fg)%' nmer ghant pl ug-. otifies:
the mer chﬁlﬁwﬂth}’a]ﬂnet??ethec'wé’ﬁ_g%ﬁplt SIFLEAMGY A er%aﬁfegidé%{g tﬁe ff%glp? ﬁgensact i on.
On the ot fmtggﬁn:adis?dg{cf LfiBortlalBR g SettibBettadykal €38 1d BRoWHERE hgibr Ry oceeds

cat paynent authorization. The PARes nessage may al so be
passed f rgaech hp thepomant abthoiizationaemestovitipthgmayer ptheptienied Basagin as shown

in line.6a. The PAR , then b d. f : ' t hr ough
2" el SoonmARH BEonSoHUt i, SR beeiPh EFEL T e TS PGl e 1 hrouo
aut hent i -Cs%&t'eﬁi%n{ E‘s%'ﬂeﬁ 13 CaliRAe RY abhdP 18 HGiedniifie | S@URIncAEsIPAIf thf t he

a

st andard "paynen uthori zation process. Now the security i'ssugs rel-ated to
the vari cuthochativreteguest ig foman mnthentigatagi purchase. Fhe AGwalb then raditgchase- | i ne,

all the channel ransm ssi o re preferabl WPt usi-ng.128-bit
SSL. The tbﬁﬁﬂﬁ%fP‘gé%’\tﬁég]ﬁ%%E%cﬁl&ﬂdﬁeﬂ%F&g%ﬁ?ﬁgs %@%ﬁr@@ Oacludes  two
channel s. The nerchant should secuyre.the cpnnection,that s .when t he
car dhol der entfdffes Siﬁédﬁéﬁﬁ'é}ﬁm’rnﬁ?‘meﬁﬁ’@gb‘? ?/n'{%c_rtnﬁ‘gp&?g'gglfhec llrdg%gll%w;te

obt ai ned L[ a0edS ML afifndicafiof BaklsG£a OYTEmE PG AeARDHO VBLRA a0 the | cat e
authority. The merchant should al so secure the connection used to

t rangpor tvalietionABevsr 3% shgbe tasorhat the validetinn sguier functipns arppF bl ug in by

using an SSL certificate obtain g ' Ankizal LaN=nARPr oved
certificaRemg ﬁ‘?}rﬂl'f@n’g]e’llﬁgméﬁ‘gg’lqgﬁbmea?c\}\%gnt\ﬁ% e c'grgl%ﬁol er and the ACS
shoul d bene enGliyet g Syndthe vaNdstidy USithg sinatBl camot ibki vdidetedbtld ned from
a service organi zation-approved certificate aut hor'té‘ 'l;h%s cﬁz&nel S
used f or mexchaptiplvgsn avill pofifit the sneaehizgt the drapsReliep cappg %gez”; A5 #hé~rer chant
plug-in to the A | g&ﬁca 19 is£PR " he nir@ckhoORRAd BRAGEAGE from the
ACS to tﬁi’@“%aﬁﬁa?\'g&cﬂel??% ggé:ﬁgnnéﬁs bet ween the cardhol der and the

enr ok meRd geesatdiolsdrauskinglfor additionabinfdrmbationheequest dhe praARolde ipeise ki ng an
=Sk cert Idgflfe(i-glgtepa())rgfegtl (r;]aei" ofr rfgrg gf Isyaeyrn\l/elngeor process the payment transaction as a

non-authenticated payment transaction.

In the case that the acquirer domain 106 contains a validation server, the

validation server 136 validates the signature on the PARes. The validation server 136

20 then returns the result of the signature validation to the merchant plug-in. If the
signature cammot be validated, merchant plug-in notifies the mer_chant that the
transaction canniot be treated as a PAS transaction. On the other hand, if the signature

is validated, the merchant proceeds with an authenticated payment authorization. The
PARes message may also be passed from the merchant to its acquirer payment

25  processor 140 as shown in line 6a. The PARes message may then_be passed from the
acquirer.ﬂlrough a telecommunications network 142 to the issuer. Thus, the payer

authentication results are made available to the issuer as part of the standard payment
authorization process.

Now the security issues related to the various channels of transmission will be

30  discussed. As a base-line, all the channels of transmission are preferably encrypted
using 128-bit SSL. The channel between the cardholder and the merchant includes

two channels. The merchant should secure the connection that is used when the

cardholder enters the payment information by using an SSL certificate obtained frpm
23



organi zati on-approved certificate authority. This channel is usgquHﬂagp@Pt
the cardhol der enrollnment information. The channel between the nerchan
and the directory server, and between the 15 - directory server and the
ACS server shoul d be secured through a service organization issued SSL
encryption certificate in order to protect the PAN data contained in the
VerifyEnrol | ment Req and Veri fyEnrol | nent Res nessages and the A

. URL .
address ecsehdémedzanizatioreansovedy cartifivate authorgs rdsmgehantghoald Al pet ween

the ACS to the cardhol.der shoul d b r onpt for
the car dh8feyethe C?J‘H?E%}ﬁ’r Weg ﬁ%gmorgghr%gﬁ‘@%ﬁgseérﬁgeff@ ﬂi|%aés%%(ﬂ\/\/%trlc(ljr’tr q‘?ﬁﬁ channel
shoul d be praLRACsIRE DY hisig AVSIC edriifiddte abRireltfim adsehvicsroranizativi-c e

or gani zat 1 on-approved certificate authority. OCT 2094 CENTRALI ZED- AND

DI STRI BUT&jiprowR@idecTHcateREteBoDl MENTS 25 FIGS. 7 and 8 illustrate a -
centralized architecture and FIGS. 9 and 10 illustrate a distributed :
archi tecture. TFhéhaniellittedendhs trdholder. apd the ARSsheuldrhepmsnmtedy 88s of the

| flows durjng b th I t d pa Kolo 7
T ust' at 05 Wb BBy SSF1 ERESGH PNEPRRA 1 SRy e AR ey o
accordi ngcérﬁ(?%%zgﬁ()ﬂ%i M ctidfindl ReudRl Foefo putp6dtl) Bifst td\Serl i R4 gy

e cen

nment i oned, tralized approach requires no software or, data to be
stored onmessege fodhtiedmetchantypdegem tnthet AESc andisenandly to pradsther 381 st or ed

at a cent dat a storage sj Al 4 22 OCT 2004 The centralized
archi t ect mmﬁs%rﬁqrghe%¢§§0@g%‘ﬁ%?lgé} client device, for exanple, a
personal conputer (PC), 702, and the, PAS 70 The r | devi ce
702 Hupports Hif F%Fhé?%%ke?”g%dﬁrhﬁfgﬁ S%ﬁ%%gpg%rrg%gﬁ%g ‘0 access

PAS. PAS %Qﬁﬁpté‘ﬂ? Hesrdtimé® a&VeribiN i BB R Bt fhateVebtain &b frofhe semvideous ot her
conmponent s t PAS 5 system have not been jllustrated so not to

unnecess asrginizationpipproved denifioatspautherityat (This channehds uged (g josert the
architecturg. .The central i .enrol |l ment process begins at step 1 when the
car dhol d %FWﬁﬂ’é‘“ﬁ’&ﬁﬂé&gtﬁ‘ﬁgr net site and the specific enrollnent page
to register with PAS_ .ln response,t g!"d& PeloLs | fheStep 2,
the enr ol | ment IhesgiapRg! b?ﬁ‘éeeﬂﬁgeslélﬁ cga@h%ﬁggg%%l r W th aut{]tgﬁ?lli_cat i on
questyisoNSgirek iy k@ Perdnd HREALS seatdiohidde sanmedtinoighen sutibe ntgavkration:

uestions and provides the required, password. . )
| i1ssued S%L encryption certiﬁcgte in ordce' to protect the PAN data contamed in the

VerzflenroIImentReq and VerifyEnrolimentRes messages and the ACS URL address

contained in the VerifyEnrollmentRes message.

The channel between the ACS to the cardholder should be encrypted to
20 protect the prompt for the cardholder’s password and the cardholder entered
password. This channel should be protected with an SSL certificate obtained from a

service organization—approved certificate authority.

CENTRALIZED AND DISTRIBUTED ARCHITECTURE EMBODIMENTS

25 FIGS. 7 and 8 illustrate a centralized architecture and FIGS. 9 and 10 illustrate
a distributed architecture. FIGS. 7-10 also show the superimposed representations of

the message flows during both the enrollment and payment processes.

FIG. 7 illustrates the message flows on the centralized PAS architecture
according to one embodiment of the present invention. As previously mentioned, the
30 centralized approach requires no software or data to be stored on the cardholder’s

system and the cardholder’s password is stored at 2 central data storage site (AHF).
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The enrol | ment server then validates the answers through a vali daZi?orﬂCT 200
process in step 4. The result of the validation process is returned to the
enrol I ment server 708 in step 5. At step 6, databases and directory
servers are updated. At step 7, the cardholder is inforned whether or not
his or her registration has been confirnmed. 15 FIG 8 illustrates the
centralized n " AR enCddviio Fstakamblepat devi ce
702, PAS f,er?%%%e‘%ﬁ‘réh?f%grc gp?ggﬁi%@%o,' a%%t(}%d?n to one _eﬁbegdi ment of
the pr es?@;sohﬂvd@ juted. (PO 762 GandSthe BNSS 704. i Bhestrsdholder ¢licat dgeica 704 rect of y
0,

710, the A 712 i t hant
Sorver | mupasuegndnierst brovtsen Tapavalows e 98,8 Hags B, TAS A chart
plug-in 200513\,&%“5%{"@5& 1Baeh berv 7082 TRB VARG GHHEL cmpbaents BfehecAST al | zed

paynent n egi ns en the cardhol der shops at the nmerchant's electronic
CONMMEF Ce sy@éin iatendtibeers ilptrated Wheot to Manesgssanibl eranplisaly the remeseaifiCRout

process, step 2 shows that the,.nerghant.plug-in $ to see

i f the caf eoreaplizpdsarpulestue, S'Ihfzéﬁnctfaﬁu%gm%gfdreg% orgésg%e] Aegr&% . 1f the
car dhol der .1 $n & LG tHé bAk Rtcyndd 6Ry £id hetspecific thelldEntRigedddr ess of
t he issu%rheg C%Ecglé)lrh\%g;goto the nerchant plug-in. At stgp 3, t(g gﬁerchant
plug-in ragtbewil® ASe nhisrespanaeq theecsrBighleroingHisyAasten 2, the fry ETB se to
the PAReq nessage, the cardhol der aye SNt RESidNsS | sfer3 pagsword.
Assuni ng sewr&%&%%liﬂa tﬁ% c’\?ﬁfﬁog!:ef gg*’s%@%éi%ﬁﬁﬁ%y tﬁe_ ACS ger ver, in step
4, agi gic@&aeﬁd:ﬂ%ﬂ ihEARBEtItREGAgR stichsaed pravidastibe rgnizbdpasspoud- i n nodul e
fromthe 712 informng 30 the nerchant that the transaction is

aut hent i cat edTh%:Qﬁ‘m Hsertdr thitevdlidans det dntweisthsmgh a talidetie pwyessnt system
726 in step 5.7 To conclude the transaction, in sbﬁ nt's

6, .the ner
st or ef r o step# Fhe essult of thernelidetinn pragese i reRaned o ‘?ﬁ’émﬂﬁ'&?%?‘?fv?yg?em‘ 25 22

OCT 2004 FIG 9 illustra 1 he NerddrOWd fhdang. diagtstdpont 8@ PAS
ar chi t ecElFiEP Sac S néj’ ‘I&aga)gﬁ% g%g%%&nﬁt of the %?esent i nvention. As
previous lc%rdﬁ&ﬂ&ﬂ 9 ffErmddwhethéradrmiobhit edhemtegistratmas bsen eafigwit war e and/ or
data on the cardholder's system In the distributed approach, nerchants

deteppine a caf@hgl iRkirdtePand i cehtpalized rpdymenh dloRAShE otmusy distveeerei®ani sm

within-the PAS cardhol der npdul e on the-.cardhol der, cl Lent i ce. The
di st ri bucadheidehslicat daviee 362 PAE|70dcgnd the| erehant FYSE} Z@Slaﬁg‘?’%ﬁcﬁnt devi ce

902, which includes Lot & 43 PAS 764 BikEwn whineluderncl udes an
enrol | rreﬁ’é‘e?@ﬁ?/éej‘fm@b@{mﬁg%% a?a{tﬁwisg%%i@stri but ed appr oach, tcttll%te is no

di r ect or Wirectory server 710, the ACS server 712, and 2 receipt database 714. The mer:

server includes a storefront software program 722, a PAS provided merchant plug-in

20  software module 724, and a payment sysiem 726. The centralized payment flow
begins when the cardholder shops at the merchant’s electronic commerce web site at
step 1. When the cardholder begins the checkout process, step 2 shows that the
merchant plug-in module 724 checks to see if the cardholder has been enrolled in the
directory server 710. If the cardholder is enrolled, the directory seryer returns the |

25 URL address of the issuer’s ACS sexver to the merchant plug-in. At step 3, the
merchant plug-in module 724 sends a PAReq message to the ACS 712. Inresponse to
the PAReq message, the cardholder eventually enters his or her password. Assuming
the password is validated successfully by the ACS server, in step 4, a digitally signed
PARes message is sent to the merchant plug-in module from the ACS 712 informing

30  the merchant that the transaction is authenticated. The status of the transaction is sent
to the payment system 726 in step 5. To conclude the transaction, in step 6, the
merchant’s storefront software 722 sends the payment data to the payment systern.
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server. The enroll ment process begi ns when a cardhol der goes to t ? Bﬁk
specific 10 Internet enrollnment page to register with PAS in ste ) 2004
step 2, the cardholder is presented with authentication questions. In step
3, the cardhol der returns answers to the authentication questions to the.
enrol | ment server 908. The cardhol ders answers are validated in step 4

through a validation process. The results_ of the _\{)%I i ﬂg}\. on . process are -
returned to tFGedr dlusoatas thee expefimops flpy iy Hy distribpted FAHHCHEP i s 15

val i dated, then a cardhol.der. s I -2 9 bl g are
provi ded 26¢prdimg to P8¢ &Y ?‘h@reﬂf ?110%% ‘é%s%t%égn.a%&gp om‘%yglgglﬁetélgngg’?%ss t he

I-nt er net dﬁﬁl%%&&‘ﬁ'cﬁi@éc%b%i’és soR@aMeind/drid@a ohGhé birdsdldatesystee betheent f1 ow
in the distributed PAS architecture according to one enbodi&lg% f the
present idistdntted appronch, megrelimin detraune 2 F § AARERAORISG fef ont
software 952, the rchant., pl Hg-4 1 sgaynment
Syt o o88SuihE TRgRRRE: Brbi: 08 B MR HIRA 6y Ml c@UqialnaRyTENT
car dhol dgg,;shopfe aidittedcaattciuee 80teiisndes attleat thercatdnides ciént devieni ¢

comerce web site. In step 2 the nerchapt ch S see, i.f the cardhol der
sof t war e 9fiRdwhishoigludes apr t #’Tﬁwtsﬁeg@grﬂﬁofggr9@"?0‘]"]318%1“8]3@?80 Y 1f the
cardhol der software %jl ' - 684 . lla,gcl{,rqhgrgqgltmrm@t 954 sends
a PA2eq f#® ¥\€%V?rhe Caﬁgﬁ%ﬁl Jterﬁl g%f(tﬂ\g/%rge r?tg%ul e 910, rather tfﬁgn an ACS

as in thgewent Th brelimenicpiotesthegims witen aceardivddareaoes pntheshapk\iRedifodul e,
whi ch knows the internet URL addre fo LIS _IssSuer, :.passes on
the FARedntrmsteyelingnlpge AgEest ?R/‘é”riﬁ P%f?emA Z‘elrlll\(‘?/tsatrer'Qs (%’A éﬁ o%%&ﬂ%eérhlst he

car dhol dep gadylen' RuBlicdsh Gk ER6ichaL il ardipbdznettims shstbss tpas swor d
30 suppl 3‘%@ t

ed by e cardhol der” conpares equal ta tﬂgﬁdgaaﬁ rd for the same
car dhol défe autirentinatiobHjestions tocthelsotodaient serger Hint gl .Oig‘?ﬁﬁnf‘ﬁ%fSAcs_
server fespﬁ‘ﬁgﬁ%[‘ﬁ%ggtqu% Sama&&?g}&egshem%f&hﬁmwumaﬁanstep 4,

The st at &€ carion ‘process and associ ated data is sent
to the p t 218 e fuehedORBtienerabipert. sefvar 208 jpt step 522100 odheldsr ishe

transactions is sent tgo the receipt t se, 960.5.n . cl ude the
t r antct validatadd thene gedhelder s %’eé?%‘ij“gféﬁﬁ??@ & %cé'tlﬁ?ﬁm&%ﬁ) rggllgg(gﬁqlc@r@om t he
storefront hdifeshS e’ 6. Phdstlafe §6VARIdelBOREAERNRe internet from the enroliment

SErver.

FIG. 10 illustrates the payment flow in the distributed PAS architecture -
according to one embodiment of the present invention. The merchant module 950
20 includes the storefront software 952, the merchant plug-in software module 954 and
the payment system 956. The payment process begins, as usual, in step 1 when a
cardholder shops and proceeds to checkout at a merchant’s electronic commerce web
site. In step 2 the merchant checks to see if the cardholder software module 910 is
present in the cardholder’s client device. If the cardholder software module 910 is
25  present, the merchant module 954 sends a PAReq message to the cardholder software
’ﬁlodule 910, rather than an ACS as in the centralized architecture. The cardholder
PAS softwaré module, which knows the internet URL address of its issuer’s ACS
server, passes on the PAReq message to the ACS server. The ACS server dialogs
with the cardholder module to ask the cardholder for his password. If the password
30  supplied by the cardholder compares equal to the password for the same cardholder
on the AHF, the cardholder is authenticated. Then the ACS server responds with the
PARes message to the merchant module in step 4. The status of the authentication

process and the associated data is sent to the payment system 956 in step 5. A receipt
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A chip card enbodi nent of the Payer Authentication Service (PAS)ziZ”‘G[’jTVgEﬂé}
a cardhol der using an integrated circuit card (also known as a chip car r
a smart card) and a clip card reader. The chip card enbodi ment adds

anot her level of authentication in an online purchase transaction. Were

t he previously described 10 PAS provides the ability to authenticate the

identity of th dhol der i I t hi d.embodi ment
b1 CPAS. 41 Shthsr Sxsaiong i ssib th 5 <eah AeuRt B en B T sBadfe wEor ' ™"
actual l'y ﬁgfsaaﬁﬁlsﬁgﬁ%e géy&mﬁi(ﬁta%e bé&it t6 Hieﬁaa‘f'}ﬁfeﬂt syBRi Eropl Mcatorafioret y  of

a t h

met hods t can be us o validate the aufhenticity of the chip card. One
approach insstépo7.use a secret generated by the chip, which can then be

val idated by the 15 issuer's ACS. The chip card enbodi mnent can al so use
the PAS to authenticate the cardholder as described previously in this
docunent in addition the authenticating the card. Two techniques may -be

" used tz0 provide the PAS pasgMIPCARDEMBODEMENT a first - technique, the
chip card credit and debit application of the chip card pronpts the 20

car dnol der t0 i, il bitblinEASoPe Pe96chulERictabs bah IR PAS) aivelics t he
Si

password in a ar way as described previously. The password is then
f or war dech tardhéiderA@ing hm itegrated witcuit etrdi(alse knowa aparhip saloerge p@art

automatical |y supplied to the ’ the ¢ iB'ﬁ d ' j uses

passwor dscaEDonaka iR 1§ard erc:ﬁetcg% gﬁﬁhé‘h it nggg’g&ﬁg%?fien or der
to all ow f e GasdRodst ohBnd!pirkchase tidhSactibhp Waksk theSprévicasipplesaietd uses an
appl et resident on the card referred to as the "Acce&g;@gggl et, .. because it

pr ovil@es RASipvevides| the ability te euthpeticaterthe idantity ok theetr o0 @lieons, and
“Ycan be used to authent] e datdl SO
. e, the {:@g calétfp %f’?%‘%?%‘? SHPA S S0 pldViaAGRE S6iliRPRI Alth&fiba

di sabl e &€ ns on the card. Upon presentation of- the
singl e, Ypit\Res salihcldaceaslly hpapeseesion af tisan hteeltip cardi diersfare Aaadefydhol der

"the Access applet then allows the 30 cardhal der.to e a ety of
ser vi ces ofrmefhpes @Eﬁti%ﬁg’e( useg to Eﬂﬁé?s%oa@hengﬁ’lw r?g%ngn |tﬁ§rd’si pg;@ access
to an el %ﬁé{q%%} 65 f3idsk ARBUIE BinePREVbE Bk chif) whistocapl then by valitlaidisyethent at i on

of a sing ccess” password, the applet then all ows use of any stored

passwer ddssuer’s A€Scard. General ly, the set up procedures and the

aut hentication process for the chip card enbodinent are the sane as for
t he traditi onafhextiplcadbmbodisrent cafitadso use the PAS to authenticate ﬂze'qardhol. er

as described previously in this document in addition the aﬁthenticating the card. Two
techniques may be used to provide the PAS password to the ACS. In a first
technique, the chip card credit and debit épplicaﬁon of the chip card prompts the
20  cardholder to type in their PAS password. The cardholder enters in the password in a

similar way as described previously. The password is then forwarded to the ACS.

In a second technique, the PAS password is automatically supplied to the ACS
by the chip card. This technique uses passwords stored on ,‘fthe chip card to
authenticate the cardholder in order to allow the cardholder to utilize the chip card.

25  This approach uses an ai)plet resident on the card referred to as the “Access” applet,
because it provides universal access to the card, and its resident applications, and can
be used to authenticate a cardholder. The Access applet can also disable access to the.
applications on the card. Upon presentation of the single, universal “Access”
password and authentication of the cardholder, the Access applet then allows the

30  cardholder to access to a variety of services or applications (e.g., access to an online

banking site, access to an electronic bill payment service). For example, by
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di fferences between the chip card embodi nent and the traditional Eh?m Zgﬂ
enbodi nent will be evident in the description that follows. The chip car

enbodi nent of the PAS will be described relative to each of FIGS. 10A, 11,
12, 12A and 13. FIG 10A illustrates one enbodi nent of the chip card payer
aut hori zation service architecture. FIG 11 provides a general description

10 of the PAS chip card and cargdhol der. guthentjcation in an authenticated
payent | PrEET ik SRS APSSF| PRREoR: B8 ORI AJTON P! 05y Sam

architect 55%\»)0%% Ltg@j:fggg Wi th superi rrposed process flows. FIG 12A
iIIustrat S a nore detalled flow of rressages during a paynent transaction

usi ng a payer ti | faal IG 13 is
used to ill ust 5?%%’ﬁ$%eﬁgjn§r%éér%e§i p gﬁlﬂl&ﬂgg%ﬁégﬂmefs %grtﬂ(ljé/%héger
aut hent i cglrfi OfnBydnend aRPEisd birfaldsyfor Hhe. trékﬁtloﬂal watd aatrﬂmdhimtch'Iihecar d

enbodi mrent with an added feature of the Access on that used to
control diffeesnces petweeny the 6hip sHP| FrBediggRt f’ﬂ%t gra a E"‘B‘ﬁ g“BhF”B card.

FIG 10A %)rg%(gg_%ﬁ @ﬂfﬂ%{ieﬁvﬁlﬂlé ﬁﬁﬂcﬁ’{tﬁﬁ'f&l‘f&ﬁé”e vi ew of one enbodi nment

of the chf'p payer au orlza service. As usual, the paynent

transaction be C | ectronic
comerce web siti®® %‘El%ﬁ%ﬁ“&ﬁ%ﬁ tﬂp@l‘ﬁe&}lﬁg‘gg?%gﬁigﬁ 'he (r:]éaar r?gl der
client depjepe 1bA2 11 1Z0TMCah® U3t FIGhEOA iilhsstretes ane eatbodinmnt of thxechipr 114,

whi ch has a chi p payer aut hentlcatlon A I |r1d 115. T |ss er ACS 114
i s connectasd paysr anthaBEsiom SCHBTSREFIIECTVES 1 PGSR B filected to

a rec ptﬁ{ %e%égt? gﬁﬁmﬂgﬁﬁ &ézadﬁ&ﬁc&xoﬁeﬁﬁﬁ}ﬁ%ﬂm@bﬁ&té@ pBRhdnear e 25

nodul ate In e payer authentication service. The
mer chant -tradndgction. Iﬁ@nneonmiratas a trentdhationtafraysystemyarchitezBire dayout alopgat i on

server 136, and the agquirer ay. 0G 182. T rFPayment
processorWlihzf‘“PWB?ﬁqégir%‘Est élqg‘ﬁ nplgﬁ'iy% ﬁ?%%\orakmfﬁ%%%ﬂ?%w({vg In tam
connect ed %g} % e(hh-ﬁ%%?foy t uFahﬁcné:lusxthaSﬁdyaﬁ aghentichtion edradce wittak provi des
a general " a paynent transactlon u3| ng thg ch| card

system Tdhip paxdnehnally, Fi6ad3 us’owedetg iifustrate a Plol der
shops at an, online rchant Si t fpashoppi ng
experliPenc@d Py He RN Q%agé:% ?ﬂg%f?kbr ??1%%&5?%2@%%@% OCT 2004 28

22 CCT 2QQdhotBkktl with b alidédfeames oftedeocesssappliestion b Jstug!ﬁ@@) cmqh ci pant,

for exanple, after the .
rrpaccess to the various appllcatlons that may be on a chip ecard.

FIG. 10A provides a high-level system architecture view of one embodiment

of the chip card payer authorization service. As usual, the payment transaction begins

90  when the cardholder accesses a merchant’s electronic commerce web site using a
cardholder client device 122. The cardholder client device 122 is connected to the

jssuer access control server 114, which has a chip payer authentication ACS plug-in

115. The issuer ACS 114 is connected to an account holder file 118, which is in turn
connected to a receipt file 130. The merchant 132 uses a merchant plug-in software

25  module 134 to participate in the payer authentication service. The ﬁcrchant' 132 is

| cbnnr:-.cted to the‘directory server 128, the validation server 136, and the acquirer
payment processor 182. The acquirer payment processorr 182 is comnected to the

payment network 126, which is in turn connected to the issuer 180.

FIG. 11 illustrates a flow chart that provides a general description of a
30 payment transaction using the chip card system. The payment transaction begins at

block 1100 when a cardholder shops at an online merchant web site and desires to

conclude the shopping experience at the checkout web page. In block 1110, the PAS
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cardhol der clicks the "buy" button. Then in block 1120, the nerchiadt OCT 2004
plug-in nodule sends a PAReq nessage to the associ ated access control
server, which |eads to block 1130 where the access server via the PAS
cardhol der nodule in the cardhol der client -5 device verifies that the
cardhol der client device includes chip card reader. If .the cardhol der

does not have a,chip cajd, reader hen,the - ment transacti is either -
ended or YfHtedpat °h%f Kol T fegﬁéer?fggg‘.%z’lpﬁnr}t K& e '(rifc’ri %gelr Fi ent
devi ce ha@aﬁ@m‘ﬁgrEHEﬁtﬁe fﬁﬁd%uoﬁ.hﬁ{éniiﬂbwcpquol%%mﬁam@myswmadﬁ@ directed

to insert his or her chip'card into the chip card reader. 1n block 10

1150, t hesends d FPllRelg measseage te therpssasintasbacdensicdatrol seiven twhiey lesds teblgekt s t he

chip card, t ener,ate a cryptaogr.a se on_seeret.in ' ont ai ned
T Do ot 130 e tiejaceds Siokbi g b BAS BB ug B ot PR SfEC" 5
ent er_shi SyRfceNRkiffes That11BE REdRAGer Hlaws\devite moludes @Blp dakd Geaddie Kfthe card
generated- cryptogramand t he cardhol der entered password are hoth sent to

the ACS fardhaideneots nefthayn.a dép pardpesick thapthe paymepiCansastioinisedthene PAS
password | t hods sim |l ar 1.0 scribed for the non-chip card PAS
system de‘?}a?&gre °§feé9?%%‘f ;l/netéhsocﬁr}rl\&gﬁgu&} The ACS al so i ndependent!y
gener ates another co f t.h ryptogram for,this ghip a i

ot or mat 1 on 1 it Aol e b eh Bt e el By DB QIR 1,

the PAS pg Qs BRLALER inderEils biBericHpdakd int®thelchip caadt edadbsleIn block
authenticated. At 20 block 1190, if the crygt ograns generated by each the
¢n

chi p 16ar d 150,dhe kardadigemmedulenin thsicartholdaeelien: dewcazsgnastsdhe chi car@ o act ual

_ chip card is bein sed r.dhgl . - : nt
‘Yresponse gﬁ’é%'ggg% c%@’l{%%ﬁrf‘b%ag%{%g(%?fg %gaﬁg&?agnﬁg%&e%gﬁéﬁﬁ Be r??u LPSQ%([H[IES of t war e
“ nodul e.  Thiso, AR 1 1685 R GedHvids dgeqoestddionata s od hentdgimeicd RADN
informthe mecéchant t hat ol der 25

verification val ye (ICAV\Q?’ to t egrgﬁld{a

has been passwosht I8 ek hHD, theaehip rard; gengrated: gyptograng, apd ghe, cargthgldef o
cardhol d i | I RICOPRE atBédicati®ie purchase transaction then
proceeds%{é%e?%ﬁlé%gﬁgosrg?’ﬁ%ﬁhhép?‘e%?%dsl y. Rlow, IE?G 12 is presented to

il lustrate pay 4 | $EAheHROAmAaERA P card
syst i&n archi t&%é%wgﬁg?% %g@}[’\%ahgﬁtgé g%rbgﬁls nt d(x)’gﬁ’xg‘ t hedﬂg’r_'esent i nventi on.
The chi p tigae deguibbé fidr thahowohipreadd PAS system 1680ibed prsvicasiyt 4sein F&x: dhol der

client device 1510,  the |jssuer's ACS 20, the,cardhol der ~1530, ,the chi
o 1545he S alie mdsgeelenih gensarteS anis cont, BF pE T ARPERR FIMY AT " phs
envi r onnenls Jemoliddinatib/in'the varius Bakbenchito ey AUSIseeer ChésFIG.devilte 1510

i ncl udes a i . .
the PAS password matches, then the identity of the cardholder is authenticated. At

20 block 1190, if the cryptograms generated by each the chip card and the ACS are
matching, then it is verified that the actual chip card is being used by the cardholder.
‘ ) At block 1195, a payment tesponse message is sent back by the ACS to the merchant
plug-in sofiware module. The payment response message contains a card
authorization verification value (CAVV), to inform the merchant that the cardholder

25  has been authenticated and that the actual card.is being used at the cardholder client
device is the p.roper card. The purchasé transaction then ﬁroceeds as was described

previously.

Now, FIG. 12 is presented to illustrate payment process flows that are
superimposed upon a chip card system architecture according to one embodiment of
30  the present invention. The chip card authenticaﬁoq architecture 1500 involves the
cardholder client device 1510, the issuer’s ACS 1520, the cardholder 1530, the chip
card 1540, and the requesting party 1550. The requesting party in the PAS

environment is typically the merchant. The cardholder client device 1510 includes a
29



29 22 OCT 2004 display device 1512, term nal software 1514, PIN._ggg ﬁngﬁﬁ
entry device 1516, and the card reader 1518. " 17he card reader 1

el ectronmechani cal device into which a chip card is inserted for use with a
term nal application, functionally equivalent to a Card Acceptance Device
or InterFace Device (1FD in a physical point of sale environnent). The ACS

T894, ¢ R ATt | e PR aLtosB 1 PR be 6r 18, ARETMRRE, LRC R LY oAUl €
card 154Qpi Reldueederai 518 PTIRALAd Gesldt 1152816 debélectampichasitilodevidetittsuch as

the Visa Smart Debit Credit Application (VSDQ .1t shoul d be appreciated
that a gewteclala dkdpi¢ard Os anspr@defgr tuse, J5th @atcrgEat sRphertion; |ﬂ%’&%

situations where t DC | i ' ' Is '

peci 11 cAapAEnTRE Cay Aor e s Y LBmeE DLBORET B 4 PHRAESTL | it
parti gul g saipeTRMmehf)ansact i on- The jssuer server. 1520 is the ACS operated
by an issuer or a third party on behalf of an issuer capable of validating
a chip card' s gLYREQYT S0 indhided &S tautlRftitdlioni sufevdreCE2Detanberivide
requesting party 1550 and the cardhol der client device 1510. The

car dhol deecucity motulddo24,¢hd sardhglder atahased P61 dowpemeItev R 4528 of Poar e t hat

acts as ap. int ce .appng.t he : ‘ i and the
i ssuer's °£€®§B'T§%§ﬂ%lﬂ sag%" pp%ag‘gg{]a %%ﬁ%bd@?c%ﬁoﬁoeﬁ)%?éﬂgﬁﬁgf]@g?get top box
or any @uRerDERNCRE MppEeitaqVSDIC)olt shomid bieappiekinteddhatar gembral debiponent s.
20 The cardhol der 1530 is a party who,is. usueilll i n}’ﬁﬁ rol.. of. the

car dit@l dend creditempplieatipncean1bs) viliged 1p SHUHI08S 5Y f’ﬁ%ﬂ?"o %31?16}}?8 POA% 1 ke

_ inserting a.car | &M or checking to see whether conponents of
)the car d%WH%?Engiﬂgeﬂérg%’Jgg%ggﬁfgﬁ 10 are properly operational. Chip nd 1540

s a paynent rd froman L.sSS ﬁﬁp%%' c bk ahas It -and
debit appli catr[ﬁﬁrfeﬂ%eﬁg}}g fpg%@e@r?pfgﬁiﬁ sa mﬁ:?ssgg%ﬁ:td ?:rhgld?t ﬁﬂ—ggﬁﬁﬁ

Appl i cat p@meriRefafédctios The tissaemsentpe1620 & thel &GS ioperated byl 2 isghercdr or r espond
to ordered process steps, the fol V\nfn i.s.a brief sg,encaritggldagécl{i bi ng
what hapfhérdspaityr embehalf ¢f ancigsuer § Of VARG 7 CA FRY 5roWEEERRG. " 1 n step

1, a %eqlé&% Gk e @rﬂéltfﬁ(ce%&ﬂ'eélsﬂﬁ refBdsGRE Harty ASEOT HdNhs dadtolddri ¢liemar d
authz—) tication 1S required and cal'ls upon the 30 issuer ACS to doit.
device 1510. The cardholder client device 1510 is a system of components an

sofiware that acts as an interface among the cardholder 1530, the chip card 1540 and

the issuer’s ACS 1520 such as a personal computer, a mobile phone, a settop box or

any other device or collection of functionally comparable components.

20 The cardholder 1530 is a party who is usually in control of the ﬁardholder

client device 1510 and capable of performing functions like inserting a card, entering

) ) a PIN or checking to see whether components of the cardholder client device 1510 are
pfoperly operational. Chip card 1540 is a payment card from an issuer that contains

the chip card credit and debit application 1542, for example Visa Smart Debit Credit
25  Application. - ' '

Referring to the numbered circles in FIG. 12, which correspond to ordered

process steps, the following is a brief scenario describing what happens during chip

card payment authentication processing. In step 1, a requesting party such as a

merchant, determines that chip card authentication is required and calls upon the

30  issuer ACS to doit.

30



30 2 In step 2, the issuer's ACS, having obtained the primary acco%n?t OCT 20
nunber (PAN) for the card to be authenticated fromthe pay request nessage
sends a nessage called the VSDC Aut henticati on Request to the cardhol der
client device. In step 3, the cardhol der client device, acting in response
to-the request from 5 the issuer's ACS attenpts to authenticate t he card.
First it determ nes whether the neces.sarémm onents are rese and

e

operational . Thestp By theuissueng ACHebavipe o & RIEPEy yacep ol der
client deyi uest ar 1Ess8 géngagqleggh ebe

aut hentlc,(gﬁiﬁfigﬁtﬂﬁ"?rﬂioi’&aﬁ& tgcg%d nﬁh%tﬂag%édwfte csaéedhol der responds by
inserti n%aflé’t?th@hﬁSD@%ehﬂcdﬂbﬁRb@ﬁﬁkt tethd eardhdidendlicohdgaerer at es a nessage to
the cardhol der client device informng it the card has been inserted, or
dependi ng upo L ihiddrafiehioviR! Sctingdfl @Espofise tolthe cayuestdiratar client
‘devi ce may negﬂgﬁgsﬂﬁ] %fe card reader usi n% t he  pat h nunbered %@to‘

det er gi nehe mmmeACBtaﬂemmw atthelttcetertbaaatdh ishit e"‘frﬁn%ftse‘ﬁ hether;

cardhol der client device i n|t A Ess¥eal¥n the -

appl i cat NSFESEHY CARBPERf 3&8?8’5 %ﬁén %%m? ﬂgguﬁﬁgh thesm e I ect the
return ofg; éﬁth\éﬂ,faﬁﬂbﬁi&f:ﬁéﬁﬂdbﬁee edijupsts thectafdnoldeatenser thedelip orrd tbn step 6,
in the couslps of communicating with the chip card several exchanges occur.
The chi pbeanﬂhenmatqdet}@etbtcﬂfﬁafadﬁhe cardhol der tao enter a PIN. |If so t hen

t he cardhol der client device notifies the car dhoI der tglgt er. a Nvia a
PIN pad 20 oﬂnmhpd;theayr@nideyrmdéé’)’mw gehhe phipfard @ ﬁﬁﬁdrfﬁa ssages
(commands) _and recei v NSes Fn it ERShe cAdtha8, the
~ car dAB| dé“fh“i,k} 8@3ﬁfat‘?fef\‘/ 3‘9&5 ?4"%‘8‘4}1 ohgnt n edm (1 on E’enecegsar to

ﬁ conpose tbg h@gﬁaﬁ%g;pamhﬁbwpmmammhcard raaliﬂr & fhtscardhof
| ssuer' The Access-

nt r ol er | i.nf or din the
VSDC 25 Auemetamemawmeth %Eéé é‘}t‘%’t E%Fﬁgﬁ?l c%f( oth the
fﬁrdhol dg‘frh \é"e’Al%é o@%ﬁl%"t@féid%@cz&ﬁ'e chip card vi a its cryptogr In step 8,
e issu

replres via a payment response nessage to the nerchant or
requesting pa Wi the viclSnifiah AR dhsleip @Al &l e OBSHIC
aut henticati oi“étﬂg e d‘%’g‘f#ﬁ%‘é‘gﬁifnm pa flunct | onaI capabilities of each
entigy. i gptiR@tivebithe chlp card and then communicates with them to direct the refum of

2 cryptogram from the chip card for later validation.

" In step 6, in the course of communicating with the chip card several
exchanges occur. The chip card may request that the cardholder to enter a PIN. If 50
then the cardholder client device notifies the cardholder to enter a PIN via a PIN pad

20  or other key entry device.

) In step 7, while sending messages (commands) and receiving responses from

/ the card in steps 5 and 6, the cardholder client device was gathering the information
necessary to compose the VSDC Authentication Response which it now sends to the
issuer’s ACS. The Access Control server using information provzded in the VSDC

25 Authentication Response message aitempts to authenticate both the cardholder via his
password and the chip card viaits cryptogram.

In step 8, the issuer’s ACS rephes via a payment response message to the
merchant or requesting party with the results of the cardholder and chip card

authentication processes.

30 The principal functional capabilities of each entity in the VSDC

Authentication service will now be described. The requesting party or merchant
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Aut hentication service will now be described. The requesting paré}y2 o
merchant OCT 20 | 2 2 OCT 2004 functions to signal or trigger th i i Je 00
ACS to initiate chip card VSDC Authentication processing, provide issuer
ACS with the necessary data to perform VSDC Aut hentication, and uses the
result of VSDC Aut hentication provided by issuer's ACS. 5 The issuer's ACS

-f ti to,. l. t . phi ed .
val | dat§ ol S gl oSBT bROIPAAIC AGY PoTREGHE b, Y VREE OT

processi NYyutHemMidatioh Hrocetling\Usrbeiat iissabt AKCSPwik abs nb@siyy slatadiongeriéviC

Aut henti cati on Requést nessage to cardhol der client devjce software,

val i dat e VSPgpAutheatieation: and giwes e osnlh ofa¥ D Authsaticationryewded &Y ent
device in. its, ?{gsfached 10 Hardware Security Mdule (HSM, and provide the
resul t of STESvAatT-dation of cryptogramto requesting party or nerchant via

th t . Th dhal der _client. device f .ons t
Comu cate wi T 1t a AAegoctiolt & SE Rk FREE I S RIE o age.
conmmuni Ca(%rgptw GAlAReh d&etOhe Ifeaéééiigrw {6 PEHSTEIYSDC Aithontibhtiont 1y,

communi ca the chip card, send 15. necessary data. for VSDC
Aut hent | qabéessing,o initigte c HEDCr ebwthonticatien s Praopssipg a by orsendiggc VSDC

Aut henticatjon. from.chip .card, recei t am.f: .0 Cal: and send
Che oar d uharisetc oS GisBeg Risfeeh B e tngl ARk hiite Bofialt, Cllifdaret 1
devi ce alggptofafiiant Froub treCaiipRatdivia the caidheldehtlionp deeicerin iaradtaptagdses t he

entered password to the ACS. 20 The cardhol der fu C‘f’f ns to. i.nsert chip
car d 10nt dlasdwearer Searaity Medwe nfEHM), sk H@“qfhglec}‘ﬁsbﬂc NI HARH:t i s

ready, enter , ' 0P PaGRE peye] seck er his or her
passwor d. “%éﬁ%@éﬁ@@% clI;\/PLEaZS %}E{ 1%??% ustsr%a%tkes a detailed
flow of nmessages be 0 G - 1940, EAEEh defuef IAGHt system
1510, and the i s%@@ggc%%gg%égﬁfr%ﬁg%%n?vgr cof%%gl.n This fl ovcv of messages
defines thRivERWRBT AnthdnticiticahRpquzar thesmygeaertmmuniban twittaciadholdpr faressing i s
perfornmed. The f| ow of rressigg@\}is organi zed in a._t -dﬁg-rgg ner 4 t hat

pr ogr ess&8rd FRsSHR/TEMeva 58 . %ﬁ’f‘ia&"at"flﬂhqﬁ? o S

15 necessary data for VSDC Authentication to chip card, receive necessary data for

VSDC Authentication from chip card, receive cryptogram from chip card, and send -
the card generzited cryptogram to the issuer ACS. The cardbolder client device also

requests the cardholder to enter his password and passes the entered password to the

ACS.

20 The cardholcier functions to insert chip card into card reader, determine
whether the chip card environment is ready, enter PIN, remove chip card from card

reader, and enter his or her password.

DETAILED MESSAGE FLOW EXAMPLE

25 FIG. 12A illustrates a detailed flow of méssages between the chip card 1540,
the cardholder client system 1510, and the issuer’s access control server 1520. This
flow of miessages defines the manner in which chip card payment authentication
processing is performed. The flow of messages is organized in a top-down manner

that progresses through the phases of the authentication process.

30
Explanation of Message Flow
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30 Expl anation of Message Flow 32 2 This section briefly descri bes2 tjzn«gCT 20,
phases of the VSDC Aut hentication processing in the order in which they
occur as illustrated in the preceding diagr 4.2.1.1 VSDC Aut henti cation
Request - The issuer's ACS starts the VSDC Authentication processing. 5
4.3.2.1 Initiation - The cardhol der client device software pronpts the

cardholder to insert the chip card into the card r r. 4.3.2.2
Appl i cation SeThist sestion brieflyc desgrbesddhe phpssst o é]%‘ic‘gsalg‘gf Mgiﬁeﬁ‘“s”é‘f’ects a

(oS R o b BB e -
A ' ' ing,. 4.3.2.4 ' i Q -
At hent 410 SRS huRncdid Rty PSR EPY ARsTAy Al o

4.3.2.5 QLabokd86n ¥Rckdsifgat i on (Optional) - The cardhol der client device
sof tware per?%rms gffl i ir{%éPl N verification.to authenticate cardhol der. 15

4.32. 6 Tes piynal. Azt 1Ol S itSer-cl: Q) 8Ebrosipte e - SYdioddBrdeVi ce
requegts {'E%ﬁckllngﬁ%oard o@%gl?ldeh?eét%w%ﬂgevgﬁ/pt 05?@% 3.p2. 7 Conpletion - The
car dhol densert theehipdend meo thetandaealeconpl et es and terminates the processing
for VSDC Aut hentication. 4.2.1.2 VSDC Aut henti cati on Response - The

car dhol def.3.2lJ gplicdon §electivint-Btreacardhidldee tliem detibe saftwaye sgectsre MdPE he ot her
data to the issuer's ACS seryer. Now the nessage flow and the functions

i nvol ved dpplieptioadeom the chicdd-ow  bet ween the cardhol der client device

software and the chip card will be described. VSDC Authentication Request
i s the nek3ageAppicatierelnitiation -{The oeuthelden plierd system ??“fﬁ’& ‘?’%?P& access

contral server t car I ] .ent device software to invoke the
“ycar dH@I dé?lhgﬁ‘é#ﬁcd&e{ﬁ%ngmsoh Séeesﬁ%. | start processing. VSDC Aut henti cation
response , s, the pess -that, retyrn r apd ; pRerti.ng
dat a frorﬂ':{ié ﬂe%‘ﬁﬁ@ﬁ%‘mcﬁﬁté‘m gvﬁ?agéﬁbg%eﬁt é\}%&;@%& o%hg%la;éé;g%a?ys ACS. OCT
application data from the chip card.
4.3.2.5 Cardholder Verification (Optional) - The cardholder client device software

performs offline PIN verification to authenticate cardholder.

15  4.3.2.6 Terminal Action Analysis - The cardholder client system dev*i_ce requests the
chip card to generate the cryptogram. -

4.3.2.7 Completion - The cardholder client device software completes and terminates

the processing for VSDC Authentication.

4.2.12 VSDC Authentication Response - The cardholder client device software
3 ) 20  returns the cryptogram and the other data to the issuer’s ACS server.

Now the message flow and the. functions involved in gene;ating the flow
between the cardholder client deviée software and the chip card will be described.
VSDC Authentication Request is the message that delivers the necessary data from

25  the issuer access control server to the cardholder client device software to invoke the
cardholder client device software to start processing. VSDC Authentication response
is the message that returns the cryptogram and the supporting data from the

cardholder client device software to the issuer’s ACS.

30 " Now, the details of message and processing flow will be described:
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30 Now, the details of nessage and processing flow will be descri Zed: OCB3R
VSDC Aut hentication Request is the nessage that invokes the cardhol der
client device software to start VSDC Aut hentication processing. This
nmessage contains the necessary data for the chip card to generate a
cryptogr The issuer's ACS preferably should obtain or generate the

dat | i st h¢ : t t hori A Lcati tifi y
AopI | cat ) on- LabBC (htetispions BETIEL I () mesapdt s AR ebRls SHAbdIBR .
Ter m nal_ SnbEN o0 fware (ABRACYSHIC QuithdiieatidogiceinglI St imesigel e

Transaction Type;, a Unpredi ctable Nunmber. The source of these data

vari es depgiatsiiic moesshry data foetheichiptdashtoeveralgdrrEyRIOE&M- wi t hi n whi ch VSDC
Aut hentication is working. The issuer's ACS preferably should construct a
VSDC Aut hent i gaki igsheRe QAES tprdferabliyl shoeld dhteimeon gtrgrato thehoeesasathdeder ¢l i ent

devi ce software. This nessage .preferably shoul.d i nyoke fhe .card der .
clienp distedckereof ARABL ¢ “@P%ﬁgﬁ{d; tmﬁg?%‘gbg‘%“hg%e%{ﬂégﬁ&?%e[’agglr g%ol der
client dew [ Q. . C bt > o d - Chilent device
sof t war e%e?ﬁ@%ﬁéﬁbuggﬂﬁaﬁﬁl ﬁéeferi?ﬁ ?I;Jg]%%qn pr oce_ls(r}sb!uﬂﬁj.i 2.1.2. VSDC
AUTHENT| GidisedtionESRENSE CuseTransatiom Datat Tonsarepdipe 4l Unpedisigblege t hat

delivers the cryptogram 20 and the other supporting data to the issuer'
ACS ser v&umbgsDC Aut henticati on Response nmessage is al so used to deliver

the status code when errors _and exception ccur, during VSDC

Aut hent i cat i ofhprewsea of Hgse ¢afa v %ﬁ?‘%&ﬁ?ﬁl@hﬂt?‘ﬁlﬁmﬁgg TYIORRE e i s

al so Se(\j,vi%,%, %%ﬁ'\ﬂﬁ)?hlﬁl GERHNGE WokiBhg S ThY Rsuditst ACE heeferbINbodRr ' S
rd dhol der ¢

pass . e car I ent device software preferably shoul d obtain
Nall the coesessarysShatsutiedicatioeequest ke delitsr dhasedataip tsaradoldsrent

- Gyptogr 2{Pen|;c)etireifi\égtslﬂpt{‘}arlé?*h{snrggs)éage(p%e}ably should invoke the cardholder client
device software to start the processing between the cardholder client device software
and the chip card.

15 - The cardholder client device software preferably should start the initiation

process.

4.2.1.2. VSDC AUTHENTICATION RESPONSE

VSDC Authentication Response is the message that delivers the cryptogram

70 and the other supporting data to the issuer’ ACS server. VSDC Authentication

. ) Response message is also used to deliver the status code when errors and exceptions
occur during VSDC Authentication processing. The VSDC Authentication Response

message is also used to provide the access control server with the cardholder’s

password. ' . o
25 | The cardholder client device software preferably should obtain all the

necessary data described in the table 1 below.

Data Element Source _

Cryptogram From the first GENERATE AC response
message.

Derivation Key Index From the first GENERATE AC response

(DKI) message. _
(DKI is a component of issuer Application
Data.)
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Source Fromthe first GENERATE AC response mnessage. Fromthe first 2 g7 20)
GENERATE AC response nessage. (DKC is a conponent of issuer Application
Data.) 34 OCT 201 2 Cryptogram VersionFromthe first GENERATE AC response
Nunber message. (Cryptogram Version Nunber is a conponent of issuer
Application Data.) Application InterchangeFromthe GET PROCESSI NG CPTI O\IS
Profile (AlLP) response nessage Annl Lcation Trg%_s i onkraom +F|:he fi

GENERATE [ Atyptesspond@sioBunt er ( ATC) ness 3 G&om &g st fal fﬁ@s"&i‘s‘? sFiom
t he firsf NamtleRATE AC response (CVR) neg3RE§REES( CVR i's corrponent of i s$suer
Applicatiion Data.) Terminal Verificatiqg ﬁ@mmgtmv@mwmbﬁrlém ent deyice
softwarej Results (TVR) PAN Sequence Njwhmpéwenbof he READ RECORD respopse
message. | Status CodeFrom t he car dhol der ighéretpplidsticndaatsdf t ware. Reseryed
for futu e use I Fi | ed by "00000000000900000000" Reserved for fixture|use
2Undet I e R TR g e T DY e T HlFGET PROCESSING OPTIONS - |
Profile (AIP) = - : response :
message.
Application Transaction From the first GENERATE AC response
Counter (ATC) message.
Card Verification Results From the first GENERATE AC Tesponse
(CVR) message. o
' (CVR is 2 component of issuer Application
Data.) '
Terminal Verification From the cardholder client device software.
Results (TVR) -
PAN Sequence Number From the READ RECORD response
message.
Status Code . From the cardholder client device software.
Reserved for future use 1 Filted by “00000000000000000000
Reserved for future use 2 Undefined format and content, 10 bytes.
Table 1

The cardholder client device sofiware preferably should construct a VSDC

Anuthentication Response message to deliver these data to the issuer’s ACS server.

The issuer’s ACS server preferably should retrieve the data from the VSDC
Authentication Response and validate both the cryptogram and the cardholder’s
password. The issuer’s ACS server receives the VSDC Authentication Response
contammg status ' codes when en‘ors .or exceptlons occur and when processmg

10 completes successfully between the cardholder client device software and the chip
card. The issuer’s ACS server may store the data from the cardholder client device
software to permit the issuer to use that information to analyze the processing that
oceurred between the chip card and the cardholder client device software and to

respond to inquiries from cardholders when errors and exception occurs.

15
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The cardhol der client device software preferably shoul d construct2a \BIC200
Aut henti cati on Response nessage to deliver these data to the issuer's ACS
server. The issuer's ACS server preferably should retrieve the data from
the VSDC Authentication Response and validate both the cryptogram and the
cardhol der's - password. The issuer's ACS server receives the VSDC

Aut henti cati on Response contai nj tus .codes. when.errors_or -exceptions
occur and whenOpligiekpEces§ 2 BSSEE, egt'ggﬂ?@@@gF%f%W%%ﬂ&eﬁge%grdhoI der
client deyice so b Resuft ¥ qhe AMBeritRated tSthBGRerGRintar MY
store the%aé?sggﬁ‘égﬁ%eﬁ%gr%ﬁo dt:jdgr %Slui ent %Ievi?:e software to permt the
i'ssuer t Orey@etihfpirty. it sommenvirontents,rthé isswer tA(ES ey sensbahinpdication theg eur r ed

bet ween the chip card and the cardhol der .cl.ienf device t e-and to
respond t@YPIAGERY F@QGWB?H%EW?I‘ES’FLHE‘??“&M&@ rore> asﬁﬁceggfégp%h Igl(%cur s. 15

35 2 Cpti i gﬁu is/¥wa t bV Avhd enidheldbl olerg evicennment

_requegs,QQ?FeR§@gﬁ£c?u%;C§ y&%lesed tYoS %gnd the result of the authentication

to the meyofiard tenminateepressturely dpeta grrors or ofbPFRCABIESi r onments, the i ssuer ACS

may send an indication that a cryptogram authentication has occurred and

whet her it was successful. Note: The VSDC Authentication Response is

al ways sent even if the cardhol der client device. software term nates

premat urely dufyet RsGigthSyiliimodt bsker thRufesageTioy daddhé fiticGonsinvblvedw cover

t he nessage flow and the functions_involved .in eﬂ}%r%%ig%i_éhe fLow bet ween
dffygpP

t he VSDC inpgshneratiog dhe dlew hetween ﬁhecé(ﬁ@éﬁaplf%éﬂad’ AHE devi ce
software. Fjr n_OVEervi e, rgpﬁqsiaﬁg FdronOlof Cavodbginde flosd igint devi ce
__softwere "P{Iir\’@fqtegncgwflgd[%@eééc_ [ paéegr messagg flow isc%'rbovi gfeég. ? The
) funct i onsaaeldeheiiat dévibasdfivaté Smeticus to theahiroraré sicesses dlow sapevided-i on
“initiation, read applicatj.on data, .cardhol.der verifjcatj - ternanl-
acti on ariieyfgnaiions g thesgfiaupaion, F’Pﬁlfcf'é?l? SCHeR R ‘8§&%%ghtgﬁho| der
client deyiges RIS Vs Hdnoh, tbidanlciiien &eilykis, 3nd oempletidni nt o t he
card reagé#’ﬁ‘gdﬁ%ﬁ}hé&?%agdy for the process. Application Selection describes
how the cardhqlder chig } LIRF Slicht 8668 Softvoars akards MBDHe
application oﬁlﬁqﬁ{éorghésgﬂc%%ﬂ%re c?/l‘s-ﬂi[l)c Aut hent I catjon processing..
Appl i1gat ichfp tdrd ti$ aistrvetl Dhecs thei daed rdade anideis gaadantr dae PEIcPEnt ARRICRIONS of t war e

hg;f;'r ?Lg;geifgﬁpq \H/igs%cr:ibgg loi?vc tei SRarhack NSiefif" hgn(g@rsgﬁwa%aﬂrdggéﬂs' RAkiieq Data
VSDC application on the chip card for VSDC Authentication processing.

Application Initiation describes how the cardholder client device software initiates the
VSDC application on the chip card. Read Application Data describes how the
20  cardbolder client device software reads the VSDC application data from the chip
card. Cardholder Verification describes how the cardholder client device software
) performs cardholder verification. Terminal Action Analysis describes how the
cardholder client device software requests the chip card to génerate the Cryptogram.
Completion describes how the cardholder client device software te;minates the chipr
25 car-d,processing and ends its procéséing.

A detailed explanation of each flow and message will now be given.

432.1. INITIATION - The Initiation phase comf)rises ‘two sub-phases. One is

Initiation for the card environment on the cardholder client device and the other is
Initiation for the chip card.
30 The cardholder client device software preferably should assure to the extent

possible in the environment that the card reader and any associated device support

software necessary to enable it are ready for card insertion. If the card environment is
36



20 cardhol der client device software reads the VSDC application d& & DE&nDI
the chip card. Cardhol der Verification describes how the cardhol der client
device software perforns cardhol der verification. Term nal Action Analysis
descri bes how the cardhol der client device software requests the chip card
to generate the Cryptogram Conpletion describes how the cardhol der client

br ocess naot Redie 1 el g feieR sp e PR AR LSRR A, b
given. 4. agihdidet N Feet¥) BN conditiend Bi thidatddldeh 8Bent GloRiee | 23€ Sorrdutl Prsdéb phases.
One is Initiation for"the card environnent on the cardhol der’ i ent device

and t he oupeComsunicativh awitlothd errdbelder nnghtcmpbldewlﬂngeswr 'anf@tlmsr ag| i ent

deV|ce sof r ef shoul ur e t he
o ¢ onmretheBrscatd ter s gt ARSI ek BhhRY s oA Wnsuy

sof tweg e ﬂ;%t‘c%ﬁ%@tr%r&l@n eﬂaah&eacter ﬂﬁ@eﬂd’éﬁ%ﬁf Bringalled. | Thetdrdbslded dliehhe card
envi ronnent - 6 OCT 200 2 not read t he cardhol der client device

sof t war e M@O@mayc matm@mﬁhmvls Apfherticaban @resesrang Hgt detemmipes hat

condi tion t he, car dhal d

communi oatrbe\ath SRR ol B hallE iy, W S0 pltherlont HRice |

whet her t fpfiweed Cerinbraite pmSMQﬁepquemblyaﬂlbehl skih eil ccdedimgpphases ad on, and

whet her 5 the correct version_of_card reader drltﬁ‘al sofévvare i S |nstal | ed.
t

The cardrr@mrthwsm AyihenticatibRemopss meysase  fi HESUPhecvscith an
Aut h gif it detennines that the card environnent
oL R e a i i

canno en the cardhol der client .device software

. rerm nat o5 Pt AE GRS s phibsePi23 5120 kB R D1 dhigh chrcP YRR Celini@ RS ES and

return the VS I'cation sponse nessage to the 1ssuer Service with
an 10 apprépto ﬁisasuﬁt-;&iakswhadﬂpoﬂ the clueheldbr qziim$ éeﬁdc Sftwdre prampts ithet i on f or

the chip card" fails, contr et ur hase wher eupon the
car dhol degrdholdspttogmpert dhe %mvaﬁ%‘ i"%ﬁ%‘glhf’ ﬁSY‘EErS THEPt the
chip carqefhae G@Sﬁ&%ﬂﬂ’enﬁdahsﬂtprsl&%lﬁg i foie%}f eeqﬁeyts dafd RiisBiticd MRDC

Aut hentlcatlon processing if, after ‘it requests card insertion and 15

returlds aegmins agaid koni“Tiitaticonfor ghe chip eanilp thechip CQ-TﬁeS"(l?ﬁﬁ’%‘eEtéX dails s equent |y
fails to respong, whep.tns fafadhoLAsh Cc{e’n%gt sgﬁWafee RS 8bE nat €s

VSDC respond.
Authentication processing, it preferably should skip all the succeeding phases and

preferably should send the VSDC Authentication Response message to the issuer
ACS with an appropriate status code.

20 Initiation for the chip card - In this sub-processing phase the cardholder client

device software communicates with the chip card to determine whether it is ready for
processing.
The cardholder client device software preferably should reset the chip card.
The chip card returns an Answer To Reset (ATR) to the cardholder client device.
25 software, or the chip card fails to return an ATR."

When the cardholder client device software receives ATR, it proceeds to the

next phase, Application Selection. When the chip card does not return ATR within a

time established by standards, the cardholder client device software may return to
“432.1.1 Initiation for card environment on cardholder client device” or it may

30 terminate VSDC Authentication processing. When the cardbolder client device
software terminates VSDC Authentication processing, it preferably should skip all the
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22 0CT 20

Aut hentication processing, it preferably should skip all the succeedi ng
phases and preferably should send the VSDC Aut henti cati on Response nessage
to the issuer ACS with an appropriate status code. 20 Initiation for the
chip card - In this sub-processing phase the cardhol der client device
software communi cates with the chip card to determ ne whether it is ready

for processing. The cardhol.der client dewic L8 Pk Ikeshoul d
reset theSUgsfepngapipses Wﬁgp@kﬁlrgbl}éa?h@ﬁ?esfﬁfﬁise gﬁﬁ%‘é@r@ |OE§€%3€%B(A%R) to the
car dhol d | OB IRM ek ServaDwiR bl WShr6pridké stithecadei p card fails to return an
ATR. V\b‘leﬁliﬁ‘%sﬁileé car dhol derecl I ent dg%{?e software receives ATR, it proceeds

to the next phase, Application Selection. Wien the chip.card does not
return ATRwithin a tinme established by standards, the cardhol der client

devi ce softwar . .2.1.1 Initiation for card environment

on cardh&-%@'&mqéﬁwgﬁ%&néﬁ_my 30 term nate VSDC Aut henti cation -

- “processi ng. Wien the cgrdhol der, client.dewv ce: L. at; VSDC
Rt hoRti oot i orfpiEee PHGem 1 b piseRs(y iEE n, Sjen L EpldBpRrehas oo

2004 sucqgeedl B9nRRASERCR At VEDTappAtation T theshipatdie "YSDC Aut henti cati on
Response nessage - to the issuer server with an appropriate status code.

4.3.2:2. APPLMJSQE é%k%ﬁé&l@}&eﬁﬂwﬁd&%ﬁware%la&dsimﬁmwﬁm processi ng

phase in whic e car er client device software selects the VSDC
application framthe chi rche. P hg;age Setibp) ddbuld iRMorAevi ce
software incl & s’hlanecaf‘%ﬂ%}%c\?vi gheing) Q%ﬁ(zescsgr hol &gr cl ig}ent device software

pr ef erabl%gﬁg%ﬂgagﬁoﬁr m Application Selection. 10 (b) To conply with
security qui renents, cardhol der client device software preferably should

use Xﬁl'y the RplpEidmpdohaat sebritybichgicemans) dardholaeclBiit ESfice softmards wi t h
t he D (Application | as supplied in the ut hent i catd equest .
(c) If tipeeferablyoslsmld mise paly ithf‘s%xB\?é'EéFleEBﬁ’Hﬁ‘gg? t 7P ga‘%eﬁ% h no 15
suffix, then there,is O id ibeap@ld VBDIAuflentitdienr equest ed
Al D on t REOTER ﬁ@ﬂ%@e@@%ﬂéﬁéﬁ?ﬁlgg%wﬁp step g)bel ow.

Request.

(c) If the response to the first SELECT command returns an AID with no
15  suffix, then there is only one instance of theapplication for the requested AID on the

| card. Processing continues with step g)below.

(d) Xf the response to the first SELECT command returned an AID with a
suffix indicating there are multiple instances of the application for the requested AID
on: the card then processing continues with step €} through step g) below,

20 (¢) By issuing successive SELECT commands using the AID (as supplied in
the VSDC Authentication Request) until the card indicates ther_e are no additional
instances of applications for the requested AID to be returned. As each AID is
returned the cardholder client device software constructs a list of AfDs along with the
corresponding Appﬁéaﬁon Label and Applicaﬁon Preferred Name for each AID.

25 (f) Using the Application Label and the Application Preferred Name as
supplied in the VSDC Authentication Request the cardholder client device sofiware
searches the list constructed in the prior step for a match. The SELECT command is
rissued to the card using the AID of the matched list entry. If no match is found, the

appropriate statns code is set for retumn in the VSDC Authentication Response as

30 . indicated in “Bxception handling” below.
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(d) If the response to the first SELECT conmmand returned an Al D WiZt% gCT 200
suffix indicating there are nultiple instances of the application for the
requested AID on the card then processing continues with step e) through
step g) below, 20 (e) By issuing successive SELECT commands using the Al D
(as supplied in the VSDC Aut hentication Request) until the card indicates
there are no additional instances of applications for the requested AIDto
be returned. Agg)eaAppliddtioni Selectiomufore dhe (tardhgldghotligat devicentofirédlfe c¥ sof t war e

constructs a list of AlDs along w.th : opdj hGatln Label

and Appl i EgBplsis- %ﬁé@éﬁﬁéﬂ “ﬁﬁr%%f‘%'flare%\@%hﬁil %ﬁfléagi%?f% Hg?%%@%hgqm% cation
Label af‘dsél&%dwlmg%) QBT eDET it Gds NRER dderminedphment; inmltiple bikle

Aut henti cation Request” the cardhol der client device software searches the
li st consapplickiehsiwhithengoisolectsingisp flabo¥e-nat ch. The SELECT conmand is

i ssued to the card using the AlD of the matched list entry. If no match is
found,s the apgi)oWheatibe shdholdercditmt idsvise softwarer andutha dhip cpl ATt :

Aut henti cation Response as =30 inqjgated.in "Excepti ] i N hel ow. 38
2 (g) Appmukiple applisafiens naddiign tp ﬁ@f@ﬂg Wo&’ﬁé?sugﬁ ?éﬁ&&%@ﬁ@eﬁogf {d\%/ar eis
conpl ete. ,H hng iﬁ%ﬁ&eﬁ@é&cé‘oﬁkﬁﬂiﬂié‘iﬁoﬁk b@ithbe ergdatedcat i on on ‘the card and
It was selected 1n step c) above. O, it has been determ ned anong

multiple eligible,.a i ' E,Iyﬁya ~select in step f) above. 5 (h)
When t he car dhﬁ%%]?lpg%dé%?gog%\}ﬁ e sg tﬁgr&eﬂognd the chip card support

mul tiple appligatians. in.addid At iS bhe i gs ca¥dhold

responsi bi | i tyﬁl“i?pg%ihaﬁdl%i glﬁgr}}dﬂ?eﬁmﬁuﬁs}gﬁg&gg%?hgrﬁr%ppl?_c%lt-t i ons are
t 0 beyExeginedeviddsoftiird pectérdblyahiwld nemiye VSRC dnthSetictivh groceBsB@pt i on

handling - If the VSDC applicatjiaon is_not found, t rghgl der .. 10 client
devi ce soWhear thepcaribelder wlieno deHcs PSR éWSAm t%ﬁf@g‘?\auﬁrﬁocessi ng.

When the cardhol der ol i fe\Wak@edifl Bhivet e6d YRGablytsheald cat i on
processi W“W%rﬁ?é%aﬁy%“ﬁ%%ﬁs%p al | thegg}cqeedi ira{g phases and

pr ef er abl $ng RO AwthadicSRCRAspohsentol the issber SRBSH Ffideatt aDRIARNGIE SBBIS server
with an appropriate status code. 15 4.3.23. APPLI CATI ON I NI TI ATI ON

code.
15 | |
 432.3. APPLICATION INITIATION
Application Initiation is the processing phase during which the cardholder
client device software signals to the chip card that transaction processing 1s
beginning. , A
- 20 The cardholder client device software preferably should initiate the

application. The-cardholder client device software preferably should send the GET
PROCESSING OPTIONS command to chip card to initiate the VSDC application.

The chip card responds to the GET PROCESSING OP"I'IONS command. .

The cardbolder client device software preferébly should store the Application

25 Interchange Profile that will be used in later phases to construct the VSDC

Authentication Response. Enforcing geographical restrictions is one of the optional
functions of the VSDC apﬁlicaﬁon.

‘When the chip card responds to the GET PROCESSING OPTIONS command

with an error code that indicates the conditions of use are not satisfied, the VSDC

30 Authentication processing must be terminated.
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Application Initiation is the processing phase during which the dafdBol dipé
client device software signals to the chip card that transaction processing
is beginning. 20 The cardhol der client device software preferably should
initiate the application. The cardhol der client device software preferably
shoul d send the GET PROCESSI NG OPTI ONS command to chip card to initiate
the VSDC application. The chip _card responds téo th %g YROCESSI NG OPTI ONS
command. The cHrtaotead terinaten theeljansactions thgp, eﬁ?@%@ |C§E%‘h €tore the

Application.. 25 k Br of i - W Ly nases to
construct gﬁvﬁcéa I?fgﬁ%ib% ? #@‘? ?Iggta?oﬂr# gééscg%lsl%’bh%ﬁ% g?dél ? ﬁeg“é@%gskﬁg%ﬁi dgg

restri ctimpySBC dnthaticitiva Rygpoma alessdzge he tHedssienfervdrevitSBCapgpppridat i on.
When the chip card _respqonds .to the GET. PROCESSI.NG OPTI ONS c d with an
error coddatihggde Roten té%%ﬁ@“&%ﬁfﬁ?‘?’ﬁﬂ’émﬁfto 5‘&‘1%1?”?;"0?5’@0’;‘3? ?Brsgg’? are}ﬁ’}' t he VSDC
30 Autchentli cat i 1t S} : ] . 0. 2004 |If
t he caS}r1 d%&rﬁ%{]gsp t he t%g%g%?%%ﬁﬁ{%%ﬂ%?%gr%%ﬁrQléils ?%I%tg qﬂs;o;?-t ware
devi ce praetiensit puishisthadscope of thisldotwmersucceedi ng phases and preferably
shoul d send the VSDC Aut henti cati on Response nessage to the issuer server
with an appropriate status code. Note: It is the issuer's responsibility
to deci de what action to take after termnation of VSDC Aut henti cation
processi ng 2 JURE AP AFHIICATION DATIEFRAE AptichtiasDafacis GHe prstesdite scope of
this docunment. 4.3.2.4. READ APPLI CATI ON D - Read Application Data is

t he procebssenip whitkstbeardhelden clignt dexicghwifivare seade the awprdscok¥Bfar e reads

the records.of. V. ljGgation files on the chip card. The cardhol der
clied déWP]écéan%%é) ﬁ%?@?gr gbl y should read the VSDC application data.

The cardhol der_.client .devi.ce softwar ref er.a oyl d_sends D
“ commands to r et %@hql‘ﬂeé ﬂ?ff?%?gg?? 58§%‘§'°f P’é?ﬁ?r?ll?% %gfl’)@ 551 @%aygg??The
car dhol d%kFﬁéaHSﬂtda%Vim Gadtolds cliphte devied kyfsie referailpishotlieseridd ue 15,

of the PAN Sequence Nunber for later use in conposjng the VS
Aut hent i @mﬂmﬁgg@ neunmands to retrieve the neccssgu% datag from the D%SDC

application. The cardholder client device software preferably should retain the value

15- of the PAN Sequence Number for later use in composing the VSDC Authentication
Response. | '
The VSDC app]icati;:;n responds to the READ RECORD commands.

4.3.2.5. CARDHOLDER VERIFICATION - Cardholder Verification is the phase of
20  processing in which the cardholder client device software may verify the cardholder

by using an offline PIN verification method. Note: Cardholder Verification must be '
implemented in compliance with appropriate Visa security guidelines.

Conditions of execution - This phase is conditional, i.e. required only when
cardholder Verification - is implemented and available on' the card and in the

25  cardholder client device software.

The cardholder client device software preferably should verify the cardholder
using the Offline Plaintext PIN Verification method. Neither the Offline Enciphered
PIN Verification method or Online PIN verification is supported.

The chip card performs Offline Plaintext PIN Verification. In response to the
30 first GENERATE AC command, the chip card provides the result of the offline PIN
verification in the CVR.
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The VSDC application responds to the READ RECORD conmands 4.3.2.%3.2 0CT 2004
CARDHOLDER VERI FI CATI ON - Cardhol der Verification is the phase of 20
processing in which the cardhol der client device software may verify the
cardhol der by using an offline PIN verification nmethod. Note: Cardhol der
Verification nust be inplenented in conpliance with appropriate Visa
security guidelines. Conditions of execution - This phase is conditional,:
i.e. required only when cardholder Verification is inplenented and

avai l abl e on- the _card and i cardhol der .cl i,eni devi,ce .software.
The. car dbdd THRMIVAKA HON BNARYSEs 5 el st APy =G iR

car dhol de, ' e AEIHRIR B UeRbdbOYRFAré t@bitotherBdigheatd 1dVei t her
the O fl iJnféJI ncéllg%geﬁgg]Pl N Verification nethod or&%ﬂ i ne PII‘T\I verification

i s supporgeperateEryphugpam awhiclowill be sest ©fthe iserer Birerfoexalidetinp.veri fi cation. In
response to the 30 first GENERATE-AC command, the chip card provides the
resul t5 of the THe tdrdieol@irNliene device sdfiveare iprefetablyCstRuldl pedemOTEmROGE 4. 3. 2. 6.
TERM NAL ACTI ON ANALYSIS - Term nal Action Analysis.is t hase, of
processi rietion Analysis. (The cardheiden elispt ggvics o é(ﬁRréPcE%’lth‘??%HW&&‘% the chip
card to gener ate. U9 Wi lP CBeckbbd RECIRORN bhabBGuitSBuemaser ver for
val i dat i dﬁl% %glecarﬁg%ﬁelﬁg%l | er111}t‘¥4flbdg\l%s|i ce softf\;/vare prefaergltl)l y shoul d perform
Ter m nal terphaloviththa lfyliovang Sepanrsdhol der client device software preferably
shoul d assune the role of the "nerchant POS term nal" described therein
and behave j usb HdshiseAétiat Codeatndi Teahinal Abtisrh€odoPlooedsing: &he eptdholisr a)

| ssuer Action Code and Terninal Actiqon Code Processing: {2{; rghol der 10
__cliedf delirgededea pltwars: B \: %‘Hgl}?‘ﬁ W&Paﬁ%gﬂb“a?‘l&“awé e‘?”fﬁ%ﬁ pn
() Verifi caigpy RRLE e e Rb R B oSiBinafaclien coades or to Termi nal

Action Conmand: The cardhol der client device software
preferably shoul Chot PonENERATE O5aRQEER RcRY deaBY SRinige Onl Y
ARC, i.e., m% teﬁ’m%eégt E’ﬁ or T urél’gng Termﬂﬁal Action Analysis. 15
Ter ni nal pi«éqgﬂaﬁ ﬂ%dmm doasttilct aifn( '[?F]E})IERA!I'EeﬁC cd’im_mmdaby equesting tandm Rfesul tz
(s & record;of, the out core gf e 3L 07 2RBL GRbh Ahullict ons performe

15

Terminal Verification Results (TVR) values - Terminal Verification Results is

a record of the outcome of the various application functions performed by the

cardholder client device. Different from the standard VSDC processing at POS

terminal, some of the values are static for VSDC authentication. The values to be

20  assigned to bits that are static are indicated below. Bits whose values are to be

) dynamically set, will be set by the cardholder client device during the course of the

VSDC Authentication processing.

The chip card produces a cryptogram.

25 4.3.2.7. COMPLETION - Completion is the processing phase in which the

cardholder client device software terminates the processing of the chip card.

Process variation - The cardholder client device software processing
preferably should vary based upon the GENERATE AC response message. The
cardholder client device software preferably should perform Completion. The VSDC

30 application provides the chip card with the authority to decline transactions offline

(AAC) even if the cardholder client device software issues the first GENERATE AC
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cardhol der client device. Different fromthe standard VSDC proces?g:gb@t o0
POS termnal, some of the values are static for VSDC aut henti cat . hg ij
values to be 20 assigned to bits that are static are indicated below. Bits
whose values are to be dynamcally set, will be set by the cardhol der

client device during the course of the VSDC Authentication processing. The

chip card produces a cryptogr.?25 4, e CO¥PL T1 ON - etion is the -
processi ngoraﬁagéfqrﬁnmleﬁa‘ftﬁ@ﬂat?a? &ﬁ%ﬁ&ir“m &t ﬁ%nég%gﬁdﬁfaﬁheewfeer m nat es
t he procegsd ' s P2 lefd AR CAREh@kggy client
devi ce so?‘?ﬁm‘g?ﬂgqﬁ?‘%&gg)g%?{ng‘ap%%gkgr%ﬁ?ﬁgﬁgﬁ?gﬁ%ﬁ ba;@gﬁoupon t he GENERATE

AC r espon¥SDesasathenticitien procesting.ddo détemmine debétber sl tanigameradt bl y
shoul d perform | et i on. e 30 a Lgatign provigdses the chip card
with the SEOHGMA 13&@@13@0{ @Sﬂﬁ%ﬁpg‘l‘@gi“ﬂﬁ?"’?{%% aven if the

cardhol der client device_ sqftware jissues . the. first GENERATE.AC 41 22 OCT
2004 chmand { VSDSHAERtEtiem PGS Shepld CORERF ProgesyRg sy thoueh ihe, ¢

car dnol defos Kb o 38 MY fard oW hiseex PRElind (RACH NBrogbisingS 8kl cBhihug et ur n

ei ther an VSDC Aut henti cation processing. To determ ne
whet her t bezanset eenshaight the repehlieRNlicaks deslined, ARQEtone T piogFamsealer ACS

bt 0cessi PRSIt MSUBHR: HE HOBOREoR B s T BERREOR SR B Dec i ne
(AAQ) .  PrQeessinds 8ikd aaibkitiiiion RRGRINS ofHRAYpd vRiBbIclyPRgiaaponse i ndi cates
decl i ned, e returned cryptogramcan nonethel ess be used for card

aut h I cak i C\éﬁ%ﬁﬁﬂﬂs ' lon requires the cryptogramfor card
,)aut hglﬁicg%':z%l’regar esgggéktegﬁe type of the cryptogr 10 4.3.2.7.1. Card
f )response is A Thi )- | I rRE SRS QEd kdaMiswaen the
- chip card ret lﬁg Slg’ngecﬁﬁl?ﬁ%ﬁﬁégﬁgﬁ?ﬁggﬁ%tﬁo‘gﬁ@ogr a?hﬁ’l( ARQC) . For VSDC

Aut hent i caithefzatist GheQiest Chtptogoaret (AHQD). | FonMSDE | Asvhentichtera uwich an

aut hori zation will not be reguested and_ VSDC Aut.hentication i lways an
"onl i ne" iptegrretgtion Tﬁé‘OBBTEi%‘@PF Ecqype 28 sAhthyZAReR ﬁﬂ-nﬁﬁﬁfﬁﬁf’ﬁﬁﬁ% %gmmnd is

to cause C ihaliSl W Riwiy€ 'a¥ PloARh&MproBEssY The Gbidctive ofifitsding el vi ng
the fi rst\yggﬁﬁgﬁeliﬁA& responsg W th-A fromthe chip card, the

car dnel' daBENERAME A6\command fis incoansethe sard Aprejurg ReuyRios@ps 9F ¥ali¢aiiono| | owi ng:
After receiving the first GENERATE AC response with ARQC from the chip
card, the cardholder client &evicc software preferably should perform the following:

The cardholder client device software preferably should keep only the
cryptogram and no other data except for the following data elements sent from the

20  chip card in order to send them to the issuer server; see Table 2.

. ) Data : Element Source
Cryptogram From the first GENERATE AC response
' message.
Derivation Key Index From the first GENERATE AC Tesponse
1.(DKI) . . message. (DKI is a component of 1ssuer
: ' - ‘ Application Data.) .
Cryptogram Version From the first GENERATE AC response
Number message.

Cryptogram Version Number is a
component of issuer

Application Data.
Application Transaction From the first GENERATE AC response
Counter {ATC) . message.
Card Verification Results From the first GENERATE AC response
(CVR) , message. - o
' (CVR is a component of issuer Applhication
Data.)
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The cardhol der client device software preferably should keep onl ¥ 2 {BET 2004
cryptogram and no other data except for the follow ng data el enents sent
fromthe 20 chip card in order to send themto the issuer server; see
Tabl e 2. DataEl ement Source Cryptogranfromthe first GENERATE AC response
message. Derivation Key IndexFromthe first GENERATE AC response ,
(DKl') message. (DKI is a conponent o,i isguer Application Data.) Cryptogram
Versi onFromthe first GENERATE AC r %bd% se Nunbérmessage. Cryptogram

Versi on Nunber is a conponent of issuer Application Data. Application
Transacti onFrom the first GENERATE AC response Counter (ATC)nessage. Card
Verification ResultsFromthe first CGENERATE AC response (.Cv“%n”essage. (CVR
i s a conponentThef cardsolder dispt idevice safimateapyeferablyoshonld sigry nfgrmafiopyp) o 2

The cardhol der_client devi.c r r y. | rmati on
necessar W@Wm?ulﬁ)geﬁ\ii’é?ﬂu thﬁ%%g %%Bpﬁgpeag%%éﬁa%ghstgﬁgg ? R;t %%ﬁgsﬁoglnt i cation
RespoRs e REhSkse, 'mtﬁtﬁ@r chdiolidr dlienteddvictesofivears piéfembly ghromldisaid theshoul d

i ssue the I nal GENERATE AC conmand to.the chip.card as if_the online

aut hor i z diriab GENEBAZHs AGweemmand dp dhe chin sahes ihibe HHE‘&, GutbariggHhon,

| ssuer- |t nmeans t : =g) I3 S Of tWES - gRsts an
ot ARG okt indidife naftaChey fa‘gé?ﬁl?‘!é%uié% i "f’éisﬁ‘gﬁg‘fé A R VSDC

Aut hent i GatdhelleptRee d6viogsoftware requests an AAC. Note: There are no authorization

request/response messages in VSDC Authentication processing.

10
Source of data listed in CDOL2 - The Data Elements, which the cardholder
client device software transmits to the chip card in the data field of the final
GENERATE AC command, preferably should be obtained from the sources indicated
in the table 3 below.
Data Element Source _
Amount, Authonized From Network-based VSDC
Authentication Request
. message :
Amount, Other From Network-based VSDC
Authentication Request
message
Terminal Country Code From Network-based VSDC
' Authentication Request
message
Terminal Verification From the cardholder client device software
Results (TVR) ' :
Transaction Currency From Network-based VSDC
"‘Code - A Authentication Request message
Transaction Date From Network-based VSDC
' Authentication Request message
Transaction Type From Network-based VSDC
Authentication Request message
Unpredictable Number From Network-based VSDC
Authentication Request
message
i5 Table 3
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Source of data listed in CDOL2 - The Data El enments, which the car ¢ghpl QET 200
client device software transmts to the chip card in the data field of the
final CGENERATE AC conmand, preferably should be obtained fromthe sources
d in the table 3 below Data El ement Source Ampunt, AuthorizedFrom
based VSDC Aut henti cati on Request nessage Amount, O her From

based VEDchin ReHCATEAINOFREHAdS (heTERRLGENFEATNAC BFR ot onfr om

i ndi cat e
Net wor k-
Net wor k-
Net wor k-
t he card
Currency
Transact
Transact
Unpr edi c
Tabl e 3

GENERATE davice croRtmvaee praferablyaghouidh eoraply dwidh gequrity ireqiremiedischy & r

pr ef er abl
GENERATE

10

15

20

25

30

lt}gilﬂggrj(gl i ent device software Results (TVR) Transaction
rom ‘wor k- based VSDC CodeAut henti cati on Request nessage

o TyDERrue st HE oo S PRE U BAE S PRI

tadh ShdNeRipesdra ap thie thaal GEDERGUITE/AMC comiraad! Tha tirdholReq olbeit

message

43 22 OCT 2004.The chip card returns the response to the final

c o
that by this time all prior unused data from previous phases have been cleared in

compliance with security requirements.

Card response is AAC

This sub-section describes the processing flow when the chip card returns an
Application Authentication Cryptogram (AAC). f‘or VSDC Authentication, such an
interpretation is not relevant because an authorization was not requested. The
objective of issuing the GENERATE AC command is to cause the card to retum a
cryptogram for authentication of the chip card.

e

e D SR e O k0 it

After receiving the AAC in the response to the first GENERATE AC .-

command from the chip card, the cardholder client device software preferably should
perform the following functions. The cardholder client device software preferably
should keep the cryptogram and the other information sent from the chip card in order
to send them to the issuer ACS. The cardholder client device software preferably
should prepare to send VSDC Authentication Response. The cardholder client device
software preferably should clear all the data received from the chip card in all phases.

CHIP CARD EMBODIMENT WITH ACCESS APPLICATION

Now that the description of the message flows -in FIG. 12A has been
completed, embodiment of the chip card device utilizing an Access appﬁcaﬁ§n will

now be presented.

The additional embodiment of the chip card system involves an Access
application that can optionally be used as an exira feature of the chip card system.
The Access application is used to control access to the chip card and the multiple
applications that may reside on the chip card. The Access application can be referred
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device software preferably should conply with security requirene {5 @%T 2004
clearing fromits nmenory extraneous data received fromthe chip “card

Note: It is assunmed that by this tine all prior unused data from previous
phases have been cleared conpliance with security requirenents. 10 Card -
response i s AAC This sub-section describes the processing fl ow when the
chip card returns an Appli.cation Aufhent)cation..Crypto ). For VSDC
Aut hent i cl #sothe “4Ge%5s FAPTIGAPR Op ARRIS igﬁlei N io]4a X gf%ﬁnﬁogéggaéﬁgégéﬂ

aut hor i zap} oy uAS, NAbLGRINERERCupckNthe &l RGid. Vén Ghisi Haseng thichcEENERATE AC
command i S to cause the card to return a 15 cryptogramfor authentication
of the chigplicatich isAblecto vesifipithe idgntityieof Acpgrson Ftempbinng do Wilige theyeip r st

GENERATE AC, conmand fromthe chip d e I ' i ce
sof t war e GFEFAB é§§|%;s%§énapp%gﬁqrgr r#?{ﬁeep?r%% %t\?m&ﬁg u{ralglgslegth%? hgekﬁeéar dhol der
cl i ents deyjige HOTLhMEE st RlcAfifkitn rmifibet dr ke, thd acpaspirody simmaitdst he ot her
I nformation sent fromthe chip card'in order 20 to send themto tghe i ssuer

ACS. The mraswhinsl et aic hithonizedanerson is abeutdp asp ther dvp sl Bt ¢pspriBpare to

send VSDC, Aut henti cation Res T | &1 | flav beof t war e
pr ef er abl 4CERVEPHC tfoéla‘}nl%ﬁlﬁls aﬁﬁ’gﬁﬁaap %ﬂc?agglgs[%!a ??ﬁ gr%&t %q%%tiqgwcﬁalr% in all
phases. GHLR GARRIEMBRINENImINLE HppIaEaS, AlePAdoedsTapPhic@onNa taaket the he
description of the nessage flows in FIG 12A has @gegg conpl.et ed

e

embodi merpaseyordhdfor Hhy apRhertioas | e the chup, FHg ayplAl Ul i Waf?BE wi il
now presented. T Lid PG T88EctQfunitef of theRippBéfioRY S M

I nvol'ves eﬁboﬁl@r@ggssopglgp |(E:%ta?’gﬁéatnﬁa’t&g%n op('g:i onal ly be Sged as an extra
feature dfe ufikckd pftenretdtesingt e corBOt Thisrmatings én FpFRopsatip olei Acef$ed to
control access . to the chip card and the nultiple applications that may
resi de orfPPHE2UOR; p card. The Access application can be referred 44 22 OCT
2004 to as the "Access application or gpplet."” The Access, appl.l I on
control s accesker arq AR FeIgIERPTs: i &’Brg“s%‘gfl%lé)ﬁtse ﬁgﬁakuﬁg%(]%ﬁ% card. In
this manngr PR WS cHetksA Bls 8héwn HETHBY 4f berdtsl#nt#Zy of the
per son atctaﬁdrlrlﬁg@ggeétg%e%t&{oﬁ zest he chi card and i ts associat eg

app! it6at izpd$3 aké differenpealses(zad nenpuifithgjthres iia Ananeial AFN g OB nters the
correct user identification nunber or string, and a password, then it is

Secret #1 A cardholder-defined password to enable access to the chip card Access application
for chip-based payer authentication. In some embodiments, secret #1 a]lovars an access
program on a smart card to open all the applications on a smart card, including the PAS
application. | . ..

Secrot #2 An issuer-defined password returned by the chip card Access apphication to e}lable
the ACS to validate the cardholder for chip-based payer authentication. ’I.‘he 'ca:rdholder is not
required to know this password since it is automatically used to open applications on the smart
card.

Secret #3: The password used in the non-chip card embodimept of PAS (the core system?.
The cardholder-defined password to enable the ACS to validate tht_a cardholder. _ This
password or secret can also be used to validate the cardholder when chip card access 1s not

available on the card.

Table 4: Passwords and Secret Yalnes

FIG. 13 illustrates a system diagia;in of the componénts utilized in the payer

20 authentication service using the chip card and a universal Access application. The
system diagram of FIG. 13 shows the chip card 1540, the chip card reader 1518, the
cardholder client device 122, the access control server 114, and a database 1240. The

chip card 1540 includes the access applet 1202 and the chip card credit and debit
application 1204. The access applet 1202 stores a password, which is secret #2, that
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presuned that an authorized person is about to use the chip card.2 ?ng%i%ﬂ%
case, the Access application unlocks all of the applications on the chip
card so that they may be wused. In addition to unlocking the applications,
the Access application can make the passwords for the applications on the
chip card available for use. In sone 10 enbodi nents of the Access
application, only a select nunber of the applications wl e unl ocked
after ent eill bgudeddo aploclethe viariowr applicasions pn. Q&@é‘gt@eﬁﬂ%{hﬂ@g&@m
application., Ther e _nunerous. refer t he passwords or secret

val ues th'é‘i“‘i%"lug%s%ﬁmy&éPutgm%lg?téonaar?gﬂ (cg)aﬁﬁ}fl ﬁ%‘?’ssuer ACS checks. As shown

in Table 4, secrets #1, #2, .. 15 apd #3 are different , one of
the three is aUPQmWMImWBP“@EﬁBﬁW@g%&ﬁ%F cﬁ% #@éﬁgﬁ%&&%ﬁefi ned
password 1o ;93_*;@” Bldr 86§ on Or HRPLCRID AAhsMRBESHHRRAL bandain Tifie

uthe

chi p- base ntication. In sonme ‘enbodi ments, secret #1 allows an
access pepalicider Gteds teadotrectaussr T aop e associatd pagsPPTd AGOTRSTES ir2aS siar t

card, including the PAS applijcati.on. Secret | e | password
ret urned @yom#@a&lmugeq;fgﬂ@?%géié%@@ﬁ%qnéQPi%enC}@%c@ﬁ'agﬁ gﬁlﬂ{ehe ACS to validate
the Cardhgdﬂgﬂ; TR GB RaRPSSSeRAYR [R6¢dB@NEY GRksi Oescrifide eadiethinl dlsis i s not
required 10 How T hi password since it is automatically used to open

appl i cat i spesifieatidghe smart card. Secret #3: The .password used in the
non-chi p card enbodi nent of PAS (the core system. The cardhol dgr-defi ned

password to enplik eedond, A6 deteiled Idestaipion eplaias ghedraessses ARELO rd or

secret can also be used to valida he d Bi BaciR¥afbs access is
_not lvaithaibsheukhbe H@PGQF‘SPY%%FEEE%I& a%%ﬁ{oa‘%ﬁéea%r e%?’g}tﬁ- al nes Bl G 13

© )illust ratc%?mﬁmﬁ){a%io‘inﬂe%@a{ REch dabE readan tretirdholderlsi ntethet browser pager 20
" authentication service using the chip card and a universal Access

appl i catithaAC®he system diagramof FIG 13 shows the chip card 1540, the
chip card reader 1518, the cardhol der client_device 122 fgita,gﬁfﬁc ess
control ser verTHeMmiomdbasicpmcaﬁsa%@ldlmaﬂﬁﬁé’”néﬁ’%bec‘é‘?sﬂnﬁ ttudes the

The accosardpactangsvit gpbiug viEbE lEGRARRRRCAER Fom RPICERETT U5 22
-CI-ET 4304 .i%ﬂt 48 a5 itnpleninediwitthe tineoutokatueep pigi @ ali¢ns ¥E1l ok tmedoWhi p card.
e car dhaﬂer e';irO ;Elluﬁgsg. Then, the cardholder client device software will Cl.lef:k‘ for the
existencé of a compliant chi? reader and respond to the ACS that it is capable of
processing a chip based payer authentication transaction. The cardholder client
device software will receive a message from the ACS containing the appropriate
20  merchant and ACS data to enable a chip card program (e.g., VSDC application) o
generate a cryptogram. An example of such a chip card program is the Visa Smart
Debit Credit application (VSDC), which is Visa’s implementation of the Europay,
Mastercard, and Visa (EMV) chip card standard. The cryptogram is a cryptographic
value generated by the card that is specific to the card gnd to cach transaction. The
25  ACS can validate that the 6ryptogram using cryptographic keys in hardware security
module. It is noted that the VSDC application is the same application used in the
face-to-face transaction taking place at brick-and-mortar POS merchant.

After receiving the message from the ACS, the cardholder client device
software will check for the presence of secret #2 and UID in the defined data element.
30  Ifit is not available, the cardholder client device software will ask the cardholder to

insert the chip card and enter secret #1 to validate against the chip card Access

application and retrieve secret #2 and User ID (UID).
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devi ce includes the payer authentication application 1542. Upon na%h%dﬂﬂh?ﬂ
onli ne purchase transaction, the access applet 1202 pronpts the cardhol der
to enter his or her user ID and password, which is secret #1. If the
cardhol der enters the correct user |ID and the associ ated password, then
secret #2 is automatically used to unlock the applications on the chip

card. Then the PAS systemutilizjn he chi,p card systemca rQceed as was
descri bed ear IIf ¢he j ¢ardhplider Sspé'élf‘#‘%a qroﬁﬁ‘pﬁf%daé’&%&?&%?c@%a talt ed
descripti ' #aPexaBite A VB0 Parchdf tdnsdctiohas bbtahe
supporte&gﬁ%gllgﬁiﬁ}ea(t:%?aﬁgﬁ%er C c|$entedeviece software, which facilitates
conmuni cakd applogiawesnl dskeriatbd date torprionn @mline chip cax Amtbeniiortian. nt er net
browser and the ACS. The various basic processes and commands will now be

described. Fi xbentioReof e d$DCdmichabd tratsaction mwobve$ imeltiglewsitédls foebarct i vat ed

by a nessage fromthe ACS server 15- (cl.ient_can al sq, be,| epented with
‘a ti mBoutakesabyiraach eofy they cardhalder \ghent é‘é‘“‘fq FeEVEG aﬁ‘?ttgf’ gggﬁ'rfzﬁpes). Then,
t he cardhol.der. cli | : W | heckifi Opertdid - Sppleh@mce of a
conpl i amap]glmaéorg-ea‘jgl% gﬁrgh@g?;gfﬁ% to&tl‘%?esgﬁc‘g that i s cé?ailjbl e of

processi Beledtiédufing aae Expliyit rSelastiore Methad bynissuing oae taromoreTRELE&Thol der

client device software will recejve . a ssage,from.t.he ACS c ining the

appr opr i semmzodsyiertha gaRd. aFRe WE%‘og‘iff 811?”6%%}‘}8%?%&‘53:8 Bagsé’rﬁs%er%g‘tr@m (e.g.,

VSDC app?gﬁﬁésﬁm ORTEORS Bhnfuafid RfaY Rlofies e MYOEX@AIIOD wasygbseat chi p car d
e Visa

pr ogram mart  Debit Credit application (VSDC), which is Visa's
i pl egreniathiedFileofomthsl IRformptign (FOM Sonr Applitation Selopten. ( ERey thenVptar d

standard. The cryptogramis CrLYDE OQr i C Novk t +he card
““Ythat is &pecipt X"F‘E‘ g m%éenﬁ‘%%cagg%%}{er %ﬂés/ag%ijfon. %&ei ‘%%lﬁ)été&%an
“ val i dat efﬁ&@ﬁﬁg@@rﬁﬁh&%ﬁgﬂﬁ AMtHeSHes@nsd Fpmohe AGET PRAYESSING ARTIQNS seeurity
fex

nodul e. I's noted that the VSDC application is the sanme application used
in the faowmand-face transaction taking place at brick-and-nortar PCS.

merchant. After receiving the nmessage fromthe ACS th ar client
devi ce sof t wihe csrdHoldsreclent glevichesqftwease vl ér?S“%e‘éFeBﬁﬁi) alﬂ%gbggl n the
defined data el enent. 0_1f 41+ . 5 &, deaEHhQ] gpithel | ent

devi & sEPRRAR ch?sa%% fed %%ygﬁ)glglgpaa}égh‘%%g{elr t°The chi p ca?g and enter

secret #ApO Wtd: dBfecciagabilisichirh allctll theodatai némswsy to appipldeata YSDind

retrieve secret #2 and User |ID (U D). .46 . . T :
: - purchase transaction, as well as the( data gsedl%or internet payment authentication. The-

cardholder client device software will need to parse out the correct data. The
cardholder client device software will then perform the Processing Restrictions

20  checks, bypass CVM List Processing, and bypass Terminal Risk Management except
for the Floor Limit and New card checks. All transactions will be over the floor limit.

) The cardholder client device software will set the TVR Transaction Exceeds Floor
Limit bit to ‘1. The cardholder client device software will perform Terminal Action
Analysis and always request an ARQC (online) cryptogram in the GENERATE AC

25 command. This command wili_linclude the CDOL1 data including Transaction Date
z;nd the Unpredictable Number from the ACS. Then the cardholder client device
software will pass the cryptogram returned by the chip and supporting data unaltered

to the ACS for validation. Finally, the cardholder client device software will issue a
GENERATE AC command requesting an AAC. This will terminate the transaction

30  on the VSDC card application. After issuing the second GENERATE AC command,
all information from the transaction should be forgotten by the cardholder client

device sofiware

47



I f the cardhol der is validated for chip-based payer authenticatioﬁ,?tngT 200
cardhol der client device software will execute a VSDC purchase transaction
to obtain the cryptogram and associated data to perform Online chip card
Aut henti cation. Execution of the VSDC purchase transaction invol ves
multiple steps to be 5 taken by each of the cardhol der client device

software and the VSDC chip applicatian.. The cardhol der cli.ent vi ce ‘
software wil | 'E@rfPB?WﬂEP?eé%l?‘fp"Hﬁ ff@éﬁ@%eﬁﬁaﬁ?ﬁ%?? ﬁogw&d& t?‘%ipfﬂ%gl ection
Method by | s%%ééi B ORESO MDA SESERTuld R0RHRRAE S the chiitoRkRy’d PCTR@KGRT dhol der
client deVPEESH > a

ware W SO issue a GET PROCESSI NG OPTI ONS command
that i nclesgpisd t(vetePDEbugh the 2 ARDDRY ha segisteredas being rhiptaneblerd BisEsen ol
I nformation (FCl) from Applicajion Selection. ,Then eV '
appl i cat iﬂﬁﬁ@%WlmrtB?ﬂﬁr%h?ﬁ%ﬂSAﬂaﬁ?fP 3’&% ‘F‘ bn"‘ﬁeflﬁy e %%CH(‘RﬁEE%aar?gml%& i cati on
I ntergha ' I3y b \GinéraeRa10E Bhibleaablehy THE A CREKFBBERNGYOPTI ONS
_ com"ra(r:?d. r@%ﬁ@%ﬁ%%ﬁéﬁﬁ%‘d%l irent' device software \?\A Il 1ssue the D RECORD
15 commanbsisees es sarfigurotwaediffetant asrioncfosithe sissbion sdiendhe PECis P95 C¥@si gnat ed
by the AFL. te{Il The .ché}p *\P,HﬁhLe return all of the data necessary to
conpl et e €42 BEMEHREE P action, as well as the data used for
I nt ernet paynent_ authentication.. The _cardhol - Cl jent ' twar e
will need to (Rntes #tuPremet Brcﬁﬁl@?ﬁgﬁif?i se(ﬁ?g#gig"rsd%oﬁé(}e?ﬁagﬁagﬁ&?&devi ce
sof tware h A dd)CcdriiRies bf Bhifeatd inthémitatidd) acd popatlateby pass
CVM Li st rdgééggélﬁﬁg?{e ér{gdbypass Term nal RIBSk Managenent ex&z}gt &or t he
FI 0onoLi nhé PaARdEs KBansoatioh Shetesk Seldawith 1 Sp0f appliethle WiespoBe- ol A2 £ 1 oor
_limt. - The cardhol der client devjc X epiXB; H@nsact i on
") Exceeds Isg%‘ﬂ exfrpg, %?Eﬁfttlhfoappﬁ?pp\ﬁﬁhgle%g%ﬁger ;%Jfli%ﬁ%l g%vi ceBgsottware Wil |
~ perform jé%mmsmme it ACSlinddrvmyion tetheastdhmtdearRibant dsvidene) -
cryptogramin the GENERATE AC 25 conmmand. T‘Fi s command wi I | include the
CDOL1 datseftivarsithatiwil] be reqvired to maueshthe chmnerrd S8 FOPF & Nunber fr om
the ACS. Then the cardholder client device software wl| pass, tg]e
crypt ogr am r efThe nAGShthenheendhithe dntormatingote | SHPPFhttEe (FEPOERRY *t H'% he ACS
for validatjon. ,Finagll t:h . %E@% | §lds ASeheRt 38 Jodp g2widdl 1 ssue a
GENEMTE%@LBQMHQ}'%%% e‘:slfﬁl%tng‘s’:ju’<'sllﬁzblﬁ| . q’%‘{)ds Wil e_lftégr m nate the transaction
30 on t hen/PiRGuealdénaf@ (GHAN)I 0fhe Afatdiwoldes silienig deties seBvme: GEKRATR AC
comand, al T Tt ot maton {1 opy e t{ 81SAGHORoR e beud FhBbRR DY the

chip-enabled check-out process. If secret #2 is not available via this procedure, the

cardholder client device software obtains secret #2 from the chip card by invoking the

20  Access applet, which requires the cardholder to enter secret_#l to activate the applet,

and obtains secret #2 and UID from within the Access applet on the chip card. If the

| ) Access applét is not present on the chip card, The cardholder client device software

asks the cardholder to enter secret #3 (his or her PAS passwofd).

After secret #2 and UID are obtained, the cardholder client d_evice software

25 initiates a VSDC transéction to generate a cryptogram request and obtain the

cryptogram from the chip card. If secret #2 is pot obtained _(i.e. the cardholder is not
validated), the cardholder client device software does not call upon the VSDC applet.

The cardholder client device software returns secret #2, the cryptogram, and

the supporting data to the ACS for the ACS to validate the cryptogram to the ACS.

30  The ACS accepts the cardholder client device software’s input and validates it against
the Account Holder Database. If there is more than one Account Holder Database

entry (secret #2) for a Primary Account Number (PAN), the cardholder is validated if
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device software OCT 20 47 OCT 206 The follow ng process occurs af_t«grzt AeT 2
Merchant Plug in forwards the PAReq nessage to the ACS. First, the ACS
should determine if the cardholder's PCis chip- enabled. (Note: Though the
PAN may be registered as being chip-enabled, this step is necessary in
those situations where the PC currently being used in the transaction 5
does not have a chip reader or is otherw se not chi -enag#ed.) TBe ACS

& cqrpol

shoul d al dmvef thientriss Geecret #2: matchdhe seargiciZasent tr BgAGR OY fle

situation Ithtg t he ﬁg’ ies not chip enabled or the chip is not readable.
Opt i on #151°BE OHE® HE 4 Ar dhol der for secret #3 (his or her PAS password).

Option #2, do not rfaorma car,dhol der. nar_ chi I gatJ on and
popul ate 10 the ‘f’&%é’é‘ﬁq"rt%@égﬁ%ow ep gqﬁlgg?li\ee?rgfnwzﬁ{ %ﬂéﬁb%gﬁ?{c&abl e"

response. hodth dn& ¥hibaGtd St t@khd AESAHP tRNardiotddrelieiaddvice -
infornatitg%-r&ﬁ?@%ﬁe PAcl%ﬁ a%d .provide this data and the appropriate ACS

i nf or rdat | iftwiace. t Tiee AGBdkestasche PURenmesrags. moryighngal of theapndyatpms the, equi red

to reques he chip card to ner [ ( : ' s the

i nf or ?rat iqudngsﬁi%(}?%‘etm@m@%&ao@%g?n e%ﬁ{rﬁ%@&%ﬁﬂ%gr %P%er ;ré%(g:%?dhol der

client device software.and sends .a est for et#2 a t ni que

| d:ant i fi e\r” (uThe, Aﬂ%%‘r’lﬁﬁoﬁ%@r they ?’gﬂgsd%e\tﬁ g*é" ?ﬁ%?%‘“ﬁ%@g%eés}&é‘# A

appl i cat 31%551%:{9@511 Bb%flj Ber Vafifel lhitPcdr @684ah Bk ataipdth el fasrd, paymeeyi ous| y
chr'p-enabled ¢

per forne *heck-out process. If secret” #2 is not available
via this conditiensrand catieantbentightidnrssules, zpd sentis\the sigaed PARes bagk 10 H$ secr et

#2 fromthe chip card by invgkKi the 20 Acce t | etmgresthe
~ car dH8I deperekpnbningd, g%'%%%@% 2 avf‘gg‘ﬁfﬁqi V&Y é“tﬁ%%‘z%g%kﬁ e E]glg?gi ns secr et
© )#2 and UD),ix0m y\&ﬂeggagehﬂ? AR ISt kehs the PATRamshhessageld. | f the Access
“applet is not present on the chip card, The cardhol der client device -

software ask ar QJpolider cd@s ekSr e oVieh $BafthDebieiCrédit (WAD@asswor d) .
After secret %$£WUI D ar eso(t;)t ai ned, the cardhol deé]@?éqihe({)%’ evice software

25 i ni ti applcation'SBiEst is arssukthabis cepabie abralidatig £134 | nd obtain
car dnol Ugta fHe e Gupeaiqioag (R shingBE fEtesl patsaRg by B P ey o docs.
not qgl !l ;HRRE phddwoNBRGHEIAkE fromiTthe canihdlvsr dad pesseéie theesardwldasioligal e
returns Sdggiz:g sofi%éretogethec E)}‘/cf)\}fsoe%rl? e aaggess password provided is correct, the chip

éard Access application returns secret #2 and UID to the cardholder client device

software. Seéondly, a card that is not capable of validating the cardholder (payer)

offline (i.e., a card that only contains the VSDC application). In this case the

20 cardholder client device software on the brdwscr prompts the cardholder for secret #3

(his or her password) and it is provided to the ACS to achieve cardholder
) authentication. |

The flow related to the cardholder client device software after it is given

control from the ACS (after the ACS has received the PAReq message from the

25 merchant plué—in) will now be presented. The cardholder client device software

should first determine if the cardholder’s PC is chip card enabled (chip card reader

and client software components present). If it is not, the transaction is processed via

core payer authentication. If the PC is chip card enabled, then in step 2, obtain the

secret #2 via the Access application on the chip card or obtain the secret #3 via a

30  prompt to the cardholder.

If secret #2 and UID or secret #3 is provided, Call the VSDC application on
the chip to: retrieve the Magnetic Stripe Fmage (MSI) data element, retrieve the chip
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the supporting data to the ACS for the ACS to validate the cryptodr anDCd 20
the ACS. 30 The ACS accepts the cardhol der client device software' s input
and validates it against the Account Hol der Database. |If there is nore than
one Account Hol der Database entry (secret #2) for a Primary Account Nunber
(PAN), the cardholder is validated if 48 2 any of the entries (secret #2)

match the secret #2 sent tQ th CS by the  .cardhol der [ Lce

sof t war e.dats, BeckesaTy; 49 iaﬁa’t”e@et ‘ﬁgsc r’ffg%%f’"?%ﬁ% 8‘8’%’."%&%%&% lgyg%{r%tg%% and

conpar i “%kgg&m&%%m? ¥ BcRA a: 8 AMAdt bfovidbidPthe TSDEG epilettiondthalldCS by t he
i e evi

car dhol der ce 5 software. The ACS creates the PARes nessage,
popul ating al | Bithe BhirBSwENECs PARYSRst AR alion! e ARCENant Vi a
t he connectionseg&r%lg(gafﬁu eglc’:gétghtgl %er' S browser. The ACS di gi tgtry si gns
t he PARegrypi@iram| heaghéResiripe dmage (MST), Sbdthes datd tarssppaurt gre Gplogtam ECI

val ues, chip card_ codes _indicating.the. e of card, paynent conditions,
and cérdIWﬁ@BPPbHﬁ%CSeQH“PE‘}@aHWrﬁﬁt tmPedFihed PARes back to the 10

merchant, and generates a SaveRecei pt nessage to the cei pt er 131

(the SaveRecdihpn més%g@trfﬁyamw@frﬁﬁ%édtq Gheaééﬁefopﬁﬁ‘ﬁ@a ssage) .
Two types of cril#g cards carry the Visa Smart Debit/Credit  (VSDC)

appl i cat PBIRCORGEHRT- i s 5 card that is capable of validating the cardhol der

ayer) offline via the Acces l i catj he c Sj access
P etuntd o s ety "%, 2568 el B FREAARRS i By ATl dondie
car dhol dgp BRd PARSGEHNS On! the IARFENIiGEE b ictrll beinkp presentsidd comr payen t he

‘browser. "I f the access password provided is correct, the chi ard Access

app! i@ at authentizatiom $PAS yrithoutitheghip eare apd chipecapdregfien CRIRPAUFPEht Ay ce

sof tware,, Second!y, ..a_ car Rlo &ﬁ@?’tlﬂ Wdabhdioalt Rgesar dhol der
(payer) ﬂﬁf?{‘ﬁ}?gd%FP%?t%%S‘%%%?@#ﬁgf onty on%gﬁsﬁ%%ﬁgﬁ% applﬁ[@gation). In
this casgftyene0 caatsdhol dexhegtication dhmild eaccommtnedate chipthasedrpryment pronpt s

t he cardhol der for secret #3 or r ssword) .and jt,.0 SaPprQW o the ACS
to achi eﬂ&@ﬁ?&ﬁ@#ﬁoﬁ’é@Fmalﬂq%hfliecg{i\eﬁ?ff%ﬁ’ﬂ'\éﬁf‘ieﬁ)\?qse?{a?és& §1§m&\%&§gp 1é}lhol der
client dgyige V&% I cHib-bhsedPaBient aslich@dn deployéd evilGopgat t er the
ACS has @éé&?aﬁ ?fg’g&%ﬁgﬁ%& egﬁn%ﬁsl]ggg%d%aom t heﬂg5 mﬁ_cﬁgg %$ug-@i81rjl16 w il now
be presehintted WSBCcfeatined du ranc Dpem Platorme eard o Thigakimited NRIPE BAYFERL det er ni ne

ITthe car dholder Sarbshport the foltothinf \ABLE s (MR 5B RARRL: M, .
Online Card Authentication, and offline Static Data Authentication (SDA). However,
SDA is mot performed during Internet transactions. All information from the
transaction should be forgotten by the payer authentication cardholder client device

20  software at the end of the transaction.(Such as at the time the PARes message is sent

to the merchant).

The ACS is configurable by the issuer to allow different actions to be taken
when the cardholder client device software is not available or is not able to read the
chip card. Option #1, the ACS will prompt the cardholder to manually enter secret #3

25 or option #2, no authentication is-conducted -and a “not applicable” response is

returned to the merchant.

Chip cardholders will be allowed to conduct purchase transactions on the

Internet without the card being present (for example, from a different ?C without the

cardholder client device software and chip card reader). The cardholder would

30  manually complete the merchant check out form (or use other non-chip method) and

will be prompted by the ACS to manually enter secret #3 if the issuer chose this
approach.
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and client software conponents present). If it is not, the transéb?iggThﬂmé
processed via core payer authentication. If the PCis chip card enabl ed,
then in step 2, obtain the secret #2 via the Access application on the
chip card or obtain the secret #3 via a 30 pronpt to the cardhol der. If
secret #2 and U D or secret #3 is provided, Call the VSDC application on
the chip to: retrieve the Magnetic Stripe I mage (MST) data el enent, '
retrieve the chip 49 22 OCT 2004 data necessary to allow the ACS to
regenerate. the cryptogram and generate the ARQC cryptogram |f secret #2
or #3 is not provided, tRREFERREDPFAMMENTNETWAIREed. Send the fol |l owi ng
data to the ACS for card authentication: the ARQC cryptogram nagnetic
stripe image (W), 1Anuith@esdad ateledomitppizatiortshemetworkt g0 amuitatdgedier at i on by
the ACS. Optionally, the MBI data can be read. en send.secret #2 and U D
or secr et imflementingoamesbedimenplothe|pEesENt HYSIRIOR: | e PIGFL EVEBIGR BAY it i s
not ed that chip cardho ] : Y6t i R¢Sent

transa tigﬁgeépefﬁe Ph e?ﬂ%J&%#%ﬁ%ﬁ?e%ﬁgMﬁg?gﬁgg@ﬁgmﬁ$égggf&via core payer
10 aut henhirgwhie) diffdrdH softvanuind/drediffoiept patatobntbien thgse dligcussed hebaw.

ts). Also, th dhal der _cl i ent . devi f t distributed b
Che' | ssuethe helapsieeemipariorueik it peetnst cpbppnent ot o Ak Empldpdlt STl o
acconmodaj g, Gl ﬁ’zég?fﬁbpﬁy TR orkB0R! i GAS1bEM SelbdbAimbdTBAtRNE ietvdik thatl | and

limted versions sa Smart Debit or” Credit applets. Initially the
chi p- bas eshppeitspmichasp phil cashi temsattiphoysieg sy bankegsddravel s1d enftertapmenty/SDC

features on_an n Platformcard. This |i,m applet, "junp
__startl® s %PP&’ PRSP %ﬂl mcfa%fcm{dﬁ‘e&ﬁ?ﬂw%tgﬁr es: MBI,
YOl i ne CagghAUtdRE b 6kt ABtwoRRd tahidabiidie Sk papeDehakékhsattionaismg ( SDA) .
" However, SDA is.-not performed during Infernet transactions. All .
i nf or mat i smart cayds addransaciiona BENH Aty iahwsTypelitt en by t he payer
aut henti cation cardhol der client device 20 software at the end of the
transacti on. ( Slldse &ransectionsere progessetbthroyabdhematwgrkes puthenzation, clearing
merchant). .The ACS is .confj : | -1 hdsfeda@t actions
Lo b t akiid SSHISEYET! VISR ﬁ%ﬁé@%@??%ﬁ%gg%ﬂvﬁi&g%ér?ﬁrdg%g%gt avai | abl e or
i s nojs -abksh@ionSdorenepurchisp is dinalizediri cash #1dispensed ACSIeafing ipwbapt t he

cardhol der to manual |y enter secret # . : . »
transaction is deli¥ered from an acquirer %o an issner for posting to the customer’s

account. Settlement is the process of calculating and determining the net financial

position of each member for all transactions that are cleared. The actual exchange of
funds is a separate process.

20 Transactions can be authorized, cleared and settled as either a dual message or

) a single message transaction. A dual message transaction is sent twice—the first time
with only information needed for an aumoﬂ;aﬁon decision, an again later with

additional information for clearing and settlement. A single message transaction is

sent once for authorization and contains clearing and settlement informzition as Well_.

25 Typically, authorization, clearing and settlement all occur on-line.

The main components of telecommunications network 800 are interchange
centers 802, access points 804, 806 and processing centers 808 and 810. Other
entities such as drawee banks and third party anthorizing agents may also connect to
the network through an access point. An interchange center is a data processing

30  center that may be located anywhere in the world. In one embodiment, there are two
in the Unitéd States and one each in the United Kingdom and in Japan. Each

interchange center houses the computer system that performs the network transaction
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25 or option #2, no authentication is conducted and a "not appli capIZe'bgT 20
response is returned to the merchant. Chip cardholders will be allowed to
conduct purchase transactions on the Internet wthout the card being
present (for exanple, froma different PC without the cardhol der client
device software and chip card reader). The cardhol der would 30 manual |y
conpl ete the nerchant check out form (or use other non-chip nethod) and .
wi || be pprwpdsag. by Thee it@Shingemwantat | sereest @5 thec centrad3 fofntt Her ithguer chose

Lol ccommuiEATIBRIEaoh 5TEA00 SRR PRt e st Pre AR ent of

the presept ohfiuRNMonAtbtiodd Based SRABM toR6l. NPy fdpalileKinet 820 ahd 30y sui t abl e
t el econmuni cati ons network and may involve different hardware, different

sof t war e thatitemedi 41f interohange seeiiosrempta entitiss aisel dedicaied fighdrapdwidtr

bel ow descri bed network is eferred. epbodi -t ni cations
net wor 1?&’%?“% grous Rkt ﬁ%?lgi%oﬁnflgcqlggsgl g%‘gﬁe?’ Eall g&%n’;@rﬁ g%ﬁgggﬁgyhet wor Kk
that  supppihiniesicnNpRfoceld Madkhods 40 et b sthesel igesaiiyingd ank Gaitsble t r avel

and entertai nnent 10 cards, and other private |abel and proprietary cards.
The net woimplethegatinmnfdhe O3 standalact i ons for ot her networks,
transacti ons using paper checks, transactions using smart cards and
transactions UAhmgcess peint 80handdtais tipieallyumemalt compitersysteanioseed 8ha ar e

processed through the petwork:s authori i on. Gl [ d t4 ] ement
ser vi ces.PrRERSHH i%‘froﬁ’ﬂg s‘n{ﬁﬁéﬁes’a etiwgglhéﬁ acp'urogeg&%r&gné)ﬁ}n%%?a&%al es 15
transget | ARQRLSS GenferPIHE BEeSs point faciBiates G5t tensmissioniof netiseages awiifiled ear i ng

__is when a transaction is delivered froman acquirer to.an issuer for
"Yposting thetwees thebos rad the intgreliang centeUpPETHRE LG %I‘t-ﬂ?i’é’*aB?‘b&iﬁ?&m%Pﬂ :

"~ cal cul ati ng, and r NG : fol ' i i ; nmber for
a1 "t ancRRieRRR SRR & s B AR Bleal) MRl 0 8 e
separ at e jpH@Ee s proprietaly messagt foomat asgmefoebylicioontezed, cl eared and settled as
ei ther a dual nessage or a single nessage transaction. A dual nessage
transaction i sa agRtrdcsbses Edheeriguch tas is logatednivithinanlagquirdr dssvet, ioontheeeded f or
an authorization decisiaon, an again |ater vm%zﬁg a& | t.i onql inforngtion for

é.e. | 0oC

cl earlfng eatity) Jousasare¢essing ssteigs thah SRPIF e Yrinpss locations an

maintains customer data and billing systems. Preferably, each processin_g center is

Ji

linked to one or two interchange centers. Processors are connected to the closest

interchange, and if the network experiences interruptions, the network automatically

routes transactions to a secondary interchange center. Each interchange center is also

20  linked to all of the other interchange centers. This linking enables processing centers

to communicate with each other through one or more interchange centers. Also,

: ) processing centers ean access the networks of other programs through the interchange
center. Further, the network ensures that all links have multiple backups. The

cormection from one point of the network to another is not usually a fixed link;

25  instead, the interchange center chooses the best possible pafh.at the ﬁzﬁe_ of any .giveil

{ransmission. Rerduting around any faulty link occurs automatically.

FIG. 15 illustrates systems 840 housed within an interchange center to provide
on-line and off-line ftransaction processing. For dual message transaction,
authorization system 842 provides authorization. System 842 supports on-line and

30 off-line functions, and its file inchides internal systems tables, a customer database
and 2 merchant central file. The on-line functions of system 842 support dual
message authorization processing. This processing involves routing, cardholder and

card verification and stand-in processing, and other functions such as file
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sent once for authorization and contains clearing and settlement 22 QCT 2
i nformation as well. 25 Typically, authorization, clearing and settl enent
all occur on-line. The nmain conponents of tel ecomunications network 800
are interchange <centers 802, access points 804, 806 and processing centers
808 and 810. O her entities such as drawee banks and third party

aut hori zi ng, agents . al.so .connect. to the wor k .t hrough an access
o1 e, APHRBRBIRa foR 08 fRBpoRoInE g densritee BN a8 gttt RRalHE) e
locat ed afyiphias e Repolthg MBlbE adthoraot RpReE"®itkptidd Bl 2d @diiee filen t he
United States and one each in the United Kingdom and in Japan. Each

i 'nt er chamgports PQS repous asd biling mppris-e A bjdaedrem vastemed4otongystare 8hét wor k

t tion OCT 2004 51 22 OCT 2004 | ng, LALer ¢ cent
Servee. adoRifE TRRTPoRBPRPSR Sring R Rt SFER oRinelcs bRBBERARPRABET: 1 1

net wosk, ¢ 'm&%ﬂrab&@s&@M&?ﬁeﬂaﬁsaaaﬂﬁidbhemrkwr satellite connections
based on 'BM SNA protocol. Preferable, |ines 820 and 822 that. connect an
i nterchange CeALGind thd SMRnSntHdidh 334 Li@rdad &MRProvishisip anthwrged S
tel ephone circuits or satellite connections based on the 1BM SNA-LUO
comuni calalmessage tasketiduss Qpgrting six daynn voek ontahglebal|biagigssystamh §44ny

suitable j.npl nt.ation of the .| SO 8583. sta . cess ' 804 or
806 is tﬂﬂl% Iei{]TlE c@;ﬂ?‘? @8%@%@%%@0?? gfcfggf‘ﬁ% %%Dro(l)'%egés}%ﬁgﬁ center
that integidases Retwealulde fed)ichirgss ARSdetateatitotils and pidiliceslftpbnt er change
center. The access point facilitates the transm ssion of rressage% and files

bet wé@n tddelpowithargoonciliations efdridegefonen ap rinisipharge beiyeen SYSEIH8# zat i on,
clearing and .settle t s L nks 826 d 828 t ypi cal |
) Focs ARSNGBl o SRORGRA b, 020 o1 820 e Lyel ol 1y

| ocal use proprietary nessage format as prefer
by the center .A data processing center ch s locat Lt hyn an

acqui rer, issouUBlepes %z@fs?enlgf‘ggﬁ’[cf"’{s% ﬁ‘ils gﬁf)g%%sgg%nﬁg ?ﬁ%[%rgr%é]t hat
support  ggf cAiant praféds bisdl NafeSsale C althérivation dand TRiledkink N Sransistionsr ankht a and
billing systens.” Preferably, each processing center is. linked to one or
two i nt erehovgisates With systap 42sBHRE abrdgeFieracatfct Guiside petBoEky 2s

i ntergchange, angd i LYRE b BXPRE! ah@ bifef BRitkRSactihe 1TRE Wor K
auto -tiﬁegﬂrf/& g%éﬁ%%tsgﬁﬁrpgoﬁsac &6%3%%@9%§§ondarf interch%?nge center. Each
i Nt er chagRes fiRsicomptise Mmtanal 2Pstemrikides thet eintrobsystereacrebreand processhignge

centers. TN S K g oL SyrD Soasnd & oY &ldholder data used for PIN

verification and stand-in ﬁrocessing authorization. System 846 on-line functions

perform real-time cardholder transaction processing and exception processing for
20  authorization as well as full financial transactions. System 846 also accumulates
reconciliation and settlement totals. System 846 off-line functions process settlement
and funds transfer requests and provide settlement and activities reporting.
Settlement service 848 consolidates the settlement functions of system 844 and 846,
including Interlink, into a single service for all products and services. Clearing

‘25  continues to be performed sépa'ratelyrby system 844 and system 846.

FIG. 16 illustrates aﬁotﬁér view of the components of telecommunications
network 800. Integrated payment system 850 is the primary system for processing all
on-line authorization and financial request transactions. System 850 reports both dual
message and single message processing. In both cases, settlement occurs separately.

30 The three main software components are the common interface function 852,

authorization system 842 and single message system 846.
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1) di stri bultaemening an of fhe Ryeseat mventign,

to comuni cate with each other through one or nore interchange cerg@ @ CTAS
processi ng centers can access the networks of other prograns through the

i nterchange center. Further, the network ensures that all |inks have
mul ti pl e backups. The connection fromone point of the network to another
Is not usually a fixed link; 25 instead, the interchange center chooses the
best possible path at the tine of any given transmssion, Rerouting around
any faulty Ii ronmgm inferface divagtion 2 determanes the pracassingaresyired doreeashg0

housed wi thin an i.ntercha ent onP ' -] - of £-1 1ine

L ancact B ThedRe A HAEREAER Gl OnABHA e Bllrbbie Bl bacltOn o
842 provigdabe soiirbosfitE@ineiage Systt@Is484@45011u0), the Oipelof proceseingfeqaédt- | i ne
functions, and its file includes internal systens fables, a custoper

dat abase 2nd i progessiagaetwerkntiing cqmpanentypratopms tifal mesage §AKnGs 2ad,st em 842

suppokt g@ gﬁ %y ' | 5?1.%? L Bg. | : ' L:avol ves
routir%g, q‘%‘%‘ 0 g%?’ and- tt@%%é%ér?ﬂég% lo?‘%n cggggﬁgcﬁggﬁitggﬁﬁg and

ot her f umngdsiageostaletias riles.e Fafdctitid XM ra@bdE4memhgdseioatheir. sySlefn B4herf unct i ons
including reporting, billing, and generating recovery  bulletins. Reporting
I ncl udes Sﬁﬁlﬂgﬂﬁéﬁ‘g‘%@qﬁeports, exception file and advice file reports,
POS reports and billing reports. A bridge fromsystem 842 to system 846
makes it possible for nenbers using system 842 to communi cate with nenbers

using 5 system 846 an SFRYPE %Imw out si de networks.
Cl earing and settlerren?cgystem%gﬁsc ears and settles previously authorized
dual 10essage FIGRISAGAI and. 17Beilhisiralg =i cotpyier asystsnk B00 aswjtabbal fobasi s,
system 844 _ col | ects fjnancial, and non-fi nancj lljg{ or mati on an '

cal

’ i shoyes PE%E?SS_%H%W ges and
sett| erTE@; stcl frdr 8N HheRoRGHER SySEROT OF cdlksé, Ghe @bRipiel Rystemomal lHagé i on. A
f |yms an 1 ntercha be%, 84

bri dge nge ween system'844 procesSing centers and
syst em saénmpplpcash fonps canping FomSinrigtegratebernyé, 8 pointeh Qusit anes ful |

fi nanci al n i,0ns, stem 846 can als [
“aut hori z%’i‘zlt‘l{)ﬁmgﬁ%&@‘gﬁ? }1?15\60 ?ﬁ%essgg?ri %oﬁnsp,u%eé'hg:ogn 81%%33 ‘l“;tc%‘taéeoson%at%ﬁgsg%/st em 842
usi NG a REHEDRNE dAPLESHES ativusing ©06£4 \WskkBiveH0RD arkegboard 1 0Sumkt £m 846
processes Visa, Plus Interlink and other card transactigns, The SMs files

conpri seanpyedt@al Disk s aagsmaiterygrdablsmediums pasdde, trustr dat e gdcessi ng,

?(r;trj }Drﬁlﬁ:&ﬁggﬁb{j@{sﬂ@n@%e whi ch contains files of cardhol der data used

FIG. 17B is an example of a block diagram for computer system 900.

Attached to system bus 920 are a wide variety of subsystems. Processor(s) 922 (also

20 referred to as central processing units, oxr CPUs) are coupled to storage devices
including memory 924. Memory 924 includes random access memory (RAM) and
read-only memory (ROM). As is well known in the art, ROM acts to transfer data

and instructions uni—directioﬁally to the CPU and RAM is used typically to transfer

data and instructions in a bi-directional manner. Both of ;these typés of memories

25 may include any suitable of the computer-readable media described Bélow. A fixed
| disk 926 is also coupled bi-directionall.y- to CPU 922; it provides additional data
storage capacity and may also include any of the computer-readable media descmibed
below. Fixed disk 926 may be used to store programs, data and the like and is
typically a secondary storage medium (such as a hard disk) that is slower than

30 primary storage. It will be appreciated that the information retained within fixed disk
926, may, in appropriate cases, be incorporated in standard fashion as virtual meniory

in memoi'y 924. Removable disk 914 may take the form of any of the computer-

readable media described below.
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verification and stand-in processing authorization. System 846 ord-Pi BET 2004
functions performreal-tine cardhol der transaction processing and
exception processing for 20 authorization as well. as full financial
transactions. System 846 al so accunul ates reconciliation and settlenent
totals. System 846 off-line functions process settlenent and fiends

transfer requ d provid t [ V1] | '
Settl enent semgigﬁ%ﬁé%ﬁ%%%?%%téegﬁ}%gggh%@ﬁn%wh%%%t#%ﬁgg E#SB gyst em 844
and 846, goAckeBbad 910 Roléd 2 drdt Peskess 9. el genetal carf mputdditpytrdesticet s and
services. dearin 25 continues to be performed separately b -Sﬁ tem 844
and syst emyshsanyrpl, vidso; dispiaxss sreels balo umise, keybRAs. Fﬁoﬂ%’ﬁﬁgﬁé s of

t el ecomuni cati on net wo 8 rated.: 5Q010i.S. t he
et ey SostRa Ren SelSiubal o AR ARCI0BY BB GYe LEEDRelde | 1Y
request LHARSRCIIiS: handwrRiNgSReCognésees, tiometiibs dewlkrs, ve otirg conmpitess.ngl e -

‘message processing. In both cases, settlenent occurs. éeparatel . 30 The

three maiCRUs 922 wptiendbnpwkcin soupled toh anetBEmERTPHER PF AT ECHRHRTCEHPTS52,
aut hor | 2k a0k SNl Refidc A Rer Pl 00, SRR SuEY o) HBHFAR- inedrim3, 4 LT 2004

Common i REEPFACE Ctl eternm nes the processing required for each
nessage t&fi@hpRetdathatthei OPErmight geedveninérrmation diomo ks networls pexr myiglitat e

routing, based on the source of .the nessa stem,84 844 or. _846), the

type of puippeELorNtipR 4o dhg netyok f‘hg’cp‘?%‘&%f’s&‘ieﬂ%%m% %ﬁﬁf'sdéﬁ%}l?ﬁ nent

pe”gd T8 efilold &%pﬁ%?tﬂ@nﬂ&,t-ﬁﬁ&rod?‘éfﬂbodiﬂf@ﬁl@ SEaRSpREME MAEARS fag nessage
n

and sures that” the content” conplies with basic nessage construction
rul es. FeethicanldpipornCPEs92Pemrsnge sxdcote ¢vsk @ nopuerkisugh as i Indgpaetdm 846

destinati ons. COWUTER SYS DI VENT ,10 Fl nd 17B illustrate a
corrputer"%"i’é‘fcé‘ﬁpgﬁgr Ol‘b EM‘ %Enﬁﬁﬁgﬂ%lr? ior{éﬁ%%ngé%ﬁglﬁghts of the present
invention. FIG 17A shows .one possible hysical .fgrm gf. t.he co ter
system O col %@“Q‘hé’%ﬁ%ﬁog%t@ﬁﬁeﬁgﬁﬁﬁg@ ﬁ%r%ﬁtgstloézgmp oelrfns

rangi ng s QAL SmB e takiabld nikidiith @Bht tav€ Ybtipitenteieathdrean snal |
handhel dgté%g%?gbdgg{sto a hugg supgracorrputer. Conputer system 900 includes a

15 nni tfor peffarmingdiasipha yoropater-implemsntag opewtions. dilsimedia #Bd SOBIPUE keyboar d
P10 2n9 Cogamic e e soRbly Wdohs A AMRIAAL FRHEPLBoIRYr R pRodul 0 -

invention, or they may be of the kind well known and available to those having skili

in the computer software arts. Examples of computer-readable media include, but are
not limited to: magnetic media such as hard disks, floppy disks, and magnetic tape;
20  optical media such as CD-ROMs and holographic devices; magneto-optical media
such as floptical disks; and hardware devices that are specially configured to store
and execute program code, such as application-specific integrated circuits (ASICs),
programmable logic devices (PLDs) and ROM and RAM devices. Examples of
computer code include machine code, such as produced by a co;ppiler, and files

25  containing higher level code that are executed by a computer using an interpreter.

While this invention has’ been described in ‘terms of several preferred
embodiments, there are alteration, permutations, and equivalents, which fall within
the scope of this invention. It should also be noted that there are many alternative
ways of implementing the methods and apparatuses of the present invention. It is

30  therefore intended that the following appended claims be interpreted as including all

such alterations, permutations, and equivalents as fall within the frue spirit and scope

of the present invention.
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from conputer system 900. FIG 17B is an exanple of a block di agrém fO67 200!
conputer system 900. Attached to system bus 920 are a wide variety of
subsystens. Processor(s) 922 (also 20 referred to as central processing
units, or CPUs) are coupled to storE& devi ces including nmenory 924. Menory
924 includes random access nenory (RAM and read-only nenory (ROM. As is
well known in the art, ROMacts to transfer data and instructions

uni -directionally to the CPU and RAMis used typically to transfer data
and instructions in a bi-directional manner. Both of these types of
menories 25 may include any suitable of the conputer-readabl e nedia

descri bed below A fixed diskGB&BMESs al so coupled bi-directionally to CPU
922; it provides additional data storage capacity and may al so include any
of the computer-readabl e nedia described below Fixed disk 926 may be used
to store prograns, data and the like and is typically a secondary storage
medi um (such_as a hard disk) that is slower than 30 primary storage. It

will be"ipbbrEti Gkl ¥RatSthe information retained within fixed disk 926,
may, in appropriate cases, be incorporated in standard fashion as virtual
menory in nmenory 924. ReanabIe di sk 914 may take the formof any of the
conput er- readabl e nedi a descri bed bel ow. 54 22 OCT 2004 CPU 922 is al so
coupled to a variety of input/output devices such as display 904, keyboard
910, mpouse 912 and speakers-930. In general, an input/output device may be
any of. video displays, track balls, mce, keyboards, microphones, touch-
sensitive displays, transducer card readers, magnetic or paper tape

readers ta ; i r_handwriting.re ers, bionetrics
readers. * or t)%? reﬂggﬁg%lﬂ&%n %S’%ﬁﬁ% o naap??%éﬂuﬁlggt&%ﬁ@ém% anot her
comput evhemmtaeﬂrmtsﬂ‘rpmy euthémtivates nﬁt\mbaf lsenﬁil’trbgan 2iirdopdftyl, Rl afzGnd40. Wth
such a_network int ?{ﬁmﬁce nﬁm ont e Iat ed that the CPU m ght receive

i nf or et 8Ty F6 A Et3Ro? d:Fanﬁ"’r"&HF it #rtealiawmst phspidreceauatidenet wor k
i n t he spseth $6mPfisiRer f or m ng the above-described 10 nethod steps.

Furthernore, nethod enbodi nents of the present invention nmay execute
sol el y upon%@ﬁ?ﬁl@#ﬂlﬁﬁ disgecut e over a network- such as the Internet in

conjunction with Uth shar rtlon e processing. In
addi ti on, embodi an'i;ialn c%E@#o eeﬁ‘r’cés?r?tgco %%F‘? Ut ‘F"&V 3PS onput er

from. said cusf_:gmg;, said access comtrol server also. configured to sign a
transaction receipt using & digital signature key and to send the digitally signed
transaction receipt to said third party,

an account holder database controlled by Sald trusted party said account
holder database containing a list of customer accounts that are enrolled with sgid
payment authentication service, _

an enrollment server configured to control the emrollment of customer
accounts into the payment authentication service, and

an enrollment Internet web site at which enrolling customers enter
Information in order to enroll with the payment authentication service;

an acquirer domain including



storage products with a conputer-readabl e nmedi umthat have conputerzébdﬁﬂ'Z
thereon 15 for perform ng various conputer-inplenented operations. The
medi a and conputer code nay be those specially designed and constructed for
t he purposes of the present invention, or they may be of the kind well
known and available o those having>Jkill in the computer software arts.
Exanpl es of conp&@@FfP@Eﬂ%EW%54ﬁQﬁ a include, but are not limted to:

magnetic nmedi a Syg¢hirf di I ' netic tape; 20
optical nedia such as?@%gﬁﬁwﬁf&@%epﬁ%nzﬁ%&%%sﬁg8%&5& cal

medi a  suchthisl parbpishidanodile kenfigurell kasaider payimatit cemuethmbssagetspagi al |y
configured and execut e program code, such as application-specific
i nt egrat ed ‘Eiztl%r"e %%?%%?MW? ,salldpPﬂg?@gﬁﬁ%‘Feét R PEEC dRRPIPEBE (21beyceshd ROM and
RAM devi cesconpod v @o edquestiidi Rkl roh\GiddRdRE Nifge code, such as
produced by a, conpil er, cland. 25ﬁ§ont ai r?i ng h?lgﬁer 1%{\/ael code that are

execut ed byahinEEeRsEehility\domeén wmaludinger preter. Wiile this invention has been

described in ter al 4R e odi ments, .there _are alferation,
per nut at i ons, anidrgeeccgﬁﬁtvai %%st}ﬁ\g\ggl g%ﬁfgglf % SR B °6fa“l&}'??‘§°4t?f{/enti on.
It shoul d giwchabetramhetibrishat t here are many alternative ways of

i npl enmenting the nethods and apparatuses of the present invention. It is 30
therefore intended that the foll owi ng appended clains be interpreted as

i ncl udipng ak bt ehnB BRI O Stem BEHOD e . ' t fall
Wi thin the t?ﬁ%ﬁg)i rit and scopenp%‘?%gaﬁfg?gﬁtﬂ%n@%ﬁ%ﬂ%‘% OCT 2004
50 CLATheEPIpRAtTustes! prrty pEthent®:atds, forathp enefiitofalthishpirtgtthatre syssmen t hat

niicati ' [ t ted t
2t hoat PR e SLLGR 81 3%5 6e pHIR SRt HEHEOHOE Usi ng an

accousystelurcbmprisingonl i ne transaction is the actual owner of said account,
the system conprisin i ssu domai n i ncludi ng an access control server

bei ng conf £§aFess ?Q?t?og:ég?%ecoﬁﬁﬂﬁéﬁew §aid HusiedsRarbs ad peesss euntw] sareeroner, sai d
accespeiag BbiRLurS&EfotBEei ™ B w21 agggﬁgﬁg Frofi i Gistoble? rgagicdg&gs@ LEs§i Pt using

a digital signature key and to"s e digtally sign
sexver also configured to sign a transaction receipt using a digital signature key and to

send the digitally signed transaction receipt to said third party;

an account holder _databése controﬂéd by s;aid; t.mstled‘par‘ty,- said account holder
database containing _'a list of customer accounts that -a;fe egrolled with said payment
authentication service; and S T o

a third-party. plug-in software module cc;ﬁtajneci within a server of said third
party, said module configured to send. a payment réquqst message to said access control

server, said payment request message prompting said access control server to request said

password from said customer.

3. A payment authentication system as recited in claim 4, further comprising a
directory, said directory containing ranges of customer account numbers that are
assoclated with issuer financial institutions participating in said payment authentication
service.

4.  Apayment authentication system as recited in claim 4, further comprising:



22 0CT 2004

transaction receipt to said third party, an account hol der databas
controlled by said trusted party, said account hol der database containing
a last of custonmer accounts that are enrolled with said paynent

aut hentication service, an enrol |l meh® server configured to control the

enrol I ment of custoner accounts jnto th aynment authentication service,
and an enrolﬁnnﬁgﬁ?sﬁ?%eﬁﬁﬁzgf C&%@g‘lg?cigo %anﬂﬁﬂgf’ng@ﬂnﬁmti HfFusienico sesosmisnt er

i nf or miktoqle pynend ehthbRiceRsPidvive;taiat he paynment authentication service; an
acquirer domain including 57 a third-party server, and a third-party

pl ug-in sof Wlmémc@éhwab piésdathtith enroBing ceetomers anferdafotmatidii ind party,
sai d magd & &RHFIW&;LE%E%%?Q%&&%@EN .rgquest nmessage to said access

control server, sai reques HeTSGe pronpting said access control
server to request said password from said. custoner; and an interoperability
domai n inclydin recei pt database that 1s configured to-store receipts
for authent i%cgf’g]ﬂg hEFdR £ Busted PR pythendicatss, fontheobamehit ofa thisshpartat i on

Syst entahaluabRBOnd f BERHIRY furfid e&.ﬁj?' LARESEIMhE Se ein.a.trusted
party aut henti cat esjﬁgfor the ben f%" 0 92_’3{1%?1}1%?%&??%1 'hog%ne’éogfﬂsl%orrer

usi ng #sonrtctridhmethodioegipaisingnl i ne transaction is the actual owner of said
account, t . ' i.$lna: .an access contyrol, server controlled by
said truste q%arig’%g}s%a?%gg%?:eg?g%gﬁﬁs&f %"éf OI{fé’i’ﬁﬁn%ﬁﬁhﬁéﬂféﬁn%o recei ve

and vepas$word; password from said customer, said access control server also
configured n transaction receipt. using a digital signature key and

to send t h‘f'ee%ﬁﬁlﬁg{ %?F@‘d%mﬂya%éﬁlﬁdﬁ@@ﬁ éienticstinaipdssword dropar ty;  an
Dol clor |2 dRler S0k B3R paraid PlevitiaedBtied KSHA SRR o0 0, S enr ol

hol der database containing alist oner at are enrolled
with said pwifiing a thied pety, by saii onsted puity,dhatasid castolief f&-tReEdtyal Biver | N

cont | Dhei SRV e e Y S oI oA SYei €uomer  sorver .
fgl:]ge ;m?gzm:ggme PAsieadrd TBASREE pRIVIRE d@ighaled RE GERSakOml AnesiflVla 1 O

noti.ﬁeci third party dggi}'es verification as to the identity of said customer before

proceeding with an online tr_ansaéﬁ_on with said' cusfomer. o

6. A method as recited in claim 7 wherein said trusted party is an issuer financial
institution and said third party is an online merchant, whereby said online merchant
conduets a financial transaé‘c_ion with s_aid qust'omer,‘and- w}:erein said account of said
customer is maintained by sa:i‘d‘issue:_g ﬁna.umal instifution. o - |

7+ Amethod as recited in claim 7 further comprising:

querying an access control server to determine if an, aécount of said customer is

enrolled in a payment authentication service. . -

8. A method as recited in claim 9 wherein the access contro) server determines if
said customer account is enrolled by verifying that said customer account is contained in
2 database of enrolled customer accounts.



password from said customer. 3. A payment authentication system aszrgcp%dzi
inclaim4, further conprising a directory, said directory containing
ranges of custoner account nunbers that are associated wth issuer
financial institutions participatingidfn said paynent authentication

servige 2 . tdcation systemas recited in claimd4,
further co%%@&j&%awg%gﬁ@#@ﬁ%WPB PEent server confi gured to
control the qersug adixtctofy setieh U edrifRalead vaitl SustbibPadcBEntRaY¥BAted with

aut henti cat i ongera\S{l.c . and_an enrollnent Internet web site at which

enr ol | i TGS LBt n; (hetd RARticHRting In widipeymat enthonticatipn kervice, paynent

aut hentys Od33 o ; Qﬁli?n@@g J: d .party aut henticates,
for the %ﬂﬁﬁs a tﬁf(r%(ljm tprg\r]:l ?Eéﬂ} t hat agéégg%gﬁnéenﬁ %@Fﬁgcaéﬂﬁliﬂ%ﬁ t during
an onl ispid cuptamenatciourt ik pott dseociatedrwith amimuerdnas@hbinstitoieint , sai d net hod
conprising: requesting, by said trusted party fromsaid custoner, of an
identity authenticating password; verifying, by said trusted party, that

sai d ildent i tymathblentdciad inQainabsMRther don@ifsial d cust oner natches a
password previously de i_%:lat ed for said account; and notifying a third
party, by sé?r{ﬂmlgrtﬁ’ﬁ%a]ﬁ Raty” s $PRRPUSeTi systemsarotmbarndtsddives fortsaid acosmaer  of

said a =F: Y J . j i ssword.entered .by said
cist o e e bR o T B8 MRt SR e oY o
accoungaid st piry’ s edrdputerndtyisfeirs dviiohsblydaidalinteyndd @8 re@Sfoy 84il fab €A% EirodS to the
i dent ié of ,.sai d .ﬁ%‘tgprrer bef or roceeding -wth an online transaction
with sETHRHVsNE PaIWtﬁér;IﬁB BRIFRte 3ithpaid acoess popiaseivar. sai d trust ed
party is an issuer financial institution and said third party is an online
mer chggt, wher eby sai d online nmerchant conducts a financial, transaction
with sard cOdedhed as mapitpdinelan® farher coopuising: of said custoner is

Craim 7§, appoiifly bEASE A Wb B prry oo G gPalBidicr or i ne
i f an cisomentacefuntad dssocistedneith af issuer financial institution participating in said

payment authentication service, whereby said customer account is not enrolled with said

payment authentication service if said customer abcounf is not associated with an issuer

financial institution, o -

)2.  Amethod as recited in claim 7 further comprising:

generating, by said trusted party, a digitelly signed transaction receipt vsing a
signature key of said tristed party;and . D

sending, by sai_d trusted party, of a:digitailj signed transection receipt to said third
party, whereby the digitally s_igucd uéusécﬁbh receipt confirms to sai&_ thu'dparty that the
identity of said customqrzhas.beer_'l’ authenticated. o N o

13. A method as recited in claim 14 wherein said transaction receipt includes a
number associated with said customer account, a transaction payment amount, and a

transaction payment date,

14. Amethod as reeited in claim 7 further comprising:



enrolled in a payment authentication service. g - A nethod as rec? teedGh 200!
claim9 wherein the access control server -determnes if ~said custoner
account is enrolled by verifying that said custonmer account is contained in
a database of enrolled custonmer accewnts. 22 OCT 2004 59 A nethod as

ted di t t
Veri fy i hat SERE By Rt Rl BBt reti SR heatoneiicston rilsadt SFlnanci al
i nsti tﬂﬁj—@art}h@ie ¢avd Rafhbh€daBad rvelgﬁéa@loﬁwﬂe%ﬁ%ﬂ?%gsl&apﬁ@qaﬁgtfofgméer e ice,

wher eby sald custoner account is not enrol paynmen
aut henfitmerorrceur\And e $Ife°1ﬁ§faﬁm§tlmchcanodwmbyi smidcard asthentiaationl Wi t h an

i ssuer éﬁﬁh‘% ecited in claim 11l further
conpri S ng: Hglléﬁ%i‘ Hﬁ%q’g@lgal %érEFa Iﬁ% %%CLP gEﬂSﬁ?t};ﬂ{I | nt er net

address for, said access control ‘server, sard Inter net - addr ess passi ng

t hrou sai tor serv before reachr ng. said third party's conputer
syste%g egé%?}{‘%‘g GLCOMGMISIET d access control  server

al | owns sai dvetl{ﬂqhd ]syrg,e P%ﬁgﬁl,g S ontrol
server. 1 A et hod %‘g% dﬁféna)l’% I'm é‘%ﬁ%@é’?ﬁ?&*&éﬁﬁﬁg&ﬁ‘& iewng a
nenor waubrl:nr@epamn:s reg$ured they seidi toansanition paifitywisosent frofiya ShatficRisied cust omer
accou s associated with an issuer financial institution participating in
said “payhent authentication service, 'Wereby said custoner account is not
enrolled with said paynent authentication service if said custoner account
i's nog assocrate with gn issuer, financial institution. 1 2 . A nethod as
recit &8-i 7"”511"?1-?1 &n clesnd fidhes gompepiagat i ng, by said trusted party,
digitally € ure. S dtrusted
party, and%‘;en ) SR8 . 5808 BB s R Blen G

tr ansamhinmvnrte@ saidheustonekr abdaudt hasaadtgyatarredie iy aIrh@.w@te@lphﬁ:hhsé si gned
transaction receipt confirns to said third party that the identity of said
custonmer has been authenticated. 13. A nethod as recited in claim 14

wher eil @i . s aiAdnietiidsaciechal LRI WhskHIRSd BustOrBDElioRS 1P Clid thagmiiyt h sai d
customer accQunt, a transaction paynent anount, and a transaction payment

dat e. @4tgRNCIUCHFATHIGE, s meghad feghsn soppaising: further conpri si ng:
receiving, by sa1d trusted party of enrol]ment mformahon entered at an
enrollment Internet web site by said customer;

verifying, by said trusted party, that sa1d enroument mformatlon substantially
matches information contained within a pre-existing database of customer information;
and : : _

storing said customer ‘account :mformaﬁpn in a database for enrolled customer
accounts, |

18. A method performed by a payment auﬂxenﬁr:ation service wherein a trusted party
authenticates, for the benefit of a third party, that a customer using an account during an
online transaction is the actual owner of said account, said method comprising:

sending a Payment request message to a customer soﬁware module from a third-
party software module;
receiving a payment request message at an access control sexver that is operated

by said trusted party, said payment request message being sent to said access control



60 sending, by said trusted party, of a card authentication verif é‘agtpnzﬂﬂ
value to said third party, the card authentication verification val ue
containing a unique value for said custoner account and a specific paynent
transaction, whereby said card authentication verification value uniquely
i denti f ] pegi fic authenticated paynent transaction. 15. A nethod as
reciteéélﬁré{r%? is%’\%éwf’ﬁﬂeﬁé PHPIC8hg: verifying, by said third party, of
sai d di gi t alréquesir@NBy sdifl ARHBE bhedy) o!fﬁ?ﬁis%r@ﬂﬁﬁ s%.{aaéusto:?‘&ir'd third party is
rom

assured that said transaction recei pt was sent a specific trusted 16.
A net hod as VeREiR% dyissidirasted paty;rthitesaid passwosi enjered dydiaidcudymeraisd t hi r d
party, y@fa.aggaut hori zati on nmessage to an issuer financial institution to
verify sard custoner account has adequate credit for a requested purchase.

17 . A net baulings byeedid erlistod parey, 8 payrhe elekpodd GnéauddeOnEh 8RABLEy 1 N sai d
payment . aut he%{' cation service, the nethod further conprising: receiving,
by sai PRVES B “B%rﬁaiﬁ?l’@fm@ﬁrrafﬂwﬁﬁ-imqﬁwsswﬁat%%'@m%m@ua@uoanstems ol | ment

| nt er nigdicawp,. site by said custoner; verifying, by said trusted party, that
said enroll nment information substantially matches information contained
Wi thin a pre-existing database of customer information; d storing said

cust ongr acgo i nf ion 4n a database for enrolled custonmer accounts.

18 .° ‘net%oé(jﬂ%é#%os(ra%ebﬁog“%aﬁ ﬂ?mgu?m??rc%ﬁﬁfﬁe_ Y @PAEPEI n a

t r ust enthgatitationastieniheaines, isfuef fihbRid enehitonWiRnEGIGIFRAEL YenehPal @
account during an ‘online transaction is the actual

t i .
g\?\;e?%a @dggﬁggﬁhﬁt? CUPHCTTRYIRG A ORI SIFBS 28emnding draaspdipndnthe equest
eSS aGnaPon S SHs AR MR RsRAN Lo Ol e Ut fhibPhbor pfibyar € modul e;

recei ving a paynent request nessage at an accessS COIMTro TrYer that is
operated Bgceteng aprymentdequest messagd flompaythied partpthaesquensthagatiiging sent to
sai d ces ngr 2.2 OCT 2004 6] server .fromm .said custoner software
nodul g? %e%&é%? ? nag;hl,eanﬁugﬁi Wﬁs?’gﬂeﬁaﬁﬁy ,lé@flt% Bad ssstaaner vl i d

cust ogmthentickddt yi ng, by said trusted party, that said password entered by

said customer_is .
sending said payment request message to an access confrol server operated by

said issuer financial institution, said customer having an account with said issuer
financial institution; and _ | o _ _ ‘!
receiving a request from said access control server for said sustomer to enter a

password used to verify the identity of said customer.

20. A third-party computer used . with a payment authentication sérv_ice wherein an
issuer financial institution authenticates, for the benefit of a ﬂ;n'rd party, that a customer
using an account during an online transaction is the actual owner of said account, said
third-party computer comprising: L “ S _

an Internet web page configured to present and ;eceive‘linforma;t'ibn from said
customer; o N |

a plug-in sqftware_module_conﬁgured to send a payment request message to a
customer software module, said payment request message .causing an access control
server to query said custorner for a password, said ﬂﬁrd—parfy plug-in softﬁrare rﬁbdule

configured to receive a payment response message which contains an authentication



valid; and sending, by said trusted party, a paynent response nessage Gq 3
third-party sofhvare nodul e, said paynent response nessage contai ni ng an
aut hentication status indicator. 19 . A custoner softw are nodul e

contai ni ng conputer code used with aynment ' aut-hentication service

wher ein_an issdJer finapcial instituti'on authenticate , for the benefit of
a third§har ??Fﬁ?ﬂ%?aﬁ%ﬁéﬁﬁr SCIVIBE g BfPrEC said fhirdnprit pomputsn| Sysiem

t r ansaciHetieriof nétBe iREHGIY sARGEoREr RAM RGEANMcatcfAl gy Custoner sof tware
nmodul e effecting the follow ng, receiving a paynent request nmessage froma
third party %Ppaymeng §aebiss fonestdrinigt daid muthentivhtion papme Maneotite dhiacaid on

servi cgaﬁg%{%&_t he identity of a custonmer will be authenticated; sending
sai d payhent request nessage to an access control server operated by said
i ssuer financial institution, said custoner having an. account with said

i ssuer fingncial ;institution; and receiving a request from said access
cont r 8 *ser e&'@fi PeEPEncd Y gherolmertfenier asedguith apaymentetithentivationf y t he

i denti ' r O - hird=par: c t used.w th.a paynment
it hent oot e Q0 fnafoll el Bkt 30T e hord B e

aut henpitéatles 2 chgfomehesibpareddcountfduaing bh onling@drsyctidntiatheactidB6WARof USi Ng an
accoun% ;YL ng. ?‘Hd%ﬁ)" g Lhansaction is the actual owner of said account,
said tHT -party co = Fi'sing: an Internet web page configured to

present andsuppoRingean efrollmBit BRrhOMLS Bhdh 1oCHEERIBRY rBcdid BirdihaRgh t War e
modul e_configured to send a paynent request nessage to a custoner software
nmodul eﬁo@a?dg‘ﬁﬁmm@fré%é@@%s%g@qﬂéwﬁmdg castormer dg® suidt paymenser ver to

query a?ﬂﬂ&ﬁ?élﬁfn%ﬁcé-of a password. said third-party plug-in software

modul e configured td receive a paynment response nessage which contains an,
aut hent i catpresentife QUEstRHO4t06 Faid Stdtonser BitdndedUb hithdit Gakw@s $&:at 4sa ser vi ng
to informsaid_third-party conputer. system whether or not the identity of
sai d CUSCBIRRS 053%5&@%'%%@8?1 SHEORmeBayment dat abase. for storing

sai d aut henf thedléity 5F i@ SustbrhanRaakiied) HVidin8n VIR 3 adak3nodule

to a customer client system, said customer software module containing computer code

that will allow said customer to participate in said péyment_authenﬁcaﬁqn service.

22. A method wherein a trusted pﬁrty authenticatés, for the Bénéﬁt of a tﬁird -party,
that a customer using chip card during an online transaction has possession of the actual
chip card issued to said customer, said method éompﬁ§ing_:;, . 77-‘, o -
_ receiving, at an access com:ro] se_rv?_:r operated by said trusted party, a chip card
cTyptogram generated by said chip card b.a'_scd upb;;, Iigfprmati@ n s‘a'id. chip card;
independently generating a second cryptogram by said access control server, said
second cryptogram generated based upon i;:fqrmaﬁo:_; sent to. said access control server
from a custoruer client device; o . L o
comparing, at said access control server,l. tllie.»chip card cryi:togram to the second
cryptogram to determine whether 01;: not __s;u'cl customer 18 utilizing a chip card that was

previously issued to said customer; and



21 . A nethod perfornmed by an enrol |l nent server used with a payrn::at2 GCT 200
authentication service wherein an issuer financial institution

aut henticates, for the benefit of a third party, that a customer using an
account during an online transactiorg4s the actual owner of said account,

sai d met hod co(ggéigi n%]:a@sup orti ngl an _enroll nent Internet web page to
present and SPRUBEVECT FEGACHTSS GATTPL GRS QfARAYRSIL FOSPONSH ANgsE29509 S 2idf

enr ol | igfied-pary i€ Sded VB 'okify Qaid ahfld PadIRIY bads | G&

presenti ngﬁﬁltlfelsti ons to sgji;galgust o'lrﬁrer [ mc&cﬁ&%ﬁ?@%ﬁﬁ%ﬂﬁ{%aﬁéﬁﬁ%ﬁ romsaid
cust omBPhEREFtAd. f or veri fying the identity of said custoner; if the
identity of said custoner is verified, providing a custoner software nodul e
to a custoner client system said custoner software nodul e containing
conpuer. codemethbdtas vecited &l tiain 34 nthefuils tABEcelOcdi@b! bdv@ak Bpiraeddld paynent
aut hent i ati.gln servi c& 22. A nethod wherein a trusted party authénticates,
f or th%ﬁgé?ﬁé 1pstpaon thef ipgeed said hip cerpdbio saidoustomeer using chip card during
an online transaction has possession of the actual <chip card issued to
said custoner, said nmethod conprising:, receiving, at an access control

ser ver soper Ataethod aswecited incitim@4piirthyr, compeieing: car d. - crypt ogr am gener at ed by

said chip ¢ on.tnformati.on in said ¢ghip card; independently
generating %@%ﬁﬁ%ﬁ@ﬁﬁ%&%ﬁ%@éﬁ%ﬁ 1&8@8’5533"&55’1%@%6@??\?@11, sai d second

crypt ogr am greng#iag esdich a8 & insd 0SB chNc A8 Mhtd S2id AlHih AGRETR&GONT 1 ol
server , froma custoner client device;, conparing, at said access c¢ontrol

ser verVhSTHRY meerion gf srid chipcart alloms dor eranmunieation hetrwesnagidzahin carden@r mi ne
whet heg@jd)dmﬂggrdgggdqr'cust oner is utilizing a chip card that was previously
issued to said custoner; and 2 63 sending, fromsaid access control
server, of a paynent response nessage to said third-party in order to

notify.said i.f d&- par t.y -whet he r ,not sai.d chip card has been
aut he%?fcat‘%g&@%%rﬁ%&ﬂ&% ?’g%ﬁ“&@& CPIHPRIBE M 24 wherein said access
control seredvihg, ﬂpﬁi@mﬂteb)zlpar@, bF RepEtRbrd bkl Wy &d (Rahmep SHgH said

chip card tg said customer, 24. verifying that said custoner ¢lient device
i ncl u@BE™ETE RriBs Teetyed ehthid accapipontrol server; and
verifying, by said trusted party, of said password fo authenticate the identity of
said custormner, said password being verified by said éccessl control server.

26. Amethod as recited in claim 24 further comprising:

verifying that said customer is enrolled in éaici_ paymént authentication service;
.

sending a payment Tequest 'n‘_:l_esrgage. to an acco_é_ss control server, said payment
request message contai.rﬁng ’i‘ni'ormati:on necessary for_ ,said chip cai'd to geﬁerate said chip
card cryptogram.

27. A meﬂm‘d as recited in claim 24 ﬁ:rther conﬁiarisiﬁg:

receiving a universal access password by Said chip ca:d,. said wniversal access
password sent by said customerﬁ L

unlocking a second password by usmgsa.ld universal access password, said

second password contained within an access apia]ication resident on said chip card; and



A nethod as recited in claim24 further conprising: pronpting sai d Zu@@pqyg
to insert said chip card into said chip card reader, whereby insertion of
said chip card alloms for comunication between said chip card and said

chip card reader. . A nethod asgecited in claim24 further conprising;
receiving, t sswor entered sai ust omrer,
sai d passwg%‘: %gngélrégtggé}vg am%ﬁﬁ&@@ Sy fgﬂgl,rgﬁpegtév SWAIHE BYer i f yi ng,
by sai dsing said eecopdipasswend, saﬁlﬁlmmswmaﬁ@seueiﬂgqeﬁmﬁﬁbﬁ shid@ni ity of

sai d custoner, said password being verified by said access ¢ ntrol server.
26. A nethod as recited in claim24 further conpr|5|ng, verlfylng that said

cust ot | SASRG M 1kic3Th LARYIP Uhel AT BELUEP o5 MpiSiiragnol " 2

payment request nessage to an access contro serv request
mes s agtEioRdarstitRpymentanpdicatim thelpes banyedion [BgmenCHgh ptraaackidio gener at e
said chip card cryptogramp receiving a universal access password by said
chip card, said universal access A nethod as recited in claim24 further

conpr 29i.ng: Amﬂh@ﬁmemmns:mﬁwlﬁfﬂ@éf%m ﬁ&h%c_rl ng a second password by
usi ng. said universal acc ﬂga{isegv\ord said 200 second password
I

cont ai ned Wi¢Ef ﬁ LRSS Htand eredilspayarent epplivation tthigid aecess d; and
200 64opf6E&prdRtafane or nore chip card applications and their respective
passwords by using said second password, said chip card applications being
resi dent orvegﬁm.gmqo pasweb;rdzta athergichted tRs idepfity of saidl chabtibr %aperei n one

of th is a,_fdebit and credit paynent appl i cation
o g8 AR ILLRRS S e

t hat e us ¥4f€action. 29. A nethod as recited in
claim 30 further conprising: sendl ng a password for said debit and credit
payne {) appl i cation tg sai d access control server; and verifying said

t

passwoltl to autfeRFiiest¥ authenfierimg; 30y cufity <hirige pusemhies fragsaction by a
trusted party comprising:

receiving an identity authenticating password from said entity;

comparing sald identity aumenucanng password, by said trusted party, agamst a
password previously de51gnated for an account.of sa.r.d entity; and o

notifying a third party that said entity is the actual owner of sald account when
said identity authenticating password recewed ﬁ-om said ent:lty matches the password that
was previously des1gnated for sald account, whereby sa1d 11'usted party authenticates for
the benefit of said third pa:ty that said ennty is the act‘ual owner of said account.

31. A methqd as nj:cited; mclalm 3_2_ whe_rein, ééid trusted 'party is a financial
instifution. N |
32. A method as recited in claim 33 wherein said third part}'.is an online

merchant and wherein said account of said entity is maintained by said financial
institution, said method further compnsmg

conducting a Enanmal transaction between Sald merchant and smd enuty



password being verified by said access control server. 30. A nmethp@ T ap!
authenticating an entity during an on-line transaction by a trusted par?;}]
conprising: receiving an identity authenticating password fromsaid entity;
conparing said identity authenticatjhng password, by said trusted party,

agai nst. a passwogd eyiously. designated for an accqount of sajd entity; and
a third-party th m%é?%"%fﬁci%ﬂi @ﬁ%%ﬁ@?ﬁé‘l‘ 5@ ted pagy mppiniaims stid when

sai d | desvunt yf @d &gy cati ng password received fromsaid entity matches the
password that was previously designated for said account, whereby. said
-trusted party authenticates for the benefit of said third party that said
entitw, s the a -0f - Sal nt. 31.. A nethod as recited in

cl ai m)ééiZ wher ei %&E%?h(?a}t%?%%r@ 1%%?’??/%2&%??% 2 institution. 32 . A

met hod as r quéryiag dmacckssi onn®d] whreercionddahdng IH $ae Pasoll: bSs@d eﬂﬁﬂgi jge
mer cha‘_r)lntI ﬁ{,}f' wherein sg d account ,of said entity is maintained by said
f i nancTEP 4 B PTELAELDYCHIRARECE f ur t her conpri si ng: conducting a
financial transaction between said nerchant and said entity. Z 33. 65 A
method as recited in claim32 wherein said trusted party naintains said
accoul -of sai dAswethed as Beitedinmalaitoib Asthermimpeisiign ¢l ai m 32 furt her

conpri si ng: g HUEL Y00 3G ont.rol server, to, determpe if_said account
of said entity Is g’n‘?%??lgc?%lg%gé;%ﬁgé}nse@mer’a (AT, PPN 15 ¢Arolled By hod as
reci t exrifying Kait n2id GnfityracbRimt SvRtAifdIg 2 ddRbCTrehidled Bt 2k uﬂ{é?ess control
server, if said entity account is enrolled by g that said entity account is
contained in a database of enrolled entity accounts, 21 OCT 2004 ONLI NE

PAYER AUTHENTI CATI ON SERVI CE ABSTRACT OF THE DI SCLOSURE



5 A paynent authentication service authenticates the identity of233p9§$r3m4
during online transactions. The authentication service of the present
invention allows a card issuer to verify a cardholder's identity using a
vari ety of authentication nethods, such as the use of passwords. Al so, the
only system participant requiring a certificate is the issuing financial
institution. One enbodi nent of the invention for authenticating 10 the
identity of a cardhol der during an online transaction involves querying an
access control server,to_determng if cardh lder is enrolled in the
paynment authentrcatrodjNEQW%ngghdgd gﬁéﬁ%gﬁ CErom t he cardholder
verifies the password, and notifies a nerchant whet her the cardhol der’

aut henticity has been Ver%?§i$A¢f q@?@ of the invention, a chrp
card and the authenticati i Q i fﬁ%@éﬁ$ﬁ§ﬁbenerate 15 - cryptograns

that nmust match in order for the. servrce to verrfy that the correct chip

‘ card |55 bei ng used by the cardhol der .

A payment authentication service authenncates the 1dent1ty of a payer during
online transactions. The authentication service of the present invention allows a card
issuer to verify a cardholder’s identity using a variety of authentication methods, such
as the use of passwords. Also, the only system participant requiring a cettificate is
the issuing financial institution. One embodiment of the invention for authenticating

10 the identity of a cardholder during an online transaction involves gquerying an access
control server to determine if a cardholder is enrolled in the payment authentication
service, requests a password from the cardholder, verifies the password, and notifies a
merchant whether the cardholder’s authenticity has been verified. In another aspect.
of the invention, a chip card and the authentication service independently generate

15 - cryptograms that must match in order for the service to verify that the correct chip
card is being used by the cardholder. ‘ ' ‘



