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801) The reference data in the transaction input is passed to the foreign node(s)
inside a query

802) The foreign node(s) use the ledger identifier in the transaction input to find the
correct block hash to block index to query.

803) The foreign node(s) use the block hash in the transaction input to find the
correct block to examine.

804) The foreign node(s) extract the block header from the identified block.
805) The foreign node(s) extract the Merkle root hash from the identified block.

806) The foreign node(s) compute a transaction hash for the transaction in the
transaction input.

807) The foreign node(s) compute a Merkle root hash from the transaction hash and
the provided Merkle branch hashes.

808) The foreign node(s) compare the computed Merkle root hash with the Merkle
root hash in the identified block.

809) The foreign node(s) return that the transaction is valid if the hashes match,
invalid if they don’t match.

N
FIG. 8 800

(steps 10 and 15 in FIG. 7)
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1 // Called when a transaction is comuitted. Add UTXOs to pool.

2 NodeStack NotifyCommited Transaction(Transaction, SPVinfo (if foreign))

3 // Received an jnitiating transaction froni a foreign node (step 7b in FIG. 7)

4 If IsInitiating( Transaction) and SPVInfo exists

5 /f Find the UTXO that was selected for transfer from the index

6 UTXOToLock = Initiating TransactionIndex. GetUTXOF or( Transaction)

7 /I Build the locking transaction (step 8 in FIG. 7)

8 LockingTransaction = MakeLocking Transaction(UTXOTeaLock, Transaction, SPV [nfo)

9 /1 Find the source of the initiating transaction

10 Source = Initiating TransactionIndex.GetSourceFor( Transaction)

11 /1 Sign the locking transaction with the private key of the source

12 Seurce.SignTransaction(Locking Transaction)

13 // Submit the locking transaction to the local ledger (step 9 in FIG. 7)
14 DistributedLedger. Submit(Transaction)

5 / Done

16 Exit

17 // Received a locking transaction
18 1If IsLocking(Transaction)

19 /1 Find the target fromi the indexed target for the initiating transaction within the locking transaction
20 Target = Initating TransactionIndex.Get TargetFor(Getlnitiating Transaction( Transaction))

21 // Build the completing transaction (step 12b in F1G. 7)

22 Completing Transaction=MakeCorpleting Transaction(Transaction, DistributedLedger GetSPVInfo(Transaction), Target)
23 // Find the source of the initiating transaction in the locking transaction from the index

24 Source = [nitiating TransactionIndex. GetSowrceFor(GetInitiating Transaction{ Transaction))

25 / Siga the completing transaction with the private key of the source

26 Source.SignTransaction{Completing Transaction)

27 / Find the target node stack from the target

28 TargetNodeStack = GetNodeStack(Target)

29 // Send the transaction to the foreign node stack (step 13 in FIG. 7)

30 TargetNodeStack.CommitForeignTransaction(Source, Completing Transaction)

31 1/ Done

32 Exit

33 // Remove the TXOs spent and the TXOs created from this transaction from the set of UTXOs (step 18 in FIG. 7)
34 UpdateUTXOs(Transaction)

35 /f Dovne

36 Exit

FIG. 10
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// Submits a transaction to the ledger (steps 5, 9 and 14 in FIG. 7)
DistributedLedger. Submit{ Transaction)
/f Make sure the transaction has a valid format

CheckFormat(Transaction)

# Verify all inputs
For Transaction.Inputs
// Checks SPV references in committing and locking transactions
If ContainsSPVReference(Transaction.Input)
/f 1 the input reference isn’t in the SPV node (steps 10 and 15 in FIG. 7)
If SPVNode.CheckSPV(Transaction. Input) is false
// Deny the transaction
Reject Transaction
/f Done
Bxit
i1 Checks if locking transaction references TXO spent by this Transaction
If Contains SPVReference(Transaction.InputTrausac'tion) (step 15 m FIG. 7)
// Get the standard input from the transaction
Standardinput = GetStandardInput(Transaction Inputs)
// If the initiating transaction inside the locking transaction is different

// from the input of this fransaction

1f StandardInput. Transaction.ID != Transaction.Input. Transaction. 1D
// Deny the transaction
Reject Transaction
// Done
Exit
/f Put the transaction in the mempool so it will be selected to coramit in a following block
PrepareForCommit(Transaction)
// Done
Exit

FIG. 12
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Transaction 1500 Intral.edger .
Transactioninput 1502
List<Transactioninput> inputs: List of
transaction inputs Bytes TransactiontD: Hash of a
List« TransactionOumput> Quiputs: List of Transaction
transaction outputs Int Offset: Offset of a TransactionQutput
in the fransaction identified by
TransactionlD
TransactionQuwpat 1506 CrossbedgerRef 1504
Transactioninput
Bytes DigitalPropery: Encoded digital
praperty data Bytes L edgertD: Unique identifier of a
Bytes Lock: Fnicoded lock for the ledgar
transaction output, untocked by provitling Byles BlockHash: Hash of a Block
a signature from the matching private key, List<Bytes» MarkleBranchMHashes: List of
Hashes that when hashed together in a
tree structure with the 1D of the provided
transaction, equal the MerkleHash in the
Block identifind by the BlockHash
Bytas TransactionBytes: The transaction
that is coraniitted in the co-chain
nt Offset: The cifset of the transaction
output that is beiny referenced within the
givon TransactionByles

FIG. 15

Y
initiating Transaction 1600 TransactionOutput 1606
. : Bytes DigitalPropert
List<Transactioninput> hputs of Length 0 thég L o‘c;:k (OnI; qpindnb! ¢ by
List<TransactionOutput Qutpists of Length 1 Com;m;ung 'I‘ransz\\ctimn 'wiﬂ.x spy

reference to a Locking Transaction with
SPV reference to this transaction)

FIG. 16
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