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WO 2005/006198 PCT/EP2004/051383 1 Description REDUNDANCY IN
ORAGE SYSTEM Technical Field [001] The presgnt invention

re égfi?g?? Etorage systems. In particular, the present inventior%(la aié}%lt’égﬁ%ﬂgﬂm
method for configuring a storage system comprising a plurality of arrays of

storage units and thereby increasing the number of storage-unit failures

that the storage system can tolerate withdut loss of data stored in the

system. Background Art [002] The following definitions are used herein

and are offered for purposes of illustration and not limitation: [003] An

"element” is a block of data on a Qﬂmﬁpﬁﬂm A "base array" is a set

of elemen at ri rcay. unit for ap ECC. [005] An "grray’ is.a

set of stordtEs ﬁmM‘me&iéﬁ@Aﬂ&& §YS§EE'M

a base gy yithinggpigrray- [007] n is the number of data units in the

base array. [008] ris the number of redundant units in the base array. . )
[f584) in is Tihe PREMBEISFIPIGRIERHIR SIPHES SHEgfo BoPerisyie mHimsseat invention
Hammiredetistarceahod daucanfifofit} B sethgermysienucorbiaisingrgplurality of arrays of
distancgqh faesiQragdeiRye iy hdiahL Mo siNaas SPiemSYRIARANN that the storage
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conven%iyona{ﬂy pro ected against a certain humber %ersst% ggé-unit failures

(also cﬁémm&)&xtan Erasure (or Error) Correcting Code (ECC) in,
(ienEXampighe BMUKAINGARRIAYREARA TR BA I PtREURAFHE AFANES of illustration
Indepegggna aiskf%a&gv_el 5) configuration. ECC codes provide redundant

storage Units t g‘t‘are?{)cal to each array, and increase reliability for a

[Qlage syPerrlBymanamaskiefdnitan thilemee Wklized to a subset of
[€0djarraysA[OdBp Storyite £agaditleniddarthdiskniprive {2y wtdisfed an ECC.
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58' bility. Cq seg,uentlx minimum Hamming distance d = 2 schemes,
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4 Dase.array Witnin an array. .
as anésmlrrorlngal%chnlques, Nno longer provide adequate

[Of9d1e ctionnrét thamenalbr i dasaiwpist théhe\pageratiayel. Alternative designs,
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6 ﬂ; [ress RGeS S ﬁtaemr?rﬁﬁg distance of the array.

[011] D is the minimum Hamming distance of the storage system.

[012] Large storage systems typically comprise multiple separate arrays of storage units.
Each array is conventionally protected against a certain number of storage-unit failures
(also called erasures) by an Frasure (or Error) Correcting Code (HCC) in, for example,
a mirroring configuration or a RAID 5 (Redundant Array of Independent Disks Level
3) configuration. ECC codes provide redundant storage units that are local to each
array, and increase reliability for a storage system by handling unit failures that are
localized to a subset of the arrays. |

[013] Storage capacity of Hard Disk Drive (HDD) -based storage systems is increasing
faster than improvements in component reliability. Cdnsequently, minimum Hamming
distance d = 2 schemes, such as RAID 5 and mirroring techniques, no longer provide -

- adequate protection for sufficient reliability at the system level. Alternative designs,

such as RAID 6 (dual parity) at distance d = 3, double mirroring at distance d = 3, and
RAID 51 at distance d = 4, bave been proposed to address deficiencies in system re-
liability. It is common practice in storage systems to provide spare units to decrease the
system repair time and increase the maintenance interval. Adding spares, however,
increases the cost of the system and decreases the storage efficiency.

[014] Other approaches for improving system reliability include use of higher order parity



liability. It is common practice in storage systems to provide spare units to

decrease the system repair time and increase the maintenance interval.
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the storage efficiency. [014] Other approaches for improving system

reliability include use of higher order parity WO 2005/006198

PCT/EP2004/051383 2 codes. For example, J.S. Plank, "A Tutorial on

Reed-Solomon Coding for Fault- Tolerance in RAID-like Systems,"

‘Software - Practice & Experience, 27(9), September 1997, pp.

995disctodes Borexamyite 108 PReBALS Tl aﬁdaemswithaﬂaiyfor Fault-

E.J. Schwpbe &l Alr ARyalya éﬂ@*’%ﬁ%ﬁb I%Qg/&llence %7(9),
Declustgrmc a O%%m Di s ' ACM 0-89791-813- 4 05199
disclose A" E) Siﬁfb @f’r‘é%f’u% PRRBRATERSIS-for
iHpgloved M@?ﬂ@aﬂ}zﬁé:{bﬁﬁ]lwa@lﬁéﬁlef‘ﬁwﬁ}@m AgigbxiorfdynBuloeed Parity-
ieggiblmsﬁﬁaﬂﬂﬂgwﬁaﬁmbﬁﬁmﬁ;@mmm 313/@96/@5J1t@% disclose data
an r
pﬁp_f&é@%@éﬁ%@l@lﬂ 08833‘&%!%“ SR A&P& rmff% %rrayr ydd performance.

ng for Continuous O on In

uste er
Igfgieedm]g)sqfefh‘é £aly 1RAMm t%ﬁ]é'l G@ﬂ?@%’t‘fﬁe@ﬁ#ﬁ@tﬁ?@ew§%ﬁ%ﬁ” ACM
for Profanpiting Sumeysaded 2607 OipdR8ih g5 dEmsy (ISR b@Svidy ppRAID. M.
230ctobriidRde: atliselase %ﬁa@@w@feaameruaﬁl éﬁ%ﬁ‘ﬁ: Rofimdant Disk

Alvarez o Iur s/ Archltec
0- 8979'1%@[ %%%@%9 §escl§ber%ﬁ ﬁpgrl(%% eSRd concs ruc@fﬁvéfl pport for
a generEiOHaHRIRSLARFAS Ry sating AeFBrSIBLASVS. Ipaldfictober 1992,

No. 5,587 todadvtrsl palmyebaRAﬁhBﬂs!ﬂIhM éthadMndedleiaals f@olerating Multiple

Encodimgifies ReRaipi @Qcﬁﬂ%@lﬁ@ Cﬁmﬁf‘tﬁ@ﬁb’ﬁggl-rw}éﬁ@ty 349h\gescrive the
DASDs in al_&;es %@‘5{% |r211g0 olgu %%ge Igrllaﬁgonal hgfﬁ OW o Felds.

Parlty, Hisc & operation of dlsﬁance
O o-Leve BARas N, éﬂ%@%éﬁ’ XM Blperetat e@ﬁiﬁéﬁl ‘Datiodand Means for
BulletinEhtollias 06, Rébudldia9 €3 DiselCsasnapel BlonsTes) El]fﬂﬂaiﬂibie DASDsina

rl\leconsthml 39@@?@%%@ %@@@%ﬁ-ﬁa&ﬁ&%ﬁ aniﬁilﬂ% } dlscloses the
evertheles array designs, su codes

51), haye. vi f'ﬁera%lﬁle oger ain pe )}‘ans Storade’t ur?‘ﬁqaqf‘%gé ﬁ‘}g&é ecover
arrays %fﬁ]é BMorisd b@ﬁé&%‘ﬁﬂe’iﬁﬁ%%@&ﬂkﬂﬁ%msw

of Invenﬁmtﬁ@ﬂ@ie?jh&qir&xe&tanstanﬂmg dacyfdes adiehivigde atay having failures.
[gﬂﬁfs N@éﬁh@i@ﬂktysgég gﬁ&sﬁ%@ﬁ%a%gy &é&ﬂ&%&@'{lﬁ&&&ﬂg@&mﬂ 51), have
Addruonasﬁl 1-‘%‘}t%glpresf}e/n Aven %ﬁn Brg’%ﬁ%%ggﬁgﬁtmﬁ%%stﬁé?%%ﬁf@]ﬁﬁ@

fallure 5%%@%%‘&"‘1%&% BPestdrsgbrederdancFurther still, the present

Disclosure of Invention

f019] The present invention provides a technique that improves the reliability of a storage
system by making local redundancy in an array to be globally available throughout a
system of arrays. Additionally, the present invention provides a technique that
mitigates the failure pattern sensitivity of a storage system. Further still, the present
invention provides a technique that allows maintenance of the storage system fo be
deferred for considerably longer than with a conventional storage system.

[020] The advantages of embodiments of the present invention are provided by a method
for increasing failure tolerance of a storage system having a plurality of arrays such
that each array has a plurality of storage units. The arrays of the storage system include
redundancy based on an erasure or error correcting code, such as a parity code, a
Winograd code, a symmetric code, a Reed-Solomon code, an EVENODD code or a
derivative of an EVENODD code. The failure tolerance of a storage system is given by
the mintimum Hamming distance D of the system. The minimum distance of the system



invention provides a technique that allows maintenance of the storage
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invention are provided by a method for increasing failure tolerance of a

storage system having a plurality of arrays such that each array has a

plurality of storage units. The arrays of thg storage system include

redundancy based on an erasure or error correcting code, such as a parity

code, a Winograd code, a symmetric code, a Reed-Solomon code, an .
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from theperatiynoLastly, at least a portion of fost recipient information is rebuilt onto the

donor storage unit. When a spare unit becomes available, the spare unit is assigned to
the array in a conventional manner. :

[023] Further still, the present invention provides a data storage system having a plurality
of arrays and a system array controller. Each array has a plurality of storage units and
includes redundancy based on an erasure or error correcting code, such as a parity
code, a Winograd code, a symmetric code, a Reed-Solomon code, an EVENODD code
or a derivative of an EVENODD code. The system array controller is coupled to each
array and detects a failure of a storage unit in a first array of the plurality of arrays. The
systemn controller then selects a storage unit in a second array of the plurality of amrays
when a difference between a minimum distance of the second array and a minimum
distance of the first array is greater or equal to 2. At least a portion of lost information
from the first array is rebuilt onto the selected storage unit of the second array, Each
storage unit can be an HDD, a volatile Random Access Memory device, a non-volatile
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becomes available, the spare unit is assigned to the array in a

conventional manner. [023] Further still, the present invention provides a

data storage system having a plurality of grrays and a system array

controller. Each array has a plurality of storage units and includes

redundancy based on an erasure or error correcting code, such as a parity
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first storage unit onto the second storage-unit. The second storage unit is
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predeteeimenaefipatte in Wiichiike raferenttasmmeéna) sdistneesbfiiiCelements and
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Grmation Trom the TSt Storage unit onto the Seord o &ye i ERifrality of

storageGfiE CIRNEERE AOSPTMER RipHREReAHIBIER ccess Memory device, a

[6573-volatifgRentoshossceypiddamaiyaiaitos fansnpiigaieragetle Weadty of

a tape HRFAASHIRVIER o separate storage controllers;

[028] Figure 2 shows an exemplary set of two arrays for illustrating the present invention;

[029] Figure 3 shows the arrays of Figure 2 following failure of two drives in one of the

' arrays for illustrating the present invention; ‘

[030] Figure 4 shows the arrays of Figure 2 following an APX operation according to an
embodiment of the present invention; '

[031] Figure 5 shows an exemplary array that has sensitivity to patterns of storage unit
failures;

[032] Figure 6 shows an exemplary pattern of six storage unit failures of the array of
Figure 5 that leads to data loss; and _

[0331 Figure 7 shows an exemplary target pattern of nine storage unit failures of the array

of Figure 5 that hag distance d = 3.
Mode for the Invention



Brief Description of the Drawings [025] The present invention is illustrated

Wob%e{g%}fﬁggxample and not by limitation in the accompanying(f:'li;}ﬁf;lli;?zﬁd!‘1/051383
which like reference numerals indicate similar elements and 'in which:

[026] Figure la shows a typical configuration of a storage system with a
plurality of arrays connected to a common storage controller; [027] Figure
Ib shows a typical configuration of a storage system with a plurality of
arrays connected to separate storage controllers; [028] Figure 2 shows an
exemplary set of two arrays for iIIustratin%&%(re?present invention; [029]
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systems, which treat each arra .
also reduces or eliminates the need for spare storage units.

[0373 To illustrate the benefits of the present invention using a specific example, consider |
a 48-unit storage system comprising eight arrays of six storage units and having no
spare storage units. Further, the exemplary storage system uses a symmetric code
having distance d = 4. A symmetric code has an equal' number of data units and
redundant units, and the ability to recover from the loss of any combination of half the
units. With APX, the distance of the storage system remains at D = 2 with up to nine
storage-unit failures. Assuming that the APX operations can complete with fewer than
two failures during the operations, the storage systems reaches D = 1 with ten failures.
In contrast, a RAID 6 system using three arrays of sixteen storage units reaches D=1
with as few as two storage-unit failures. In further contrast, a RAID 51 system using
three arrays of sixteen storage units reaches D = 1 with as few as three storage-unit
failures. '

[038] Moreover, a storage system utilizing APX gracefully degrades as failures
accumulate, thereby permitting maintenance of t'ﬁe system to be deferred with an ac-
companying significant cost savings. Accordingly, the annual warranty costs for a
storage system utilizing APX will be significantly less than the annual warranty cost
for a comparable storage system without APX. For a conventional system, service is
typically requested when the spare-storage-unit pool is exhausted. When APX is used,



multi-array storage system as an individual entity, the present invention
uples the individual arrays of a multi-array storage system,
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exchange (APX) or as an APX operation. [036] According to an
embodiment of the present invention, an APX operation allows local
redundancy in an array to be globally available throughout a system of
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Figure 1b is a communication connection 160 that allows array controllers 151 and 152
to communicate with each other.-

- {042] The array controllers shown in figures 1a and 1b may be designed as hardware or
software controllers. The term controller will be used herein generally to refer to any
of the configurations described above.

[043] Figure 2 shows an exemplary set of two arrays 201 and 202 for illustrating the
present invention. Array 201 includes storage units 1Aand array 202 includes storage
units 2A Storage units A, B and C of each array are data storage units and storage units
D, E and F of each array are redundant storage units with an MDS code. Accordingly,
both arrays 201 and 202 bave a minimum Hamming distance d = 4. The conﬁguraﬁon
shown in Figure 2 is referred to as a symmetric code in which the number of data
storage units equals the number of redundant storage units. Redundancy is calculated
so that any three unit failures can be corrected by the symimetric code. Frasure or Error
comrecting codes (ECCs), such as parity codes, Winograd codes, symmetric codes,
Reed-Solomon codes, EVENODD codes and derivatives of EVENODD codes, can be



the minimum Hamming distance of a second array by 2 or more, the

wOSEfiRgs4Eay can donate a storage unit to the first array. AftQpwargd, ihos13s3
failure tolerance of the first array will be increased and the failure

tolerance of the second array will be reduced, but to a level that is not
less than the first array. Accordingly, the minimum distance of the system
will be increased, thereby increasing the fdilure tolerance of the system.
[040] Figure 1 a shows an exemplary storage system, indicated generally

as 100, c |S|n 02 and 103 that are ggnnected to
a commor?{rf]argr)a c%n%ltﬁler 6%“%“ :fgé& %?rsgggl o a%‘ 5@ c%lrr?%l}fge means the
multiple"§firays Hamsrimndisitnmmunicate with array controller 101

[OMd] interfEgente0bshwrayhecmtsglef Fiphaeohfolluwigaigidute oflseirage units 1C and 1E
Contro”ﬁ{%ﬁé}ﬂzh?sﬁéé%&%@@ﬁﬂ@%ﬂ@ﬂ PORSTIGUEANON = 2, while
allows aﬁ% %rr%;% oII [to COE ate %6 i] #{ eﬁa?to f&%ﬁgﬁﬁ B,faxlure

041] Fi é%‘%’
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Commuﬂéﬁaﬁ%s WD ALY 39“‘1“8&%@&%&8* SLINRHACE dfAfe ?géqgﬁéoc%?ﬁ% increased

array 154 ¢ommunicates \qlth array contraller 151 over inter
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controllgrerenseiJtoradb-sYseekhs dver mterfaces 158 and 159. Also shown

{mufﬁigllJlre inRROBINRCREIARRY D adiioted6H Hiahallp Wstafay unit contained within

contro It (0] 421 The arka
glrtsdj;'éown mi!fé% ey W&%‘fi‘% %%91 %&%{dﬁ)gr na?e s¥oragc unit

controllers™s ures aan esign as ware o

softwart? ERE G r@eiF%qé?rﬁSéBﬁfﬁﬂ@FWlﬁ‘Wlﬁ%‘a thedan ?Eﬂ%ﬁﬂam were a
refer tospase wfithBheaivhigu ratiyrsisie beribatd aworecthfd 413] digated Rehgensnit is no

an exepplRRYRelFihY aRtRAER0b W&@&Bﬂdﬂbﬁ&&@é&"&éﬁﬁeﬁ&ﬁ%ﬁéﬂ writing data
inventiop, AU %&%{%& A AT tﬁﬁg gi(%j oy oG8 (?f%é'i(‘%t%agsf drage units from

storage units torage Unl of ea array are

units arfBeSESRIFENAER B e Qﬂ@?%é&rﬂé‘?@@%ﬁgﬁ%ﬂ%&ﬁﬁ?%?&&@m number of
units withvageMiis gudimaidcorkinoghed oot ther faile @ 0diany@BPdnaveon can be
MiNIMUGHHAMAROEIRIRBGAH Hythd BnePRFEHRHO By SR RfiduiBichiSorage
referred tot as g sym etric codecllqté/\l/,lrgg the mgnberdo;} graitla stqg%%? unltﬁeCtlll .
equals the AUMber of redundant storage Ut IS Calculaté £

so that W%Mé&%u?%%?é%%ﬁ“ﬁé%@ﬁ@&éﬂ% HeYSHREe 4 s8eondary criterion
Erasuresdrésdon sdertiogrnpecooegd B Cs)yispchedsapiatityaco de performance, such as

Winograg ﬁﬁﬁ%ﬁw@fﬁ@gf@xﬁeﬁﬁ% Bﬁﬁﬂaﬁ@ﬂﬂ@ﬂlﬂgﬁ%y NEARI select which

CF:%j'I?/TEg%% rIV%tlvg Sle# uEn\lécsEJ:\ol re[guﬂgi 5 the onate}é/ um%.fhe p%?nla?'ys criterion for

selecting the information to be rebuilt is based on the information set that provides the
greatest increase in reliability. A secondary criterion is to select the information set that
provides the best array performance following the rebuild operation. In the example of
Figure 3 above, recipient array 201 will have the best performance by rebuilding the
information set of unit 1C because unit 1C is a data unit. Similarly, donor array 202
will have the least performance impact by donating a unit storing redundant in-
formation, such as unit 2F. In both cases, after the APX operation, read commands
could thus be processed without the need to reconstruct the data from the redundant
units of the storage arrays 201 and 202.

[046] Donating a storage unit from a donor array to a recipient array requires that the
storage system be able to assign storage units from one array to another array. When
the donor and recipient arrayé are connected to a common array controller 101, as
shown in Figure 1a, then controller 101 can perform this operation internally. When
the donor and recipient arrays are connected to separate controllers 151 and 152, as



used for generating the redundancy. As used herein, the term "distance"
minimum Hamming distance. [044] Figure 3 shows the arrays
@%ure ffollowmg failure of storage units 1C and IE in arr5§%fz%ﬁ}éﬁl3s3

storage units 1C and 1E fail, array 201 has distanced = 2, while array 202
still has distance d = 4. Array 201 can tolerate only one further failure
without the possibility of a data loss eventg Array 202 can still tolerate

three failures without the possibility of a data loss event. The overall

system distance is that of array 201, i.e., distance D = 2. The overall
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having fine: iebstilopactheppeitasyaisatcduselBent e Ricuthdai{iast of the array.

expensiye reavpdancycalaialond BSRESIRa00 SaiRs! vhichadaity n operation,
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ollowi [ I
Q05 ay 201%\, % 89&!@%(?5&@ pﬂﬁf&fm ﬂ)lﬂ %%%QR\{)%O the spare in a

recipient a il have the best performance y re

informatioh SEPG: TRIPEE HERERITE ol Ssdfed e paitspt ‘éﬁﬁ?ﬁﬂ&‘?ﬂ%‘ﬁﬁf to the
array 2éenonihianvernt iecibats s feperativocbrepaetibpdontesingrdighitrray a failed unit
storingggdpglant in- formation, such as unit 2F. In both cases, after the

oper e W|th t the

(S rféé%%t?u%gtﬁ? %é‘%%‘%a %%ﬁ‘%%‘fﬁ%‘%?d%%f AT el Bcording to the
arrays BFECEhI IR o XsPHHtn g X erbis Wﬁf}wa‘?@a}#‘oﬁhammag two
recipiefidited asoragpiimdts indbelsgstem, there is only one failed storage unit in each array.

For the system configuration of Figure 4, each array now has distance d = 3 and can
tolerate two further failures without possible loss of data. The overall distance of the
system is now D = 3.

[050] Using APX, a storage system can tolerate more failures than would otherwise be the
case. In the example of Figures 24, the first point of system failure would be at four
unit failures without utilizing APX. In contrast, when APX is used, the first point of
system failure is six unit failures. The improvement has not been achieved by requiring
additional redundancy or sparing, but by adjusting global assignment of redundancy
within the storage system to meet observed storage-unit-failure conditions. The im-
provement provided by APX increases with increasing number of arrays in a system.

[051] In a storage system having equal distance arrays, the donor arrays must be at least
distance d = 3 so that an APX operation can be performed. That is, a donor array must
have distance at least 2 greater than the distance of the recipient array. Generally, an



storage system be able to assign storage units from one array to another

wodb@odbiagn the donor and recipient arrays are connected tGa6PMGAM 51383
array controller 101, as shown in Figure la, then controller 101 can

perform this operation internally. When the donor and recipient arrays are
connected to separate controllers 151 and 152, as WO 2005/006198
PCT/EP2004/051383 8 shown in Figure b, then controllers 151 and 152
exchange information. For example, the controllers could expose the
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[048] OheanansiRaks SiGgatititheeomes B\@ilakiahsy g agtiv@ughtorage units in
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Information IS I‘EbUIit onto the spare in a well- no}a/}é}gmanner ASSIgI’]II”I%I
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one of (RERAIEH DIFREbABFA0S iBYenPRiiralan FRealfSRd Miemr e dipcket
facilitatd RS ISR SH BB aithdehitsi intioatersinsl Whickeramey heritew Gmither increase
belongm&@@kﬁiw[@ﬂlghows the arrays of Figure 2 foIIowing an APX

@ration f&v% {fgg{ is Stll?ﬁgﬁ?ﬁﬁ@gﬁk&e@ﬂ&gﬁaﬁ Figté(x%lfla&ays both the

erline h|Iet ere storzgﬁe units in the system,

there i</BRY BHE T35 ERF QYGPA BB R FUBR TR 457 SEdP fieky Ardigor wnit can be
configuieticindofrige hasds efbh arryyconigirat distapue 8 sh@wsracuatict code array
toleratestyeduihisinado Kesryhout nassHEa 10es a0 43t Hha RYETRE arrays (d = 3)

dlstance fcg gm%%%&%%nn%ﬂﬁ 5 arrays (d = 2). In array 500, D = 6 with 14
redundant drives. Only certain positional arrangements of six failares, however, will
cause the array to fail, as illustrated in Figure 6, in which storage units 1J, 1K, 1M, 3],
3K and 3M have failed. The pattern of failures can be recognized as three failures in a

first row matching three failures in a second row. This failure tolerance of the system
can be increased by using APX. The system would choose the donor unit and the
recipient unit in such a manner, thereby avoiding these patterns and returning the array
back to a D = 3 condition.

[056] For the example of Figure 5, the system can maintain D = 3 with nine failures when
they are in an arrangement such as shown in Figure 7. Here, the array has nine failed
umnits, 1N, 2N, 3N, 4N, 5H, 57, 5K, 5L and 5M. The system can choose a target pattemn
that has a high failure tolerance, As failures occur, donor units are selected from the
target pattern and assigned to failed recipients that are not part of the target pattern. For
the example of Figure 5, an APX operation can be performed several times such that
the array can tolerate at least ten failures before reaching D = 2. The effective distance



[050] Using APX, a storage system can tolerate more failures than would

W 8%egyg(i)s%be the case. In the example of Figures 24, the first point of
dyStam taifure would be at four unit failures without utilizing AEX/ERR004/051383

contrast, when APX is used, the first point of system failure is six unit
failures. The improvement has not been achieved by requiring additional
redundancy or sparing, but by adjusting gigbal assignment of redundancy
within the storage system to meet observed storage-unit-failure
conditions. The im- provement provided by APX increases with increasing
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onto half of unit 2E. The net result would be both arrays at D = 3, but the rebuild time
may be reduced because the same amount of data is being rebuilt, but two donor drives
are being used. Other combinations are clearly possible as well.

- [061] While the present invention has been described in terms of storage arrays formed
from HDD storage units, the present invention is applicable to storage systems formed
from arrays of other memory devices, such as Random Access Memory (RAM)
storage devices (both volatile and non-volatile), optical storage devices, and tape
storage devices. Additionally, it is suitable to virtualized storage systems, such as
arrays built out of network -attached storage. It is further applicable to any redundant
system in which there is some state information that associates a redundant component
to particutar subset of components, and that state information may be transferred using
a donation operation.

[062] While the invention has been described with respect to specific examples including
presently preferred modes of camrying out the invention, those skilled in the art will
appreciate that there are numerous variations and permutations of the above described



500 comprising 30 storage units, in which rows 501-505 form RAID 6
5 3) and columns 511-516 form RAID 5 arrays (d r
Woaﬁgé{( %}(H% with 14 redundant drives. Only certain positional ‘5%%%@%‘2%%383
of six failures, however, will cause the array to fail, as illustrated in Figure
6, in which storage units 1J, 1K, 1M, 3J, 3K and 3M have failed. The
pattern of failures can be recognized as thtee failures in a first row
matching three failures in a second row. This failure tolerance of the
system can be increased by, APX he sy Would \%ose the
conor ARG AR ] SUH PHhan L P EFa, oG s s forh
patternitdieppendtdgididarray back toaD = 3 condltlon [056] For the
example of Figure 5, the system can maintain D = 3 with nine failures
when they are in an arrangement such as shown in Figure 7. Here, the
array has nine failed units, IN, 2N, 3N, 4N, 511, 5J, 5K, 5L and 5M. The
system can choose a target pattern that has a high failure tolerance. As
failures occur, donor units are selected from the target pattern and
assigned to failed recipients that are not part of the target pattern. For the
- example of Figure 5, an APX operation can be performed several times
such that the array can tolerate at least ten failures before reaching D = 2.
The effective distance WO 2005/006198 PCTIEP2004/051383 10 has
thereby been increased from D = 6 to D = 12 by utilizing APX. APX allows
the maintenance to be deferred until ten of the 30 units have failed, with
the array remaining at least D = 2. Without APX, maintaining D = 2 can
require maintenance with as few as four unit failures. [057] The terms
"failure" and "pattern" as used herein refer to the erasure of information
from the logical position in the array, not the physical position. Such
non-MDS arrays can be formed from product codes as illustrated, low
density parity codes, non-uniform graph codes, or any codes that have
particular pattern vulnerabilities. [058] APX can be used beyond simply
increasing the minimum. distance of a storage system. Many other factors
may be included in determining whether to perform APX and to choose
donors and recipients. For example, the individual failure probabilities of
components when they are non-uniform, the combinations of failures that
lead to data loss, and the effects on system performance may all be
considered. In such cases, the minimum distance of the system could
remain unchanged following APX. [059] APX can be used with other array
types having minimum distance d >_ 3.-Ad- ditionally, a smaller array size
allows APX to be used more efficiently, and allows



large systems consisting of small arrays to achieve high failure tolerance.
When a storage system has a spar@pool, it is best to perform rebuilds
onto the spare pool before performing an APX operation. [060] APX can
also be performed on a subset of the data on a storage unit. For example,
Clgigeme configurations the rebuild time may be decreased. Consider the
example of Figure 4. Instead of rebuilding the contents of unit IC onto unit
2F, it may be beneficial to rebuild half of unit 1 C onto half of unit 2F, and
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storage devices, and tape storage devices. A ally, it'is sui
potfignaies seeizigat spienion trradhereail titrou of Hetadertedistuned
unsterageddhis gﬁg}er applicable to any redundant system in which there is

some state information that associates a redundant component to

particular subset of components, and that state information may be

2. Tensfetied Atsindi; doRREAN ORSIGERNHORAL WHIE RS IAMENGRARNASf the
. beentdescribgg\/ﬁi%h Fespﬁct tos ciLic exarﬁpl s including presently
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of appyeciate that there are numerous variations and permutations of the
above described WO 2005/006198 PCT/EP2004/051383 11 systems and
techniques that fall within the spirit and scope of the invention as set forth
3. Thenpctippbrdedisigites:lain Cl&mtisericolnmtinga foepnof eakingfaitunde
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having a plurality of storage units, the met comprising steps of:
thedaps dnifrgactian sie dhaselsried iemepItdlity of arrays; selecting a donor
~array from the plurality of arrays when a difference between a minimum
amming distance of the donor array and a minimum Hamming distance

4. Hhemactbesierriding fclreaergicrin dia storags apita grs bk Sistagks.

unit in the donor array; and rebuilding at least a
5. The method according to claim 1, wherein the storage units are RAM storage

devices.

6. The method according to claim 1, further including a step of selecting a recipient

storage unit from the recipient array.

7. The method according to claim 6, wherein at least a portion of the lost contents of

the recipient storage unit are rebuilt onto the donor storage unit.

8. The method according to claim 1, wherein the arrays of the storage system include

redundancy based on an erasure or error correcting code.

9. The method according to claim 8, wherein the erasure or error correcting code is a

1318117-1



portion of lost recipient information from the recipient array on the selected
storage unit in the donor array. 2. The method according to claim 1,
wherein the minimum Hamming distance of the recipient array isd ? 2
before the step of selecting the donor array from the plurality of arrays. 3.

pariRecirRthod according to claim 1, farther comprising a step of indicating to
the donor array that the selected storage has been donated before the
step of rebuilding the lost information on the selected storage unit. 4. The

10Meibadacdardiogiiecdainil Whetririb e statmmga: wiitsrare fiasetdiskode is a

Wdrives 5..The method according to claim 1, wherein the storage units are
RART t%?gae devices. 6. The method according to claim 1, further
including a step of selecting a recipient storage unit from the recipient

1 3R, mefed aecprding to.claim, 6. whereln atieast a.partion of
the ToSt CONtSRTS Of the recipient storage unit are rebliito1ito e dohor 2

symtordge it 8. The method according to claim 1, wherein the arrays of
the storage system include redundancy based on an erasure or error
correcting code. 9. The method according to claim 8, wherein the erasure

12 oF g raededt actirgivade HamiS re1evin the cpmitg eoason ooTTeRtingetbdriis a

R8ESHRHIRGAQ&RIM 8, wherein the erasure or error correcting code is a
Winograd code. 11. The method according to claim 8, wherein the erasure
or error correcting code is a symmetric code. 12. The method according

13 1Tk B VRIS IR CoRIRSHIE, FIRIGA O TEHNG 6098 dP @rrecting code is
E%&ﬁ&mog code. 13. The method according to claim 8, wherein the

an &y et F‘correcting code is an EVENODD code. 14. The method

according to claim 8, wherein the erasure or error correcting code is a

rivati fan E EV\&O D ccgde. 15. The method according to claim §, .
14, éh' :

w é’rg}r@:{ﬁ?(é arrays ¢ ﬂéq%}%lrage‘”%?/%et‘é’%&uﬁé?ﬁ%%sofe%‘hracanc%ﬁ;%%é Sis @
deravptbgudtasf RMIEN@INDafodasure or error correcting codes.

15. The method according to claim 8, wherein the arrays of the storage system
includes redundancy based on a product of a plurality of erasure or error correcting

codes.

16. The method according to claim 15, wherein at least one of the erasure or error

correcting codes is a parity code.

17. The method according to claim 15, wherein at least one of the erasure or error

correcting codes is a Winograd code.

18. The method according to claim 15, wherein at least one of the erasure or error

correcting code is a symmetric code,

19. The method according to claim 15, wherein at least one of the erasure or error

correcting code is a Reed-Solomon code,

20. The method according to claim 15, wherein at least one of the erasure or error

1318117-1



16. The method according to claim 15, wherein at least one of the erasure
or error correcting codes is a parity gpde. 17. The method according to
claim 15, wherein at least one of the erasure or error correcting codes is
a Winograd code. 18. The method according to claim 15, wherein at least
coRB&iAL SIS VERMYDCQJdECting code is a symmetric code. 19. The
method according to claim 15, wherein at least one of the erasure or error
correcting code is a Reed-Solomon code. 20. The method according to
21 cleiemi&huhareirdaideasl are1af te.psask R AN 8O A3 844drd Merror
correcting.code is an EVE OD[%/ ode. 21. The method according to claim
Corf%?t\lﬁﬁe(i‘gqﬁ SASEEYBHE R T E&H%D(P &+ correcting code is a
derivative of an EVENODD code. 22. The method according to claim 1,
erein n a storage ynit in the donor array fails during the step of
2 R L S RS O T ey
faiksrdayiog tes gl eiethsidrag et bedtt theamethod feuihencofopriaineh Stepsthk
inati t rebuildi I rfign of recipient information
e R e S R T S EL
tergorsingrtag fianethebpldratint faakapsivtieafz aifirehiodopeatiorfram the
reciBIBHTAMTAMANE diRianee 0Lt SRIONMH AL AlENL AR

|
amming distance of the second recipient array is greater or eggl%ﬁ%%;e
plugelite M gracdid mdeate e arneiRoie Se e onidiaie Hiampingdsiamsirhites
secBhtbashér RRHICMATaSHIBLIRI AN ARANR AR EODT the JRERGRERRAY Gty is
the selected storage unit in the second donor array. 23. The method
ereAt i Ao 1z ﬁ?%f?m%?é%mgﬁfagfp% Wébsgecant trgiaray; and
rebailditapte lthe mpthochfuftoer eoiplisitgoarsiap0fassEBIRGIHIENSRAS on
the%t&re%??% lélgjllt Joe% &ﬂgﬁl%ds array. d%ﬁ f\ data storage system, comprising: a
plurality ot arrays, eac arrayrhavmé) aarf)?éf‘rality of storage units; and a
system array controller coupled to each array, the system array controller
23. e stand aluRntaciemos Yoikina Rtairay. ol the, plualyof aiays
selecting a storage unit In a second array of the plura |try arrays when a
avagfithd fe HERBRIOEdHT  pRipMDTIS NG BteD o Dirsteva o fiwheperceinthaerayit to a
sel@gha,ANnimum Hamming distance of the first array is greater or equal to
2, and rebuilding at least a portion of information from the first array onto
the selected storage unit of

24. A data storage system, comprising: a plurality of arrays, each array having a

plurality of storage units; and a system array controller coupled to each array, the
system array controller detecting a failure of a storage unit in a first array of the
plurality of arrays, selecting a storage unit in a second array of the plurality of arrays
when a difference between a minimum Hamming distance of the second array and a
minimum Hamming distance of the first array is greater or equal to 2, and rebuilding
at least a portion of information from the first array onto the selected storage unit of

the second array.

25. The data storage system according to claim 24, wherein when a spare unit

becomes available, the spare unit is assigned to the second array.

26. The data storage system according to claim 24, wherein at least one array has a

non-uniform failure probability.
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the second array. 25. The data storage system according to claim 24,
wherein when a spare unit becomessavailable, the spare unit is assigned
to the second array. 26. The data storage system according to claim 24,
wherein at least one array has a non-uniform failure probability.
1318117-1 15 27. The data storage system according to claim 24,
wherein the system array controller includes a plurality of array

27 bR Ot SoLes TR B ARTEISIN G BB &%ﬂ%@rgméa%ﬁsﬁ@%myof the
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a minim ming istance O an array assoc ase

asspaiaiedovitiotier bistrierplleatitiobenrhgn echifotiars:ibegresten orisgquahto 2,
HadM: fkﬁ%h@é‘Q%Q%A?H%&Q&H&@ﬁr&oﬁgg eling, A‘?ﬁﬁh&&ﬂrﬁ%g{ ing

lost information from the arraﬁ/ associated with the second array contr

dishines theaseieateerssiage Wil Avasenshaaa soatiatiea afithenbiralisy afrayay
co&%ﬂ@g% 28I dalRISIOPaRSHRIGBERPIIBAIA PR B Rifo MdRErein

n a spare unit becomes available, the spare unit is assigned to the
rebg} § %ﬁfﬂ%%b%%%ﬂ%ﬁé@% RIS R Bt ABPIAT St WEkdhsing

sedendlaifay2donmotligiomb ikaskineamaypasiait othepiarastailiied with the
robab|I|tX fI The data storage system according to claim 24, wherein
rﬁ] ays%? K& data storage system include redundancy based on an
erasure or error correcting code. 31. The data storage system according

wherein the erasure [ror ct| code is a parity code.
28 e e & T B SR S el
beqmegs or astrisc g spoticvisi biswumatt e deea3dy Thihe stlectolageagysiein
according to claim 30, wherein the erasure or error correcting code is a
symmetric code. 34. The data storage system according to claim 30,
29 \iherdataple@psslidcst weﬂ%@rﬁeégﬁ@@&d&ke@m@é@%m@ﬁ@oa@ a

nod-3a8&Ak-filure probability.

30. The data storage system according to claim 24, wherein the arrays of the data

storage system include redundancy based on an erasure or error correcting code.

31. The data storage system according to claim 30, wherein the erasure or error

correcting code is a parity code.

32. The data storage system according to claim 30, wherein the erasure or error

correcting code is a Winograd code.

33. The data storage system according to claim 30, wherein the erasure or error

correcting code is a symmetric code.

34. The data storage system according to claim 30, wherein the erasure or error

correcting code is a Reed-Solomon code.
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16 35. The data storage system according to claim 30, wherein the
erasure or error correcting code is ag EVENODD code. 36. The data
storage according to claim 30, wherein the erasure or error correcting
code is a derivative of an EVENODD code. 37. The data storage system
according to claim 24, wherein the arrays of the storage system includes
redundancy based on a product of a plurality of erasure or error

35 b et 5SS eI RSO 8 Aor SHEN S Y Sraih SR FBf i 1 ES R P 9T

comighginaldeashanemidieresagyre or error correcting codes is a parity
code. 39. The data storage system according to claim 37, wherein at least

one of the erasure or error correcting codes is a Winograd code. 40. The
36dihe dinsage Sysiendaiegrdicigitn slaiwh3winthereifsatd eashonefdhmg

rasyre or ?rror P%rﬁgﬁg&gﬁes IS a symmetric code. 41. The data

CO ? IVapive o .CO .
storage system according to claim 37, wherein at least one of the erasure

or error correcting codes is a Reed-Solomon code. 42. The data storage

e i I ; rel I he eras Qr error
s R A R AR
sysieording ed redind s sinerdinna: teadvend abivelita odierasrenoerror
cofOHRGIINgIcodes is a derivative of an EVENODD code. 44. The data
storage system according to claim 24, wherein each storage unit is one of

a Hard Disk Drive, a volatile Random Access Memory device, a

38 PR \Riatie RandemnfrarssiMamenideviceharppiioahslerRas ARVIESure

and a tape _stora%e device. 1318117-1
or error correcting codes 1§ a parity code.

39. The data storage system according to claim 37, wherein at least one of the erasure

or error correcting codes is a Winograd code.

40. The data storage system according to claim 37, wherein at least one of the erasure

or error correcting codes is a symmetric code.

41. The data storage system according to claim 37, wherein at least one of the erasure

or error correcting codes is a Reed-Solomon code.

42. The data storage system according to claim 37, wherein at least one of the erasure

or error correcting codes 1s an EVENODD code.

43. The data storage system according to claim 37, wherein at least one of the erasure

or error correcting codes is a derivative of an EVENODD code.
44. The data storage system according to claim 24, wherein each storage unit is one of

a Hard Disk Drive, a volatile Random Access Memory device, a non-volatile Random

Access Memory device, an optical storage device, and a tape storage device.
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