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* REQUEST TO UPDATE
ACCOUNT RECEVED.

« PLEASE TAP CARD.

* RECEIVING DATA FROM
(ARD.

* PLEASE TAKE A PHOTO OF
YOUR PASSPORT PAGE.

* PASSPORT ATTRIBUTES
EXTRACTED FROM PHOTO.

« TRANSMITTING TO SERVER.

 (USTOMER ID AND
PASSPORT DATA
DECRYPTED BY SERVER!

« PLEASE PROCEED TO
ACCOUNT UPDATE PAGE.
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FIG. 4B
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500 ( START )

: 505
RECEIVE, BY APPLICATION EXECUTING ON MOBILE DEVICE, REQUEST T0 PERFORM OPERATION |
| 510
TAP CONTACTLESS CARD TO MOBILE DEVICE TO CAUSE CONTACTLESS CARD TO TRANSMIT ENCRYPTED DATAF
} 515
RECEIVE, BY MOBILE DEVICE FROM CONTACTLESS CARD, ENCRYPTED DATA 4
| 520
RECEIVE, BY APPLICATION, VALIDATION OF ENCRYPTED DATA FROM SERVER 2
' 525
DETERMINE TYPE OF REQUEST AND TYPE OF DATA REQUIRED TO AUTHORIZE DETERMINED TYPE OF REQUEST}
T 530
TAP CONTACTLESS CARD TO MOBILE DEVICE TO CAUSE CONTACTLESS CARD TO TRANSMIT PASSPORT DATA |
T 535
RECEIVE ATTRIBUTES OF PASSPORT 4
T 540
DECRYPT PASSPORT DATA USING RECEIVED ATTRIBUTES 4
T 545
PERMIT, BY APPLICATION, PERFORMANCE OF OPERATION BASED ON VERIFICATION OF ENCRYPTED DATA |/
AND DECRYPTION OF PASSPORT DATA
v ;50

PERFORM REQUESTED OPERATION

FIG. 5
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= ( START )

' 610
OPTIONALLY RECEIVE TEXT INPUT SPECIFYING ATTRIBUTES OF PASSPORT g
| 6/20
OUTPUT, BY APPLICATION, INDICATION SPECIFYING TO CAPTURE IMAGE OF PASSPORT
| 6/30
RECEIVE CAPTURED IMAGE DEPICTING PASSPORT
| 6/35
EXTRACT PASSPORT ATTRIBUTES FROM CAPTURED IMAGE

FIG. 6



WO 2021/133493 PCT/US2020/061799

10/11

e

705
RECEIVE AUTHENTICATION CREDENTIALS FOR USER ACCOUNT g
v 710
DETERMINE CURRENT PERMISSIONS LEVEL OF USER ACCOUNT g
I 720
DETERMINE CURRENT PERMISSIONS LEVEL DOES NOT MEET REQUIRED PERMISSIONS FOR g
OPERATION
v 7130
TRANSMIT INDICATION OF PASSPORT VALIDATION TO SERVER g
I 40
UPDATE, BY SERVER, PERMISSIONS LEVEL FOR USER ACCOUNT g
v 750
RECEIVE, BY APPLICATION, UPDATED PERMISSIONS LEVEL FOR USER ACCOUNT g
v 760

PERMIT, BY APPLICATION, REQUESTED OPERATION BASED ON UPDATED PERMISSIONS LEVEL MEETING g

REQUIRED PERMISSIONS FOR OPERATION

FIG. 7
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