12 August 2003 1 DI A TAL DATA ENCODE SYSTEM BACKGROUND OF THE | NVENTI ON
FI ELD THE | NMTI O The present invention relates to a digi t'"AuGHsEt 200ncode
system and a water mark data inserting method for inserting water nark
data in the digital data signal having a geries of field data. DESCRI PTI QN
Recently, there has arisen the necessity of. devel oping neans for
preventing illegal copying of digital data, especially digital imge data,
with the advance of an information processor and a comuni cation network
and the el ectroni zation of various nmedia. Data encryption technique has
been proposed as -this kind of technique for preventing illegal copying.
This digital data encryption 59@B@Agu§Ag§ Eﬁ@bDﬁxﬁggﬁﬁ to enable it to
reproduce the encrypted digital inage ata rnonly a reprodu0|ng system
having a proper cryptoanal ysis key when digital inmage data is"encrypted.
The conventional encryption technlque however, has such a defect that if
the encryption code i s once BROKER et IR [
illegally copying thereafter. Therefore a techni que by use of water mark
data is proposed, as andiiiELD!@EhDHRUENVENTPOEventing illegal copying of
digital data, free fromsuch a defect

The present invention relates to a digital

data encode system and a water mark data inserting
method for inserting water mark data in the digital data
signal having a series of field data.

DESCRIPTTION OF THE RELATED ART

Recently, there has arisen the necessity of.
developing means for preventing illegal copying of
digital data, especially digital image data, with the
advance of an information processor and a communication
network and the electronization of various media.

Data encryption technique has been proposed as
this kind of technique for preventing illegal copying.
This digital data encryption technique is, for example,
to enable it to reproduce the encrypted digital image
data in only a reproducing system having a proper

_cryptoanalysis key when digital image data is encrypted.
The conventional encryption technique, however, has such
a defect thaE if the encryption code is once broken, it
cannot protect against the illegally copying thereafter.

Therefore, a technique by use of water mark
data is proposed, as another technique for preventing

illegal copying of digital data, free from such a defect



12 August 2003 2 as a digital encryption technique has. Water mark data
(digital water mark) is the special information to be erfiZetngt2003digita

i mage data itself in order to prevent the illegal use and copying of the
digital image data. It includes, for example, information for

aut henticating the copyright ownership and judging the infringenment of the
copyright, and the copy protected information for preventing ill egal
copying itself. Such water nmark data to be inserted in the digital inage

data includesagng Kifdsa9f e Fg&ggﬁdWa%%%hn u% g@%ﬁ aﬁgtggvh%Ea{§¥Mater

mar k. data. Visible water ma a nmeans s ecl al” Charac }R%ynbol,

or other datgdigibgli Raeeleaark)l Be LHRISHRAE 12 IRFHUL MW, 8585 t he
image with the water mark data conbined therewith nmay percelve the water

mark vi sual | yemBédgedkinddoyivagi b geatarkamaisedat a iy gbatgiral Iy cause
the deterioration of the image quality. Wiile, it is effective in visually

appeal i ng propeevént tbai hilegalll egel agdpyopying egaltidatd J1tid. imhge
conventional visible water mark data enbeddi ng technique i's disclosed in,
for exanpl e, ddapandse RatlrdePubforatkamplaj dipepmbkakai ¥oko. Hei sei
8-241403, "Digital Watermarking Free from Il nmge Col or Change"
(her ei naf t er ,atelertbgat bngsthhecopyvéghitopwnersadipniamee judgidredrith ng to
the water nmark data inserting
infringement of the copyright, and the copy protected
information for preventing illegal copying itself.

Such water mark data to be inserted in the
digital image data includes two kinds of visible water
mark data and invisible water mark data. Visible water
mark data means such a special character, symbol, or
other data to be inserted in the image that a person who
sees the image with the water mark data combined
therewith may perceive the water mark visually. This
kind of visible water mark data would naturally cause
the deterioration of the image quality. While, it is
effective in visually appealing protection against
illegal copy or illegal data fluid.

A conventional visible water mark data
embedding technique is disclosed in, for example,

Japanese Patent Publication Laid-Open (Kokai) No. Heisei
8-241403, "Digital Watermarking Free from Image Color
Change" (hereinafter, referred to as the conventional
technique 1). According to the water mark data inserting

method of the conventional technique 1, when combining

visible water mark data with the original image data,



net hod of the conventional technique 1, when conmbining visible water mark
data with the original image data, 12 August 2003 3 the wAwgustRR®0data is
conbined with the original image data in a way of changing only the

bri ght ness of the pixel corresponding to3the non-transparent part of the
wat er mark data w thout changing the chromaticities, of all pixels of the
original data. At this tinme, the scaling value for changing the brightness
conponent of a pixel is determ ned by the value of, for exanple,

chromati c conheneniter ardkNdutbers, cash éxakstipf thaterigimak datge

Anot her exanpl e of the conventional visible - water mark data enbeddi ng

t echni que i s déitscliosed viay, dforchamainpd eynapiane sier Ralh €né s Pubt i €heéi on
Lai d- Open (Kokai) No. Heisei 5-236424, "Infornmation Enbeddi ng Met hod and

| ts Appar at ugixeieconrsfspemdingf gra dche mers-tiwn spanernt pantl of ethai que 2).
The water mark data inserting nethod according to the conventional

t echni que 2 Yé&@r Megk dttactWitdiontarshdngindtice | prematirobiaeet Py a
predeterm ned_condition fromimage data, thereby to enbed the water mark
in every i na§éldRixeds e hesiaiighinabrdalzponditnFhis tHageditth neeting
the condition. The position for, enbeddi ng the water mark depends.on the
content of tﬁ&aﬁﬁﬁgéy dfr £hanging \iig R xghingss (gompengnt Phedwat er

mar k MAthOUtpg%%H %%teééggﬁfﬂgﬁtgyathe value of, for example,
chromatic component, random numbers, and pixels of water
mark data.

Another example of the conventional visible
water mark data embedding technique is disclosed in, for
example, Japanese Patent Publication Laid-Open (Kokai)
No. Heisei 5-236424, "Information Embedding Method and
Its Apparatus" (hereinafter, referred to as the
conventional technique 2). The water mark data inserting
method according to the conventional téchnique 2
comprises detecting means for detecting a region meeting
a predetermined condition from image data, thereby to
embed the water mark in every image data at the position
corresponding to the region meeting the condition. The
position for embedding the water mark depends on the
.content of the image. Therefore, it is very difficult to
remove the water mark without much deteriorating the
image quality.

On the other hand, invisible water mark data
means such special data to be inserted in the image that

a person who sees the image with the water mark data



i mge quality. On the other hand, invisible water mark data neans such
spegiaﬂ datayto be inserted in the image that a person WRAUES240e i nage
with the water nark data 12 August 2003 4 conbined therew th cannot
perceive the water mark visually. This kind of invisible water nark data
is enbedded in the original image data in consideration of causing no
natural deterioration of the inmage quality. As is understood fromthis,
invisible water mark data is preferable to visible water mark data under

O . . he |
data to be protiiraad FRETRalER FBrEcRnea T Rdse [hy HEHRR GWEIby use of an
i nvi si bl t ca littl.e Lmage., deteriorati on and when enbeddi ng
;BZL?AI ?n?ﬁrﬁ%ﬁ?%%gyéngﬁfl%gkiﬁg ?%eﬁngngi?oﬂa ?ramﬁfﬁtaitasjzaésrnnark
data, It an amscaduat I veelecurd3! SRLI0 e wat elon il s,

after illega . ; Copypr |

i nformation fedusth§anpe A¥LA9aEO0R%ERY 0 aEESnCBSYtB%OEhgb%?%g@ﬁgﬁ%g?;'0”
for prohibiting copying, in the original inmage data,” an provi ga
reproduci ng deyite dnderepbodUErBE LRe s, MH6isdBLA Wh%gra“%%%gbﬁ§ﬁﬁﬁ£

corresponding to the infornmation, for exanple, it i's possi 1fy a
user of the rempEserabhy deviigibhat whberi YR data Lider the

condition that a water mark preferably exists outside of

the image data to be protected.

The water mark data inserting technique by use
of an invisible water mark causes little image
deterioration and when embedding special information
enabling the identification of a writer as water~mark
data, it can specify the writer by detecting the' water
mark data even after illegal copying is performed. By
embedding the copy protected information for
disapproving copying or the copy prohibited information
for prohibiting copying, in the original image data, and
providing a reproducing device for reproducing the image
data with a special function corresponding to the
information, for example, it is possible to notify a
user of the reproducing device that the image ‘data is
the copy inhibited data and to operate the special
function within the reproducing device (copy protection
function or the like) so as to restrict copying into VTR
(Video Tape Recorder) when the reproducing device
detects the copy protected information or the like.

As the technique of embedding the invisible



he co inhibited data and to operate the special function within the
ﬁeprodggi ng device (copy protection function or the |ike)2August2@Qs
restrict copying into VIR (Video Tape Recorder) when the reproducing

devi ce detects the copy protected information or the like. As the _
techni que of enbedding the invisible 12 August 2003 5 water mark data in
digital image, there is, for exanple, a technique of enbedding the special
information as a water nmark in the digital imge at the |east influenced

[ | ' [ [ f | e, LSB (Least
portion to < ig.igmogaaiality n L msel cata (for ramic, LS8 (least
Shggh;:ﬁgnttzghgééHﬁ-és d!§c 8%dilg 9L examl e, .Japanese Patent
Publ i cation Lai d-Cpen ?%okai%ﬂﬁp. ﬁeﬁégie6§gé§%ﬁi in Qﬁﬂﬁ$49ﬂ(ﬁﬁfﬂlont_ ]
franster Methodet Ragk! RhOLAB! b0 ¢8I0 ARAGRI R0 \hee 3| MRge S of gati o

Reproduci ng Device" (hereinafter,” referred to as

techni que 3).pdieivates BREKifabR LRRGHELNY yMRHROY ;. RGCding 40 the
al &

conventional technique 3 transmts the mage Sig toget her Wth the

opyright infexamplep BsH (LBasgeBehatiraRanff @iFEYI ONpRYET LIRR B¢ fagh
gtﬁgr,gto t he 2ggcenother(than thegvalid |nage%§ ace glspkayed on a

screen of thecomeget sogahl inandipeel gakBrt harkyaaehabhPeddasly | ction of the

copy according to the copyright information and the generation infornmation
technique is disclosed in, for example, Japanese Patent
Publication Laid-Open (Kokai) No. Heisei 6-339110,
"Image Information Transfer Method, Image Information
Recording Device and Image Information Reproducing
Device™" (hereinafter,.referred to as the conventional
technique 3). The water mark daté inserting method
according to the conventional technique 3 transmits the
image signal together with the copyright information and
the generation information overlapping each other, to
the space other than the valid image space displayed on
a screen of the image signal, and performs the
generation restriction of the copy according to the
copyright information and the generation information
included in the received image signal at a receiver side.

The invisible water mark data embedding

technique, however, is defective in that only the water
mark data is easily removed from the image data with
water mark data embedded therein, without deteriorating
the quality of the original image data. For example, the
information corresponding to the LSB of the pixel data

will be lost by use of a low pass filter. Generally, the



included in the received image signal at a receiver side. The invisible
:Ngfelrjdnark dat a embeddi ng tgchni que, however, is defectilZAugust B3 only
the water mark data is easily renmoved fromthe inage data with water mark
data enbedded therein, without deterioratignig the quality of the origina

i mge data. For exanple, the information corresponding to the LSB of the
pixel data wll be lost by use of a |ow pass filter. Generally, the 12
August 2003 6 i nmage conpression processing ains to reduce the data anount

whol LmLak.shing:t.he informati on, amunt wth respect to the
?gagPeinfFugngﬁﬁg%gkghggb?glEPhgraﬁgﬁfﬁygiﬁﬁﬂ%?%ﬂ)&gg%ﬁﬁefheHQQQﬁore,_the
water mark daheugEbgfdedei RLERE B?aﬁ&m&%ﬁk%%%pe%hEPLF' n %ﬁ the quality
in the pixel data will be lost 1 n theinmge céhpres ﬁﬁ i ng. Aﬁ
ment i oned aboau&ouhhewii:HV'réEBb@tV\%eEh@a%a%%b%%’ﬁt%r}c%‘%ﬁn%!r q}@é{}gsﬁ such a

defect that it may be difficult to re-detect the water % some

cases. Ther efehe, qaal eepnifuenel pewbeddard .i WhelBESro"eLEE MBLK daL3,I N @
digital image as 3el| ag diffusiﬁg the water nmark data 1'nto the frequency

spectrum af t edatd rembeddgdconvenei 08agt Lhe1ueRgROPALGRA! Gidalfer,
rgferred to as the conventional technique 4) is présented (refer to N kkei

El ectronics pIuBlivy. i668he piR811886x wHllchevabet AR kHéAligdge embedded
'n the compression processing. As mentioned above, the

invisible water mark embedding technique has such a

defect that it may be difficult to re-detect the water

mark data in some cases.

Therefore, a technique of embedding invisible
water mark data in E digital image as well as diffusing
the water mark data into the frequency spectrum after
frequency conversion of the image data (hereinafter,
referred to as the conventional technique 4) is
presented (refer to Nikkei Electronics P.13 (no. 660)
4.22.1996). Since water mark data is embedded in the
frequency component of the image data to be processed
according to the conventional technique 4, the water
mark data is robust against the image compression
processing and the image processing such as filtering,

‘and the water mark data won't be lost. Further, random
numbers according to the normal distribution are used as
the water mark data, thereby preventing the interference
of the respective water mark .data even in the case of
embedding a plurality of water mark data. Therefore,

according to the conventional technique 4, it is



frequency conponent of the inage data-to be processed according to the
conventional technique 4, the water nark data is robust1§dﬁﬂh§ 2003 | mage
conpressi on processing and the i mage processing such as filtering, and the
water mark data won't be lost. Further, fandom nunbers according to the
normal distribution are used as the water mark data, thereby preventing
the interference of the respective water mark data even in the case of
enbedding a plurality of water mark data. Therefore, according to the

conventi onal diethoufivetd, debtisyldnyguste 280317 mdirkl igadd Wikmdrstroy only
the water mark data w t hout nucﬁ i nfluence to the whol e i mage data. The
convent i onalmgekhimfileedcai tb bhe wheidei dakiger dad@scri bed with reference to
Fig. 12. The water mark encode system according to the conventi onal

techni que 4 conpri ses, The @axampiteiomhkcretlentgese né witansépr m (DCT) means
1210, water mark_data output nmeans 1230 storing the water mark data 1231,
a wat er nar khegehnafiery t dageudbedewithorefndengeetoe Fdigscriét.e Thsi ne
transform (i nverse DCT) nmeans 1250. The DCT is adopted here as only one
exanpl e of SPRE®F APayk r@_EPIENEYREERS acePTEing 8l theagonyendicned any

ot her convergsion means, than the DCT wll do. _In thus-constituted
convent i onal "¢ SRt 4°OMBFL§RAal LPKugE2RRIS | d186K0EL €951 frequency

transform (DCT) means 1210, water mark data output means
1230 storing the water mark data 1231, a water mark data
inserting device 1240, and inverse discrete cosine
transform (inverse DCT) means 1250. The DCT is adopted
here as only one example of speétrally resolving means
of original image data, and any other conversion means
than the DCT will do.

In thus-~constituted conventional technique 4,
original image data is converted into frequency
components by DCT, and n piece of data indicating higher
frequency value are selected, each defined as f(1),
£(2), «.., f(n). On the other hand, each water mark data
w(l), w(2), ..., w(n) are selected from the normal
distribution having a mean value 0 and a variance 1, and
F(iy=f(i)+a| £(i) | * w(i) is calculated with respect
.to each i (where i=1, 2, ..., n: hereinafter in the same
way). Where, a is a scaling element. At the end, the
image data with the water mark data embedded therein can
be obtained as the frequency components by the
replacement of f£(i) with F(i).

The water mark data detection according to the



conponents by DCT, and n piece of data indicating higher freqﬁenc value
are selected, each defined as f(1), f(2), ..., f(n). On t et

each water mark data wW1), wW(2), ..., wW(n) are selected fromthe nornal

di stribution having a nmean value 0 and a wariance 1, and F(i)=f(i)+a ~
f(i) * w(i) is calculated with. respect to each i (mhere =1, 2, ..., n:
hereinafter in the sane way). Were, ais a scaling elenent. At the end,
the inmage data with the water mark data enbedded therein can be obt ai ned

as the frequessyvenspenant teb¥ntibRe eRkAGRIRR Y fid knd tdb Hdwindhe
wat er mark data detection according to the 12 August 2003 8 conventTonal

techni que 4 imsepbkodiprbpdwagp bife ekelmpaw.ngrREt Hod 19&1“@Ma8& 4P leg The
original inmage data and the water mark data canﬁldate nmust be nown

values in th@h@eweternganktHadaobahﬁ&d@&@vau&bom@btlQ@tha#h‘%ald&sflrSt,
the image data with the water mark data enbedded therein is converted into
the frequencyin cehpodehestbpgusetbodDOT ¢het kenvieke ionkd aletmiiquesl 4es
correspondln%éto f(1), f(2), ., f(n) having the water nmark data enbedded
therein in tHeEf %ﬁ% nc?hﬁaﬁmagﬁedadefwn§b aheraﬁengayk data F(n). By the
use of f(i) Eiég % the water mark data, Vé I s extracted, calcul ated
by Wi)=(F(i)® 249§ f%h?rekﬁxﬁs craversedsintal thei fireguieneyC of w(i) and
Wi) is calculated qX
omponents by use of DCT or the like, the element values

corresponding to f(l), £(2), ..., f£(n) having the water

mark data embedded therein in the frequency band are

defined as F(l), F(2), ..., F(n). By the use of f(i) and

F(i), the water mark data W(i) is ektracted, calculated

by W(i)=(F(i)—£(i))/f(i). Next, the statistical

similarity C of w(i) and W(i) is calculated by use of

the inner product of vector by C = W * w / (WD * wD).

Where, W = (W(1), W(2), ..., W(n)), and w = (w(l),

w(2}), ..., w(n)), WD is the absolute value of the vector

W, and wD is the absolute value of the vector w. As the

result of the above calculation, when the statistical

similarity C is a particular constant value or the more,

it can be judged that the above-mentioned water mark

data candidate has been embedded in the image data.

If creating the image data with the water mark
embedded therein by embedding the water mark data in the
original image data by use of the conventional technique
4 as mentioned above, it is effective for a writer owing

the original image data to judge the illegality of the

digital image data which may be illegal copy.



the inner product of vector by C=W* w/ (W * wD). r = (W1),
W2), ..., Wn)), and w= (W), W2), ..., wn)), V\Di\s/\h@rfgugé‘r\é\é%qf&e val ue
of the vector W and wD is the absolute value of the vector w As the
result of the above cal cul ation, when the gtatistical simlarity Cis a
particul ar constant value or the nore, it can be judged that the
above-nentioned water nmark data candi date has been enbedded in the

i mage-data. If creating the inmage data with the water mark enbedded

therein by enbeddi ng t hepyat gf : Ln the original .image dat,a hy use
of the conventional technique ngagglgg%?i%ﬁg N108%e ¥ reaud r&et Saididalor a

writer ow ng imhgeoHua@unahd WY dda1 Q4 gg%égh | ljity of the
digital image data which nay be iIIegalqggﬁg. ﬁﬁggésgébbSy@ Fhesr

conventional tecHatque #hecquitees mArkIiddda J48Qe Ul oL@t er mark data
candidate w(i) in order to detect the water mark data as nentioned above.

Therefore, itTherefbeetive fier edifenitive oG G t&¥ i@HNA {{@mge to detect
any illegally-copied image data, however, a reproducing device of a
y I g y-copl rag . O :
terninal usedobyghnayeimagk tocdethetaany dfllkajd NG KBilddififlgd IS,
cannot performthe detecting processing of the water mark data. Then, a
further i nprod@UeY@Enna queprhdnct.ng degricenbifomaltereciilqusse<t fiyy 4 er m nal
rocessing, especially MPEG system (hereinafter, referred to as the
p g
general user, because of having no original image,
cannot perform the detecting processing of the water
mark data. Then, a further improved technique than the
conventional technique 4 for terminal processing,
especially MPEG system (hereinafter, referred to as the
conventional technique 5) is proposed.
In the conventional technique 5, origihal
image is divided into blocks of 8 pixels X 8 pixels and
the water mark data embedding and detection is performed
by use of the block unit for processing. In the water
mark data embedding processing, the data is defined as
£(1), £(2), ..., f(n) sequentially from the lowest
frequency component of AC component in the frequency
band after discrete cosine transform in the MPEG encode
“processing, the water mark data w(l), w(2), oo, W(n)
are selected from the normal distribution having a mean
value 0 and a variance 1, and F(i)=f(i)+ a Xavg (f(i)) X
w(i) is calculated with respect to each i. Where, a is
@ scaling element and avg (f(i)) is a partial average

obtained by averaging the absolute values of three

points around f(i), for example, f(i—1), f(i), and f(i+



conventional technique 5) is proposed. In the conventional technique 5,
original image is divided into blocks of 8 pixels x 8 pitetugughdfO3 he

wat er mark data enbeddi ng and detection is performed by use of the bl ock
unit for processing. In the water mark dafa enbeddi ng processing, the data
is defined as f(1), f(2), ..., f(n) sequentially fromthe | owest

frequency conponent of AC conponent in the frequency band after discrete
cosine transformin the MPEG encode processing, the water mark data w(1),

Ww2), .."., W) 7L r | I butiQn having a nean
value 0 and a Cari anccﬁ%\ﬁi%éﬁ&ﬁ%{ %%SMI(;#%?TC CWPFPCrgsing

cal cul ated wiwilY asp tOrfdg oy - ; F$iya | i el ement and avg
(f(i)) is a parti al 2§%$age oB?%iﬁ§%§%§lg e?gégngigﬁebgggdlute val ues of

three points around f(ion ther o Iind (igdectidn ofNGhd (d st
2003 10 The processing later than the MPEG enégae pré%egg?ndwggﬁflﬁﬁgﬂ

performed by datm acilig Be ipemfdtmddi n QaetﬁelpbhshghﬁaéhSEQt eghign of the

water mark data will be perfornmed in the follow ng nethod. This detecting
met hod requi i&k&ating gratdiod meerpu it s wodorifphadnkmatieqdahaagandi date
wWi) (where, i=1, 2r ... f n) nust be a known value. In the block frequency

band of bl od¥tafandy itheerdataeandidetenw of) t teh&PEG flecoding. . .,
processing, the data fromthe | owest frequency conponent
n) must be a known value. In the block frequency band of
blocks after inverse quantization of the MPEG decoding
processing, the data from the lowest frequency component
is sequentially defined as F(1), F(2), ..., F(n). The
average of the absolute #alues of three points around
F(i) is defined as the partial average avg (F(i)), the
water mark data W(i) is calculated by W(i)=F(i)/avg
(F(i)), and the total WF(i) of W(i) for one image is
calculated for every i. By use of the innér product of
vectors, the statistical similarity of w(i) and WF(i) is
calculated by C=WFXW/(WF§XWD). Where, W=(WF(1),
WE(2), <.., WF(n)}, w=(w(1l), w(2), ..., w(n)), WED is
the absolute value of the vector WF, and wD is the
: absolute value of the vector w. When the statistical
”similarity C is a particular constant value or the more,
it can be judged that the water mark data has been
embedded in the image data.
Insertion of a plurality of water mark data
into one original image data can be adopted in order to
attach a plurality of information such as writer

information and copy protected information, to one image



: : : he
is sequentially defined as F(1), F(2), ..., F(n). The average of the
absolﬂte val ues' of three points around F(i) is defined RsAugdust R0 al
average avg (F(i)), the water mark data Wi) is calculated by
Wi)=F(i)/avg (F(i)), and the total Wr(i) _ of Wi) for one inmage is

: : he
calcul ated for every i. By use of the !nnéﬂ product of wvectors, t
statistical simlarity of wi) and W-(i) is calculated by C=WXw (WFDXwD) .
Where, WE(WF(I), WF(2), ..., WH(n)), w=(W(l), W(2),, ..., w(n)), WDis

t he absol ut e dakge h q - I.S.the %ol%te val ue .,of the
vector w. \Wen the g?g%ig?yggﬁeig¥ﬁglgggpggghgg g ggg?ldulgﬁﬁﬁﬁﬁﬂeﬁﬁ val ue

or'the more, defecafvbe inudaed nghahd e NALES JHBIK M%{%%%@Q?n poedded

in the image data. Insertion of a plurality of water _ 0 one
ori gi nal inagéndertingnabeladapties ioF Qﬁ&@&‘h@rgﬂdégg1f%[3ﬁgégf£ iﬁgl

information such as witer information and copy protected information, to
one image 12 Augustdaceland dataeaBimocameepriceralsirRe Pridumsude and 5,
however, is defective in making the circuit size |arger because of
i nserti hg a plepely:ytbe wanventdokadat@chniomesord gimals dimgedgiata and
increasing the processing procedure. Nanmely, the conventional techniques 4
and 5 di scl oske@hniggane uéngeriaggr ringg vaterwateerk riatla dat aren one
ori gi nal inaqgrfgigélhgﬁgégraaﬁgihhg%e%ggilggi%tggpconsideration
taken to the case of inserting a plurality of water mark
data (for example,.two water mark data) in one original
image data. Therefore, when inserting, for example, two
water mark data therein, different water mark data 1231
and 1232 must be separately inserted by two water mark
data inserting devices 1241 and 1242, or two water mark
data must be inserted by letting them pass one water
mark data inserting device twice.
Another example of the conventional technique
of embedding water mark in a digital image is disclosed
in Japanese Patent Publication Laid-Open (Kokai) No.
Heisei 6-315131, "Information Embedding Device 2nd
Reproducing Device" (hereinafter, referred to as the
conventional technique 6). The conventional technique 6
'detects an area having no deterioration of the image
even if replacing the data at the peripheral area when
reproducing the information, for example, an equal
background portion, by use of the relationship between a

series of frames, and converts the level of the area to

be converted, so to embed particular information therein.



taken to the case of inserting a plurality of water mark data (for
exanple, two water mark data) in one original inmage datd2Aussb2H3e, when
inserting, for exanple, two water nark data therein, different water mark
data 1231 and 1232 nmust be separately ingerted by two water mark data

I nserting devices 1241 and 1242, or two water mark data nust be inserted
by letting them pass one water mark data inserting device tw ce. Another
exanpl e of the conventional technique of enbedding water mark in a digital
i mage is di scWbsadreprnodapdnes ¢heatieforRallioesgt itdre laick Qo (fiakai ) No.
Hei sei 6-315131, "Information Enbeddi ng Device And Reproducing Device"
(hereinafter, 1feptifédatdons defte enbeddedi thalretiechn gyedd)fiddhey use
conventional technique 6 detects an area having no deterioration of the

i mage even | PfrEPeagiagaindagked morthenpendphdealcomvesiven reproduci ng
the information, for exanple, an equal background portion, by use of the
rel ationshi p bRFAERAtEONscRREs COFTPEARESs S0aRE EONVECORSthmdtewe of t he
area to be converted, so to enbed particular information therein. 12
August 2003 1122 %fen reproducing the information, the area with the

i dentification data enbegded thereén I S ﬁggcifjed bg use of the signal
| acked portion and the colveT¥EEIHB} ek FIIM U d6 cohPUeY Y s6aRBOt

reconstruct the,.h PRS- water mark information in all the frames, so
that the frame with no water mark embedded therein is
unable to protect against illegal copying. Since this
technique is on the assumption that successive frames
are of freeze-frame pictures and that there is no change
on the successive frames, an area for embedding the
water mark data cannot be specified in the moving images
of violence action, thereby making it impossible to
embed the water mark data therein.

Further another example of the conventional
technique of embedding water mark in a digital image is
disclosed in, for example, Japanese Patent Publication
Laid-Open (Kokai) No. Heisei 5-30466, “Image Signal
Recording Device and Signal Recording Medium"
(hereinafter, referred to as the conventional .technique
-7). The conventional techniqgue 7 converts image signals
by frequency and embeds the information having the
frequency signal lower than the frequency band of the
image signal after frequency conversion. By the use of a
high pass filter, the original image is taken out and

the identification data embedded therein is taken out by



The conventional technique 6, however, cannot enbed the water mark
information in all the frames, so that the frame w th nd2uigast 2803« .
enbedded therein is unable to protect 1§gai nst illegal copying. Since this
technique is on the assunption that sucCessive franes are of freeze-frane

pictures and thae dsBQF8 16 phR MRANESweRE A8 BUSHRSHiNR] fLRNEg. 7an area for
enbeddi ng the water mark data cannot be specified in the noving i mages of

101 enee” aekhpi L et COO b IPSLRL o B e URLeY ok data

therein. Further another exanple o

enbeddi n ter mark in a digital.inmage is disclosed in, for exanple,
JapanesegP\é’\ﬁ%r COBERTY RV PISIN 9f o alr@b@rfa(fkéfvsawemar ta e b agik66, "1 mage
Si gnal Recording Device and Signal Recording Mediunt (hereinafter,
referred t @%Vegrbéf use af @ hishaasy fillerc Whiegembedding Mteewaormenktdatmialthe echni que 7
converts image signals by frequency and enbeds the information having the

frequency gitgnide fraapency poation hterffregueamyaynbasidndf filkieanideatosd meal after
frequency. conversion. By the use of a high pass filter, the original

i mage is takennil ldheh fReimigRtiihGat ddahaLenbeddashdiefei n is taken
out by 12 August 2003 - 13 the use of ‘a |l ow pass filter. However, since the

conventiong%tﬁ%&%{rhg%%qmgg%%ﬁgs the water mark data in the | ower frequency

portion in uency after frequency conversion of the inmage

r rk d can.be easi|
data, the wate Arrr?ee exi%%s%o provide a digital %ta encode system and a water mark data

'inserting method capable of inserting a plurality of watermark data in one original
image data.

Another need exists to provide a digital data encode system and a water mark
data inserting method capable of inserting a plurality of watermark data in one
original image data in a circuit of the same size as that of a conventional digital data
encode system,

SUMMARY

According to a first aspect of the present invention, there is provided a digital
data encode system having a water mark inserting device for inserting water mark
data into digital data signals having a series of field data comprising odd fields and
even fields of a series of image frames, said system including a water mark data
inserting control means for controlling insertion of said water mark by said water
mark inserting device;

wherein said water mark data inserting control means inserts first and second
water mark data different from each other and prepared for every odd field and every
even field into the respective corresponding fields, by use of said water mark data

inserting device.



renoved by use of -a high pass filter. Wen enbedding the water mark data in
the intensive frequency portion after frequency conver sii@rfugust20Q3er
cannot renove the water mark, but whengginserting a plurality of water mark
data, it cannot help deteriorating the image quality. A need exists to

provide a digit alcceding tenaodier sysitmiatesniiveftidi HerdBtpRoviietserti ng
nmet hod capable of inserting a plurality of watermark data in one original

| mage dat agighARdALEnddBedydtith Bhink  yARA'AIR ifbefidt ddlcedae ﬂls&gﬁg%fe%yst em and

a water marKk data 1nserting net capa serting a ralTty of

wat er mar k i.n.qne. .original i e data i Lrcuit of th Size as
that of a %’%ﬁ\%ﬁ’ pﬁﬂﬁ}gﬂg[%ﬁq? 31@%155%’%%%% 03@%%'[& SURRIRTRE 0&&3?}5& ng to a
first aspect, of the present invention, there is provided a digital data

encode syst¥heveaichds of assties olrmage fiagestseiipyalem weludme 5 water mavkdaimt er nar k
data into digital data signals having a series of field data conprising odd
fiel ds andmsesiag chiiedldseans far watrpbing afsertimoge shidameer, msikity sybswveter i ncl udi ng
a water mark data inserting control nmeans for controlling insertion of

sai d wat er magk #sérying dedcy)aitiein SEH kvatd SRirk TG rtdRVdoatol WoRsalividssdnd wat er
mark data inserting control neans inserts first and second water mark data

di fferent Hfgﬁ(ﬁi &ﬂ&ﬁg@%l?ﬁ% a?%e%ﬂ%gﬁgfeieﬁ:é% %Y&gﬁl)é%rgsd%%%}a;ﬁ ofdl eFV\e/\aﬂF Ql even

field into the resp orrespondi ng sai mar k
data insertin evi.ce. 12 August 2003 -14 According.to another. .aspect of
the pres en?va#eﬁ 8[{3?}? ﬂ%tﬁ PrepREsd O%SSPEPﬁwgﬁ’é@%ae diyision 15‘1“9@'3? %Ppgﬁbvﬁd:{ég’?jst em

havi ng a vxgter mark inserting device for_ inserting water mnark data into
digital dafdi?sf hssrwesnopding divisions by, ugs ofiseisl watgemarkdassting fdewicesdd fi el ds

wherein said water mark inserting conirol means comprises:

a field judging means for judging whether the field data under processing is of
an odd field or an even field upon receipt of the digital data signals; and

a water mark data selection output means, storing first and second water mark
data different from each other and prepared for every odd field and every even field,
for supplying the first water mark data to said water mark inserting device when the
judgement result designates the odd field, or supplying the second water mark data to
said water mark data inserting device when the judgement result designates the even
field, depending on the judgement result by said field judging means.

According to another aspect of the present invention, there is provided a
digital data encode system having a water mark inserting device for inserting water
mark data into digital data signals, said system including a water mark data inserting
control means for controlling insertion of said water mark by said water mark
inserting device;

wherein said water mark inserting control means inserts a plurality of different

water mark data prepared for every signal component of the digital data signals



and even fields of a series of inmage frames, said systemincluding a water
mark data inserting control means for controlling insertli2dtiayst ZR3d wat er
mark by said water mark inserting devige, wherein said water nark
inserting control neans divides the digital data signals by a

predet er m paghctRNE Setetantinbdeebiceand! tHE ?ésbéqﬁv@ﬁi%ilﬂ'af A5 Sidhals WRiHRr Mark
data prepared correspondingly to the division into the respective digital

data of th i | Vi S| sat.d . i nserting
dovi o whsrapbRane Qb Rthels; by [T S VaE BB indBRE BB | oe! ' el
j udgi ng nmeans fqr jydgin et her t field data. under processing is of an
odd field or ang@?fgﬁlngitggﬁovgﬁt@ﬁp?%Bzﬁﬁerm{‘ﬁ@elﬁio&E Te 1§ /Fy! dlganal s; and a
water mark data sel ection output neans, storing first and second water mark
dat a di f f efigHgl dataencede byséih Beviag d wates peark insegingalesicy farddsdriieg watend every
even field, for supplying the first water mark data to said water mark
inserting oheik daa whedigithbdaty sidgdabating eserids of ésldohad, esidtshstemdacifidiagd, or
supplying the second water nmark data to said water mark data inserting

devi ce whegwahe ni4Eaga®iertiSdéhtrol8sit Tet ShubliSigaM&Riod b&lath wiePgRdi ng on

the judgenent result by said field judgi ng neans. According to anot her
aspect of Bi:?ai@ Qfa‘?e? Mark fHSERE %v'cg,%ﬁeg‘e&%aﬁrv?ﬁférqﬁgrkqn egfug éo%[ltro‘flﬁ}e%lsenCOde
system havihg a water mark | Serti ng devi ce for Fhsertl ng water "°fark data
into digital data signals, said systemincluding a water nark data

i nserting “CBPHYSl neans for controlling insertion of said water mark by
said water mark jnserting device; wherein said water mark inserting
control neans i dSgrelsompenentandgipe srans f.apen receiphpethedigitel datasignelspar ed
for every signal conponent of the digital data signals 12 August 2003 -15
extract ed jpygmgpylether diandigread compenenn ofthie digital Haa sigaplanidengrodésginigds adat a
signals of the correspondi ng conponents, by use of said water mark data

inserting eiepitees cdmpoindit, WfirsOcANOdifRFends B&tfporht, bPE sfoRd@Blord Nventi on,
there is provided a

difference component; and

a water mark data selection output means, storing three kinds of different
water mark data prepared for every signal component of the said three kinds, for
supplying the water mark data prepared corresponding to the brightness component to
said water mark data inserting device when the judging result designates the
brightness component, supplying the water mark data prepared corresponding to the
first color-difference component to said water mark data inserting device when the
judgement result designates the first color-difference component, or supplying the
water mark data prepared corresponding to the second color-difference component to
said water mark data inserting device when the judgement result designates the
second color-difference component, depending on the judgement result of said signal
component judging means.

According to another aspect of the present invention, there is provided a

digital data encode system having a water mark inserting device for inserting water



digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals havitAugust20®s of
field data, said systemincluding a Bgr mark data inserting control
means for controlling insertion of said water mark by said water mark
inserting gpwt §ts b &IRIaNdRRLEn IR hEFind B 5kd ' t i

§ta i Sila i2n oh mé@sgnés’&gf;e?d i, A S@%E%{Tﬁgpa?lﬁe

conprises: a signal conhponent ] udgi ng” neans updn re

digital da i ] in t her the signal. component. of the .digital
ata of gnat TUERRL Bara b oGP i ruloMBR nRBRE O g Ppef ek

col or -di ff%\r enge conponpent, . or_ a second color difference conponent; and a
wat er mar k PY S8 T &K dRseringsisvicreNhareingais, waigr markdasatipgieontiol gleptser ent
wat er mark data prepared for every signal conponent of the said three

ki nds, forcomppgsying the water mark data prepared corresponding to the
bri ght ness conmponent to said water mark data inserting device when the
judgi ng result deghgnang®neitguddiig Glebmes WWOAPERA LS HRURAL dRE stdalsyat er
mar k data prepared corresponding to the first color-difference conponent

Lo sai d WelingRiiketia e ipagbinBon e} 4R m@&pd&%ﬁﬁ%@gggﬁgéaw or

designates the first colo i Tference conponent,

mar k dat a e orr ondi n ot second col or-di fference conponent
to said m%’dé@%r@gﬁﬁtdég%%ﬁﬁggﬂpﬁﬂé’ %&%qg%C%]%?P?ﬁ@n?udgemnt resul t

desi gnates the second cql or-difference conponent, depending on the

j udgement resul  V@er saark date selsetion QiR Fasans, StRTEEhresdands of digsemi ng t o
anot her aspect of the present invention, there is provided a digital data
encode syswater padk daja praparedrfoneueky sigead coimpgnait of the shighthiesdandsj fog wat er 12
August 2003 -16 mark data into digital data signals having a series of
field dat asupphiin Sestaen makldati prepared vatesporitiiigtotthé fed-cu@idneMoGaidt r ol
means for controlling insertion of said water mark by said water mark

inserting dewt ffrk WL LRERIngIeticWRRh Bl gD 3%l dR8 R AR hekedTBans

component, supplying the water mark data prepared corresponding to the green-
component to said water mark data inserting device when the judgement result
designates the green-component, or supplying the water mark data prepared
corresponding to the blue-component to said water mark data insertiné device when
the judgement result designates the blue-component, depending on the judgement
result of said signal component judging means.

According to another aspect of the present invention, there is provided a
digital data encode system having a water mark inserting device for inserting water
mark data into digital data signals having a series of field data, said system including:

a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts

a plurality of different water mark data prepared correspondingly to the division into



conprises: a signal conponent judglng means for, upon receipt of the
digital data signals, judging whether the si gnal conpondrtAugiust 2003 gi t al
data signal under processing is a redygonmponent, a green-conponent, or a
bl ue- conponent, and a water mark data sel ection output neans, storing three

ki nds of ditfefrespestive dipitalrdaf®dikhéladespsRias 8idisi s AL Mf@dl&%{erﬁf’a@ipone“t of
the said three kinds, for supplying the water data prepared

correspondiﬂggmhgdggﬁ ra%ﬂ conponent to said vvater mark data inserting
devi ce when the ju ging result deS|gnates t he red- conponent suppl ying the

wat er mark data edcrres to.the nent to said

wat er mark ‘dat a® grlaheﬁ%lu g“%% H’%HX{?&‘E)@ E tftaggga I$nat es the
gr een-conponent, or supplying the water mark data prepar ed corresponding
to the bl u@%ﬁ%@n@hﬁrepgaryﬂasmmgeﬂw ehtekned aewved signalsrtg saidwater mirkn  t he

j udgenent result designates the bl ue-conponent, depending on the judgenent

result of éaamssngngalevmerapenehsjectjafd@lenglgrmawaterﬂ@ck)diaiaﬂ@réxﬂ anot her aspect
of the present invention, there is provided a digital data encode system

having a wat er K&é&dir@&@%ﬁdﬁﬁ& a%gydt%ftﬁeqfregeﬁﬁﬁ%ﬂm WRESE prdVdd £at a into
digital data signals having a series of field data, said system i ncl udi ng:

a water 1E1tgla&afa LR38E Eys'ﬂQnEI éQ'wa‘E'é‘% 1 G m%%\?\#] ](r%g fﬁqg%ei d&g?\é/%%gon of said

wat er mark Dy sald water ertln evi ce F mark

or caet er i WEtk 448w ER LG iSS ié’vem%% e

data prepared corr espondl ngly to the divi SI on into 12 August 2003 -17 the
respective di gi ¥ #@t <8 sagk ertadisertingrqoapbmernsdoncontrellingdnssytionsef soid sai d wat er
mark inserting device;, and a spectral resolution nmeans for spectrally
resol vi ng whter miatk bysaid atater siagk alssrtingplovice crledrgih shidevatafmadkdnsuiyd yi ng t he
obt ai ned resolved signals to said water mark
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device;
a spectral resolution means for spectrally resolving the digital data signals
upon receipt thereof and supplying the obtained resolved signals, as a subject of
inserting the water mark data therein, to said water mark data inserting device; and
an inverse-converting means for receiving the processed signals with the water
mark data inserted therein by said water mark inserting device and for inversely
converting the spectrally-resolved data and supplying the obtained inversely-
converted signals as water mark-embedded digital data signals,
According to another aspect of the present invention, there is provided a

digital data encode system having a water mark inserting device for inserting water

mark data into digital data signals having a series of field data, said system including:



data inserting device as a subject of inserting the water nmark data -
therein, According to another aspect of the present mveﬁ%%ﬁ“s'&mae is
provided a digital data encode system having a water mark inserting device
for inserting water mark data into digital data signals having a series of

field data, saigwaishRpk da6insding: cont@ol"iﬁéﬁ% fcsfedohtrg%g 1h§é§t?dntdf'lg1dcont rol
means for controlling insertion of said water sai d wat er

i nser ti ngaﬁﬁé rk W%f%@?ﬁiaﬁc }9@%{?@%%1& aﬂ'fe?%lﬁ sﬂg wa?é% len ?r%s d' vi des

the digit signal s predetermné erence and I nser

plurality of dfferet er dat a prepared cor.respondi ngl tothe

di vi sion i ol Py slﬂgi{hf’\fiéglf?ﬁ 6?@51@@155’3 a(pfre(f P&ﬁ%ﬁ&aﬁ $ENS si ons
by use of said water mark inserting device; a spectral resolution neans
for spect raPhsaliteebifieragt watsr magh detk prrperedsioyasiondinghole thedivisin inker eof and
suppl ying the obtained resolved signals, as a subject of inserting the

wat er mar kthd a¢spedthverdigial data of dieccontmmdingrdividishaby nsesftsaiipwakeimatk and an

i nverse-converting nmeans for receiving the processed signals with the water
mark data inBgBhg 8evitdierein by said water mark inserting device and for
inversely converting the spectrally-resolved data and supplying the

obt ai ned i nvers 0 d| ital data
si gnal s. Accord;? lrilﬁgécg[ef(;e %ﬁgl% %‘g’?s@%%g‘%?ﬁ O%?P %Qa%gleggﬁfksc?eggg%%qﬁ eis
provi ded dat a encode syst nserting devi ce
for msert‘i"rhgl %éﬁjélhdatﬁﬁ’tgﬁla é‘P%nF%?’@tgﬁ gﬁrﬁbsal ing a series of
field data, said system i ncluding: 12 August 2003 -18 a water mark data

i nserting E@wiorsied sizmals to said wwaker mesrk dafg insesnerdesivess asubiget ofdnssrtingar k by
said water mark inserting device, wherein said water mark inserting

control nﬁhﬂsvamﬁr\madkslaﬁahberdimmmhl data signals by a predeternined reference
and inserts a plurality of different water mark data prepared

correspondi ngl yart @véle didirétesdopineitfahSorth Iﬁeeaﬁ@ﬁﬂ@sdemﬁg fHePréRssedaighall the
correspondi ng divisions by use of said water mark
with the water mark data inserted therein by said water mark data inserting device,
performing the inverse discrete cosine transform thereon and supplying the obtained
inversely-transformed signals as water mark-embedded digital data signals.
According to another aspect of the present invention, there is provided a
digital data encode system having a water mark inserting device for inserting water
mark data into digital data signals having a series of field data, said system including:
a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into

the respective digital data of the corresponding divisions by use of said water mark

inserting device;



inserting device; a discrete cosine transformneans for performng a

di screte cosine transform on the digital data signals up@rﬁ#%@b? t her eof
and supplying the obtained transfornegysignals to said water mark data
inserting device as a subject of inserting the water mark data therein;

and an inverse @Iiap?esafr@ﬁ@sa@tsdmmsqaﬁép%mlg%gbivﬁlg&hé@i@ﬁ&l}/&a&gsi s processed
signals wth the water mark data inserted therern by said water mark data

i nserting ﬂfo\ﬁ' r%ﬁeeipt OtB?r%BPJr@' sﬂg%lvgz{eh% Sﬂé?)@xft%iﬁl%d g&ifsgﬁfrcﬁ éf%gn?féﬁ& Pzﬁd Wa%}%ae gc m t her eon

and supplying t I ne ranstorne al's as Wwa

mar k- enbedded. di gi tal data signal s, According to another aspect of the
present i nVEHISEHIE %’F%a?ﬁsﬂg‘fﬁ}lﬂg@ﬁe ng&l?eg\iv%gmaﬁgcgatzéﬁ;@% system having a
wat er mark inserti ngl. device for inserting water nark data into digital
dat a si gnal s ha¥savgplinggaeans forgpmpiiag thequeesssaskaighatsmitle thei wiabtmarkgdata wat er
mark data inserting control neans for controlling insertion of said water
mar k by saineertedttbereimelivksaidhwetet matk diey insertingkievied to spbly saripded signds;i nserting
control neans divides the digital data signals by a predeterm ned reference

and insertgd a plurality of different water mark data prepared
correspondingly to the division into the respective digital data of the

CorT eePond g Sy lensabe g by B oARIGH, AELEmISERI o= 12

August 2003 -19 a s reso I 'on neans res

digital data signals .upon recei t her.eof ..an uppl yi ng. t he oht ai, ned
resol ved S?OWF"%egﬁlgg%\lF gn‘aé‘lpé’ﬁy]ﬂgh? Obgaé]ﬂeéi 4‘%&@?’?3@“@%%’6’5‘ sigwalhi ect of
inserting the water mark data therein; a sanpling nmeans for sanpling the
processed With #he watgy mark enebeddedtherpitk data inserted therein by said water

mark data inserting device to supply sanpl ed signals; and an i mge
conpr essi on neafAscdrding ¢o avehdri aspect bfths pogskrtdnesngion) thederis providedear

digital data encode system having a water mark inserting device for inserting water
mark data into digital data signals corﬁprising a series of image frames, said system
including:

a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device;

an encoding means for encoding the digital signals with the water mark data
inserted therein by use of said water mark inserting device;

an encode controlling means for controlling said encoding means so as to
perform encoding processing in a plurality of kinds of picture types corresponding to
the encoding methods;

wherein said water mark inserting control means includes:



conpressed signals and supplying the obtained digital data conpressi on data
signals wth the water mark enbedded t herein. According1gﬁmﬁﬁﬁkﬂ¥p aspect
of the present invention, there is prpy'ged a digital data encode system
having a water mark inserting device for inserting water mark data into

digital data sigaglmae08Rs kdHAY a8k Sorif raiglﬁﬁ’gl?tyforf ABSentSAIte: MRt em

I ncluding: a water mark data inhserting con nmeans for controlling

cara v or S PRPRsd Pt Bipg B s o R B 4 Bt Sl e

by a predeterm ned reference apd inserts, a plurality of different water
mar k dat a W@ﬁéﬂgéa’@cﬁ@ PHigeyeags;ia8d di vision into the respective
digital data of the correspondi ng divisions by use of said water nark

i nserting devi céwaten nenk defh sejestmmmitiiub meang fodi depending di ghe pittusd ypal s with
the water mark data inserted therein by use of said water mark inserting
devi ce; andeidudds saiidncodd congrolttRnBedne) seiotihg Blelcofrgsppadihgendadnmg neans so
as'to performencoding processing in a plurality of kinds of picture types

cor r espondidig fibfh sald'waRPERAH Ada %ﬁﬁ%ﬁﬁhné"é}ﬁrsﬁt;%lﬁ%&d’%pmﬂ‘g whEE Ui ng

control neans includes: 12 August 2003 -20 wa rk data storing neans

for storin ' I4f er mark data prepared
correspond?lﬁlgﬁ(galt%é)aggi&p%ﬁtr‘g{afn%l{/&g%rﬁ%égéfaﬁ%eé types for use in said encoding

means and said encode controlling %gs; and a wat et%l mar k da(iea sel ection
out put means f of*cCUEHELY Hrseach opthe Prsent Gt APTEdy PIRYIEYid] encode
control | i ng_ means,, sel ecting the corresponding water mark data fromsaid
wat er nar kdigialadata encodeysysteambavangia wiafep medn insetding device Eyposetimgywalst er  mar k
data to said water mark inserting device.

mark data into digital data signals comprising a series of image frames, said system

including:

a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device;

a spectral resolution means for dividing the image of the digital data signals
into blocks of a predetermined size, spectrally resolving the corresponding digital data
signals in every block, and supplying the obtained resolved signals to said water mark
data inserting device as a subject of inserting the water mark data therein;

an encoding means for encoding the digital signals with the water mark data
inserted therein by use of said water mark inserting device;

an encode controlling means for controlling said encoding means so as to

perform encoding processing in a plurality of kinds of picture types;



Accordi ng to anot her aspect of the present invention, there is Pr ovi ded a
digital data encode system having a water mark inserting Teaiiat 4993
inserting water nark data into digitah;data signals conprising a series of
i mage franes, said system including: a water mark data inserting control

neans for contr aihkieRfsdidf@tet hdtk Rerfial donthRn®lantBlckuddy: sai d water mark
inserting device, wherein said water nmark inserting control neans divides

bl al Dty of i el Sk o iR RARE B Mopd S 6N B0 VAR bk 0
division into the respective digital .data.of the correspondi ng di Vi sions
b;/vuse of S3p Br%ﬁegrcoﬁ‘g?%ndi“ﬁb’eﬁot g{@raggwfgaégtur& tupRsIPY wge llgé Ieﬁg‘i’@ﬁg nmeans

for dividing the image of the digital data signals into blocks of a

pr edet er mi WeanssAndesaidsgneeds eqntrpllingsotamsrapdt he corresponding digital data
signals in every block, and supplying the obtained resolved signals to said
water mark dat awatesemdrk dgtadeléctivh @spit iseshy &t dglending ebtthagictupetypat er nmark
data therein; an encoding nmeans for encoding the digital signals with the

wat er  mar Kqghaded by SasBédc8e ERRFoBlidl M¥ardS1ting a}edqomgﬁdndﬂpgr»ba&m%m i ng

device; an encode controlling nmeans for controlling ‘'sal d™encodi ng nmeans so
as to per i i I |0 of .kinds of..picture
Cypes: 12 Jntior SBhyats Mk §2 ySRnl T b Boblng iSRG B PR ° reans
i ncl udes: Watliee‘i gg):k.gata stqring .negns for storing a plurality of
di fferent WaHkHata R sid yaELM3FeinsTTEaS 86V iFE @pdndi ngly to a pluraiity of
picture types for use in said encoding mneans and said encode controlling
neans; and a wavbereipsad watenmasl mserting deviepincludesins for, dependi ng.on the
picture type decided by said encode controlling neans, selecting the
cor respondi ng wapartiahewckagedatcalatardor eddudativgtthe avaaade afdbaalsbhite ngueeans and
suppl yi ng sai d correspondi ng wat er
of three points around each element in the resolved signals supplied from said spectral
resolution means, as a partial average;
a first multiplier for multiplying the water mark data supplied from said water
mark data inserting control means by the output data of said partial average calculator
in every element;
a second multiplier for multiplying each element of the output data of said first
multiplier by a predetermined constant; and

an adder for adding the output data of said second multiplier and the resolved

signals supplied from said spectral resolution means in every element,



mark data to said water mark inserting device; and wherein said water mark
i nserting device includes: a partial average cal cul ator fli@rAugsst0s i ng t he
average of the absolute values of three peants around each elenment in the
resol ved signals supplied fromsaid spectral resolution nmeans, as a
partial average; a first nmultiplier for nultiplying the water mark data
supplied fromsaid water nmark data inserting control neans by the output
data of said partial average calculator in every elenment; a second
multiplier for multiplying each el enent of the output data of said first
multiplier by a predeterm ned constant; and an adder for adding the output

data of said second nultiplidrcantddihe tesgh\éqqllersiagrbaécst ?;p%i ed fromsaid
spectral resol ution geans in_eyerg el enent. 12 August 2003 - fa Accordi ng
to another asptBYeRFiPRe ajAightrdndabadegrede apshemnhadéngyat @atéavi ng a

water mark data kn%eétinﬁ unit including a water mark data inserting
control neans TOr"i¥RERt1RgehkLRy Watk 4Behudingoadvgtenl mankadatgnal s

havi ng a seriefn$ rEield da%a Bg control of a water mark data insertjng
device and a Wt er “ha? KCARRECYPeRR? nforiniRsertingi vigter waask datk data

et % IRt OLa AL et A SEAEL TRt Spo AP end
consi st ng of ¥ Sy eoL ot ERASLIER GRLEVL e ind davice neediang unit
further ‘water mark data detecting unit including a water mark
data detecting means for detecting the water mark data
from the digital data signals with the water mark data
added thereto by the water mark data inserting unit,
the digital data signals being of a digital
da;a signal consisting of a series of image frames;
_the water mark data inserting unit further
comprising |
an encoding means for encoding the digital
data signals with the water mark data inserted therein
by use of the water mark data inserting device, and
an encode controlling means for controlling
the.encoding means so to perform encoding processing in
a plurality of kinds of picture types corresponding to
the encoding methpds;
the water mark data inserting control means
comprising
first water mark data storing means for

storing a plurality of different water mark data

prepared correspondingly to a plurality of picture types



conprising an encodi ng neans for encoding the digital data signals with
the water mark data inserted therein by use of the water W02

i nserting device, and an encode controlling neans for controlling the
encodi ng neans so to perform encoding proggssing in a plurality of kinds
of picture types corresponding to the encodi ng nethods; the water mark
data inserting control neans conprising first water mark data storing neans
for storing a plurality of different water mark data prepared

correspondi nglfyprt ese plnindld tehfd Bid tndfhd AUgU 2003, 22_for use
in the encoding neans and the encodéfcontrol |néﬁ%ﬁeans?é%nﬁogtﬁﬁ%%+nﬁark
data sel ecti ofe@asputanmieans for, depending on the picture type deci ded by

the encode <controlling neans, selecting the corresponding water mark data

fromthe first water mar& datarsmarkngaﬂaagéleéﬂﬂoﬁuBQE¥5Q9ﬂé%n%o o@e wat er
mar k dat a insgrting_device, the water mark detecting unit conprising‘a
decodi ng nmeanSePERCdEG0aNN Fhehpiditgirealt ygat decdidgrplsy eodathdye t he
encodi ng nmeans_of tge_mater mark data inserting device, and a display
control i ng nE@R5TPr1BEnMEANSI-ngelecting the corresponding water

mark data from the first water mark data storing means
and supplying it to the water mark data inserting device,
the water mark detecting unit comprising

& decoding means for decoding the digital data
signals encoded by the encoding means of the water mark’
data inserting device, and

a display controlling means for controiling
display depending on the data decoded by the decoding
means according to the content of the water mark data
inserted in the digital data signals or according to its
presence;

the water mark data detecting means comprising

& water mark data extracting device for
extracting candidate data, that is a candidate of the
water mark data, from the data decoded by the decoding
means,

a second water mark data storing means for
storing the same water mark data as the plurality of
water mark data stored in the first water mark data
storing means of the water mark data inserting control
means in the water mark data inserting device,

& water mark data selection output means for



[ ' nding on the data decoded by the decoding nmeans according to
'(tjlthicg%t gﬁltoeo? tge water mark data inserted in the digi t1@IA‘€£&F52Qq3gnQI§ or
according to its presence; the water nark data detecting neans COﬁpLIfIDg
a water mark data extracting device for exiracting candi date data, t ad_ls
a candi date of the water mark data, fromthe data decoded by the decoding
nmeans, a second water nark data storing means for storing the sane water
mark data as the plurality of water nmark data stored in the first water

' f . JAr ta inserting_control neans in
The vater mre ara Rearti g evpen 8, ApbBt tnp RRGAEEAZEFEm: 1B output

nmeans for 12 shewmsd é&%%%:%ﬁaﬁﬁl@5&5ngtgg§%g0&égﬁgogggggd%%ée%ﬂg%bk dat a

fromthe second water nmark data storin ans accor g Fcture

e g s i L
j udgi ng nean.Hnwthﬁﬂdequﬁn@wﬁﬁwéégmﬁ@@tM@eﬂhéh&e@é&ﬂhgaﬁéaﬂééé?ﬁxgLacffgd
by the water mark data extracting device and the water™ mar ata supp
by the water S tiaa isel eutd on out put neans, judging the statistica
simlarity thereof, a statistical similarity judging mean for
making a comparison between the candidate data extracted
by the water mark data extracting device and the water
mark data supplied by the water mark data selection
output means, judging the statistical similarity thereof,
and notifying the display controlling means of the
judgement result. |
In the preferred construttion, the water mark
data inserting unit further comprises a spectrally-
resolving means for dividing the image of the digital
data signals into blocks of a predetermined size,
spectrally resolving the corresponding digital data
signals in every block, and supplying the obtained
resolved signals to the water mark data inserting device
as a subject of inserting the water mark data therein;
the water mark data inserting device comprises
>é partial average calculator for calculating the average
of the absolute values of three points around each
element in the resolved signals supplied from the
spectrally-resolving means, as a partial average, a

first multiplier for multiplying the water mark data

supplied from the water mark data inserting control



nd notifying the display controlling neans of the judgement result. In
?hg pr ef e?/r'eg construBt i on, the water rra_rg data inserting Muﬁﬁ%ﬁ]her
conprises a spectrally- resolving neans f f di viding the imge of tIF
digital data signals into blocks of a predeterm ned size, spectra dy
resolving the corresponding digital data signals in every block, and
supplying the obtained resolved signals to the water mark QaFa I nserting
device as a subject of inserting the water mark data therein; the water

[ j ' X for
ta i nsdh® Rievkhe @wbprt ststa opahe gamnvinhgevesigal at or
gg[gu?gting t - of the absolute values of three points around each

he average ' _
el ement in thecqﬁ%‘aﬂfé%r sHYyrRYErS pkanent 1 roraedend spekt il igx resel vi ng
nmeans, as a partj.al average a first nmultiplier for nultiplying the mgter
st 20 su@ﬂ'ﬂ?ﬂpﬁ#%’cplrﬁ’d}ﬁ tw%??ﬁf?i@p;rt [ alt mﬁ;‘f Ot(t:lj'j cﬁﬁ?%r in
Qeglrjflt elzgggnt a s@é&%e&erﬁ?ﬁjtéjéqeéfeq%miqﬁﬂ ﬂ%%ﬁ%;eaﬁgtﬂ eﬂrermchfenff%iwe

; ' i pli ' tan and an
out put data of ISt | tiplier b predet erm ned cons , |
adder for ad(ﬂén%ﬁiet h_(s)eutoﬁjrgjp%atéftrﬁ Q%téfhfﬂ?f??’:gﬁﬁlﬁgﬁéﬁfr?mnilﬁ oy
resol ved sign URRY i r She - ¢ [
el ement, the \E/\i:I/a&tQﬁeo:EL mar kB%%a aéloégxs{qpi’gﬁ F&h &bdeysnantrally-resolving

means in every element,

~the water mark data extracting device of the

water mark data detecting means comprises a partial

average calculator for calculating.the average of fhe

absoclute values of three points around the block data

.decoded by the decoding means as a partial average, and

a divider for dividing the block data decoded by the

decoding means by the output data of the partial average

calculator.

According to another aspect of the invention,
a water mark data inserting method, for inserting wa£er
mark data in digital data signals having a series of
field data by use of a water mark data inserting device,
comprising

a step of, after dividing the digital data
sgignals by a predetermined reference, inserting a
plurality of different water mark data prepared
correspondingly to the diyision into the respective-
digital data of the corresponding divisions, by use. of

the water mark data inserting device.

In the preferred construction, the digital



wat er mark data detecting neans conprises a partial average cal cul ator for
cal cul ating the average of the absolute values of three Bohygust dqund t he
bl ock data .decoded by the decoding neans as a partial average, and a
divider for dividing the block data decod?g by the decoding neans by the
out put data of the partial average «calculator. According to another aspect
of the invention, a water mark data inserting nethod. for inserting water
mark data in digital data signals having a series of field data by use of

a water mark gdata K&k s eviLce, 1. [ Sj a.ste f, after dividing

the digital dat aa ?.ﬁgﬁ‘%‘% %i%a%ﬁgd&légma&eéa;% esrléﬂb% q'Ie’n"s’lati‘ﬁ'liahg a

plural ity of defiescnt wabet WAtk UahAjRnanay et of raspondingly Lo the
si ons,

division into the respective digital data the correspon

by use of theimhferofbbksdatiasi B¥elilad@ ¢e¥fe@, | N the preferred
construction, the digital 12 August 2003 25 data signals are of a digital

data signal having a sefueshéef ¢ompeidahg €RESE8EH8IoeL odd fields and
even fields of a series of image frames, further conprising the steps of:

a step of storing first amtepoehdsvettignBikstdah@ gbbbgyenhtbropagach
other and prﬁggégddigéegggLyfrom each
ach other and prepared for every
odd field and every even field,

a step of judging whether the digital data
signal is of the odd field or the even field one after
another,

a step of selecting one of the first and
second water mark data as the water mark data to be
inserted in the digital data signals, according to the
judgement result in the field judging step,

a step of spectrally resolving the digital
data signals, and

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark

| data therein, obtained as a result of the spectrum
resolution in the spectrally resolving step, inserting
.the first water mark data into the frequency analyzed
data of the odd field or inserting the second water mark
data into the frequency analyzed data of the even filed,
according to the selection result in the water mark data
selecting step.

In the preferred construction, the water mark

data inserting method further comprises a step of



field and every even field, a step of judging whether the digital data
g?gnal Is of the oéd field or the even field one after aRdtyseet 3step of
sel ecting one of the first and second water mark data as the water mark
data to be inserted in the digital data sj.gnals, according to the
judgenment result in the field judging step, a step of spectrally resolving
the digital data signals, and a step of, with respect to the frequency
anal yzed data, as a subject of inserting the water nmark data therein,

| ¢ tionin the sp traIIy
obtained as astesylly Qhr%ﬂﬁﬁﬁﬂﬁ§§ ?5_?%{%

resol ving step, inséerting rst ma nark frequency

anal yzed dat apeleplatedodd ! ickled-Plhy i &égg’é§m?5§?ﬁ@d F@}&{ ggik dat a

into the frequency anal yzed data of e even according to the

sel ection resdif fletrehie w&h@bd@ﬁﬂ%fkﬁdiséﬁﬂﬁaﬂddmbfﬂaﬁk$]fbﬁgg preferred
construction, the water mark data inserting nethod furt conprises a

step of 12 Augospodedl 26 sher isigrdlr ewnfdimn taf dkf{@gemi Yeiergdps k data

t color- difference conponent,
Bnd second- copBGRALE choncep camHumksing é&&;ﬁwbm Pl hbe
digital data digital data signals one after another, a step of
selecting one of the above three kinds of water mark
data as the water mark data to be inserted in the
digital signal data, according to the judgement result
in the signal component judging step, a step of
spectrally resolving the digital data signals, and a
step of, with respeet to the frequency analyzed data, as
a subject of inserting the water mark data therein,
obtained as a result of the spectrum resolution in the
spectrally resolving step, inserting the water mark data
prepared correspondingly to the brightness component
into the data of the brightness component, inserting the
water mark data prepared correspondingly to the first
color-difference component into the data of the first
color-difference component, or inserting the water mark
data prepared correspondingly to the second color-
“difference component into the data of the second color-
difference component, according to the selection result
in the water mark data selecting step.
In the preferred construction, the water mark

data inserting method further comprises a step of

storing three kinds of different water mark data



signals, a step of judging the signal conponents of the digital data
signals one after another, a step of selecting one of tH&AUSE§2A08r ee

ki nds of water mark data as the water mark data to be inserted in the
digital signal data, according to the judgenent result in the signal
conponent judging step, a step of spectrally resolving the digital data
signals, and a step of, with respect to the frequency analyzed data, as a
subj ect of inserting the water mark data therein, obtained as a result of

the spectrum pesghtbl0RsLN Cc soIV|n ste ertln t he
wat er mar k da?a ppreparg}é gg?? %%ﬁd%%gkbxfé%fhgrgr i %8& t into

the data of tbEu@¢¢©ﬁb6ﬁéﬁtCQHp9H8n%1gh8§eEB EQP%H%S WQt%he”%Tgf¥§

prepared correspondingly to the first™ col or- erence compon imto the

data of the fdatd stehelsi &f seepcercouRENRRt ther sk ﬁﬁ'it bBEpLAG AL &y mark
data prepared correspondingly to the second col or- erenE% conponent

into the dat atlot diguteboddtaoh@gnadgfBﬁéea§EeEOHﬁgﬁﬁBE aceeegi g to the
selection result in the water mark data selecting step. In the preferred
constructi on,sekrctineronaraf theaaboser thngenkihad berheercpapki ses a
step of storing three kinds of different water mark data 12 August 2003 27
prepared for et 29 cehe drpbeenmarkr dehacbopbaehhseatdd bhueheonponent in
t he signal copponents of the digital
igital signal data, according to the judgement result

in the signal component judging step, a step of

spectrally resolving the digital data signals, and a

step of, with respect to the frequency analyzed data, as

a subject of inserting the water mark data, obtained as

a result of the spectrum resolution in the spectfally

regolving step, inserting the water mark data prepared

correspondingly to the red-component into the data of

the red-component, inserting the water mark data

prepared correspondingly to the green-component into the

data of the green-component, or inserting the water mark

data prepared correspondingly to the blue-component into

the data of the blue-component, according to the

selection result in the water mark data selecting step.

| In another preferred construction, the water

mark data inserting method further comprises a step of

storing a plurality of different water mark data

prepared for every plurality of picture types

corresponding to the encoding methods in encoding the

digital data signals, a step of judging the signal

components of the digital data signals one after another,



data signals, a step of judging the signal conponents of the digital data
signal s one after another, a step of sel ez%ti ng one of tH@ AHsweedd3r ee

ki nds of water mark data as the water nark data to be inserted in the
digital signal data, according to the judgenent result in the signal
conponent judging step, a step of spectrally resolving the digital data .
signals, and a step of, with respect to the frequency analyzed data, as a
subj ect of inserting the water mark data, obtained as a result of the
spectrum resol &t $6eP| Lt helepbingabhy of ekbévahgvet ehrebnkenibngst he wat er
mark data prepared correspondingly to the red-conponent into the data of
t he red- conponé&ter| Raektdata heswhbherwahek wark dptepacedechnsespeddi ngly
to the green-cpnponent into the data of the green-conponent, or inserting
the water mar kighRe @igphatdsigrabspabai ngegordingetol thecyugemanti nt o
the data of the blue-conponent, according to the selection result in the
wat er mar k dat%@%%f%c%?n beighonah eemporentr didgied ebepiracstep, ofhe

water mark data igseiiing HE%QOd furthe gonfrises a ,step of storing a
plurality of dT¥FEredt Nat®POLEIRY gbhe dhgibat cdatarsigpralspl andl aty. of
picture types gcorr to the encodi ng nethods in encoding the

digital data sig I§fpgﬂg%€gr%?p?ﬁBgF%gt?ﬁegg?%ﬁ%?cyc%ﬂﬁ%ﬁéﬂ@sdétath@ﬂ

digital data sionghse0PCof’iflePPON he whber RatW 95t a 2003 0in,
obtained as a result of the spectrum resolution in the
spectrally resolving step, inserting the water mark data
prepared correspondingly to the picture type, according’
to the selection result in the water mark data selecting
step.

According to another aspect of the invention,
a computer readable memory for storing a control program
for controlling a digital data encode system having a
water mark data insertiné control means for inserting
‘water mérk data into digital data signals having a
series of field data by use of a water mark data
inserting device, the control program including the steps of:
after dividing the digital data

signals by a predetermined reference, inserting a
plurality of different water ﬁark data prepared
correspondingly to the division into the regpective
digital data of thercorresponding division, by use of

the water mark data inserting device;



a step of selecting one of the above three kinds of water mark data, as
the water mark data to be inserted in the digital signall2dgst 2¥8or di ng
to the judgenent result in the signalyganponent judging step, a step of
spectrally resolving the digital data signals, and a step of, with respect

to the, frequengigriansty aedsatah@wates nmiarls dith differeit fions e4dhi dikertan@ wat er nmark
data therein, obtained as a result of the spectrumresolution in the

spectral | y}){]eg&%h\f&me &R 118964 LYY el derdALGiih Fgé]gé%t X g éili%fa?ﬁﬁﬁed

correspond 'y to the picture type;, according to t ctiron result in
t he wat er r at.a sel ect]i ep. Accor di 0 ot h spect .of the

i nventi on, %ﬁﬁg%% %Fel?eégggl%}de&ﬁ%wvsﬂ%ockﬂg?li&%ﬂla‘i@lev&ﬁﬁe}%IJ%BFSB?Sam for
controlling . a digital data encode systemhaving a water mark data

i nserting EEWAZEIaeENS f or inserting water nmark data into digital data
signals having a series of field data by use of a water mark data

i nserting devi cpidgingevivather th digitdglatasi gnat [sudfithgoddield e fis aven fiafd @re
dividing the digital data signals by a predeterm ned reference, inserting

a plurali afferehothef;f erent water nmark data prepared correspondingly to the
division into the respective digital data of the correspondi ng division,

by use of the yal&hTRE S8R Hst ML AGMhSER date? ad Y WkteraHR datat82

be inserted in the digital signal data, according to the judgement result in said field
judging step;

spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectrally
resolving step, inserting the first water mark data into the frequency analyzed data of
the odd field or inserting the second water mark data into the frequency analyzed data
of the even field, according to the selection result in said water mark data selecting
step.

According to another aspect of the present invention, there is provided a
computer readable memory for storing a control program for controlling a digital data
encode system having a water mark inserting control means for inserting water mark
data into digital data signals having a series of field data for use by a water mark
inserting device, said control program including the steps of:

after dividing the digital data signals by a predetermined reference, inserting a
plurality of different water mark data prepared correspondingly to the division into the
respective digital data of the correéponding division, by use of said water mark data

inserting device;



storing first and second water mark data different from each other and
prepared for every odd field and every even field, wth ri@spugst 23 he
digital data signals having a series field data conprising odd fields
and even fields of a series of inmage franes; judgi ng whether the digital

data signal is @brihf8yOdEinéd 6 dfielent ReteFHER ‘?&?kﬁg%a fo@fe@é’rgg?i RinB&"

sel ecting one of the first and second water ata, as t ter mark

data to be_inser in the.digital signal data , accorging to the judgenent
osul t i n capipiEnk B Pt Riedmedpgl nd B QiFoh Ak Smiiiebd et o
signals; and wth respect to_the frequency anal yzed data as a subject of

i nserting %rh@eSkgéﬁléoﬁﬁﬁol%elﬂﬁt)ﬁthé@i%ahgﬁaé’gﬂélsir esult of the spectrum
resolution in the spectrally resolving step, inserting the first water

mar k data into judgingrbesiena rompehsgiteds thatligitof daty kignaddné afé¢rdnothei;nserti ng
the second water mark data into the frequency anal yzed data of the even

field, accordinglédingvae seihechidahret &idstof wated ah itk WAt &k tHew Kethbik d##d ecti ng
step. According to another aspect of the present invention, there is

i ded - : ALY | f
provi ded ag, E&H&E&eﬁg? ﬁ%gdg%?ilé Cor@a"téf af:é?frdli%% {2 utgge%%’& FRbie BL% am Tor

controlling a diglit de system havin water mark 1 nserting
control neans..f ar ionsngn‘%i' ng syv{g}at_er mark data into digital data signals
havi ng a s%lﬁugé; BPORFEY FBor use by a water mark inserting device,
said control programincluding the steps of. after dividing the digital
data signal s bysEechplborslvingibedisdpldabhignals;s@drting a plurality of
different water mark data prepared correspondingly to the division into the
respective di gi with rekpeet tothe fiequency awyond dalg adiavilgjecrnf iwertingsthef sai d wat er
mark data inserting device; 12 August 2003 - 28b

watermark data obtained as a result of the spectrum resolution in the spectrally

resolving step, inserting the water mark data prepared corresponding to the brightness

component into the data of the brightness component, inserting the water mark data

prepared corresponding to the first color-difference component into the data of the

first color-difference component, or inserting the water mark data prepared

corresponding to the second color-difference component into the data of the second

color-difference component, according to the selection result in said water mark data

selecting step.

According to another aspect of the present invention, there is provided a

computer readable memory for storing a control program for controlling a digital data

encode system having a water mark inserting control means for inserting water mark

data into digital data signals having a series of field data for use by a water mark

inserting device, said control program including the steps of:

after dividing the digital data signals by a predetermined reference, inserting a



storing three kinds of different water mark data prepared for ever

bri ghtness conponent, first col or-difference conponent, Hriraist col or
di fference conponent in the signal ce2®onents of the digital data signals;
judgi ng the_signal conponents of the digital data_ signals one after

anot her;  $birallyiof gLifment srateraark det nrepased saregronsinghatathe devigion inta thes t he
water mark data to be inserted in the digital signal data, according to
t he j udgeneespestesudigital datsaif the wingm@indagnjivisent by wigifRaidsy e maiketts al |y
resolving the digital data signals; and with respect to the frequency

anal yzed dagsrtag viebj ect of inserting the waternmark data obtained as a
result of the spectrumresolution in the spectrally resolving step,
inserting the I r i to t br i ght ness
conmponent i nt ow?ﬁgﬁlgg?rggg&a%ﬁgggr%?%%?%teeggﬁaé%rﬁr%g%géﬁ? %dltﬁgee?%ynrgﬁ-t he wat er
mar k dat a gr egar d correspondin éllo the first col or-iji fference conponent
into the dEPRPBICIHHECCI§Gugonel g biupremprRat iy st componeRisdf theng t he
wat er nmark data prepared corresponding to the second col or-difference
conmponent iigig! dafe sigatls; of the second col or-difference component,
according to the selection result in said water mark data selecting step.
Accordi ng to angudpig ths pizatl minfonentp vétentigiiab deintsignals onbafter awthprovi ded a
conput er readable nmenory for storing a control programfor controlling a

digital data eggestgonslofMdiaid thdeekil@ SHwdB Hark ¥R dsitHOwaRR ok dagans for
inserting water mark data into digital data signals having a series of

field datay : r-%m[ i j evi I .ol program
i ncl udi ng t‘%gé lsntgir?[;escR )éftﬁea(}‘@{e@ v é?t?fg&? ﬁr[eih%} gitﬁjed;ﬁhé%? %ﬁgésgﬁgﬁg&gy a
predeterm ned reference, .i.nserting a 12 August 2003 - 28c plurality of

di fferent WRPECORPPReRI{PIEng 58 ed correspondingly to the division into the

respective digital data of .the correspondi ng division, by use of said water
mar k dat a spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectrally
resolving step, inserting the water mark data prepared corresponding to the red-
component into the data of the red-component, inserting the water mark data prepared
corresponding to the green-component into the data of the green-component, or
inserting the water mark data prepared corresponding to the blue-component into the

* data of the blue-component, according to the selection result in said water mark data
selecting step.

According to another aspect of the present invention, there is provided a
computer readable memory for storing a control program for controlling a digita] data
encode system having a water mark inserting control means for inserting water mark
data into digital data signals having a series of field data for use by a water mark

inserting device, said control program including the steps of:



inserting device; storing three kinds-of different water mark data prepared
for every red- conponent, green-conponent, and bl ue-corrpd@e”lfﬂguﬁfr?qoﬁe si gnal
conmponents of the digital data signal88djudging the signal conponents of
the digital data signals one after another; selecting one of the said
three kinds of deedividingthgslizitahdate signalstbera preddterduned refesciive, inpgting @d in
the digital signal data, according to the judgenent result in said signal
conponent jphaglitygfsiifpentspaat madk|data mspdrvd ogrdshendingy tathedidtisiosigoaes; and
with respect to the frequency anal yzed data as a subject of inserting the
vat er mar k  gadpaciol @LRA dafSorhd &?fgséoﬁfin%&l@isﬁﬂ?% ﬁé’é??(fr sﬁﬁﬂ’v&ﬂsﬁ A8k dued he
spectrally resolving step, inserting the water” mar ata prepare
correspondiiﬁ&rﬁ\%&e@%er ed- conponent into the data of the red-conponent,
inserting the er nark data prepared corresponding to the green-conponent
into the data of the gree?-co fnent, or inserting the water mark data
prepared corr es FERESAPIGIEHYE [g fereniowatsomark dathpispand forpyery Ripraliheof

bl ue- conponent, according to the selection result in said water mark data
sel ecti ng idpe taascotespgndmgdn teraacoding swthads in Breodingsbadigitaldatd | on, t here
is provided a conputer readable nmenory for storing a control programfor
control li ngigmaldt gital data encode system having a water mark inserting
control neans for inserting water nmark data into digital data signals

having a seri es j@doifd Bledidal SrhitnekS of e Ravalss j ' devi ce,
said control prg)grgéﬁrgi ncll%%i ng ﬁ\lg st eps 0%1. 12 ai\lijﬁgfaig,todze%gt%f_ T after

di vidi ng the digpt.alk ] . rmned reference,,. inserting a
plurality of di %Fltg?ﬂénr%m\%\g?gés%ﬁgél ggéatteg “E{rrgggtﬁagﬁwé% %Srs 8‘%0‘?3%‘%?"% o the
glywu::aogf ! Sﬁﬁ%gte%@%%ﬁ'i% giéﬁgg{a%écglrdigg %oathggudtggrenegtor%sr;ueits nosglddl s?gna?l viston,

component judging step;

spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectraily
resolving step, inserting the water mark data prepared corresponding to the picture
type, according to the selection rest_llt in said water mark data selecting step.

Other features and advantages of the present invention will become clear from

the detailed



inserting device; storing a plurality of different water nmark data prepared
for every plurality of picture types corresponding to tHAugmstR¥S et hods
in encoding the digital data signals; judging the signal conponents of the
digital data signals one after another; s ecting the correspondi ng water
mark data as the water mark data to be inserted in the digital signal
data, according to the judgenent result in said signal conponent judging
step; spectrally resolving the digital data signals; and with respect to
the frequency SR&FY3BE18A: g1¥gna heusbedowof inserting the watermark data
obtained as a result of the spectrumresolution in the spectrally
resolving step, inserting the water mark data prepared corresponding to the
picture type, according tgQ_the selectlon result in sald wat er mark data
sel ecting step. Cther featBrReSEaRE: 2L QN eOF o THERE N&St i nvention will
becone clear from the d alled 12 Aﬁ%hét 2003 29 descrlptlon iven
her ebel ow. BRI EF DESCRI P YA NS HeL REHAAVEHEOSIMAEE be
under st ood nor I r t ai.l ed desc tlon iven herebeIOM/and
SN0 R A Hgt? ? §%8F£%P%a8 he 8B BAF B 1oy and

fromthe acconpanyl ng draw ngs o

invention, whighemhoMEVEEeo K be limtative to the
T

invention, but are for exp ers nBEEAFYTeEn t he
drawi ngs: Fi 0.erbd&idelt 06K Qhégiﬁﬂé599$hpgwﬁlch, however, should not

be taken to be limitative to the invention, but are for
explanation and understanding only,

In the drawings:

Fig. 1 is a block diagram showing a
constitution of a digital déta encode system according
to a first embodiment of thé present invention.

Fig. 2 is a flow chart showing an opération of
the first embodiment.

Fig. 3 is a block diagram showing a
constitution of a digital data encode system according
to a second embodiment of the present invention.

Fig. 4 is a flow chart showing an operation of
the second embodiment.

Fig. 5 is a block diagram showing a-
constitution of'a digital data encode system according
to a third embodiment of the present invention.

Fig. 6 is a flow chart showing an operation of
the third embodiment.

Fig. 7 is a block diagram showing a

constitution of a digital data encode system according



constitution of a digital data encode system according t%ta first

enbodi nent of the present invention. Fig. 2 is a fl ow chdPtA4Hs (HG an
operation of the first enbodinent. Fig. 3 is a bl ock diagram showi ng a
constitution of a digital data encode systéfh according to a second
enbodi nent of the present invention. Fig. 4 is a flow chart show ng an
operation of the second enbodinent. Fig. 5 is a block diagram show ng a.
constitution o{ a d%gital dat a encode system according to a third

embodi ment of tHe®pte8Ehk embediment pifgthe ipxremerdtovmparticshow ng an
operation of the third %ybodinent. Fig. 7 is a block diagramshow ng a
constitution of a digital™fht £ ekt R E9ak edtiagrandshgwigAagust 2003 30 to
a fourth enbodi . of  the esent invention. Fig. 8 is a block diagram
showi ng a cong?gﬁu %g%t%?nagﬁiﬁigéﬂlﬁéﬂadéﬁéoééc§ﬁ§t@m&&ammaﬁQQ;dﬁngea

fifth embodi mgnt of¢ P t inyention. Fig. 9 is a flow chart show ng
an operation of the£$$?péﬁéﬁgﬁa? n?% gg&.Pfgsﬁ§talBWG@¢Lmﬂagran1shomﬁng a
constitution of a detectigg deyigce foglgtgtc%éfggsﬁg‘ginmégr mar ktf romthe
data having the water mark i nserte g operation of

the fifth embodiment.

Fig. 10 is a block diag:am showing a
constitution of a detecting device for detécting the
water mark from the data having the water mark inserted
therein according to the fifth embodiment.

Fig. 11 is a flow chart showing an operation
of the detecfing device of Fig. 10.

Fig. 12 is a block diagram showing a
constitutional example of the conventional digital
encode system.

Fig. 13 is a block diagram showing another

constitutional example of the conventional digital data

encode system.

DESCRIPTION QOF THE PREFERRED EMBODIMENT

The preferred embodiment of the present
invention will be discussed hereinafter in detail with
reference to the accompanying drawings. In the following
description, numerous specific details are set forth in
order ?o provide a thorough understanding of the present
invention. It will be obvious, however, to those skilled

in the art that the present invention may be practiced



therein according to the fifth' enbodinment. Fig. 11 is a flow chart show ng

an operation

of the detecting device of Fig. 10. Fig. da8mgustaGi8nal

encode system Fig. constitutional encode system 12 is a block diagram
showing a exanple of the conventional didgi'tal 13 is a bl ock di agram
showi ng another exanple of the conventional digital data DES 'RIP PION OF

THE PREFERRED EMBODI MENT The preferred enbodi nent of the present
qﬂ}hereinafter in detail with reference to the acconpanying
t%il Bt TRGRE SReSH e i detahleer dus afpeey finstenee ) swal B—set

will be discu
drawi ngs. In
forth in ord
i nvention. It
t he present i

e e practjiced 12 August 2003 31 without these
speci fic det airﬁl S. C:énygo%r |Ehés)lf%%cfef}ev%’f‘?s-erkﬁob\ﬁﬁv%‘ﬁh‘éﬂur es are not shown

in detail in
a bl ock diagr

e

ovide a thor under st andi ng of the present

i nvention

h
q{vﬂ Bsrét%‘b?ﬁ‘b’ﬁ%? %é)\;'g‘é?,s*i?i“ﬂ hbledgkpiledin ppdeketart that

e oo g B7°959LY oPRIEUE UG AL SRy o o PO
constitution of a digital data encode system according
to a first embodiment of the present invention. With
reference to Fig. 1, the encode system of the embodiment
comprises a DCT (discrete coéine transform) unit 110, a
field judging unit 120, a water mark data selection

output unit 130, a water mark data inserting device 140,

and an inverse DCT (inverse discrete cosine transform)

‘unit 150. Fig. 1 shows only the characteristic

rcomponents of the embodiment, while the description of

other generai components is not shown there.

Each component may be realized by an
information processor and a storage controlled by a
computér program (hereinafter, referred to as a control
program} in a personal computer, a work station or the
other computer system. The information processor

includes an internal memory for storing data, a signal

input port, and a signal output port, and executes

processing accofding to the control program. Any sigral
input port will do as far as it can receive original
image data or its corresponding data, and any signal
output port will do as far as it can supply the water
mark-embedded image data, water mark-embedded MPEG

stream, or its corresponding data. The control program

1is



constitution of a digital data encode systemaccording to a first

enbodi nent of the present invention. Wth reference to H2gfiugust2498 encode
system of the enbodi ment conprises a DCT (discrete cosine transforn) unit
110, a field judging unit 120, a water ng k data selection output unit
130, a water mark data inserting device , and an inverse DCT (inverse
di screte cosine transform unit 150. Fig. 1 shows only the characteristic
conponents of the enbodi ment, while the description of other general
conponents is not shown there. Each conponent may be realized by an

i nformation proReR8oPTaNddgdse5PEEE doner BROaGtEY slisdonputer program
(hereinafter, red to as a control rogram .in a personal-conputer, a
work station %%ﬁiﬁén§8F%8F @8W85Ver°§y§F5ﬁF PhETimCoMedivdh fodes
~includes an i | . y.for storing data, a sigpal, input port, and a
si gnal outputﬂ%gégé éﬁgggée%ﬂ?ggmag%88e?§938b5850rdﬁnﬁtPSlBHemeéﬁPFoPS

program Any sb0nabact IBULAPRE! oLl 98,88,T b0 Lo Feckl ve, oplol nal

i mage data or its correspondi ng a, and any sidgn | do

as far as. ita§a@nSﬂ@?bfm&@foﬂ£?§5ce§§5§'EHHGQQQQ BH%Q%P%%%Qgﬁﬁﬁéfr

mar k- erbedded MPEG stream or Tts corresponding data. The ¢ program
12 August 2003 32 can bermrméd dashwd %&ﬁbdr{b&tﬁﬁ%ﬁ&hgrgbéipt%f the
0 bée

sem conductor nenory, or other storing medium Sso

digital data signal (hereinafter, referred to as the
original imagé data) 101 having a series of field data
consisting of odd fields and-even fields in a series of
image frames, the DCT unit 110 performs discrete cosine’
-transform and supplies a'fréqﬂency component signal 102
to the water mark data inserting device 140. The
original image data having such a data structure
includes a digitalized interlace signal obtained by
interlaced scanning, for example, similarly to the
television signal in NTSC (National Television System
Committee) method. In this case, the original image data
101 has a data structure where odd fields and even
fields are disposed by turns. However, in the present
invention, it is not restricted to this structure but it
will do as far as the boundary between each field is

| definite.

The field judging unit 120, upon receipt of
the original image data 101, judges whether the field
under processing is odd field or even field, and
supplies the field judgement information 103 indicating

the judgement result to the water mark data selection



| oaded in the informati on processor. A storing nediumis not restricted to
a particular form but will do as far as an information Igre@Esis®i03can read
out therefrom In the above conponents, upon receipt of the digital data
signal (hereinafter, referred to as the 4giginal inmage data) 101 having a
series of field data consisting of odd fields and even fields in a series
of image frames, the DCT unit 110 perforns discrete cosine .transform and
supplies a frequency conponent signal 102 to the water nmark data inserting

devi ce 140. Thecpwt i @h@l 136009 t [ t trpcture includes
p@t i @ D@l 1 30Rge Galp i b@& ﬁ@?c?axgg Qs SEECY

a digitalized interlace signal obtain d scanni ng, for

exanpl e, si méﬁidiyrdnbﬁé'lesit%@&lﬂfv]i f&ﬁneﬁhﬂ?%,i InNE2Ce( Hat ikgral ~Tel evi sion
System Commttee) nmethod. In is case, the original Iimge data 101 has a

data struct urintwheksecedids {ged lsa@nfegY 0nedi 8b86ear eatiSPHOSEM PYy L Ur NS.
However, in the present invention, it is not restricted to this structure
but it will wemnsharcmbyitel bbuagar dabet veenheach Hhehdsksuclaiini te. The
field judging unit 120, upon receipt of the original imge data 101,

j udges whet héthenf gnather uinitsrmpeobessfog isdbddtingl ddar fesdd biel d, and
supplies the field judgenent information 103 indicating the judgenent
result to th&VeR diigkd Idsiattachedttonedch Alietd, 2008183may be :

judged by use of the information. Namely, it is
Vpreferable to select and change the field judgement
method in the field judging unit 120 properly according
to the data structure of the original image da£a1101.

The water mark data selection output unit 130
is storing a first and second water mark data 131 and
132. The water mark data selection output unit 130, upon
receipt of the field judgement information 103 supplied
from the field judging unit 120, judges whether the
field judgement information 103 designates an odd field
or an even field. Further, the water mark data selection
output unit 130 selects the first water mark data 131
when the field judgement information 103 designates an
odd field, and supplies it as the water mark data 104 to
the water mark data inserting device 140. While, the
water mark data selection output unit 130 selects the
second water mark data 132 when the field judgement
information 103 designates an even field, and supplies
it as the water mark dataV104-to the water mark data
inserting device 140.

The water mark data inserting device 140, upon



output unit 130. Field nmay be judged by use of a synchronous signal, for
exagple in case of the interlaced signal as nentioned agdgust 2003
Alternatively, when the original imge data 101 has a data structure
where another information for indicating odd field or even field is
attached to each field, field may be juddéd by use of the information.
Nanmely, it is preferable to select and change the field judgement method
in the field judging unit 120 properly according to the data structure of
t he ori gi nal g 2 é 1. The water mark data sel ection output unit 130
is storing a F gtlp néﬁﬁ&”&n%r‘%@“&ﬁ%WSPW 18%2  fremyelier mar k

ot ormatton 1BgRbRdL. 430" ahehendd W edi TR dp el thij}%cg%”r‘i’%et her
h field o) t 0 tes an odd fleld n even
;Ig|d Ile:urtjhgg95 ggﬁégg Eﬁgrﬁg a#é%ggﬁéc |on5%§ﬁ but® q”ﬂqtﬂﬁﬁ)Qﬂ& cts the

first vater mpls, dahacted cHheqatht frdawdg;tdﬁaemm VL BN 108

desi gnat es an odd field, supplies it

the water markofigbach8Seibnad dov %%dl‘!-:Q]p se1tﬂé‘efré/é§&e§{?§mrk data

selection output unit 130 selects the sé wat er 132 when the
field j udgeneobmponéntrraagﬁalltm5dm|w1naem%s w%’le?c‘v%xflé—%nﬂ)ecgﬁgj supplies it

as the water mark data 104-to the water mark data 1nsertin evi ce 140.
The wat er narkhenéani heethengneevisee pt40undRONS50. The water mark data
inserting device 140 may have the same structure as the
water mark data inserting device 1240 of the above-
mentioned conventional technique 4. 'The frequency
component signal 102 is obtained by converting the
original image data 101 in the frequency components,
naturally including the content corresponding to the odd
and even fields. The water mark data 104 received from
the water mark data selection output unit 130 is
selected correspondingly to the field as mentioned above.
According, even in the case where the water mark data
inserting device 140 has the same structure -as the
conventional technique, if the water mark data 104 is
inserted in the frequency component signal 102 according
to the selection result of the water mark data selection
”output unit 130, the first water mark data 131 can be
embedded in the content corresponding to the odd field
of the original image data 101 and the second water mark
data 132 can be embedded in the content corresponding to

the even field.

Upon receipt of the water mark-embedded



12 August 2003 34 receipt of the frequency conponent signal 102 fromthe
DCT unit 110 and the water mark data 104 sel ected and suUgpiugsst 293t he

wat er nmark data selection output unit 130, inserts the water mark data 104
in the frequency conponent signal 102 angdgsupplies the frequency conponent
signal 105 with the water mark-enbedded therein to the inverse DCT unit
150. The water nmark data inserting device 140 may have the sanme structure
as the water nmark data inserting device 1240 of the above- nentioned

conventi onal eeehnbAdg GonfRhchiCRUEAEY 1GAMANEA! & YAl 105 iv5,0bt ai ned

by converting the original inage requency conponeénts,

natural |y i nchagkngathe i aeetrenh ot dekaseondignd ¢he g, e £ | el ds.
The water nmark data 104 receivegcfron1 t he wat er ﬁhrk at a sm€§§¥2§#€utput

unit 130 is speefoemsconkespendiireirsteo clokankl elrd s JRNtd et HPoNS
According, even in the case where the water mark data inserting device 140

has the same theusatiee msrkhembeddeentimagel deeehniogue, if the water nmark
data 104 is inserted in the frequency conponent signal 102 according to
the selection result of Whehwetferemek tatehsefbowi ohareubpurigni £,13@, the
first water mark data 131 can be enbedded in the content corresponding to
the odd fiel dPeFathenopifgtheal embadémgatawidl bed ddserdséeahd nater mark
data 132 can be epbedded in the content corresponding to

mentioned above, when realizing the encode system of the

.embodiment in a computer system, a control program for

controlling the information processor includes, at least,

instructions for the information processor performing

the following respective steps, thereby making the

information processor insert the water mark data in the

original image data supplied from the signal input port.

At first, the first and second water mark data

131 and 132 are stored into the memory of the water mark

data selection output unit 130 (Step 201). At this time,

the first and second water mark data 131 and 132 may be

provided stored in the same storing medium together with

the control program, or they may be provided separately

from the control program, which is not subject to any

restriction.

When the signal input port receives the

original image date 101, the field judging unit 120

makes a judgement of the field with respect to the

received original data one after another whether it is

an odd field or an even field (Step 202).

According to the judgement result by the field



the even field. Upon receipt of the water mark-enbedded 12 August 2003 35
frequency conponent signal 105 supplied fromthe water rBAUE 2% nserting
device 140, the inverse DCT unit 150 perforns inverse discrete cosine
transform and supplies the water mark-enbedded i mrage data 106. Wth
reference to the flow chart of Fig. 2, an36operation of the enbodi ment will
be described. As nentioned above, when realizing the encode system of the
enbodi ment in a conputer system a control programfor controlling the

i nformati on processor includes, at least, instructions for the information
processor perﬂBﬁﬁi’-Hg uppE 160 SR RePe ot ithe stadiey, mard elntaraki ng t he

I nformati on processor insgrt the water mark data _in the ori%lnal | mage

dat a suppl i ed°FromtRB SRERYE PRt 190 selactiviedy asfdgns dihearfolnsteond
water mark d 3 d,132 are stor intqQ the nenory of the water mark
dat a selectigﬁggﬁ%pé?ggng?%TS °(§%§p°§g1k?e FH@S?Q%%&GCQWQEWﬂﬁ%ﬁ and

d t 1 d e rovided stored in the sane
zfgsinngmnegir uﬁ%%ggﬁgréé\ﬁ Fﬁa ?%g%cgﬁt%rlgl a ogq‘ﬁlé)ﬁilt‘ﬁs taﬁef'ﬁ‘g‘y (&% ovi ded

separately fpommthe control program which is not subject to any
restriction. Wien the signal input port receives the original imge date

101, the field judging wHd PP unit 110 performs the discrete cosine
transform processing on the received original image data
101 (Step 204). Any processing will do in thié step as
far as it is the processing of converting the original
image data 101 in the frequency components by the
spectruﬁ resolution. Though this step is positioned
after Step 203 in Fig. 2, it shall be actually performed
simultaneously with Steps 202 and 203.

The water mark data inserting device 140,
according to the selection result of the water mark data
selection output unit 130 in Step 203, inserts the first
water mark data in the odd field and inserts the second
water mark data in the even field (Step 205), in the
resultant data 102 obtained through the spectrum
resolution by the DCT unit 110 in Step 204.

The inverse DCT unit 105 thereafter converts
the water mark-embedded frequency component signal 105
supplied from the water mark data inserting device 140
into the image data and supplies the same (Step 206).

Thus, according to. the digital data encode
system of this embodiment, the water mark-embedded image

data with two water mark data embedded therein can be



a judgenent of the field with respect to the received original data
(r)rﬁlée:ftejr agot her whether it is an odd field or an even 1Rifsigys(308p 202).
According to the judgement result by the field 12 August 2003 36 judgi ng
unit 120 in Step 202, the water mark datagysel ection output unit 130
sel ectively assigns the first water mark data to the odd field and the
second water nark data to the even field and supplies as such (Step 203).
The DCT unit 110 perforns the discrete cosine transform processing on the

ecel ved or| csshib e Gt Rrel0lLoben 200 Aoy BLdcecsl ng L g0

this step as far as it € Pprocessing I mage

Lhi s step i's postt ancdous ooy HeRp et i e RGN G R hoanl )

this step is positioned after Step 1y

performed sidakbanaeestyny deviieps %Qgr@@grag?’twgh%a\ﬁ@regna'ﬂr g dat a

inserting device 140, according to the selection result of the water mark

data sel ectiocanobeptihseritedlds useSIEP t223.5dmS @it he Jdﬂéétas & mark
data in the odd field and inserts the second water nark data 1 n the even

field (Step 206pvenhivhalr eeaehhdifuedat,a 102 obtained through the spectrum
resolution by the DCT unit 110 in Step 204. The inverse DCT unit 105
t hereafter converts To make the description clearly, this
embodiment has been described with individual functions
as the DCT unit 110, the field judging unit 120, the
water mark data selection output unit 130, and the water
mark data inserting device 140. Otherwise they may be
all integrated in water mark data inserting means. At
this time, the signal supplied from the water-mark data
inserting means is the same as the water mark-embedded
frequency component signal 105 supplied from the water
mark data inserting device 140. If the water mark data
inserting means.includes the inverse DCT unit 150, the
signal supplied from the water mark data inserting means
is the same as the water mark-embedded image data 106.
Though the DCT unit 110 is adopted here, by
way of an example of means for supplying the resolution
signal (frequency component signal 102) through the
”spectrum resolution, any means will do as far as it can
convert the input signal in the frequency components.
Fig. 3 is a block diagram showing a
constitution of a digital data encode system according

to a second embodiment of the present invention. With

reference to Fig. 2, the encode system of the embodiment



the water mark-enbedded frequency conponent signal 105 supplied fromthe
water mark data inserting device 140 into the inage datd24M9usigfidli es the
same (Step 206). Thus, according to-the digital data encode systemof this
enbodi ment, the water mark-enbedded image data with two water mark data
enmbedded therein can be 12 August 2003 3P8obtai ned. Further, according the
enbodi nent, two water nmark data can be inserted by the use of one water
mark data inserting device. Therefore, two water mark data can be
inserted by use of. the same circuit size as the conventional technique 4.
To make the FEERITDHP ACarysitthl @, anbieldeindabeg berht dégesi bed with

I ndi vi dual fugﬁ}ions as, t he unjt 110, the field judging unit 120, the

water mark dat e SRtGutTRACTHION @WtPEhRHe IBlera 3@?&rd@$§k )
i i j . h | se. t he be all integrated in water mar
S PN e ATt g LR 8
k dat ' | i sanme as t wat_er rk-enmbedded .
1Enrirequezr3:cf/l cl)%glgltg]n?%si gnasel —fgeﬁ{%pp(?rfceo(fiieflf oﬂthetE‘\ﬁz?t'_reTg lsrpg’f"‘l? d}ﬁ{‘c]ey ﬁff,%rtel ng
[ 140. |chat ey A, | hsesti ns. i ncl udes. f he invers
g%\'ll'l ﬁﬁit 150Fhﬁﬁ%t%%l%$pﬁ%%%rﬁ htek{@wa%gtr?o%??’%at 1 %eﬁt"?ng means
|s the sane @esdhqptaldll JRIMEHIPSHRd MG Héh d06: s ROV SR DCT unit
110 is adopted here, by

there.

Instead of the inverse DCT unit 150 in the
encode system of the first embodiment as shown in Fig. 1,
the encode system of the second embodiment comprises the
quantizing unit 160, receiving the water mark—-embedded
frequency component signal 105 ;upplied from the water
mark data inserting device 140, for sampling and
quantizing the signal data and the variable-length
encoder 170 for, upon receipt of the signal 107
quantized by the quantizing unit 160, performing the
variable-length encoding. The same numerals are attached
to the DCT unit 110, the field judging unit 120, the
water mark data selection output unit 130, and the water
mark data inserting device 140, which are constituted in
the same way as the respective components of the encode
.éystem of the first embodiment, so to omit their
description. The quantizing unit 160 and the variable-
length encoder 170 may be realized by an information
processor and a storage of a personal computer, a work
station, or the other computer system, under the control

of the control program, similarly to the other



way of-an exanple of means for supplying the resolution signal (frequency
conponent signal 102) through the spectrumresolution, dRyAugshdd0%i 11 do

as far as it can convert the input signal in the freqguency conponents.

Fig. 3 is a block diagramshow ng a consg%tution of a digital data encode
system according to a second enbodi nent of the present invention. Wth
reference to Fig. 2, the encode system of the enbodi nent 12 August 2003 38
conprises a DCT unit 110, a field judging unit 120, a water mark data

sel ection out@pdhpdRbhtd30, a water mark data inserting device 140, and a
quantizing unit 160, and a variable-length encoder 170. Fig. 3 shows-only _

the characteristic conepgntdomt i &Madsedts é“@éghe?fhﬁhigesc” ption of
of t

ot her general conponents is not shown there. Instea e Tnverse DCI
unit 150 in témbodimente byséeos otwbhRihéisSbrewhed-MRRKANaSROWA tio) tHd- 1.
the encode system of the second enmbodi ment conprises the quantizing unit
160, recei vi nppie orteinahrimegbedaes 101eRyeacyce9BROBENbrS@RR! nk05
supplied fromthe water nark data inserting device 140, for sanpling and
quanti zi ng t heStermatOtata 40a) t hemivhar abbethenflibsteempddiméi@ &ar, upon
recei pt of the signal 107 quantized by the quantizing unit 160, performng
the vari abl cl9%igthediébh neefarencantonbirgs als gnenatizeshéd (Step

406), and generates the water mark-embedded MPEG stream

108 to supply it finally (Step 407), as illustrated in

the flow chart of Fig. 4.

In this embodiment, though the description has
been made in the case of performing the MPEG compression
with the quantizing unit 160 and the variable-length
encoder 170 disposed after the water mark data inserting
device 140, it is needless to say that it can be applied
to another image data compression technique in the same
concept. Namely, as far as it is provided with sampling
means for sampling the water mark-embedded frequency
component gignalrlos to supply the sampling signal and
image data compression means for processing the sampling
signal into a data compressed signal to supply the
digital data compression signal with the water mark-
embedded therein, it is not restricted to this
constitution of the embodiment.

Fig. 5 is a block diagram showing a
constitution of a digital data encode system according

to a third embodiment of the present invention. With

reference to Fig. 5, the encode system of the embodiment



he DCT unit 110, the field judging unit 120, the water mark data
gglgcfion output unit 130, and the water nmark data |pseﬂ?MH@”@é¥m§e 140,
which are constituted in the same way as the respective conponents of the
encode systemof the first enbodinment, sgsto omt their description. Thg
guantizing unit 160 and the variable- |ength encoder 170 may be realized by
an information processor and a storage of a personal conputer, a work
station, or the other conputer system under the control of the control

rogram sim . t he er .12 ust 2003 39 conponents. Thus

(Fz)ongt ituted e%ggl gl%%sst ng%}Iht%l;ﬁ eﬁb dlal‘regrftd tgar}q.%?%%pqarﬁspe?: }féféges_ Oﬁgﬁgggy g
mark data intgpihe;gpnput Q4 e da .

(Steps 401 to _205) lg:om a?‘%ttgqjt E[garf]‘li ;%gcaer?ﬂlcﬁﬁ]%‘blﬂg é%ewd%isc]r‘%%ﬁf wattlrl
reference to Fhgerde BU@NuNA%S 1idly.(SkSQ, ﬁogbpwgng§§?g$ % es

mar k- enbedded MPEG stream 108 to supply it nal ep 407), as
i i ' I 9 . £ haugh t he
i Ilustrated i ohathetbkowtsbatororkits bf lthd @nﬁ:oedif?rﬁq]{éﬁf i 1) r;%?%

description has been made in the case of performng fession

wi th the quanézéngpuiboh d80oan@ért RRneddaklenRAdy §ne 31;170%{1' Sposeg t
after the water mark data inserting device 140, it is needless 1o say tha
it can be appthede.to anot her i mage data conpression technique in the sanme

In the above constitution, the same numerals
are attached to the DCT unit 110, the water mark data
inserting device 140, and the inverse DCT unit 150,
which are constituted similarly to the respective
components of the encode system of the first embodiment
as shown in Fig. 1, thereby omitting their description.
The signal component judging unit 180 and the water mark
data selection output unit 190 may be realized by an
information processor and a storage of a personal
computer, a work station, or the other computer system,
under the control of the control program, similarly to
the other components.

The signal component judging unit 180, upon
receipt of the original image data 101 including Y-
component (brightness component), U-component (first
‘color—difference component), and V-component (second
color-difference component), judges whether the signal
components under processing is Y-signal, U-signal, or V-
signal, and supplies the signal component judgement
information 109 indicating the judgement result to the

water mark data selection output unit 190.



concept. Nanely, as far as it is provided with sanpling neans for sanpling
t he water nark-enbedded frequency conponent signal 105 t d2&uspst200Re
sanpling signal and inmage data conpression neans for processing the
sanpling signal into a data conpressed signal to supply the digital data
conpression signal with the water mark- enbedded therein, it is not
restricted to this constitution of the enbodinent. Fig. 5 is a block

di agram showing a constitution of a digital data encode system accordi ng

to a third enbodi nent of resent_jnyention yth reference to Fig. 5,
t he encode system of théréégkéﬁ?ﬁwmaﬁ. %@E%s??%%%glﬁﬂ eBEBREsBELE BBP unit

110, a signal 1§08P8PERL | Lngsuni.t (18 ter rk data insertin
devi ce 140, aﬁd an iﬂ%e?ggg%tglgﬁktO%Sg?téfg%a%ksﬁgﬁé %/1#%?' ané;

characteri sti t980KROBEN o} i il riptiqn of
ORR b8eOprt Srsﬂbegkgﬁgbggﬁﬁhg?ﬁt@% YRR

ot her general conponents is not shown . e above constitution,

the same numeUatsmpanens} t aaded-tempbReRET U@%&nlﬂgeei Fcﬁ@tgﬁengﬁgpg ta

i nserting device 140, and the inverse DCT unit 150, are con ut ed
simlarly to cémpomspec)adgementponestmaeiohneoeneade ket eR.af tifee first

enbodi mrent as shown in Fig. 1, thereby omtting their description. The
si gnal conporgkanalidgpmpeonent j8Agang thetvwager, @BeKunit 190 selects
the corresponding one of the water mark data 191, 192,
and 193 according to the signal componént indicated by
the signal component judgement information 109 and
supplies the result to the water mark data inserting
device 140 as the water mark data 104.

An operation of the embodiment will be
described with reference to the flow chart of Fig. 6. At
first, three kinds of water mark data 191, 192, and 193
prepared correspondingly to Y-component, U-component,
and V-cqmponent are stored in the memory of the water
mark data selection output unit 190 (Step 601},

When the signal input port receives the
original image data 101, the signal component judging
unit 180 judges the signal component of the input
-priginal image data 101 one after another (Step 602).

According to the result judged by the signal
component judging unit 180 in Step 602, the water mark
data selection output unit 190 selectively assigns the
water mark data corresponding to the signal component of
the image data 101 and supplies the same (Step 603).

Since the processing later than the spectrum



data selection output unit 190 may be realized by an information processor
and a storage of a personal conputer, a work station, orl2AH9us

conput er system under the control of the control program simlarly to

t he ot her conponents. The signal conponent judging unit 180, upon receipt
of the original inmage data 101 including ¥2 conponent (bri ght ness
conponent), U conponent(first color-difference conponent), and

V- conponent (second col or-di fference conmponent), judges whether the signa
conponents under processing is Y-signal, U -signal, or V- signal, and
supplies the ’s’?aﬂgPt&BHpB‘ﬁ'eﬁbej eddereal imafger dattiaord 0I0®y ridiecdldhg t he

j udgenent resgh# t?%ghg ﬁgber mar k data sel ection output unit. 190. 12
August 2003 41'Thelhdt BRSnkPR 8878 Spesation @st phetudiaterodhdrns Steping

o respond: ngty s 042 EahanER: £heLE T RE, ABROERA VAo e S8briT ecei pt
of the signalg;gonpo <1u nt . L.nformation, 109 supplied fromthe

signa} fﬁnpon$%€ F%Hé?ﬁ%itn?%gggbbtﬁﬁg &ﬁiigi§6egeﬂg$ﬁ 8 @théé%ﬂggb?ﬂding
one o e water mar ke 5 ceording to the signa
conponent i ndi cated by ?ﬁi 5|gﬁg%%%%ﬁ%%%g%1'%@%déﬂ%ﬁ%afﬁ%%?ﬂa??ﬁﬂgﬁog and

supplies the sestéh 0 the Yfb6SiMBRE B3haohbPgeht LAY dRULCGaLEQ as the

wat er mark data 104.
embedded image data with three kinds of water mark data

inéerted therein correspondingly to Y-component, U-
component, and V-component of the original image data
101.

Fig. 7 is a block diagram showing a
constitution of a digital data encode system according
to a fourth embodiment of the present invention. With
reference to Fig. 7, the encode system of the embodiment
has the same structure as the encode system according to
the third embodiment as shown in Fig. 5. Where, the
original image data 101 to be supplied to the DCT unit

;. 110 and the signal component judging unit 180 is image
data including R-component (red component), G-
component (green component), and B-component (blue
“component). Therefore, the signal component jiuadging unit
180 judges whether the signal component of the original
image data 101 under processing is R-signal, G-signal,
or B-signal and supplies the result as the signal
component judgement information 109. The water mark data
selection output unit 190 stores three kinds of water

mark data 191, 192, and 193 prepared correspondingly to



An operation of the enbodiment will be described with reference to the
romPchart of Fig. 6. At first, three kinds of water mariRANgust 2098 192,

and 193 repared correspondingly to Y-conponent, U conponent, and
V-conponeﬁt gre stored in the nenory of tjhe water mark data selection
output unit 190 (Step 601). Wen the signal input port receives the
original inage data 101, the signal conponent judging unit 180 judges the
signal component of the input original inmage data 101 one after another

. ' t |t judged by the signal conponent judging
ni £ 180 1 Sepsit, mﬁ%%'ﬁg?%i&w £ g@?@&??gﬁgsm puf GRLPotso
' | coryespondin .
component of “ihe o d darard o o cHie [ PAEET RERE ket &, e 6035 2 s nce
the processingd aey ddddity SRECURUTE In NG, GO0R: 42n g LESQLULLON O

i Qi i S8p&¥ation as
the original imge, data 101 by the DCI “unit as ~op
i Walet as_Ll lLustrated
that |ater thae Stiema204 cﬂl@ﬂ{éiiﬁ‘g]ﬁﬁérﬁ@ntf, 'iﬁfoxgrg%‘eg%ﬁrggg?f iés) Ly

in Fig. 2, their description is omtted (Steps _ ment i oned
above, the disgigpdly ddtea sanende system of the enbodi nent can obtain the

wat er mar k- enbedded i nage data with three kinds of water mark data

inserted therein corresPbadopgkutionYogotpenerboddment is similar to
the operation of the third embodiment as shown in Fig. 6
other than the processing of dividing the signal
component of the original image data 101 into R-
component, G-component, and B-component, thereby
omitting tﬁe description thereof. This embodiment can be
applied to the case of forming the image data by red
component (R-component), green component (G-component),
and blue component (B~component) like a personal
computer. |

As means of extracting the water mark data

from the water mark-embedded image data or water mark-
embedded compressed digital data generated by the above-
mentioned four embodiments, the same method as the
conventional technique 4 may be used, or other method
with no need of any original image data may be used. For
example, the technique for extrécting the water mark
data inserted in the frequency components, in the
existing conventional technique for extracting the water
mark data, may be generally applicable. Therefore, it
may be used for the combination of the copy protected

information included in the water mark data and the



conponent, and V-conponent of the original i mmge data 101. Fig _7 is a
blggk diagran1shomﬁg8 a constitution of a digital data.é@éﬁﬂggg em
according to a fourth embodinent of the present invention. Wth reference
to Fig. 7, the encode system of the enbodhnent has the same structure as

t he encode system according to the third %nbod!nent as shown in Fig. 5.
Where, the original image data 101 to be supplied to the DCT unit 110 and
t he signal conponent judging unit 180 is imge data including

, d
5 conponent (bf RECEBATED dey Foer BANRGR0= BRS CargIAr ComSian Fudging uni
' ' t.Q he.original inmage-data
3ﬁge{ug?gieggﬁ%g€%35€§s$gggﬁ% é§§?§ﬁ§E9n8ﬁ %9§P8&§%eand supplies the result

' ] ' | k data
as-the signal conponentgjidgengnt, i ouragjon. 109, Jhe water mar
selectiongoutput uni t 190Egtores t%ree ilnd% @? mafe?Wlﬂ%ri data 191, 192,

and 193 prepacﬁca@ls@paﬁeﬁ@@ns;fnahyihee%%iﬁggaébiégo%o%?’iﬁé%?c@i (rc;;ﬁg}agfeq he

G component, and B-conponent, and selects the corréesponding
wat er mark dat@rid9datd92n image183tagconding HQFHEQleg@ngéggﬁgnent

indi cated by the signal conponent judgement information 1 SO to supply
the same. Theypermtacroodingetentnd fepthi émbblih8ht! Bf the present

invention. Fig. 10 is a block diagram showing a

constitution of a detecting device for detecting the

water mark data inserted in the-image data, in the

encode system of the embodiment. In this embodiment, the

image data subjected to discrete cosine trahsform (or

gspectrum resolution) is overlapped with the water mark,

similarly to the above-mentioned four embodiments. The

use of the detecting device as shown in Fig. 10 enables

detection of the water mark data from the water mark-

embedded image data, without necessity of the original

data.

With reference to Fig. 8, the encode system of

the embodiment comprises a DCT unit 810, a water mark

data inserting device 820, a water mark data table for

I-picture 831, a water mark data table for P-picture 832,
.a water mark data table for B-picture 833, a selector
840, an encode control unit 850, and an encode unit 860.
Fig. 8 shows only the characteristic components of the
embodiment, while the description of other general

components is omitted there. Each component of the

embodiment may be realized by an information processor



eration of the third enmbodi nent as-shown in Fig. 6 _other than the
Lchggsing of dividing the signal conponent of the origi 18IA4gHEIAO03at a 101
into R component, G conponent, and B-conponent, thereby onitting the
description thereof. This enbodi nent can ke applied to the case of formng
the image data by red conponent (R-conponent), green conponent
(G conmponent), and bl ue conponent (B--conponent) |ike a personal
conputer. As neans of extracting the water mark data fromthe water

- ' ter = onpressed digi,tal data
Goner atog by LhE e e e B E02E s hlihBa G2 the

conventional thehrithed 4drpuths: el @ﬁ#%f gﬁéhggnﬁ¥éih0@0£gged of any

original inage data may be used. For exanp e technrque for “extracting
the water markcontatod ipreejriaad, iih thiee fEambansy £9NMPRECHLSvelfle EgonSé' sting
conventional technique for extracting the water nark data, nay be
general | y applbitbshl embblddmefmdrse, it may be used for the conbination of the
copy protected information included in the water mark data and the 12
August 2003 44 reproduci BgedB@iCcanhavisng &aparst ioud] ar Hleewd 1192 ¥ gx g
nentioned in the conventional technique. . Fig. 8 is a block diagram

showi ng a coR3KPL&t fEAmothen omigrima Ingimbege cEO T othainsks tilg ¥abeect

of inserting the water mark data, and performs discrete
cosine transform on the image data of £he block 102
(hereinafter, referred to as block image data). As means
of converting block image data in the frequency
components, the spectrum resolution may be performed
instead of discrete cosine transform, similarly to the
above-mentioned embodiments.

The water mark data inserting device 820
inserts proper water mark data of the water mark data
stored in the water mark data table for I-picture 831,
the water mark data table for P~-picture 832, and the
water mark data table for B-picture 833, into the
frequency component signal of the block image data
supplied from the DCT unit 810. The detailed
constitution and operation of the water mark data

”inserting device 820 will be described below.

The water mark data table for I-picture 831
stores the water mark data for inserting I-picture, the
water mark data table for P-picture 832 stores the water
mark data for inserting P-picture, and the water mark

data table for B-picture 833 stores the water mark data



in imge data, in the digital data encode systemaccording to
?ﬁ;kfg?tﬁ enbodigent of the present invention. Fig. 10 ﬂ§/30H965p3dlagranL
showing a constitution of a detecting device for detecting the mgter Par
data inserted in the image data, in the encode systemof the embo |neP .
In this enbodi nent, the inage data subjeé?ed to discrete cosine tranf O{m
(or spectrumresolution) is overlapped with the water nark, S|gllar y to
t he above-nentioned four enbodi nents. The use of the detecting device as

[ [ ' he wat er
n Fig. det ecti.on of the wat er mar k Qapa fromt
iQ?EP gnbedgegé?nggggggﬁgg %F§H6ﬂ?“ﬁ%ce55|ty of the original data. Wth

ig. 8, th e f he, enbodi nent conprises a DCT
init 810, a weter mark  Hatace cedtPhniM Beer LeBeS0ong Harer mark data tabl o

Tk data ab o for BprCt nrERgSs oy ENECESr TERIC T Coe St ol uni

mark data table for B-picture 833, a selector

850, jand an ewaode wark 880a tHblo Fosonielikel B2CNALACHSI SILC,

conponents of the enbodinent, while the description

. . be
onponent s i smanktdetat bebke Eaghpcprpenest g8k, thg quh9di mgnt. |
fegPized by an information processo? 12 August'20§3 gggh%h a gigﬁéﬁ% of a

personal conpéaeer mawbrdastaineertohg HBeiekheRoCcaERYLEN ngY HePhdinder the
control of the
picture type 803 received from the encode control unit

850.

The encode control unit 850 decides the
picture type when encoding the block image data, sends
the picture type signal 803 to the selector 840, and
controls the encode unit 860. |

The encode unit 860 encodes the output of the
water mark data inserting device 840 in accordance with
MPEG under the control of the encode control unit 850,
and generates and supplies the MPEG data 805.

As illustrated in Fig. 8, the water mark data
inserting device 820 includes a partial average
calculator 823 for calculating the partial average of
the absolute values of three points around the frequency
component signal of the block image data supplied by the

.DCT unit 810 by the following formula (1);
avg(E(A))=(|E(i-1) | +|E(D) | +£(i+1)|)/3 ...(1),

a multiplier 821 for multiplying the water mark data 804

to be supplied by the selector.840 and the output data



control program in'the sanme way as the above-nentioned other enbodi nents.
The DCT unit 810 takes out a block 102 of 8x8 pixels frdmAugksiorQ0gi na

i mage 101 that is the subject of inserting the water mark data, and
perforns discrete cosine transformon t i mage data of the bl ock 102
(hereinafter, referred to as block imge data). As neans of converting

bl ock i mage data in the frequency conponents, the spectrumresol ution my
be perforned instead of discrete cosine transform simlarly to the

cbove,ent | ones enbOFEILE oTbe 48! Sy Bck g Bohnect g deulce B0

I nserts proper water mark data o he wa

mark data tak endiDEiprPe£tgy £ , ala table for P-picture
832, and the water %ark dat a %§%|%p%€$p%?%§ t%?éKSggﬁpP%tgi?ﬂgntfquuency

conponent si grtet milihel hhocke ] Bger ki donstPpL | ¢4 HLoR e DEL unit 810.

The detailed constitution and operation of the water mark data Thsert i ng

devi ce 820 widHarpi mesidre beizded ©VeEhd hea V& Gfia PRY kaﬁ'&té‘nté@{%grf b4l -picture
831 stores the water mark data for inserting I--picture, the water mark
data tabl e fdoPasding elg8ostmriesddte s@tigie mkiﬁﬁiérfﬁﬁzigﬁﬁr{:b%g

e

P-picture, and the water mark data table for B-picture 833 stores
wat er mark dQUEPRE AahsstoR20d8: 48T unit 810 in every element.
Thus-constituted water mark data inserting

device 820 will perform the following calculation;:
F(i)=f(i)-+avg(f(i))Xw(i)Xconstant o oo (2)

Where, i is the number of each elément of the frequency
component of a block of 8x8 Pixeis after zigzag scan,
f(i) is the output data of the DCT unit 810, avg(f(i))
is the partial avefage of the absolute values of three
points around the data, and w(i) is the value of each
element of the water mark data 804 supplied by the
selector 840,

This time, an operation of the embodiment will
be described with reference to the flow chart of Fig. 9.
.First, based on the processing of the ordinal MPEG
compression, the original image 101 is taken out in
every block of 8%X8 pixels, and the DCT unit 810 performs
the discrete cosine transform processing on the taken
out data (Step 901).

The selector 840 selects a table corresponding

to the picture type, from the water mark data table for



[ rting B-picture. The selector 840 sel ects one water mark data of
Ig(ra :Ngtsgrtna?k dgta table for I-picture 831, the water rfgrAUGYEY2008able for
P-picture 832, and the water nmark data table for B-picture 833, to supply
it to the water mark data inserting devu&g 820 according to the picture
type 803 received fromthe encode control™unit 850. The encode control
unit 850 decides the picture type when encoding the bl ock inmage data,
sends the picture type signal 803 to the selector 840, and controls the

Gat a | nser i g SUNES 83011 n*‘c’ﬁc'ei‘s%%ﬁ5135%’??%%%%@%‘5&8:5%@?{ ?%Bisgé’gég;fr ‘
805, Ao i1 uatat erd s S?Q%ef?ﬁ%r@é%‘%ﬁﬁ%?f%ifé‘fpﬁné_iétpﬁ?% fédy e 620
average of | ehe arimIG S C REN TR BB IR0 ST HAY Riom EiBoncy
conmponent  si gtodd d&ﬁ%fﬁfxﬁh%€3@§?g€ﬁ@'%&%ﬁi%?glgﬁefggtf¥§%@g I%a%é?igyl)
the followi ng formula (1); avg(f(1)):
1) /3 a nul @0 ites 3 veedhd 110l Jh 69 10610485 faé’aéf‘gggétﬁéo be
supplied by the selector 840 and the output data’ 12  Augus
902) .
The water mark data inserting device 820
inserts the water mark data 804 in the block image data
converted in frequency component by the DCT unit 810
(Step 903). At this time, the water mark data inserting
device 820 performs the same calculation as the above
mentioned formula k2). 7
At last; the encode unit 860 quantizes and
encodes the data F(i) supplied from the water mark data
inserting device 820 (Step 904), and generates and
supplies the MPEG data 805 with the water mark data
inserted therein (Step 905).
The description will be made about a detecting
device for detecting the water mark data from the MPEG
data 805 with the water mark data inserted therein by
the digital data encode system of the embodiment. With
”reference to Fig. 10, the water mark data deﬁecting
device of the embodiment comprises a decode unit 1010,
an inverse DCT unit 1020, a display control unit 1030, a
water mark data extracting unit 1040, an adder 1050, an
inner product calculator 1060, a selector 1070, a water

mark data table for I-picture 1081, a water mark data



of the partial average calculator 823, in every element, a nmultiplier 822
for multiplying each output el enent of the multiplier 82ﬂ25yﬁﬂﬁb2 nst ant
value a for use in changing the size of the water mark, and an adder 824
for adding the output data of the nultipljger 822 and t he out put data of
the DCT unit 810 in every elenent. Thus-constituted water mark data
inserting device 820 will performthe follow ng cal culation; F(i)=f(i)
+avg(f(i)) xw(i) xconstant a Were, i is the nunber of each elenent of the

frequency cogmbnentoef pa fl-ack -0 f088>§8 Fg;&%}%@fﬁa%%zdagcza SCAl na%{:%e gf

the output data of the uni t 810 avg( he parti-a

the absol ute patteseofloBh,eanddQ RthtaQuURG 1t ke he val ue
of each elenent of the water mark data 804 supq¥ %?ﬁg?uﬁﬁgé or 840.

Fhis tine, anlaﬁéraIFb@.oiot@Roﬁgb@dlgeﬂhembhhra@Ee?@%%&bb@gmgbhgn%%ference
to the flow chart of Fig. 9. First, based on the processing t he ordi nal

MPEG conpr ess¢bnthehdeterging dewdge bFL the leabomliont,n wiEVS wHd ock of
8X8 pixels, and the DCT unit 810 performs the di screte cosine transform
processi ng ordeperipkéan ofit odhea @Eneradltpmpbhensel deot middRsel ealch a
tabl e corresponding to the picture type, fromthe water mark data table
for 12 August©omeangny of the detecting device of the embodiment may
be realized by an information processor and a storage of
-a personal computer, a work stétion, or the other
computer system, under the control of the control
program.
The decode unit 1010 receives the MPEG data
§05 with the water mark data inserted therein, for
example, supplied from the digital data encode system
according to the fifth embodiment as shown in Fig. 8, so
to decode and inversely quantize it. The output data of
the decode unit 1010 is transferred to the inverse DCT
unit 1020 and the water mark data extracting unit 1040.
The decode unit 1010 judges the picture type of the MPEG
data, generates the picture type signal 1001 and
supplies it to the selector 1070.
) The inverse DCT unit 1020, upon receipt of the
output data of the decode unit 1010, performs the
inverse discrete cosine transform processing on it, to
generate and supply the image data 1004. The image data
1004 is supplied to the display control unit 1030.

The water mark data extracting unit 1040

detects the data of 8X8 pixel block unit that may become



| -picture 831, the water mark data table for P-picture 832, and the water
mark data table for B-picture 833, according to the pi ct@r@%‘?b@oé‘%
supplied fromthe encode control unit 850 and supplies the water mark data
804 to the water mark data inserting devigg 820 (Step 902). The water nmark
data inserting device 820 inserts the water mark data 804 in the bl ock

I mge data converted in frequency conponent by the DCT unit 810 (Step
903). At this tine, the water mark data inserting device 820 perforns the

sane cal cul at isowaand id oy e hd R 1 r ( agt; Lhe encode
unit 860 quantizes and encodgg thékggﬁguégf%*%%bpf%%%A%?%n??ﬁ%ugag@ qrar k
data insertimg ddwe cedife (Stiap Q04 aNGGSNE & es, an | he MPEG
data 805 with the water mark data inserted therég%n St ?&%waﬁ%&

descri ption weconsid tradenatmed opedeiteicdi rgf Wy iwecdOrmalek eghifg the water
mark data fromthe MPEG data 805 with the water mark data inserted therein
by the digi t 8KtFaCck o vdd ts idddmwidfl tHee dadhodivemnt1adi+h reference to
Fig. 10, the water mark data detecting device of the enbodi ment conprises
a decode unit- 1010, an TheeaddeDCIORA| t upO20reacdbspbdy thentdadla wF tg 1030,
a water mark gta,ex racting unit 1040, an adder 1050, an inner product
cal cul ator 1060° Bl¥efcbierkinndt suppléed Aupk dtheawadlelre nfaotk Idapiact ur e

1081, a water n%rk gata \
extracting unit 1040, adds the data together for one

screen in every-element and supplies the addition result.

The selector 1070, upon receipt of the picture
type signal 1001 from the decode unit 1010, selects one’
of the water mark data table for I-picture 1081, the
water mark data table for P-picture 1082, and the water
mark data table for B-picture 1083, according to the
picture type indicated by the signal, and supplies the
water mark data being stored therein.

The water mark data table for I-picture 1081,
the water mark data table for P-picture 1082, and the
water mark data table for B-picture 1083 respectively
store the same water mark data as being stored in the
water mark data table for I-picture 831, the water mark
‘data table for P-picture 832, and the water mark data
table for B-picture 833 in the encode system of Fig. 8.

The inner product calculator 1060, upon
receipt of the output data of the adder 1050 and the
water mark data 1002 supplied from the selector 1070,

calculates the inner product of the both data and

supplies it.



2003 49 table for P-picture 1082, a water nmark data table for B
éichﬂ?gsaow, and a statisti calo simlarity calculator 108AUgRsI0080 shows
only the characteristic conmponents of the detecting device of the |
enbodi ment, while the description of oth general conponents is omlt_te d
Each conmponent of the detecting device of the enbodinment may be rea IZE
by an information processor and a storage of a personal conputer, a mn{
station, or the other conputer system under the control of the contro

The decode uni k) di£G8{ esidle data. 805 with the water
ggﬁgrggla inserted therein, for exaﬁ%Te, §%%%§%ed ??oﬁb?hﬁuﬁigFtéztEaga o
encode systenmfammmramd@mt:05@eaﬁdfEﬁeeggggknﬁggka§?§gﬁm@Oggcghgp&&FFF101

decode and inversely quantize it. The output data o 0

i's transferretram the imver seréfict ushlcd020o2ndokbe wRLEL TREK JaL3
:af(tracti ng unit 1040. The decode unit 1010 judges fhe picture type of the

TG O i e e et 00,0 SRR

o el ocodé VW \SSORD. hastorick e ndcemebBiuat £c00sl e L anelorm

Gata 1004 is Isu,ppl i edg'E['Bet Aésailapl @pneants einidnil0 W0bceives the
image data 1004 supplied.from the inverse DCT unit 1020
ahd the output data 1003 of the statistical similarity
calculator 1090, and performs the output control of the
display data 1005 based on the image data 1004,
according to the statistical similarity shown in the
output data 1003. More specifically, if the statistical
similarity shown in theroutput data 1003 is a
predetermined value or the more, the unit 1030 judges
that the same water mark data as the water mark data
1002 has been inserted in the MPEG data 805. When the
water mark data 1002 is of the copy-protected content,
the display control unit 1030 copy protects the
generated image data 1004 and supplies it as the display
data 1005.

As illustrated in Fig. 10, the water mark data

'extracting unit 1040 includes a partial average
calculator 1041 for calculating the partial average of
the absolute values of three points around the data of 8
X8 pixel block unit to be supplied from the decode unit

1010 by the following formula (3)



The water mark data -extracting unit 1040 detects the data of 8 x8 pi xel

bl ock unit that may become 12 August 2003 50 a candi dat e T@fAugnet 288er mar k
data, fromthe output data of the decode unit 1010 and supplies it. The
detailed constitution and operation of t water mark data extracting
unit 1040 will be described later. The adder 1050, upon receipt of the data
of 8 X8 pixel block unit supplied fromthe water mark data extracting
unit "1040, adds the data together for one screen in every el enent and

suppl i es the addidugF rieSH ¢} w (T; r . ei pt of, .t he
picture type signéﬁ fog?f¢Lﬂé?ﬁ%ﬁggﬂggngﬁ?Igiﬁﬁg?PLLFgcts'6ﬁé3)df-the
water mark data table for I-picture 1081, the water mark data table for
P-picture 1082, and the water nark data table for B-picture 1083,
according to &hd apdividert §pd2i fdircaieddingt htieSidaral F@nd il i es the
wat er mark data being stored therein. The water mark data table for

| - pi cture 1083ypplhedwiirem irhek deabdet ablie flonoPby eher §akd821 and the
water nmark data table for B-picture 1083 respectively store the same water
mar k data as BEPREISt8VEd(Fhidhe towbeesuppilliedatfacmlthe fartiaai cture 831
the water mark data table_for P-picture 832, and the water mark data
table for B-pR¥etfeessalenlakeredfdde systemof Fig. 8. The inner product

cal cul at or 1060, upon .
' Thus-constituted water mark data extracting

unit 1040 will perform the following calculation;
W(i)=F(i)/avg(F(i)) ... (4)

Where, i is the number of each element of 8X8 pixel
block, F(i) is the output data of the decode unit 1010,
avg(F(i)) is the partial average of the absolute values
of three points around the data, and W(i) is the data
that would become a candidate of the water mark data to
be supplied by the water mark data extracting unit 1040.

This time, an operation of the embodiment will
be described with reference to the flow chart of Fig. 11.
First, the decode unit 1010, upon receipt of the MPEG
data 805 to be inspected, performs the decoding
processing in accordance with MPEG on the received MPEG
data 805 (Step 1101).

The inverse DCT unit 1020 performs the inverse
discrete cosine transform processing on the data decoded

by the decode unit 1010 and generates the image data
1004 (Step 1102).



I pt of the output data of the adder 1050 and the -water mark data 1002
gﬁgSIPed fromthe gelector 1070, calcul ates the inner pri8dgtsi008he bot h
data and supplies it. 12 August 2003 5 1 Based on the inner product of the
output data of the adder 1050 and the weder mark data 1002, supplied from
the inner product calculator 1060, the statistical simlarity calculator
1090 calculates the statistical simlarity of the both data and supplies
it. The display control unit 1030 receives the inmage data 1004 supplied

tical
fromthe inverse DCT uni }b?i tput dat.a. 1003 of the statis
sinilarity calcul ator 8%5; %orns Bt g Y he display

data 1005 ba&%mé@%ﬁ@%&aﬁgafo%o%%’%{ﬂé@ dig di JG:T‘SC? fzﬁ%m

simlarity shown in the output re speci |ca

statistical tfieridedidde SHOMWNLO10} NSe PEEPHE £RE 340031 481 8n 8%69@5””“ ned

value or the nore, the unit 1030 Judges that the sane wateér data as

he
t he wat er nm?:ibcxiai EoriilPa h hegid | dseri@es | thd hga dMPEG, t@oé@é When t
wa?er mark data 1002 is of ?ﬁé copy-protected content, gﬁe display control

uni t 1030 copgqemst ecteridielatgenst atles vaRge makR 4904 Phsksag! igs it as
the display data 1005. As illustrated in Fig. 10, the water mark data
the data F(i) (Step 1103).

The adder 1050 does a sum of the data values
for one screen in every element with respect to the
extracted data of 8X8 pixel block unit supplied from the
water mark data extracting unit 1040 (Step 1104).

The selector 1070 selects a table
corresponding to the pidture type indicated in the
picture type signal 1001, from the water mark data table
‘for I-picture 1081, the water mark data table for Pp-
picture 1082, and the water mark data table for B-
picture 1083, according to the picture type signal 1001
suppliéd from the decode unit 1010, and supplies the
water mark data 1002 to the inner product calculator
1060 (Step 1105).

The inner product calculator 1060 calculates
the inner product of the total sum of the extracted data
for one screen calculated by the adder 1050 and the
water mark data 1002 supplied from the selector 1070
(Step 1106). The statistical similarity calculator 1090
calculates the statistical similarity according to the
inner product value supplied from the inner product

calculator 1060 (Step 1107).



' racting unit 1040 includes a partial average calculator 1041 for
ggltcﬁl atigg the partial average of the absolute val ues Jf2 AYUEE2G0S ntz
around the data of 8 X8 pixel block unit to be supplied fromthe decode
unit 1010 by the followi ng fornula (3) 12,August 2003 52 1042 for
avg(F(i))=(1F(i-1) 1+ FCi) 1+ F(i +1)1)/3 ...(3), and a divider 2 '?h
dividing the data F(i) to be supplied fromthe decode unit 1010 by e
partial average avg (F(i)) to be supplied fromthe partial average

| [ [ 040
| cul ator 1041. Thus-c t ed, wat er rk data extragtin uni t  10:
aflfuperforn1the follomﬁﬂg %%#%U|%¥€o§%55¥?¥:ﬁ?P?Fa gPFEF)ﬂ%@ﬂeﬂéggﬁsls t he

' ) .l t data of the
nmber of eachhetpaenthaf s8mX8 I Qlo Flg S t he out pu
ggcode unit 1010, g§Vg( F( .S)in [ ‘sqg'ttﬁg [I)ngr tk'l gil ’tgvéar agebeofw‘} HJal ues

i i el ' | d becore a
of three poinigoarhasdbeBe datartand iWithd ﬁfﬁ@ 1@ g ey WA
candi dat epof the water mark data to be supp |edc%3:at he water"Ser k dat a

. . . . . _ : ;- T be
extracting undepéfidingTohsthenBtadnseRenal samiadhLine HY W
describedgwﬁth reference to the flow chart of Fig. %&. 8?$§§Pﬁ¥he decode

. : : s d, perforns the
oo ofbesen oo Sedorsonrs, SURRIEEAHR, MMMBTYES, her ! L1
(Step 1101). calculator 1090 (Step 1108) and performs a proper

display control depending on the judgement result,

Thus, the water mark data is detected from the
MPEG data with the water mark ‘data inserted therein and
a proper operation can be performed in accordance with
the content thereof. The detecting device of the
embodimént needs no original image data in detecting the
water mark data. Therefore, the detecting device can be
used in the reproducing device of a general user having
no original image data for the detection of the water
mark data.

Though the embodiment adopts MPEG data as the
data to be transferred from the water mark data
inserting device to the detecting device, it is needless
to say that it can be applied to the other image data
compression technique by the similar concept. Further,
'it may be constituted in that the water mark data is
inserted before performing the inverse discrete cosine
transform processing, thereby transferring the data as
the water mark-embedded image data.

As set forth hereinabove, the digital data

encode system of the present invention is capable of



The inverse DCT unit 1020 perforns the inverse

di screte cosine transform

processing on the data decoded by the decode unit 1010 dRd\ugepetd®Bes t he
i mge data 1004 (Step 1102). 12 August 2003 53 The water nark data
extracting unit 1040 receives the data Fés) of 8X8 pixel block supplied

fromthe decode unit 1010, perforns the cal cul ation of the

(4), and extracts the data that would becone a candi date of the water
data inserted in the data F(i) (Step 1103). The adder 1050 does a sum

t he data valugﬁsefgingng $
extracted data of 8X8 pi xe

bl ock“unit su fromthe “wa

extracting undatdP40héeseBp 1A84YrtifBeasehachdfitlOb? S6le¢hsitd bl e

corresponding to the picture type indicated in the picture type signal
1001, Promth’ehaaeisn bpr khdawatbabhark. B@kal.-pi cture 1081, the water mark
data table for P- picture 1082, and the water mark data table for B-
pi cture 1083, accordi ng fimdenetlps qits ety penve @NBbn 190¢ i qaéspphéegdnhgam t he
decode unit 1010, and supplies the water mark data 1002 to the inneér

product cal cufiat®dracgosdingt bp the5fieTHe Bhgaalperodpohenal,Cahnat Frakfbo

cal cul at es

the i nner product of the total sum of the extracted data
and inserts each water mark data corresponding to the

division by use of one water mark data inserting device,
it can realize the inéertion of é plurality of water
mark data into one original image data at the same
circuit size as the conventional digital data encode
system.

Since the present invention divides the image
data according to the field, signal component, and frame,
and inserts each different water mark data for every
dividing unit, it can reduce the deterioration of the
image quality compared with the case of inserting a
plurality of water mark data in every division;

Although the invention has been illustrated
and described with respect to exemplary embodiment

thereof, it should be understood by those skilled in the

art that the foregoing and various other changes,

omissions and additions may be made therein and thereto,
without departing from the spirit and scope of the
present invention. Therefore, the present invention
should not be understood as limited to the specific
embodiment set out above but to include all possible

embodiments which can be embodies within a scope

above fornul a

mar k
of

FReRT (kY BYeLU.ELeaRal. WAl NESRAR! hodde



for one screen cal cul ated by the adder 1050 and the water mark data 1002
supplied fromthe selector 1070 (Step 1106). The stati stTi2d#9usi?ABarity
cal culator 1090 calculates the statistical simlarity according to the

i nner product value supplied fromthe inngy product calculator 1060 (Step
1107). 12 August 2003 54 At last, the display control unit 1030 judges
whet her the sane water mark data as the water mark data 1002 has been
inserted in the MPEG data 805 or not, depending on the statistical
simlarity shentompatbed QHEP 3 i simlarity
cal cul ator 1090 (g?ep 1108) aﬁgu32%§8%%§ EH%F%EEr%&gh §% % g&hfroF%
dependi ng on fm@tmndgseenbutegultheTageenggg g@&ghsnark data is detected
fromthe MPEG data with the water data inserted therein and a proper
operation can be perforned in accordance with the content thereof. The
detecting device of the enbodi mrent needs no original inmge data in
detecting the water ndrk data. Therefore, the detecting device can be
used in the reproducing device of a general user having no original inmge
data for the detection of the water mark data. Though the enbodi nent
adopts MPEG data as the data to be transferred fromthe water mark data
inserting device to the detecting device, it is needless



to say that it can be applied to the other inmage data conpression
techniyque by the sinilar concept. Further, it may be cordtA4aysePUn t hat
the water mark data is inserted beforg-performng the inverse discrete
cosine transform processing, thereby transferring the data as the water
mar k- enbeddddalvisge-data. As set forth herei nabove, the digital data
encode system of the present invention is capable of 12 August 2003 55
inserting a plurality of water nmark data in one inmage data, thereby

i nserting pl urak:i ' lon therein b he wat nmark data. Since
t he presen?' i nvé‘ﬁ{h%énll %?av%ngégé%{emﬁ ﬁ%éggaggfeéniag%gpap%ﬁ:gjpﬁg field,
signal conponent, and franme,.  and inserts each, water, mar at a

co?r espongﬁﬁﬁg% Waig m F‘\%@?PBW ‘B?‘tﬂl@éta(ﬁg@h@%%gé!ﬂ%ii Rf Helddlatanserti ng
device, it can realize the insertion of a plurality of water mark data

into one ofPEPHHERS Pétheldsandicem fidhds afameriexof itsge fisimes, sl tystenconvent i onal
digital data encode system Since the present invention divides the inage

dat a accor ifichgliigoa tvhter friaeit data $risgriflg coatplon s fobdmtrbllaFEnserafidof Ager t s each
different water mark data for every dividing unit, it can reduce the

det eri or at y@fer efark BP saill WSS R insetinpQiRRed Wi th the case of inserting a
plurality of water mark data in every division.
wherein said water mark data inserting control means inserts first and second

water mark data different from each other and prepared for every odd field and every

even field info the respective corresponding fields, by use of said water mark data

mserting device.

2, A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals having a series of field data
comprising odd fields and even fields of a series of image frames, said system
including a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and ingerts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device; wherein said water mark inserting control means comprises:

a field judging means for judging whether the field data under processing is of
an odd field or an even field upon receipt of the digital data signals; and

a water mark data selection output means, storing first and second water mark
data different from each other and prepared for every odd field and every even field,

for supplying the first water mark data to said water mark inserting device when the



Al though the invention has been illustrated and described with respect to:
exenpl ary enbodi ment thereof, it should be understood bylzﬁﬂ%'ét Q% 1ed in
the art that the foregoing and variouggother changes, omi ssions and
additions may be made therein and thereto, wthout departing fromthe

spirit andjsigepeniatsilidesighbRs e oddTiedd dr 8ilppliRe e RESnd &Ry RIASEMA 1o

I nvention should not be understood as |im'ted to the speC|L|c egbodinent
set out ab LRG| . | bl.e. - ' S i an be

crbodi es- w L h s ek UBR B deRS B Ee LTS IR dgﬁ%gétga s
thereof w t.h respect to the feature set o I.n t{ he appended cl ai ns.

August Zooijel-dS&F%Eg\’Pﬁ@nffwJR%WBF‘F&PS"& Yagaléﬂﬁ‘?;ﬁé“‘%‘ﬁ%‘ﬁﬁ‘%gvi ng a water mark
inserting device for inserting water mark data into digital data signals
having a series of field data conprising odd fields and even fields of a
series of image franes, said system including a water nmark data inserting

control medns f érdigitaitdatal dnicody systeer hdving ofvakandrinaketingdekicbyorsai d wat er
mark inserting device; wherein said water nark data inserting control neans

i nserts figertiap&vas@eoal daaherdignl Kadatgami éaﬁ&g;ﬁ% {HcRmis2s Wafth gk and

prepared for every odd field and every even field into the respective
A gl g LR on Y e T SRS L AR Tt PR DB B
mark inserting device;
wherein said water mark inserting control means inserts a plurality of different
water mark data prepared for every signal component of the digital data signals

extracted by a predetermined reference into the respective digital data signals of the

corresponding components, by use of said water mark data inserting device.

4, A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals having a series of field data, said
systemn including a water mark data inserting control means for controlling insertion
of said water mark by said water mark inserting device, wherein said water mark
inserting control means comprises:

a signal component judging means for, upon receipt of the digital data signals,
judging whether the signal component of the digital data signal under processing is a
brightness component, a first color-difference component, or a second color-
difference component; and

a water mark data selection output means, storing three kinds of different
water mark data prepared for every signal component of the said three kinds, for

supplying the water mark data prepared corresponding to the brightness component to



inserting water mark data into digital data signals having a series of
field data conprising odd fields and even fields of a ségipé@“g‘fzqu”age
frames, said system including a watergark data inserting control neans
for controlling insertion of said water  mark by said water mark inserting

devi ce, wh@ﬁ@mteﬁ@iaakwm{seﬁﬁfgmeméwﬂeh% julnk @1t MRABRatel hedes the
digital data signals by a predeterm ned reference and rnserts a plurality

of differept r i_nal the. di.vi,sion into
he'r espeot Gt coRBprenf AP ERRE Ser B R B R ok B M "
water mark,. inserti devi ce; whereip said er, mark inserting control
means conpffsL& Pl"@lf?e?%ﬁca CP’HHQ?%?WéFE‘é’aﬁeBP‘afV% ?H’éewqgldﬁ‘é‘f’ewli‘@gﬁeel d data
under processing is of an odd field or an even field upon receipt of the
di gi tal datudsenepiaest depignatesihe dirstreglor-differancsetomponent, olsupnlyingthns, storing
first and second water mark data different from each other and prepared

for every wdttr fuagt dataprbpanedcyrrespendihped the sefcnd colgppliffereged dvengdnesttowat er
mark data to said water mark inserting device when the 12 August 2003 -58

judgenent gRsWhier dRSk AR RSt APRE wWhes hith julferddtp Pdskit AsikReS@eONd Wat er
mark data to said water mark data inserti'ng device when the judgenent

Card 1 el oy ng-BERER coy ekl CRRTRE AR Db HeBATRE ] SR oy

mark inserting device for inserting water mark data into digital data

si gnal s, sHi ‘%rtJBﬁ'Ff‘ﬁE‘}eﬁ‘H‘f'ng a water mark data inserting control means
for controlling insertion of said water mark by said water mark inserting
device; wherein said water nmark inserting control nmeans inserts a plurality
of different water mark data prepared for every signal conponent of the

di gital dal.a signbgital detstencmicegstoy mvingedester markadsargéfiedencsefor nt o t he
respective digital data signals of the correspondi ng conponents, by use of

sai d wat erins@iikg dated madfis e4th ixe dil 68a siEnaldheVidp babrictfFieangagd sagy st em
having a water mark inserting device for
system including a water mark data inserting control means for controlling insertion
of said water mark by said water mark inserting device, wherein said water mark
inserting control means compﬁses:
a signal component judging means for, upon receipt of the digital data signals,
judging whether the signal componenf of the digital data signal under processing is a
red-component, a green-component, or a blue-component, and
a water mark data selection output means, storing three kinds of different
water mark data prepared for every signal component of the said three kinds, for
supplying the water mark data prepared corresponding to the red-component to said
water mark data inserting device when the judging result designates the red-
component, supplying the water mark data prepared corresponding to the green-
component to said water mark data inserting device when the judgement result

designates the green-component, or supplying the water mark data prepared

corresponding to the blue-component to said water mark data inserting device when



inserting water mark data into digital data signals having a serjies of
field data, said systemincluding a water mark data i nsé%t‘ar“%'s%rol
neans for controlling insertion of sagg water mark by said water mark
inserting device, wherein said water mark inserting control means

conpri ses: tha jikdgehdht COIPORS Hatds UEBINE coMpoFent, eperdBod @6 Fhdenht t he
digital data signals, judging whether the signal cohponent of the digital

data sign - I j i s:a -hri ness conponent, a first
col or-di fﬂgﬁgﬁgggaéﬁﬁng%ﬁzﬁ@?g%éﬁél?dge@[)lhgﬂ%bI or difference conponent; and a

wat er mark data sel ection output neans, storing three kinds of different
wat er mark data prepared for every signal conponent of the said three

ki nds, for_ suppl i.n? the water mark data prepared corresponding to the
bri ght nessﬁ-corrpér%ﬁta data ppcodegirstendpyRie sgatenmarkiiasestingdeviced® a i nserting
devi ce when the judging result designates the brightness conponent,

suppl yi ng inbertingtvater meark datatisto gigifahdstd sigoals dsyinp disadestof flebdedath,i sartt
color-difference conponent to said water mark data inserting device when .
the | udgesifin meRMdidg: desi gnates the first color-difference conponent, or
supplying the water mark data prepared corresponding to the second

col or-di fferenc d i t | i Vi ce when
t he j udgenent r%gr&%?ﬂ‘%glg%tﬁgrﬁeeg ﬁgn&@ergéaﬁlg?%ﬁogﬁg@f‘k?%%&%dgg&‘ csgﬁlponent,
dependi ng on the .judgenent result of sai.d si,gnal .conmponent .judgi ng neans.
S P A i bt Sterhack B SR atey atdkimsering SO o BT s TS Sk AFHIE ve f or

inserting water mark data into digital data signals having a series of
fiel d dat acongal meauns divides thecligital dafa aisnak by anredeterained rafesence agd dsaes ol
means for controlling insertion of said water mark by said water mark
i nserti ng aphuiality of\idfcsinh water chank tiate prepated dorrsspondimglyctorthe divisieaing
conprises: a signal conponent judging neans for, upon receipt of the
di gi tal datha ré&bedtBlesdigital data of the corresponding divisions by use of said water mark

nserting device; and
a spectral resolution means for spectrally resolving the digital data signals
upon receipt thereof and supplying the obtained resolved signals to said water mark

data inserting device as a subject of inserting the water mark data therein.

7. A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals having a series of field data, said
system including:

a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark

inserting device;



j udgi ng whet her the signal conponent of the digital data signal under
processing is a red-conponent, a green-conponent, or a lelfélgé'étr%)@ﬁent, and
a water mark data sel ection out put nmeaps, storing three kinds of different
wat er mark data prepared for every signal conponent of the said three

kinds, for suppkydcaal febslutet ﬁ@mks&e&mﬁ&mﬁ@gh@&fggeﬁmcﬁagﬂagﬁags to the

red-conponent to said water mark data I nserting devi j udgi ng

result desj - e | yi t he ter rk data

pr epar ed c,'l resgeg%‘%ﬁrég’f%mﬁ%@@?@ﬂ% bE%%@ﬁésﬁ?‘%flgl% o3t ﬂecﬁﬁfk dat a

i nserting devi.ce when the judgenent result desjgnates the_ green-conponent,
or suppl yi F§eHiA8 theayaer ST & 83 avat%@gqﬂégy@ﬁ@ﬁeﬁglg@vgq%and

bl ue- conponent to said water mark data inserting device when 12 August 2003
-60 the judgeme#it veseiconvengmasrssfor teseiyingdhe prasessed signale petidhayatn t he

j udgenent result of said signal conponent judging neans. 6. A digital data

encode sysmark dutwinsertal thadeqts bynesidk wiates aiath igetiayidedict aid forigREdelyng wat er
mark data into digital data signals having a series of field data, said

system i nC&dﬂ%ﬂﬁig Re y&kﬁéﬂﬁperslﬂv@@tﬁtaiaﬂé@&ﬁg’rlﬁﬁn%%%mahec{m&%%%@r control l'ing

i nsertion of sai wat er rmark by said wat rk 1nserting vi ce, wherein

sai d water yack i @lr?%% Wate?&gfﬁ-gﬁlbgﬁ%l%{f?igqagygﬁggig%l?e digital data signals

by a prede?erm ne erence and I nser y of different water
mar k data prepared correspondingly to the division into the respective
digital data of the correspondi ng divisions by use of said water mark
inserting device; and a spectral resolution neans for spectrally resolving
the digitaf- daté dgitphdpie enegdsrsystemdiqying hwnpisomadniasertipp igviegforhe obt ai ned
resolved signals to said water mark data inserting device as a subject of
i nserting mbetingivater meark dakatimtotdigitad data signald hdiigptaakriclodfoficdd dadesaky st em
having a water mark inserting device for
system including:
a water mark data inserting control means for confrolling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts
a plurality of different water mark data prepared correspondingly to the division into
the respective digital data of the corresponding divisions by use of said water mark
inserting device;
a discrete cosine transform means for performing a discrete cosine transform
on the digital data signals upon receipt thereof and supplying the obtained
transformed signals to said water mark data inserting device as a subject of inserting
the water mark data therein; and
an inverse discrete cosine transform means for receiving the processed signals
with the water mark data inserted therein by said water mark data inserting device,

performing the inverse discrete cosine transform thereon and supplying the obtained

inversely-transformed signals as water mark-embedded digital data signals.



inserting water mark data into digital data signals havi ng a series of
field data, said systemincluding: a water mark data i nsierAugygt 2%t r ol
means for controlling insertion of saig, water mark by said water mark
inserting device, wherein said water mark inserting control means divides
the digital data signals by a predeterm ned reference and inserts a
plurality of different water mark data prepared correspondingly to the

division igto h cli ol . . i ndi di vi si ons
by use of said \%a(fﬁéi;tﬁﬁﬁkédclxﬁ%@rsgﬁlg&é% gfg{;%} lt?églrst’tngilgg@gﬁ%g a spectral
resol ution.neans for spectral]y.resalvin e digital d sj gnal,s upon
recei pt thg}sﬁgﬂlgﬂ?gersrﬂ%gldﬁ{aﬂaéotqﬂ@t%ﬁ? isﬁé’&&:}@@g\ﬁeﬁnﬁ @ﬁéﬁé,da sid supj ect
of inserting the water mark data therein, to said water mark data

i nserting g &dclydi@e:an i nver se- converti ng nmeans for receiving the
processed signals with the water mark data inserted therein by said water

mark inserting dewaterenakdafadnsertingranabymenanoecdrtndiidiasatios bf elidy- r esol ved
data and supplying the obtained inversely- converted signals as water

mar k- enbeddathy adlk bakaid Waer ThAR Msértind - deficd] Whirdin HRIRaePEAACnsHRLEM havi ng

a water mark inserting device for inserting water mark data 1nto digital

data signa l : LeSy: fiel t j i ncl udi.ng:, a water
mar k dat a E;%lsng)?ﬁe%gs @%’ﬁ%& ?)kre dr%giféar%g a Os?gng%n r%ﬁ?#%ﬁn&ﬁg‘%%ﬁ%ﬂwoq’n d ?%ES wat er
mar k by saj devi ce, wherein said .mark inserting

d, wat er K insertin : ter
cont r ol rre?;\ﬁgl\f\%}tv b gg&‘f% Ve %‘?ji“i‘% daprenargscorespRpdipgly E‘U\A@Féll“fﬁlﬂﬁ #Pef er ence
and inserts a plurality of different water mark data Fr epared
cor r espondisgespeetave digitd idptaidhe ¢arrespondineg digisinas bywse af gid wategmask of t he
correspondi ng divisions by use of said water mark inserting device; a
di screte costmagdedansform neans for perforning a discrete cosine transform
a spectral resolution means for spectrally resolving the digital data signals
upon receipt thereof and supplying the obtained resolved signals to said water mark
data inserting device as a subject of inserting the water mark data therein;
a sampling means for sampling the processed signals with the water mark data
inserted therein by said water mark data inserting device to supply sampled signals;
and
an image compression means for converting the sampled signals into image-

compressed signals and supplying the obtained digital data compression data signals

with the water mark embedded therein.

10. A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals comprising a series of image
frames, said system including:

a water mark data inserting control means for controlling insertion of said

water mark by said water mark inserting device, wherein said water mark inserting



on the digital data signals upon receipt thereof and supplying the obtained
transformed signals to said water mark data inserting devidckigast 2008ubj ect
of inserting the water mark data theregikn;, and an inverse discrete cosine
transform neans for receiving the proceSsed signals wth the water mark

dat a i nser gggirdl Resags Bivities 9 dloiAldata STBHaKs KAl eii&%ﬁﬁihie&‘ﬁgg‘%ﬂéec d infpisf Or M ng

the inverse discrete cosine transformthereonh and supplylng the obtained

i nversel y- r i I er mark-enbedded .di gi.t al .data signals.
12" August 3803 QTR AR P R b bl BB e
inserting device for j sert%ng water nark data into digital data signals
havi ng a sHl5Te¥eshve digityl data of the sereespering divisis byiusg of sridaitier maskk dat a
inserting control means for controlling insertion of said water mark by
sai d wat er insatingidewisest i ng devi ce, wherein said water mark inserting

control neans divides the digital data signals by a predeterm ned reference

and inserts a phunaldingymednsdbif fRb&NE thiedigihalsbmislsdaitiathie vaRa 184tk data
correspondingly to the division into the respective digital data of the

COVreSpondiﬂ%&Téﬂﬂ&EﬁWquOf‘éﬁﬁV@:It@ﬁﬁ&‘iiﬁﬁ‘?&t‘?ﬁsgotf@ﬁ&' inserting device; a

spectral resolution neans for spectrally re ng the digital data signals
upon receipt th in he qbtal ned,resqlved signals to said
water mark dat gﬁ ?1%;&?? g%%&ggé/ﬁ@%‘%a%’r gor@{%ﬁl&stm%?nqoﬁ%@?% %‘P ﬁ‘%a‘/vat er mark
data therein; a sanpling neans, for sanpling.the processed signals with the
wat er mar kPSP encpdmepioressing i Hiplgiplinprkinds @i pisfIFadyReR GOrIeRRMMUNEG devi ce
to supply sanpl ed signals; and an inage conpression neans for converting
t he sanpl ethesngering methods;i mage- conpressed signals and suppl yi ng the
obtained digital data conpression data signals wth the water mark
enbedded t her ei wherein said water mark inserting control means includes:
water mark data storing means for storing a plurality of different water mark
data prepared correspondingly to a plurality of picture types for use in said encoding
means and said encode controlling means; and
a water mark data selection output means for, depending on the picture type
decided by said encode controlling means, selecting the corresponding water mark

data from said water mark data storing means and supplying said corresponding water

mark data to said water mark inserting device. -

11. A digital data encode system having a water mark inserting device for
inserting water mark data into digital data signals comprising a series of image
frames, said system including:

a water mark data inserting control means for controlling insertion of said
water mark by said water mark inserting device, wherein said water mark inserting
control means divides the digital data signals by a predetermined reference and inserts

a plurality of different water mark data prepared correspondingly to the division into



10. A digital data encode system having a water mark inserting device for

inserting water mark data into digital data signals conprliRhugyst208ries of
imge franmes, said systemincluding: a,water nmark data inserting control

means for controlling insertion of sai water mark by said water mark

i nserting M?ﬁti%ﬁ@ﬁﬁl@a@@éf@hé"@éﬁ?&&ﬁﬂfg 8N ERIsibYsd 8f H@UBter 2008 - 63

control neans ides the digital data signals by a predeterm ned reference
and insert . pl ity of different water mark data prepared
correspond?nnsgﬁ?%tdg(’?h’e division into the respective digital data of the
correspondi ng divisions by use of said water mark _inserting device; an
encodi ng nmeans F&PG%WE%?%BO’% AEaRR tha‘(l‘&,’)gg g’ﬁéF@ngWeldFﬁét%%éﬁlgﬁalﬁk dat a
inserted therein by use of said water mark inserting device; an encode

cont rol | i niterblosks o6z prsdetermaingd sige, speatrallyicesdiving theangespondmgtdigitabdatbor m
encodi ng processing in a plurality of kinds of picture types corresponding
to the ensigdiladn eetrblbsk, akigusplpingahelobsained regolivid bIRE4IE td SiGd Gakr hkk Neans

i ncludes: water nmark data storing neans for storing a plurality of

di fferent wahesefBigkdeviiatad aRiKBA FhseRIERORARE RALY dltQ uRrghur al ity of
picture types for use in said’encoding neans and said encode controlling

o cture type abxruiin HELE S EEu B bRH i ER AN B vl P BRI e
Cuppl y! mg. AP TR B g A RSV al d wat or AT K | noert ng
device. 11. A digital data encodg@:‘%st emhaving a water mark inserting
devi ce for i nsaRengege genteqllingmie neoniodling sgid ercodinganeing sabstoconpri si ng
a series of image franes, said systemincluding:
perform encoding processing in a plurality of kinds of picture types;
wherein said water mark inserting control means includes:
water mark data storing means for storing a plurality of different water mark
data prepared correspondingly to a plurality of picture types for use in said encoding
means and said encode controlling means; and
a water mark data selection output means for, depending on the picture type
decided by said encode controlling means, selecting the corresponding water mark
data from said water mark data storing means and supplying said corresponding water
mark data to said water mark inserting device; and
wherein said water mark inserting device includes:
a partial average calculator for calculating the average of the absolute values
of three points around each element in the resolved signals supplied from said spectral
resolution means, as a partial average;
a first multiplier for multiplying the water mark data supplied from said water

mark data inserting control means by the output data of said partial average calculator

in every element;



a water mark data inserting control neans for controllin% insertion of said
water mark by said water nmark inserting device, wherein d&i/HoxEt203nar k
inserting control nmeans divides the d% ital data signals by a
predeterm ned reference and inserts a %Turality of different water mark
data prepared coilgapantidal %ortlﬂuﬁipfgrir%)éﬁ'aﬁ eRthehPfind GupOlH oF WP gPY L De
respective digital data t he cortresponding divisions by use of salrd water
mark insertjn vice; a spectral resalution nmeans for dividing the inmge
of the dig@PQFﬁagﬁ%aBFGW&FEﬁﬁﬁﬁ?%“%Fd%@s of a predeternined size,
spectrally resolving the corresponding digital data signals in every

bl ock, and supptysdi§r fo5addpg haapytala afsaidsesend multiplienand thareselvadr k. dat a
inserting device as a subject of inserting the water nark data therein; an
encodi ng nsgmds fuppliedhfronhi sagl dpkeiraireioldlonshepnarsevsiry bletgat. wat er mar k dat a
inserted therein by use of said water mark inserting device; an encode
controlling neans for controlling said encoding neans so as to perform
encodi ng processing in a plurality of kinds of picture types; wherein said
wat er mar ky4d nsegty; .06l : Qring nmeans
For stori naa prcia Ba8halictsaes Nt F e Mah s PR il hRL Y d
correspondi naly to luralit f picture types for yse in said encoding
neans and @%?ﬁ%gﬂ%%g%ﬁﬁ%‘ﬂPESPl?{tf‘ﬂdn%ﬁﬁﬁsg;m ﬁ%‘P i ’@P‘rlf‘rf%t%m&oa%’é‘t@]éfa@cti on
out put means for, .depending _on the picture type decided by said encode
control | i igetmeshayingeseics Phfeldhe corresponding water nmark data from said
wat er mark data storing neans and supplying said correspondi ng water rmark
data to said water mark inserting device; and wherein said water nark
inserting device includes: a partial average cal culator for cal culating the
average of the absolute values of three points around each elenent in the
resol ved signals supplied fromsaid spectra



resol ution nmeans, as a partial average; a first nmultiplier for nmultiplying
the water mark data supplied fromsaid water mark data ﬂ@é@ﬁWPﬁﬂx@ontro
nmeans by the output data of said partial average calculator in every

el ement; 12 August 2003 -65 a second nubsiplier for multiplying each

‘el ement of the output data of said first nultiplier by a predeterm ned
constant; and an adder for adding the output data of said second nultiplier
and the resolved signals supplied fromsaid spectral resolution neans in

every el emeglataldy /éém&ic;la'ofiaé 3 £OCP AR S SIS NAYE EF fnyahiel 1 RBr K

inserting unit inCluding a water nmark data inserting control neans for

i nserting W@l amwatedatmmdintail gid@dcEni@ uslionshs1Bavhgoaawsesies of
field 12 August 2003 66 data by control of a water mark data inserting

devi ce andmaniaideraraidedtatindglaieois nforinddtédiel nigli Bige awdbber mafkr Kk dat a
detecting neans for detecting the water mark data fromthe digital data
signal s wi t klattlae fwetne rt heardd g idat la dethcke ds 1 dvea ot owbiyh sehed water mark data
inserting unit: said digital data signals being of a digital data signal
consi sting deta seldesk Wienatey oy romid ;wakdl matkrdabakidaertingerting unit
further conprising an encodi ng neans for encoding the digital data signals
with the wati@tttark data inserted therein

said digital data signals being of a digital
data signal consisting of a series of image frames;

said water mark data inserting unit further
comprising

an encoding means for encoding the digital
data signals with the water mark data inserted therein
by use of said water mark data inserting device, and

an encode controlling means for controlling
said encoding means so to perform encoding processing in
a plurality of kinds of picture types corresponding to
the encoding methods;

said water mark data inserting control means
comprising

first water mark data storing means for
storing a plurality of different water mark data
prepared correspondingly to a plurality of picture types
for use in said encoding means and said encode
controlling means, and

a water mark data selection output means for,
depending on the picture type decided by said encode

controlling means, selecting the corresponding water



by use of said water mark data inserting device, and an encode controlling
means for controlling said encoding means so to perfor mléfisypirpo3
processing in a plurality of kinds of picture types corresponding to the
encodi ng nethods; said water mark data ipserting control neans conprising
first water mark data storing means for storing a plurality of different
water mark data prepared correspondingly to a plurality of picture types
for use in said encoding means and said encode controlling nmeans, and a

vater ok daidgsect | prgualt meone 1k, dopprdieg encLiepiclie (pe

deci ded by said encode controlTing neans,

wat er 12 A“guﬁkiaﬂgﬁpfiiﬂ@fftq@5aséi&n%§€§9d$%gﬁfd&@éeﬁngEE ig%ta storing

means and supplying it to said water r a NSerting evrce, said
water nark dejeagtdeérg unit conprising a decoding nmeans for decoding the
digital data signals encoded by said encoding neans of said water mark

data inserting device, aaddawaitep! Mard0HStRAddiG MBANS ddpLofide! 11 ng
di spl ay dependi ng on the data decoded by said decoding neans according to
the content of the water declbddaigameans for decoding the digital data
signals encoded by said encoding means of said water
mark data inserting device, and

a display controlling means for controlling

' display depending on the data decoded by said decoding
means according to the content of the water mark data
inserted in the digital data signals or according to its.
presence;

said water mark data detecting means
comprising

a water mark data extracting device for
extracting candidate data, that is a candidate of the
water mark data, from the data decoded by said decoding
means,

a second water mark data storing means for
storing the same water mark data as the plurality of
water mark data stored in said first water mark data
storing means of said water mark data inserting control
means in said water mark data inserting device,

a water mark data selection output means for
selecting the corresponding water mark data from said

second water mark data storing means according to the

picture type in the encoding processing to be recognized



inserted in the digital data signals or according to its. resence; said
wat er mark data detecting means conprising a water mark dgtfg-‘géli'ﬁ%ti ng
device for extracting candidate data, tha®®is a candidate of the water
mark data, fromthe data decoded by said decoding neans, a second water
mark data storing neans for storing the same water mark data as the
plurality of water mark data stored in said first water mark data storing
means of said water nmark data inserting control neans in said water mark

dat a insertingi@e¢m@e§e@owam@rpmbbbs@ah@ aglgguhoaegghgﬂg g%%%% g
sel ecting the corresponding water mark data fromsaid seéecond water mark

data storing nBYRPlydder ditngand the picture type in the encoding
processing to be recognized - 68 12 August 2003 in the decodi ng processing

by said decoding neans and stapbtiealisimbbar oyt PidGihgahesh MTESATI tY
judging nmean for. ,making a conparison between the candi date data extracted
by said water WaKENgapacemppyéspagbetveen &hd thedidhee darek estat-actiwap! i ed
by said water Eark dgta sel ection output neans, judging the statistical
simlarity theréof2l9aKatREt MpYkngasai axtiraptiangcdaviokl and mRanwagkyt he
mark data supplied by said water mark data selection
output means, judging the statistical similarity thereof,
and notifying said display controlling means of the

judgement result.

13. A digital data encode system as claimed

in Claim12,

said water mark data inserting unit further
qomprising | | .

a4 spectrally-resolving means for dividing the
image of the digital data signals into blocks of a
.éredetermined size, spectrally resolving the
corresponding digital data signals in every block, and‘
supplying the obtained resolved signals to said water
mark data inserting device as a subject of inserting the
water mark data therein;

said water mark data inserting device
comprising

a partial average calculator for calculating
the average of the absolute values of three points
around each element in the resolved signals supplied

from said spectrally-resolving means, as a partial



judgenment result. 13. A digital data encode system as Cl%b%@%wﬁébdg aim 12,
said water mark data inserting unit furthﬁg conprising a Cdital dat
spectral ly-resol ving neans for dividing T_@ i mage of the d|g:ta ?hg
signals into blocks of a predetermned size, spectrally refo_V|n?h
corresponding digital data signals in every block, and supp yhng_ eaS N
obt ai ned resol ved signals to said water mark data inserting ewﬁed s
subject of inserting the water mark data therein; said water n?r I ?in
inserting devi @X8®Brising a partial average cal culator for Cﬁ cr a ntgin
the average of the absolute values of three points 'aroqnd_eac, e erreas |
the resol ved signals supptifeldst murhtsiaild espefrtr atu Wb ipdsalng nthdmafsr

[ [ i pli for multiplying
rtial - 69 age, 12 August 2003 a first multiplier ul ti
Fﬁe wat er nar@ggétga%%p%F?Bgl?¢oﬁ¥%@|ﬂahﬁ1@¢tﬁarManhtdatmsﬁnéeﬁglngontroI

[ ' | ator in every
s by the o ata of said partial average calcu
grggent?/ a sec%j(tr)llgy}"rr% tTORRRPY cthen Pet Ry i dataaeh salénpmttbalt heepageut

data of said fagpl,aLslpPlL eévgflf aelement,

a second multiplier for multiplying each
element of the output data of said first multiplier by a
predetermined constant, and

an adder for adding the output data of said
second multiplier and the resolved signals supplied from
said spectrally-resolving means in every element;

said water mark data extracting device of said
water mark data detecting means comprising

a partial average calculator for calculating
the average of the absolute values of three points
around the block data decoded by said decoding means as
a paitial average, and

a divider for dividing the block data decoded
by said decodiﬁg means by the output data of said

partial average calculator.

14. A water mark data inserting method for
inserting water mark data in diéital data signals having
a series of field data by use of a water mark data
inserting device, comprising

a step of, after dividing the digital data

signals by a predetermined reference, inserting a



predet erm ned constant, and an adder for adding the output data of said
second nmultiplier and the resol ved signals supplied f r om12d3Hayst 2003
spectral |l y=resol ving neans in every el erentd; -said water mark data
extracting device of said water nmark data detecting neans conprising a
partial average calculator for calculating the average of the absolute
val ues of three points around the block data decoded by sai d decodi ng
nmeans as a partial average, and a divider for dividing the block data

decoded by saPhuxmLily nof ndbfise Bant hﬁa@é%%&r]ga&%t?‘;?;?@ésgg%&a”ia' average

calculator. 14. A water mark data inserting metho ting water

mark data in difiresperdinglynad sthavd Del &1 $6 { €60 Ofpd | ta by use of a
water mark datg, jnserting device, conprising a stg% offgé§§§§f¥ﬁviding t he

digital data Stk data of et erouresheRi BIENEEy 14 ISES LMY @ d 2, August
2003 - 70 Pluraljty of different water mark-data prepared -corréespondi ngly
o the di visicﬁPajidnt‘@ft%m etiaelnsbgiimg diatic®f the corresponding

t

divisions, by use of said watermark data inserting device. 15- A wate

mark data inserting nmethod as set forth in Caim 14, wherein '

15. A water mark data inserting method as set
forth in Claim 14, wherein

said digital data signals are of a digital
data signal having a series of field data consisting of
odd fields and even fields of a series of image frames,

further comprising the steps of:

a step of storing first and second water mark
data different from each other and prepared for every
odd field and every even field,

a step of judging whether the digital data
signal is of the odd field or the even fieid one after
another, |

a step of selecting one of the first and
second water mark data as the water mark data to be
inserted in the digital data signals, according to the
judgement result in said field judging step,

a step of spectrally resolving the digital
data signals, and '

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark

data therein, obtained as a result of the spectrum

resolution in said spectrally resolving step, inserting



said digital data signals are of a digital data signal having a series of
field data consisting of odd fields and even fields of 42§§E%§%?Q9@ | mage

frames, further conprising the steps of:~dlstep of storing first and second
water mark data different fromeach other and prepared for every odd
field and every even field, a step of judging whether the digital data
signal is of the odd field or the even field one after another, a step of
selecting one of the first and second water mark data as the water mark

data to be inkbetEdrsh wabtedi gatkl daiﬁ&aiﬁ"c@ﬂ@lh&ff‘é&\%l%gga{lg #,di
judgenent result in said field judging step, a step Of sp ctra% y resol ving
the digital d3®%2sPEnthe, odddfsetd epr of nsaitng esmcge@gnah@agﬁgqmggﬁy
anal yzed data, ,as a, subject of inserting the water nmark data therern,
obt ai ned as a $&EdIinte the £requency amsbyzsd afata S8 h&PeshA akk Yeq
resolving step, inserting 12 August 2003 - 71 the first water mark dafa
into the frequdfSF &Y S dtheifalention taekh ¥ el waid nseEss Ndatke second

water nmark d | nt o, t he, frequency anal yzed data of the even filed,
according to ?%%t%eﬁégﬁq%ﬁpge%kﬁﬁ-in said water mark data sel ecting step.

-16. A water mark data inserting method as set
forth in Claim 14, fufther comprising

& step of storing three kinds of different
water mark data prepared for every brightness component;
first color-difference component, and second color-

. difference component in the signal components of the
digital data signals,

a step of judging the signal components of the
digital data signals one after another,

a step of selecting one of the above three
kinds of water mark data as the water mark data to be
inserted in the digital signal data, according to the
_judgement result in said signal component judging sﬁep,

a step'of spectrally resolving the digital
data signals, and

a step of, with respect to the frequency
analyged data, as a subject of inserting the water mark
data therein, obtained as a result of the spectrum
resolution in said spectrally resolving step, inserting
the water mark data prepared correspondingly to the

brightness component into the data of the brightness



.16. A water mark data inserting nethod as set forth in Claim14, further
conprising a step of storing three kinds of different ma%u%??p%ta
prepared for every brightness conponent,- 72i kst col or-di fference conponent,
and second col or- difference conponent in the signal conponents of the
digital data signals, a step of judging the signal conponents of the
digital data signals one after another, a step of selecting one of the
above three kinds of. water mark data as the water nmark data-to be

inserted in theofipghéat, sig rdin 0o the judgenent result in
sai d signal conﬁggent judgiﬁgiggg%?t%é§§%ﬁgéﬂ%§%kcé?5?I ?éﬁ%ﬁ@ing t he
digital data sogré@dsendd st& £ W ct. 1o the frequency -
anal yzed data, as a Eubjec E%f ifﬁéﬁt?%Eﬁ?H%fﬁgfé#lﬁéﬁi?“?ﬁu%P ?ﬁﬂ%h?u

obt ai ned as a imseolthefdibe & o O 4 | d spectral
PeSid U r 4254 ﬂ‘q{':i.ff]els&{dcge o r&c&ﬁﬂﬁl

resolving step, inserting the water mark data prepareée tor T rngly to

the bright nessr compemneitq i the wdeedahariofgdie ﬁéﬁfwss 12 August 2003 -
re

72 conponent, inserting the water mark data prep correspondingly to

the first col ctoriéspomnhinybpnpontdid sdddm tdisl Saldy Ofe di
color-difference conponent, or inserting the water naﬁ&ggété&%%%ﬁg?%%
into the data of the second color-difference component,

according to the selection result in said water mark

data selecting step.

| 17. A water mark data inserting method as set
forth Claim 14, further comprising

a step of storing three kinds_of different
water mark data prepared for every red-component, green-
componenﬁ; and blue-component in the signal components
of the digital data signals,

a step of judging the signal components of the
digital data signals one after another,

a step of selecting one of the above three
kinds of water mark data as the water mark data to be
inserted in the digital signal data, according to the
judgement result in said signal component judging step,

a step of spectrally resolving the digital
data signals, and

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark
data, obtained as a result of the spectrum resblutioh in

said spectrally resolving step, inserting the water mark



correspondingly to the second col or-di fference conponent -into the data of
t he second col or-difference conponent, g ording to t he TSMERE G053 esul t
in said water mark data selecting step. 17. "TA water mark data inserting
nmet hod as set forth Caim-14, further conprising a step of storing three
kinds of different water mark data prepared for every red-conponent,
green- conponent, and bl ue-conponent in the signal conponents of the
digital data sigpals, a step of judging the signal conmponents of the
digital data ﬂ%ﬁa Ef%h%r%‘#t‘é?rléﬁ!ﬁﬂmdin@lxte@ the seeactompoRBRL Ofnthe
above three kég%s of waier, mark data as the water nmark data to be .
inserted in the di 9 talOki Hhal reneonperenti nnsert ey $hdoeaeat mesklt in,

sai d signal coppene, | udging step, a_step of spectrally resolving the
digital data S|g%aﬁé?ﬁéﬁéﬁeﬁhﬁ%ﬁé&ﬁqd%ﬁq regpelee  goeehecdHmponenty

anal yzed dat a, bject of inserting the water mark data, obtained as
a result of t hjéﬁg%g%}férj éfkﬁet-r%s%llI Jihe I 5epn-gonpanret r 20T yinssot inaggtisé ep,

inserting the yatger 73 12 Augpst 2003 data prepared correspondi ngly
to the red-corrponentrﬂglalﬁl odatt%é’rc?ﬁa&egy AHE TR HDHENRe thedrlueg t he

wat er mark daldompgsRared iy "SRPUL Y Y e tbhleueg—rceoerrrt];;gr?enrln)g,ne:écording
to the selection result in said water mark data

selecting step,

18. A water mark data inserting method as set
forth in Claim 14, . further comprising

a step of storing a plurality of different
water mark data prepared for every plurality of picture
types corresponding to the encoding methods in encoding
‘the digital data signals,

a step of judging the signal components of the
digital data signals one after another,

@ step of selecting one of the above three.
kinds of water mark data, as the water mark data to be
ingerted in the digital signal data, according to fhe
judgement result in said signal component judging step,

a step of spectrally resolving the digital
data signals, and | ‘

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark
data therein, obtained as a result of the spectrum

- resolution in sgaid spectrally resolving step, inserting



into the data of the green-conponent, or inserting the water mark data
prepared correspondingly to the blue- conponent into the ¢August 2403

bl ue- conponent, according to the seleggion result in said water mark data
selecting step. 18. A water mark data inserting nethod as set forth in
Claim14; further conprising a step of storing a plurality of different
wat er mark data prepared for every plurality of picture types

dj ' 1 I di gi..t al data
CFgnar oonctltvdd il ERGAG I PR Ry T AR LAt %gcwﬁ@ga{% Fdat
[ I ft t her,, t f | ecting one of the above three
E: ggg zf O\?\g?lg‘ﬁloﬁr&?ﬁ%ﬂgﬁﬁaia “é?zertsméﬁ\ﬂgﬁaégﬁﬁté‘?&étmgta to be inserted in the

digital signal data, according to the judgenent result in said signal
conponent judging step, a step of spectrally resolving the digital data
signals, and a step of, with respect to the frequency analyzed data, as a
subj ect of 19.nseAtdongputdrecatablermemory forkbing & esiefod progpiifaesbnasiimgresul t of
the spectrum resolution in said spectrally resolving step, inserting 12

August  2008igitdAidienceas @yst@i@h%qiﬂghavapar%kﬁ%ﬁ&g%ﬁ@&ﬂﬁéﬂglf& InGerkifle Picture
type, according to the 'selectioh result in said water mark data sel ecting

step. water mark data into digital data signals having a series of field data for use by a

water mark inserting device, said control program including the steps of:

after dividing the digital data signals by a predetermined reference, inserting a
plurality of different water mark data prepared correspondingly to the division into the
respective digital data of the corresponding division, by use of said water mark data
inserting device;

storing first and second water mark data different from each other and
prepared for every odd field and every even field, with respect to the digital data
signals having a series of field data comprising odd fields and even fields of a series
of image frames;

judging whether the digital data signal is of the odd field or the even field one
after another;

selecting one of the first and second water mark data, as the water mark data to
be inserted in the digital signal data, according to the judgement result in said field
judging step;

spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectrally

resolving step, inserting the first water mark data into the frequency analyzed data of



19. A conputer readable nenory for storing a control pr ogIr am f or
controlling a digital data encode system having a water Felt4ausha3; ng
control neans for inserting water matksdata into digital data signals
having a series of field data for use by a water mark inserting device,
sai d cont r le quddipidon insartingithegeddnd vedtapaarkfdatadfitoethe dieyuahicp@nillhzeddiagi t al
data signals by a predeterm ned reference, inserting a plurality of

di ff erent hﬁﬂﬂh@févéfﬁﬁéﬂddﬁk@rdﬂ{%@%ﬁ@ﬁl&ﬁbﬁ@@sﬂﬁ@ﬁ]bﬁﬂMtér@nérﬂ%aﬂ's\éleﬁtn@é‘ into the
respective digital data of the correspondi ng division, by use of said water

mar k dat a ]gsertl ng device; storing first and second water nmark data
different from each other and prepared for every odd field and every even
field, with respect to the digital data signals having a series of field
data conprising odd fields and even fields of a series of image franes;

j udgi ng whether the digital data S|%nal is of the odd field or the even
field one 2@&ft eA comEuE teadgbleanemory fonyomdig a pantfol prgram dorseontallingat er mar k
data, as the water mark data to be inserted in the digital signal data,
accor di ng digitahintg eidgdereystens Bavihg a iwates anadk insettthg doutigh meprstfepinsafingt ral | y
resolving the digital data signals; and with respect to the frequency

anal yzed dabgyr ﬁm@da&wmtseigl@f 4t 8ighals RAvihDE seﬂ@t&rﬁw&&a@%@seﬁyal ned as a
result of the spectrumresolution’in the Spectrall resol vi ng” st ep,

oo 18 A e B Voo L2 2
the 17 eauency atplvess eyl 05,2 11 o0, Bccos g Lo e, e ect o
menory for pl?lia?lrt;/ Q dl?fel(':e?l? %/rat(;)elr nPa;l? art{zi1 r&gp%ed%grnrgstp%ln!‘i{n%?y to the division into the
respective digital data of the corresponding division, by use of said water mark data
inserting device;
storing three kinds of different water mark data prepared for every brightness
component, first color-difference component, and second color difference component
in the signal components of the digital data signals;
- judging the signal components of the digital data signals one after another;
selecting one of the said three kinds of water mark data as the water mark data
to be inserted in the digital signal data, according to the judgement result in said
signal component judging step;
spectrally resolving the digital data signals; and
with respect to the frequency analyzed data as a subject of inserting the
watermark data obtained as a result of the spectrum resolution in the spectrally

resolving step, inserting the water mark data prepared corresponding to the brightness

component into the data of the brightness component, inserting the water mark data



digital data encode system having a water mark inserting %p tro ans for
inserting water mark data into digital data signals havil dﬂ§“§ s of
field data for use by a water mark inﬁﬁrting devi ce, said control program
including the steps of after dividing the digital data signals by a

predeterm ?tgzgal%ﬂfcgﬁg%gﬁd'n%g@re%ﬁ%of’or- fridlefild 50341&%%3&&%{0%% g%[g\gﬁl'@r mar k

data prepa corre I to the divisionl e digital

data of th orre ndi ng division, by, use of said water mark data

i nserting ﬁ&s\?/f}%%f'agﬁ%?}cﬁ OMRPRRLIAT %B‘fgt ?W@@Fé‘h"?k%?é?eﬂ%dk data prepared
for every brightngss conponent, first color-difference conponent, and
second col $RTaPeHdingiadhe sesapd Aelar-differench sompaneit ine theotasmekthosedond di gi t al
data signals; judging the signal conponents of the digital data signals one
af t er anot bdor-difesinee tomporeng aofording ts diedelebti@erdsulo dssadf wait efarlt@atk data as
the water mark data to be inserted in the digital signal data, according
to the judgdssengsfepsult in said signal conponent judging step; spectrally
resolving the digital data signals; and with respect to the frequency

anal yzed data as a subject of inserting the watermark data obtai ned as a
result of the spectrumresolution in the spectrally resolving step,

i nserting e ter r k t.a prepared corresponding to_the brjghtness
conponent H:t omﬁﬁé’m&)ﬁ%ﬁ “E?%gl?lﬁ é‘%ﬁ‘i‘&éﬁ ﬁ?ﬁ#é%%ﬂgc%ﬁ%&?gmogg% g‘groPPH@h‘PEé wat er
mar k data 12, August 2003 -76 prepared corresponding to the first

col or - di f f éigialdstacenepdnuisten having awateamarlinsemtiag contreltmensks dor-idserfieg ence
conponent, or inserting the water nmark data prepared corresponding to the

second col watedimifledatmingo digiipbdetnsignalt havtiinea daia of ficlddatsfes aseby a
color-difference conponent, according to the selection result in said water

mark dat a watel @@tk Meerfih@Bevidd saif coRRBIPrramSacialing tHEHBYosf Or storing a
control programfor controlling a
after dividing the digital data signals by a predetermined reference, inserting a
plurality of different water mark data prepared correspondingly to the division into the
respective digital data of the corresponding division, by use of said water mark data
inserting device;
storing three kinds of different water mark data prepared for every red-
component, green-component, and blue-component in the signal components of the
digital data signals;
judging the signal components of the digital data signals one after another;
selecting one of the said three kinds of water mark data as the water mark data
to be inserted in the digital signal data, according to the judgement result in said
signal component judging step;
spectrally resolving the digital data signals; and
with respect to the frequency analyzed data as a subject of inserting the

watermark data obtained as a result of the spectrum resolution in the spectrally

resolving step, inserting the water mark data prepared corresponding to the red-



digital data encode system having a water mark inserting gontrol_ neans for
ingerti ng water mark data into digital data signals havi?g uPuebsi®s of
field data for use by a water mark ingecting device, said control program
including the steps of: after dividing the digital data signals by a

pr edet er m pedporeheménihe dafardelnd icdgompopénty iabdrting tie veitéf reaRnlatawmeparedrar k
data prepared correspondingly to the division into the respective digital

data of theorepbRERORCtHLS Yrédh \CofiipBhent Mo USEdH oSBE SrtlcBinpdREds, Gfat a
i nserting devi ge; g%)ori ngrthregipki r?ds gf different water 'mark data prepared

for ever in& PPQ - onponent. .i he signal
corrponen%/s{ng?ﬁl%1 ge d%&gl S’il‘g‘!o@f@f“’éiﬁggg&g%}’%@gg F}g{h#ﬁ%&eé (gﬁﬂaqne?,t ﬁﬁj&h%ntz of
the digital, ,da ignal s one after. another; _selecting, one of the sai

t hree Ei ndgatﬁp%%ﬁt%’é'?e"?ﬂ?l?@n&% 3‘3%’%‘51{1&5’ \tkétS%lFCtiPé'rrI?S blt“égldt‘ﬁat@émﬁ’#s@tt% ed in
the digital signal data, according to the judgenent result in said signal
conponent f%@f@‘i’lﬂ@t@t ep; spectrally resolving the digital data signals; and
with respect to the frequency anal yzed data as a subject of inserting the
wat ermark data obtained as a result of the spectrumresolution in the
spectrally resolving step, inserting the water mark data prepared

correspond2ng t A dofputeddeatBbIBuEiEdry 2003orir; a@&fﬂ%@ﬁ%mﬁ%ﬁoﬁ%llﬂg_taa of the

red- conponent, inserting the water nark data prepared corresponding to the

reen-co {0 - iznserti.ng the
R g T dat
f the blue-co nent . .accor di to.the . .selectio It in said water mar
gat a sel e‘é’f‘%ﬁgﬁ& @33‘? ilﬁ%&%ﬂ%ﬁﬁ%&ﬁaﬂs F%‘QH%\BF@‘W&%@%@S‘%& fog ugg gﬁ@ a control
programfor controlling a digital data encode system having a water mark

i nserting Waist Mark imsertse feyice, saidoontigl program including the steps of:

—

after dividing the digital data signals by a predetermined reference, inserting a
pluraIity‘ of different water mark data prepared correspondingly to the division into the
respective digital data of the corresponding division, by use of said water mark data
inserting device;

storing a plurality of different water mark data prepared for every plurality of
picture types corresponding to the encoding methods in encoding the digital data
signals;

judging the signal components of the digital data signals one after another;

selecting the corresponding water mark data as the water mark data to be
inserted in the digital signal data, according to the judgement result in said signal
component judging step;

spectrally resolving the digital data signals; and

with respect to the frequency analyzed data as a subject of inserting the

watermark data obtained as a result of the spectrum resolution in the spectrally



water mark data into digital data signals having a series éﬂ% f data for
use by a water mark inserting device, said control progr ng t he
steps of, after dividing the digital data signals by a predeterm ned
reference, inserting a plurality of different water mark data prepared

corr espondirfgiyy Qeﬁg I?ﬁseij%ﬁ/- ik %t M i ggt% tré)?féﬁec%kr'e}gﬁ:{nq | ihhe ? g, Of the

correspondi ng di use sal nser I'ng” devi ce;

storing a ra it i fferent ter mark dat repared for every

ol oral ity DY Bieetdind %@58@6@&% Rdrgvater ik dBhcslecing MePhods | n
encoding the digital data signals; judging the signal conponents of the
digital data signals one after another; selecting the correspondi ng water
mark data as the water mark data to be inserted in the digital signal
data, according to the judgenment result in said signal conponent judging
step; spectrally resolving the digital data signals; and wth respect to
the frequency anal yzed data as a subject of inserting the watermark data
obtained as a result of the spectrumresolution in the spectrally 12 August
2003 -78 resolving step, inserting the water mark data prepared
corresponding to the picture type, according to the selection result in
said water mark data sel ecting step. DI G TAL DATA ENCODE SYSTEM ABSTRACT
A digital data encode systemfor inserting water mark data into digital
data signals having a series of field data by use of a water mark data
inserting device, said digital



data encode systemconprising a field judging unit (120) ,_djviding_the
digital data signals by a predetermned reference, a Wat13rAL19HFtk2®§ta
sel ection output unit (130) for selecting proper one of a plurality of
different water mark data prepared correspondingly to the division '
according to the judgenent result of the field judging unit (120), and a
wat er mark data inserting device (140) for inserting the water mark data

SuppL Led [ om e hat et T8 pfot g o8k B Pn ULl ¢ (130) 1 che

ABSTRACT

A digital data encode system for ingserting water mark
data into digital data signals having a series of field data
by use of a water mark data inserting device, said digital
data encode system comprising a field judging unit (120)
dividing the digital data signals by a predetermined
réference, a water mark data selection output unit {130) for
selecting proper one of a plurality of different water mark
data prepared correspondingly to the divigion according to
the judgement result of the field judging uﬁit (120), and a
water mark data inserting device (140) for inserting the
water mark data supplied from the water mark data selection
output unit (130) into the digital data signals {(101).

Fig. 1



