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With the convergence of the Internet and wireless communications systems, individuals

have the ability to access a wide variety of stored content on their mobile devices. In a common
15  approach, a mobile device is adapted to establish a data communications link with a mobile
network that is connected to the Internet. The mobile device typically includes a web browser
interface that allows its user to request content from web servers connected to the Internet. Due
to the constraints of mobile devices, content providers often serve different content to mobile
devices than is served to other network devices such as personal computers. For example, a
20  personal computer will typically have a larger display and greater memory and processing
capabilities than a mobile device, and may be connected to the Internet at higher access speeds.
As a result, many content providers serve large graphics and multimedia files to personal

computer users, and predominately text-based content to mobile devices.

Many content providers obtain revenue through advertisements served to end-users along
25  with the requested content. Such advertisements may include banner advertisements and other
advertisements that are embedded within the served content, and pop-up windows that display

advertisements in a separate browser. These advertising techniques are not desirable, however,
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In view of the above, there is a need in the art for a subscription content service that is

20  efficient for both the user and the subscription carrier.

SUMMARY OF THE INVENTION

The present invention relates to a method and system for providing content services to
mobile devices. The method and system should provide these content services to the mobile
devices while ensuring user privacy. The method and system should also allow one or more

25  content providers that provide the content services to collect payment for the use of the content

services.

In an embodiment of the present invention, a wireless communications system includes a
content provider, a first network, a proxy server coupled with the content provider via the first

network, a second network, and a wireless device server coupled with the proxy server via the
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for wireless device making the request. The proxy server then sends the IP address to an identity
agent and is given a subscriber identifier corresponding to the IP address. The proxy server then
looks at the HTTP request to determine which server's data is being requested. This server is

25  determined to be associated with the affiliated content provider. The proxy server then uses an
algorithm to calculate a unique provider-specific identifier or subnym from the subscriber
identifier and an identifier associated with the content provider. The unique provider-specific
identifier is attached to the HTTP request by means of inserting an additional header to the
request. The HTTP request is forwarded to the affiliated content provider with the appended

30 subnym. The affiliated content provider then uses the appended subnym to determine the
identity of the user.
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15 Fig. 3 illustrates a preferred subscription process according to an embodiment of the

invention;

Fig. 4 illustrates a first alternate embodiment for facilitating communication between

wireless devices and content providers according to the invention;

Fig. 5 illustrates a second alternate embodiment for facilitating communication between

20  wireless devices and content providers according to the invention;

Fig. 6 illustrates a third alternate embodiment for facilitating communication between

wireless devices and content providers according to the invention;

Fig. 7 illustrates a fourth alternate embodiment for facilitating communication between

wireless devices and content providers according to the invention;

25 Fig. 8 illustrates a fifth alternate embodiment for facilitating communication between

wireless devices and content providers according to the invention;
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15 A preferred embodiment of the present invention is illustrated in Fig. 1. A mobile
network 10 facilitates communications between a plurality of wireless devices, such as wireless
device 12, and a plurality of content providers, such as affiliated content provider 14 and non-
affiliated content provider 16. The mobile network 10 may be any wireless communications
system that supports at least one multiple-access wireless communications protocol such as

20  General Packet Radio Services (GPRS), High Data Rate (HDR), Wideband Code Division
Multiple Access (WCDMA) or Enhanced Data Rates for GSM Evolution (EDGE). The wireless
device 12 may be any device, whether stationary or mobile, that is adapted for wireless
communications with the mobile network 10, such as a cellular telephone, pager, personal digital

assistant (PDA), vehicle navigation system or portable computer.

25 The mobile network 10 connects the wireless device 12 to the content providers 14 and
16 through a subscription system 18 and a network 20, such as the Internet. The mobile network
10 is operated by a carrier that has an established billing relationship with its mobile customers,

including wireless device 12, for use of the wireless services provided through the mobile

5
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A preferred operation of the server system 18 will now be described with reference to

..,Q

20  Figs. 2a and 2b. Each content provider 14 and 16 includes at least one server that is connected to
the Internet 20 and adapted to transmit and receive Hypertext Transfer Protocol (HTTP) data. In
addition, the wireless device 12 includes a communications interface, such as a web browser,
through which the wireless device 12 may transmit and receive HTTP data. The mobile user
may request content from one of the content providers 14 and 16 by entering the Uniform

25  Resource Locator (URL) in the web browser or selecting a link to the requested content. It
should be appreciated that in alternate embodiments, any protocol may be used between the
wireless device 12 and the content providers 14 and 16, provided that the protocol allows the

wireless device 12 to request and receive content from the content provider.

In this embodiment, all mobile HTTP requests are routed through the proxy server 22 and

30 forwarded to the appropriate content provider 14 and 16 in accordance with the flow diagram of
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provider 14 includes an authorization database that stores authorized UIDs and the mobile user is
authorized if the mobile user’s UID is found in the authorization database. If the mobile user is a
subscriber, then the affiliated content provider 14 transmits the requested content to the wireless
device 12 through the proxy server 22. If the user is not authorized to view the subscription
25  content, then the affiliated content provider 14 transmits a message to the wireless device 112
informing the mobile user that the requested content requires a subscription. In a preferred
embodiment, the affiliated content provider 14 transmits a hypertext link to the wireless device -

112 that, when selected by the mobile user, will initiate a subscription process.

A preferred embodiment of a mobile user subscription process will now be described

30  with reference to the flow diagram of Fig. 3. When selected, the link generates a HTTP request

7



provi der 14 includes an authorization database that stores authorized Ul Ds
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notification t new subscri ber was added. In Step 72
tr ansm&t@saﬁMcﬁf the ntdbéle wierah assautkarized td 2¢d IE new gubsviipiwnrrerviéd emifi on

that the, s t ful. | d _enbodi. t. h
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aut horized to add the new subscription service or if

20 The mobile user may unsubscribe from a subscription service in a similar manner. The
mobile user selects an unsubscription link (e.g., from a web page provided by the affiliated
content brovider 14 or the subscription system 18). In alternate embodiments, the unsubscription
service may be initiated by the carrier or the affiliated content provider 14. For example, the
carrier may unsubscribe a mobile user from an affiliated content provider 14 if the mobile user

25  ceases to be a customer of the carrier. The unsubscription service is managed by the SMS 24
which, after receiving an unsubscription request, verifies the mobile user’s identity, then
deactivates (or deletes) the subscription service from the mobile user’s database and sends an

unsubscription message to the content provider.

A first alternate embodiment of the present invention is illustrated in Fig. 4. A carrier

30 100 provides wireless services to its wireless customers, such as wireless device 102. The carrier



the identity of the user cannot be verified, a nessage is sent to the
wreless device 12 in Step 74 to notify the nobile user that the

subscri ptworsosothsl not be added. 20 The nobil e user may umsahisor/sgs2 from a
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proxy server 112 and an SMS he proxy server recelves a
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forwards the host
20  account database 106. The content request is then forwarded from the proxy server 112 to the

affiliated content provider 116. The billing system 108 is connected to the user account database
106 and, based on the stored data, periodically bills the mobile user of the wireless device 102
for usage of the carrier 100 and subscription services. It will be appreciated that the present

embodiment supports numerous pay-per-use pricing models.

25 A second alternate embodiment will now be described with reference to Fig. 5. A carrier
120, provides wireless services to its wireless customers, such as wireless device 122. The
carrier 120 has an established billing relationship with each of its wireless customers based on
either a pre-paid or post-paid model. A pre-paid customer starts with a funded account balance
that is decremented as the user access subscription services. A post-paid customer starts with an

30  account balance of zero and is billed after subscription services are accessed. The carrier 100 is



15 system of the requested content provider and the U D of the nobile user
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t he associated user is authorized to subscribe to a new subscription
dérvibalnceind return the authorization results to the SMS 130. It will be

appreciated that the billing interface 132 may be adapted to suppo
A‘gwél\@%o
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user. If the UDis authorized, then the SV5 130
lengths in the subscnptlon information. In one embodiment, the SMS 144 stores subscription

20 information in a subscription services table 146. The subscription services table 146 preferably
includes the following fields: UID 148a, service ID 148b, renew 148c, cycle 148d, start 148e
and active 148f. The UID 148a and service ID 148b fields uniquely identify the subscription
service. The start 148e¢ field indicates the start date of the subscription service, the cycle 148d
field indicates the cycle length for each renewal period, after which the mobile user having the

25 UID 148a will be charged for the subscription service, and the renewal 148c field indicates
whether the subscription should be renewed at the end of the current cycle. The active 148{ field
indicates whether the identified user is currently subscribed to the subscription system. The
subscription services table 146 is populated by the SMS 144 during the subscription process. It
will be appreciated that the system services table 146 is merely one contemplated embodiment

30  for storing and maintaining subscription information.
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adds the nobile user to the subscription service and instructs the billing
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transmits the corresponding UID and the assigned IP address to the proxy server 172 to notify

20 the proxy server 172 that a new device has connected to the network. The proxy server 172
maintains a lookup table 180 that maps UlIDs to assigned IP addresses and stores the received
UID/IP address pair in the lookup table 180.

When the proxy 172 receives a request from the wireless device 176 for content from an

affiliated content provider 182, the proxy receives the IP address assigned to the wireless device

25 172. The proxy 172 then looks up the received IP address in the lookup table 180 to determine
the corresponding UID. The proxy 172 may then insert the UID into the request to identify the

wireless device 172 to the affiliated content provider 182.

A fifth alternate embodiment will now be described with reference to Fig. 8. Fig. 8
illustrates the application of a secure SSL connection between a wireless device 190, a proxy

30  server 192 and a content provider 194. It will be appreciated that the proxy server 192 cannot
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St ep wPdess device 218, the subscription system 210 is adapted to download subscription content to

20  the personal content database 216. The wireless device 218 may then access the subscription
content directly from the subscription system 210. In operation, the wireless device 218 requests
content from the affiliated content provider 220. The proxy server 212 receives the request,
modifies the request with the UID and forwards the request to the SMS 214, which requests the
content directly from the affiliated content provider 220. The SMS 214 stores the requested

25  content in the personal content database 216. In a preferred embodiment, the personal content
database 216 is accessible to the wireless device 218 through a local mobile portal that interfaces

directly with the SMS 214 and may be accessed in the same manner as an affiliated content

provider 220.

A seventh alternate embodiment will now be described with reference to Fig. 10. In this
30 embodiment, a proxy server 228 maintains an alias table 230 that includes a record for a unique

UID 232a, Service ID 232b pair known by the proxy 228. When the proxy 228 receives a
12
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one embodiment, the same UID 242 and service ID 243 is always mapped to the same alias 244.

20 The request from the wireless device 234 is then modified by the proxy server 228 with
the mapped alias 244a, 244b, or 244c. The proxy server 228 then forwards to the affiliated
content provider 236a, 236b, or 236¢ that uses the alias mapped 244a, 244b, or 244c to verify the
identity of the mobile user on the wireless device 234. In a preferred embodiment, each entry in
the alias table 230 includes unique aliases 244a-244c. The entry may be a row (e.g., 240a, b, or

25  ¢) in the alias table 230 that includes a UID (e.g., 242), a service ID (e.g., 243a, b, or ¢), and an
alias (e.g., 244a, b, or c¢) generated from the UID and the service ID. In this manner, the use of
an alias adds a level of security because each alias is only valid for a single subscription service.
In addition, the affiliated content provider 236a, 236b, or 236¢c may implement a separate
database with the subscription status of each affiliated user (e.g., status on whether the user is

30 allowed access to the desired content). The database determines the subscription status by using

the alias 244a, 244b, or 244c that have been forwarded to the affiliated content provider 236a,
13
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to verlfy the identity of the nobile user on the wreless device 234. In a
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e desired cont at abase et er m nes scription status by
usi ngffiliated content provider (e.g., 236a, 236b, or 236¢), the proxy server receives the IP address
assigned to the wireless device. The proxy server then looks up the received IP address in the
second lookup table (e.g., 180 in Fig. 7) to determine the corresponding UID (e.g., 242). The
proxy may then insert the UID into the request to identify the wireless device to the affiliated

25  content provider.

Referring now back to Fig. 11, each of the service IDs 243a-243¢ may be either an
Internet Protocol (IP) address for a server of a content provider (e.g., 191.168.3.1) or a Uniform

Resource Locator (URL) of the content provider (e.g., www.yahoo.com).

The retrieved corresponding alias 244 can be an arbitrary string based on an algorithm
30 and/or function used to generate it from the UID 242 and the service ID 243. An example of an

14
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proxy server (e.g., 228) to notify the proxy server that the wrel ess
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receives a request fromthe wireless device for content froman affiliated
content provi d@nCQ@P@SCSth@B@XYEWQFZ?& 236¢c), the proxy server receives the

| P address assigned to the wirel ess device. The proxy server then | ooks up
the recei Ved | ® mditie RFLA306 tieoc e omch UBd kit mm: ony/tfc/tRA39GixEithe  7)

to determ ne the,correspon t hen,insert
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25 content proyf@rthe RefcRis HRGecamBH)back to Fig. 11, each of the service IDs
243a-243c may be either an

* D is the 128-bit MDS5 digest of O;

* X is a 256-bit value which consists of O concatenated with I;

* N is the result of encrypting X with key K with an Advanced Encryption Standard
20 (AES); and

* S is the base64 encoding of N.

In this algorithmic embodiment, the proxy server 228 will send S (e.g., the subnym or the alias)
as the value of the x-access-subnym header to the affiliated content provider 236a, 236b, or 236¢
associated with the URL. If an error occurs and the subnym cannot be computed, the proxy

25 server 228 will send the string "UNKNOWN" to the content provider 236a, 236b, or 236c¢.

In a more specific embodiment of the present invention, the proxy server (e.g., 228 in
Fig. 11) is a Hypertext Transfer Protocol (HTTP) Identity Proxy (HIP) server. The HIP server is
a Wireless Application Protocol (WAP) 2 compliant HTTP proxy server which translates

15



I nternet Protocol (IP) address for a server of a content provider (e.g.,
191.168.3.1) or a Uniform Resource Locator (URL) of the content provider
(e.g., wwoyalswsxom) . The retrieved correspondi ng alias 2¢d/usan3q2s2 an
arbitrary string based on an algorithm 3o and/or function used to generate
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228; * 0 is the RFC2396 netloc (e.g., in a URL

hiot p: / / www. i et fcag &1 debBiptddcad P vitikknowibdge dSthegktreckéys wivih belyfthe eagrieof t he
request URL or service ID 243a, 243b, or 243c (fromthe wrel ess device
234); * Dis tH8%128-bit MD5 digest of 0; * X is a 256-bit val ue which
consists of O concatenated with I; * Nis the result of encrypting X with
key K witl an Adwaickel démlayqﬁ |b@hV@namigndserQ@S((AESFﬂt aravidery ics tragk daseb64
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header to the aff| | i ated content provi gf 23?a 236b, ar 236¢

o does not compromise the user’s IMSI even 1f the secret Key 1s compromised.

15  Moreover, in the context of this specific embodiment, the term “subnym” may be referred to as

an alias and/or a unique provider-specific user identifier shared with a content provider.

Referring now to Fig. 12, a network layout in accordance with one embodiment of the
present invention is illustrated. In this embodiment, an identity proxy subsystem 318 includes
the proxy server 228 and an identity agent 300. The accesses identify proxy subsystem 218 is

20  connected and protected from the affiliated content provider 236 via a firewall 350 to prevent
unauthorized access. A mobile network 310 includes a terminal equipment (TE) 320 (or a
wireless device), a Packet Data Serving Node (PDSN)330 for supporting the CDMA protocol,
and a Circuit Switched Data Access Point (CSD-AP) 340. The mobile network 310 facilitates
communication between the TE 320 (or the wireless device) and the affiliated content provider

25  236. In this embodiment, the proxy server 228 is a HIP server and all mobile-originated HTTP
requests are routed through the HIP server, which adds identity information to every request.
The identity agent 300 implements an abstract interface that maps every TE IP address to a
network-specific identity (or UID), such as IMSI (e.g., a phone number). The identity agent 300

is an integration component of the proxy server 228; the identity agent 300 should be customized
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associated wwth the URL. If an error occurs and the subnym cannot be
conputed, the proxy 25 server 228 will send the string "UNKNOMW' to the
content pwows@si74236a, 236b, or 236¢. In a nore specific ecrasowsns2 of the
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enbodi nent the present 1 nvention”i ustrate enbodl

i dentinteyfaps B8/ - subsyst em 318 i ncludes the proxy server 228 and an identity
agent 300. The accesses identify proxy subsystem 218 is 20 connected and
prsot ect ed Thr 68 h®odihient iodt thd mehentveption, der HEBGemien 228f isr £\Rdguest Sor t 0
prevent unauthorized access. A nobile network 310 includes. a term nal
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( PDSIEDd?IﬁlQ)n]: e FFHPRAE bPE 20418 s%%, ﬁﬁ%@fd&hﬂt}/ header, such as a “x-access-subnym,”

to every HTTP request it proxies. The x-access-subnym header sends the subscriber’s identity,

or subnym, or alias, to the origin server (or the content provider 236). The subnym (or alias)
20 may be used for a number of purposes. For example, unlike cookies, the subnym can track web
users reliably and permanently without login or login renewal. However, the main function of
the subnym is to enable coordination of subscriber information (e.g., the UID and the service ID)
between the origin server (or the content provider) and the carrier (that includes the proxy server
228). The presence of the x-access-subnym header indicates that the HIP server 228 and the
25  components it is attached to are functioning correctly. In the case of errors in the underlying
subsystems, HIP server 228 can send a fixed value in place of the network identity subnym. The
fixed value may be defined and configured in the present embodiment as an unknown subnym
header value. The fixed value should also be decided on at the operator level, and all HIP
instances (if installed in a load-balanced configuration) should have identical settings.
30  Alternatively, the HIP server 228 may be capable of setting the header to a null value, in which

case the header in the cases of errors is not sent to the content provider 236 at all. The null
17
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COOho%Sgin tsre]r(%/erS u&())n A Cn%me w%mlfl Xi\%ll)nes a canonical identity, route all identity-sensitive
browsing sessions through that server, and use URL rewriting or another session state model to

20 embed the canonical identity in all requests, which are directed to other servers. This is similar
to the solutions provided in above described embodiments for secure (i.e., SSL/TLS, also known

as https:) requests shown in Fig. 8. In addition, the process of obfuscating and encrypting the

UID and the service ID (e.g., netloc) to produce the subnym is not one-way because given a

subnym and a carrier key, the UID and the service ID (e.g., the netloc) can be derived.

25 In one embodiment of the present invention and according to the foregoing, a subnym
can be generated from the AIKODXNS (or subnym) algorithm. In the AIKODXNS algorithm,
the various steps in the algorithm are represented by a letter (e.g., “A,” “I,” “K,” “O,” “D,” “X,”
“N,” “S”). The is in the AIKSDXNS for every proxied HTTP request, where:

o A is the IP address of the TE originating the request;
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users reliably and permanently without login or login renewal. However, the
mai n function of the subnymis to enable coordination of subscriber
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server identity (or service | %@;nd subscri ber identity (or UD). In the

cont exte. ofn adbiiqn, aspending ah ediigmation; e BIY gérrers@py émplegent pn REEZ0 Iea

fi s the full alifie in.n . th ry I n-
0t o EF T Sy dhcnt, bl o CRIRL By BT lrich e 1B oker el ilibfenfeic®
For Iffleaiplie HITP tditedtRBhcddih® cdmhpvasyidrelofre@aibahdwidiie 388Ghé it., Hokevaet | oc

is ww.ietf.com In,  addition, because one content, provider (e.g., 236 in
Fi g. beojuse fhecspraspision eatupriregelissing qopsigptable increase in the computational needs of

the HIP server and can only work with clients which support the same content-encoding methods
(which are recommended but not required by WAP2), preferably, the compression feature is
20  configured only with the HIP server if such feature is required to reduce over-the-air traffic cost.

Lastly, the HIP server should be a WAP2 conformant HTTP gateway.

In one embodiment of the present invention, the identity agent is an integration
component of the HIP server. The identity agent stores the complete set of active mappings
between a TE IP address and it’s corresponding network identity (or UID) and serves them to the

25  HIP server. In this embodiment, the identity agent is abstracted from the core proxy server
because managing the IP-identity mapping is a difficult task. The mapping should be
implemented with the network element that routes IP packets (e.g., GGSN/PDSN). The table of

mappings that would be active on the network should be stored in a persistent and very reliable
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servers, the content providers of the present invention should be
i npl emented to choose a single origin server domain nane which defines a
canoni calwpdefsi7sy, route all identity-sensitive browsi n@CTase2/anns2t hrough
that server, and use URL rewiting or another session state nodel to 20
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identit provided by the identity agent) correspondl ng to A, Kis a

128- bnpféwnta@pn gbguld noslideoiol anoAdife serser Which accepts &AM anRFEesoBrigethoe of

ere 8- %)'{3 di bit. val ue
V\IQI chi %gl%?lg gflég TeRo tOc%nca‘% aat]n%cf egdstfﬁ &%E Se?‘gg%fateh@fﬁe@rgy ptplznng X
W t hidegyitykagaht feqidsBrespehva natedadenasyipd ised to ﬁtda nimé thhplearedtatisn dstailhe base64
encoding of N. 10 The HI P server will send S as the value of the

X- access- gy hayiidhardaise abéesdio EmeBForRAetdbsseansl takba oUbtNAN SRR bS tife,
conmputed, it will send the string "UNKNOM. " |'n one enbodi nent, the H P

s er vend pigce AnReEbaBmenhef de pewpnt lavention sends, idemity swith evsry, BT TPmgeuasf, thes er ver
addl e%%t}, %%gﬁlglﬂfﬁigh@n con Fg P{Eﬁ J}gga tﬁ%ﬁ%&éser?g%l ?19 ‘ng/&%d%%%\}‘é’n“é“ t@n RFC

25161‘@ 1mplement this cache, one database embodiment of the present invention uses either a

configured period of time for which the network will leave an IP address idle before reassigning
it to a new user (for example, 5 minutes), or some interface to the GGSN/PDSN that informs the

database whenever an address is invalidated.

The configured period of time before reassigning an IP address database embodiment is
20  preferred because it is simpler and more reliable. That is, since servers that assign IP addresses
tend to use an LRU (least recently-used) algorithm, any network that is not close to exceeding its

IP address pool should be able to guarantee a significant address downtime.

In a further embodiment, the identity agent listens on a Transmission Control Protocol

(TCP) port. For example, the 19982 TCP port may be used by default. Like an HTTP server,

25 the identity agent should accept an arbitrary number of simultaneous connections (e.g.,
corresponding to multiple proxy server processes). Therefore, the identity agent should either be
implemented with (or started from) a spawning server such as inetd or a sever that includes

comparable functionality.
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15 HTTP conpliant cache. Mreover, depending on configuration, the HP
server may inplenent a deflate or zlib HTTP content-encodi ng conpression
to reducewbanasizdt h over the air. However, because the ceaprissysos feature
results in a considerable increase in the conputational needs of the HP
server an@‘h%aiﬁe&ﬁ%agﬁﬂﬂ' ayi 418 fld 6RtRe W NteRMPROthe HIP &RB, and in most
cont ent - encodi ng thods ~ (whi ch are recommended but not required by WAP2),
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server if_such featyre is,required to.reduce over-the-air traffic cost.
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enbodi nent, of the present i ntion, the jdentity agent i.s an integration
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identity (or UD) and serves themto the 25 H P server. In this enbodi nent,
t he impletieniedagidintniabiliapse chet b ¢anoactidneif mecaspy oxithongh veis wilewgaigesly
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identity-enabl ed services. g,such %s. prem Em cantent) until 1t ﬁﬁél rgset their
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net WakscHBae NAeRloid 18, theldSMATRNR shbilg bdahaAWBS Ehd¥h Yidest) df Bd IMSTI Whic@nponent
of the GGSN/ PDSN, which is available through a network database interface
pr ot 6erdted’” (oainmbanetBrwithedopne privateperauEnribpShateloSalting preventp on aitackeh wha has

D1 SREs e sy Ry e REL BB aBe s MRt SO OB G T R BN E

tihe iv@mesity agent inplenmentation should include such an AAA server which
accepts AAA nessages, wites the 1o mappings they report to a database, and

reads from theeAiRbas urt ntSEANbE ScdodlBRg td ¥nd SABRENSEAt NMihe pidEdH: idvenagent
request/response interface may be used to hide these inplenentation

det aild dlustratedgdFigi bh, [IbBigalbe Brepews Gopteant Sebswopioni Serpadd-Srayr Sike St
nont ¢ Io\ﬁ(saéo gtn uvrs]/;it ga%l & ;Egﬂ\;ﬁrtﬁ‘gg% %ﬁa{%(f{ﬁ_%%relg %&H ?&?%ggfor tah:?irrfé'%?é@ i Fig.

i nventl on “Sends every ues
4) to provide premium content subscriptions to its customers. In this embodiment, it is assumed

20 that an AAA server 574 or a wireless/Internet gateway 510 writes the authentication mappings:
IP address to user identity of some sort (e.g., PCSS “internal ID” or UID) to an identity agent
530 having a very reliable database. The HIP server 528 then queries the database of the identity
agent by sending an IP address assigned to a wireless device 534 and getting back the identity (or
UID) associated with the wireless device 534. Because this happens on every request, the
25  present embodiment comprises a caching mechanism (not shown) to ensure that the database of
the identity agent 530 is not read every time a user clicks a link. Because of the use of the
caching mechanism, the present embodiment also uses a guaranteed time during which an IP
address will not be reused. That is, if the IP address is reused within this time period (e.g., two
minutes), the pool of IP addresses may be exhausted. The IP addresses should also be assigned

30 in round-robin order and a minimum of about two minutes should be used as the guaranteed
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i dentity agent should inplenent an in-nenory cache that stores recently
used identity mappings. 15 To inplenent this cache, one database enbodi nent
of the prweanwsiTayenti on uses either a configured peri odprafi/tuSorso2sor whi ch
the network will leave an I P address idle before reassigning it to a new
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f | exidfithd form' GRHOATTP ABqiicsh| Bl dst Ravelf fribiahéhiteledeatvitey 2 g@vtershosh d
keep the connection open after each 5 response and be able _to accept a new

r equésiueshoed radinei e thig pne PhEcr YRR TYCtHgeleVicRRlp Sean TP PARERE R wi t h
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negat’i act per of "an server- an ntity agent
comnmckmtApp"hcahm (mégmmbh;ienmm (API®, tet plkyi dertri228 dgtesteiposduece By t he

In’e?)eanﬁl Qésg %ﬂﬂlﬁ{@q&é& ¢ J&ﬁtnll‘eﬁ?}V%| 1) %?r‘gﬁg’oij‘—?‘iﬁé&@wﬁﬁ%&@e 23\’5%0 @Brlh@%g}‘fm .
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subs ~’any ‘conprom se the carrier's secret identity Key wl
co rrprﬁ'@lﬁiin Figl14. '8! proky eargeny228dadtiscat itheeHT TP aequest @ detdrmine which demert St prtype

shoul c%n ent provM:e)ir" s{ Qa}g r1]s B'elﬂg c?uesc% t Pn thllsNesrlnbocﬁ'fn"lleﬁtt] tlllig server may be the content
provider 236a (or content provider A) illustrated in Fig. 11 and/or the content provider 536 in
20  Fig. 14. The content provider A 236a is addressed by either a URL or an IP address. This URL

or IP address may be the service ID 243a illustrated in Fig. 11. Using the algorithm documented
above (e.g., the subnym algorithm), an alias 244a is calculated from the UID 242 and service ID
243a (or, if it was already calculated, it can be looked up in a table where the previous
calculation was recorded). The alias 244a is attached to the HTTP request by means of inserting
25  an additional header (e.g., x-access-subnym) to the request. The HTTP request is forwarded to
the affiliated content provider 236a with the appended alias 244a. The affiliated content provider

236a uses the alias 244a to determine the identity of the user.

In one embodiment, the present invention is implemented with a Solaris 8 or Red Hat
Linux v7.2 (kernel v2.4) operating system and a load balanced Sun Enterprise 450s or Dell
30 PowerEdge 1550 or IBM x330 model server. Because the proxy server may be a standard

Apache HTTP proxy server, scalability can be achieved by any of the usual means used to
22



"salted" (conbined) with sone private per-subscriber data. Salting prevents
an attacker who has stolen the server's private key fromreversing the
al gori t hmvoaospeEns ng identities to known | MSI 15 val ues. PATAS0L/BEE2
infrastructure integration according to one enbodi nent of the present
| nvenfifBe Apachd Lu‘r@%fe'@f ?ﬁ"’l‘lﬂsfr{f&s sléh ab oo fhg shc]ﬂ“T(ﬁD F28 BakRcER Mg Minux
Subscri ption Server wor ks together with an H P sever 528
t o erchistars. aerawrseeefrrcsstamgmﬁ&ﬂ a(ld&ﬂﬂgmg wmegtiestapdardOpache Figg.  4) to provide
prem um content subscriptions to its custoners. In this enbodinent, it is
assumed 2Havivgg tiae d%édiut&éren&rodﬁﬂéntmbf dhenprresdne S8vdntibey neshogldtlm/\mpafehﬂ towrites
t he aut hentj cati on ppings: . I P address ta user iden o
(e g wsp edlnh%h@aﬁgtﬁaq c@ﬂawrawlﬁygqs&fﬁw WJ&@WY%‘“;}H&@%@%@@ eﬁ%ﬁ?ﬁ@w @ery
th£b€a uE ﬁ&ﬁﬂ@aﬁmg@ 8k Sﬂ%&tﬁbxﬁ UgHd ﬁ&nsme%a{b%amt%eﬁebﬁ
entlty ent sendi ng dress assigned to a wreless device 534
an d gedy bmaﬁmwﬁhtrﬂthe sd@ntand wpifio of thelpB)sessisvaitiane dF ovxﬁxdmplh,ethwnamhgwnu evi ce
534. Because .this on ever es th enbodi
oo SE e UGS AR EIE Srar TR Heronrep Ty @ed bt ot i Hatent Bt of
the ige mvehaveﬁtg&ﬁ%pé%Qsdrﬁ)ea%o{z@%u@v&r Yeplal IR PlisbbeS t&bﬂh@ﬂ‘ﬁy{p@s bf fkwoBecause
of the use of caching nechanism the present enbodi nent also uses a
guar ann@%e@r‘tqrmﬂmﬂmﬁglmﬁ &nthgnd¢fmed do dhefpdlowing claots. be reused. That is, if
the P address is reused within this tine period (e.g., two mnutes), the
pool of | P addresses may be exhausted. The | P addresses shoul d al so be
assigned 30 in round-robin order and a m ni nrum of about two m nutes should
be used as the guaranteed 21 WO 03/050743 PCT/US02/39252 tinme. Lastly, a
transl ati on device, such as an InterWrking Function (IW) 510, is situated
between the wirel ess device 534 and an affiliated content provider 536. The
| WF 510 perforns the translation between a nobile air channel format
(e.g., signals sent and received by wireless device 534) and a Public
Swi t ched Tel ephone Network (PSTN) Pul se Code Mbdul ation (PCM 5 format. An
exanple of this is that the wirel ess device 534 sends and receives
character data via the cellular air interface, and then nodul ates it for
the PSTN at the IW 510. In general, according to the foregoing, the
i nvention provides an exenplary nethod for selecting an alias for a
wi rel ess device froma proxy server and providing this alias to a content
provider. Referring now also to Fig. 11, a user on wrel ess device 234
makes a request for
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lo content froman affiliated content provider (or affiliated content
provider A) 236a. The request is of the formof an HITP request. The
request twewsaloso7#s om the wirel ess device 234 (where it isPaT/useys|st over a
radi o frequency) thru one or nore infrastructure devices (e.g., an IW 510
in Fig. 14) until it arrives as tBeatfigP request over an Ethernet at the
proxy server 228. Using standard 'socket Application Programlnterfaces
(API's), the proxy server 228 requests the source IP 15 address for the
request ity justyr \Y t S

identity agentA (vgif;e%s¥ c%%;[ {ifiof Oﬁ&é{ﬁ% R’fﬁ it @g.ﬁ%ﬁﬁ’?éﬁfg %%5%4% ?Vgre ﬁtgS hat

| P. dheickd, bhedZtempyonyeisidege | MSI 542 in Fig. 14. The proxy server 228 | ooks
at the HTTP request to determ ne which server's (or content provider's)
data i s beidgtenepieeiletshsodittell Kith £fifzecom@nprovideraspsdfiv édentifiyr 41gl 4 dveombdnt ent
provi der 236a (or content provider A) illustrated in Fig. 11 and/or the
cont EARLCHYRIQYIgET-spSSdiciidentidiersi g. 14. The content provider A 236a is
addressed by either a URL or an I P address. This URL or |P address may be
the servi edirbnep®@d; i | |ustrated in Fig. 11. Using the al gorithm docunented
above (e.g., the subnymalgorithn), an alias 244a is calculated fromthe

U D 242 aracbrsey vérver doDpled4Bish (Imrqoni:efm ptowvies vad theaf’dyt nciivotl, dheepoxy tseryan be

al | acoBfsinge Ty l?ﬁiswﬁﬂt Sinsdbe bt Bi ot A REIE NPy 1 ng 25 an-

addi ti onal header (e, X-access-subnyn) to the request. The HITP request
i s forwar de§ceusl nefgerk a?-1¥q | i ated content provider 236a with the appended
alias 244a. The affiliated content provider @ 236a uses the alias 244a to
dét er mi ne a WeelcarefiRvieeysesyertaseociped Withe & velrmlerai dewiee, ideniitiop agd éngecond

i nve Y/ el
V2. 4;&}1%68%5 a Ylﬁgmseys é(}ln‘%% gn ]z%ll%fi %Q%g%o?fg 2888’r§ %h{‘?%cgﬁtg e sth%%gé%ﬁn 30
Powe ldedige pidading thel sBddndIBatcnppielidseseific iBaadiese t he proxy server may be a
standard Apache HITP proxy server, scalability can be achi eved by any of

the usual wWRAASE th BrbxyBer? uddd QS/ﬂWﬂ'&eﬁqgv%qaérﬁﬁ?&ZO ifennidg ehePfpacie and

ot her HTTP servers, such as off-the-shelf TCP | oad bal ancers and Li nux

cl ust\@reéessldﬁkléw®étlﬁ@sror managenent and | oggi ng uses the standard Apache

| ogs. Having thus described enbodi nents of the present invention, it should
bé appar entheran thhgsexys kevbredsdsntheheecend witedass clevicai ide@téfmmndg&@ gskondhe

Var i SRRCHORPIBETesHE et 5t Fonaly wh AP PukBoyRenfB iR SR B okl

table;
wherein the proxy server adds the first content provider-specific identifier to a header;

wherein the proxy server forwards the modified first content provider-specific identifier

20 to the content provider; and

wherein the content provider uses the modified first content provider-specific identifier to

determine an identity of the wireless device.

11
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may be made within the scope and spirit of the present invention. For

exanpl e, the managenent of nessage bl ocks for an H P proxy server have
been il | vapriamsdd3 but it shoul d be apparent that the i nveatriuse2suszept s
descri bed above woul d be equally applicable to other types of network

proxy servers. THyLBNERdian, | suitbl Aol M8bsbddtniplbAMNaret ghas. 10
23 WD 03/ 050743 PC¥ US02/ 39252° CLAI M5 1. wrel epss communi cati ons system
f or pvhewidithgprosmtserver fewaids dbe sazond matebsss deview idomtifiet fiwl thy seemdomntsmi si ng:

a content provi.der ocigted. with a first cagontent.provider-specjfi.c

" den IS ARG MSETRG o e U RTEIIOR P BRRSY SERFT 11oF GaRiEnT PRYIdeL IS oy o
net Workiatéd GInBshY pRfidkgr coupled with the content provider via the first
network, the proxy server conprising a table, the table having the first
cgntent provider-specific identifier; a second network; and 10 a wireless
devi ce server associated with a first wireless device identifier and a
second wiyrele device | | d d_ w0t ry.yia
he_ second- net udFic G obi rbs Tyl Bt o e I A AR

pr ovibilihg systerh finterfhabe Mithf the subsehiptici Malidpemphioseyves & bith the sdieldsh defitessfor
wireless device identifier to identify the second wreless device

i dents3geei the eonf@id pErvidethe proxy server uses the second wirel ess device
identifier and the second content provider-specific identifier to identify
the first content provider-specific identifier on the table; wherein the
proxy server adds the first content provider-specific identifier to a
Header; wher eiThetsigiepraflaige3, ferthdreompridngtaseneinter def tfacking acombenof

i der - ific .identjfi 20, to th t ent vi der: and. in th
Pont diia rET hanniuBE R the WitsieeF Rete 0 B ShERh MPH! Gl vERS BEbaE ' e
i dents{dté:A fuktRer iAREREIWIth B ubsteBhhiey toHill thewklesd @ icedBY i1g38e of the number

of data packets transmitted to the wireless device from the content provider.

15 5. The system of Claim 4, wherein the billing system is configured to handle both a

pre-paid model and a post-paid model.

6. The system of Claim 1, wherein the second network is a wireless network.

20 7 The system of Claim 6, further comprising a firewall and wherein the second

network is separated from the first network via the firewall.

8. The system of Claim 7, wherein the wireless network comprises a translation
device for translating a data format from the wireless device into a data format acceptable to the

25  Proxy Server.
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25 24 WO 03/050743 PCT/ US02/ 39252 2. The systemof Caim1, further
conprising a subscription managenent server and wherein the proxy server
forwar ds wbassswend w rel ess device identifier and the seeamdSopssent
provi der-specific identifier to the subscription nanagenent server if the

content piovi defei @ oiat:iddgi %itxﬁfli]e_rgiﬁnché%ird?és@‘ﬂg%éﬂc & 'sJ@Botﬁy%FﬁéﬁePf

Claim2, further conprising I ng systemand wherein the billing

syst dimtd fewideaNede wid h Génerad (Haskat iRzdico RemvingaSymperit Neda ansl whereli thie 1toldes
wirel ess devices for _usage of,t nt rovider. 10 4. The system of
d ai r?ﬁ%‘,’” UPEFIESS RbwpT 198 Bpoélwgi}sg\gﬁﬂ‘?gbhﬁérprﬁo&%lﬁi ng a nunber of data
packets transmitted to the wirel ess device fromthe content provider and
wherein the billing systemfurther interfaces with the user counter to
bill the wireless device for usage of the nunber of data packets

t bansmi t t 8- t o Theesyatane|adsSlagiay |.c whetebmthen avieeass edfiviqer evmprases 8 hanlwarpe
syst qg@n%hep aim4, wherein the billing systemis configured to handle both
a pre-pard nodel and a post-paid nodel. 6. The systemof Claim1, wherein
t he second network is a wireless network. 20 7 The system of C ai m 6,

further conprising a firewall and wherein the second network is separated

fromthe first network via.the firewall. 8..The systemof Claim?7, wherein
the wirel dds ndiigopisteah mbrilame 19, ¢ | G0 &y H@ef%ﬁtﬁ%ﬁn@t%arynén dat a

f or : i i j : t 25
o e M A58 U5 1R 8 AR IOl W

viker eind assignswinrazhidade ind¢rmetrjcotoont(iR)sddrdspahiths fibsiokietlessOavige BentifiewtoNpele and
a Ceneral Packet Radi o Service Support Node and wherein the nodes allow

t he \erilefségg‘“ﬂ%st work to support both GSM and CDVA protocols. 5 10. The
systemof Claiml1l, wherein the wireless device conprises a hardware

12.  The system of Claim 11, wherein the wireless/Internet gateway is coupled to a
lookup table that stores a mapping of the second wireless device identifier with the hardware

15  identifier.

13.  The system of Claim 12, wherein the wireless/Internet gateway transmits the
second wireless device identifier and the assigned IP address to the proxy server to notify the

proxy server that the wireless device is connected to the wireless network.

20

14.  The system of Claim 13, wherein the proxy server maintains a second lookup

table that maps the second wireless device identifier to the assigned IP address.

15.  The system of Claim 14, wherein when the proxy server receives a request from
25  the wireless device for content from a content provider, the proxy server also receives the IP

address assigned to the wireless device.
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identifier. 11. The systemof Claim 10, further conprising a
wireless/Internet gateway and wherein the wireless/Internet gateway
recei ves wbhashasndware identifier fromthe wirel ess devi cepcrasansh28ssi gns
an available internet protocol (IP) address as the first w rel ess device

identifierjdo tHe sﬂeﬁ?&ﬁéﬁirﬂqgi Gfﬁéremlltﬁa pld¥& s%%l%ggielicffle fdcaivad flaadignei N

the wirel ess/Internet gateway is coupled to a p table that stores a
mappiidentdy thehrecomtwircless devicedderdidiei.ce i dentifier with the hardware 15
identifier. 13. The systemof Claim 12, wherein the wreless/Internet
gateway transmts the second wireless device identifier and the assigned

| P address to the proxy server to notify the proxy server that the

W rel ess deyi CeTlieSsyeRANSCEREN 1O whbBRinMhe Pr &5 Sscitdr WBfipriseCanlienttp @o&it ahem of
Claim 13, wherein the proxy server maintains a second | ookup table that
meps Vhereindboirgond netivedsisgeuplee wilhdhe proxeperver i EheddentynegentP address. 15.
The system of C aim 14, wherein when the proxy server receives a request
from 25 the wireless device for content froma content provider, the proxy
server also receives the P address assigned to the wreless device. 26 WD
03/ 050743 RCT/ UB24y3Raba1 Claom IThevheyesd thenidéntity agent Pooviddsethe isetohd evipalasxy
server useg t,%e received | P address to identify the second w rel ess device
i dentdevicsadenyier tofle BIRKYSRIVET O ai m 1, wherein the proxy server conprises
an identity agent and 5 wherein the second network is coupled with the
proxy server via the identity agent. 18. The systemof C aim 17, wherein
the identity agent provides the second wireless device identifier to the
pitoxy ser visk . I1Thel gystenmeofsylging rh8ofwhete mhel groxwhserer rprovides thexirss avitedgss

he fi ir.el devi [ i fi he. id ' f
Phe e, dgrigirb B oFrBRL «eRf"adfs B Ik Let e’ Bl beolaf §RI¥T 1"

pr oxydevRieM@intifidPto the groxyseest.of G aim 19, wherein the second wirel ess
device identifier conprises

20.  The system of Claim 19, wherein the second wireless device identifier comprises

15  an International Mobile Subscriber Identifier.

21.  The system of Claim 1, further comprising a carrier associated with the proxy
server and a secret key known only to the carrier and wherein the first content provider-specific

identifier is encrypted with the secret key.

20
22.  The system of Claim 21, wherein the encrypted first content provider-specific
identifier cannot be correlated by the content provider to track browsing patterns of the wireless
device.
25 23. The system of Claim 21, wherein the second wireless device identifier can be

extracted from the encrypted first content provider-specific identifier, if the secret key is known.
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15 an International Mbile Subscriber Identifier. 21. The systemof C aim
1, further conprising a carrier associated with the proxy server and a
secret keyolmosat4dnly to the carrier and wherein the firstcrarsipsu2s2

provi der-specific identifier is encrypted with the secret key. 20 22. The
system of £ ai Mgl o difgT &l @1&&616%@%9{ otk it GAMBA oRE WA HekadRe®tfi C
identifier cannot Ee correlated by the content provider to track browsing
pat t dndisatofg srherrou arel & hsaded dori mdlcaﬁﬁg fet thenrss yentenh b videmsperific, idetidieei n

t he second mnéeless device identifier can be extracted fromthe encrypted
firsﬁmE%ﬁpgﬁ? S ovi der-specific identifier, if the secret key is known. 27
WO 03/ 050743 PCT/ US02/ 39252 24. The systemof Claim1l, wherein the header
conprises one of a header for indicating an error and a header for

indicating that the first content provider- sFeC|f|c identifier can he
priovi ded. .25 Theheysiga et lgimd,avherein (i eroaient (revidgneanfubsiaNg aetingan

sub std 3518151&1%(1& tﬂﬁk % § ?ﬁ? f %k V\P‘ﬂgﬂtdn&lﬁér.-{?g 2 tﬁ? #@éﬂﬁ'fi%iéb&/?{erp{hogé)ﬂteﬁﬁﬁers

provi der speC| Ic i en those i rers ong to a single
contaﬂmn@gbwmﬁggeaﬁumﬁbﬁvﬁysten1of Claim 1, further conprising a personal
content database coupled to 10 the proxy server and wherein the personal
content database is used as a cache to guarantee reliability for wrel ess
content downloading. 15 20 25 28 WD 03/050743 PCT/ US02/ 39252 27. A

met hod forpgr OVTI&'B $9tehPOE €RIm I AMHHRL Sorhiishhd @b&%&ﬂ%&ﬁt@ﬁsdatébﬁﬁ dBRblado
corrprl Si ng: maki ng-a content request froma w re ess device for content

sBr vithe préxyosaracrcant wherein the personal content database is used as a cache to guarantee

reliability for wireless content downloading.
"
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provi der, wherein the content request is in a wireless format; 5
transmtting the content request fromthe wireless device thru a wrel ess
i nfrastruwDuB®s07devi ce to a proxy server; requesting frompPChaSpr/eney2 server
an Internet Protocol (IP) address assigned to the wreless device;

transmiting 11 RMh8dPEA* Ko} RINE cohlRls ARNIERCE WAl Bvicds0 A hEARRAT LY
agent; 10 corresponding a user identifier associated with the wreless
devi cenwyirisitngt he assigned IP address at the identity agent; transmtting
fromthe identity agent the user identifier to the proxy server;

det er mi ni ngaléfg iadeshtdrt re@lest ROnCanyigdéss pdedidedir dontem theices dioas t, conbit ei n
the request conprises a first content provider-specific identifier for the
cont enpVidelpWhersin the sopfentigayuast 151ty 8 Wiokss f¥M8kl cul ate a second cont ent
provider-specific identifier fromthe first content provider-specific

i denti fi ertransaitting thes eentedaaguest &om tepemedesgdeyiteethter wiselesseangagpistire
conte t.cprovi der-S% ecific identifier; nodifying the content request with

t he ac%b/éﬁ&%apgoé%’on “ont ent provi der-specific identifier; 20 forwarding

the nodified content request to the t ent_ provi ; d determ ni from
t he nodi fi’8HEHRS é&?&mrtﬁaﬁ%’fy SRTVEH &R fofspm fPlt%Ffécomﬁél adlicssmiEacd, o e
cont epfrelBdsQ¥vRer . 28. The nethod of Caim 27, further conprising the step
of converting the content 25 request in the wireless format into a

Hypert ext . f.QL; quest passes
thru the v&Hrne gislgéf‘ﬁ rag??%(ggsgg; EP o a 2@%%%?’0%%@%%@%502/ 39252

gori t hm ot eptig Ehier iengMOERSoDabl Sl B N ATRI SR o SUMNA

substdddds Bighaidehtisy apent; ent provi der a single canonical identifier for a
plurality of content provider-specific identifiers when 5 those

i denti fi erganb@itang b e Sdanbityeageanthe Ners@vifieLto tBd prokger®f;nod of C aim 27,
further conprising the step of using a personal content

determining an identity of the content provider from the request, wherein the request

comprises a first content provider-specific identifier for the content provider;

15 using an algorithm to calculate a second content provider-specific identifier from the first

content provider-specific identifier and the user identifier;
appending a header to the second content provider-specific identifier;

modifying the content request with the appended second content provider-specific

identifier;
20 forwarding the modified content request to the content provider; and

determining from the modified content request an identity of the wireless device at the

content provider.

28.  The method of Claim 27, further comprising the step of converting the content
25  request in the wireless format into a Hypertext Transfer Protocol (HTTP) format when the

content request passes thru the wireless infrastructure device.
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dat abase as a cache to guarantee reliability for wirel ess content
downl oadi ng. 10 30
WO 03/050743 PCT/US02/39252

29.  The method of Claim 27, wherein the algorithm comprises a subnym algorithm.

30.  The method of Claim 27, further comprising the step of substituting at the content
provider a single canonical identifier for a plurality of content provider-specific identifiers when

5  those identifiers belong to a single content service.

31.  The method of Claim 27, further comprising the step of using a personal content

database as a cache to guarantee reliability for wireless content downloading.

10
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